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ExecutiveSummary

Authority for the Project

The audit of the LeaveInformationManagementSystem(LIMS) was identifiedin a reviewof
work in progressand a determinationthat ARB had the capacityto undertakeadditionalaudit
workin the 1998/99fiscal year.

Objectives

To assessthe adequacyof the managementcontrol framework for LIMS. The management
controlframeworkconsistsofthosepracticesandsystemsfor planning,executionandevaluation
of activities that providereasonableassurancethat the specific objectivesof the systemhave
beenachieved.

Scope

Thereviewexaminedandevaluatedthe:
• adequacyandeffectivenessof internalcontrol;
• reliability andintegrity ofinformation;
• compliancewith policies,proceduresandregulations;and
• accomplishmentofestablishedobjectivesandgoalsfor thesystem

Thereviewwasconductedin theNationalCapitalArea.

Background

In 1996PWGSCintroducedan e-mailenabledWindowselectronicapplicationfor
the submitting,authorizingandreportingleavewithin the department.This application,LIMS,
providesboth managersand employeeswith on-line accessto their specific leavehistory and
balances,aswell as,amechanismto electronicallyreviewandapproveleaverequeststo transfer
informationeliminating the needfor paper.An electroniclink betweenLIMS andthe Human
ResourcesInformationSystem(HRMS)wasestablished.

PublicWorks andGovernmentServicesCanada
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Key Findings

1.1 Accomplishmentofestablishedobjectivesand goalsfor thesystem

Themajority ofdepartmentalemployeesandmanagersinterviewedindicatedaveryhigh level of
satisfactionwith theLIMS applicationin termsof its functionality andeffectivenessin tracking
andprovidingleaveinformation. Specificexamplesofthesystemseffectivenessincluded:forms
reduction, ease of usage, currency of leave data and the ability to track and view leave
occurrences over an extended period without requiring the assistanceof compensation
specialists.Thesystemis alsovery easyto understandand in mostcasesemployeeindicatedthat
theycouldoperateit with minimal training.

Nearly all expectedbenefits of the system have been realized. Eighty two percent of
departmentalemployeesareusing theLIMS applicationandanadditionthreehundredemployees
in Consulting and Audit Canadaare slated to come on stream in June 1999. Certain
departmentalemployees,suchas the GeneralLabourand Tradesgroup, which do not have
regularaccessto computerswill continueto submit leave forms. As well, leave submission
requiring paycalculationsandleavewithoutpaytransactionsareexcludedfrom thesystem.

The application is also generatingsignificant interest in other departments.Currently the
CanadianInformation Office (CJO), the CanadianSpaceAgencyandthe EconomicAgencyfor
RegionalDevelopmentin QuebechaveadoptedLIMS. It is expectedthat the Public Service
CommissionandtheParliamentaryGroupwill implementthesystemheftfretheendof 1999.

1.2 Adequacyand effectivenessof the internal controls

1.2.1 Security Framework

Usersecurityprofiles, consistingof anauthorizeduserID and password combination,
providestwo levelsof identificationanddeterminestheinformationthat canbeaccessed
andtypesof functionsthat canbeperformwithin theapplication. Therearethreelevels
of access(profiles): employee,managerandcompensa~tionspecialist.Oneindividual, the
LIMS administrator,is responsiblefor theseprofiles andcontrols any modifications to
theirstructure,releaseordeletion.

Theauditnotedthatwhile thereis a basicsecurityframeworkin place,it is compromised
by the lack of an overall security strategy/plan,informal proceduresfor requesting
changesin securityprofiles andpasswords,inadequatetools to monitor LIMS security,
poorly documentedsecurityresponsibilities,theneedfor formal securitytraining for the
LIMS Administrator, and inadequateapplication of desktop security guidelines,
proceduresandpracticeswithin the HumanRelationsandCompensationarea.
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The LIMS security framework could be strengthenedby addressingthe outstanding
securityissuesthatwere identifiedin theThreatandRisk AssessmentReportcompleted
in 1997.

1.2.2 Program Changemanagement

A frameworkis in placeto managechangesto theLIMS application.

The overall managementof system changes could be enhancedthrough a more
comprehensivedocumentationofsystemchangesandacceptancetestingactivitiesandthe
developmentof monitoring and audit tests to detect unauthorizedchangesto the
application.

1.3 Reliability and integrity of data

Testsconductedto determinethe effectivenessof the input control frameworkindicatedthat it
wasoperatingasdesigned,however,areasthat couldhavea potentialnegativeimpacton the
integrityofdatain theLIMS applicationwereidentifiedincluding:

• little quality control on the inputof leaveforms submittedto andenteredby Compensation
Advisors;

• inadequatecontrols to restrict access to data in the production databaseby system
maintenanceandsupportpersonnel;and

• anabsenceof a comprehensivemonitoringand or auditprogramto systematicallyverify the
integrityofLIMS data.

Data integrity controls could be strengthenedwith the developmentof tests to verify the
correctnessandaccuracyofsystemdataon theentireclient baseasopposedto thead-hocsample
testingon selectedusersanddatafields currentlybeingdone.

1.4 Compliancewith Policiesand procedures

The LIMS application conforms with the general governmentpracticesrelating to leave
administration.The systemis capableof generatingannualleaveinformationon all employees
andproducingrequiredyearendTreasuryBoardSecretariatreports.Thesystemmaintainsleave
recordsoveratwo yearperiodasis requiredby thePublicServiceCompensationAct.

PublicWorks andGovernmentServicesCanada
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Recommendation1

It is recommendedthat:

1. The ADM~ HumanResourcesBranch, with theparticipation ofrelatedGTJSareassuch
as Information TechnologySecurityDirectorate, ensurethat security issuesincluding
thoseraisedin theThreatandRiskAssessment,1997arefully addressed

2. The, ADM HumanResourcesBranch, ensurethe developmentand implementationofa
formal and documentedprocessfor the managementof LIMS program changesand
acceptancetesting.

Additional recommendationsaddressedtotheDirector,HumanRelationsand CompensationGroupandtheLIMS

Administratorareincludedin thebodyofthis reportonly.

4
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1 Introduction

1.1 Authority for theProject

TheauditoftheLeaveInformationManagementSystem(LIMS) wasidentifiedin areviewof
work in progressandadeterminationthatARB hadthecapacityto undertakeadditionalaudit
work in the 1998/99fiscalyear.

1.2 Objectives

To assessthe adequacyof the managementcontrol. frameworkfor LIMS. The management
controlframeworkconsistsofthosepracticesandsystemsfor planning,executionandevaluation
of activities that providereasonableassurancethat the specific objectivesof the systemhave
beenachieved.

1.3 Scope

Thereviewwill examineandevaluatethe:
• adequacyandeffectivenessofinternalcontrol;
• reliability andintegrityof information;
• compliancewith policies,proceduresandregulations;and
• accomplishmentof establishedobjectivesand goalsfor thesystem.

Thereviewwill beconductedin theNationalCapitalArea.

1.4 Background

In 1992 the TreasuryBoard Secretariatinitiateda project acrossthe public serviceto examine
and seekmajor productivity improvementsin the areaof administrativeservices. A thirty
percentreductionin resourcelevelsdedicatedto the compensationfunctionwas to be achieved
overafive yearperiod,(1994/95to 1998/99).

As a departmentalresponseto this initiative, and otherpressuresto achieve~significant savings,
nineteenHumanResourcepriorities were identified and anactionplanwas developedto meet
the challengesof managingit’s humanresourcebasemore effectively. Thesedevelopments
resulted in the departmentselectingand defining areas for future process redesign,and
identifying key potential opportunitiesfor transformingthe delivery of compensationservices.
Theresultsofthis analysiswere documentedin theRe-engineeringof Compensation,Scoping

andTargetingReportreleasedin February1994.

The nextstagein this undertakingwasthe ProcessDesignphase. Recommendationsonhowto
modify the areas selected in the Scoping and Targeting Report were prepared and
implementationplans weredrafted. The recommendationswere presentedfor approvalto the
Departmental ExecutiveCommitteein March 1994 and incorporatedinto the Departmental

PublicWorksandGovernmentServicesCanada 5
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Migration Plan which addressedthe processredesignactivities of the newly createdPWGSC
entity. The final Re-engineeringof Compensation,ProcessDesignDocument,issuedAugust
1994,clearly identifiedthat theleaverequestingprocesswouldbe automated.

A structuredapproachto systemdevelopmentwas followed. Systemrequirementsweredefined,
goalsandobjectiveswereestablished,hardwareandsoftwarerequirementswereidentifiedanda
systemarchitecturewas outlined. Staff were secondedfrom the Human ResourcesBranch
CompensationGroup to help define the system requirementsrelated to various collective
agreementsand the Public Service CompensationAct. The project was submittedto the
BusinessInformation Technology Committee (BITASC) for review and to the Information
ManagementCommittee(IMC) for final approvaland sign-off prior to development(March
1995).

LIMS is ane-mail enabled,Windowsapplication,for the submitting,authorizingandreporting•
of leave occurrences. It providesboth managersand employeeswith on-line accessto their
specific leavehistoryandbalancesand a mechanismto electronicallyreviewandapproveleave
requests.It wasfirst introducedasa two monthpilot in theSpring 1996andis now in it’s third
releasein full production.A fourth releaseof the applicationis slatedto be rolled out in May
1999. An electroniclink betweenLIMS andthe HumanResourcesInformationSystem(FIRMS)
dramaticallyreducesduplicatedataentryandthevolumeofpaperforms.

The e-mail function of LIMS has beentemporarilydisengaged(August 1998), pending the
completion of the Office Infrastructure Renewalproject and the replacementof mail and
messagingsoftwarewithin thedepartment.

The applicationis generatingsignificant interestin other departments.Currentlythe Canadian
InformationOffice (CIO), the CanadianSpaceAgencyandthe EconomicAgencyfor Regional
Developmentin QuebechaveadoptedLIMS. It is expectedthat thePublicServiceCommission
andtheParliamentaryGroupwill implementthesystembeforetheendof 1999.

PublicWorksandGovernmentServicesCanada 6
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2 IssuesExamined

Within the broadlydefinedscopeareasof this review, specific issueswere examinedto assess
the internalmanagerialandadministrativecontrolsthatimpactupontheLIMS application.These
issuesareoutlinedbelow:

2.1 Accomplishmentof establishedgoalsand objectives

• Comparisonto original requirements
• Easeofuseandfunctionality
• Managementreports
• UserSupport

• Training
• Help Desk
• Communications

2.2 Adequacyand effectivenessof internal controls

• SecurityframeworkoverLIMS application
• LIMS recovery/backupprocess
• ProgramChangeManagement

2.3 Reliability and integrityof information

• Controlframeworkdataentry! processing
• Year 2000readiness
• Frameworkto maintaindataintegrity

2.4 Compliancewith Policiesandprocedures

• Complianceto centralagency!departmentalpolicies
• SecurityPoliciesandProcedures

PublicWorksandGovernmentServicesCanada 7
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3 Findings,Conclusionsand Recommendations

Nearly all expectedbenefits of the system have been realized. Eighty two percent of
departmentalemployeesareusing theLIMS applicationandanadditionthreehundredemployees
in Consulting and Audit Canadaare slated to come on stream in June 1999. Certain
departmentalemployees,suchas the GeneralLabourand Tradesgroup, which do not have
regularaccessto computerswill continueto submit leave forms. As well, leavesubmission
requiring paycalculationsandleavewithoutpaytransactionsareexcludedfrom thesystem.

3.1 Accomplishmentof establishedgoalsand objectives

3.1.1 Comparisonto original requirements

It wasnot possibleto identify theLIMS applicationplanningstrategyin the Departmental
Migration Plan per-se, however, there is considerabledocumentationrelated to the
TreasuryBoardCompensationRestructuringinitiative. Internaldepartmentaldocuments,
asoutlined in the BackgroundSectionof this report,clearlyestablishthat anautomated
leave information system was to be established as part of the comprehensive
re-engineeringof all compensationservices.

Therewasno documentationavailableto clearly demonstratethat the systemhad been
reviewed against the original objective and goals that were identified. There was,
however,evidencethat thesystemanalystswerecontinuallycheckingthe applicationfor
systemproblemsandissuesidentifiedby systemusers.

3.1.2 EaseofUse and Functionality

Through our interviews with users, managers, compensation specialists and
administrators,it. wasapparentthat the functionality of the applicationmet usersneeds
andexpectations.Usersindicatedthatthe applicationwasvery easyto useandrequired
only minimal training and exposureto operatequickly. Audit test conductedon the
applicationconfirmeduserscomments.

The e-mail functionof LIMS hasbeentemporarilydeactivatedpendingchangesto the
electronic mail and messagingprocessin PWGSC. This functionality should be
reinstatedassoonasit is feasible.

3.1.3 ManagementReports

Managerialreportsasdescribedin theLIMS OperationsManualcanbeproducedwith no
- difficulty.

PublicWorksandGovermnentServicesCanada . 8
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3.1.4 UserSupport

The review of user support serviceswas focusedon threeareas:the LIMS training,
Help-deskservices,andtheElMS communicationstrategy.Eachareawill becommented
uponseparately.

LIMS training

With the announcementin June 1996 that LIMS would bemadeavailable to PWGSC
organizationsandindividuals,aroll out, implementationandtrainingplanwasdeveloped
by the CompensationGroup~ Non-compulsorytraining sessionswere provided to
managersandemployeesof participatingorganizations.Eachsessionconsistedofatwo
hour demonstrationof the application’sfunctionality and userbenefits. Over,seventy
percentofthe department’semployeesparticipatedin thesesessionsfrom June1996 to
March 1997.

To supplementthe training sessionsand to eliminatethe necessityof further training
sessions, information•bulletins (both electronic and hard copy) . were developedand
distributedto all employees.Quick ReferenceCardsweredesignedto comprehensively
walk a userthroughthe applicationandareprovidedto all newemployeesaspartof the
orientationprocess.

Our interviewswith departmentalapplicationusersidentifiedthat employeeswerequite
satisfied with the initial training provided. Several employeesindicated that the
applicationwas so easyto useand comprehend,they felt extensivetraining beyondthe
initial offeringwas simplynotrequired.

Help-Deskservices

The CompensationGroup, who hasresponsibility for the LIMS application,providesa
bilingual Help-Deskservice~to all departmentalusersofthe systembothat headquarters
andin theregions. Initially, the Help-Deskreceivedaboutsixty callsperday, according
to logs that were maintained,however,this numberhasnow declinedto about fifteen
calls daily. A manual log of calls, callers, times and assistancerequestedhasbeen
maintainedfor the entireperiodthe systemhasbeenoperational.The Help-Deskis able
to respondto most calls within a twenty four hour period,meetingthe standardthat
Compensationestablishedfor the function. Thereareno deskproceduresfor managing
calls.

The currentpracticeof recordingall calls manually,diminishesthe overall benefitsthat
couldbederivedfrom theHelp-Deskservice. Further,thereis no evidencethat the logs
havebeensystematicallyreviewedor analysedfor applicationorsystemdeficiencies.

PublicWorksandGovernmentServicesCanada 9
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The risks associatedwith not having anadequatemechanismto manageproblemscan
resultin:

• inadequatecorrectiveaction, allowing the problemto recurand possiblyrequiring
actionto betakenin crisismode;

• failureto recognizethetruesourceoftheproblemandonly fixing symptoms;and

• inadequatemetricsto supportsystemanalysisandmanagement.

The managementof the Help Desk could be more effective by implementing an
automatedapproachto the recordingand tracking of calls. In addition,an automated
systemwould enabletheinformationto be analyzedandusedto assistin thepreparation
ofsystemenhancements.

LIMS communications

LIMS communicationto usershasconsistedof a seriesof bulletins announcingsystem
revisionsand newreleases,aswell as,e-mail and broadcastnoticesmadefrom time to
time. The Help-Deskassistantmaintainsa record of information releasesand general
announcementsofsystemupdatesandminorrevisions.

While most departmental users interviewed indicated that information and
communicationrelatedto the LIMS applicationadequatelymettheirneeds,theyfelt that
their ability to suggestsystemchangesormodificationscouldbe improved. Employees.
and managerswere unaware of any processto explore or presentsuggestionsfor
applicationmodificationor improvement.

Recommendations

It is recommendedthat:

1. TheLIMSadminisfratorandtheLIMSprojectmanager,preparedesktopproceduresand
automatethe Help Deskfunction to facilitate thecapture of information now being
processedmanually.

2. The Director of the Human Relations and CompensationGroup, implement a
methodologyand communicationprocess to supportfeedbackand systemchange
proposalsfrom systemusers.

3.2 Adequacyandeffectivenessof internalControls

ThereviewofinternalcontrolsovertheLIMS applicationwasfocusedin fourareas:thesecurity
framework,recoveryandback-upprocesses,thesystemfor managingchangeto the application,
andthecontrolframeworkover theentryandprocessingof data.

Public WorksandGovernmentServicesCanada 10
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3.2.1 Security framework overLIMS application

Usersecurityprofiles, consistingof an authorizeduserID andpassword combination,
providestwo levelsof identificationanddeterminesthe informationthat can be accessed
andtypesof functionsthat canbeperformwithin theapplication. Therearethreelevels
ofaccess(profiles): employee,managerandcompensationspecialist.Oneindividual, the
LIMS administrator,is responsiblefor theseprofiles and controls any modificationsto
theirstructure,releaseordeletion.

The security featuresof log-on passwords,twenty minute log-off with inactivity, user
dataaccessprofilesandtransactionloggingagainstauseraccountarebasicandprovidea
degreeofprotection. Unfortunately,thesemeasuresarebeingsomewhatcompromisedby
practicesthatwerenotedduring thereview including:

• aLIMS ThreatandRisk Assessment(TRA) producedin March 1997whichcontain
severalrecommendationsto reducesecurityriskshasnot beenadequatelyaddressed;

• thereis no overall securitystrategy/planin placeto provide a proactivefocuson
LIMS securityactivities;

• informal proceduresare in placefor requestinga changein securityprofiles and
passwords;

• toolsneededto monitorLIMS securityarenotadequate;

• securityresponsibilitiesoftheLIMS administratorhavenot beenadequately•
documented;

• theLIMS Administratorhasnothadformal systemsecuritytraining;

• topicsrelatingto LIMS securityarenotadequatelyaddressedin usertrainingand
documentation;

• thereis no mandatoryrequirementto changeuserpasswordson aregularbasis;and

• inadequateapplicationofdesktopsecurityguidelines,proceduresandpractices
within theHumanRelationsand Compensationarea.

The LIMS security framework could be strengthenedby addressingthe outstanding
securityissuesthat were identified in the ThreatRisk AssessmentReportcompletedin
1997.

PublicWorks andGovernmentServicesCanada 11
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3.2.2 LIMS recovery/backupprocess

Currently thereis no formal backupand restorestrategythat is specific to the LIIMS
application.Thereare,however,generalstandardsfor backing-upand restoringOracle
databasesand theseprocessesarebeing appliedto LIMS. Network OperatingSystem
personnelperformincrementaldaily backupsandfull databasebackupsaredonedaily by
theOracleDatabaseAdministrator. As aresult,thereis assurancethattheLIMS database
is beingsystematicallybackedup. The auditorsnotedthat the LIMS databasehadbeen
successfullyrestoredwithin thepastyear.

3.2.3 Program ChangeManagement

A frameworkis in placeto managechangesto theLIMS application,however,thereview
teamidentifiedthefollowing deficiencies:

• inadequatecontrol of programchangesintroducedafteruseracceptancetestinghas
commenced;

• insufficient documentationof the natureand extentof testperformedon system
changes;and

• lack of a comprehensivemethodof monitoring for unauthorizedchangeinto the
LIMS productionenvironment.

The overallmanagementof systemchangescouldbe enhancedthroughmorecomplete
documentationof systemchangesand the introduction of a more formal/structured
changemanagementprocess.

Recommendations

It is recommendedthat:

The ADM~ HumanResourcesBranch, with theparticipation ofrelatedGTISareassuch
as Information TechnologySecurity Directorate, ensurethat security issuesincluding
thoseraisedin theThreatandRiskAssessment,1997arefully addressed

2. The, ADM HumanResourcesBranch, ensurethe developmentand implementationofa
formal and documentedprocessfor the managementof LIMS program changesand
acceptancetesting.

3. The Director ofthe HumanRelationsand CompensationGroup, ensurethat the LIMS
administrator is providedwith adequatetraining in systemsecurityand application
databasemanagement.

PublicWorksandGovernmentServicesCanada 12
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3.3 Reliability and integrity ofdata

3.3.1 Control framework dataentry/ processing

Testswereconductedto determinethe effectivenessof the input controlsindicatedthat
the frameworkwas operatingasdesigned. Usersprofiles control the accessrights and
functionsavailableto employeesandmanagers.Businessrulesimbeddedin the system
guidethepreparationofleaveformsandindicatewhenanerrorhasbeenmade.

Thereare,however,areasrelatedto accessby privilegedusersthat couldhaveapotential
negativeimpacton theintegrityof datain theLIMS applicationincluding:

• little quality control on the input of leave forms submittedto and enteredby
CompensationAdvisors;

• inadequatecontrols to restrict accessto the production databaseby system
maintenanceandsupport;and

• an absenceof a comprehensivemonitoringand or audit programto systematically
verify the integrityof LIMS data.

Dataintegrity controlscouldbe strengthenedwith the developmentof teststo verify the
correctnessandaccuracyofsystemdataon theentireclientbaseasopposedto thead-hoc
sampletestingon selectedusersanddatafields currently beingdone. Systematictesting
of the databasewould also providesomeassurancethat personnelwho currently have
accessto the databasearenot making changesthat could go undetectedin the current
productionenvironment.

3.3.2 Year 2000readiness

As ofthis reviewtheLIMS applicationhadundergonethefirst two levelsof compliance
validation for Year 2000 preparation.Validation levels la and lb checklistshad been
completedand signed. Testing and accreditationin the compliant Year 2000 Test
Laboratoryhasnot started,scheduledfor June 1999. Although the applicationis not
ratedasMissionCritical, it is aPWGSChighpriority andassuchshouldbe accreditedas
soonaspossible.
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3.4 Policiesand procedures

3.4.1 Complianceto central agency/departmental policies

The LIMS applicationconformswith the generalgovernmentpracticesrelatingto leave
administration.The system is capableof generatingannual leave information on all
employeesand producingrequired year end TreasuryBoard Secretariatreports. The
systemmaintainsleaverecordsoveratwo yearperiodasis requiredbythePublicService
CompensationAct As indicate,LIMS is electronic linked to the Human Resources
InformationSystem(ERMS).

3.4.2 SecurityPoliciesand Procedures

As indicatedabove, thereare areaswhere LIMS does not conform adequatelywith
government security policy and proceduresas outlined in the Technical Security
Standardsfor Information Technologyand the Small SystemsSecurityGuidelines,as
well as,PWGSCSecuritypolicies,proceduresandpractices. It shouldbenoted,that in
general, LIMS encompassesthe security requirementsidentified for the paperbased
systemis replaces.
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