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Executive Summary 

Introduction 
The authority for this audit is derived from the Department’s Risk-Based Audit Plan 2010-
2011 to 2012-2013, which was recommended by the Departmental Audit Committee and 
approved by the Deputy Minister in March 2010. 
 
The objective of the audit was to assess management controls over infrastructure 
sustainability within the Department of Canadian Heritage (PCH) to ensure that the 
information technology (IT) infrastructure is planned, managed and maintained to support 
efficient operations. The scope of the audit included the period from January 1, 2010 to 
December 31, 2010.   
 
IT infrastructure at PCH includes key systems, hardware, communication tools, and other 
IT assets to support the delivery of the Department’s programs and corporate services. The 
funding associated with IT infrastructure assets and processes for fiscal year 2009-2010 
was approximately $30M.  
 
PCH’s IT infrastructure is managed by the Chief Information Officer Branch (CIO Branch 
or CIOB). The Branch is under the direction of a Director General, who also serves as the 
Department’s Chief Information Officer (CIO). CIO Branch includes six service areas, 
representing 189 full time equivalents that support the mandate of the CIO Branch, and 
provide IT infrastructure functional support and services to the Department. These six 
service areas are: 

 Planning and Enterprise Architecture; 
 Client Portfolio Management; 
 Application Development/Databases and Data Administration Services; 
 Infrastructure Operations and Security; 
 Information Management; and, 
 eServices.  

 
Other branches share in the provision of IT services:  

 The Financial Management Branch provide services related to the operation and 
maintenance of the Department’s principal financial software application, called 
“STAR” (i.e. the SAP application);  

 The Human Resources and Workplace Management Branch provide services related 
to the maintenance and operation of the Department’s human resources information 
system (i.e. the PeopleSoft application); 

 The Regional Offices manage IT infrastructure and services that support regional 
operations;  and, 

 The Canadian Heritage Information Network (CHIN) and Canadian Conservation 
Institute (CCI) manage IT infrastructure and services that support their distinct 
requirements. 
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Key Findings 
 
Strengths 
Throughout the audit fieldwork, the audit team observed several instances where controls 
are properly designed and being applied effectively for IT infrastructure, as reflected in the 
strengths listed below: 

 A list of standards for selected IT hardware, software, and network infrastructure 
is posted on the PCH intranet site, and maintained by the IT Service Desk. 

 Procurement of IT infrastructure by Sectors/Branches that is not included in 
business plans is reviewed for consistency with PCH standards by the CIO Branch 
prior to approval by Contracting and Materiel Management Directorate (CMMD). 

 Business cases prepared for IT projects proposed in integrated business plans 
consider common or shared IT services where appropriate. 

 On-going monitoring of critical PCH IT infrastructure is performed, and monthly 
reports are provided on results related to infrastructure availability, such as 
storage capacity, bandwidth usage, and the response of the service desk to logged 
incidents.  

 IT service desk technology is effectively used to manage IT infrastructure-related 
service desk calls, and to produce detailed reports on service call trends.  

 
Observations 
 

The audit team also identified areas where management practices and processes require 
management attention and an action plan: 

 The IM/IT Governance Committee was merged with the Program Management 
and Service Delivery Committee (PMSDC) to form the Business Operations 
Committee (BOC).  Due to the broader mandate of the BOC and the fact that a 
Terms of Reference for BOC were not yet approved, the audit team could not 
assess the roles and responsibilities of the new committee in terms of reviewing 
and approving key IM/IT decisions. 

 The audit team could not confirm the presence of a framework that includes all IT 
policies, standards, and processes to regularly assess compliance with policies.  
The audit team also could not confirm the periodic review of these policies and 
standards in order to maintain alignment with central agencies of the Government 
of Canada. 

 PCH does not have a multi-year IT strategy in place to communicate overall 
technology direction for the Department. 

 Plans to make IT infrastructure available in a timely manner following an outage, 
and that are in line with priorities established by the Business Impact Analysis, 
have not been documented.   

 The audit team noted that requirements concerning the management of IT 
infrastructure are not sufficiently defined for corporate applications operated for 
PCH by Agriculture and Agri-Food Canada and Parks Canada Agency.  
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Recommendations 
1. The CIO should ensure that roles and responsibilities with regard to reviewing and 

approving key IM/IT decisions are reflected in the BOC new Terms of Reference 
and/or in the new Terms of Reference for the supporting Level 4 committees.  

2. The CIO should implement a framework for IT policies and standards (including 
clarification of related roles and responsibilities), a process to regularly assess 
compliance with policies, and a process for periodic review of policies and standards 
to maintain alignment with those of the Government of Canada’s central agencies. 

3. The CIO should develop a multi-year strategic IT plan that is aligned with the 
strategic direction of the Department. The plan should be updated periodically and 
communicated to Senior Management. 

4. The CIO should develop a Disaster Recovery Plan to support the Department’s   
Business Continuity Plan project, focusing on the components of the IT infrastructure 
required to support business processes rated as most critical in the Business Impact 
Analysis.  

5. The Director General of the Financial Management Branch, and the Director General 
of the Human Resources and Workplace Management Branch, in consultation with 
CIO, should ensure that agreements between PCH and external IT infrastructure 
service providers include the Department’s expectations of system availability, 
measures to be followed in the event of a system outage, reporting requirements 
regarding the service provider’s performance against availability expectations, a 
record of outages, and remedial actions taken. Agreements should also request 
appropriate reporting on the performance of internal controls related to application 
software and the supporting IT infrastructure. 

 
 
Statement of Assurance 
In my professional judgment as Chief Audit and Evaluation Executive, sufficient and 
appropriate audit procedures have been conducted and evidence gathered to support the 
accuracy of the opinion provided and contained in this report. The opinion is based on a 
comparison of the conditions, as they existed at the time, against pre-established audit 
criteria. The opinion is applicable only to the entity examined and within the scope 
described herein. The evidence was gathered in compliance with Treasury Board policy, 
directives, and standards on internal audit. Sufficient evidence was gathered to provide 
senior management with the proof of the opinion derived from the internal audit. 
 
 

Audit Opinion 
In my opinion, the IT infrastructure has control weaknesses, with moderate risk exposures 
that require management attention related to the areas of governance, policies and 
standards, multi-year planning, availability, and managing outsourced IT service providers. 
 
 
 

                                                 
 
 The audit opinion is based on overall materiality and risk as represented by the noteworthy findings and 
recommendations reported. 
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1. Introduction and Context 

1.1 Context 
In September 2010, Audit and Assurance Services Directorate (AASD) launched the audit 
of Information Technology (IT) Infrastructure at the Department of Canadian Heritage 
(PCH) which included the examination of an IT governance criterion.  During the course of 
the audit, the existing governance structure, the IM/IT Governance Committee, was 
transformed into the Business Operations Committee (BOC).  The Terms of Reference of 
this new Committee had a different set of roles and responsibilities. 
 
At the conclusion of the audit in February 2011, the draft Terms of Reference for BOC had 
yet to be approved by Senior Management.  By April 2011, this Committee was formed and 
meeting with an approved membership and Terms of Reference. Thus, the observations 
included in this report are reflective of the governance structure in place during the course 
of the audit and the comparison between the terms of reference for IM/IT Governance 
Committee and BOC. 

1.2 Authority for the Project 
The authority for this audit is derived from the Department’s Risk-Based Audit Plan 2010-
2011 to 2012-2013, which was recommended by the Departmental Audit Committee and 
approved by the Deputy Minister in March 2010.  

1.3 Background 
IT infrastructure at PCH includes key systems, hardware, communication tools, and other 
IT assets to support the delivery of the Department’s programs and corporate services. 
 
PCH’s IT infrastructure is managed by the Chief Information Officer Branch (CIO Branch 
or CIOB). The Branch is under the direction of a Director General, who also serves as the 
Department’s Chief Information Officer (CIO). CIO Branch is organized into six service 
areas, representing 189 full time equivalents that support the mandate of the CIO Branch, 
and provide IT infrastructure functional support and services to the Department. These six 
service areas are: 

 Planning and Enterprise Architecture; 
 Client Portfolio Management; 
 Application Development/Databases and Data Administration Services; 
 Infrastructure Operations and Security; 
 Information Management; and, 
 eServices.  

 
(Note:  The CIO Branch was created following the merger in 2010 of two previously 
separate branches at PCH:  Knowledge and Information Technology Services, or “KITS”, 
and eServices Branch). 
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Other branches share in the provision of IT services:  
 The Financial Management Branch provide services related to the operation and 

maintenance of the Department’s principal financial software application, called 
“STAR” (i.e. the SAP application);  

 The Human Resources and Workplace Management Branch provide services related 
to the maintenance and operation of the Department’s human resources information 
system (i.e. the PeopleSoft application); 

 The Regional Offices manage IT infrastructure and services that support local 
operations; and, 

 The Canadian Heritage Information Network (CHIN) and Canadian Conservation 
Institute (CCI) manage IT infrastructure and services that support their distinct 
requirements. 

 
Until September 2010, responsibility for the governance of IT, including strategic planning 
and oversight of the Department’s IT infrastructure, rested with the IM/IT Governance 
Committee – a Level 3 Committee.  As of September 2010, this committee was merged 
with another Level 3 governance committee, the Program Management and Service 
Delivery Committee (PMSDC). The merged committee is known as the Business 
Operations Committee (BOC), and will be responsible for, amongst other things, 
governance of IT matters within the broader context of delivering Citizen Focused Service, 
as described by Area 4 of the Government of Canada’s Management Accountability 
Framework (MAF).       
 
Overview of Funding  
Overall, the funding levels for the CIO’s office, the CIO Branch’s services and IT services 
provided by other branches and regions within PCH totalled approximately $40M in fiscal 
year 2009-2010. This includes services delivered by CCI and CHIN and represents 
approximately 2.3% of PCH’s total spending. Funding associated with IT infrastructure 
assets and processes (approximately $30 million) is a subset of that total, including 
amounts for: 

 IT Planning and Governance (the office of the CIO, Planning and Enterprise 
Architecture) -  6.1%;  

 IT Infrastructure Operations and Security (although IT security processes and 
services were not in scope for this audit) - 53.5%; 

 eServices - 13.7%; and,  
 IT services provided by other branches and regions - 26.8%.   

 

2. Objective 

The objective of this audit was to assess management controls over infrastructure 
sustainability within PCH to ensure that the Department’s IT infrastructure is planned, 
managed and maintained to support efficient operations. 
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3. Scope 

The scope of the audit included key systems, hardware, communication tools, and other IT 
assets that support the delivery of programs at PCH. The audit addressed management 
processes related to: 

 IT Infrastructure Governance; 
 IT Infrastructure Planning; 
 IT Infrastructure Availability; and, 
 IT Infrastructure Performance Monitoring. 

 
The audit was carried out at PCH headquarters between September 2010 and February 
2011. The focus of the audit was on areas of risk which were identified in the audit 
planning phase. The scope of the audit included the period from January 1, 2010 to 
December 31, 2010. 
 

4. Approach and Methodology 

The approach and methodology used for the audit were consistent with Treasury Board 
Secretariat’s Internal Auditing Standards for the Government of Canada, and Policy on 
Internal Audit. 

PCH strives to maintain a control framework for its IT infrastructure that is reflective of 
central agency requirements and industry leading practices. Consequently, the following 
control frameworks were leveraged for the audit: 

 Control Objectives for Information and related Technology (COBIT 4.1) framework 
established by the Information Systems Audit and Control Association (ISACA); 

 Framework of Core Management Controls and Audit Criteria (CMC) established by 
the Office of the Comptroller General of Canada (OCG); 

 Management Accountability Framework (MAF) that sets out the Treasury Board's 
expectations of senior public service managers for good public service management; 
and, 

 Other criteria, such as audit criteria used by the Office of the Auditor General in its 
review of Aging Information Technology Systems. 

A risk-based audit program was developed using these control frameworks, and audit 
criteria were established covering areas related to governance, risk management and 
internal controls. Audit procedures included: 

 Review of IT infrastructure related policies, procedures, standards, assessments and 
reviews; 

 Review of strategic plans, IT investment plans, oversight committees’ terms of 
reference and meeting minutes; 

 Reviews of Business Impact Analysis, Disaster Recovery Plans, and IT 
infrastructure-related Human Resources plans; 
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 Interviews with targeted individuals related to specific IT infrastructure-related 
processes; and, 

 Review, on a sample basis, of IT infrastructure monitoring activities. 

The application of these procedures was intended to allow the formulation of a conclusion 
as to whether the audit criteria established for the audit were being met. Evidence was 
gathered in compliance with Treasury Board policy, directives, and standards on internal 
audit, and the procedures used meet the professional standards of the Information Systems 
Audit and Control Association (ISACA). Standards for evidence were followed to ensure 
that information is sufficient, reliable, relevant, and useful to draw conclusions and meet 
the objectives of the audit.   

 

5. Observations, Recommendations and 
Management Response 

Based on evidence gathered through an examination of documentation, analysis and 
interviews conducted, each audit criterion was assessed by the audit team and conclusions 
are included in the Appendix A  
 
IT infrastructure controls were generally found to be properly designed and controlled in 
specific areas; and, the audit team identified opportunities for improvement resulting in 
four recommendations in the areas of Governance and Internal Controls. During the course 
of the audit, minor observations were communicated to Management. 
 

5.1 Continuity of IT Governance 
 
 
 
 
 
 
 
 
 

The IM/IT Governance Committee was merged with the Program Management and Service 
Delivery Committee (PMSDC) to form the Business Operations Committee (BOC).  Due to 
the broader mandate of the BOC and the fact that a Terms of Reference for BOC were not 
yet approved, the audit team could not assess the roles and responsibilities of the new 
committee in terms of reviewing and approving key IM/IT decisions. 

 
Analysis 
From January 2010 to September 2010, key elements were in place for IT infrastructure 
oversight and governance, including a governance committee (IM/IT Governance), 
supporting committees, and a process to analyze IT-enabled projects for technical and 
business feasibility. The IM/IT Governance Committee prepared Records of Decisions for 
its meetings, indicating that issues were reviewed and discussed by IT and business 
stakeholders, consistent with the Committee’s Terms of Reference.  
 
In September 2010, the IM/IT Governance Committee was merged with the Program 
Management and Service Delivery Committee (PMSDC) to form the Business Operations 
Committee (BOC). No Records of Decision or minutes were available for BOC meetings 
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from October to December 2010. The IM/IT Governance Committee was reinstated for one 
meeting in December 2010.  
 
According to its draft Terms of Reference, the BOC is responsible for reviewing, 
endorsing, and approving courses of action in relation to the governance of grants and 
contributions management, information management, technology management, and 
service-channel communication and management. By comparison, the IM/IT Governance 
Committee was focused on information management (IM) and information technology (IT), 
and its Terms of Reference identified specific roles and authorities with regard to reviewing 
and approving key IM/IT decisions that are not included in the BOC’s mandate. 
 
Risk Assessment 
A strong, cohesive IM/IT governance structure is essential to the effective management and 
control of IT infrastructure at PCH. If gaps exist in assigned roles and authorities in the 
changed governance structure, there is an increased risk that critical IT infrastructure 
decisions will not be made effectively or be aligned with the overall direction of PCH. 
 
Having regular meetings and recording decisions and actions taken are essential to the 
effective operation of a governance committee. If governance committees do not meet 
regularly, there is an increased risk that the committee will not perform its oversight role. In 
the absence of documented record of decisions, there is a risk that the committee is not 
fulfilling its mandate, or communicating decisions to relevant stakeholders. 
 
Recommendation 
1. The CIO should ensure that roles and responsibilities with regard to reviewing and 

approving key IM/IT decisions are reflected in the BOC new Terms of Reference 
and/or in the new Terms of Reference for the supporting Level 4 committees.  

 

5.2 Management and Monitoring of IT Policies and Standards 
 
 
 
 
 
 
 
 

The audit team could not confirm the presence of a framework that includes all IT 
policies, standards, and processes to regularly assess compliance with policies.  The audit 
team also could not confirm the periodic review of these policies and standards in order to 
maintain alignment with central agencies of the Government of Canada. 

 
Analysis 
PCH conducted a review of Government of Canada IT policies and directives relevant to 
the Department in 2008, and identified gaps and remediation steps. The review 
recommended to the IM/IT Governance Committee that a "mechanism for continuous 
revision and use of policy instruments" be developed to keep PCH aligned with 
Government of Canada policies, and that PCH should "develop metrics and regularly assess 
policy compliance" with respect to MAF reporting and assessment.  
 
Progress in addressing IT policy gaps (i.e. between PCH policies and relevant Government 
of Canada policies and standards) has not been assessed and reported annually, and an IT 
policy framework has not been established.   
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A number of operational policies (e.g. for IT security, internet usage, network storage, and 
e-mail) have been documented and have been made available to the PCH employees via its 
intranet. The review and update of these policies in order to remain current with PCH and 
Government of Canada requirements is inconsistent.   
 
A number of standards related to IT infrastructure have been identified for use at PCH (e.g. 
desktop and laptop hardware configurations, desktop software, and network infrastructure) 
and are posted on the PCH intranet site to communicate preferred specifications for 
procurement. Other standards – such as those for server configuration, and software 
development tools such as Microsoft’s .Net environment – are established and maintained 
informally by managers at PCH who are responsible for IT infrastructure. 
 
Regular reviews of policies and standards are necessary to ensure that they continue to be 
effective tools for the management of IT infrastructure at PCH, and that they remain 
consistent with related policies, directives and standards set by central agencies of the 
Government of Canada, notably the Chief Information Officer for Canada.   
 
Compliance with policies and standards is not systematically being monitored. 
 
Risk Assessment 
The absence of an IT policy framework increases the risk that policies and standards related 
to IT infrastructure and planning are not consistent with industry standards, and do not 
adequately support decision-making.   
 
There is a risk that without regular assessment of compliance with the standards and 
policies, non-compliance will be undetected, and the overall usefulness and credibility of IT 
policies and standards will be diminished. 
 
Recommendation 
2. The CIO should implement a framework for IT policies and standards (including 

clarification of related roles and responsibilities), a process to regularly assess 
compliance with policies, and a process for periodic review of policies and standards 
to maintain alignment with those of the Government of Canada's central agencies. 

 

5.3 IT Strategic Plan 
 
 
 
 
 

The audit team observed that there is a lack of a multi-year PCH IT strategy in place to 
communicate overall technology direction to the Department. 

 
 
Analysis 
An information technology plan has not been formalized and documented at PCH. The 
Terms of Reference of the IM/IT Governance Committee included “reviewing and 
recommending the IM/IT strategies and visions...that will drive multi-year implementation 
plans”. Review of the committee’s Records of Decisions found that a strategic plan for the 
CIO Branch (previously KITS) for the period 2008-2011 was not discussed nor updated by 
the IM/IT Governance Committee during its meetings in 2010. 
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In the absence of an overarching IT strategy that includes IT management practices, 
processes and its overall strategy towards technology architecture, PCH relies on the annual 
integrated business planning process to synthesize an IT plan for the Department based on 
the review, prioritization, and implementation of IT projects and services requested by 
client branches and programs. Reliance on the annual integrated business planning process 
potentially results in a short-term focus for IT planning, and can introduce inefficiencies in 
the management of large multi-year projects (such as the Grants and Contributions 
Business Online project). 
 
IT infrastructure renewal ( or “evergreening”) at PCH has, in the past, been funded annually 
by budget surpluses realized during the year, rather than funded systematically as part of an 
overall IT investment plan.  
 
Risk Assessment 
An IT strategic plan is an effective tool for the management of IT infrastructure, and helps 
to ensure that IT infrastructure decisions address the prioritized business needs of an 
organization. Without an overarching IT strategic plan, there is a risk that IT infrastructure 
investments will not be appropriately aligned with Departmental and Government direction.  
 
By funding IT infrastructure evergreening based on the availability of annual budget, there 
is a risk that reliance on annual surpluses could increase the risks related to aging IT 
infrastructure if surpluses are not available for an extended period of time. 
 
Recommendation 
3. The CIO should develop a multi-year strategic IT plan that is aligned with the 

strategic direction of the Department.  The plan should be updated periodically and 
communicated to Senior Management. 

 
 

5.4 Defined Plans to meet Availability Requirements 
 
 
 
 
 
 
 

The audit team noted that plans make IT infrastructure available in a timely manner 
following an outage, and that are in line with priorities established by the Business Impact 
Analysis have not been documented.     

 
Analysis 
Day-to-day operational support of the availability of IT infrastructure is currently addressed 
through the IT service desk’s response to support calls, but specific requirements for 
restoration of IT infrastructure and services in the event of a disaster are not documented in 
a Disaster Recovery Plan. 
 
PCH has completed a Department-wide Business Impact Analysis for all business units. 
This document is an early output of the Business Continuity Plan project, which is expected 
to include a comprehensive Disaster Recovery Plan when completed. This project is 
currently scheduled to be completed at the end of fiscal year 2011-2012.  
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Until a Disaster Recovery Plan is completed, the Department must rely on its regular 
procedures for backup of infrastructure in data centres, and a “best efforts” approach to 
restoration of services in the event of a significant outage. 
 
Risk Assessment 
A Disaster Recovery Plan is essential to manage the recovery of critical data, and the 
continuation of critical IT infrastructure in the event of a disaster. Without this plan, critical 
systems and data could be lost or be unrecoverable, which could lead to PCH being unable 
to deliver services and fulfill its mandate for an extended period of time, as well as 
significantly increase the cost of recovery efforts. 
 
Recommendation 
4. The CIO should develop a Disaster Recovery Plan to support the Department’s   

Business Continuity Plan project, focusing on the components of the IT infrastructure 
required to support business processes rated as most critical in the Business Impact 
Analysis.  

 

5.5 Defined Requirements in Third-Party Service Agreements 
 
 
 
 
 
 

The audit team observed that requirements concerning the management of IT 
infrastructure are not sufficiently defined for corporate applications operated for PCH by 
Agriculture and Agri-Food Canada and Parks Canada Agency. 

 
Analysis 
PCH has entered into shared systems agreements with other Government of Canada 
organizations for the operation of two of its major corporate applications:  the PeopleSoft-
based Government of Canada Human Resources Management System, and the SAP 
financial and resource management system (called “STAR” at PCH). The PeopleSoft 
application infrastructure is hosted by Parks Canada; SAP is hosted by Agriculture and 
Agri-Food Canada (AAFC). 
 
The service level agreement (SLA) with Parks Canada that governs the shared services 
arrangement does not include availability requirements or specify that regular reports 
should be provided to PCH on the performance and availability of the application, nor does 
it describe remedial actions to be taken in the event of a system outage.  
 
Similarly, the memorandum of understanding (MoU) with AAFC does not specify that 
regular reports should be provided to PCH on the performance and availability of the 
application, nor does it include remedial actions to be taken in the event of system outage.  
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Neither Parks Canada nor AAFC are required to provide any assurance to PCH regarding 
IT general controls1 as they apply to the outsourced application system. 
 
Risk Assessment 
If service level agreements with outsourced service providers do not document the expected 
availability of the system, measures to be taken in the event of service outage, requirements 
related to internal controls, and request regular reports from the service provider as to the 
performance against these expectations, there is an increased risk that PCH requirements 
will not be met by the service providers.    
 
Similarly, if PCH requirements are not met, PCH’s outsourced systems may be at risk of 
data loss, compromised data integrity, or rendered unavailable to PCH for an extended 
period of time following a disaster affecting the third party. This could lead to an inability 
of PCH to deliver services and fulfill its mandate for an extended period of time, as well as 
significantly increase the cost of recovery efforts. 
 
Recommendations 
5. The Director General of the Financial Management Branch, and the Director General 

of the Human Resources and Workplace Management Branch, in consultation with 
CIO, should ensure that agreements between PCH and external IT infrastructure 
service providers include the Department’s expectations of system availability, 
measures to be followed in the event of a system outage, reporting requirements 
regarding the service provider’s performance against availability expectations, a 
record of outages, and remedial actions taken. Agreements should also request 
appropriate reporting on the performance of internal controls related to application 
software and the supporting IT infrastructure. 
 

 

 
 
1 IT general controls represent the foundation of an IT control structure. These controls help ensure the 
reliability of data generated by IT systems and support the assertion that systems operate as intended and that 
output is reliable. 
 



 

Appendix A – Audit Criteria 

The conclusions reached for the audit criteria used in the audit were based on the following 
definitions. 
 

Numerical 
Categorization 

Conclusion 
on Audit 
Criteria 

Definition of Conclusion 

1 
Well 

Controlled 
 Well managed, no material weaknesses noted; and, 

 Effective. 

2 Controlled 
 Well managed, but minor improvements are 

needed; and, 

 Effective. 

3 
Moderate 

Issues 

Moderate issues requiring management focus (at least 
one of the following two criteria need to be met): 

 Control weaknesses, but exposure is limited 
because likelihood of risk occurring is not high; or, 

 Control weaknesses, but exposure is limited 
because impact of the risk is not high. 

4 
Significant 

Improvements 
Required 

Requires significant improvements (at least one of the 
following three criteria need to be met): 

 Financial adjustments material to line item or area 
or to the department; or, 

 Control deficiencies represent serious exposure; or,  

 Major deficiencies in overall control structure. 
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The following are the audit criteria and examples of key evidence and/or observations 
noted which were analyzed and against which conclusions were drawn. In cases where 
significant improvements (4) and/or moderate issues (3) were observed, these were reported 
in the audit report. 
 
Audit Criteria Conclusion Observations/Examples of Key 

Evidence 
IT Infrastructure Governance 

1.1 A governance structure 
for IT infrastructure is 
established.  Those charged 
with governance are actively 
involved, have a significant 
level of influence, and 
exercise oversight of 
management processes.  

The oversight body meets 
regularly and reviews 
information related to the 
Department's IT infrastructure 
requirements and 
performance, and 
communicates its decisions to 
the Department in a timely 
manner. 

3  Previous governance structure was 
established and was actively 
involved in the oversight of 
Information Technology (IT)-related 
decisions associated with IT projects 
and ongoing operations 

 The Level 3 Information 
Management/Information 
Technology (IM/IT) Governance 
committee met regularly throughout 
2010 until October, when a new 
governance structure proposed as 
part of PCH’s internal service review 
was initiated. 

 The new Level 3 Business 
Operations Committee (BOC) had 
not begun regular meetings at the 
time of the audit. 
 

1.2 A documented mandate 
exists and clearly 
communicates the oversight 
body’s purpose, composition, 
frequency of meetings and 
core agenda items, and roles 
and responsibilities. 

2  Documented mandate exists for 
oversight bodies and clearly 
communicates the oversight body’s 
purpose, composition, frequency of 
meetings and core agenda items, and 
the oversight body’s roles and 
responsibilities; however, the 
mandate of the BOC has not yet been 
approved. 

1.3 Relevant IT 
Infrastructure-related policies 
and standards exist, align with 
central agency requirements, 
and are regularly reviewed 
and updated. Compliance with 
these policies is periodically 
assessed. 

3  PCH has policies and standards for 
specific topics/issues, but does not 
have an overall policy framework in 
place (although such a framework is 
being planned) that would link PCH 
IT infrastructure management more 
formally, and at a more strategic 
level to the policies, directives and 
standards set out by the Government 
of Canada. 

 There are no formal controls in place 
to monitor compliance with IT 
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Audit Criteria Conclusion Observations/Examples of Key 
Evidence 

infrastructure-related policies. 
IT Infrastructure Planning 

2.1 Management has 
determined a technological 
direction that satisfies the 
Department's requirement of 
having a stable, cost-effective, 
integrated and standard IT 
infrastructure that meets 
current and future business 
needs. 

3  PCH’s integrated business planning 
cycle imposes some control on the 
identification of technology 
infrastructure requirements.    

 A technical review committee, the 
Operational Standards and 
Architecture Committee, has been 
struck to review technical feasibility 
of proposed IT initiatives. 

 A multi-year IT Technology 
Direction/ Technology Plan for the 
Department does not yet exist. 

2.2 Plans for the appropriate 
management and replacement 
of aging IT infrastructure 
components have been 
documented, prioritized, and 
implemented. 

3  PCH plans all of its IT infrastructure 
projects via the Integrated Business 
Planning process. 

 A review and approval process has 
been established; business cases are 
required for all potential projects. 

 Business cases typically do include 
solution options, but do not include 
estimates of the useful life of the 
proposed solution, nor plans for the 
eventual replacement of the solution. 

 Evergreening of the IT Infrastructure 
is typically funded annually through 
available surpluses. 

2.3 The activities, schedules 
and resources needed to 
achieve objectives related to 
IT infrastructure have been 
integrated into business plans 
and budgets. 

2  Integrated business plans identify 
infrastructure requirements and 
integrate those requirements into the 
overall plan. 

 Business cases include plans for 
long-term funding for proposed 
solutions in most cases, however one 
exception was noted.  

2.4 Common or shared IT 
assets and services are 
leveraged throughout PCH to 
avoid duplication, when such 
assets and services are 
available and appropriate. 

2  Common or shared IT assets and 
services are leveraged throughout 
PCH, when such assets and services 
are available and appropriate.  

 Business cases for IT projects that 
were reviewed were found to include 
options for shared services (both 
within PCH and via service 
provider). 
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Audit Criteria Conclusion Observations/Examples of Key 
Evidence 

IT Infrastructure Availability 

3.1 The Department has a 
process in place to define its 
required availability of the IT 
infrastructure, and its 
tolerance to outages. 

2  A process is in place to define IT 
infrastructure availability which will 
be considered in the development of 
the Disaster Recovery Plan (DRP). 

 Business Impact Analysis (BIAs) 
have been completed and approved 
by management which will feed into 
the DRP and have defined 
availability objectives. 

3.2 The Department has 
prioritized activities to meet 
defined IT infrastructure 
availability requirements, 
including appropriate data 
backup processes. 

3  Service Level Agreements (SLAs) 
between PCH and service provider 
for SAP and PeopleSoft do not 
include remedial action in case of a 
service outage. 

 SLAs between Chief Information 
Officer Branch (CIOB) and other 
PCH organizations do not include 
remedial actions to be taken in case 
of a service outage, nor is a remedial 
action covered within a departmental 
DRP. 

 Backups of critical applications and 
data are performed; however, a DRP 
has not yet been completed. 

3.3 The Department has 
mechanisms in place to 
monitor IT infrastructure 
operations to measure the 
availability of the IT 
infrastructure against defined 
availability requirements. 

1  The IT infrastructure is monitored 
based on priority / business 
criticality to monitor performance 
and capacity issues. 

 The service desk allows for CIOB 
management to identify potential 
risks to availability of IT 
infrastructure. 

3.4 The Department has 
sufficient human resources, 
specialized knowledge, and 
experience with the 
technology to be able to 
maintain and support its IT 
infrastructure. 

2  The IT HR plan is part of annual 
integrated business planning and is 
subject to PCH senior management 
approval. 

 Management adequately identifies 
skill requirements to meet the 
strategic needs of the Department, 
and strategies to meet these 
requirements. 

IT Infrastructure Performance Monitoring 

4.1 Relevant standards for the 
availability and performance 
of the IT infrastructure exist, 

2  CIOB has informal availability 
targets for its infrastructure, and 
reports on performance against these 
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Audit Criteria Conclusion Observations/Examples of Key 
Evidence 

are regularly assessed and 
updated, and are 
communicated to 
management. 

targets to management. 

4.2 Results of performance 
monitoring are documented, 
are reported to required 
authority levels (according to 
established reporting 
requirements), and factor into 
decision-making. 

2  Results and performance of IT 
infrastructure are recorded within 
CIOB monthly reports which 
appropriately cover availability and 
performance measures. 

 Result of performance monitoring 
are documented and reported to the 
IM/IT Governance committee on a 
monthly basis. 



 

Appendix B – Management Response and Action Plan 

Project Title:   IT Infrastructure   
 

 
Management Action Plan 

 
5.1 Continuity of IT Governance 
Recommendation Actions Who Target Date 

1. The CIO should ensure that roles and 
responsibilities with regard to reviewing and 
approving key IM/IT decisions are reflected in 
the BOC new Terms of Reference and/or in the 
new Terms of Reference for the supporting 
Level 4 committees. 

We agree. 
 
At the conclusion of the audit in February 
2011, the draft Terms of Reference for BOC 
had yet to be approved by Senior 
Management. The new Terms of Reference 
(ToR) for the BOC were approved in Q4 of 
2010/11.  By April 2011, this Committee 
was formed and meeting with an approved 
membership and Terms of Reference.  
 
With the changes to the governance 
structure and the creation of BOC, the 
Terms of Reference for the supporting 
committees were modified to ensure that 
any gaps in roles and responsibilities due to 
the changes are addressed.  These ToRs will 
be presented to BOC for review and 
approval. 
 
Copies of the approved Terms of Reference 

CIO Q1 2011/12 
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from the BOC and supporting committees 
will be provided to ensure that roles and 
responsibilities in regards to IM/IT are 
recognized. 
 
 

5.2 Management and Monitoring of IT Policies and Standards 
Recommendation Actions Who Target Date 

2. The CIO should implement a framework for IT 
policies and standards (including clarification 
of related roles and responsibilities), a process 
to regularly assess compliance with policies, 
and for periodic review of policies and 
standards to maintain alignment with those of 
the Government of Canada’s central agencies. 

We agree. 
 
A framework that better articulates the 
department's management of the IT policy 
suite (aligned with the TBS model) is under 
development.  The framework will include 
details on the various vehicles within a 
policy suite (e.g. policy, directive, 
guideline), an inventory of relevant policy 
documents, as well as information on how 
compliance is monitored by PCH and/or by 
TBS. 

CIO Q4 2011/12 

5.3 IT Strategic Plan 
Recommendation Actions Who Target Date 

3. The CIO should develop a multi-year strategic 
IT plan that is aligned with the strategic 
direction of the Department. The plan should 
be updated periodically and communicated to 
Senior Management. 

We agree. 
 
A CIO plan that will encompass both an IM 
and IT strategic plan is currently being 
developed following the recommended 
approach from TBS.  Updates will be done 
on an annual basis.  
 
 

CIO Q2 2011/12 
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5.4 Defined Plans to meet Availability Requirements 
Recommendation Actions Who Target Date 

4. The CIO should develop a Disaster Recovery 
Plan to support the Department’s Business 
Continuity Plan project, focusing on the 
components of the IT infrastructure required to 
support business processes rated as most 
critical in the Business Impact Assessment.  

We agree. 
 
The PCH BCP is currently being developed 
with an expected delivery date of April 1, 
2012.  The CIOB will develop DRP plans in 
order to meet the PCH BCP requirements. 
 
 

CIO Q3 2011/12 

5.5 Defined Requirements in Third-Party Service Agreements 
Recommendation Actions Who Target Date 

5. The Director General of the Financial 
Management Branch, and the Director General 
of the Human Resources and Workplace 
Management Branch, in consultation with 
CIO, should ensure that agreements between 
PCH and external IT infrastructure service 
providers include the Department’s 
expectations of system availability, measures 
to be followed in the event of a system outage, 
reporting requirements regarding the service 
provider’s performance against availability 
expectations, a record of outages, and remedial 
actions taken. Agreements should also request 
appropriate reporting on the performance of 
internal controls related to application software 
and the supporting IT infrastructure. 

We agree. 
 
The CIO and the Directors General of HR 
and Finance will ensure that future 
agreements between PCH and external 
service providers will include operational 
performance requirements and the necessary 
reports to ensure that these requirements are 
being met.  
 
 
PCH is currently undergoing an upgrade to 
their Government of Canada Human 
Resources Management System (GC 
HRMS) PeopleSoft (v8.0 to v8.9) with an 
expected roll-out in May/June 2012.  The 
Director General, Human Resources and 
Workplace Management Branch in 
collaboration with the Chief Information 
Officer have recently created a new 

CIO 
 
DG, FMB 
 
DG, 
HRWMB 
 
 

 
 
 
 
 
 
 
 
 
Summer 2012 
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governance structure that promotes access, 
control and effective harnessing of the PCH 
and Parks Canada Agency (PCA) 
partnership. PCH will approach Parks 
Canada to negotiate a comprehensive 
Memorandum of Understanding  
that will clearly identify the areas of 
responsibilities and ownership to create a 
robust process and service levels specific to 
the PCH needs for the GC HRMS 
PeopleSoft v8.9. 
 
The current Memorandum of Understanding 
between PCH and Agriculture Canada 
(AAFC) for the provision of SAP technical 
landscape services expires on March 31, 
2012.  As part of the agreement renewal, 
PCH will work with AAFC to re-negotiate a 
comprehensive Memorandum of 
Understanding that will clearly identity the 
areas of responsibilities and ownership to 
create a robust process and service levels 
specific to the PCH needs for SAP  version 
6.0. 

 
 
 
 
 
 
 
 
 
 
 
 
 
March 31, 
2012 
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