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Part I: Background

Bullying and cyberbullying are recognized globally as complex and serious problems that have significant negative health and
social impacts. Prevention and intervention approaches that seek to address these problems can have an impact on the short-
and long-term effects of bullying/cyberbullying others and/or experiencing victimization.

Bullying and Its Impacts

Research has demonstrated that at least one in three Canadian youth report having been bullied in the recent past, and 10% of
individuals report being bullied on a daily basis. Further, 47% of Canadian parents report having a child who has been bullied
(Molcho et al., 2009; Vaillancourt et al., 2010). In particular, during the school years bullying is one of the most common
expressions of violence in the peer context (Menesini & Salmivalli, 2017).

Although there is no single standardized definition of bullying, it is generally characterized by an intentional, repetitive pattern
of aggressive behaviour accompanied by an imbalance of power between perpetrators and victims, which separates bullying
from other types of interpersonal conflict situations (Thomas, Connor, & Scott, 2014). This aggression can take direct and
indirect forms, either alone or in any combination: (1) physical (i.e., hitting, kicking, spitting, pushing, and stealing or breaking
personal belongings, etc.); (2) verbal (i.e., taunting, malicious teasing, name calling, and making threats); and (3) psychological
(i.e., spreading rumors, manipulating social relationships, or engaging in social exclusion, extortion, or intimidation tactics)
(Ericson, 2001). Bullying is often directed toward one or more specific characteristics of the targeted individual, such as social
class, race, religion, gender, sexual orientation, appearance, behaviour, personality, reputation, strength, size, and/or ability.
Further, the impacts of bullying extend far beyond the particular incidents where it occurs. Research has shown that both the
perpetrators and targets of bullying may experience serious, long-lasting negative life consequences.

Perpetrators of bullying have been shown to be more prone to similar antisocial behaviours in both adolescence and adulthood.
In particular, they may turn into adolescents who sexually harass, become involved in delinquent or gang-related behaviours, or
engage in dating violence. Further, as adults, they may engage in harassment in the workplace, spousal, child or senior abuse,
and other forms of criminal offending (Ttofi, Farrington, Losel, & Loeber, 2011). On the other hand, victimization is followed
by an increased risk of depression, symptoms of suicidal ideation, and low-self-esteem (Kaltiala-Heino et al., 1999; Klomek et
al., 2015). Such issues have been shown to persist over time. For example, “individuals formerly bullied were found to have
higher levels of depression and poorer self-esteem at the age of 23, despite the fact that, as adults, they were no more harassed
or socially isolated than comparison adults” (Olweus, 1994, as cited in Fox et al., 2003, p. 8).

Moreover, bullying can occur within any context where humans interact, such as school, home, the workplace, and
neighbourhoods. As discussed in more detail below, bullying is becoming increasingly prevalent in virtual environments.

Cyberbullying and Its Impacts?

A recent Canadian survey found that 33% of Canadian students from grades 4-11 have said or done something mean or cruel to
someone online, whereas 37% reported that someone has said or done mean or cruel things to them online that made them feel
badly (Steeves, 2014). In a 2008 National Issues in Education Poll, Canadian teachers ranked cyberbullying as their issue of
highest concern out of six listed options.

Cyberbullying is a form of indirect bullying that involves the use of technology. It takes place via any digital device (i.e.,
computers, tablets, and cell phones), and most commonly occurs within social media environments (e.g., Facebook, Instagram,
Snapchat, and Twitter), discussion forums and gaming environments, as well as through text messaging and email (Kiriakidis
& Kavoura, 2010; Public Safety Canada, 2015; Smith et al., 2008). As is the case with bullying that occurs in physical
environments, cyberbullying occurs repeatedly, is intended to intimidate, humiliate, and embarrass the targeted individual, and

! For additional information see Public Safety Canada’s information sheet on cyberbullying available from
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https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/2015-r038/index-en.aspx

has similar long-term consequences for behaviour and mental health. However, cyberbullying does have some distinctive
features that set it apart from other forms of bullying. For one thing, the online environment gives the perpetrator the protection
of anonymity, which can also increase the level of aggression beyond what might occur in face-to-face encounters — because
cyberbullies cannot see their targets’ reactions, they are less likely to experience guilt and remorse for the bullying. Further,
rather than being limited to specific physical locations such as the school or the workplace, cyberbullying can occur anywhere
at any time; all that is required is access to the internet. Relatedly, whereas bullying in the physical environment typically
occurs in front of small numbers of witnesses, cyberbullying can take place in front of practically unlimited numbers of people,
that is, it can “go viral”. And in many cases, online information is permanent and public unless it is reported and removed. This
can lead to potential long-term negative impacts on a person’s reputation — for both perpetrators and targeted individuals alike
—and thereby affect future outcomes such as university admission, employment, and personal relationships.

Cyberbullying is uniquely associated with mental health issues and academic problems over and above those noted for other
forms of bullying (Vaillancourt, Faris, & Mishna, 2017). Of particular note, cyberbullying is strongly and independently
associated with suicide (Kowalski, Giumetti, Schroder, & Lattanner, 2014), which is the second leading cause of death among
Canadian youth (Navaneelan, 2009).

Populations Vulnerable to Bullying and Cyberbullying

In general, both bullying and cyberbullying cut across many demographic, geographic and socioeconomic contexts.

However, research shows that certain groups are disproportionately vulnerable to these issues. Overall, adolescents are argued
to be much more highly involved than adults, given their reduced level of maturity with respect to capacities such as thrill-
seeking, impulse control, peer pressure, reward sensitivity, cognitive processing, and rational decision-making and long-term
planning (Cohen-Almagor, 2018).

In addition, several studies suggest that the prevalence and forms of bullying are different across age groups. Bullying tends to
peak during the middle school years (i.e., 12-15 years), and tends to decrease by the end of high school (Hymel & Swearer,
2015). With respect to the forms of bullying, increasing age appears to be associated with a shift from physical bullying to
indirect and psychological bullying (Rivers & Smith, 1994).

With regard to gender differences, it is commonly reported that boys are more likely to be involved in bullying others than are
girls (Pepler, Jiang, Craig, & Connolly, 2008), although some studies have found little difference. Most studies have found that
boys are more likely to be involved in physical forms of victimization, whereas bullying among girls is more likely to be either
verbal or psychological in nature, such as social isolation, slandering and the spreading of rumors (Besag, 2006; Van der Wal,
de Wit, & Hirasing, 2003).

Furthermore, some surveys have found that minority groups — namely ethnic minorities and especially gender minorities —
report higher levels of involvement in bullying and cyberbullying both as perpetrators and victims, as compared to majority
groups (e.g., Llorent, Ortega-Ruiz, & Zych, 2016; see also Espinoza & Wright, 2018). In Canada, the results of the 2014
General Social Survey (victimization component) showed that homosexual/bi-sexual individuals were more than twice as
likely as heterosexual persons to report being cyberbullied (Hango, 2016). Studies have also shown that young people with
disabilities are at a greater risk of being victimized than their peers (Menesini & Salmivalli, 2017).

Risk & Protective Factors for Bullying and Cyberbullying

Knowledge of risk and protective factors — for both victims and perpetrators — provides insight into the larger picture of
bullying and cyberbullying, and can offer guidance for developing more focused efforts by helping to identify relevant areas
for prevention and intervention.

Risk Factors
Risk factors are negative influences in the lives of individuals or a community. These factors may increase the presence of
crime, victimization, or fear of crime in a community, and may also increase the likelihood that individuals engage in crime or



become victims. Although the list below is not exhaustive, it provides a snapshot of the existing research on risk factors for
bullying and cyberbullying perpetration and victimization at the individual, family, and peer/school levels.?

Individual Level — At the individual level, gender, age, personality traits (e.g., intelligence, empathy, hyperactivity and self-
esteem) appear to be risk factors associated with an increased prevalence of bullying and cyberbullying (both perpetration and
victimization). For example, empirical studies have suggested that males are more likely to engage in bullying and
cyberbullying, whereas females are more likely to be victims of cyberbullying attacks. Similarly, both bullying and
cyberbullying perpetration and victimization peak in middle school, with those having lower levels of empathy (i.e., ability to
understand the emotions of others) being more likely to bully and cyberbully others.

Family Level — At the family level, parental treatment and family behaviour appear to be risk factors associated with
prevalence of bullying and cyberbullying perpetration. For example, children who have experienced parental maltreatment,
particularly physical or sexual abuse, and/or who have a weaker emotional bond with their parents are more likely to be
perpetrators of bullying and cyberbullying.

Peer/School Level — At the peer and/or school level, perpetrators of cyberbullying appear to be linked with greater numbers of
violent peers, whereas victims of cyberbullying report a greater number of problems with their peers. Studies have also shown
a connection between cyberbullying perpetration and victimization to negative school climate.

Protective Factors

Protective factors are positive influences that can improve the lives of individuals or the safety of a community. These factors
may decrease the likelihood that individuals engage in crime or become victims. Building on existing protective factors makes
individuals and communities stronger and better able to counteract risk factors. Although the list below is not exhaustive, it
provides a snapshot of the existing research on protective factors for bullying and cyberbullying perpetration and victimization
at the individual, family, and peer/school levels.®

Individual Level — At the individual level, studies have found lower levels of bullying perpetration and victimization for those
with particular personality traits, including high problem-solving and coping skills.

Family Level — At the family level, researchers have suggested that lower levels of bullying perpetration and victimization are
linked to treatment by parents. Specifically, those with lower propensity to be perpetrators or victims of bullying were more
likely to have supportive and authoritative parents.

Peer/School Level — At the school level, lower levels of bullying and cyberbullying perpetration have been linked to school
connectedness (i.e., the degree to which students believe that adults and peers in the school care about their learning, as well as
about them as individuals) and positive school climate. Indeed, studies have found that those who feel more connected to their
school and who perceive the climate to be trusting, fair and pleasant were less likely to be perpetrators in bullying and
cyberbullying incidents.

2 A number of research studies that examine risk factors for bullying and cyberbullying were reviewed, including: Ang & Goh (2010);
Baldry & Farrington (2005); Bowes et al. (2009); Farrington & Baldry (2010); Kowalski, Limber, & Agatson (2012); Mishna et al. (2012);
Nedimovi¢ & Biro (2011); Olweus & Limber (2010); Shields & Cicchetti (2010); Sourander et al. (2010); Taiariol (2010); and Ybarra &
Mitchell (2004).

® A few research studies that examine protective factors for bullying and cyberbullying were reviewed, including: Baldry & Farrington
(2005) and Williams & Guerra (2007).



Part II: Options for Applicants

The prevention of bullying and cyberbullying behaviour in children and young people is an important factor for reducing the
likelihood of future criminal activity. Below are examples of established programs that have been implemented to address
bullying and cyberbullying. Note that the list is not to be considered exclusive or exhaustive, but rather is just intended to
identify some approaches to address these issues of interest.

Anti-Bullying Programs

The growing awareness of the problem of bullying has led to the development of numerous anti-bullying interventions, which
aim to reduce both bullying and victimization. Some interventions focus on increasing positive involvement in the bullying
situation from bystanders or witnesses.

Fourth ‘R’: Strategies for Healthy Youth Relationships
Website: https://youthrelationships.org/

The Fourth ‘R’ curriculum encourages a comprehensive school-wide approach to preventing violence/bullying and promoting
healthy relationships. It includes lesson plans, role playing activities, video and online components, all taught through a
teacher. The Fourth ‘R’ grew out of the Youth Relationships Project (YRP), a dating violence prevention program that was
developed for youth with family backgrounds of maltreatment and violence. The Fourth ‘R’ approach takes into consideration
the presence of new difficulties in the lives of young people. The program emphasizes the importance of the right ‘type’ of
intervention during adolescence, as it is during this period of time that problems with bullying/violence, substance use, and
high risk sexual behaviours first appear. Consequently, effective intervention at this stage of life must consider the unique
context and challenges that are present in adolescence. Therefore, the harm-reduction/health promotion model used by the
Fourth ‘R’ curriculum is more successful for young people than the traditional forms of intervention that require the complete
absence of high-risk behaviour.

KiVa Anti-Bullying Program
Website: http://www.Kivaprogram.net/

KiVa is an evidence-based program developed at the University of Turku in Finland. It includes both universal actions to
prevent the occurrence of bullying and indicated actions to intervene in individual bullying cases. The universal actions, such
as the KiVa curriculum (student lessons and online games), are directed at all students and focus mainly on preventing
bullying. The indicated actions are to be used when a bullying case has emerged. They are targeted specifically to the children
and adolescents who have been involved in bullying as perpetrators or victims, as well as to several classmates who are
challenged to support the victim; the aim is to put an end to bullying. The program has three different developmentally
appropriate versions for Grades 1-3 (Unit 1), 4-6 (Unit 2), and 7-9 (Unit 3).

OLWEUS Bullying Prevention Program
Website: https://olweus.sites.clemson.edu/index.php

The Olweus Bullying Prevention Program is a multi-level, multi-component program designed to reduce and prevent school
bullying in elementary and middle schools. Secondary goals include increased awareness and knowledge about bullying,
involvement of teachers and parents in bullying prevention, development of clear rules against bullying and providing support
and protection to victims. The program includes school level, classroom level, and individual level components. The school
level components consist of an assessment of the nature and prevalence of bullying in the school, the formation of a committee
to coordinate the prevention program, and development of a system ensuring adult supervision of students outside of the
classroom. Classroom components include defining and enforcing rules against bullying, discussions and activities to reinforce
anti-bullying values and norms and active parental involvement in the program. Individual components intervene with students
with a history of bullying and/or victimization.


https://youthrelationships.org/
http://www.kivaprogram.net/
https://olweus.sites.clemson.edu/index.php

RespectED — Beyond the Hurt (BTH)
Website: http://www.redcross.ca/how-we-help/violence--bullying-and-abuse-prevention/educators/bullying-and-harassment-
prevention/bullying-and-harassment-prevention-programs

The Canadian Red Cross offers the Beyond the Hurt (BTH) program which trains middle and high school students to deliver
workshops to their peers on issues related to bullying. The in-depth student training typically takes place over two days, and
focuses on (a) increasing knowledge and awareness of bullying, (b) teaching bullying intervention skills, (c) encouraging
student-led advocacy, and (d) emphasizing the importance of intolerance of bullying (e.g., reporting/responding to bullying).
Students are trained as “Youth Facilitators” and are equipped with leadership and presentation-related skills in order to deliver
workshops to their peers about what they have learned. A goal of the program is that the peer-led workshops will contribute to
the prevention of bullying in the school Program materials are available in English and French.

SWOVA Respectful Relationships (R+R)
Website: http://www.swova.org/rr/

This program is applied over several years as students transition through elementary school to high school, addressing different
themes that could arise within personal relationships between young people. Socio-emotional competence, critical thinking,
social responsibility and the prevention of relationship violence are the goals of the program. The R+R curriculum is delivered
to students through a series of 12 workshops per year, in grades 7, 8, 9 and 10. The curriculum focuses on respect, empathy,
bullying, and how to apply prosocial skills learned in programming. While bullying and victimization are aspects of the
program, it is focused on developing interpersonal respect and skills for healthy relationships among adolescents. Workshops
for grade 11 and 12 cover the very topical and important subject of internet safety.

WITS Primary Program
Website: http://www.witsprogram.ca/

The WITS Primary Program is a community-based, school wide intervention that brings together schools, families, children,
and communities to prevent bullying and peer victimization. The program is centered on conflict resolution, leadership and
youth development, parent training, school-based strategies, skills training, and social emotional learning. Almost all of the
WITS Programs resources are available free-of-charge on the WITS website, including the resource guide, lesson plans,
videos, posters, and pamphlets. Only the WITS books and reminder gifts cannot be provided online; however, they can be
obtained cost-effectively.

Additional links to anti-bullying resources are as follows:

Evidence-Based Bullying Programs, Curricula and Practices
Website: http://sde.ok.gov/sde/bullying-prevention-curriculum

International Observatory of Violence in School
Website: http://www.ijvs.org/index.php

Promoting Relationships and Eliminating Violence Network (PREVNet)
Website: https://www.prevnet.ca/projects/canadian-best-practices-portal

Safe@School
Website: https://www.safeatschool.ca/

Anti-Cyberbullying Programs

There are very few interventions specifically targeting cyberbullying behaviours, and even fewer rigorous evaluations of these
interventions (Cioppa, O’Neil, & Craig, 2015; Nocentini, Zambuto, & Menesini, 2015). Young people often refuse to seek help
from an adult for fear that their access to communication technology will be taken away (Tokunaga, 2010). Research results
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suggest that more work needs to be done to facilitate safer and more convenient reporting, as well as ensuring that appropriate
actions are taken after a report is received. Engaging both adults and young people in this process is essential. Innovative,
youth friendly solutions are needed. For example, infographics, online games, applications, or software may be an effective
way of educating young people about cyberbullying and changing patterns of interaction. However, none of these innovative
initiatives have been rigorously tested for effectiveness to date.

Friendly ATTAC - Adaptive Technological Tools Against Cyberbullying
Website: https://wise.vub.ac.be/project/friendly-attac-adaptive-technological-tools-against-cyberbullying

This approach uses virtual experience scenarios in an attempt to increase positive bystander behaviours (i.e., defending), as
well as reduce negative bystander behaviours (i.e., passivity, joining). A recent study suggests that the approach can improve
self-efficacy, prosocial skills, and the intention to act as a positive bystander (DeSmet et al., 2018).

ReThink Software
Website: https://play.google.com/store/apps/details?id=com.rethink.app.rethinkkeyboard&hl=en

This is a free application that detects harmful language/messages before they are sent out. According to the developer, ReThink
will stop a given young person from sending such a message/post 93% of the time.

Stoplt Software
Website: http://stopitcyberbully.com/our-company

This is an application downloadable onto smartphones. The organization gives students a code to use the application. If they
see bullying, substance abuse, violence and aggression, or anything else inappropriate in the school context, they can report it
via their phone, and a school administrator can respond/investigate.

Additional links to anti-cyberbullying resources are as follows:

Cyberbullying Research Centre
Website: https://cyberbullying.org/#

MediaSmarts — Canada’s Centre for Digital and Media Literacy
Website: http://mediasmarts.ca/digital-media-literacy/digital-issues/cyberbullying

OLWEUS Cyberbullying Prevention Program
Website: http://www.violencepreventionworks.org/public/cyber _bullying curriculum.page

Promoting Relationships and Eliminating Violence Network (PREVNet)
Website: https://www.prevnet.ca/bullying/cyber-bullying
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Part Ill: Considerations for Developing a Project

Awareness-Raising Efforts

Efforts can consist of assemblies or workshops for children and young people, parent meetings, in-service training for teachers
and practitioners, or community forums to make participants aware of the problem of bullying. Although raising awareness is
important, on their own such efforts are insufficient to change cultural norms and bullying behaviours (Limber, 2003; Molnar-
Main, 2014).

Therapeutic Efforts

Bullying and cyberbullying programs should attend to the needs of individuals directly involved. Children and young people
who bully others (and who are bullied) can benefit from interventions and supports that address their unique social, emotional,
and behavioural needs. Recommendations have been made to include strategies such as peer counseling and training in
emotional control (Lee, Kim, & Kim, 2015).

Peer Engagement / Social Support Interventions

These strategies seek to address peer processes that can promote prevention, stop bullying/cyberbullying and focus on the
development of healthy relationships. Examples include extracurricular student groups focused on supporting inclusion and
prosocial norms; the training of student leaders (communication skills, conflict resolution, bystander strategies); and mentoring
programs (Limber, 2003; Molnar-Main, 2014).

Curricular Approaches

Numerous curricula have been developed for use within elementary, middle, and high schools. In general, these programs try to
explain bullying/cyberbullying and its effects, teach strategies to avoid bullying/cyberbullying or for intervening, and build
social cohesion among students. Curriculum-based programs should also take a whole school approach. Dealing effectively
with bullying requires time, extended training for school staff, enhanced monitoring, more effective strategies for responding to
specific bullying incidents, and more successful ways of engaging and securing the cooperation of parents (Cunningham et al.,
2017). Many of these programs have been evaluated, and some have been found to be effective in improving desired outcomes.

Comprehensive Approaches

Bullying and cyberbullying are best addressed through comprehensive, multi-tiered frameworks that focus on shifting norms
and practices of students, staff, and other adults. Comprehensive approaches target the larger school community in an effort to
change school climate and norms. School-wide education, routine interventions, and intensive interventions should also be
included. Further, although comprehensive approaches acknowledge the need for a long-term commitment to addressing
bullying and cyberbullying specifically, they are often done as part of a larger violence prevention effort. A comprehensive
approach should be tailored to the needs of a particular school or community; simply using prefabricated programs rarely
works (Seeley et al., 2011).

The specific environment and context in which the bullying or cyberbullying program will be implemented, as well as any
available evidence that speaks to the effectiveness of that particular program, should also be considered by any organization
interested in implementing such a program. To help facilitate any adaptations of projects required to better suit local contexts,
cultures, and concerns, applicants can refer to Local Adaptations of Crime Prevention Programs: A Toolkit. This publication
offers a practical guide on how to modify programs to enhance their local and cultural acceptability, while maintaining the
effectiveness of the program (see also Bania, Roebuck, & Chase, 2017; Bania, Roebuck, O’Halloran, & Chase 2017).*

% To receive copies of these resources, please contact the Research Division, Public Safety Canada at
PS.CSCCBResearch-RechercheSSCRC.SP@canada.ca.
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