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Thisis my first report as Communications Security
Establishment (CSE) Commissioner following my
appointment on June 19, 2003.

During my twenty years on the Supreme Court of
Canada, ten of them as Chief Justice, | witnessed
and participated in the evolution of human rights
and freedoms in this country, as we grappled with
the application and impact of the Canadian Charter
of Rights and Freedoms. This experience dovetails
very well with my duties as CSE Commissione,
because safeguarding the rights of Canadians,
including in particular the right to privacy, isan
important element, although not exhaustive, of

my mandate. In accepting this order-in-council
appointment last June, therefore, | was honoured
and pleased to have the opportunity to continue
serving my country in a meaningful way.

Sinceretiring from the Court, | have participated
in independent reviews and inquiries. One lesson

| took from those experiences was the value of
working collaboratively when seeking change

and reform. With this background, my approach to
reviewing the activities of the Communications
Security Establishment is essentially proactive and
preventive. When reviewing CSE operations to
ensure that no unlawful activity has occurred, | a'so
look for the existence of preventive counter-
measures to safeguard against situations arising in
which unlawful activity could occur. In areas as
vital as security and intelligence where Canadians
privacy is at stake, | believe this approach is not
only warranted but essential in establishing the
appropriate balance between the demands of
security and intelligence and the privacy rights

of Canadians.

Under this approach, if | had concerns as a result
of areview conducted by my office, my first step
would be to share those concerns with the relevant
persons — the Chief of CSE and those who report
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to him. Thiswould afford them an opportunity to
institute corrective measures or to explain to me
why my concerns were unjustified. By proceeding
in thisway, it ismy hope that when | submit
classified reportsto the Minister of National
Defence, most of the problem areas | have
identified will already have been addressed,

and my report will have been rendered moot.

This approach has proved useful in the past, often
resulting in prompt administrative action. As a
result, it has been possible to improve the way
things are done expeditiously and without
confrontation. In this way, the review and reporting
process becomes a vehicle not just for detecting
unlawful activity but for preventing it in the first
place. When constructive criticism is accepted in
the spirit in which it isintended, this approach
works to the benefit of all concerned.

To prepare myself for the work ahead, in the first
few months after my appointment | received several
briefings from my own staff and from officials at
CSE, including meetings with the Chief and his
executive team. | met with the Minister of National
Defence aswell as his predecessor. | also met with
the Security Intelligence Review Committee and
with the Security and Intelligence Coordinator, who
isalso the National Security Advisor to the Prime
Minister, and to whom the Chief of CSE reports for
matters of operations and policy.

What quickly became apparent to me was the
array of challenges facing CSE and the rest of the
intelligence community in light of globalized
threats with implications for Canada’s international
affairs, defence and security. The need to monitor
and understand these threatsis vital, yet effortsto
do so have been curtailed in recent years by what
has become an increasingly complex web of global
communication technologies. Significant
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challengesto foreign intelligence collection — one
of CSE’s primary mandates — also arise in this
environment.1

These and other new demands led to legidlative
amendments and the devel opment of new legal
frameworks that should meet two objectives: first,
facilitating the activities of intelligence agencies,
and second, requiring that those agencies meet
certain standards and respect certain thresholds
that allow them to define and account for their
activities.

In parallel with technological development to permit
foreign intelligence collection in an ever expanding
and complex global communications environment,
it isaso important to develop technol ogies that
enable intelligence agencies to protect the rights and
privacy of Canadians. In other words, technology
developed for purposes of acquiring information
from the global information infrastructure must be
complemented by technology that can be used to
protect privacy. It isin this context that the need for
review of CSE’s activities remains high.

Against this backdrop, several general issues
related to foreign intelligence collection drew my
attention in the past year; two in particular warrant
discussion here.

Canada's intelligence requirements, including its
foreign intelligence priorities, are established
annually by the Ad Hoc Committee on Intelligence
Priorities (formerly the Meeting of Ministers on
Security and Intelligence), chaired by the Prime
Minister. Several federal agencies, including the
Communications Security Establishment,
contribute to meeting these priorities.

1 Foreign intelligence is defined in the National Defence Act as information

or intelligence about the capabilities, intentions or activities of aforeign
individual, state, organization or terrorist group, as they relate to
international affairs, defence or security (Part V.1, section 273.61).



To carry out its foreign intelligence mandate, the
CSE relies on the authority of the National Defence
Act (NDA),2 which empowers CSE to “acquire and
use information from the global information
infrastructure for the purpose of providing foreign
intelligence, in accordance with Government of
Canadaintelligence priorities’. When CSE does
this, it isacting as aprincipal provider of foreign
intelligence.

In addition, CSE, under the authority of the NDA,
assists other federal agenciesin the performance of
their lawful duties. In these instances, CSE does so
as an agent. In providing technical and operational
assistance to federal law enforcement and security
agencies, CSE is strictly governed by the terms and
conditions of the principal’s governing authorities,
which in some instances may be awarrant from the
Federal Court of Canada.

These two roles— as principal and agent — were
formalized in legidation in 2001, but they are not
new for CSE. What is new is CSE’s authority
under the NDA to intercept private communications,
under prescribed conditions, if authorized to do so
by the Minister of National Defence.3 With a
ministerial authorization, CSE can intercept and
use a communication with a connection to Canada
(that is, a“private communication’) acquired in
the course of targeting aforeign entity abroad,
provided it meets certain conditions laid out in the

2 R.S.C. 1985, c. N-5.

3 Private communications are the communications of Canadians or personsin
Canada. Specifically, private communication is defined in section 183 of
the Criminal Code as any oral communication, or any telecommunication,
that is made by an originator who isin Canada or isintended by the
originator to be received by aperson who isin Canada and that is made
under circumstances in which it is reasonable for the originator to expect
that it will not be intercepted by any person other than the person intended
by the originator to receive it, and includes any radio-based telephone
communication that is treated electronically or otherwise for the purpose of
preventing intelligible reception by any person other than the person
intended by the originator to receive it.

ANNUAL REPORT 2003-2004
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NDA. This provision adds a new authority to the
legal framework within which foreign intelligence
can be lawfully acquired.

From my initial review of some foreign intelligence
collection activities, | had concerns that, in some
instances, the linkages between these activities

and the authorities that govern them were not

being given due consideration. | was pleased to
learn, therefore, that during the past year the legal
frameworks available to the intelligence community
for foreign intelligence collection were revisited to
ensure that all available authorities had been fully
considered before foreign intelligence activities
were authorized. | encourage the government to
continue to do so.

Historically, governments have relied on intelligence
gathering as part of their efforts to protect and
promote national interests and to identify and
counter threats to those interests. The advent of new
technologies, along with revol utionary developments
in the communications industry over the past

decade, have hindered some traditional forms of
intelligence collection, including the foreign signals
intelligence collection performed by CSE.

In the not so distant past, foreign intelligence
collection was fashioned around predictable
communications patterns and technologies. As a
result, it could be conducted within relatively
neatly defined legal frameworks. This environment
facilitated the review and assessment of foreign
intelligence collection activities. During my first
year as CSE Commissioner, however, | quickly
understood that thisis no longer the case.
Governments have had to reassess their ability to
protect national interests and counter activities
such as terrorism that threaten domestic and
international security. Canadais no exception.

ANNUAL REPORT 2003-2004 5



New legal mechanisms were needed to respond to
this changing environment. One response was the
ministerial authorization (MA) provisionsin

Part V.1 of the National Defence Act, added to
theAct in 2001.4

Today’s integrated technologies carry different kinds
of traffic and follow complex communication paths
that transit international borders and mix foreign
communications with private communications.

The MA provisions do not allow CSE to target
Canadians or their communications. (CSE has never
been allowed to do this.) Today, however, CSE isin
abetter position to fulfil its foreign intelligence
responsibilities because, with the Minister’s consent,
it can follow targeted foreign communications even
if they have a connection with Canada. | believe that
few Canadians would disagree with the intent of this
provision and the authority it providesin today’s
context of terrorism and threats to Canadians safety
and security.

Since the new legidlation was passed, | can confirm
that CSE has exercised this authority. As CSE
Commissioner, | understand the need for it and
support its objective. Subsection 273.65 (8) of the
NDA requiresthat | review CSE activities carried
out under an MA to ensure that they are authorized
and report annually to the Minister.

4 Part V.1 was added to the National Defence Act by the Anti-Terrorism Act,
which became law on December 24, 2001. Before issuing a ministerial
authorization, the Minister must be satisfied that the four conditions set out
in subsection 273.65 (2) of the NDA have been met:

(a) theinterception will be directed at foreign entities located outside
Canada;

(b) theinformation to be obtained could not reasonably be obtained by
other means;

(c) the expected foreign intelligence value of the information that would be
derived from the interception justifiesit; and

(d) satisfactory measures are in place to protect the privacy of Canadians
and to ensure that private communications will only be used or retained
if they are essential to international affairs, defence or security.

ANNUAL REPORT 2003-2004
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| believe CSE’s palicies, instruments and processes
must require and facilitate the management and
accountability of any activitiesit conducts under
the authority of an MA, particularly activities that
relate to intercepting private communications and
safeguarding the privacy of Canadians. While this
isan evolving process, | can report that CSE has
continued to improve the MA structure and
strengthened the MA management and
accountability mechanisms.

The Auditor General’s November 2003 report was
tabled in Parliament on February 11, 2004.
Chapter 10 of the report — Other Audit
Observations — included an audit note, headed
Independent reviews of security and intelligence
agencies, that went on to state, “ The activities of
security and intelligence agencies are not subject
to consistent levels of review and disclosure.”

The report suggested that the CSE Commissioner’s
annual report should be expanded beyond
considering CSE’'s compliance with the law to
include such topics as management issues or
potential problems at CSE. | believe that areview
of the annual reports produced by this office to
date will confirm that these areas have, in fact,
been considered as they relate to two of the
organization’s business lines, foreign intelligence
collection and the protection of government
information systems and networks.

For example, over the past severa years, reviews
have led to observationsin such areas as CSE's
strategic planning activities; internal policies,
procedures and handling practices, and management
and control frameworks. These observations have
always been made, however, in the context of
lawfulness and CSE’s efforts to safeguard the
privacy of Canadians.
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| believe the content of the CSE Commissioner’s
public annual report must be guided by his mandate,
which isto review and report on CSE’s activitiesto
ensure that they are in compliance with the law, and
to report to the Minister of National Defence annualy
on the Commissioner’s activities and findings.

| submitted atotal of five classified reportsto the
Minister of National Defence over the period
covered by this report. Two of these were initiated
by my predecessor and completed during the first
year of my term.

In 2003-2004, | submitted three classified reports to
the Minister of National Defence on subjects related
to my general mandate to review CSE's activities to
ensure they conform with the law.

Submitting a classified report to the Minister does
not mean that alack of compliance with the law or
ministerial authority has been detected. It indicates
only that the report contains material that requires
classified handling. | report to the Minister on all
my reviews, either to provide assurance or to

bring concerns to his attention, as each specific
situation requires.

CSE conducted activities under seven ministeria
authorizationsin 2002-2003; two of these concerned
foreign intelligence collection, while five related to
information technology security. Within the time
frame covered by this report, my office reviewed
activities under five of the MASs;, the others were
nearing completion at the end of the reporting year.
The five reviews resulted in two reports to the
Minister, both covering information technology
security activities.

None of the reports raised issues of unlawfulness.




Review of past
recommendations

However, amore general issue about the structure
of and process for using ministerial authorizations
did arise. Certain weaknessesin policies and
procedures related to these activities were brought
to CSE’s attention. While some issues have been
resolved, others remain. | hope to be able to report
further on these issues in next year’s report.

Annex C provides alist of all classified reportsto
the Minister submitted by my predecessor and me
since the Commissioner’s office was established
in 1996.

Thisyear my staff reviewed al recommendations
made by my predecessor and mein classified reports
submitted to the Minister of National Defence since
the creation of this office in 1996. The goal wasto
follow up with CSE on these recommendations and
to determine whether the issuesidentified had been
dealt with satisfactorily. | will be asking CSE for an
annual update of thisinformation.

The review showed that CSE’s response to the
recommendations has not been uniform. Thisis
not surprising, given the diverse nature of the
recommendations made to date: some could be
implemented immediately; some related to policy
or procedures; some were of atechnical nature;
and some required further study to determine their
feasibility. Many related to how CSE can better
manage and account for its activities.

Based on thisreview, | would observe that CSE

has responded to many of the Commissioner’s
recommendations, but that a number of issues
remain to be addressed, in particular, by establishing
work plans and timetables with milestones and
completion dates for specific corrective actions

that CSE has acknowledged are necessary.

As | have made clear throughout this report, my
recommendations and those of my predecessor are
intended generally to be preventive, to forestall the

ANNUAL REPORT 2003-2004 9



2003-2004 Findings

Complaints and
concerns about
CSE activities

10

ANNUAL REPORT 2003-2004

possibility of non-compliance by putting effective
controlsin place. Itisin this spirit that | will
continue to follow up on CSE’s response to
recommendations from my office.

| can report that the activities of CSE that my office
reviewed during the past year complied with the
law and with ministerial authority. It isimportant
to place this assertion in context. It should not be
taken to mean that | am certifying that all CSE's
activities in 2003-2004 were lawful. | cannot make
this assertion, because | did not review al their
activities— and no independent reviewer could.
However, my office reviews a wide range of
activities in considerable depth, based on our
assessment of where the risks of unlawful activity
are likely to be greatest. Thisisthe appropriate
context for the assurance my work provides.

| should add, however, that during the course of
reviews, | occasionally identify circumstances where
there are clear and evident risks that unlawful activity
might occur (arising, for example, from deficiencies
in policies or practices). My predecessor and | have
made a practice of reporting these circumstances to
CSE and to the Minister. As| made clear in the
introduction to this report, | believeit is ultimately
more useful to prevent unlawful activity than to
identify it after the fact.

There were two complaints in the period covered
by this report, but neither led to a formal
investigation.

If | am to bein a position to assure complainants
that CSE is not engaging in unlawful activity, my
approach to complaints must take into account the
mandate assigned to CSE under Part V.1 of the
National Defence Act. Now, as before the
introduction of Part V.1, CSE must not target
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the communications of Canadians or personsin
Canada. As discussed earlier, however, it isno
longer possible to state unequivocally that both
ends of acommunication intercepted by CSE are
foreign. CSE can now intercept (though it cannot
target) private communications, provided it obtains
aministerial authorization in advance. CSE may
also use and retain that communication, provided it
adheresto guidelines that are also established in
Part V.1 of the NDA (see footnote 4).

Any complaint submitted to me about CSE’s
activities must therefore be examined in this light.

No persons approached me to avail themselves
of the public interest defence provisions of the
Security of Information Act, subparagraph 15

(5)(b)(ii).>

Since 1996, when the position was first created,
the mandate of the Communi cations Security
Establishment Commissioner — and hence the
staff and other resources required to carry out that
mandate — have undergone considerable
evolution. Between June 1996 and December 2001,
the Commissioner’s role was twofold: to review
CSE's activities to determine whether they
conformed with the law, and to receive complaints
about the lawfulness of CSE activities.

Asdiscussed at length in previous annual reports
and alluded to earlier in this report, two features of
the Anti-Terrorism Act of December 2001 had a
direct bearing on the Commissioner’s functions:
the review of CSE activities conducted under
ministerial authorization and the Commissioner’s
duties under the Security of Information Act.

5 R.S.C. 1985, c. O-5.

ANNUAL REPORT 2003-2004 11
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To fulfil these new responsibilities, my office was
allocated additional resourcesto carry out review
activities. A bigger workload and more staff have
affected the way we organize and manage our
work. For example, our internal policies and
procedures for managing the office have been
enhanced to reflect the maturation of the
organization and the increase in staff during the
fiscal year.

We have aso paid attention to our work methods.
Tools such as a standardized methodol ogy, scope
statements, and guidelines structure our reviews of
CSE’s activitiesin such away that all reviewers
are working to the same standards of rigour and
thoroughness. With the addition of more staff
involved in these endeavours, my office has
embarked on an initiative to record and document
these processes wherever possible.

With a new Commissioner and the evolution of the
Commissioner’s mandate over the past three years,
it wastime to look at how my office relatesto the
broader context in which it operates — in particular
the federal government community and the security
and intelligence community in Canada and
internationally. A communications plan, devel oped
this year with input from key playersin Canadian
intelligence, will help guide my office through the
rapidly evolving intelligence and policy worlds.

For example, one objective of the planisto
communicate more regularly and systematically
with interested groups and individuals — including
the Canadian intelligence community, organizations
that deal with intelligence issues, and academics
specializing in the intelligence field — about the
nature of my mandate, my approach to the job, and
the activities of my office. Thistype of interaction
could lead, for instance, to productive partnerships
with academic specidlists in areas of mutual interest
and concern. In addition, conveying accurate,
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timely information about the office will help avoid
misunderstandings or speculation about who we
are and what we do.

Among the first stepsin implementing the plan
were my meetings with the current and former
Ministers of National Defence, the chair and
members of the Security Intelligence Review
Committee, and the National Security Adviser to
the Prime Minister, mentioned earlier.

In addition, my staff met with academics specidized
in security and intelligence matters and participated
in meetings of the Canadian Association of Security
and Intelligence Studies. My staff also took steps
toward greater participation in the public service
community — notably through meetings with other
small agencies, particularly those whose mandates
include reviews and complaints.

With regard to the broader security and intelligence
community, my office received visiting
parliamentarians from Sweden and the United
Kingdom — both countries with similar concerns
but different review models from Canada’s. In the
past the office would not have had sufficient staff
resources to undertake this range of activities, but
the hiring of a director of review and government
liaison and a director of review and military liaison
will permit continued involvement in these
communitiesin the future.

On April 27, 2004, the government tabled in
Parliament itsfirst national security policy, entitled
Securing an Open Society: Canada’s National
Security Policy. The policy addresses a range of
national security issues and provides guidance in
Six strategic areas: intelligence, emergency
planning and management, public health, transport
security, border security, and international security.

ANNUAL REPORT 2003-2004 13
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The policy also callsfor the development of new
structures and strategies that the government
believes will enable it to anticipate and manage
current and future threats to Canada's national
security interests.

Among the changes in government structure
announced on December 12, 2003, and confirmed
in the national security policy announcement,

was a proposal to establish a new committee of
parliamentarians whose members would be sworn
in as Privy Councillors so they could be briefed on
national security issues.

These initiatives obviously have the potential to
influence the activities of my office, but it istoo
early to say what the shape or extent of this
influence might be. My staff and | will be following
developments closely with aview to providing
input where appropriate.

Two legislative proposals before Parliament at the
end of thisreporting year may have additional
implications for my office:

* Passage of Bill C-7 (formerly Bill C-17), the Public
Safety Act, 2002, would entail new responsbilities
for the Commissioner. The bill amends the
National Defence Act to confer significant new
responsibilities on the Commissioner of CSE for
reviewing the lawfulness of activities undertaken
by the Department of National Defence and the
Canadian Forces to maintain and protect their
computer systems and networks and for dealing
with complaints arising from such activities.6

o

Bill C-7, AnAct to amend certain Acts of Canada, and to enact measures
for implementing the Biological and Toxin Weapons Convention, in order to
enhance public safety, 3rd Sess., 37th Parl., 2004; Bill C-17, AnAct to
amend certain Acts of Canada, and to enact measures for implementing the
Biological and Toxin Weapons Convention, in order to enhance public
safety, 2nd Sess., 37th Parl., 2002.




* Bill C-14 (formerly Bill C-32) amends provisions
of the Criminal Code and the Financial
Administration Act, anong other acts. It
introduces new provisions, including a new
authority to intercept private communications for
the purpose of managing and protecting computer
systems and networks. There is a question of how
this bill will affect the provisions and passage of
the proposed Public Safety Act, 2002, which has
similar wording.”

My concerns are threefold:

» thefact that passage of both bills would establish
different governing authorities dealing with
essentially similar activities,

* thefact that passage of Bill C-7 would impose on
the Department of National Defence a different
accountability regime than would be imposed on
other departments by passage of Bill C-14; and

« thedifficulties| am likely to encounter in
providing meaningful assurance of lawfulness
and compliance with ministerial authority as
envisaged in Bill C-7.

Developments in two other areas may also have
implications for my office:

 Parliament’s statutory review of the Anti-
Terrorism Act three years after itsinitial passage
into law is slated to begin by the end of 2004. |
intend to provide my comments based on my
observations to date.

» The government introduced Bill C-25, the
so-called whistle-blower legidation, on

7 Bill C-14, An Act to amend the Criminal Code and other Acts, 3rd Sess,,
37th Parl., 2004; Bill C-32, An Act to amend the Criminal Code and other
Acts, 2nd Sess., 37th Parl., 2003.

ANNUAL REPORT 2003-2004 15
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March 22, 2004.8 Although CSE would be
exempt from thislegiglation, it would have to
establish a system to serve essentially the same
purpose, raising questions about a possible role
for the Commissioner.

We will be following these and other developments
closely to determine their likely impact on this
office, as well as where and how we can contribute
our input most effectively.

The next International Intelligence Review
Agencies Conference will be held in Washington,
D.C., in October 2004. Representatives of review
agencies from Australia, Canada, New Zealand,
the United States, the United Kingdom and other
countries will meet to exchange views on issues of
common interest. | look forward to receiving this
year's agenda.

Looking back over the year, | would like to thank my
predecessor as Commissioner, the Honourable
Claude Bisson, O.C., who laid a strong foundation
for the Office of the CSE Commissioner and from
whom | inherited a superb staff and an organization
well positioned to meet the challenges ahead. Thanks
to thislegacy, the transition between our tenures was
smooth, and | was able to assume my responsibilities
quickly and efficiently.

Based on my experience over the past nine months,
| believe that my mandate and resources as
Commissioner are adequate to discharge my
legislated duties. | ook forward to continuing

the productive relationship established with the
Minister, with CSE and with other government
officials as we fulfil our respective rolesin
Canada's security and intelligence community.

8 AnAct to establish a procedure for the disclosure of wrongdoingsin the
public sector, including the protection of persons who disclose the
wrongdoings. Its short title would be the Public Servants Disclosure
Protection Act, 3rd Sess., 37th Parl., 2004.




Mandate of the Communications Security Establishment
Commissioner

National Defence Act — Part V.1

“273.63 (1) The Governor in Council may appoint a supernumerary judge or a
retired judge of a superior court as Commissioner of the Communications
Security Establishment to hold office, during good behaviour, for aterm of not
more than five years.

(2) The duties of the Commissioner are

() to review the activities of the Establishment to ensure that they arein
compliance with the law;

(b) in response to acomplaint, to undertake any investigation that the
Commissioner considers necessary; and

(c) to inform the Minister and the Attorney General of Canada of any activity
of the Establishment that the Commissioner believes may not be in compliance
with the law.

(3) The Commissioner shall, within 90 days after the end of each fiscal year,
submit an annual report to the Minister on the Commissioner’s activities and
findings, and the Minister shall cause a copy of the report to be laid before each
House of Parliament on any of thefirst 15 days on which that House is sitting
after the Minister receives the report.

(4) In carrying out his or her duties, the Commissioner has al the powers of a
commissioner under Part Il of the Inquiries Act.

(5) The Commissioner may engage the services of such legal counsel, technical
advisers and assistants as the Commissioner considers necessary for the proper
performance of his or her duties and, with the approval of the Treasury Board,
may fix and pay their remuneration and expenses.

(6) The Commissioner shall carry out such duties and functions as are assigned
to the Commissioner by this Part or any other Act of Parliament, and may carry
out or engage in such other related assignments or activities as may be authorized
by the Governor in Council.

(7) The Commissioner of the Communications Security Establishment holding
office immediately before the coming into force of this section shall continue in
office for the remainder of the term for which he or she was appointed.

ANNEX A 17




“273.65 (8) The Commissioner of the Communications Security Establishment
shall review activities carried out under an authorization issued under this section
to ensure that they are authorized and report annually to the Minister on the
review.”

Security of Information Act

“15. (1) No person is guilty of an offence under section 13 or 14 if the
person establishes that he or she acted in the public interest.

“15. (5) A judge or court may decide whether the public interest in the
disclosure outweighs the public interest in non-disclosure only if the person has
complied with the following:

“15. (5) (b) the person has, if he or she has not received a response from the
deputy head or the Deputy Attorney General of Canada, as the case may be,
within a reasonable time, brought his or her concern to, and provided al relevant
information in the person’s possession to,

(i) the Communications Security Establishment Commissioner, if the person’s
concern relates to an aleged offence that has been, is being or is about to be
committed by a member of the Communications Security Establishment, in
the purported performance of that person’s duties and functions of service for,
or on behaf of, the Communications Security Establishment, and he or she
has not received a response from the Communi cations Security Establishment
Commissioner within areasonable time”
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Statement of Expenditures 2003-2004

Standard Object Summary

Salaries and Wages

Transportation and Telecommunications
Information

Professional and Special Services
Rentals

Purchased Repair and Maintenance
Materials and Supplies

Acquisition of Machinery and Equipment
Other Expenditures

Total

ANNEX B

352,505
22,227
43,201

246,323

134,794
42,019

9,708
51,451
104
$902,332
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Classified Reports, 1996-2004
Classified Report to the Minister —March 3, 1997 (TOP SECRET)

Classified Report to the Minister
— Operational Policies with Lawfulness Implications - February 6, 1998 -
(SECRET)

Classified Report to the Minister
— CSE'sActivitiesunder *** - March 5, 1998 (TOP SECRET Codeword/CEO)

Classified Report to the Minister
— Internal Investigations and Complaints - March 10, 1998 (SECRET)

Classified Report to the Minister
— CSE's activities under *** - December 10, 1998 (TOP SECRET/CEO)

Classified Report to the Minister
— On controlling communications security (COMSEC) material - May 6, 1999
(TOP SECRET)

Classified Report to the Minister
— How We Test (A classified report on the testing of CSE’s signalsintelligence
collection and holding practices, and an assessment of the organization’s
efforts to safeguard the privacy of Canadians) - June 14, 1999 (TOP SECRET
Codeword/CEO)

Classified Report to the Minister
— A Study of the *** Collection Program - November 19, 1999 (TOP SECRET
Codeword/CEO)

Classified Report to the Minister
— On*** - December 8, 1999 (TOP SECRET - COMINT)

Classified Report to the Minister
— A Study of the *** Reporting Process - an overview (Phasel) -
December 8, 1999 (SECRET/CEOQ)

Classified Report to the Minister

— A Study of Selection and *** - an overview - May 10, 2000
(TOP SECRET/CEOQ)
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Classified Report to the Minister
— CSE's Operational Support Activities Under *** - follow-up - May 10, 2000
(TOP SECRET/CEOQO)

Classified Report to the Minister
— Internal Investigations and Complaints - follow-up - May 10, 2000 (SECRET)

Classified Report to the Minister
— Onfindings of an external review of CSE's TS Program - June 15, 2000
(SECRET)

Classified Report to the Minister
— CSE'sPolicy System Review - September 14, 2000 (TOP SECRET/CEOQO)

Classified Report to the Minister
— A study of the *** Reporting Process - Phase Il *** - April 6, 2001
(SECRET/CEO)

Classified Report to the Minister
— A study of the *** Reporting Process - Phase I11 *** - April 6, 2001
(SECRET/CEO)

Classified Report to the Minister
— CSE’s participation *** - August 20, 2001 (TOP SECRET/CEOQ)

Classified Report to the Minister
— CSE's support to *** as authorized by *** and *** - August 20, 2001
(TOP SECRET/CEOQO)

Classified Report to the Minister
— A study of the formal agreementsin place between CSE and various external
partiesin respect of CSE’s Information Technology Security (ITS) -
August 21, 2002 (SECRET)

Classified Report to the Minister
— CSE's support to XXX, as authorized by *** and code named *** -
November 13, 2002 (TOP SECRET/CEO)

Classified Report to the Minister

— CSE'sSIGINT activities carried out under the *** 2002 *** ministeria
authorization November 27, 2002 (TOP SECRET/CEO)
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Classified Report to the Minister
— Lexicon - 26 March 2003 (TOP SECRET/COMINT)

Classified Report to the Minister

— CSE's activities pursuant to three XXX ministeria authorizations including
*xx *xxx - May 20, 2003 (SECRET)

Classified Report to the Minister

— CSE's support to XXX, as authorized by *** and code named *** - Part | -
November 6, 2003 (TOP SECRET/COMINT/CEO)

Classified Report to the Minister

— CSE's support to XXX, as authorized by *** and code named *** - Part Il -
March 15, 2004 (TOP SECRET/COMINT/CEOQO)

Classified Report to the Minister

— A review of CSE’s activities conducted under XXX ministerial authorization -
March 19, 2004 (SECRET/CEOQO)

Classified Report to the Minister

— Internal investigations and complaints - Follow-up - March 25, 2004
(TOP SECRET/CEOQO)
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