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cases; and the identification of significant
changes in the numbers of operations that
require Ministerial approval. Our interest
The Service is an agency of the Government in all cases is to ensure that the relevant
of Canada and as such, is accountable to  Ministerial Direction is adequately articulated
Government, Parliament and the people of and that there has been full compliance on
Canada. Because of the serious and poten- the part of the Service.

tially intrusive nature of CSIS activities, the

mechanisms set out in law to give effect to There were two new Ministerial Directions
that accountability are both rigorous and issued during the period under review.
multi-dimensional; there are a number of

independently managed systems inside and National Requirements for

outside the Service for monitoring CSIS Security Intelligence 1998-99
activities and ensuring that they accord National Requirements contain general direc-
with its mandate. tion from Cabinet as to where CSIS should

focus its investigative efforts, as well as
It is part of the Security Intelligence Review guidance on the Service’s collection, analysis,
Committee’s task (the Committee itself being and advisory responsibilities. For 1998-99,
part of the accountability structure) to assess the National Requirements set out priorities
and comment on the functioning of the sys- for CSIS in eight areas: counter terrorism,
tems that hold the Service responsible to counter intelligence, security screening, foreign
government and Parliament. intelligence support, foreign influenced act-
ivities, environmental scanning, intelligence
liaison, and technology development.
A. Operation of CSIS
Accountability Mechanisms New Areas of Interest
The last four areas represent a significant
Ministerial Direction departure from past Directions which have

Section 38(a)(ii) of th&€SIS Actdirects the
Committee to review Direction provided by
the Solicitor General to the Service under
subsection 6(2) of thAct Ministerial
Directions govern certain types of CSIS
investigations in potentially sensitive areas,

typically identified only the first four. Specif-
ically, the 1998-99 National Requirements
direct the Service,

« to investigatdoreign influenced activities
detrimental to Canadian intereéts;

such as investigations on university campuses. ¢ to monitor, througtenvironmental scanning

There are three elements to the Committee’s

analysis: an examination of instructions
issued by the Service based on Ministerial
Direction; a review of the manner in which
Directions were implemented in specific
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emerging threats to Canada that have the
potential to become significant domestic
problems, and to provide advice to
Government accordingly;

« to maintainintelligence liaisorrelationships
with its partners in an effort to persuade
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former adversaries that their security The addendum extended the rules governing

needs can be met through liaison and the recruitment of Federal Government

cooperation rather than through the conduct employees as CSIS sources to all employees

of “hostile foreign intelligence activity of Parliament and Parliamentarians.

in Canada.”; and,
* to anticipate the impact of new and The 1986 rules applying to Federal employees

emergingtechnology developments require the Service to take certain actions

its ability to effectively collect, process, before recruiting an employee as a source.

and analyze intelligence. They also make provision for the Minister

to waive that requirement if CSIS convinces The Minister also

Changed Emphasis him or her of an operational necessity to do instructed the Service
in Existing Areas of Interest so. Since neither staff of the Parliament of  “to monitor and
In addition to these wholly new areas of Canada nor Parliamentarians are Federal investigate attacks on

interest, the 1998-98ational Requirements  employees, the new Direction instead requires information operations
modified several existing ones. With respect that in each instance CSIS must consult the in so far as they pose
to transnational criminal activity, the Minister Solicitor General before recruitment. The a threat to the security
wrote that CSIS should focus on the “increased Committee will monitor the implementation of Canada.”
health and welfare costs caused by the con- of the new policy and the Service’'s adherence
sumption and trade of illegal drugs as well to the protocol which governs it.
as erosion of the tax base due to unreported
illegal business transactions.” In the Com-  Changes in Service Operational
mittee’s view, this change in emphasis appears Policies and Instructions to Officers
to broaden the already wide scope of CSIS The CSISOperational Policy Manualderived
activities in this sector and would seem to  in part from the Service’s interpretation of
add to the ongoing debate about the Service’s Ministerial Direction, is intended as a guide
role in combating international organized and operational framework for CSIS employees.
crime. (See “Review of Transnational The Committee examines changes to the
Criminal Activity” p. 5) Operational Policy Manuaas if they were
changes to Ministerial Direction, and regards
Finally, under the category of counter intel- the manual as a useful tool in assisting our
ligence, the Minister also instructed the reviews of CSIS investigations. Operational
Service “to monitor and investigate attacks policies, some of which are sensitive and
on information operations in so far as they potentially intrusive, must comply with

pose a threat to the security of Canada.” Ministerial Direction, theCSIS Actthe
Canadian HumarRights Actand other
Rules Governing the Use of Sources relevant legislation.

In late 1998, the Minister issued an addendum

to the October 1986 Ministerial Direction In fiscal year 1998-99, the Service produced
on the use of government officials as confi- one new policy and made several significant
dential sources of information and assistance. amendments to existing policies.
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The Committee
examines changes to
the Operational Policy
Manual as if they were
changes to Ministerial
Direction.

Advice on Threats
Government Security Policy requires Govern-

in its investigations, except in specific
circumstances. Under one circumstance,

ment departments and agencies to safeguardexplicitly referred to in 19(2)(d) of thAct,

their classified information and assets, and

the Minister can authorize the Service to

to conduct the Threat and Risk Assessments disclose information in the “public interest.”

necessary to that end. The new CSIS policy
outlines the Service’s responsibilities in
providing, upon request, advice to client
departments and agencies on any known,
suspected or potential threats (as defined
under section 2 of th€SIS Act directed
against clients’ assets.

Physical Surveillance

CSIS made significant amendments to the
operational policy applying to physical sur-
veillance. The revised sections are intended
to make policy more explicit and intelligible,
clearly outlining the principles, responsibil-
ities, procedures, and approval mechanisms
necessary for all physical surveillance oper-
ations undertaken by the Service.

Other Changes

We noted two other amendments to existing
policies. The first pertained to the collection
of foreign intelligence under section 16 of

The Actcompels the Director of CSIS to
submit a report to the Committee regarding
all “public interest” disclosures.

There had been no releases under this section
of the CSIS Acuntil 1998-99, when all
Federal Government departments and
agencies were asked to facilitate the RCMP
Public Complaints Commission (PCC)
inquiry into police conduct at APEChy
providing all relevant information in their
possession. CSIS identified 66 documents
and one vide® as possibly having some
relevance. The Director sought and obtained
the Solicitor General’s authority to permit
PCC counsel to view the 67 items.

The PCC counsel’s review identified 17 items
that were of interest. In July 1998, the Minister
authorized the release of 14 of them; the
remaining three were not released on
national security grounds.

the CSIS Act, and addressed the requirements

to separately report information if the Service The CSIS Actrequires the Director to provide
retains information about threats to the sec- us with a report of all disclosures in the
urity of Canada as provided under section 12 public interest. On 10 June 1999— almost
of the Act. The second amended the rules one year after the disclosures—we received
governing certain Service practices. the Director’s formal report from CSIS.

We confirmed that the Minister had indeed
authorized the release of the 14 items, and
concurred that the public interest in each case
In the Public Interest clearly outweighed the privacy considerations
Section 19 of th&€SIS Acprohibits the arising from that disclosure. However, we
Service from releasing information collected found the delay in providing the Committee

Disclosure of Information in the Public
and in the National Interest
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with the report excessive. We have so
advised the Director of CSIS.

In the National Interest

Under the Service’s interpretation of its
mandate, it holds that, acting as the Minister’s
agent CSIS can disclose information in the
“national interest.” In such circumstances,
the Solicitor General would determine
whether the disclosure of operational infor-
mation was in fact in the national interest,
whereupon he would direct CSIS to release
the information to persons or agencies
outside government. CSIS policy stipulates
that the Committee be informed whenever
such disclosures take place. There were
none in 1998-99.

Governor in Council Regulations and
Appointments

Under section 8(4) of thé SIS Actthe Gov-
ernor in Council may make regulations con-
cerning the powers of the Director of CSIS,
appointments and other personnel matters.
No such regulations were issued in 1997-98.
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Annual Report of the Director of CSIS

The CSIS Director’'s Annual Report to the
Solicitor General comments in some detalil
on the Service’s operational activities for the
preceding fiscal year. Among the key functions
of the Committee is the review of this report.

Last year, the Committee did not receive the
Director’s report in time for inclusion in our
1997-98 audit report. Therefore, we present
the review here.

Director’s Report for 1997-98

From the Committee’s perspective, the salient
points of the Director's Annual Report of
1997-98 were the following:

* Public safety
Public safety remained the highest priority
for the Service and represented 60 percent
of the more than one thousand active
investigations in the period April 1997
through March 1998. Terrorism linked to
Asian and Middle Eastern conflicts was a
major focus of the Service’s efforts.

CSIS Role in Preventing Politically Motivated Violence
CSIS plays a pivotal role in Canada’s defence against the possible threats posed by groups associated with politically
motivated violence. The “threats to the security of Canada” which it is specifically charged to investigate include
“activities within or relating to Canada directed toward or in support of the threat or use of acts of serious violence
against persons or property for the purpose of achieving a political objective within Canada or a foreign state...”

[section 2(c), CSIS Acf]

In addition to informing the Government in general about the nature of security threats to Canada, CSIS’ intelligence
and advice is specifically directed at several government departments or agencies. The information can form the
basis for immigration screening profiles used in processing immigrants. In specific cases, CSIS advice can play an
instrumental role in determining the admissibility of an applicant, or in the denial of citizenship. Security intelligence
may also serve as a basis for determining an individual’s suitability to have access to classified information, as well
as assisting the police in crime prevention and in criminal prosecutions.

SIRC Annual Report 1998-1999 .
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Public safety remained
the highest priority

for the Service and
represented 60 percent
of the more than one
thousand active
investigations.

» National security
In 1997-98, CSIS initiated a program to
understand and evaluate the threat posed
to national security by foreign agents
who could exploit vulnerabilities in
Canada’s computer and telecommuni-
cations networks.

» Security screening
In 1997-98, the number of requests
received by the Security Screening
Branch from domestic and foreign
agencies increased dramatically and
during the last 3 years has almost
tripled ®

 Foreign intelligence
The Service effectively increased its output
of foreign intelligence reports for other
Federal Government departments in fiscal
year 1997-98.

« Foreign liaison
In 1997-98, CSIS developed and presented
its first training course for foreign intelli-
gence services.

* Funding
The funding of a CSIS technical develop-
ment program was terminated in 1997-98.
The Director stated that given ongoing
developments in communications
technology, the absence of such a
program would erode the quality of
advice the Service could give to
government in the future.

SIRC Comments

In the Committee’s view, the Director’s
Annual Report for 1997-98 was a good
overview of CSIS activities, and in contrast
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with previous reports, provided more details
about Service investigations. However, the
Report failed to address some issues we
regard as important:

« The report was silent on the threat posed
by the use of chemical and biological
weapons for terrorist purposes. We
believe CSIS should report its findings
on this threat to public safety.

* Whereas a Ministerial Direction specifi-
cally mentioned the importance of inves-
tigating a certain form of espionage, as
measured by the Director’s report, this
area did not appear to be a high priority
for the Service.

* The report does not address the material
increase in the number of certain targeting
authorizations conducted at the most
intrusive level. We believe this is important
information which should be conveyed to
the Solicitor General.

« The report does not devote specific attention
to joint operations with foreign services.
The Committee is of the view that such
operations are directly relevant to issues
of Ministerial authority and thus merit
appropriate attention from the Director.

» We saw no discussion of various recent
legal judgements and their actual or
potential impact on CSIS operations. For
example, the report does not mention the
Federal Court’s decision on the use of the
“visitor’s clause” (also known as the
McGillis decision, see p. 47 of our 1997-98
report) or its rejection of two Service
applications for warrants in 1997-98.




Certificates of the Inspector General

The Inspector General of CSIS reports to the
Solicitor General and functions effectively
as his internal auditor of CSIS, reviewing
the operational activities of the Service and
monitoring compliance with its policies.
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specified in Ministerial Direction had not
been followed in a precise or rigorous enough
manner. Though we have not investigated
the particular cases cited by the Inspector
General, we certainly agree with the propo-
sition that the rationale for targeting any

Every year the Inspector General must submit person or any other action involving CSIS’
to the Minister a Certificate stating the “extent extensive powers should be fully documented
to which (he or she) is satisfied,” with the in CSIS files. We also agree that Ministerial
Director’s report on the operational activities Direction should be followed both in letter
of the Service and informing the Minister and in spirit. Where this turns out to be

of any instances of CSIS having failed to impractical or administratively very cum-
comply with theAct or Ministerial Direction, bersome, CSIS should attempt to convince
or that involved an unreasonable or unnec- the Minister that his or her Direction could
essary exercise of powers. The Minister sends reasonably be amended.

a copy of the Certificate to the Security
Intelligence Review Committee.

We agree that the
rationale for targeting
any person or any
other action involving
CSIS’ extensive
powers should be
fully documented.
SIRC has not received a 1998 Certificate

from the Inspector General because the

position was vacant from June 1998 until

September this year.

The Inspector General’s Certificates for 1996
and 1997 were briefly reviewed in last year’s
Annual Report. We commented that some
of the issues raised in the Certificates were
complex and required more time for study
than was available to us before the deadline
for the 1997-1998 Annual Report. The most
complex of these matters—"issue-based”
targeting—the Committee decided was of
such importance as to warrant special con-
sideration. The results of our review can be
found on page 33 of this report.

Unlawful Conduct

Under section 20(2) of théSIS Actthe
Director of CSIS is to submit a report to

the Minister when, in his opinion, a CSIS
employee may have acted unlawfully in the
performance of his or her duties and functions.
The Minister, in turn, must send the report
with his comments to the Attorney General
of Canada and to the Committee.

The other issues addressed by the Inspector In 1998-99, we received one report of pos-
General in the 1996 and 1997 Certificates  sible unlawful conduct by an employee of
were technically complex but did not involve CSIS. No decision has been received yet
the general philosophy or principles associated from the Attorney General of Canada con-
with targeting or investigating threats to the cerning this case.
security of Canada.

In last year'’s report, we commented on two
The Inspector General noted several areas cases of unlawful conduct dating back to
where, in his view, the letter of the law as 1989 and 1990 which remained unresolved.
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We have since been informed that the cases and stay abreast of new developmewthen

were brought to conclusion with no charges
being laid by the Attorney General of Canada
against the employees in question.

We also commented on another case of
unlawful conduct dating back to 1997.
Following a criminal investigation, CSIS
elected to conduct its own internal inquiry.
The Committee will comment on the matter
upon its conclusion.

SIRC Consultations and Inquiries

The Committee is a key part of the CSIS
accountability structure. In 1998-99 we
undertook specific activities in this respect
in the following areas:

Tracking and Timing of Formal Inquiries

In our review function, we send questions to
CSIS to request information and/or documents
about its activities. In the 1998-99 fiscal
year (April 1, 1998 to March 31, 1999) we
directed 126 formal inquiries to the Service.
The average time CSIS took to respond to a
formal inquiry was 38.5 days (essentially
unchanged from last year)—a figure that
does not include questions arising out of
complaint cases.

In addition to formal questions, the Committee
makes informal requests of CSIS. In all such
cases for the year under review, the Service
responded expeditiously to what were
sometimes urgent queries.

Briefings

At its monthly meetings, the Chair and Com-
mittee Members meet with government offi-
cials to leep open the lines of communication
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meetings of the Review Committee are held
outside of Ottawa, Members visit CSIS
regional offices. The Committee met with
senior CSIS regional managers in Montreal
in September 1998, in Vancouver in February
1999, and in Toronto in April 1999. The
balance of the Committee’s meetings were
held in Ottawa.

SIRC Activities Additional to CSIS Review

In October 1998, Committee Members met
with the Director General of the Security
and Intelligence Bureau and the Director

of Foreign Intelligence Division from the
Department of Foreign Affairs and Inter-
national Trade. The Committee met with

the Communications Security Establishment
Commissioner in November 1998.

In November 1998, at the invitation of the
Swedish Government, the Chair met with
the President of Svea Court of Appeal in
Stockholm, and with members of the
Commission of Inquiry into the Swedish
Intelligence Service. Also, the Chair and the
Executive Director travelled to the United
Kingdom in November 1998 to meet with
the Intelligence and Security Coordinator,
the UK Parliament’s Intelligence and Security
Committee, and the Deputy Head of MI5.

The Committee also met with the Solicitor
General in May 1999.

At the end of June 1999, the Committee
hosted an international conference of heads of
intelligence review agencies. The conference
is discussed on page 67.




Special Reports

Under section 54 of the Act, the Committee
can be asked by the Minister to report to him
or her on any matter relating to the perfor-
mance and functions of the Service. In
1998-99, we submitted one such study to
the Minister entitledAllegations by a

Former CSIS Employe®etails can be

found on page 30.

B. Inside the Security
Intelligence Review
Committee

On 18 June 1999, the Prime Minister of
Canada announced the appointments of the
Honourable Ray Speaker, P.C., and the
Honourable Frank McKenna, P.C. to SIRC.
These appointments mark the first time
since November 1997 that the Committee
has had its full complement of Members.
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On 29 July 1999, the Solicitor General of
Canada announced the appointment of
Maurice Archdeacon as the Inspector
General of CSIS. Mr. Archdeacon had
been SIRC’s Executive Director since its
establishment in 1985.

Intelligence Review Agencies

Conference

In June 1999 SIRC hosted an international
conference in Ottawa to mark its*l&nni-
versary. The conference, “Review and Over-
sight inthe New Millennium: Challenges of
a Multipolar World” was attended by current
and former SIRC Members, and the heads
of review agencies from Canada, Australia,
New Zealand, the United Kingdom, Belgium,
South Africa, and the United States.

This was the second conference of its type,
the first having been held in Canberra,
Australia in November 1997. The Ottawa
meeting provided an opportunity for the
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delegates to address the challenges encoun-Accounting to Parliament

tered in their respective jurisdictions, and to On September 1, 1998, the Hon. Paule

share problem-solving strategies. Gauthier, SIRC Chair, the Hon. Bob Rae,
Committee Member, SIRC’s Executive

The two-day conference was comprised of a Director and Deputy Executive Director

series of working sessions, and other planned appeared before the Special Senate Committee

activities. For example, Members of the on Security and Intelligence to answer ques-

Parliamentary Standing Committee on tions about the role and functions of the

Justice and Human Rights and Members of Review Committee.

the Special Senate Committee on Counter

Terrorism discussed legislators’ relationships Staying in Touch with Canadians

with review bodies, and invited journalists

specializing in security intelligence issues  SIRC on the Internet

participated in a working session on Since its debut on the Internet in October 1996,

“Relationships with the Media.” the SIRC web site (www.sirc-csars.gc.ca)
has received almost 600,000 visits. In the

The participants included Claude Bisson, Spring of 1999, the Committee used its site

Commissioner of the Communications and the Public Service Commission site to

Security Establishment; Senator William advertise job competitions for two research

Kelly, Chair of the Senate Special Committee positions; we received almost four hundred

on Security and Intelligence; Ward Elcock, applications.

Director of CSIS; Jacques Saada, M.P.,

Parliamentary Secretary to the Solicitor All SIRC Annual Reports, dating back to
General of Canada, and a Member of the  1984-85 when the Committee was estab-
Parliamentary Standing Committee on lished, are now accessible through the web
Justice and Human Rights; John Maloney, site. The list of Committee studies has been
M.P., Chair of the Standing Committee on  updated and we have added hot links to other
Justice and Human Rights; and other sites of interest. The site also sets out pro-
Members of that Committee: Derek Lee, cedures for filing complaints about CSIS
M.P., and Ivan Grosse, M.P. activities and the denial of security clearances,

as described in sections 41 and 42 of the
Symposia CSIS Act

In January 1999, the Committee’s former

Project Leader was a guest speaker at a con-Impact of Budget Reductions

ference organized by the Comité permanent Government-wide budget reductions continue
de contréle des Services de Renseignement to have an impact on the Committee’s research
in Brussels. Research Staff participated in the functions. The investigation of complaints
conference and the annual general meeting is the most expensive area of discretionary

of the Canadian Association for Security spending, and must, therefore, bear the
and Intelligence Studies (CASIS) in Ottawa brunt of recent budget cuts. To deal with the
in June 1998. reductions, the Committee continues to rely
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on the expertise of our staff Legal Counsel Personnel

rather than retaining outside lawyers. Pre- The Committee has a staff of fourteen: an
hearing meetings also help the Committee executive director, a counsel/senior com-
make better use of resources by paving the plaints officer to handle complaints and
way for hearings that are more focused and ministerial reports, a deputy executive
efficient. At the same time, the Committee  director, a director of research, a project
is determined both to avoid increasing the leader and five research officers (one of
time required to handle complaints and to ~ whom is responsible for liaison with the
maintain the high quality of its reports. The media), an administrative officer who is
Committee believes the steps outlined above also the Committee registrar for hearings,
will allow SIRC to continue to improve its and an administrative support staff of three
performance while meeting its responsibilities to handle sensitive and highly-classified

to Parliament and the public at lower cost. material using special security procedures.

The Committee has too small a staff to under- At its monthly meetings, the members of the
take “year 2000” information technology Committee decide formally on the research
research on its own and thus has engaged and other activities they wish to pursue, and
outside specialists for this vital work. It is set priorities for the staff. Management of
the Committee’s policy to remain informed the day-to-day operations is delegated to
about advances in information technology = the Executive Director with direction when
so as to continue the steady increase in staffnecessary from the Chair in her role as the
productivity seen over the last six years. Chief Executive Officer of the organization.
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