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Executive Summary

The Privacy Commissioner of Canada prepared this consultation paper to set out good practice rules
for organizations that seek to harness the benefits of RFID technologies.

While RFID has potential applications across a wide range of sectors and ‘ 1
activities, this document is focused on the use of RFID in the workplace.

The Commissioner is concerned that Radio Frequency Identification (RFID) E

systems have the potential to be used as tools for surveillance, which could Q ) IJL Fb
very much undermine the dignity and autonomy of employees. The Q*‘Kg; |
central message of this paper is that where these technologies are o
deployed in a workplace, the deployment must be respectful of privacy h\

and in conformity with Fair Information Principles.

The paper recognizes that there are already a variety of actual and contemplated uses of RFID in the
workplace. RFID technology can be used to track tools, equipment or inventory, to monitor access to
facilities or secure areas, or to monitor patterns of activity. RFID systems can also be designed to
enhance security and safety. While some uses of RFID may offer benefits to employees, RFID in the
workplace also raises important privacy concerns for employees. For example, it is most often people
who are using the tools and equipment and moving the inventory, so by extension, their movements
and productivity may be under greater scrutiny.

Part | of the paper provides a brief overview of RFID technology and the privacy and security risks
involved in the use of RFID systems generally. Individuals who are already familiar with RFID
technology would still benefit from reading the summary of privacy and security risks in this section as
it provides background to the positions taken in Parts Il and Il of the paper.

Part Il introduces the Personal Information Protection and Electronic Documents Act (PIPEDA)' and the
Privacy Act? and talks about several ways in which the data contained on an RFID tag can become
personal information. It discusses reasonable expectations of privacy in the workplace and refers to
various findings as well as relevant court cases.

The paper then outlines the steps organizations should take, and the questions that should be asked,
before proceeding with RFID applications in the workplace. In some circumstances, employers may
rightly conclude that costs of some applications outweigh the benefits. Where they choose to
proceed, the Commissioner offers good practices for organizations to follow based on Fair Information
Principles.

Part Il contains a series of questions to which we invite responses, but we welcome feedback on
anything in this document. We welcome in particular the comments of those who are potentially
directly affected by RFID in the workplace, namely employers, employees and trade unions as well as
developers of RFID technology.
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Target Audience

This consultation paper was written with several audiences in mind: employers who are
contemplating, or already using, RFID technology to track employees or assets, but also employees
and unions to raise their awareness of the issues. For these audiences, the paper avoids technical
language where this does not sacrifice accuracy. However, the consultation paper was also written to
encourage RFID vendors to be more accountable for the products they are developing. We are
seeking feedback from all of these groups, as well as other interested parties, to clarify the
recommendations for best practices made here.

Scope and Structure of the Consultation Paper

While RFID has potential applications across a wide range of sectors and activities, this document is
focused on the use of RFID in the workplace. By issuing this consultation paper at this time, the
Privacy Commissioner in no way wants to convey the message that she condones, or condemns, the
use of RFID technology for tracking employees. Her objective is to set out good practice rules for
organizations that seek to harness the benefits of RFID technologies so that these technologies may
be deployed in a manner that is respectful of privacy and in conformity with Fair Information
Principles. Creating a working environment that is respectful of employees’ dignity and autonomy is a
shared responsibility among employers, employees and trade unions.

This document is divided in three parts. Part | provides an overview of RFID technology and the
privacy and security risks involved in the use of RFID systems generally. It deals with the state of
technology as it currently exists and anticipates how it may develop to affect the right to privacy in the
specific context of the workplace.

Part Il provides an introduction to the Personal Information Protection and Electronic Documents Act
(PIPEDA)? and the Privacy Act.* It sets out the views of the Office of the Privacy Commissioner on good
practices for the use of RFID systems in the workplace in a manner that conforms with PIPEDA and the
Privacy Act.

Part Il contains a series of questions to which we invite responses.

Office of the Privacy Commissioner of Canada 2



In 2005 the Office of the Privacy Commissioner wrote to several large corporations in Canada whose
business activities made them likely to use RFID. We asked them to help us understand the emerging
use of RFID in Canada.’ Only one organization stated that it was using RFIDs to track employees, but its
use of RFID was revealing and something we felt needed to be addressed.

The organization told us that all employees carry access devices containing active or passive RFIDs.
The use of some equipment, such as forklifts, is controlled through these devices. Records are kept of
these readings, including attempts to access unauthorized areas or equipment. The activities of some
employees are tracked for the purpose of determining the time spent in each activity as well as
attendance. In addition, the organization stated that, in its view, it was not collecting personal
information.

Nothing in this consultation document should be considered to interfere with or fetter the discretion
of the Office of the Privacy Commissioner of Canada to carry out its responsibilities, especially with
respect to any complaint filed by an individual under PIPEDA or the Privacy Act.

The good practices for use of RFID in the workplace set out in this document may need to be revised

as more is learned about the impact of RFID technology on privacy. As the technology evolves and, as
new RFID applications are developed, these good practices will be updated.

Office of the Privacy Commissioner of Canada 3




Introduction

“..privacy is an essential democratic value, because if we cannot maintain a sense
of self and personal domain, we will be much less likely to exercise our other
fundamental human rights.” Professor Valerie Steeves, Presentation to The Standing
Senate Committee on Social Affairs, Science and Technology on Bill S-21, to guarantee
the human right to privacy, September 20, 2001.

The Privacy Commissioner of Canada is an advocate for privacy rights. In addition to investigating
complaints and conducting audits, she has the authority to publish information about personal
information-handling practices in the public and private sector, conduct research into privacy issues,
and promote awareness and understanding of privacy issues by the Canadian public.

The Commissioner has been tracking the progress of Radio Frequency Identification (RFID)
applications for some time and has expressed concern about this technology, particularly for human
identification, in her Annual Reports to Parliament. She believes that RFID may have dramatic
implications for privacy protection and that it is now necessary to identify good practices for
organizations subject to the PIPEDA and the Privacy Act. While RFID has potential applications across a
wide range of sectors and activities, this document has as its particular focus the use of RFID in the
workplace.

There are already a variety of actual and contemplated uses of RFID in the workplace. RFID technology
can be used to track tools, equipment or inventory, to monitor access to facilities or secure areas, or to
monitor patterns of activity. RFID systems can also be designed to enhance security and safety. While
some uses of RFID may offer benefits to employees, RFID in the workplace also raises important
privacy concerns for employees. Such concerns have yet to be formally addressed in other studies

and guidelines. Although the full nature and scale of likely use of RFID in the workplace is as yet
unknown, the timing is nevertheless appropriate for the articulation of good practices.

The Commissioner recognizes that with RFID, as with other emerging technologies, capacities and
applications can develop with extra-ordinary speed, making accurate predictions about the impact of
the technology difficult. As a result, while this document identifies a series of good practices for the
use of RFID in the workplace, it also solicits feedback on the application of Fair Information Principles
to RFID technology in the employment context with a series of questions at the end of Part lII.

As with all technologies, it is essential to address privacy issues inherent in RFID technology in
advance of deployment. To do so allows employers to determine whether it is appropriate or
necessary to use RFID technology. It pushes system developers to incorporate privacy features in the
emerging technology in order to meet client demands. It empowers employees and the unions which
represent them to take an active role in decision-making around the introduction of new workplace
surveillance systems. It fosters the development of good practices before privacy invasive ones
become entrenched. It helps identify systems that should not be deployed.

The protection of privacy is intimately related to human dignity and autonomy. Many Canadians
spend a great deal of their time at work. The potential for increased workplace surveillance through
the use of RFID technology must be addressed. The use of such technologies in a manner that is
respectful of privacy is crucial to maintaining human dignity in the employment context.
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PART I - RFID: Privacy Issues and Security Risks

1. Whatis RFID?

“The most profound technologies are those that disappear. They (((
weave themselves into the fabric of everyday life until they are [
indistinguishable from it.”” Mark Weiser, “The Computer for the 21st -
Century”.

The following description provides a very basic overview of RFID technology. More detail on the
functioning of RFIDs is provided in Appendix | to this document. References for further reading are
provided in Appendix II.

RFID is a generic term used to describe technologies that involve the use of data stored on small chips
or tags which can be communicated to a reader from a distance by means of radio transmission.
There are three basic components to the technology: the RFID tags themselves (which consist of an
antenna attached to a microchip), the RFID readers, and the supporting database infrastructure
(hardware and software). It is important to define the term RFID broadly, because the technical
capabilities and distinctions among RF technologies will evolve over time.?

A significant feature of RFID technology is that tags do not require a direct line of sight for reading and
may be read through hard material such as book covers or other packaging material. Further, more
than one tag can be read at a time. Each tag can identify the specific object to which it is attached,
even if that object is one of a multitude of identical items. When using bar codes, for example, one
bottle of water has the same barcode as all other bottles of water of that particular brand. RFID
technology enables each individual bottle to have its own unique ID.

RFID is a family of technologies that varies greatly in its level of sophistication and capacity. For
example, supply chain tags, known as EPC (Electronic Product Code) tags, are designed to be simple,
cheap and disposable. To keep the cost of the tag as low as possible, EPC tags carry very little data in
on-board memory. By contrast, some tags have the capacity to store significant amounts of data,
including biometric data.’

Other technologies in the RF family, such as contactless cards or “smart cards” are RF devices that may
have additional layers of security.'® Proponents of contactless card technology argue that it is a much
more complex technology. For example, in secure card access applications, the contactless smart card-
based device can verify that the reader is authentic and can provide its own authentication to the
reader before starting a secure transaction."" As well, communication between the contactless smart
card-based device and the reader can be encrypted to prevent eavesdropping. Yet from the
perspective of employee and workplace privacy, smart cards and RFID tags raise essentially the same
privacy issues. While smart cards may offer enhanced security and authenticity features, the good
practices set out in this document are applicable equally to the collection of personal data through
RFID and through the use of smart cards because both pose risks to privacy.

Office of the Privacy Commissioner of Canada 5



PART | - RFID: Privacy Issues and Security Risks

Not all devices that use radio frequencies are RFID technology. For example, anti-theft devices
attached to consumer items in stores operate using radio frequencies, but they do not contain the
unique identifiers that are a feature of RFID technology.

Sensors (or “motes”) also form part of the wireless device RF family. Sensors are small hardware
devices that respond to physical stimulus and produce an electronic signal, similar to RFID tags, which
emit information about their environments, such as movement, light, temperature or humidity.
Sensors generally contain batteries and can have similar applications to the more complex RFID tags,
such as sensing whether or not a secure port container has been opened.'

There are also “chipless” RFID systems, where tiny chemical particles with varying degrees of
magnetism respond when they are queried by a reader. A contemplated application for this RF
technology would be embedding the particles in, or printing them on, paper and having readers
placed inside copy machines to prevent unauthorized copying.”

To the extent that any of these technologies are used in the workplace to monitor the activities or
whereabouts of employees, or to gather data on identifiable employees, the good practices set out in
this document will apply.

2. RFID in the Workplace

“Workplace privacy is an important part of the basic autonomy rights of individuals in our society.
People spend a big part of their lives in the workplace. What happens in the workplace — including
whether privacy is respected — can have a profound effect on employees’ sense of dignity, their
sense of freedom, and their sense of autonomy. Continual surveillance is dehumanizing. It does not
help create an enthusiastic workforce."'* Jennifer Stoddart, Privacy Commissioner of Canada,
November 30, 2006.

People expect to have some privacy at work, even if they are on their employer's premises and using
the employer's equipment. At the same time, it is normal that working for someone will mean giving
up some privacy. Employers need basic information about their employees for things like pay and
benefits, and they have to be able to ensure that work is being done efficiently and safely."

But the monitoring of employees and their activities can be taken to a point where the employee
suffers an unacceptable loss of privacy. Such a loss of privacy will have an impact on employee dignity
and autonomy. Today, the possibilities for infringing on privacy in the workplace are greater than ever
before. In addition to psychological tests, web-browsing records, video surveillance, keystroke
monitoring, genetic testing and global positioning systems, employers now have RFID as an
additional tool at their disposal to monitor employee activity. As the cost of implementing RFID
systems drops over the coming years, organizations may choose to use RFID systems to track
productivity, improve security and reduce theft."® There is the additional risk that employees with
RFID devices and identity documents may be tracked outside the workplace.

Although RFID systems may bring benefits to employers and even, in some circumstances, to

employees, a recognition of the advantages of the technology should not require a surrender of
employee privacy. In developing this document, the OPC is firmly of the view that taking a proactive
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PART | - RFID: Privacy Issues and Security Risks

stance in the development and deployment of new technologies can enhance privacy by ensuring
careful and appropriate design and deployment of the technologies in a manner that anticipates and
respects privacy concerns.

The Commissioner was concerned about the findings of a 2005 report about RFID use in the
workplace produced by the RAND Corporation.'” The report focused on six, large, private sector
organizations in the United States. It found that some employers already use RFID technology to track
employees and that the organizations did not have policies in place to govern these activities. Among
the findings:

e Every organization indicated that the records collected by the RFID-enabled access control
system were linked (via an employee’s name or similar identifier) to other databases. In all
cases, they were linked to personnel records and, in one case, to allergy-related medical
records.

¢ None of the organizations in the study had developed a data retention policy and all of them
were retaining the access control data indefinitely. Only one company had an enterprise-wide
policy statement explaining the retention and uses of the records collected by the access
control system, but it was only provided to select employees.'®

Had a proactive approach to privacy been taken in the adoption and implementation of RFID
technology in these cases, the deployment of the technology would likely have been carried out in a
very different manner.

RFID is already being used in some workplaces. For example:

e IBMis marketing a system to use an RFID tag embedded in customized identification badges.
A network of receivers throughout the site picks up the unique signal transmitted by each tag
and the system calculates the exact location of the tag at that moment."

e Acasinoin Sydney, Australia uses RFID to manage its inventory of over 80,000 uniforms, which
have a value of almost two million US dollars. The casino addressed its laundry-tracking
problems by placing RFID tags in each uniform. Uniforms are tracked throughout the system
by strategically placed readers.”®

e InJuly 2005, one of the UK’s largest trade unions, the GMB, demanded an end to RFID for staff
tracking in European grocery stores, claiming an invasion of workers’ privacy. Workers were
asked to wear small computers on their wrists, arms and fingers which instructed them as to
where to go and what to do.”

If an RFID tag on a tool or object in the workplace is read in context with other chipped devices, such
as the employee’s identification card, the potential for employee surveillance becomes very real.
Stephanie Perrin notes:

... tool inventory control is a major cost for many service industries, so tools that remember where

they have been and what they did there may become hot sellers. The value of tool tracking may be
considered to be higher than the dignity of the workmen who use the tools.??
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PART | - RFID: Privacy Issues and Security Risks

In the employment context, the tracking of the movement of workers may be an explicit goal in the
adoption of an RFID system. Already some companies are engaged in fairly elaborate experiments
with tracking assets and employees through RFID. For example, IBM is engaged in a pilot project with
a leading global petrochemical company which is piloting a comprehensive location awareness and
asset tracking system. They have approved plans to move forward with additional locations. The
system includes:

e Active RFID tags worn by personnel in critical work

environments. A i 1 IE”‘I ’mﬂ\

e Receivers to detect RFID tags within each physical area (f'-/: _)‘
. . . . . — s q L]y e
entrance and continuously update location in virtual real-time. Rt ‘)_;,)
e Automatic updates from human resource systems verifying \

worker certifications and authorizations to restricted zones.

e Alerts generated if safety or security zones are breached.?

Sophisticated and expensive devices, which combine RFID and Global Positioning System (GPS)
technology, are capable of providing continuous and fairly precise geographical data. If the tags can
then be associated with an individual, then by that association the individual’s movements can be
tracked. To illustrate, a GPS tag system, proposed as a means to track city public works equipment in
Montreal, was seen by some as an indirect means to monitor the work habits of city employees.**

RFID tags have also been contemplated for use with employees engaged in high risk activities, such as
firefighters or soldiers. The tags may allow rapid access to identification and medical information of
individuals who are badly injured and unconscious.”

These examples provide some insight into how the privacy rights of workers may be affected by the
adoption and implementation of workplace RFID systems. The potential impact on privacy is
discussed in greater detail below.

3. RFID Privacy Risks

RFID systems raise new privacy risks in addition to other forms of surveillance of employee activity,
such as video and keystroke monitoring. RFID tracking in the workplace, because it includes both
locational information and date and time information, makes it possible to automate the tracking of
employees and also to become more precisely aware of their interactions with other employees. The
greater the degree of surveillance of employees, the lesser the degree of privacy and, ultimately, of
dignity and autonomy in the workplace.

There are certain risks that, while also present with some other surveillance technologies, must be
highlighted when discussing RFID. These are outlined below.

3.1. Covert collection of personal information

RFID technology has the potential to be located anywhere and everywhere. RFID tags are small and
can be embedded onto objects and documents without the knowledge of the individual who obtains
those items. Research to reduce the size of tags is progressing rapidly. For example, Hitachi

Office of the Privacy Commissioner of Canada 8



PART | - RFID: Privacy Issues and Security Risks

announced a few years ago its very small (less than 0.4mm) mu-chip passive tag could be embedded
in paper to track documents.” More recently, it has developed much smaller RFID “powder” that could
be used for similar purposes.?” Eastman Kodak is even developing an ingestible RFID tag that could be
incorporated into medication.”®

As radio waves travel easily and silently through fabric, plastic, and other materials and are not
restricted to line of sight, it is possible to read RFID tags sewn into clothing such as uniforms, or affixed
to objects contained in pockets, purses, backpacks, and more. Tags can be read from a distance, by
readers that can be incorporated invisibly into nearly any environment where human beings or items
are present. A tag may be read from longer distances than expected if the range of a reader is
increased. It may not, therefore, be readily apparent that RFID technology is in use, making it virtually
impossible for a person to know if he or she, or any items in his or her possession, are being "scanned”.
Thus, depending on how RFID is being used in the workplace, the employees may be completely
unaware that they are being monitored, or they may be unaware of the full extent of the monitoring.

It is possible that RFID tags deployed by an organization may be “read” by unauthorized readers.
Thus, the presence of RFID tags may expose employees to the risk that their movements and activities
may be tracked by someone other than their employer, and possibly for illicit or harmful purposes.?

Developments in technology, and in particular nanotechnology, may increase the capacity to conduct
covert surveillance. While we are reaching the physical limits of the storage and processing capacity of
today's computers, nanotechnology will allow for the creation of infinitely smaller, much more
powerful computing and sensing devices. These devices could be placed throughout our natural
environment and not be visible to the human eye.*

3.2. “Function creep” and secondary uses

The original purposes for which an RFID system is introduced into the workplace may evolve over time
and may result in increased surveillance of individuals by tracking more and more of their activities.
For example, Helsinki International Airport had been using RFID technology to log ground staff
working hours. In 2006 it announced that it will now also use RFID to track all ground staff tasks.*’

In addition, data gathered using RFID may be sought by others for purposes unrelated to
employment. Forinstance, users of toll payment systems that require the use of RFID transponders in
vehicles have had their records subpoenaed in divorce cases for the purpose of proving claims of
marital infidelity. The records may assist in determining where an individual's car was at a particular
time.*?

It is possible that information gathered in the workplace for the purpose of tracking inventory or
equipment and linked to identifiable individuals might be used for purposes of employee discipline,
or even for the purposes of criminal investigation or prosecution.

Further, government agencies and departments may seek access to data held by organizations for a variety
of purposes, including the investigation of crimes, threats to national security and the enforcement of
other laws. It is also conceivable that RFID-based data could be obtained to monitor and track individuals
who are associated with unpopular political causes.

Office of the Privacy Commissioner of Canada 9




PART | - RFID: Privacy Issues and Security Risks

4. RFID Security Risks

Several different RFID security risks have been identified.*?

e Forging tag contents: While read-only RFID tags cannot be
overwritten, and should be more difficult to exploit, the contents
of writable, un-protected tags can be easily altered. For
example, data on a tag associated with one item could be
captured by an attacker and pasted onto the tag of another item.

e Physical manipulation: A tag could be removed from one item and attached to another. For
example, an RFID tag attached to a laptop containing sensitive information could be left on a
desk or attached to another asset. Where RFID tags are embedded in employee uniforms or
name tags, persons other than the employee may use the tag or uniform, leaving a false
record of the movements or activities of the employee.

e Cloning: Wireless pickpockets can use cloning devices to capture tag information. For
example, an RFID-enabled employee access badge can be cloned in a parking lot, granting an
attacker access to the workplace without authorization. More complex tags that use
encryption have been successfully hacked in brute force attacks. Even the implantable RFID
tag has been cloned, so the attacker could use the information to gain access to anything the
tag points to, such as medical records.>*

e Eavesdropping: By tapping into the RFID transmissions a third party can gain access to the
same information sought to be recorded by the employer.

e Replaying: An attacker may intercept a valid transmission and then repeat it.

¢ Infecting the tags: Researchers have discovered a way to infect RFID tags with a computer
worm, so that products and ID cards could be used to spread malicious code.®®

While many of these security risks have their most direct impact on the business operations of
organizations, they may also have ramifications for employees. Employees may be called to account
for their actions where records created through a third party’s illegal use or appropriation of their tags
or of a smart card show that the employee improperly accessed a restricted area, was the last person
to use a missing piece of equipment, and so on.

RFID security issues may be addressed through a variety of means including policy, process and
technology. There are clear advantages to addressing security and privacy issues prior to the
adoption and deployment of this technology, whether it be through policy, process or technology
design. In some instances, these risks may be avoided by the simple decision not to use an RFID-
enabled device.

Office of the Privacy Commissioner of Canada 10



PART | - RFID: Privacy Issues and Security Risks

Privacy and security are terms that are often confused or conflated. Proper data security is certainly
required by privacy laws, as insecure data or systems can pose a severe risk to privacy. Yet an
organization cannot meet its legal privacy obligations merely by ensuring that data is collected, used
and disclosed in a secure manner. The collection, use and disclosure of personal information must be
carried out in a manner that is consistent with the Fair Information Principles embodied in privacy

legislation.
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PART Il - Good Practices for RFID in the Workplace: Complying
with Canada’s Privacy Legislation

There are no specific requirements in Canada for organizations using
RFID to inform individuals about the presence of the technology, its
purpose or how the information gathered will be used. However, if

an organization is gathering personal information, then privacy laws ;:_/,-,f/
&

apply. And when the data collected, used or disclosed through an
RFID system are linked to an individual, privacy issues are raised.
Depending on the nature of the workplace, the norms contained in
PIPEDA or the federal Privacy Act may apply. These statutes and their
application are addressed in greater detail in this Part.

1. The Federal Public Sector - the Privacy Act

The federal Privacy Act, which applies to the federal public sector,* provides some safeguards with
respect to the public sector use of RFID. For example, sections 4 to 8 of the Privacy Act set out a
collection, use and disclosure framework for the personal information-handling practices of the
federal government. There are Treasury Board policies governing the management of personal
information holdings,*” the Government Security Policy,*® an Employee Privacy Code* as well as the
Treasury Board Privacy Impact Assessment Policy.*® A Privacy Impact Assessment is a process that
helps an organization determine whether a new technology, information systems or initiative meet
basic privacy requirements.

The Privacy Act would better protect privacy rights if the legislation were updated to reflect the
growing use of such technologies. The Privacy Act has not been substantially amended since it came
into effect in 1983, long before personal computers, the Internet, wireless communications and other
communications and information technologies revolutionized Canadian society. In June 2006, the
Commissioner tabled a report with the Standing Committee on Access to Information, Privacy and
Ethics outlining proposed reforms to the Act.

While federal government institutions are subject to the Privacy Act, Treasury Board has introduced a
more comprehensive criteria based on PIPEDA through the Privacy Impact Assessment Process. These
PIPEDA-based criteria should be considered by federal government institutions to improve their
personal information handling practices.

Given the focus on the PIPEDA-based criteria in Treasury Board’s own materials, this Office is of the

view that the discussion of the application of PIPEDA to RFID applications is relevant to organizations
governed by the Privacy Act.

2. The Federal Private Sector - PIPEDA

PIPEDA applies to personal information that is collected, used or disclosed in the course of commercial
activities by federal works, undertakings and businesses and organizations that collect, use or disclose
personal information in the course of commercial activities. PIPEDA is a general law that applies to the
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PART Il - Good Practices for RFID in the Workplace: Complying with Canada’s Privacy Legislation

collection of personal information regardless of the technology that is used. PIPEDA applies
throughout Canada except in those provinces—British Columbia, Alberta and Quebec—that have
substantially similar legislation governing the private sector, and in Ontario with respect to certain
matters governed by the Personal Health Information Protection Act.*'

PIPEDA applies to personal information about employees of an organization which the organization
collects, uses or discloses in connection with the operation of a federal work, undertaking or business.*
This can involve diverse types of organizations. Explicitly included in the definition of “federal work,
undertaking or business” in PIPEDA are employees of banks, airlines, inter-provincial railways, ferries
and shipping lines, and radio stations. Other organizations will also fall under the definition. For
example, the Commissioner has already issued findings concerning an Internet service provider and a
nuclear power plant.

There is a patchwork of laws protecting employee information in Canada. The personal information of
employees in organizations within the broader private sector is not generally governed by PIPEDA,
although the provinces of Alberta, British Columbia and Quebec have privacy legislation which
protects personal employee information. In addition, provincial government employees may be
covered by the relevant provincial public sector privacy statute, and these statutes may also cover
employees in public institutions such as universities and hospitals.

Where PIPEDA, or the Privacy Act, is the legislation that appears to apply, there is another question to
answer. To trigger the protections under these laws, the information that is collected, used or
disclosed by means of RFID technology must meet the definition of “personal information” in these
laws.

3. RFID and personal information

Under PIPEDA, “personal information” is defined as “information about an identifiable individual, but
does not include the name, title or business address or telephone number of an employee of an
organization.”? Where it has been determined that employee information is subject to PIPEDA, then
application of the Act will depend on whether the information that is collected, used or disclosed by
means of RFID technology is personal information.

Under the Privacy Act, “personal information” means “information about an identifiable individual that
is recorded in any form.”** The Act contains a detailed list of examples of the kind of information that
can be considered personal information, as well as some exceptions. The courts have interpreted the
term “personal information” quite broadly.*

There are several ways that the data contained on an RFID tag can become personal information.

3.1. Personal information written to a tag

If the microchip in the RFID tag has personal information of an individual written to it, thenitis a
repository of personal information. This could include, for example, the person’s name and address,
an identifier uniquely linked to a person, or biometric information, such as a fingerprint, in digital
form.
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3.2. Atagcan become a “proxy” for the individual

An RFID tag containing a unique identifier has the potential to become a “proxy” for an individual
when it becomes associated with that individual. In such circumstances, it will become personal
information. This would be the case with an RFID-enabled identification badge or uniform. Location
data gathered by scanning tags associated with individuals is also personal information. Several cases
illustrate circumstances where information can become personal information through its association
with a particular individual.

In PIPEDA Finding #319, the Assistant Privacy Commissioner found that an IP address can be
considered personal information if it can be associated with an identifiable individual, but a port
address is not personal information as it is not linked to an identifiable individual.*® Following this
logic, the Assistant Commissioner would consider the data on an RFID tag that can be associated with
a particular individual to be personal information.

In PIPEDA Finding #270, the Assistant Privacy Commissioner found that an individual does not have to
be named for something to constitute his or her personal information. If the situation renders the
individual identifiable, then the information at issue will be considered personal information under
PIPEDA*

Similarly, in a decision under Alberta’s Personal Information Protection Act, the investigator stated, in
the case of information captured by video surveillance: “When a surveillance camera is switched on it
is capturing information. If an individual in the frame can be identified, then the captured image is
“information about an identifiable individual.”® In another Investigation Report, the Alberta OIPC
investigator addressed an issue similar to the one raised here. In that case, information recorded
about events leading up to a car accident by the car’s event data recorder (EDR) was held to be the
personal information of the driver, as the information sought constituted information about a driver
whose identity was known. The investigator noted: “Precision was seeking to obtain detailed
information about the manner in which E.P. was operating the vehicle prior to the crash. | am
therefore satisfied that the EDR data is in fact “information about an identifiable individual” as
contemplated by PIPA."*

3.3. Information about possessions can be manipulated to form a profile

Information about possessions that can be manipulated or processed to form a profile is personal
information. This is the case whether the information was gathered through multiple visits to a facility
or organization, or through access to a database recording activities of certain tags that were
manipulated by an individual. For example, PricewaterhouseCoopers announced in 2006 that it will
be using an RFID-enabled “Real Time Location System” in their Mexico City office to track when
laptops and other portable items move outside of a particular zone. The database will record the
item’s location, who moved it, and whether the movement is authorized. It will trigger an alarm if the
movement is not permitted.®® All of this information would contribute to building a profile of an
individual's activities.

3.4. Falling through the cracks?

A difficult area emerges in the workplace context. In some cases, information is about both the
individual employee and the work they perform. If the predominant characteristic of the information
is that of the employment and not the employee, then the information is information produced at
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work and it is not considered to be personal information. For example, in PIPEDA Finding #14, the
Privacy Commissioner found that the prescribing habits of physicians did not meet the definition of
personal information. The OPC would discourage organizations from applying this reasoning more
broadly.

It is worth noting that the Assistant Privacy Commissioner has found nothing in PIPEDA to indicate
that business information and personal information must be mutually exclusive. In PIPEDA Finding
#220, the Assistant Privacy Commissioner argued that the sales records attributed to the complainant
to show her performance relative to others were personal information for the purposes of the Act.”
As Scassa et al. have suggested: “by analogy, a business might consider inventory information on an
RFID tag to be information gathered for business purposes, but it may also be deemed personal
information if it can be considered information linked to an identifiable individual.”?

The approach of the OPC, as set out in its submission to the Standing Committee on Access to
Information, Privacy and Ethics, is to “look at how information is used, and not where it is produced.”?

The difficulty of characterizing some information is also illustrated in \
Dagg v. Canada,** where an access to information application requested

employee sign-in sheets for weekend access to a building. The _
Department provided part, but not all, of the information on the basis "\ IJL F'{ )
that the information about the comings and goings of identifiable Q@)j} I\
individuals was personal information. The Court decided that the &Y

information related to the individual's position, and not to the individual.

While the Court noted that there was a privacy interest at stake, it found

that this information related to the functions of public officials. This connection to public duties was
enough for the Court to decide that the right of access takes precedence over the right to privacy.

These cases show the difficulties of dealing with “hybrid” information - information that is both
personal information and a record of some other sort. In Dagg, the tension was between personal
information and information about the activities of public officials. In Case Summary #14, it was
between personal information and information produced at work. The problem of hybrid information
is raised in the context of workplace surveillance, as video, audio, or keystroke surveillance of
employees workplace activities might not fall under PIPEDA if the records of the surveillance were
considered to be information produced at work.

Even where personal information protection legislation contains a definition of “work product
information”, as is the case in British Columbia, it can be difficult to determine what amounts to work
product information.

However, it seems clear, through our findings and a number of labour arbitration cases,* that
information gathered about an employee using workplace surveillance techniques is considered
personal information, and that privacy norms apply.

We would caution employers to be extremely wary of relying on a loosely defined concept of “work
product” to avoid addressing Fair Information Principles in workplace surveillance systems, such as
those involving RFID technology.
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4. Reasonable expectation of privacy in the workplace

Section 3 of PIPEDA states that the purpose of the legislation is to establish the rules to govern the
collection, use and disclosure of personal information in a manner that recognizes the right of privacy
of individuals with respect to their personal information and the need of organizations to collect, use
or disclose personal information for purposes that a reasonable person would consider appropriate in
the circumstances. Subsection 5(3) confirms that an organization may collect, use or disclose personal
information only for purposes that a reasonable person would consider are appropriate in the
circumstances.

The concept of the “reasonable person” and his or her expectations thus plays a key role in setting the
boundaries between legitimate and intrusive practices in the workplace. If an employer’s collection,
use or disclosure of personal information about employees is not one that a reasonable person would
consider appropriate in the circumstances, it will violate the norms set out in the legislation. Thus, the
first step is to enquire into the reasonableness of any collection, use or disclosure of personal
information.

Employers have legitimate requirements for collecting personal information about their employees.
They need to know who they are hiring. They need to address performance issues and to ensure the
physical security of their workplace. They may see electronic monitoring and other surveillance
practices as necessary to ensure productivity, stop leaks of confidential information, and prevent
workplace harassment.”’

However, the existence of a legitimate objective does not mean that the measure chosen to achieve it
is also reasonable in the circumstances. The possibility that an individual employee might do
something harmful does not justify treating all employees as suspects. The questionable benefit of
knowing what every employee is doing on company time and equipment, at all times, needs to be
weighed against the cost. This includes the impact on staff morale and trust.”® There is a body of
labour arbitration case law that rejects the sweeping use of surveillance in the workplace as
unreasonable.”

The loss of privacy must always be weighed against the benefits of data collection, and the purposes
for the measure must be grounded in a defensible need. To assess the appropriateness of using RFID
for employee monitoring purposes, it is useful to consider the following four part test applied by the
Federal Court in Eastmond v. Canadian Pacific Railway:*°

e Isthe measure demonstrably necessary to meet a specific need?

o Isitlikely to be effective in meeting that need?

e Istheloss of privacy proportional to the benefit gained?

e Isthere aless privacy-invasive way of achieving the same end?

In PIPEDA Finding #279, the Assistant Commissioner found that using video surveillance to monitor
employee productivity contravened Section 5(3) of the Act. The Case Summary includes some general
observations about using video surveillance to monitor employee productivity and these provide
some insight on how the Assistant Commissioner might view productivity monitoring using RFID
technology:
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The Act... demands that the cost to human dignity form part of the equation.
Continuous, indiscriminate surveillance of employees... was based on a lack of
trust and treats all individuals with suspicion when the underlying problems may
rest with a few individuals or with a management plan that may not be entirely
sound. The effect... of such omnipresent observation was stifling. While it may
prevent undesirable behaviour, it also forces the employee to call into question
every potential action, every potential comment no matter how benign. The goal
of ensuring adherence to the company's vision comes at too high a price to our
individual autonomy and freedom.®’

In Finding #281,% the Assistant Commissioner reflected on whether the loss of privacy, from the
collection and use of a biometric voice print, was proportionate to the benefits the company would
likely gain. She found that the voice print, used solely for one-to-one authentication purposesin a
voice password system, was not unduly invasive. It had been explained to employees, and the
Assistant Commissioner felt that an alternative concurrent system would not ensure the desired level
of security and thus would not meet those purposes. The complainant pursued the matter but did
not persuade the Federal Court.® The Federal Court of Appeal recently upheld the Federal Court’s
decision, agreeing that a reasonable person would find the collection and use of a biometric
voiceprint in a voice password system reasonable in the circumstances.®*

4.1. Reasonableness and RFID Implants?

Some may argue that there are certain occupations for which implants might be a reasonable option
for limited purposes, such as trying to locate a soldier or firefighter who needs to be rescued in an
emergency. The need for a high level of security may also be cited. For example, one Cincinnati based
company recently implanted tags in the forearms of two employees as a means of providing secure
restricted access to vaults containing highly sensitive data.® But is it necessarily more beneficial to
have the RFID tags implanted rather than present in a uniform or badge or worn on an anklet or
bracelet? If hiding the RFID for security purposes is the rationale for the implant, it must be
recognized that an attacker, as well as a rescuer, may have a reader that will pick up the implant to
locate the sought after individual. As well, there would be no employee escape, in off-hours, from an
implant.

Implanting employees with RFID tags against their will is unacceptable under any circumstances.

Such activity raises fundamental human rights concerns, including bodily integrity. Employment
should never be made contingent on a willingness to be implanted with an RFID tag. Indeed, it may
be appropriate to consider legislation that would flatly ban the use of subdermal RFID implants except
in extraordinary circumstances.

5. Good Practices for Using RFID in the Workplace

This section outlines the steps organizations should take and the questions they should ask before
proceeding with RFID applications in the workplace. In some circumstances, employers may rightly
conclude that costs of some applications outweigh the benefits.

Schedule 1 of PIPEDA contains the Fair Information Principles. As mentioned earlier, the Treasury
Board makes use of PIPEDA-based Fair Information Principles in its Privacy Impact Assessment
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Process® for federal government institutions that are governed by the Privacy Act and we have taken a
similar approach by using the PIPEDA-based criteria.

It would be important for organizations to consult the precise wording of these Principles® as a
starting point for ensuring compliance with the PIPEDA. The next step would be to apply the more
focused guidance outlined below to the RFID application under consideration. This section is
followed by a series of consultation questions.

5.1. Accountability (Principle 4.1)%®

Someone within the organization must be accountable for the use of RFID systems. It must be easy for
employees to find out who this person is so that they can ask questions.

The individual accountable for privacy compliance should be involved in the design of any RFID
system and should complete a Privacy Impact Assessment® (PIA) on its application in advance of
deployment. By addressing privacy at the design stage, organizations can help ensure that their RFID-
related activities comply with Canada’s privacy laws and meet their employees’ reasonable privacy
expectations.

The responsible individual must be aware of all collections of personal information by the RFID system
and all subsequent uses, disclosures and the retention period. This may include procedures for
approving new and unanticipated uses of information gathered by RFID systems and ongoing PIAs.
This might also extend to preparing procedures for dealing with unauthorized uses of access control
records.

Any data from the RFID system that is transferred to a third party for processing must be protected by
a contract that provides comparable protection while it is being processed.

The components of an RFID system must be labeled or coded with the identity of the organization
that is responsible for them. Without knowledge about the device that is collecting data, it would be
difficult to satisfy the principles of Openness and Accountability.””

5.2. Identifying Purposes (Principle 4.2)

Organizations can balance their "need to know" with their employees' right to privacy, if they ensure
that they collect, use, and disclose personal information about their employees for appropriate
purposes only.

The “identifying purposes” principle requires organizations to identify the purposes for which
personal information is collected at or before the time the information is collected. In the
employment context, this can be done through personnel manuals, policy statements or other such
documents, providing they are made easily available to employees. More importantly, however, the
components of all RFID systems should be identified and marked to make their use clearly evident and
transparent.

Employees must be notified of the purposes for which personal information is collected using RFID

technology. Itis a good practice to break down and identify as specifically as possible the purposes
for the use, collection and disclosure of information gathered through the use of RFID tags.
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RFID technology could be designed to address the identification of purposes. Indeed, building Fair
Information Principles into technology is not a new idea. Some work is being done to build Fair
Information Practices into the communication between RFID readers and tags. For example,
Floerkemeier et al have showed how separate purpose “declarations” could be used for different
reader queries to identify the specific purposes for which a tag is being read. They identify fourteen
such purposes, which include, for example: “Access control” (“Tag IDs are scanned for the purpose of
access control, e.g., by identifying a pass holder or by authorizing the validity of an access key.”), “Anti-
theft”, “Asset management” (where “tags are read to provide a picture of the whereabouts of assets.”),
and “Emergency services” (“The system is monitoring tags to provide rescue workers with occupancy
information.”)”!

However it is accomplished, all purposes for which personal information is collected must be
identified. Collecting information about the location of an item for the purpose of monitoring its
movements potentially enables the tracking of people through association with the unique identifier
in the RFID tag. For example, the tracking of a piece of equipment within the workplace may indirectly
provide the employer with information about the activities or whereabouts of the employee who is
authorized to use that equipment. If the tracking can be justified as reasonable, then this purpose for
the collection of personal information must be separately identified (see “Limiting Collection”).”?

5.3. Consent (Principle 4.3)

Consent is a cornerstone of the Fair Information Principles. If an organization wishes to collect
personal information using RFID technology, the organization, having notified employees of the
purpose for which the information is being collected, must also obtain their consent.

Principle 4.3.2 requires both the knowledge and consent of the employee for the collection, use or
disclosure of personal information. In PIPEDA Finding #2737, the Assistant Commissioner found that
the organization had not made reasonable efforts to inform its employees of the limited video
surveillance it was undertaking (which the Assistant Commissioner found to be reasonable in this
situation). The employer had posted a memorandum to notify the employees about how the
information being collected by the cameras would be used, but the employees were not aware of the
memorandum in question. To resolve this complaint, the Assistant Commissioner recommended that
the organization develop and make available a policy document on the use of the surveillance
cameras, following the components set out in Principle 4.1.4.

Because RFID systems in the workplace are a relatively new (or perhaps just unnoticed) phenomenon,
many employees will be unfamiliar with the technology, how it operates and how data is collected,
used and stored. Organizations implementing an RFID system should do more than make available
documentation about it, they should educate employees.

Organizations should note that in Englander v. Telus Communications Inc.,”* the Federal Court of
Appeal confirmed that an organization needs to make an effort to help individuals understand their
privacy rights. It ruled that organizations have primary responsibility to inform individuals about the
primary and any secondary purposes motivating a collection, use or disclosure of any personal
information, as well as their options in a particular information bargain, including any ability to opt out
of a particular collection, use or disclosure of personal information. Atissue in Englander was a cell
phone customer’s decision to allow his name, address, and phone number to appear in the telephone
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directory. The court found that Telus violated PIPEDA by failing to make a reasonable effort to ensure
its customers were advised of the purposes for which personal information would be used, and by
failing to adequately advise customers of their ability to opt out of the publication of their information
in the public telephone directory.

Under PIPEDA, consent must be free and informed. A question that often arises in the context of
PIPEDA is whether an employee's consent to the collection and use of their personal information in the
workplace, required by their employer as a condition for continuing employment, can be considered
to be truly voluntary consent. Decisions by the employer to introduce video-surveillance cameras,
GPS systems, and biometric security systems, are some of the examples we see of a growing trend
towards increased workplace surveillance for multiple purposes, including security, product safety,
performance management and/or business efficiency.” RFID technology adds yet another dimension
to this surveillance. It should be remembered that any collection, use or disclosure of personal
information must meet the test of what the reasonable person would consider appropriate in the
circumstances. An employee certainly cannot be required, as a condition of employment, to consent
to an information gathering practice that would not meet this test of reasonableness.

Under Section 7 of PIPEDA, there are several situations where personal information can be collected,
used or disclosed without the individual’s consent. These include the collection of information “for
purposes related to investigating a breach of an agreement or a contravention of the laws of Canada
or a province” where seeking consent would “compromise the availability or the accuracy of the
information”.”® In Eastmond v. Canadian Pacific Railway, the Federal Court was of the view that this
exception applied to video surveillance in the workplace aimed at detecting theft.”” Exceptions to the
requirement of consent also apply to the collection of information by an organization for disclosure on
its own initiative to government of matters related to national security, the defence of Canada or the
conduct of international affairs. These exceptions may prove to be important in the context of RFID
technology, as RFID creates the potential for organizations to collect unprecedented amounts of
personal information. Employers, employees and trade unions should be aware of the issues raised
by the presence of these provisions in the Act.

5.4. Limiting Collection (Principle 4.4)

The limiting collection principle mandates that information cannot be collected indiscriminately, but
must be limited to that which is necessary for the identified purposes. In the employment context, it is
often difficult for an employee to determine whether an organization is adhering to this practice as, in
most cases, the employee cannot be certain whether data collection is taking place in a non-
compliant manner or for purposes beyond the scope of those which have been identified.

Organizations need to ensure that any data collection is directly related to the reasonable and
legitimate purpose(s) to which the employee has consented.

5.4.1 Technological Limitations on Collection

Mechanisms to limit collection could include screening out transmissions from non-targeted tags.
Specifically, rather than issuing indiscriminate read commands and then filtering to retain the tags of
interest, reader queries could target only relevant tags.”® It is a second best option to dump data
immediately that it was not necessary to collect in the first place.
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Organizations could configure the technology to recognize distinct collection practices. For example,
Floerkemeier et al identify four of these:

e Anonymous Monitoring: This allows for the collection of information without the need to
know the unique ID of any given tag. Floerkemeier uses the examples of sensor applications
such as automatic door openers or the counting of the number of items in a given area.”

e Local Identification: This is used to identify the presence of a certain item in a particular area,
but does not show where it has come from. Revealing the past locations of an item would not
be permitted without an appropriately strong justification, such as a criminal investigation. A
declaration of use only for local identification would provide the employee with some
assurance that his or her movements would not be tracked across different locations.

e Item Tracking: This practice goes beyond local identification and involves the tracking of items
as they move from one location to another. This has the
potential to enable the tracking of employees through _

association of the employee with the unique identifier in the \%«,’?‘
RFID tag. &Q@\ﬂ\\(
__\'\J /'—__/ ;

e Person Tracking: A workplace system might be designed to
collect information about an employee’s location or
movements. This might be done, for example, through RFID
tags in ID cards or uniforms. It is also possible that such
information can be gleaned from item-tracking, if the item in question can be associated with
an identifiable individual. If item-tracking is also used to track persons, this additional purpose
for collection must be identified.® Person tracking will almost certainly raise more substantial
privacy issues than item tracking.

These collection declarations can be used to selectively allow tags to remain anonymous, whenever
possible.®’ With this in mind, organizations should consider the 4-point test that the OPC has used
when assessing the reasonableness of the data collection (see Section 4).

Whenever possible, anonymous monitoring should be used instead of monitoring that could identify
the employee. Anonymous replies are already part of some RFID protocols.

Floerkemeier et al also suggest that a sophisticated version of an ordinary RFID tag, a so-called
“watchdog tag,” could be used to provide transparency to the otherwise invisible tag detection
process. It could be used in conjunction with the other built in privacy features discussed above. The
tag would decode the commands sent by the reader and make them available on a screen for
inspection. This type of watchdog tag could log all data transfers so that they could be provided to
employees upon request. The watchdog tag could be a discrete device or its functions could be
integrated into a mobile phone.®? The watchdog tag could be an enhancement to transparency, in
that it could set out the operator’s identification, the purpose and type of data collection and the
target range of tags.
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5.5. Limiting Use, Disclosure and Retention (Principle 4.5)

Organizations must not use or disclose personal information for purposes other than those for which
it was collected, unless the individual consents or the law requires it. In cases where information has
already been collected and the organization wants to use or disclose the information for a new
purpose, employee consent is required. For example, if an employer has collected information using
RFIDs for the purpose of tracking equipment, then linking this information to employee personal
information and using it for disciplinary purposes would be beyond the scope of the original
collection.

Organizations should avoid using RFID systems to collect information for disciplinary purposes prior to
assessing the situation through the lens of the 4-part reasonable person test.

Information that is inadvertently collected should be immediately disposed of in a secure manner.
Organizations must retain personal information only for as long as necessary to achieve the purposes
for which it was collected. When the information is no longer required, it must be disposed of
immediately, in a secure fashion, taking into consideration requirements for employees’ right of
access.

5.6. Accuracy (Principle 4.6)

Personal information needs to be as accurate, complete and up-to-date as necessary for the purposes
for which it is to be used.

Organizations may encounter a scenario where employees contest the accuracy of the information
gathered using an RFID system. For example, an employee may challenge their registration on a
reader that they claim not to have experienced.®® It is possible that other individuals might use
uniforms, badges or other items embedded with RFID tags containing information pertaining to an
employee, with or without the employee’s consent. As well, whether a tag can be hacked and the
data altered will be of major concern for organizations, unions and employees. For example, an RFID-
enabled badge of an employee in an airport or nuclear facility might be an attractive target for an
unauthorized person seeking access to a secured area.

Vendors should provide organizations and employees with a risk analysis of the accuracy of
information their RFID system will provide, based on the particular applications. With this
information, organizations and employees will know the perceived limits of a particular RFID system
and be in a better position to know when to challenge conclusions derived from it.

5.7. Safeguards (Principle 4.7)

Personal information must be protected in a manner commensurate with its sensitivity. The sensitivity
of information may vary according to context. Security safeguards must protect personal information
against loss or theft, as well as unauthorized access, disclosure, copying, use or modification (see “RFID
security risks”). Personal information that is no longer required for the identified purposes must be
disposed of in a secure manner.
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5.8. Openness (Principle 4.8)

It is essential for organizations that make use of RFID systems to devote adequate time and resources
to educating employees about how the technology functions, where the RFID tags and readers are
located, what information will be collected and how that information will be used. Employees must
be told about the presence of all RFID tags on items in their environment (such as products and
packaging, tools and other assets) and the presence of all readers.

They should also be given a demonstration of how the information is gathered in the workplace. For
example, employees should know that RFID tags broadcast information without the employee taking
any action.

Employees must be told whether the RFID-related information will be linked with other personal
information and whether the information will be made available to third parties.

There must be no hidden RFID tags or readers. Notice that an RFID tag is being read can be achieved
by placing a sign close to the reader, or by having the reader emit a tone or flash a light when a
reading takes place. In addition, a tag equipped with memory could count the number of times that it
has been read.®*

The location of all tags and readers is also important as it may be possible that RFID systems could
interfere with active implantable medical devices. The International Commission on Non-lonizing
Radiation Protection looked at this question in 2002, but more research is needed to determine
whether this is the case.®

5.9. Individual Access (Principle 4.9)

Employees are entitled to have access to their personal information that is collected by their
employer. For employees to fully exercise this right of access, they must know the scope of the
collection that is taking place. There must be no hidden RFID tags or readers - it is difficult if not
impossible for an employee to request information relating to a tag of which she is unaware, or to
inquire about data gathered by a reader that is hidden. Thus, all RFID readers must be identifiable so
that employees can request access to the personal information that has been collected and question
whether the data that has been gathered has been used for a purpose for which they have not
granted consent.

For example, if an employee wanted to request all the data that is associated with her RFID-enabled
employee card, she could:®*

request a printout, explained in plain language, of what is on her card;

e request all records of her entry and exit of building and site facilities, including parking,
cafeteria access and billing, if it were on the same card;

e request all records of the sharing of her data with third parties, and

e request all records and technical documentation that would allow her to understand which
readers in the wider population might be capable of reading all or parts of her card.
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She might also want to request all the uses that had been made of information collected through this
card, including any decisions that had been made about her. For example, if information collected
through the RFID-enabled card was being used by the organization to inform judgments about the
employee’s productivity, she would have the opportunity to challenge the reasonableness of this
purpose and the accuracy of the information collected.

5.10. Challenging Compliance (Principle 4.10)

The employee must be able to challenge the organization’s compliance with the other principles by
making inquiries or lodging a complaint. The organization must investigate all of the complaints it
receives in a timely manner and must give a comprehensive response to the employee.

An individual can complain to our Office, or to the appropriate provincial commissioner, if, for
example, he or she believes that an organization used RFID technology to collect personal information
surreptitiously or was collecting information beyond what was required to meet the identified
purposes. Other than employees of FWUBS, employees of private sector organizations within
provinces that do not have private sector privacy legislation do not have these rights.

6. RFID in the Workplace - Conclusion

“Our first task is to balance the rights and needs and convenience and security
of society against the less convenient nature of human rights, which are
always awkward, always difficult, but just simply fundamental.”®” John Godfrey,
quoted in Privacy Where Do We Draw the Line? Report of the House of Commons
Standing Committee on Human Rights and the Status of Persons with Disabilities,
1997, at 15.

In the workplace, good privacy practice is not just about avoiding complaints, grievances, or lawsuits.
Whether or not privacy is protected by law or contract, fostering a workplace culture where privacy is
valued and respected contributes to morale and mutual trust, and makes good sense.®®

The privacy issues raised by workplace surveillance are not new, yet technology continues to enhance
the capacity of employers to monitor a very wide range of activity within the workplace. RFID
technology is yet one more tool that can be used in workplace surveillance. Nevertheless, RFID poses
particular concerns: the technology is new and thus poorly understood by many, its range of
capacities and shortcomings are not fully known by those who use it, and it can be used ubiquitously
and invisibly. These features mean that the introduction of RFID technology into the workplace
requires careful attention in order to ensure that the privacy rights of employees are not trampled
upon.

When employers are considering adopting new technologies in the workplace, a privacy impact
assessment should be conducted. Further, privacy considerations should inform the choice of a
particular system, or should influence the customization of a technology for the workplace. While new
technologies may have the capacity to infringe on privacy, they may also be capable of being
configured so as to address privacy concerns, or to limit privacy and security risks. This document
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anticipates, to a large extent, the deployment of RFID in the workplace, and in this respect, one of its
goals is to direct employers to take privacy law into account in choosing and implementing an RFID
system.

Although the choice to adopt an RFID system largely rests with the employer, employees and the
trade unions who may represent them also have a role to play in protecting their privacy. Where
possible, employees should be involved in the choice and implementation of RFID systems in the
workplace. This ability to play a role at the outset can enhance the autonomy and dignity of individual
workers, and also contributes to ensuring consent to the contemplated uses of the technology. There
is also much to be said for avoiding human identification where possible. RFID tagging of products
and assets may provide benefits to the organization with relatively few privacy risks. But RFID tagging
of employees through identity documents, uniforms, anklets and bracelets necessarily implicates
privacy interests that might be avoided through other approaches.

The values of autonomy and dignity are also enhanced by an implementation of technology that is
respectful of employees. Employers who seek to introduce new technologies such as RFID into the
workplace should take the time to educate and inform their employees about the technology, the
particular system implemented, how it functions, and what information it is being used to collect. In
some circumstances, employers may rightly conclude that costs of some applications outweigh the
benefits.
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We welcome your feedback on anything in this document to enrich the debate on the use of RFID
systems in the workplace. We welcome in particular the comments of those who are potentially
directly affected by RFID in the workplace, namely employers, employees and trade unions as well as
developers of RFID technology.

To encourage this debate to take place, we have set out several broad questions that we would like
answered.

1. Where RFID systems are used in a workplace, human dignity needs to be considered and the
4-part reasonable person test should guide their use.
0 What should the parameters be?
0 What uses of RFID systems should be forbidden in the workplace?

2. RFID systems should be designed and customized to incorporate Fair Information Principles

before they are deployed.

0 How can vendors be encouraged to complete and present their clients with a Privacy
Impact Assessment (PIA) of an RFID system?

0 How can organizations that are contemplating an RFID solution independently verify
claims of privacy compliance made by the vendor?

0 How can employers be encouraged to ask for a completed PIA in advance of deployment
to ensure the RFID system has been configured to be compliant with privacy legislation?

3. RFID systems should be configured so that they collect the minimal amount necessary to

accomplish the purpose.

0 How can employers be encouraged to configure RFID systems for anonymous monitoring
where possible, so that information can be collected without having to know the unique
ID of a given tag?

0 How can employers be encouraged to identify the presence of a certain itemin a
particular area without correlating it with information about that item’s movement from
one place to another?

4. There should be no hidden RFID tags or readers.
0 Given the industry trend to decrease the size of RFID tags (and the ability to conceal
readers), what are some strategies to ensure that RFID systems are more transparent in the
workplace?

5. Employers should consult employees (and unions) before the introduction of workplace
surveillance systems or technologies with surveillance capabilities, such as RFID.
0 Do you believe any particular group or type of workers may be particularly disadvantaged
as a result of surveillance by RFID systems?

6. Employees must be told whether RFID-related information will be linked with other personal

information and whether the information will be made available to third parties.
0 What linkages should be forbidden?
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0 What personal information from elsewhere in the organization might it be reasonable to
link to an RFID and under what circumstances?

7. Implanting employees with RFID tags against their will is unacceptable under any
circumstances. Employment should never be made contingent on a willingness to be
implanted with an RFID tag.

0 What other considerations need to be brought to bear on the discussion of RFID implants
in the workplace?

8. What strategies would you recommend for the community of privacy commissioners to best
deal with this issue in the years ahead?

9. What are the alternatives to RFID that might avoid some of the privacy risks described in this
paper?

We will issue our recommendations for good practices, including a report on the comments we
received, after the close of the comment period.

Comments on this RFID consultation paper may be sent by postal mail to the Office of the
Privacy Commissioner of Canada by April 30, 2008:

RFID Consultation

Office of the Privacy Commissioner of Canada
112 Kent Street

Place de Ville

Tower B, 3rd Floor

Ottawa, Ontario

K1A 1H3

We would prefer to receive your comments by email at: consultation@privcom.gc.ca

For all general inquiries, please contact:

Toll-free: 1-800-282-1376
Phone: (613) 995-8210
Fax: (613) 947-6850

TTY: (613) 992-9190
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Tags can generally be divided into three main categories: passive, semi-passive and active. The
categorization depends upon the presence or absence of a battery, and has an impact on the range
from which a tag can be read. Passive tags have the simplest design and have no power source or on-
tag transmitter. They rely upon the signal transmitted by the reader for activation. The absence of the
battery means that they can be much smaller and cheaper than active tags. A passive tag can be read
at a distance of 5 metres or less.

Semi-passive tags have a battery, but, lacking an integrated transmitter, they must still rely upon the
reader for their ability to communicate. They can nevertheless be read at a much greater range than a
passive tag — up to a maximum of 100 metres.*

Active RFID tags have a battery and an active transmitter. Active tags tend to be larger than passive
tags and can be read from much greater distances. Their range is also greater than semi-passive tags,
as they contain their own transmitter.*

Tags can be either read-only or read-write tags. These terms refer to whether or not the information
stored on the tag can be changed or erased. A read-only tag is a form of RFID tag that will accept only
a single numerical identifier, while a read-write tag will allow the stored data to be altered.’’ More
complex RFID tags can contain read-write memory that can be programmed by a reader and they may
also contain biometric information or even sensors to detect changes in moisture or pressure around
the tag.

RFID tags can be designed to communicate with any reader (such tags are referred to as
“promiscuous”). Alternatively, they may be designed to communicate only with a reader that provides
an authentication credential before the tags respond (such tags are called “secure.”)

An RFID reader, or interrogator, is a device to communicate with the RFID tag. It broadcasts a radio
signal, which is received by the tag. The tag then transmits its information back to the reader. Readers
can either be portable handheld terminals or fixed devices that can be positioned in strategic places
such as in loading bays in shipping and receiving facilities, under carpets, or in doorways.

For further information on RFID technology see the resources listed in Appendix Il.
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Berlin: Springer-Verlag, 2005, at 214-231.
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Appendix lll - Scope of Application of PIPEDA and Privacy Act

Personal Information Protection and Electronic Documents Act (PIPEDA), S.C. 2000, c.-5.

PIPEDA applies to the personal information of employees who are employed in “federal work,
undertaking or business”.

“Federal work, undertaking or business” means any work, undertaking or business that is within the
legislative authority of Parliament. It includes

(a) a work, undertaking or business that is operated or carried on for or in connection with navigation and
shipping, whether inland or maritime, including the operation of ships and transportation by ship anywhere

in Canada;

(b) a railway, canal, telegraph or other work or undertaking that connects a province with another province,
or that extends beyond the limits of a province;

(c) a line of ships that connects a province with another province, or that extends beyond the limits of a
province;

(d) a ferry between a province and another province or between a province and a country other than Canada;
(e) aerodromes, aircraft or a line of air transportation;

(f) a radio broadcasting station;

(9) a bank;

(h) a work that, although wholly situated within a province, is before or after its execution declared by
Parliament to be for the general advantage of Canada or for the advantage of two or more provinces;

(i) a work, undertaking or business outside the exclusive legislative authority of the legislatures of the
provinces; and

(j) a work, undertaking or business to which federal laws, within the meaning of section 2 of the Oceans Act,
apply under section 20 of that Act and any regulations made under paragraph 26(1)(k) of that Act.”

Privacy Act, R.S.C. 1985, c. P-21.
The Privacy Act applies to government institutions. These are defined in the Act as:

“(a) any department or ministry of state of the Government of Canada, or any body or office, listed in the
schedule, and

(b) any parent Crown corporation, and any wholly-owned subsidiary of such a corporation, within the
meaning of section 83 of the Financial Administration Act”
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