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1 Introduction

This report to Parliament describes the activities of the Office of the Information
Commissioner of Canada (OIC), that support compliance with the Privacy Act in
accordance in accordance with section 72.*

The purpose of the Privacy Act is to protect the privacy of individuals with respect to
personal information about themselves held by federal institutions, and to provide
individuals with a right of access to that information.

The Information Commissioner’'s mandate is to investigate complaints under the Access
to Information Act (ATIA) from individuals who feel that their rights to access have not
been respected by federal institutions. The Commissioner is also entitled to initiate a
complaint if there are reasonable grounds to do so?.

The period from April 1, 2008 to March 31, 2009 was an event-filled time for the OIC on
several fronts. Highlights in this report include:

» We increased the capacity in the ATIP Secretariat to process requests. The
Treasury Board Secretariat (TBS) approved funding for 2008-2009 that was used
to hire two new ATIP analysts as well as to purchase an electronic request
processing system which was implemented mid-year. An ATIP Assistant position
was also created from the existing budget.

= We made considerable strides in our information management, both in the ATIP
Secretariat, and in the larger organization. Improvements such as network
consolidation, business process transformation and a shift to electronic service
delivery helped us to operate more efficiently, while at the same time assisting
our clients.

2 Organization

The OIC has 82 full-time employees. It is divided into four main branches.

¢ The Complaints Resolution and Compliance Branch carries out investigations and
dispute resolution efforts to resolve complaints.

e The Policy, Communications and Operations Branch assesses federal institutions’
performance under the Act, conducts systemic investigations and analyses, provides
strategic policy direction for the Office, leads the Office’s external relations with the
public, the government and Parliament, and provides strategic and corporate
leadership in the areas of financial management, internal audit and information
management.

! Privacy Act, R.S., 1985, ¢. P-21
2 Access to information Act, R.S. 1985, c. A-1, section 30.



o The Legal Services Branch represents the Commissioner in court cases and
provides legal advice on investigations as well as legislative and administrative
matters.

¢ The Human Resources Branch oversees all aspects of human resources
management and provides advice to managers and employees on human resources
issues.

The ATIP Secretariat which was established within the Policy, Communications and
Operations Branch, administers and processes requests for OIC information under the
ATIA and the Privacy Act. The staff of the ATIP Secretariat comprised four persons:

= the Director, Information Management Division, who, as institutional ATIP
Coordinator also holds the full delegated authority under the ATIA and the
Privacy Act;

= the Senior ATIP analyst who is responsible for the processing of complex and/or
voluminous files, and the second review of completed requests;

= the Junior ATIP analyst who administers straightforward smaller volume
applications under the ATIA; and

= the ATIP Assistant who enters all applications into the electronic system,
acknowledges requests, performs imaging services, produces reports and is
responsible for other administrative tasks as required.

3 Delegation Order

Under the Privacy Act, the head of the institution is responsible for setting out what
powers have been delegated, and to whom, under a delegation order.

During the reporting period, two consecutive delegation orders were put in place that
echoed changes in staffing within the organization. At the beginning of the year, the
delegation order provided that the Assistant Commissioner, Policy, Communications and
Operations, the ATIP Coordinator, and the Senior Policy Analyst were entitled to
administer the Act. The second order stipulated that the delegated authority was held by
the Assistant Commissioner, the Director, Information Management, and the Director,
Strategic Case Management.

Copies of both delegation orders are attached as Appendices A and B.



4 Statistical Report

The statistical report is attached as Appendix C

5 Interpretation of the Statistical Report

This section provides the details on the 2 requests made under the Privacy Act to the
ATIP Secretariat during the reporting period. Only those sections of the Act that were
applicable to those requests will be discussed.

5.1 Requests received under the Privacy Act

One of the two requests received was completed during the reporting period and one
was carried over into the new fiscal year.

5.2 Disposition of requests completed
The request completed during the reporting period resulted in partial disclosure.

5.3 Exemptions invoked

Two exemptions were applied during the reporting period. Section 26 was invoked to
protect the personal information of a third party, and information that was related to law
enforcement was exempted under subparagraph 22 (1) (b) (iii).

5.4 Completion times
The request was completed within the 30 day time limit.

5.5 Method of Access

When the request was completed, photocopies were provided to the applicant.

5.6 Costs

The total costs of the Privacy program for the OIC during the reporting period
was $7,502.20, which breaks down as follows:

Salary: $4,824.63
Administration: $2,677.57

6 Privacy Impact Assessments
There were no privacy impact assessments completed during the fiscal year.

7 Data-sharing Activities
There were no new data sharing activities during the reporting period.



8 Education and training activities

A new training module was developed in 2008-2009 to assist OIC program officials in
understanding their responsibilities in retrieving records and making recommendations.
The module which will be offered early in the next fiscal year outlines the step by step
process for officials to follow in carrying out their responsibilities under the Access to
Information Act and the Privacy Act. Analysts in the ATIP Secretariat will also receive
section-specific training offered by the Treasury Board Secretariat as required.

9 Changes to institution’s organization, programs,
operations or policy

Enhancing our information management capacity

Information management (IM) is critical to the success of our new business model. We
produce a significant amount of documentation in the form of investigation files, legal
opinions, memaos, briefings, correspondence and other information. In turn, we receive a
significant amount of information from external sources. To take best advantage of all
this information, we must manage it in such a way that we can easily coordinate, re-use,
re-purpose and distribute it in a useful, targeted and responsible manner.

In 2008-2009, we conducted a thorough assessment of our IM capacity. Consequently,
we created a new IM division—regrouping the information technology (IT) function, the
Records Centre, Library Services and the Access to Information and Privacy
Secretariat—and developed a comprehensive long-term IM/IT strategy designed to
make IM service delivery more proactive.

IM/IT renewal

In 2008-2009, we developed a five-year strategic plan aimed at positioning us as a
leader in resolving access to information complaints and providing agile and enhanced
service delivery. This plan identified a number of IM/IT renewal initiatives designed to
enable us to create, manage, access and share information and knowledge with a
seamless technology infrastructure. We focused our efforts on the most critical issues
that were having a direct impact on our productivity, left us vulnerable to security
breaches, and caused instability in our infrastructure. Our initiatives included the
following:

e We established a new unit with a director and five IT professionals, who are
responsible for implementing our IM/IT vision.

¢ We created a proactive service delivery model that anticipates business needs
and identifies strategic solutions.

e We consolidated our IT infrastructure, with appropriate and up-to-date software
and processes, including tools for project and change management.

¢ We updated or developed and implemented all the required policies and
procedures.



e We increased security measures to protect data, both at rest and in transit across
our network, according to their security classification while minimizing the impact
of existing and emerging threats to the integrity of the information.

The results of our IM/IT renewal initiatives have been immediate and significant. The
successful consolidation of the network and desktop environment has had a positive
impact on our productivity while improving overall IT security, stability and management.

Records management

Since the Office of the Information Commissioner was founded in 1983, we have
conducted thousands of investigations. Over the years, the volume of files associated
with closed investigations increased to the point that we had to take decisive action to
manage the overwhelming quantity of paper records. In 2008-2009, we developed our
first Records Disposition Authority to determine how long we should keep present and
future paper and electronic records created by investigators.

We also increased the capacity of our records section, in anticipation of the work we will
have to do to develop and implement an institutional information management
framework. Specifically, we created the positions of Manager, Information Management,
and Manager, Records, to develop and maintain critical elements of an IM framework,
such as a universal classification system, business rules and a concept of operations, as
well as additional disposition authorities to cover all institutional records.

Access to Information and Privacy Secretariat

Since our organization became subject to the Access to Information Act and the Privacy
Act in 2007, we have proactively managed our access to information program with the
goal of achieving perfect compliance with the law. We used new funding obtained in
2007 to staff analyst positions and to purchase electronic request processing software.
Electronic processing allows us to manage records associated with access and privacy
requests more efficiently, maximize compliance with deadlines, and deliver records on
CD-ROM, which effectively eliminates photocopy fees—a potential barrier to access.

The resulting improvement in information management has had several benefits:

reproduction fees have been eliminated;

packages of records are easily re-created, when necessary;

statistical reporting is more accurate; and

the overall quality of the packages of records we release is generally improved,
in terms of organization of the records, legibility, contextualization of information
and completeness and accuracy.

The impact of better information management has also allowed us to build our access to
information and privacy capacity. Given the widespread shortage in qualified personnel
across federal institutions, and the need for more junior staff to come up to speed
quickly, having reliable electronic records keeping and accompanying processes means
that we can spend less time on training than previously and allows for greater ease of
succession.



10 New policies or procedures

We also developed and approved a Use of Electronic Networks Policy governing use of
the corporate network. The policy, which was approved in late 2008 and implemented
shortly thereafter, outlines what is considered personal information on the OIC’s
network, and what expectations employees can have if their personal information is
stored on the network.

11 Privacy Complaints

Two complaints were made under the Privacy Act by an employee who stated that the
OIC had accessed his personal information on his Facebook page inappropriately. The
complaint was abandoned by the applicant partway through the investigation.

The second complaint was related to information about one complaint accidentally
being sent to another complainant. The Privacy Commissioner investigated and found
that the complaint was well-founded; however, it was also found to be resolved since the
OIC took steps to correct the situation.



Appendix A

Information Commissairc
Commissioncr a l'information
of Canada du Canada

112 Kent Street, 112, rue Kent,
Ottawa, Canada Ouawa (Ontano)
KIA TH3 KIA 1H3
(613)995-2410 (613) 995-2410
1-800-267-0441 1-800-267-0441

Delegation orders for the purpose of the Access to Information Act
and the Privacy Act
Arrété sur la délégation en vertu de la Lol sur l'accés a Uinformation
et de la Lol sur la protection des r 1, ts per L

En vertu de I' article 73 de la Loi sur l’acces

The Information Commissioner of Canada,

pursuant to Section 73 of the Access to a linformation et de la Loi sur la protection des

Information Act and Privacy Act, hereby renseignements personnels, le Commissaire a
I'information du Canada délégue aux titulaires

designates the persons holding the positions

set out in the schedule hereto, or the persons des postes mentionnés a I'annexe ci-aprés,

ainsi qu'aux personnes occupant a titre inté-

occupying on an acting basis those positions,

to exercice the powers and functions of the rimaire les dits postes, les attributions dont il

Information Commissioner of Canada as the est investi en qualité de responsable dune
institution fédérale, c’est-a-dire le bureau du

head of a government institution that is, the

Office of the Information Commissioner of Canada. Commissaire a l'information du Canada.

Schedule/Annexe

Position/Poste Privacy Act and Regulations/ Access to Information Act
Lot sur la protection des and Regulations/Lol sur
renseignements personnels Uaccés a U'information et
et réglements. réglements.

Suzanne Legault

Assistant Information Commissioner/ Full Authority/ Full Authority
Autorité Absolue

Commissaire a l'information adjointe Autorité Absolue

Christian Picard
Director, Information Management/ Full Authonity/ Full Authority/
Directeur, Gestion de I'information Autorité Absolue Autorité Absolue

Marey Gregory
Senior Program and Policy Analyst/ Full Authority/ Full Authority/
Analyste principal, Programmes et Autorité Absolue Autorité Absolue
Politiques

Dated, at the City of Ottawa, Daté, a Ottawa

. N -
this 30“‘\13y ofﬂm“(‘\2007 ce o jourde gegu. 2007

The Information Commissioner of Canada
Mr fRobert Marleau

obert Marleau
Le Commis e a l'information du Canada
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Appendix B

Delegation orders for the purpose of the Access to Information Act
and the Privacy Act
Arrété sur la délégation en vertu de la Loi sur I’accés a Uinformation
et de la Loi sur la protection des renseignements personnels

The Information Commissioner of Canada, pursuant to
Section 73 of the Access to Information Act and Privacy
Act, hereby designates the persons holding the positions
set out in the schedule hereto, or the persons occupying
on an acting basis those positions, to exercise the powers
and functions of the Information Commissioner of
Canada as the head of a government institutions that is,
the Office of the Information Commissioner of Canada.

En vertu de I'article 73 de la Loi sur l'accés a
Uinformation et de la Loi sur la protection des

renseig s per: Is, le Cc issaire a
P’information du Canada délégue aux titulaires des postes
mentionnés a I’annexe ci-aprés, ainsi qu’aux personnes
occupant a titre intérimaire lesdits postes, les attributions
dont il est investi en qualité de responsable d’une
institution fédérale, c’est-a-dire Ie bureau du Commissaire
a I'information du Canada.

Schedule / Annexe

Position/ Poste

Suzanne Legault

Privacy Act and Regulations/
Loi sur la protection des
renseignements personnels et
réglements.

Full Authority/
Autorité Absolue

Access to Information Act
and Regulations/

Loi sur lacces a
Uinformation et réglements.

Full Authority/
Autorité Absolue

Assistant Commissioner, Policy,
Communications and Operations /
Commissaire adjointe, Politiques,
communications et opérations

Monica Fuijkshot Full Authority/ Full Authority/
Director, Information Services and Autorité Absolue Autorité Absolue
Knowledge Management/

Directrice, Services d’information

et gestion du savoir
Full Authority/

Autorité Absolue

Full Authority/
Christian Picard Autorité Absolue
Director, Strategic Case Management
Team/ Directeur, Groupe de gestion

stratégique des dossiers

Daté a Ottawa

Dated, at the City of Ottawa, A
ce/4 jour de gd #unhe2008

this /6 Nay of Mamasb2008

The Information Commissioner of Canada




l* Government Gouvernement

of Canada du Canada

Appendix C

REPORT ON THE PRIVACY ACT

RAPPORT CONCERNANT LA LOI SUR LA PROTECTION
DES RENSEIGNEMENTS PERSONNELS

Institution
Office of the Information Commissioner of Canada

Reporting period / Période visée par le rapport
04/01/2008 to/a 03/31/2009

TBS/SCT 350-63 (Rev. 1999/03)

Requests under the Privacy Act/ i
. Exclusions cited / Translations /
Demandes en vertu de la Loi sur la protection WA . c/usions citées VU ;.coctions
Received during reporting period / S. Translations requested /
Regues pendant la période visée par le rapport Art. 89(1)(a) Traductions demandées
Outstanding from previous period / () Translations English to French /
En suspens depuis la période antérieure prepared / De I'anglais au frangais
S Traductions French to English /
TOTAL Art. 70(1)(a) préparées Du frangais a l'anglais
Completed during reporting period / ®)
Traitées pendant la période visées par le rapport
Carried forward / (© Method of access /
Reportées Méthode de consultation
(@ Copies given / 1
Copies de I'original
Disposition of request completed / (@) Examination /
Disposition a I'égard des demandes traitées Examen de l'original
1 All disclosed / 0 Copies and examination /
. Communication totale Copies et examen
2 Disclosed in part /
g Communication partielle
3 Nothing disclosed (excluded) / v Completion time /
: Aucune communication (exclusion) Délai de traitement
4 Nothing disclosed (exempt) / 30 days or under / 1 1X Corrections and notation /
. Aucune communication (exemption) 30 jours ou moins Corrections et mention
5 Unable to process / 31 to 60 days / Corrections requested /
Traitement impossible De 31 460 jours Corrections demandées
s Abandonned by applicant / 61 to 120 days / Corrections made /
Abandon de la demande De 61 a 120 jours Corrections effectuées
7 Transferred / 121 days or over / Notation attached /
. Transmission 121 jours ou plus Mention annexée
TOTAL
Exemptions invoked / Vi Extentions / Costs/
Exceptions invoquées Prorogations des délais Coats
S. 30 days or under / 31 days or over / Financial (all reasons) /
Art. 18(2) 30 jours ou moins 31 jours ou plus Financiers (raisons)
Interference with
S. operations / Salary /
Art. 19(1)(a) Interruption des Traitement $ 482463
opérations
Administration (O and M) /
(b) Consultation Administration (fonctionnement $ 267757
et maintien)
Translation /
(c) Traduction TOTAL $ 750220
(@ TOTAL
S Person year utilization (all reasons) /
Art. 20 Années-personnes utilisées (raisons)
s Person year (decimal format) /
Années-personnes (nombre 1.74
Art. 21 A
décimal)
S,
Art. 22(1)(a)
(b)
(©)
S.
Art. 22(2)
S
Art. 23 (a)
(b)
S
Art. 24
S
Art. 25
S.
Art. 26
S.
Art. 27
S,
Art. 28

10



Appendix D

Treasury Board Secretariat is monitoring
compliance with the Privacy Impact
Assessment (PIA) Policy (which came into
effect on May 2, 2002) through a variety of
means. Institutions are therefore required
to report the following information for this
reporting period.

Indicate the number of:

Preliminary Privacy Impact Assessments
initiated: Nil

Preliminary Privacy Impact Assessments
completed: Nil

Privacy Impact Assessments initiated: Nil

Privacy Impact Assessments completed:
Nil

Privacy Impact Assessments forwarded to
the Office of the Privacy Commissioner
(OPC): Nil

If your institution did not undertake any of
the activities noted above during the
reporting period, this must be stated

explicitly.

Le Secrétariat du Conseil du Trésor surveille la
conformité a la Politique sur I'Evaluation des
facteurs relatifs a la vie privée (EFVP) (qui est
entrée en vigueur le 2 mai 2002) par divers
moyens. Les institutions sont donc tenues de
déclarer les renseignements suivants pour cette
période de déclaration.

Veuillez indiquer le nombre :

d’évaluations préliminaires des facteurs relatifs
a la vie privée amorcées : Aucune

d’évaluations préliminaires des facteurs relatifs
a la vie privée achevées : Aucune

d’évaluations des facteurs relatifs a la vie
privée amorcées :Aucune

d’évaluations des facteurs relatifs a la vie
privée achevées :Aucune

d’évaluations des facteurs relatifs a la vie
privée acheminées au Commissariat a la
protection de la vie privée (CPVP) : Aucune

Si votre institution n’a pas entrepris 1’une ou
Pautre des activités susmentionnées durant la
période de rapport, cela doit étre mentionné de
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