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SYNOPSIS

This report presents the results of an independent review of a project to acquire a combined
Integrated Access Control System (IACS) for the National Capital Region and a National
Defence Identification Service (NDIS) for the whole of the Department of National Defence and
the Canadian Forces.

The combined system, as installed, performed neither the access control nor the national
identification functions to the satisfaction of the users.  The addition of the NDIS function to a
commercial off-the-shelf access control and monitoring system resulted in development of unique
DND software that required a level of contractor oversight that was deemed unaffordable.  The
project was also affected by weaknesses in the definition of requirements and delivery as a minor
construction project, rather than as an information technology acquisition.  System management
by the user, rather than by the appropriate management information systems directorate, was a
factor in escalating life-cycle costs and lack of prompt resolution of performance concerns
(Annex A refers).

Notwithstanding certification by the contractor that the hardware and software components of
the system as installed, and as upgraded during the life of the contract, were fully year-2000
compliant, this proved not to be the case.  Ultimately, the access control function of the system
was shut down at l999 year-end pending consideration of an appropriate way ahead.

Following the considerable difficulties experienced in the earlier stages of this project,
ADM (Fin CS) has taken a lead role in problem resolution, and, in concert with the
Commandant CFSU(O), has already taken a number of key corrective actions, including:

•        full restoration of service on 5 September 2000;
•        designation of  an appropriate technical authority within the Finance Group ;
•        inclusion of pertinent long-term resource requirements in the Finance Group

      business plan;
•  letting of a continuing service support contract; and
•  development of a new NDHQ Access Control Policy.

These and other corrective initiatives reflected in the Management Action Plan (see Annex C)
should reasonably lead to the resolution of outstanding issues.
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REVIEW OF INTEGRATED ACCESS CONTROL SYSTEM (IACS)

PART I – INTRODUCTION

BACKGROUND

1.1 In 1994, a special miscellaneous requirement (MR) project was created to introduce
automated access control and monitoring to selected NDHQ buildings by April 1995.  The
purpose was to enhance physical security while reducing the cost of contracted security services.
The strategy was competitive procurement of commercially available, non-proprietary
architecture and software.

1.2 Recognising the similarity of the data required for access cards (passes) and DND
Identification cards, the directorate responsible for the National Defence Identification Service
(NDIS) subsequently recommended a savings initiative.  Corporate direction followed to
incorporate the NDIS function with the National Capital Region (NCR) Integrated Access
Control System (IACS) and to use one card for both purposes.  Operational Commands were
encouraged to follow suit with utilisation of the identification card’s magnetic stripe encoding
capability for their own purposes.

1.3 CANFORGEN 005/95 VCDS 002 171300Z January 1995 announced the intention to
award a contract that would implement the above decision, introducing the new system in the
NCR by April 1995, and that all CF members and DND employees would be issued a new
identification card.  Ambitious objectives anticipated project completion and implementation by
1 April 1996; and in the NCR, annual reduction of contracted security costs by $840,000, starting
in FY 1995/96.

1.4 The IACS was finally completed in October 1997, approximately 1.5 years beyond the
target date, and after a difficult contract implementation period.  The contract award value was
$2,566,669, but the final cost was $3,592,706.25.  A series of change orders included about
$450,000 for software adaptation and about $200,000 for an Autonomous Access Control
System (AACS) at CFS Leitrim, which was an additional requirement.

1.5 A number of issues have arisen, some contentious, concerning adequacy of access control
security, viability of the dual use of the identification card as a pass, and life cycle management
and costs.

1.6 This report is intended to provide an assessment of aspects of project management as
performed by the Crown.  It is neither intended, nor designed, to provide any definitive
judgements or conclusions with respect to the performance of contractors.  Any comments
concerning the contractor(s) is incidental to the primary focus of the review work and should be
understood as such by the reader.
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AIM OF THE REVIEW

1.7 The aim of this review was to examine the IACS project in light of technical and
contractual difficulties being experienced, with a view to determining the relevant issues and to
offer recommendations.  The focus included an examination of risk management in the historical
context of the acquisition approach, including the steps taken to assure operational suitability of
the delivered products, as well as the current status.
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PART II - OBSERVATIONS AND CONCLUSIONS

THE IACS ACQUISITION PROCESS

Requirements Definition

2.1 The requirements for an access control and monitoring system were defined by a
contractor in the spring of 1994.  Although the study identified the potential for use of one card
for both identification and access control purposes, the Statement of Requirement (SOR) was
limited to the access control function. The solution was to be commercially available off the
shelf (COTS) at a cost of about $1.5 million, with quick installation in each site.  The defined
capabilities did not anticipate use of the system for any other role.  Consequently, information
provided for solicitation of interest from potential vendors did not include the additional
requirements of a national identification function.  These additional requirements included
expansion of the database from about 14,000 to 200,000 cards, outstations across the country and
unique data fields, such as fingerprint code, blood type, and digital signature.  Furthermore, data
protection requirements of the NDIS were more stringent.

2.2 The corporate decision to include the NDIS function in the IACS capability caused a
scramble to include the new requirements in the Request For Proposal (RFP).  As a result, the
bid closure date had to be extended by two weeks, into January 1995.  Two of the four potential
bidders withdrew over a variety of complaints, including claims that a pre-determined solution
was expected, old technology was being forced on them, and the non-proprietary requirement
was a change from the original request.  Of the two bids submitted, only one was deemed
compliant.  Despite the potential for impending problems, there was no documented risk
analysis.  Having outgrown the approved MR funding, a loan of $735,000 was obtained from the
VCDS Investment Fund.  The contract was awarded 9 February 1995, at a value of $2.57
Million, and the winning bidder was expected to spend two-thirds of the funds (i.e., the MR
funds) by 31 March 1995.

2.3 In the circumstances, the requirements of the IACS/NDIS were not well defined.
Consequently, throughout the contract implementation period, weekly meetings attended by all
the stakeholders (usually about 20 people) attempted to refine them.  An agreed Scope of Work
was finally achieved on 25 August 1995 that included integration of the NDIS function with the
IACS.  Inevitably, change requests added about 20% to the price of the contract.  More
significantly, in an attempt to spend as much as possible in the first seven weeks, some products
were delivered that were unsuitable and had to be prematurely replaced.  Some of the
functionality, particularly that of the NDIS, has not been satisfactory.  Furthermore, not only is
the core software proprietary, but its customisation to integrate the national identification
function has resulted in a unique product that requires an undesirable degree of contractor
oversight and intervention.
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COTS Software

2.4 As initially proposed, the access control system was to have used a COTS package.
However, integration of the NDIS functionality with the core COTS software, led to
development of a unique DND software program.

Furthermore, the vendor includes costs for maintenance of a three-machine replica of the DND
IACS system and introduction of essential periodic upgrades required due to changes introduced
by the collection of COTS software used by the system.  Not only is DND held captive to
extraordinary maintenance costs for unique software developed for our specific application, but
the NDIS functionality is not satisfactory to the users and is blamed for introducing problems to
the effectiveness of the access control and monitoring function.  What would seem to be minor
complaints go uncorrected while some upgrades have introduced additional dissatisfiers to the
NDIS that also go uncorrected.

2.5 Adaptation of the software of an access control system for identification purposes (which
is now seen as the most critical function of the IACS) has resulted in deficiencies still not
corrected after at least two years of in-service software support from the contractor.  The NDIS
performance issues at Annex A cause frustration and reduced confidence in the integrity of the
database.  Furthermore, the NDIS database is held only on the one IACS master server.
However, although there is no on-line redundancy, the system can back up the application
software and operational data using magnetic tape.  The number of files is large (more than
240,000), and rapidly growing since each file is to be retained for five years after release and
reserve force members and contractor personnel are included.

Conclusions

2.6 Failure to properly define the functional and operational requirements was a risk factor
that directly contributed to reduced options and competition, implementation delay, additional
costs, and delivery of a product that has been less than satisfactory.  When the requirement
changed, time should have been taken to ensure that all aspects of it were properly defined prior
to releasing the RFP.  The implications of the change in requirement appear to have been
underestimated.  A proper risk analysis could have identified the exposure to the risk factors that
existed.

2.7 Late addition of the NDIS requirement to the IACS forced a need to modify the COTS
package being proposed.  This modification created a series of other problems, such as those
listed at Annex A, which persist to date.  When the implementation plan for this project shifted
to adaptation of a COTS software to incorporate additional functions, the risk factors should
have been reassessed.  Acknowledgement of the development effort would have enabled
identification of the potential impact on risk, schedule, resource requirements, and life cycle cost.

Section 16
AIA - Law
Enforcement
&
Investigation
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This in turn could have enabled recognition that the procurement strategy had in fact changed
and that it should be handled as an IT capital acquisition project.

2.8 Separation of the NDIS function from the IACS would appear to be an attractive option
if it will enable operation and maintenance of the systems without being captive to expensive
software support and secure electronic linkage of the software vendor.  Since the Canadian
IACS has been customised to include integration of the NDIS, a technical investigation may be
necessary to determine the possibility and cost to revert the IACS to a pass production and access
control and monitoring system using the core COTS software.  The potential of PeopleSoft to
provide a custom report that could satisfy the national identification card requirement should be
explored.

LIFE CYCLE MANAGEMENT

Project Organizational Structure

2.9 The IACS project was conceived by the NCR Security and Military Police (SAMP) and
in both the early and latter stages was managed by them.  The system was never formally
handed over to/accepted by the appropriate systems administration and operation directorate,
DIS (Fin CS).  Consequently its support has continued for approximately two years on an ad hoc
basis.  Also, it is not properly funded, costs are unacceptably high, roles and responsibilities have
not been defined, and until June 1999 decisions have been taken unilaterally by the project
manager in the NCR SAMP.

2.10 Confusion in management of this project is attributable to decisions concerning
appointment of key players.  For example, in the initial stages, the DND Project Leader
(Commandant CFSU(O)) acted as Project Manager.  He was followed in quick succession by
the Senior SAMP Officer, who was followed by the ADM (IE) action officer.  Significantly,
Information Technology (IT) experts were not consulted during the original definition of
requirements or bid appraisal.  This was eventually corrected during implementation, when
experienced IT personnel were engaged and one of them was appointed Project Manager.
Shortly after retirement of the project manager in 1997, prior to project completion, the role of
project manager was assumed by a military police officer who did not have the same experience
base.  The role of contract authority was given to Defence Construction Canada (DCC).
Management as a minor construction project, rather than as an IT acquisition project, was not
entirely appropriate and none of the succession of DCC contract managers had the specific
experience in dealing with IT vendors that one would normally expect from PWGSC IT
Procurement Officers.  For example, the contract did not include an appropriate penalty clause –
the only remedy for default was termination.  Further, the software proprietary rights, ownership
and licencing issues were not clear in either the contract or the Scope of Work that was later
developed.  Both of these contract deficiencies were apparent during contract implementation,
and the software ownership and rights to source code data are now serious and potentially very
expensive issues.
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Continuing system Support

2.11 Upon completion of the implementation contract, the system was informally handed over
to the SAMP project manager, rather than to the appropriate IT systems operating agency.  Life
cycle support of the IACS approached collapse during the period of our review.  This was due to
the absence of an accepted, funded support concept and plan.  In anticipation of a proper
support contract, the contractor extended software warranty support for six months.  Starting
1 May 1999, without benefit of a Standing Offer or other PWGSC delegated procurement
instrument, the SAMP and the implementation contractor entered into an improper informal
support agreement for three months, to be extended monthly, until a contract was in place.  We
have found no written roles, responsibilities, and service deliverables defined for the price.
Consequently, the Crown was paying $59,700 per month, plus GST, for undefined hardware and
software support.

The price of service calls, including sporadic preventive maintenance of the mechanical devices,
was $125 per hour with a minimum charge of one hour.  Replacement parts were either provided
by, or purchased by, the Crown.  This unsatisfactory condition occurred despite full knowledge
from early in the project that a continuing systems support contract would be essential and that
annual support costs could approach $320,000.  In February 1999, informal proposals from each
of two competing Ottawa firms for continuing support of the IACS exceeded $400,000 per year.

2.12 The IACS server in the Louis St Laurent (LSL) building suffered a catastrophic failure
during the weekend of 3/4 July, 1999, apparently due to a lightning strike and improper
grounding.  The IACS project manager was reluctant to fund repair of the server pending way-
ahead decisions.  The contractor technician who understood the IACS was on leave in July, the
last month of the informal agreement.  In fact, at the time of our review, the contractor had not
submitted an invoice for software support for the month of July.  As a side issue, the project
manager had obtained from the contractor a 16 February 1999 quotation of $5,490, plus GST, to
relocate the server and access control node from its installed location to a designated server
room.  Although the move was never accomplished, the contractor submitted an invoice for the
work, which of course has not been paid.  The server was still out of action on 24 March 2000,
and three additional contracted security guards have been employed at the site during working
hours since early July 1999.  Had the server been properly installed in the first place, or relocated
in the spring of 1999 as planned, these unforecast expenses would not have been necessary.

Section 20 AIA -
Third Party
Inforamtion
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Proprietary Software – Contractual Implication

2.13 Administration of the IACS by personnel who are not information systems specialists has
made the Crown vulnerable to potentially exaggerated and/or unwarranted claims of “proprietary
software.”  The contractor does not itself hold the proprietary rights.  In fact, the software owner
has selected another Ottawa firm for sole distribution rights of its products in Canada.  This issue
was explored with the PWGSC IT procurement officers who were aware of the IACS situation
and of the requirement for a continuing support contract.  From a PWGSC perspective, in August
1999, there appeared to be two vendors who had the support of the software owner and could bid
a competitive tender.  Their intention at the time would have been to publicly advertise the
invitation to bid.

2.14 The software that forms the core of the IACS is clearly proprietary and that fact was
accepted by the Crown at the time of agreement on the definitive Scope of Work (SOW) in
August 1995.  The NDIS portion of the IACS, however, was intended to provide flexibility to
adapt to satisfy legislative, organizational and other changes and to enable the user to produce
custom badging screens.  Consequently, the SOW provides that the source code for the DND-
specific component of the system be given to DND and that DND owns title to the copyright of
this software.  Notwithstanding the foregoing, there is concern that due to integration of the
NDIS functionality with the core software functionality, the latitude on the part of the Crown to
manipulate the source code is quite limited.  Furthermore, it is not known if separation of the
NDIS function from the IACS will relieve the IACS from anything other than the total NDIS
database.  No record was found that the source code for the DND-specific software had in fact
been given to DND.

Year 2000 Compliance

2.15 The prime contractor had certified in writing on 20 February 1997 that the original
IACS/AACS equipment and software, and any upgrades, provided under the terms of the
contract were fully year 2000 compliant.  However, in 1998, the DND Y2K initiative resulted in
determination that the system was not compliant.  The IACS Project Manager in SAMP, without
obtaining advice and assistance from the appropriate MIS staff, or the former Contract Authority
in DCC, or from PWGSC, initiated hardware and software replacement using the original prime
contractor.  Although unforecast and unbudgeted, approximately $133K has been spent so far to
upgrade the IACS/NDIS and AACS.  Installation of new hardware and revised software was
interrupted in July 1999 due to change of the project manager and lack of clarity concerning an
informal interim continuing software support agreement.  Indecision surrounding the future use
of the IACS, plus leave taken by the contractor’s IT technician, exacerbated the situation so that
three weeks of potential work in July 1999 by the contractor were lost. The SAMP serious over-
budget condition was also a contributing factor in the delay of a decision to try to obtain funding
to support rectification.  In December 1999, an expert technical examination confirmed that the
IACS/AACS nodes called SIM and the encryption devices at all locations were not compliant
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and the system was expected to fail.  Funding approval was obtained too late to enable letting a
contract with the software vendor to solve the problem prior to 31 December 1999.

Conclusions

2.16 The repeated changes of both Project Managers and Contract Managers contributed to
avoidable confusion.  The failure to obtain expert IT advice during the requirements definition
phase and to use the IT procurement expertise of PWGSC were both critical oversights that led
to poorly defined contract clauses.

2.17 Continuing System Support of the IACS can only be assured through management by a
skilled IT team, and by funding for contractor support.  Determination of these requirements
should, however, be part of a technical assessment to determine the appropriate way ahead.

2.18 From the PWGSC IT procurement perspective, there is no apparent legal obstacle to open
competition for a support contract for the IACS, but the candidate firms require a licencing
agreement with the software owner.  However, since the software vendor has advised that they
have selected an exclusive distributor in Canada, their willingness to continue to support the
original prime contractor is now in doubt.

2.19 It is certain that the originally supplied hardware and software is not year 2000
compliant.  Despite urgent investigation by DND in consultation with the software vendor in
December 1999, there was insufficient time to solve the problems.  Upgraded hardware and
software that had been partially installed was not sufficient to avoid failure of the access control
function of the IACS on 1 January 2000.

SECURITY POLICY AND POSTURE

2.20 The policy document, NDHQ Instruction DGCMS 5/92, Access Control Policy –
Buildings of the National Defence Headquarters, predates the IACS by about five years, and has
been acknowledged to be out of date.  Further, the security enhancing features of the IACS are
not being used to full advantage.  For example, the access monitoring capability, such as the anti-
passback feature and card status alarms and reports (e.g., expired, damaged, lost/stolen, wrong
personal identification number) are not being used effectively.

2.21 Prior to installation of the IACS and turnstiles, security depended upon the vigilance of
security guards observing the various types of building passes being worn.  The effectiveness of
this approach was always dubious, especially during the rush periods.  Hence the IACS project
objective was to achieve, by automation, enhanced security at reduced cost.  Factors considered
in selecting the IACS solution included the aesthetic appearance of the main entrances, plus
concern to not exceed the minimum security requirements established by the Treasury Board.
However, recognising that the turnstiles and fixed barriers in the building entrances could be
bypassed easily, the original IACS security plan and cost estimates included security guards.  At
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the Pearkes and LSL buildings, the plan included guards positioned at the turnstiles because the
main floor reception/security booths are not located close enough to the barriers to provide
adequate supervision of the passage of personnel.  After installation of the IACS, severely
reduced budget allocations resulted in removal of security guards at the main entrance turnstiles
– i.e., the newly imposed savings targets went beyond those originally intended.  Recently, due
in part to IACS system failures and also due to some client agencies not accepting the level of
security provided, reintroduction of guards at the turnstiles has contributed to increased
expenditures on contracted security.  There were, and still are, differing perceptions of what
measures constitute adequate security.

2.22 The National Defence Security Policy (NDSP) gives commanders and senior managers
authority and control over the design, implementation and allocation of resources with respect to
security safeguards.  The objective of security risk management is to achieve a cost-effective
security solution that reduces the residual risk to the Department to an acceptable level.
Formation and Unit Security Advisors are responsible to commanders and senior managers for
applying threat and risk survey methodology to identify threats, vulnerabilities and cost-benefit
analysis of security measures.  The PM NCR, in exercising this responsibility, has informed the
Commandant CFSU(O) of deficiencies associated with the IACS and use of the national
identification card as a pass.  However, the SAMP formal requests for guidance on security
policy and posture (24 February 1998, 17 November 1998 and 20 April 1999) have not been
resolved.  The action now being taken to urgently resolve the IACS and NDIS functional
management issues is expected to clarify the way ahead, enabling replacement of NDHQ
Instruction DGCMS 5/92, Access Control Policy – Buildings of the National Defence
Headquarters.

Conclusion

 2.23 Clarification of policy on local security posture is needed for determination of the way
ahead for provision of security of the NCR DND facilities.  The outstanding questions include,
but are not limited to whether or not:

a. to separate the NDIS function from the IACS function and system;

b. to adopt a system of distinctive, highly visible passes separate from the national
identification card;

c. to provide supervision of the turnstiles at the main entrances of the Pearkes and
LSL buildings; and

d. in the long term, to replace the already ageing turnstiles with a more effective
type of barrier at the main entrances.
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2.24 More effective use of the IACS central monitoring capability, including development of
standing operating procedures for appropriate follow-up action of alarms and reports should be
explored.

PM NCR and CFSU(O) CORRECTIVE INITIATIVES

2.25 Due to the perceived urgency of the situation, the review team briefed the PM NCR on
14 October 1999, providing interim observations and recommendations, all of which have been
confirmed and are included in this report.  The PM NCR responded by officially requesting
authority and resources from CFSU(O) and DIS (Fin CS) to begin urgent action to address the
most pressing issues (memorandum 5450-2 (PM), 28 October 1999).  The ensuing technical
investigation and discussions with the software vendor resulted in recognition that there was
insufficient time to resolve the Y2K vulnerability prior to the new-year deadline.  Consequently,
the intention at 17 December 1999 was to run the NDIS function separately, and to shut down
the IACS access control function at year end pending decisions resulting from rational
consideration of all the factors.  Details of planned action, and the early results, may be found at
the Management Response section on page 12.
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PART III - RECOMMENDATIONS
Specific to IACS

3.1 It is recommended that the PM NCR consult and work with the DIS (Fin CS) and ADM
(HR Mil) staff to resolve the following issues):

a. capability and acceptability of PeopleSoft to perform the Defence Identification
record & card function;

b. investigate the technical viability of reverting to the COTS software for an access
control and monitoring system; and

c. assuming that the decision will be to retain an access control and monitoring system
using the current hardware and COTS software, start the process to obtain continuing
system support, if it is needed, for the COTS configuration.

3.2 It is further recommended that the PM NCR:

a. in consultation with DIS (Fin CS), declare the immediate and future Financial
Support Requirements to superiors; and

b. hand over the system to DIS (Fin CS) for technical operation and ultimately to obtain
future financial support.

3.3 It is recommended that the CFSU(O) define a new access control and monitoring policy,
or clarify the existing policy, in light of realistic use of the automated capability, and then replace
the NDHQ Instruction 5/92, Access Control Policy – Buildings of the National Defence
Headquarters.

Generic

3.4 Project and Life Cycle Management staff should be alert to the potential impact on risk
and implementation that accompanies changing procurement strategies (e.g., switching from
COTS to development), and respond to such changes with appropriate revision of risk
assessment, cost, schedule and if necessary, performance requirements.

3.5 Post-delivery continuing system support must be included in the strategic plan for any
equipment acquisition, including miscellaneous requirement projects.
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Management Response

3.6 ADM(Fin CS) has made DIS(Fin CS) responsible for the operation and maintenance of
the IACS/AACS and the associated support to the NDIS.  The CFSU Ottawa is a user of the
systems; the PM NCR, including the NDIS, will continue as custodians of the data.  Any new
function or requirements are to be defined by the client, the PM NCR, for implementation of a
technical solution by the service provider.

3.7 Staffing has commenced to explore the options for satisfying the NDIS function,
including the viability of using PeopleSoft.  The technical authority points out, however, that if
custom code is needed to interface the NDIS requirement with PeopleSoft, it should be
understood that this could introduce an unacceptable risk.  Consequently, the options include
consideration of other COTS specialist identification software.

3.8 The technical authority is working through the original software provider and locally
contracted software specialists to determine the best technical solution for the access control
systems, IACS and AACS.  The desired end-state is a sustainable COTS-based system.

3.9 DIS (Fin CS) points out that none of the systems associated with the IACS/NDIS and the
AACS have been accredited to the DND/CF security standards.  They intend to address Security
certification in their revision of these systems.

3.10 Access control policy has been redefined in light of the recommendations of this report,
resulting in the draft Security Directive #7 - NDHQ Access Control (Annex D).

3.11 The Action Plan at Annex C, together with Annex D, provides detailed discussion of
progress to date and a plan for resolution of the outstanding issues.  The IACS returned to full
service on 5 September 2000.
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IACS/NDIS ISSUES OF DISSATISFACTION

COMMON CONCERNS

1. Integration of the national identification card system with the NCR local building pass
system has served neither function well.  Bearing a DND Identification card does not necessarily
entitle the card-holder to access to any DND facility, but dual use of the card fosters an
impression that it should.  The Identification card does not provide the highly visible
recognizability features that are normal with a pass.

2. Use of the Identification card as a pass, requiring multiple swipes per day, results in rapid
defacement of the card to the point of invalidation as an identification card.  Consequently, in the
NCR, premature replacement of the cards at half or less of the five-year expiry period has
become normal.

3. Since the international protocol for identification cards requires that it not be disfigured
in any way, including holes, its use as a building pass to be displayed at all times requires that it
be carried in a pouch or wallet.  This increases both the expense at issuance and incidence of lost
identification cards.

NDIS

4. The NDIS function is performed on a master server shared with the IACS.  There is no
on-line backup. The NDIS staff are concerned about double jeopardy associated with system
failure and with vulnerability due to constant card reader access to the master server.  One of the
consequences of failure of the IACS/NDIS master server is inability to access the defence
national personnel identification database and inability to print cards, which is often an urgent
requirement for operational deployments.  This is no longer a hypothetical situation; the master
server failed in November 1999 and was out of action for several days.  Specific points of
dissatisfaction are listed below:

•  cannot do a block delete, necessary because records are purged 5 years after
release;

•  cannot purge electronic fingerprint classification data without deleting the entire
file (necessary due to policy change that fingerprints are to be removed from files
of DND civilians);

•  the system operators are unable to perform normal database functions such as
sorting, ad-hoc queries, file management and production of reports;
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•  digital signatures and photographs are transmitted on diskette and must be linked
manually to the tombstone data, thus duplicating the effort;

•  the system uses a string-file method for information received from field units;
when an individual’s record is taken from the file for linking purposes, screen
refreshment time averages 13 minutes and can take up to 21 minutes;

•  the system cannot print personnel information to paper for review purposes – only
to the card printer;

•  the operators cannot insert configuration changes (e.g., new printers);

•  data integrity must be resolved; and

•  the escape key function that was somehow lost in the latest upgrade must be
restored.
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LIST OF ACRONYMNS

AACS Autonomous Access Control System
ADM (HR) Assistant Deputy Minister (Human Resources)
CF Canadian Forces
CFS Canadian Forces Station
CFSU(O) Canadian Forces Support Unit (Ottawa)
COTS Commercial off the Shelf
CRS Chief Review Services
DCC Defence Construction Canada
DIS (Fin CS) Director Information Services (Finance and Corporate Services)
IACS Integrated Access Control System
IT Information Technology
MR Miscellaneous Requirement
NATO North Atlantic Treaty Organization
NCR National Capital Region
NDHQ National Defence Headquarters
NDIS National Defence Identification Service
O&M Operations and Maintenance
PM NCR Provost Marshal NCR
PPRA Project Profile and Risk Assessment
PWGSC Public Works and Government Services Canada
RFP Request for Proposal
SAMP Security and Military Police
SOW Scope of Work (August 1995 agreement between the Crown & the Contractor)
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ACTION PLAN

OBSERVATIONS & RECOMMENDATIONS OPI STATUS/
COMPLETION

DATE

DISCUSSION

1.  Customization of the core software to
integrate the national identification function has
resulted in a unique product that requires an
undesirable degree of contractor oversight and
intervention.
(Page 3/12, para 2.3).

DIS (Fin CS) Work in progress The degree of contractor oversight has been
significantly reduced and DIS (Fin CS) staff
have assumed responsibility for the technical
aspects of the system.  Lines of code have been
obtained and maintenance costs have dropped to
$325K for this FY and will further drop to
$225K by next FY.  Although the maintenance
cost appears high, it is well within industry
average for a computerized system worth in the
vicinity of $3.5M.

2.  Maintenance                                      from the
software vendor in the US to the master server in
NDHQ is a continuing matter of       concern
.
(Page 4/12, para 2.4)

DIS (Fin CS) Resolved This practice has ceased,
and DIS (Fin CS) staff have been sent on

course to enhance expertise in this domain.

3.  The vendor includes costs for the maintenance
of a three-machine replica of the DND IACS
system.
(Page 4/12, para 2.4)

Dis (Fin CS) Resolved This is not part of our maintenance contract
anymore.

4.  DND is held captive to extraordinary
maintenance costs for unique software.
(Page 4/12, para 2.4)

DIS (Fin CS) Resolved We now have the code for the NDIS bolt-on.

Section 16 AIA -
Law Enforcement
&Investigations
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OBSERVATIONS & RECOMMENDATIONS OPI STATUS/
COMPLETION

DATE

DISCUSSION

5.  NDIS functionality is not satisfactory to the
users and is blamed for introducing problems to
the effectiveness of the access control and
monitoring system.
(Page 4/12, para 2.4)

CFPM, DIS
(Fin CS)

Work in progress. As the DMC decision to use only one card for
both access control and identification has been
reached, the NDIS will remain a bolt-on to the
IACS and it will be difficult to satisfy all
requirements.  PM NCR will identify any
deficiencies/problems or new requirements to
DIS (Fin CS) staff, who would then take
appropriate action.  When the solution is
implemented, PM NCR will be involved in the
user acceptance testing to ensure that what is
being delivered actually resolves the original
problem/deficiency.

6.  The NDIS database is held only on the IACS
master server.  However, although there is no on-
line redundancy, the system can back up the
application software and operational data using
magnetic tape.
(Page 4/12, para 2.5)

DIS (Fin CS) DIS (Fin CS) to
monitor situation.

These statements imply that the original design
is flawed; however, it does not appear
problematic in light of the current and projected
usage. Since the time sensitiveness of
identification is not problematic the back-ups
seem adequate. This issue will continue to be
monitored but no action is contemplated at this
time.

Section 16
AIA - Law
Enforcement
&
Investigations
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OBSERVATIONS & RECOMMENDATIONS OPI STATUS/
COMPLETION

DATE

DISCUSSION

7.  Separation of the NDIS function from the
IACS would appear to be an attractive option if it
will enable operation and maintenance of the
systems without being captive to expensive
software support and secure electronic linkage to
the software vendor.
(Page 5/12, para 2.8)

DIS (Fin CS) Resolved To be read in conjunction with paras 1 &2 of this
annex.  In essence, the expensive support costs
have been reduced from a high of $800K to
$225K next FY.

8.  A technical investigation may be necessary to
determine the possibility and cost to revert the
IACS to a pass production and access control and
monitoring system using the core COTS
software.
The potential of Peolesoft to provide a custom
report…the national identification card….should
be explored.
(Page 5/12, para 2.8)

ADM (Fin CS)
DIS (Fin CS)

DIS (Fin CS) to
conduct review of
COTS by 15 Sep 01.

A DIS(Fin CS) project proposal for a separate
COTS national identification system has been
reviewed and at the present time, the focus will
be placed upon stabilizing the existing system.
As operating costs of the current system are
within industry standard, it is not the intent to
separate the NDIS from IACS.  This decision
will be re-visited in Sep 01. As for the interface
with Peoplesoft, verifications will be conducted
by that time as well to ascertain if custom code is
required.

9.  The system was never formally handed over
to/accepted by the appropriate systems
administration and operation directorate, DIS
(Fin CS).
(Page 5/12, para 2.9)

DIS (Fin CS)
PM Secur
PM NCR

Resolved DIS (Fin CS) is the system owner, responsible
for all budgeting and contracting for corrective
and preventative maintenance as well as system
enhancements.  PM Secur is responsible for
security policy and PM NCR operates the
system.

Section 16
AIA - Law
Enforcement
&
Investigations
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OBSERVATIONS & RECOMMENDATIONS OPI STATUS/
COMPLETION

DATE

DISCUSSION

10.

(Page 6/12, para 2.11)

Cmdt
CFSU(O)

11.  The price of service calls, including sporadic
preventative maintenance of the mechanical
devices, was $125 per hour with a minimum
charge of one hour.
(Page 6/12, para 2.11)

DIS (Fin CS) Resolved DIS (Fin CS) is the first section to resolve any IT
related issues, contrary to past practice of
referring the problem immediately to the
contractor.  Should DIS (Fin CS) not be able to
resolve the issue, they will consult with ICS
technicians in Houston.  Should our staff not be
able to resolve the problem, it would then be
referred to Ottawa Security Systems.

12.  It is not known if separation of the NDIS
function from the IACS will relieve the IACS
from anything other than the total NDIS
database.
 (Page 7/12, para 2.14)

DIS (Fin CS) No action required There is no tangible impact on IACS other than
the one stated.

Section 20 AIA - Third
Party information Section 21 AIA - Advice

Section 21 AIA - Advice
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OBSERVATIONS & RECOMMENDATIONS OPI STATUS/
COMPLETION

DATE

DISCUSSION

13.  No record was found that the source code for
the DND-specific software had in fact been given
to DND.
(Page 7/12, para 2.14)

DIS (Fin CS) Resolved Source code has been obtained and DIS (Fin CS)
staff are analyzing.

14.  Continuing System Support of the IACS can
only be assured through management by a skilled
IT team, and by funding for contractor support.
(Page 8/12, para 2.17)

ADM (Fin CS) Resolved DIS (Fin CS) assures skilled IT support and
funding lines have been established within the
ADM (Fin CS) Business Plan.

15.  It is certain that the originally supplied
hardware and software is not year 2000
compliant.
(Page 8/12, para 2.19)

Cmdt
CFSU(O)

Cmdt CFSU(O) is to
ascertain if contractual
arrangements
guaranteed Y2K
compliance when the
system was purchased,
by 15 Nov 00.

Although the information contained within the
report was intended to explain the system failure,
research will be effected to ascertain if there
were any contractual agreements to provide a
Y2K compliant system when the system was
purchased.

CRS has advised that since Y2K compliance was
not in the original contract, a remedy may not be
available.  The certificate provided by the prime
contractor on 20 Feb 97 was in error.  A legal
opinion would be needed to determine if it is
worth seeking a remedy.
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OBSERVATIONS & RECOMMENDATIONS OPI STATUS/
COMPLETION

DATE

DISCUSSION

16.  Access Control Policy - Buildings of the
National Defence Headquarters, predates the
IACS by about five years, and has been
acknowledged to be out of date.
(Page 8/12, para 2.20)

PM NCR Resolved A draft security directive is at annex D.

17.  More effective use of the IACS central
monitoring capability, including development of
standing operating procedures for appropriate
follow-up action of alarms and reports should be
explored.
(Page 10/12, para 2.24)

Cmdt
CFSU(O)
DIS (Fin CS)

Cmdt CFSU(O) and
DIS (Fin CS) to meet
and review
requirements by 15
Nov 00.  This meeting
will also encompass a
review of new
buildings coming on-
line such as 400
Cumberland.

Cmdt CFSU(O) & PM
NCR to review system
capabilities and
determine functions
that are to be enabled
prior to 1 Feb 01.

Although a basic understanding of the security
requirements has been achieved, the IACS
system can provide much more capability than is
currently being used.  A detailed list of the
capabilities has been prepared.  Consultation is
required to review use of current functions and
determine which (if any) additional capabilities
should be activated.  Initial discussions revealed
the desire to incorporate both the lost/stolen
badge and the video camera co-ordination
features.

The intention is to prepare SOPs for the
capabilities that are to be used once they have
been defined.
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COMPLETION

DATE

DISCUSSION

18.  Clarification of policy on security
posture is needed to determine whethor or not:

- to provide supervision of the turnstiles at the
main entrances of the Pearkes and LSL
buildings; and

- in the long term, to replace the already ageing
turnstiles with a more effective type of barrier at
the main entrances.
(Page 9/12, para 2.23)

Cmdt
CFSU(O)
DIS (Fin CS)
PM NCR

Entrance supervision
resolved;

DIS (Fin CS) will
explore the possibility
of amending current
equipment by
15 Nov 00.
PM NCR will conduct
a review of the
effectiveness of current
turnstiles by 15 Sep 01.

Supervision is provided at these locations.

As there is supervision at the turnstiles, the
requirement to replace this equipment is
reduced.  The possibility of extending present
“arms” will be explored.

19.  DIS (Fin CS) points out that none of the
systems associated with the IACS/NDIS and the
AACS have been accredited to the DND/CF
security standards.
(Page 12/12, para 3.9)

PM NCR
DIS (Fin CS)

PM NCR & DIS (Fin
CS) to coordinate and
complete accreditation
paperwork and forward
to appropriate
authorities by
31 Mar 01.

Initial discussions have been held pertaining to
the accreditation process.
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NATIONAL CAPITAL REGION

SECURITY DIRECTIVE #7 – NDHQ ACCESS CONTROL

References:  A.  A-SJ-100-001/AS-000 NDSP
B.  Defence Controlled Access Area Regulations
C.  Inspection and Search Defence Regulations
D.  2120-1 (Provost Marshal) 14 April 1998 (NDHQ Interim Policy Directive)

7.01  GENERAL

1. To preserve the integrity of the secure zones and to adequately protect DND/CF
resources, access control has been established at core NDHQ facilities.  The extent of the actual
control measures applied at some facilities differs slightly but the basic protocols remain the
same at all buildings.

2. The purpose of this directive is to state the NDHQ access control policy and the
administrative measures to obtain an access pass and establish access privileges.

7.02 ACCESS POLICY

1. Authorized Access Points.  Personnel shall only enter or exit an NDHQ controlled
building through an authorized and controlled access point. An authorized access point is:

a. an entry/exit controlled by CFSU Ottawa Military Police Company (MP Coy) for
the purpose of public access while in operation.  These are the
supervised/controlled building entry points used for routine/daily access;

b. an entry/exit point other than the above which has been authorized for use for a
specific activity by Cmdt CFSU Ottawa or by Provost Marshal (PM) NCR on
behalf of the Cmdt. This generally applies to the use of a door not routinely used
for access, but has been authorized to support entry/exit for a special event or
activity;

c. fire/emergency exits, which are for emergency use only and are not authorized for
entry/exit, except as may be authorized under 1a or 1b above.

2. Facility Access.  Access to NDHQ facilities is restricted to those who have been
authorized to possess a properly issued NDHQ pass, and have business within a facility.  Simply
being a member of DND or the CF does not give automatic 24/7 right of access to any facility.
Essentially access is restricted to those personnel who have official business at a building, and
normally, 24/7 access is only given to an authorized building occupant.
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3.       Electronic Access Monitoring Systems.  Within NDHQ, there are two electronic access-
monitoring systems currently employed.  The primary perimeter access system is known as the
Integrated Access Control System (IACS).  A secondary system monitors the access/egress at
internal higher security areas, called the Autonomous Access Control System (AACS).  The
IACS is centrally managed by ADM (FinCS) and operated by the CFSU Ottawa by the MP Coy,
and the AACS systems operate in support of specific organizations.  Neither system alone
provides an adequate barrier to unauthorized entry; therefore, local/security staff will supervise
access points.  Data collected by the systems may be used in support of lawful investigations, but
is not accessible for the purpose of monitoring employee or contractor work attendance.

4. National Defence Identifications (NDI 20 and NDI 21) These Identification Cards are
issued to Military and Permanent Civilian employees of either the Canadian Forces or the
Department of National Defence respectively. Although not primarily designed to be used as
“Building Access Passes,” they have been authorized to be used in the IACS for access/egress
into CF and DND facilities within the NCR.

5. Access Pass/Identification. The authorized NDHQ access pass shall be worn in a highly
visible, exterior location on the body (as per 5 (a)) by all personnel at all times, when within an
access-controlled facility. The NDHQ pass may be surrendered for a special area pass (with the
exception of Military or permanent civilian personnel, NDI 20/21, as these are Identification
Cards, used as a “Building Passes”). Therefore, a secondary piece of photo identification shall be
used as per 5 (c) or at a pass exchange point on entry into a controlled High Security Zone (HSZ)
within NDHQ; however, on exiting the HSZ, the NDHQ pass will be worn.

a. The NDHQ Building Access Pass or Identification Card (whichever is applicable)
will be worn on the exterior, in a highly visible location between the waist and
shoulder, with the photo side out and the details clearly visible. Upon exiting any
NDHQ building, the pass shall not be worn in a visible area, and must be out of
sight.

b. Special area passes such as those used to support the Autonomous Access Control
System (AACS) are not recognized NDHQ passes and shall not be worn outside
the special access area.

c. Except for personnel holding a valid NDI 20/21, which are recognized
identification cards, Access Passes are not Identification Cards and upon demand
of NDHQ Military Police/security staff, a pass holder shall provide a secondary
form of identification to confirm identity and access privileges.  The normally
acceptable secondary identification documents include passport, federal
government identification card, or some other form of official federal or
provincial identification.



Integrated Access Control System DRAFT Annex D

CRS - DND DRAFT D 3/6

d. All personnel issued an NDHQ access pass are also assigned a “Personal
Identification Number” (PIN) as a security measure, to complement card swipe
entry at the IACS turnstiles.  This prevents an unauthorized person from using a
found or stolen access card. Level I senior personnel (but not their subordinate
staff) may be exempt use of the PIN requirement in most situations. However, if
the security situation dictates, even those personnel normally exempt from using a
PIN may be required to do so.

e. The loss or theft of an Identification Card or Access Card shall immediately be
reported to the MP Coy and to Pass Control, and the missing pass will be
deactivated in IACS. A pass application/approval form will be required to obtain
a replacement card and the parent directorate/organization may be assessed
replacement cost (see 7.04).

f. Personnel who forget their pass may be issued an “unescorted visitor pass” for the
day, upon proof of their entry authority. Proof of access authority may be verified
electronically, utilizing the IACS, or if this is not possible, through the personal
recognition/validation of a co-worker who holds a valid building pass or either a
NDI 20/ 21.

6. Access Privileges. Personnel will only be granted access to those facilities where they are
expected to have business. Normally, all DND/CF personnel employed at NDHQ are authorized
working hour access to the MGen Pearkes building and their normal place of employment.  If
required, an individual may also be authorized working hour access to other buildings and silent
hour access to the building(s) in which they work.  On demand of NDHQ Military
Police/security personnel, a pass holder shall surrender the pass, and immediately leave a
controlled area if directed to do so.

7.03 ACCESS CONTROL MEASURES

1. At NDHQ core buildings a guard supervises access points to control entry/exit and to
enforce security regulations and orders. At some buildings, an electronic Internal Access Control
Monitoring System (IACS) has been installed to supplement guard post staff.  All personnel
entering/exiting facilities supported by the IACS will individually access the system by swiping
their card on entry/exit.

2. CFSU Ottawa Military Police/security staff may limit or restrict access/egress at any
building commensurate with the local threat and are required to perform their duties.  In a normal
threat environment, access is closely monitored and passes are periodically checked for validity,
condition and to confirm identification.  Anyone refusing to comply with the demands of access
control/security personnel shall be denied access.  Personnel wishing to leave a controlled area
with DND/CF equipment and/or sensitive documents will have written authority to remove the
item(s) in accordance with NCSD 6.03 or they will be denied egress with the material.
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3. It is the responsibility of all Military and Civilian personnel to challenge persons not
wearing either an “Identification Card” or “Building Access Pass”, to ensure they have been
authorized to enter the building, directorate or unit. If a person is not in possession of either a
valid ID Card or the Building Pass, they shall be escorted to the access point to either obtain the
appropriate pass, or requested by security personnel to leave the premises.

4. Personnel who forget their pass may be issued a visitor pass upon proper proof of identity
and their access privileges.  A person who cannot be properly identified and have authority for
access verified will be denied access to NDHQ.  Only a person in possession of an NDHQ
unescorted pass may be an escort for a person who requires an escort. Security staff will record
the escort's identity, and he/she assumes full responsibility for the visitor, ensuring the person
requiring an escort is not left unattended/unsupervised.

7.04 PASS PROCUREMENT AND ACCOUNTABILITY

1.       General. Except for NDI 20/21, all NDHQ building passes are the property of CFSU
Ottawa and shall be returned on posting/termination of employment/contract at NDHQ.  The
NDHQ pass and NDI 20/21 are controlled documents that are issued on an individual basis and
shall not be exchanged amongst holders, loaned, or used to permit unauthorized personnel from
accessing the facilities.  The appointed Directorate Security Officer or Unit Security Officer, that
authorizes the issuing of a pass, is directly responsible to ensure that the recipient is briefed on
and respects the NCR security directives/protocols, and that the pass and NDI 20/21 are properly
safeguarded.

2.   Pass Description and Types.  NDHQ passes have a common appearance template that
shows the authorized holder’s photo, name and relevant identification data, building access
privileges and expiry date.  The colour of the expiry date indicates a pass holder’s security level:
RED – Level II or higher security clearance; GREEN – Level I; BLUE – Enhanced Reliability
Check; BLACK – no clearance (note that the NDI 20 or 21 does not provide this information).
The various NDHQ passes currently in service and eligibility for each type is described below:

a. DND Personnel:

(1) DND  indeterminate, term  and casual employees;

(2) Minister’s personal staff;

(3) NPF/PSP employees; and

(4) Co-op and summer students hired by DND/CF under approved
government programs.

b. Canadian Forces Reserve Member: Reserve Force personnel (Class A, B, or C)
employed within at NDHQ (or other buildings under care and control of CFSU
Ottawa Commandant).
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c. Security.  Issued to CFSU Ottawa Security Staff.

d. Accredited Visitor.  Public servants from other government departments (ie
Treasury Board, PWGSC etc) and crown corporations/agencies that are employed
at NDHQ.  This card may also be issued to personnel of:

(1) Ombudsman’s office,

(2) Canadian Forces Grievance Board,

(3) Military Police Complaints Commission; and

(4) Allied Forces stationed in Ottawa but not permanently attached to the
Canadian Forces, and who have a regular and validated access
requirement.

e. Contractor.  A person employed by a company or agency that is contracted by the
DND/CF and who requires access to NDHQ facilities for a specific period of
time.

f. Canadian Forces and Civilian Identification Card.  Although not actually passes,
the NDI 20 and NDI 21 have been authorized for use in IACS to aid electronic
access monitoring. The DND/CF Identification cards are controlled documents
and issued in accordance with reference D.

g. Visitor – No Escort Required.  DND/CF personnel visiting NDHQ may be issued
a visitor pass for unescorted access to a building during the normal working
hours.  Presentation of a National Defence Identification Card by the individual
member or positive identification by a member presenting a valid Identification
Card is a normal condition of unrestricted access. With proper accreditation and
proof of security clearance/enhanced reliability check, a non departmental person
may be issued this pass on a daily basis and with positive
identification/verification by an authorized agent of the DND/CF who is in
possession of an unescorted pass.

h. Visitor – Escort Required. Any other visitor will be escorted at all times and
issued a pass noting this access condition.

i. Special Area/AACS Pass. Issued under authority of the person responsible for the
special access area; separate instructions apply.  These passes shall not be worn
outside of the special access area for which the pass has been issued.
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3. Pass/Access Application Form. The form DND 1102 (08-2000) will be used to apply for
NDHQ access.  The form is available from NDHQ Pass Control and through the MP Coy DIN
Site (under CFSU Ottawa).

4. Pass Issue Authority.  The Unit, Group, Division or Directorate Security Officer may
authorize a pass using form DND 1102 for eligible DND/CF personnel who have a security
clearance or enhanced reliability check; all portions of the application are to be completed.  Any
person without a security clearance/enhanced reliability check will be recommended by the
responsible security officer and approved by the Commanding Officer, Director General or
Director.  The pass application/approval form (DND 1102) shall be completed for all personnel,
including those intending to use the NDI 20/21, as the document provides the necessary audit
trail and information necessary for IACS card activation.

5.  Pass Duration.  NDHQ passes will only be issued for the required period of time and
consistent with the duration of their employment.  No pass will have an expiry date:

a. of more than five years from the issue date;

b. be valid beyond the projected period of employment; or

c. have an expiry date later than a person’s Government of Canada employee
identification card.

6. Visit Clearance – Industry and Other Government Departments.  Visits to NDHQ and
NCR based defence establishments will conform to the clearance protocols of NDSP Chapter 40.

7. Lost, Stolen or Damaged Pass.  NDHQ Military Police and pass control will be
immediately notified of any lost or stolen pass so that security personnel can be properly alerted.
Damaged passes that are illegible or no longer operate the IACS will be replaced at the earliest
possible convenience.  In cases of loss, theft or damage, the issuing security officer will
investigate the circumstances and provide the details to NDHQ pass control along with a new
pass authorization form (DND 1102) and financial code against which a replacement pass may
be charged.  CFSU Ottawa will fund replacement only if the loss or damage may be directly
attributed to the unit (ie. normal IACS turnstile swipe damage would be a CFSU Ottawa
responsibility).  Identification cards shall be reported/replaced in accordance with instructions for
the National Defence Identification Program (NDIP).

8. Pass Retrieval on Termination and Suspension.  Supervisors and their supporting security
officer(s) shall ensure the pass of a suspended/terminated employee or contractor is retrieved and
returned to NDHQ pass control.  Personnel who use the NDI 20/21 card for access purposes may
retain the card if they will continue their employment elsewhere within DND/CF (consistent with
the NDIP), but NDHQ pass control will be notified so the IACS record may be appropriately
updated.


