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IMPORTANT INFORMATIVE STATEMENTS  
  
This project, PSTP-03-427BIOM Real-time Identification Systems Using Mobile Hand-held 
Devices, was supported by the Canadian Safety and Security Program (CSSP) which is led by 
Defence Research and Development Canada’s Centre for Security Science, in partnership with 
Public Safety Canada. artners in the project include
International Biometric Group-Canada, 3M Cogent, DFAIT, OPC, IPC Ontario, DRDC-Toronto,

RDC-Ottawa, Transport Canada, Reboot Communications
The CSSP is a federally-funded program to strengthen Canada’s ability to 
anticipate, prevent/mitigate, prepare for, respond to, and recover from natural disasters, serious 
accidents, crime and terrorism through the convergence of science and technology with policy, 
operations and intelligence  
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Three reports are published on this study: 
REAL-TIME IDENTIFICATION SYSTEM USING MOBILE HAND-HELD DEVICES: FINAL 
REPORT 
 
REAL-TIME IDENTIFICATION SYSTEM USING MOBILE HAND-HELD DEVICES: MOBILE 
BIOMETRICS EVALUATION FRAMEWORK 
 
REAL-TIME IDENTIFICATION USING MOBILE HAND-HELD DEVICE: PROOF OF CONCEPT 
SYSTEM TEST REPORT 
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1 INTRODUCTION:  
 
The purpose of the Real-time Identification System (RTID) using Mobile Hand-held Devices 
(HHD) study is to address the Science and Technology-level interest in biometric 
performance measurement through field trials, development, evaluation, and transition 
recommendations, providing an enduring mobile biometric evaluation capability and 
direction.  
 
The objectives of the study is to identify Privacy, Policy issues and use cases for HHD 
identification, to evaluate the technology baseline and pilot a representative device with an 
operational RTID system.  
 
The project is to develop a pilot system by integrating a representative multi-modal device, 
the 3M Cogent Fusion Hand-held Mobile device with the existing RCMP RTID TEST 
Environment and Automated Fingerprint Identification System (AFIS) to explore real-time, 
hand-held identification 

 
As part of the study team, 3M Cogent is RCMP validated to send CAR-N transactions to the 
RCMP's RTID and AFIS in accordance with the adoption of NIST compliant ICD. The 
multi-modal HHD can wirelessly transmit biometric data in EBTS format, using WiFi 
802.11b/g, GSM, GPRS, or EDGE. 3M-Cogent will modify and integrate the HHD to 
communicate, IP through the existing bridge server, with the RCMP NNS Test Environment 
for the RTID and AFIS in accordance with the partial RCMP-NPS NIST ICD v 1.7.7 E2 
standard.  
 
The RCMP will identify operationally relevant scenarios enabled by the device's Finger, 
(Photo and Iris not being used in this study) collection capabilities and ability to perform on-
board matching and submissions against the AFIS. Because the handheld system will only 
support searches without retention, the RCMP will ensure that test data exists within the 
RTID test deployment to support the evaluation and the proper handling of the specified 
transactions by the RTID test system. The RCMP will validate the electronic submissions 
and its correct handling by the RCMP NNS - Test environment.   
 
IBG will utilize the evaluation framework to scientifically evaluate the Proof-of-Concept 
system, with inputs from the RCMP, DRDC-Toronto, DRDC-Ottawa, Transport Canada and 
DFAIT on relevance and performance with respect to their needs, providing the foundation 
for the Strategic Advisory Note.  
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2 CAR-N TEST CASES: 
 

2.1 BACKGROUND 
 
The intent of executing the selected CAR-N test cases is to connect to the RCMP NPS-
NIST TEST SERVER environment and execute a number of formal criminal ten print 
transactions using the HHD.   
 
The purpose of this process is to; 
 

 Establish network connectivity to the RCMP NPS-NIST Server test environment; 
 Validate that the HHD NIST Server application software and hardware can successfully 

process PARTIALLY a select number of NPS-NIST-ICD v1.7.7 Rev. E2 dated July 30, 
2010 transactions, namely; 

 HHD generated CARN transactions 
 Complete NPS-NIST-compliant transactions for transmission to the RCMP and receive 

various electronic results. 
 

The CAR-N Vendor Certification test suite was used to select a subset of test cases for 
this evaluation (Note: the same five test cases were used for the WIFI and 3G testing).  
 
The five test cases selected consisted of a CAR-N; Basic test, Notification of the Death of 
a Known Offender, Missing Fingerprint,  Authorization to search a Young Offender 
taken with informed consent creating an ERRT and a Positive Hit to a Criminal.  
 
During the testing process if inconsistencies to the ICD were found these errors were 
corrected. 
 
This testing was not for the purpose of certifying the HHD.  
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2.2 TEST CASE DETAILS FOR CAR-N BASIC (WIFI): 
 
The following details the CAR-N Basic Test Case using WIFI including screen prints of 
the test results. 
 
 
 

Test Case Name CERT#1-CAR-N-BASIC (WIFI) 

Test Scenario Submission used to request, under the appropriate authority, a search of a person’s 
fingerprints against the RCMP National AFIS database.    
This is a basic transaction. 
 

Test Overview Authority for Canadian Search Reason =  
IDENTIFICATION OF CRIMINALS ACT – FOR IDENTIFICATION PURPOSES 
 
PRIORITY = 1 
 
If at any time during the submission of test cases the fingerprints being used invoke a 
quality assessment and require a Quality Override Reason to be generated, enter a 
reason even if not specified in the test case description. 
 
FINGERPRINTS: The tester will create Type-4 records by enrolling a full set of 10 
fingerprints. 
 
MISSING FINGERPRINTS: The following fingerprints will be missing and reasons; 
 

 Finger 11 (Plain Right thump) = physical limitation  
 Finger 12 (Plain Left thump)   = physical limitation  
 Finger 13  (Plain Right 4 fingers)  = physical limitation  
 Finger 14  (Plain Left 4 fingers)  = physical limitation  

 
PALMS: No Palms (Type-15 records) are required. 
 

Test Instructions 1. Enter the data at the Mobile Id Hand Held Fusion device exactly as identified 
in the attached Data Input table.  

2. Should the input data trigger subsequent mandatory tags, it is the 
responsibility of the tester to populate these fields. 

3. Complete the fingerprint enrollment (Type-4 records fingers 1-10). For plains 
(Type-4 records fingers 11-14) enter the missing fingerprint reason of 
physical limitation. 

4. Submit the transaction. 
 

Expected Result 1. Transaction is received, validated and accepted by the NPS NIST Server. 
2. Transaction contains record types 1, 2, 4(10).   
3. ACKT and Negative SRE are returned to the contributor 
 

Additional 
Requirements 

1. C-216 Fingerprint Form is printed and evaluated.   
2. Screen shot of the Negative SRE. 
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Type-2: DATA INPUT 
CERT#1-CAR-N-BASIC 

 
Tag Name Tag Content 

Fingerprint Section Number  
Address  

Apt/Unit# - Street#/Name  
City  
Province/State   
Postal Code/Zip Code  
Country   

Occupation & Employer Name  
Contributor Individual Reference Number  
Primary Name   

Surname SMITH-JONES 
Given Name 1 CERT #1 
Given Name 2  
Given Name 3  
Given Name 4  

Sex   <MALE> 
Hair Colour  
Eye Colour   
Height  
Weight  
Race Descent  
Place of Birth  
Response to Agency Identifier  
Complexion  
Marks, Scars, Tattoos   

Mark/Scar/Tattoo   
Body Location   
Description  

Other Names/Alias   
Surname  
Given Name 1  
Given Name 2  
Given Name 3  
Given Name 4  

Narrative Message  
FBI Search Request  
US States to Search  

State   
State File Number  

City of Birth  
Port of Entry  
Date of Entry  
Refugee File Number  
CBSA/CIC Office Number  
Field Operational Support System Number  
International Search Request  
International Countries to Search  

Country   
File Number  

Fingerprint Quality Override  
Finger Number  
Reason   
Description  

Foreign Search Reason  
Authority for Canadian Search Reason < IDENTIFICATION OF CRIMINALS ACT 

– FOR IDENTIFICATION PURPOSES> 
FBI File Number  
Date of Birth 19600823 
Missing Fingerprint Reason  
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Type-2: DATA INPUT 
CERT#1-CAR-N-BASIC 

 
Tag Name Tag Content 

Finger Position  11 <plain right thumb> 
12 <plain left thumb> 
13 <plain right 4 fingers> 
14 <plain left 4 fingers> 

Missing Fingerprint Reason  <Physical Limitation> for all 
Investigator Contact Information  

Investigator Name  
Investigating Agency Name  
Investigating Section Name  
Contact Telephone Number  
Contact Fax Number  
Contact Mailing Address  
Contact Email Address  

Contributor Case/File number  
Name of Person Responsible for Transaction MINI MIZER 
Country of Birth   
Race Description   
Name of official taking fingerprints PAUL DUPONT 
Fingerprints Capture Location OTTAWA 

 

 
 
 

Summary of Results: 

 
This was a basic CAR-N test using minimal mandatory data transmitted via WIFI.  

The RTID activity list shows that the transaction was successfully processed through RTID to 
normal completion.  

The NIST packet view shows that the fingerprints were captured and the Type-1, 2 and 4 records 
were created correctly.   

The Type-1, Type-2 and Type -4 screen prints show the detailed data elements and values 
captured for this test.  

The C-216 printed correctly. 
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RTID Activity list: 
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NIST Packet View: 
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Type-1: Screen 2 

 
 
 
Type-2: Screen 1 
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Type-2: Screen 2 

 
 
 
Type-4: Right Thumb 
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Type-4: Left index 

 
 
 
 
 

2.3 SAMPLE HHD SCREEN SHOTS FROM TEST CASE # 10 CAR-N POSITIVE HIT TO A 
CRIMINAL USING 3G 

 

The following screen shot from the HHD shows the Hit to a Criminal displaying the TCN 
and DCN. 
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The following screen shot from the HHD shows the Hit to a Criminal displaying the First and 
Last names and the TCN. 
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3 SUMMARY OF FINDINGS: 
 

All of the objectives identified for the pilot of the HHD, interfacing with the RCMP 
RTID Test environment and AFIS systems, were successfully met. The results of running 
5 CARN test cases using WIFI and 5 CARN test cases using 3G successfully 
demonstrated the ability of the HHD to; establish network connectivity, process selected 
CARN test transactions to the RCMP NPS-NIST Server test environment and complete 
NPS-NIST compliant transactions for transmission to the RCMP and to receive various 
electronic results.   
 
There were a few startup problems which were resolved.  One known issue was that the 
HHD could not capture plain right and left thumbs (record types 11 and 12) and plain 
right and left four fingers (record types 13 and 14). The current RTID system is expecting 
to process transactions created by a Cardscan or Livescan which capture and submit these 
record types (plains).  A work around for this problem was that the HHD was hardcoded 
to create the required plains (record types 11, 12, 13 and 14) with a missing reason of 
physical limitation.  This allowed the transaction to be processed correctly through the 
RTID system. 

Due to the small screen on the HHD for capturing fingerprints the HLL and VLL were 
both 500.  On the Livescan the HLL is 800 and the VLL is 750.  

The electronic and printed C216 fingerprints were examined by a RCMP fingerprint 
analyst and were acceptable. 
 
One problem identified during the WIFI testing was that the transaction priority field was 
a fixed field.  A change was made so that the field defaulted to a value of 4 (same as the 
Livescan) and could also be changed to any valid numeric field value.  
 
The 3G test cases identified that the transmission of transactions were slower when 
sent/received from the RCMP National Police Services building than when submitted 
from other locations. Degradation of the network coverage within the RCMP building 
may have been caused by the structure of the buildings (multiple floors, cement) 
therefore, interfering with the network transmissions from the HHD to the RCMP server 
and back. 
 
It was observed during 3G testing that the SRE and ERRT messages sent to the HHD 
displayed as a numeric value. It was recommended, and a fix made, to display the actual 
SRE and ERRT messages sent to the HHD from RTID.  

 
   



                                                                                                                                    

 

 
 
 
 


