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1

INTRODUCTION:

The purpose of the Real-time Identification System (RTID) using Mobile Hand-held Devices
(HHD) study is to address the Science and Technology-level interest in biometric
performance measurement through field trials, development, evaluation, and transition
recommendations, providing an enduring mobile biometric evaluation capability and
direction.

The objectives of the study is to identify Privacy, Policy issues and use cases for HHD
identification, to evaluate the technology baseline and pilot a representative device with an
operational RTID system.

The project is to develop a pilot system by integrating a representative multi-modal device,
the 3M Cogent Fusion Hand-held Mobile device with the existing RCMP RTID TEST
Environment and Automated Fingerprint Identification System (AFIS) to explore real-time,
hand-held identification

As part of the study team, 3M Cogent is RCMP validated to send CAR-N transactions to the
RCMP's RTID and AFIS in accordance with the adoption of NIST compliant ICD. The
multi-modal HHD can wirelessly transmit biometric data in EBTS format, using WiFi
802.11b/g, GSM, GPRS, or EDGE. 3M-Cogent will modify and integrate the HHD to
communicate, IP through the existing bridge server, with the RCMP NNS Test Environment
for the RTID and AFIS in accordance with the partial RCMP-NPS NIST ICD v 1.7.7 E2
standard.

The RCMP will identify operationally relevant scenarios enabled by the device's Finger,
(Photo and Iris not being used in this study) collection capabilities and ability to perform on-
board matching and submissions against the AFIS. Because the handheld system will only
support searches without retention, the RCMP will ensure that test data exists within the
RTID test deployment to support the evaluation and the proper handling of the specified
transactions by the RTID test system. The RCMP will validate the electronic submissions
and its correct handling by the RCMP NNS - Test environment.

IBG will utilize the evaluation framework to scientifically evaluate the Proof-of-Concept
system, with inputs from the RCMP, DRDC-Toronto, DRDC-Ottawa, Transport Canada and
DFAIT on relevance and performance with respect to their needs, providing the foundation
for the Strategic Advisory Note.
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2 CAR-N TEST CASES:

2.1 BACKGROUND

The intent of executing the selected CAR-N test cases is to connect to the RCMP NPS-
NIST TEST SERVER environment and execute a number of formal criminal ten print
transactions using the HHD.

The purpose of this process is to;

e Establish network connectivity to the RCMP NPS-NIST Server test environment;

e Validate that the HHD NIST Server application software and hardware can successfully
process PARTIALLY a select number of NPS-NIST-ICD v1.7.7 Rev. E2 dated July 30,
2010 transactions, namely;

» HHD generated CARN transactions

e Complete NPS-NIST-compliant transactions for transmission to the RCMP and receive

various electronic results.

The CAR-N Vendor Certification test suite was used to select a subset of test cases for
this evaluation (Note: the same five test cases were used for the WIFI and 3G testing).

The five test cases selected consisted of a CAR-N; Basic test, Notification of the Death of
a Known Offender, Missing Fingerprint, Authorization to search a Young Offender

taken with informed consent creating an ERRT and a Positive Hit to a Criminal.

During the testing process if inconsistencies to the ICD were found these errors were
corrected.

This testing was not for the purpose of certifying the HHD.
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2.2 TEST CASE DETAILS FOR CAR-N BASIC (WIFI):

The following details the CAR-N Basic Test Case using WIFI including screen prints of
the test results.

Test Case Name | CERT#1-CAR-N-BASIC (WIFI)

Test Scenario Submission used to request, under the appropriate authority, a search of a person’s
fingerprints against the RCMP National AFIS database.
This is a basic transaction.

Test Overview Authority for Canadian Search Reason =
IDENTIFICATION OF CRIMINALS ACT — FOR IDENTIFICATION PURPOSES

PRIORITY =1

If at any time during the submission of test cases the fingerprints being used invoke a
quality assessment and require a Quality Override Reason to be generated, enter a
reason even if not specified in the test case description.

FINGERPRINTS: The tester will create Type-4 records by enrolling a full set of 10
fingerprints.

MISSING FINGERPRINTS: The following fingerprints will be missing and reasons;

Finger 11 (Plain Right thump) = physical limitation
Finger 12 (Plain Left thump) = physical limitation
Finger 13 (Plain Right 4 fingers) = physical limitation
Finger 14 (Plain Left 4 fingers) = physical limitation

YVVY

PALMS: No Palms (Type-15 records) are required.

Test Instructions 1. Enter the data at the Mobile Id Hand Held Fusion device exactly as identified
in the attached Data Input table.

2. Should the input data trigger subsequent mandatory tags, it is the
responsibility of the tester to populate these fields.

3. Complete the fingerprint enrollment (Type-4 records fingers 1-10). For plains
(Type-4 records fingers 11-14) enter the missing fingerprint reason of
physical limitation.

4. Submit the transaction.

Expected Result 1. Transaction is received, validated and accepted by the NPS NIST Server.
2. Transaction contains record types 1, 2, 4(10).
3. ACKT and Negative SRE are returned to the contributor

Additional 1. C-216 Fingerprint Form is printed and evaluated.

Requirements 2. Screen shot of the Negative SRE.
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Type-2: DATA INPUT
CERT#1-CAR-N-BASIC

Tag Name Tag Content

Fingerprint Section Number

Address

Apt/Unit# - Street#/Name
City

Province/State

Postal Code/Zip Code

Country

Occupation & Employer Name

Contributor Individual Reference Number

Primary Name
Surname SMITH-JONES
Given Name 1 CERT #1

Given Name 2

Given Name 3

Given Name 4

Sex <MALE>

Hair Colour

Eye Colour

Height

Weight

Race Descent

Place of Birth

Response to Agency Identifier

Complexion

Marks, Scars, Tattoos

Mark/Scar/Tattoo

Body Location

Description

Other Names/Alias

Surname

Given Name 1

Given Name 2

Given Name 3

Given Name 4

Narrative Message

FBI Search Request

US States to Search

State

State File Number

City of Birth

Port of Entry

Date of Entry

Refugee File Number

CBSA/CIC Office Number

Field Operational Support System Number

International Search Request

International Countries to Search

Country

File Number

Fingerprint Quality Override

Finger Number

Reason

Description

Foreign Search Reason

Authority for Canadian Search Reason < IDENTIFICATION OF CRIMINALS ACT
— FOR IDENTIFICATION PURPOSES>

FBI File Number

Date of Birth 19600823

Missing Fingerprint Reason
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Type-2: DATA INPUT
CERT#1-CAR-N-BASIC

Tag Name Tag Content
Finger Position 11 <plain right thumb>
12 <plain left thumb>
13 <plain right 4 fingers>
14 <plain left 4 fingers>
Missing Fingerprint Reason <Physical Limitation> for all

Investigator Contact Information
Investigator Name
Investigating Agency Name
Investigating Section Name
Contact Telephone Number
Contact Fax Number
Contact Mailing Address
Contact Email Address

Contributor Case/File number

Name of Person Responsible for Transaction MINI MIZER
Country of Birth

Race Description

Name of official taking fingerprints PAUL DUPONT
Fingerprints Capture Location OTTAWA

Summary of Results:

This was a basic CAR-N test using minimal mandatory data transmitted via WIFI.

The RTID activity list shows that the transaction was successfully processed through RTID to
normal completion.

The NIST packet view shows that the fingerprints were captured and the Type-1, 2 and 4 records
were created correctly.

The Type-1, Type-2 and Type -4 screen prints show the detailed data elements and values
captured for this test.

The C-216 printed correctly.
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RTID Activity list:

Submission 6113 - CAR- N

Logout
DCN 11201106106190015104 / TCN 0610619005015
Main Status: Completed Submission Search
FBI Status:
RNSC Status:
Priority: 1 External ICD Version: 177 System Table Version: 001
Details Int'l Search Activities Status History Errars Tasks

View Process

Activities

Automated Ten Print QC TPREI AFIS 2012-01-11 10 2012-01-11 10:40:38
Ten Print Search TEREI AFIS 2012-01-11 10: 2012-01-11 10:40:55 1 System declared hit(s) 200000030253
Automated Certification TPREI AFIS 2012-01-11 10:40:55 2012-01-11 10:41:00 999999939 Ident to: Criminal 200000090253
Received CAR NNS 2012-01-11 10:40:57 2012-01-11 10:40:57 Passad
High Level validation CAR NNS 2012-01-11 10:40:58 2012-01-11 10:40:58 Passed
ICD Validation CAR NS 2012-01-11 10:40:58 2012-01-11 Passed
Image Validation CAR NS 2012-01-11 10:40:58 2012-01-11 Passed
Business Exception Processing CAR s 2012-01-11 10:40:58 2012-01-11 No Exception
Transformaticon CARL NS 2012-01-11 10:41:00 2012-01-11 From: CAR To: CARI
Reverss Ssarch TPULL AFIS, NNS 2012-01-11 10:41:01 2012-01-11 Result: Non-Ident
Querying QCHI gz;r:fh NNS, CPIC 2012-01-11 10:41:05 2012-01-11 Respondents
Querying Refuges Name Search 2:!:3. NCNI 2012-01-11 10:41:19 2012-01-11 10:41:18 Respondents
Send to AFIS TPRI AFIS, NNS 2012-01-11 10:41:30 2012-01-11 10:41:30
Ten Print QC Received TPQCI AFIS 2012-01-11 10:41:49 2012-01-11 10:41:45 Passed
Crested and Archived ACKT NNS 2012-01-11 10:41:49 2012-01-11 10:41:49
Sent ACKT NS 2012-01-11 10:41:49 2012-01-11 10:41:45
Process AFIS Response TBREI AFIS, NS 2012-01-11 10:42:04 2012-01-11 10:42:04 Ident
Send M 5C to CPIC gs;f:h s 2012-01-11 10:42:07 2012-01-11 10:42:07
Information Fetch CPIC Information E:a[r_lh CPIC 2012-01-11 10:42:10 2012-01-11 10:42:10 File Number Fetched: 200000090253
CRIFI
Information Fetch ADS Flags e NNS, ADS 2012-01-11 10:42:10 2012-01-11 10:42:10 File Number Fetched:200000090253
Send to Subsystem (240] FOLI NNS, CREMMS 2012-01-11 10:42:11 2012-01-11
No Reverse Search Candidates (242) STI AFIS 2012-01-11 10:42:17 2012-01-11
Received FOLRI NNS, CREMMS 2012-01-11 10:43:00 2012-01-11
Information Fetch Folio Docket :':a[:h NNS, CREMMS 2012-01-11 10:43:02 2012-01-11 10:43:02 File Number Fetched: 200000090253
CRIFI
CRIFI Complated e NS 2012-01-11 10:43:03 2012-01-11 10:43:03
Created and Archived LABL NS 2012-01-11 10:43:07 2012-01-11 10:43:07
= B s e T DOC_ID: 11201100112101001308 Start
Log DOC ID event LREI NNS, CREMMS 2012-01-11 10:43:07 2012-01-11 10:43:07 Tracking: 200000050233 2
Received ACKI NCNI/CREMMS 2012-01-11 10:43:11 2012-01-11 10:43:11 In Response To: LABI
Generating/Populzting Criminal Print Queus CARI NS 2012-01-11 10:43:20 2012-01-11 CZ16 - CAR N, Urgent Add Shest
Ready for Printing CARL NS 2012-01-11 10:43:41 2012-01-11
Created =nd Archived SREI NS 2012-01-11 10:43:42 2012-01-11
Release Rule Type: 2 SRE Response Type:
Prepare SREI (172) SREI s 2012-01-11 10:43:42 2012-01-11 10:43:42 POSITIVE - CRIMINAL RECORD INQUIRY -
HIT TO CRIMINAL ONLY
Transformation SRE NS 2012-01-11 10:43:42 2012-01-11 10:43:42 Frem: SREL To: SRE
Created and Archived SRE NS 2012-01-11 10:43:42 2012-01-11 10:43:42
Sent SRE NNS 2012-01-11 10:43:46 2012-01-11 10:43:46 Destination Agency:ON10613
: : ol e L o Product Type: C216 - CAR N, Urgent Add
Criminal Forms Printed CARL NS 2012-01-11 11:16:18 2012-01-11 11:16:18 TO0OOD04S Phet VRSt el
Comgletion OF S= CARL NS 2012-01-11 11:16:19 2012-01-11 11:16:18
Brint Duplicate 2012-01-13 14:52:52 2012-01-13 14:52:53 TO0D0D045 C216 - CAR N
Print Duplicate 2012-01-13 14:53:13 2012-01-13 14:53:13 TO0DD0045 C216 - CAR N

v1.2.1.515
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NIST Packet View:

Type a question for help

Record Type 1
= Type 1
Field: 1- T1_LEN_1
Field: 2 - T1_VER
- Field: 3- TL_CNT
- Field: 4 - TL_TOT
- Field: 5 - TL_DAT
Field: 6 - TL_PRY
- Field: 7- T1_DAIL
— Field: 8- T1_ORL
— Field: 9- T1_TCH
- Field: 11 - T1_NSR
- Feld: 12- T1_NTR.
Record Type 2
= Type 2 - IDCIO
Field: 1- T2_LEN
- Field: 2 T2_IDC
- Field: 67 - T2_IMA
- Field: 800
- Field: B06
- Field: 807
- Field: 810
— Field: 811
— Field: 819
- Field: 896
- Field: 005
- Field: 8022
- Field: 8038
- Field: 8084
- Field: 8910
Field: 8911
- Field: 8931
Field: 6338
Field: 6939
Record Type 3
Record Type 4
=-Type 4 -IDC:1
© o~ Feld: 1- T4_LEN
 Feld: 2- T4_IDC
- Field: 3 - T4_IMP
Field: 4 - T4_FGP
- Field: 5- T4_I5R
- Field: 6 T4_HLL
- Field: 7- TA_YLL
- Field: 8- T4_GCA
Field: 9 - T4_DAT

* Test Case 1 NIST ¥i
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Type-1: Screen 2

Type: Criminal Record Inguiry Submission
TCN- 0610619005015

NIST Packet File: . JINT-MAIN Tiin Service/D_0/6113/192.168.18.209--3bbcc561.134c9a9d264.-THf6.nist
#*
i identfier | Fizld Number | Occurrence | Fiskd Name | Wale | Conation | Character Type | |4
= Tvoe
— s T Infereation fem 1 4 C L]
g:ﬁ:: : E;;; 7 Infenmation fem 2 0 " H
e 210031 8 Infarration fem 1 s c H
[ Type £ [DC:2] 8 Wfarsation nem 2 0% 1] N
EType 4 [DCS] ] Intareation Mem 1 1 c ]
EType 2 10CE] g Iteration fem 2 07 " ]
ElType 4 [DET] 10 Fiteregtion Rtem 1 4 & !
EJType 210851 10 Intoreation fem 2 o " N
B Type 2 10:5] n nfermation hem | : c
Bl Tyme 4 [ 10 n Infermation fem 2 0 " %
iz Infer=ation Rem 1 4 c
iz Infermation Rem 2 10 ) N
gmoT 1.004 Type of Transaction C&R )
B0aT 1.00% Transaclion Date 2nzmm L} [
@FAY 1008 Transaction Priarty Priarity 1 (1) [T} W
@oal 1.007 Destnabion Agency Benlifier IC1B550 L} AN
o 1.008 Originaling Agéncy dastiier ON1DB1S " AN
BTCH 1.008 Transaction Contrel Humber DE1DE18005015 L} N
@NSR 1.011 Mative Scanning Resolution 18.69 L} L
ENTR 1.012 Hominal Transmitting Reselution 18.69 ) N w
< il > =
| Image Freview *
walidation Meseages | Inage Canousel -

Type-2: Screen 1

oy il v 8] htip:/facpic-s937 romp-gro.ge.ca 585 1LRTID_WPS_NistSererivieb, SubmissionConsoledeplayiisiPacketviewer dofid=33295 | || *r| & |
i 4 ERCMP Nist Packet Viewer [ i fGrHome - ED Fesch = Prine - |
5T Packet Viewer
Type: Criminal Record Inquiry Submission
TCM: 0610619005015
MIST Packet File: . /INT-MAINT/In Service/D_0/6113/192.168.18.209--3bbccb61.134c9a9d 264 -THf6.nist
“
laostie I less Tl s T L | Charae Tyre T I
2.001 Logical Recond Length 250 H
2.002 Image Designabion Character oo M ]
2.067 Image Captere Equipment =}
1 Orginating Fingerprint Reading Syste.. | 3MCOGENT m ANS
1 Qrginating Fingerprint Reading Sy FUSIONDZ M AN
1 arginating Fingerprint Reaging Syste.. | LO1 ] ANS
GOSN Ze00 Decument Conbrel Humger 112011051 06190015102 " H
SNANE 2.806 Primary Hame M
1 Sumame: SWTH-JONES M =
2 1 Ghven Name 1 CERT NQ, ORE M A
T sex  z.eo7 Sex Iale (M) M &
SHGT 2.8 Haight ] [+ H
SveaT 2.8m Vésght o 4 N
BLGF 2.81% Language Flag Engish (E) M A
aacs 2.85¢ Autherity for Canadian Search ientificabion Of Criminats Act - Fer Kentificabon Purposes (1) M H
SRET 2.8005 Retenticn Code Ne (N) M A
S008 28022 Date of Birth 15500823 M o
S0P 2.8038 Date Fingerprinted 201z M (v]
GVFR 28082 Missng Fingerprint Reason =]
1 Finger Poation Code Flain night thuma (11) (] N P
< = [
| 1mage Prevew 2
“alidation Messages | Images Canousel =
%J Local infranet & 100% ¢
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Type-2: Screen 2

=~ RCMP Nist Packet Viewer - RCMP-GRC

File Edit View Favories Tools Haelp
Gy B hip:ifacpic-s037 romp-gre.ge ca: SBSLRTID_MNPS_NistServerMeb/SubmissionConsole/displaniisiPacketyiower dofid=58205 |~ |4 K
W S @ RCMP Mist Packet Viewer i frHome - ED Feech = Frint -
Type: Criminal Record Inquiry Submission
TCN 0610619005015
MIST Packet File: _MINT-MAIN T/Iin Service/D_0/6113/192.168.18.209--3bbccb561.134c9a9d 264 - TG nist
“
deniifier | Fieid Number | Occurrence | Field Kame Ve Condtion | Character Type | |
[0e:17 @wsT 281 Visight [ C H
o
A Type s [DC2] GLGF 2819 Language Flag Englizh (E) M A
= Type & [DC:3] GAcs 2856 Autherity for Canadian Search Kgenlification Of Criminals et - For Isenlification Purseass (1) M H
[ Type & [IDC:2 ] GQRET 28005 Retanticn Code M (M) M Y
B Type & [DCS] G0oE 2a022 Date of Birth 15500223 M d
3 Yee 4 [IDCF ] @0PR 2.8035 Date Fingerprinted 20120111 M o
[ Type & [IDC:T ] GMFR 28084 Mizzing Fngerarnt Asssen s}
f—"_;_"'-"-"‘ ['“':' 1 Fingsr Postien Case Prain ight Bums (1) " N
2[IDC
g_ﬁ: i }:'c wl_ 1 Migging Fingerarint Aesson Code Frygical Limitalions (FL) M A
L o ¥ 2 Finger Postion Code Fiain lefl tharmis {12) M ]
z Migsng Fingerarinl Asasen Code Physical Limitations (PL M i
2 Finger Pasiion Cade Plain right fewr fingers (13) M N
3 Migzng Fingerarinl A=ason Code Physical Limitalions (PL} M s
4 Finger Position Code Fiain lefl four Tingers (14) M ]
4 Migzing Fingerarint A=ason Code Physical Limidations (PL) M A
@V 2.8510 External ICD Version Rumder w7 M H
s 28811 Syaten Table Versan Humser ool M H
@NFT 2.8531 Hame of Pergon Responaible for Tran... | WMNIMEER M
GNOTF 2.8938 Name of Official Taking Fingerprints PaUL DUPOKT M
G@FIcL 28538 Fingerprinis Cagdure Lecaiion OTT AW, M -
< >
image Freview &
walidation Messages § Image Canousal %
H'Lntal Inranet oo ¢

Type-4: Right Thumb

RCMP MNist Packet Yiewer

RCMP-GRC

File Edit Wisw

e o

ETyre ¢ [IDC2]
E ¥

= Tvee & [IDCE]

) Typ= 4 [
B Tye= 4 [IDC:1D ]

Favorites

8 RCMP Mist Packat Vieveer

Walidation Messages f Imags Canoussl

Tools

Help

i Horme

o =8 hbpsdfacpic-s93T Formp-gre gt ca s SES 1R TID _MPS_NistServerebySubmissionConsole displagtisiPacketiewer dotal=58295  ~ [+ | X

- B Fe=ds sl Pring

T Packet Viewer

Field Number | Qccurrence

Type Criminal Record Inquiry Submission
TCH: 0610619005015
MIST Facket File: __fINT-MAINT/In Service/D_0/6113/192 168.18 209--3bbccE61.134c8a8d 2564 -7Tif6_nist

Frala Name
Logical Record Length
Image Designation Character
Imgression Type

Finger Mumber

Image Scanang Resokition
Hernzentas Ling Lengn

Werlical Ling Length
Grayacals Somgresson Slgarthm

image Data

Vake

ETEE

1

Livescan Plain (0}

Rigt thum (1}

enimum Scanning Resouncn (03
s00

200

WISG (1)

21328

Condiion

Charncter Type

D@ m oo m@mm

wal

4 ||s

Done

% Local inersnet

B 100% -
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Type-4: Left index

<~ RCMP Mist Packet Viewer - RCMP-GRC

File  Edit iew  Favorites ool Help
el ey v €] htip:/facpic-s837 romp-gre.ge.ca:5B51RTID_MPS_NistServeriveb/SubmissionConsolefdisplagiisiPacketyiewer do?id=58295 |w [+ & | |Soogle ' P
— : - - »
W 2 | ERoMP Mt Packet Viewer [ i frHome - E)Fesc: () - kP - [SrrPage - £ Toak -
= ’NIST Packet Viewer
Type: Criminal Record Inquiry Submission
TCH: 0610619005015
MIST Packet File: . /INT-MAINT/In Service/D_0/6113/192.168.18.209--3bbccb61.134c9a9d264.- 76 nist
Recorcs 4
Ezﬂe 1 Wentifier | Fieit Number | Qceurrence | Fioks Name. | vae | Candtion | Chamcter Type | Val
%l;’: 2 forry GLENTS 001 Logical Recend Lengin 24218 [ 5 ¥
';;Ty;e . “_,,;2 | QICT2 4002 \mage Designabon Characer 7 " 5 v
B Tyee 4 (0631 ST L0032 Imgresaion Type Livescan Plain {0} M B L
QFGPT: 4004 Finger Number Left ndex (7) M -] L
GISRTS A005 Image Scanning Resclution Nnimym Scanning Resclution (0) M B L4
BHLLT: 4006 Harizuntal Ling Length S0 M B ¥
GVLLT: 2007 “ertizal Ling Length 500 ] 5 ¥
A Ty £ (D08 ] QCGATS 2008 Grayscale Compression Algortnm wSE (1) ] 8 ¥
gi"’“ Y “fi ?D| ] BOATTS 4009 Image Data 24395 " e ¥
Tygs & [IDE10] I
el x|
Image Preview ¥
walkdation Messages | Image Canouss] =
% Local infranet ®100% -

2.3 SAMPLE HHD SCREEN SHOTS FROM TEST CASE # 10 CAR-N POSITIVE HIT TO A
CRIMINAL USING 3G

The following screen shot from the HHD shows the Hit to a Criminal displaying the TCN
and DCN.
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Transactions
Total: 14 Queue: Running

[+]

HIT
N 7012-03-19 N PHOTO WO PHOTO
14:01:47 i

Above is the
response for
CERT#10
TCN:061061908101
0
DCN:112079061061 —
98010105 -

15

The following screen shot from the HHD shows the Hit to a Criminal displaying the First and
Last names and the TCN.

First: CERT TEN
Last: TWAIN

TCN —
DCN £
Priority
Surname
0610619081010

(]

‘ View

Back |

= O E P ey BB 10:13

PSTP 03-247BIOM Page 13 of 14



3 SUMMARY OF FINDINGS:

All of the objectives identified for the pilot of the HHD, interfacing with the RCMP
RTID Test environment and AFIS systems, were successfully met. The results of running
5 CARN test cases using WIFI and 5 CARN test cases using 3G successfully
demonstrated the ability of the HHD to; establish network connectivity, process selected
CARN test transactions to the RCMP NPS-NIST Server test environment and complete
NPS-NIST compliant transactions for transmission to the RCMP and to receive various
electronic results.

There were a few startup problems which were resolved. One known issue was that the
HHD could not capture plain right and left thumbs (record types 11 and 12) and plain
right and left four fingers (record types 13 and 14). The current RTID system is expecting
to process transactions created by a Cardscan or Livescan which capture and submit these
record types (plains). A work around for this problem was that the HHD was hardcoded
to create the required plains (record types 11, 12, 13 and 14) with a missing reason of
physical limitation. This allowed the transaction to be processed correctly through the
RTID system.

Due to the small screen on the HHD for capturing fingerprints the HLL and VLL were
both 500. On the Livescan the HLL is 800 and the VLL is 750.

The electronic and printed C216 fingerprints were examined by a RCMP fingerprint
analyst and were acceptable.

One problem identified during the WIFI testing was that the transaction priority field was
a fixed field. A change was made so that the field defaulted to a value of 4 (same as the
Livescan) and could also be changed to any valid numeric field value.

The 3G test cases identified that the transmission of transactions were slower when
sent/received from the RCMP National Police Services building than when submitted
from other locations. Degradation of the network coverage within the RCMP building
may have been caused by the structure of the buildings (multiple floors, cement)
therefore, interfering with the network transmissions from the HHD to the RCMP server
and back.

It was observed during 3G testing that the SRE and ERRT messages sent to the HHD
displayed as a numeric value. It was recommended, and a fix made, to display the actual
SRE and ERRT messages sent to the HHD from RTID.
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