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Abstract

The aim of this Technical Note is to provide an overview of the automated All Hazards
Risk Assessment (AHRA) application and Capability Assessment Management System
(CAMYS).

Resumé

Le but de cette note technique est de fournir un apergu du system de gestion de
I’Evaluation Tous Risques (SG-ETR) et du systéme de gestion de 1'Evaluation des
capacités (SG-EC).
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1 Introduction

On October 31st 2013, the Risk & Capability Integration (RACI) Section hosted a technology
demonstration (TD) at DRDC CSS. The purpose of the TD was to enable risk and capability
assessment discussions by showcasing the tools and methods that have been developed as part of
the DRDC CSS All-Hazards Risk Assessment (AHRA) Transition Targeted Investment (TI)
project. Participants and observers included members from the Public Health Agency of Canada,
Public Safety Canada, the Privy Council Office, the Royal Canadian Mounted Police, Heritage
Canada as well as DRDC CSS Portfolio Managers. The aim of this Technical Note is to provide
an overview of the automated All Hazards Risk Assessment (AHRA) application and Capability
Assessment Management System (CAMS).

DRDC CSS TN 2013-031 1



2 All Hazards Risk Assessment

The federal All Hazards Risk Assessment (AHRA) tool prototype was created to help users
define and score potential hazards or threats across different categories of impacts, and determine
the likelihood of the event occurring within a five year timeframe. The tool is built as a user-
friendly Excel program with step-by-step prompts.

The AHRA tool considers impacts to the following categories: People, Economy, Environment,
Territorial Security, Canada’s Reputation & Influence, Society & Psycho-Social and Critical
Infrastructure, as described in the AHRA Methodology Guidelines." Each Impact Category
includes the option(s) to define your Confidence Level for the inputs as well as any justification
you may wish to include. For ease of navigation between pages, links are provided at the bottom
of each page.

The original version of the AHRA Scenario Scoring Tool was provided as a standalone Microsoft
Excel spreadsheet. The Excel spreadsheet had to be emailed from individual to individual team
member working on the scenario analysis. The objective of this phase of the AHRA development
was to automate the processes involved and move the solution to an online environment and make
it accessible across the organization’s Intranet, and possibly even over the Internet. Doing so
would facilitate access to the AHRA solution by team members throughout the organization and
across many different organizations at many levels of government.’

This version of the AHRA is a fully automated and online capable solution using Microsoft
SharePoint as the enabling platform. This version is a significant progression of the original
version produced in 2010 in that it incorporates more than just the single AHRA Scenario Scoring
Tool in that it takes into account the more encompassing aspect of the various sub-processes
included in the entire scenario evaluation process.

21 Features
The key features of this version are (see Figures 1 to 7):
e Online accessibility both over Intranet and Internet and Extranet capable (see Figure 1);

e Use of InfoPath and SharePoint forms for capture data in an easy to use and user friendly
format;

'See Canada, Public Safety Canada, A/l Hazards Risk Assessment Methodology Guidelines, 2012-13
(Ottawa: Public Safety Canada, 2012). Available at: http://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/l1-
hzrds-ssssmnt/index-eng.aspx.

* For additional information on this project, consult the following references: Ian Bayne, Jim Duncan, Brad
Mills, Shaye Friesen, Alain Goudreau, The Federal All Hazards Risk Assessment Framework Body of
Knowledge: Volumel : Establishing an Information Baseline and Way Forward; DRDC CSS Technical
Report (TR), TR 2013-014; Defence Research and Development Canada — CSS; September 2013; and lan
Bayne; Jim Duncan; Brad Mills; Shaye Friesen; Alain Goudreau, The Federal All Hazards Risk Assessment
Framework Body of Knowledge: Volume II: Supporting Material; DRDC CSS Technical Note (TN) TN-
2013-015; Defence Research and Development Canada — CSS, September 2013.
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e Inclusion of other parts of the overall AHRA processes including:
o Initial Threats and Hazards List to be approved by ADM
o Risk Events Scenario Description Summary form
o AHRA Scenario Scoring Tool based on original Excel spreadsheet (now an
InfoPath Form)
o AHRA Scenario Analysis Dashboard

e Scenario Content Management features like:
o Version Control
o Content Approval
o Check In / Check Out (so only one person works on a Scenario at time)

e Team Member alert notification of new and updated scenarios via email and SMS text
messages;

e Team Member collaboration facilities like Discussion Boards, Calendars, and Shared
Tasks lists;

e Ability to assign Team Members responsibility for working on Scenarios;
e  Workflow enabled for scenario approval and feedback of new and updated scenarios

e Scenario approval levels from ADMs and Supervisors at every level of the AHRA
processes;

e Ability to use Social Networking features like content tagging and ratings;
e Ability to integrate within a larger web based environment;

e Ability to conduct Scenario Surveys of Team Members in order to gather additional
information and consensus about a given scenario;

e Ability to create isolated scenario Workspaces in order to invite Team Members from
different parts of the organization to work on a common scenario;

e Ability to access data from multiple scenarios for 3™ part analysis tools (like SSPS for
example); and

e Ability to integrate with MASAS Geo Location solution previously developed by DRDC.

DRDC CSS TN 2013-031 3
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3 Capability Assessment Management System

The Capability Assessment Management System (CAMS) is a simplification of the Full Scale
Scenario Management System (FSSMS), which was developed in 2010 implementing the
specifications found in the “PSTP Planning Scenario Framework Specification” as well as
additional requirements determined during testing by the Public Health Agency of Canada
(PHAC) and DRDC CSS.’

Following up on senior management direction, CSS developed a practical “how-to” guide for
applying simple tools and techniques and conduct a structured capability assessment based on an
illustrative scenario(s). This guide was published in May 2013, and complemented the AHRA
approach, providing for a more detailed needs and gap analyses. The user’s guide identified the
following steps to undertake in conducting a capability assessment:

Step 1 — Orientation;

Step 2 - Scenario Development;

Step 3 - Applying and Validating the Capability Framework;

Step 4 - Identifying Capability Needs and Assessing Capabilities; and
Step 5 - Documentation and Presentation.

Exercise Perseverance, a full-day Table-Top Exercise (TTX), took place at the Centre for
Security Science (CSS) in June 2013 and results were published in the After Action Report
(AAR) in early July 2013.* The purpose of this exercise included conducting a proof of concept
validating and improving a capability assessment methodology; in the end, providing valued input
to the development of a more simplified version of CAMS.

The scope of the exercise included:

e Complementing the AHRA approach and conducted from a Health Portfolio perspective;

e Covering the Emergency Management (EM) timeline through the stages of Prevent,
Prepare, Respond, and Recover as they relate to a pandemic scenario that affects Canada;

e Basing the capability framework on the Targeted Capabilities List — Canada (TCL-C) and
include Governance and Common/Enabling capabilities that map across the continuum of
response ;

e Defining capability gaps in terms of people, policies, processes and practices; tools and
technology.

CAMS design was based in part on the work conducted to prepare and conduct the TTX. From
Scenario Development to Exercise all approaches were reviewed and automation opportunities

? Peter Race and Doug Hales, Public Safety Technical Program Planning Scenario Framework Final
Report; DRDC CSS Contractor Report (CR) CR 2010-10; Defence R&D Canada, Centre for Security
Science; December 2010.

4 Doug Hales, Peter Avis and Shaye Friesen, Exercise Perseverance: Capability Assessment Table Top
Exercise After Action Report; DRDC CSS Technical Report (TR) DRDC CSS TR 2013-010; October 2013.
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were identified. The CAMS design also incorporated parts of the FSSMS design of 2010 and was
generally driven by the need for simplification in conducting capability analysis.

Tools used for the TTX were based on Microsoft Excel and manual data correlation techniques.
CAMS automated capability analysis from Scenario Design to Capability Rating following the
Steps outlined in the user’s guide and leveraging lessons learned in implementing FSSMS.

Two versions of CAMS have been developed. Both versions are very similar, the first is CAMS —
PC which was built on the MS Access platform and the second is CAMS — On Line which is a
.net application working closely with SharePoint. CAMS-PC is suitable for uses where sharing of
access is not required over the internet/intranet and CAMS-On Line steps up to the network
availability requirements by being available via a SharePoint interface.

The following expands on the CAMS alignment to the User’s Guide. The CAMS was validated
using the TTX data.

Table 1: Capability Assessment Management System — Main Processes

Initial CAMS Screen

Step2- Events

Step 1
Orientation

In step one the user crates
a title for the scenario and

[ sept soonmos | | swpa- Tasks | 0o

Capability Assesment Management System

documents a general
outline of the scenario.

Logged in User
SuperXPS\George Giroux
Selected Scenario

Explosive v‘

Step 1 Screen

show Scenario List | Done

Capability Assesment Management System

Logged in User
SuperXPS\George Giroux
Selected Scenario
Explosive v

Scenario Title:
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Step 2
Scenario Development
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Figure 10: CAMS Capability Task Gantt View
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4 Conclusion

This Technical Note has provided an overview of AHRA and CAMS applications. The next step
is to “roll-out” the AHRA and CAMS applications into the hands of the end users. Collaborating
with other government departments and agencies on a second phase will explore how the
automated tools/techniques can be integrated into security risk assessment initiatives, capability
audits, and evaluation activities as part of a larger training exercise. Testing and validation of the
AHRA and CAMS applications will be undertaken on an ongoing basis.
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