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Abstract

Blue Force Tracking (BFT) systems seem to be promising decision aids for Combat Identification
(CID), although their effectiveness is reduced by lag in data updating. Previous studies have
evaluated BFT for dismounted soldiers in environments containing only friendly and enemy
forces, but the presence of civilians has the potential to reduce the usefulness of BFT. An
experiment examined the effectiveness of BFT decision support for dismounted infantry soldiers
in a simulated environment containing civilians in addition to friendly soldiers and enemies.
Twenty-four subjects performed five conditions: (a) a baseline with no decision support, (b) a
condition with BFT providing real-time positional information, (c) a 10-second delay condition
with no warning that the BFT data would lag actual movement, (d) a 10-second delay condition in
which subjects were told of the delay, and (e) a final end baseline with real-time update of the
BFT. Providing real-time BFT greatly improved subjects’ CID performance. Adding a 10
second delay to the updating of position information in the BFT resulted in subjects being
significantly more likely to mistakenly engage a friend but did not affect the likelihood of
mistakenly engaging a civilian. Providing real-time BFT to dismounted soldiers can enhance
combat effectiveness, in particular, reduce the risk of fratricide, even in environments containing
civilians. However, real-time BFT produced smaller benefits than those previously observed.

Résumé

Les systémes de suivi de la force bleue (SFB) se présentent comme des aides a la décision
prometteuses pour ’identification au combat (IDCbt), méme si le retard de la mise a jour des
données réduit leur efficacité [17] [21]. Des études précédentes ont évalué le suivi de la force
bleue pour les fantassins débarqués dans des environnements ne contenant que des forces amies et
ennemies. La présence de civils pourrait cependant réduire 1’utilité du SFB. Une expérience a été
réalisée pour étudier I’efficacité du SFB pour I’aide a la décision des fantassins débarqués dans un
environnement simulé contenant des civils en plus des soldats amis et ennemis. Vingt-quatre
sujets ont été mis dans cing situations, soit : un essai de référence sans aide a la décision; un essai
ou le SFB fournissait des données de localisation en temps réel; un essai ou les données avaient
un retard de 10 secondes sans que les sujets soient avis€és que le SFB était en retard sur le
mouvement réel; un essai avec un retard de 10 secondes dans lequel les sujets étaient avertis du
retard; un essai de référence final avec une mise a jour en temps réel du SFB. Le SFB en temps
réel améliore considérablement les résultats d’IDCbt des sujets. L’ajout d’un retard de
10 secondes avant la mise a jour des données de localisation du SFB augmente sensiblement la
probabilité que les sujets engagent un soldat ami par erreur, mais n’a pas d’effet sur la probabilité
d’engager un civil par erreur. Le SFB en temps réel peut augmenter I’efficacité au combat des
fantassins débarqués, particulierement en réduisant le risque de fratricide, méme dans les
environnements qui contiennent des civils. Toutefois, les avantages du SFB en temps réel sont
dans ce cas moindres que ceux observés dans des études précédentes.
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Executive summary

Impact of Civilians on the Effectiveness of Blue Force Tracking
David J. Bryant; DRDC TM 2012-100; Defence R&D Canada — Toronto.

Introduction or background: The Canadian Forces (CF) will, in the near future, acquire
technologies to support Blue Force Tracking (BFT) and position awareness, target designation
capability, and Situation Awareness (SA) for the dismounted infantry soldier. BFT systems seem
to be promising decision aids for Combat Identification (CID), but research examining their
impact on human judgment has been equivocal. In an earlier experiment on BFT, Bryant and
Smith (2013) found that BFT systems could improve CID judgments for the dismounted soldier
but that adding a 10-second delay to the updating of position information in the BFT significantly
impaired subjects’ ability to identify enemies relative to real-time BFT. Subjects were as likely to
commit fratricide when using a lagged BFT as when they had no decision support, whether they
were warned of the lag or not. The presence of civilians in the environment also has the potential
to interfere with participants’ ability to spatially match observed targets with friends shown on the
BFT display. In that event, participants’ CID performance, particularly in terms of fratricide,
would show little or no improvement with BFT than with no decision support.

Results: The experiment examined the effectiveness of BFT decision support for dismounted
infantry soldiers in a simulated environment containing civilians in addition to friendly soldiers
and enemies.

Twenty-four subjects performed five conditions: (a) a baseline with no decision support, (b) a
condition with BFT providing real-time positional information, (c) a 10-second delay condition
with no warning that the BFT data would lag actual movement, (d) a 10-second delay condition in
which subjects were told of the delay, and (e) a final end baseline with real-time update of the
BFT. Providing a real-time BFT device led subjects to exhibit a greater hit (H) rate and lower
false alarm (FA) rate than observed when subjects had no decision support. Adding a 10-second
delay to the updating of position information in the BFT resulted in subjects being significantly
more likely to mistakenly engage a friend but did not affect the likelihood of mistakenly engaging
a civilian. Subjects exhibited friend FA rates comparable to the No Decision Support System
(DSS) condition in both the 10s No Warning and 10s Warning conditions. Subjects’ civilian FA
rates were not affected by BFT condition, and mean civilian FA rates were roughly equivalent
when subjects had real-time or lagged BFT, or no decision support at all. Overall, a delay in BFT
updating made subjects significantly more likely to mistakenly engage a friend but did not affect
the likelihood of mistakenly engaging a civilian.

Significance: Providing real-time BFT to dismounted soldiers can enhance combat effectiveness,
in particular, reduce the risk of fratricide, even in environments containing civilians. However,
real-time BFT produced smaller benefits than those previously observed. Thus, the presence of
civilians has the potential to reduce the usefulness of BFT to dismounted soldiers.

Future plans: Future experiments will examine the impact of temporal and spatial error on the
effectiveness of BFT decision support as well as the performance implications of different display
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types. Displays that convey information pertaining to system reliability and data uncertainty may
mitigate the negative effects of update lag and civilian presence in the environment.
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Sommaire

David J. Bryant ; DRDC TM [enter number only: 9999-999] ; R & D pour la
défense Canada — Toronto ; .

Introduction : Dans un futur rapproché, les Forces canadiennes (FC) se doteront de technologies
servant au suivi de la force bleue (SFB) et a la connaissance de la position, a la désignation
d’objectifs et a la connaissance de la situation pour les fantassins débarqués. L’utilisation de
systtmes de SFB pour aider aux décisions d’identification au combat (IDCbt) semble
prometteuse, mais des recherches sur leurs effets sur le jugement humain ont un bilan équivoque.
Bryant et Smith [17] [21] ont observé qu’un systéme de SFB peut améliorer le jugement d’IDCbt
pour un fantassin débarqué, mais que 1’ajout d’un retard de 10 secondes a la mise a jour des
données de localisation du SFB réduit sensiblement la capacité des sujets d’identifier les ennemis
par rapport au SFB en temps réel. Les sujets avaient autant de chance de commettre un fratricide
lorsqu’ils utilisaient le SFB avec retard que lorsqu’ils ne disposaient d’aucune aide a la décision,
qu’ils soient avertis du retard ou non. La présence de civils dans I’environnement pourrait
également perturber la capacité des participants de faire correspondre les cibles observées aux
¢léments amis indiqués sur D’affichage de SFB. Dans ce cas, les résultats d’IDCbt des
participants, particuliérement pour ce qui est du fratricide, ne présenteraient qu’une amélioration
faible ou nulle quand ces derniers utilisent le SFB par rapport aux résultats obtenus en 1’absence
d’aide a la décision.

Résultats : L’expérience a été réalisée pour étudier 1’efficacité du SFB comme aide a la décision
pour les fantassins débarqués dans un environnement simulé contenant des civils en plus des
soldats amis et ennemis. Vingt-quatre sujets ont été mis dans cinq situations, soit : un essai de
référence sans aide a la décision; un essai ou le SFB fournissait des données de localisation en
temps réel; un essai ou les données avaient un retard de 10 secondes sans que les sujets soient
avisés du retard sur le mouvement réel; un essai avec un retard de 10 secondes dans lequel les
sujets étaient avertis du retard; un essai de référence final avec une mise a jour en temps réel du
SFB. Quand ils utilisaient un appareil de SFB en temps réel, les sujets ont eu un taux de succes
plus élevé et un taux de fausse alarme réduit par rapport aux essais ou ils n’avaient pas d’aide a la
décision. L’ajout d’un retard de 10 secondes a la mise a jour des données de localisation du SFB
augmente sensiblement la probabilité que les sujets engagent un soldat ami par erreur, mais n’a
pas d’effet sur la probabilité d’engager un civil par erreur. Avec un retard de 10 secondes, les
sujets avaient un taux de fausse alarme pour les amis comparable a celui obtenu sans aide a la
décision, qu’ils soient avisés du retard ou non. Le taux de fausse alarme pour les civils n’a pas été
influencé par la présence ou I’absence de SFB et les taux de fausse alarme moyens pour les civils
étaient a peu pres €quivalents lorsque les sujets disposaient du SFB en temps réel et lorsqu’ils ne
disposaient d’aucune aide a la décision. En général, le retard de la mise a jour du SFB augmente
sensiblement la probabilité que les sujets engagent un soldat ami par erreur, mais n’a pas d’effet
sur la probabilité d’engager un civil par erreur.

Portée : Fournir un SFB en temps réel aux fantassins embarqués peut augmenter leur efficacité

au combat, particulie¢rement en réduisant le risque de fratricide, méme dans les environnements
qui contiennent des civils. Toutefois, les avantages du SFB en temps réel sont moins importants
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que ceux observés au cours d’études précédentes. La présence de civils pourrait donc réduire
’utilité du SFB pour les fantassins débarqués.

Recherches futures : Des expériences ultérieures étudieront 1’effet de 1’erreur temporelle et
spatiale sur I’efficacité de ’aide a la décision du SFB ainsi que I’influence de différents types
d’affichages sur les résultats. Les affichages qui donnent de I’information sur la fiabilité du
systéme et I’incertitude des données pourraient réduire les effets négatifs des retards de mise a
jour et de la présence de civils dans 1’environnement.
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1 Introduction

1.1 Combat Identification

Combat Identification (CID) is the capability to rapidly and accurately identify friendly, enemy,
and neutral forces; manage and control the battlespace; and optimally employ weapons and forces
[1]. Accurate CID increases combat effectiveness and overall operational success, but failure of
CID can lead to fratricide (the inappropriate engagement of a friendly soldier or unit), neutricide
(mistakenly engaging a civilian or non-combatant), and harm to oneself caused by failing to
identify an enemy (see [2]). Other negative effects include decreased morale and unit cohesion,
loss of initiative, disruption of tempo [3], and loss of the “hearts and minds” of the local
population [4] [5].

Most instances of fratricide and neutricide can be related to either the loss of Situation Awareness
(SA), misidentification of the target, or both [6] [7] [8]. Thus, there are three main approaches to
improving CID performance. One is to address tactics, techniques, and procedures (TTPs) and
training to increase soldier skill and discipline [9] [10] [11]. Another is to support target
identification in some fashion, typically by outfitting friendly units with some reliable indicator
such as an Identify-Friend-Foe (IFF) transponder [12] [13]. The third approach is to support SA,
typically by providing so-called Blue Force Tracking (BFT) systems. One example is the Force
XXI Battle Command Brigade and Below — Blue Force Tracking (FBCB2-BFT) system fielded
by the U.S. Army on vehicles in Iraq during Operation IRAQI FREEDOM [14] [15]. The FBCB2-
BFT system consists of a computer, satellite antenna, and Global Positioning System (GPS)
receiver connected by line-of-sight radios and commercial L-band satellites. These systems form
a tiered architecture using ground, airborne, and over-the-horizon relay to track friendly forces
and collate their positions, information which is then transmitted to friendly units.

The Canadian Forces (CF) will, in the near future, acquire technologies to support BFT and
position awareness, target designation capability, and SA for the dismounted infantry soldier.
Such technologies have the potential to greatly enhance combat effectiveness and reduce risk.
For example, integration of SA and target designation capabilities in command and control (C2)
systems could enhance command capabilities at the section and platoon levels. Nevertheless,
some specification is needed of the types of decision support that are effective and the
performance characteristics (e.g., accuracy and timeliness of information) necessary for effective
decision support.

IFF and BFT systems seem to be promising decision aids for CID, but research examining their
impact on human judgment has been equivocal. In one study, Dzindolet, Pierce, Beck, Dawe, and
Anderson [16] showed participants a series of pictures of a wooded terrain, of which 24%
contained a camouflaged soldier, and asked them to indicate whether a soldier was present or
absent in each. In an aided condition, subjects received the output (present/absent) of a
“computer program routine” that emulated an IFF system by providing an indication of the
presence of a soldier. Subjects were told that the decision aid could mistakenly indicate the
presence of a soldier when one was not present or fail to indicate the presence of a soldier when
one was present, and were given an estimate of the overall likelihood of an error. The researchers
found that the decision aid did not significantly improve subjects’ CID performance, even when
the aid provided highly accurate outputs. When aided, subjects tended to over-rely on the system
output, making more errors when the system gave incorrect feedback than when feedback was
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correct. In a similar study, Karsh, Walrath, Swodoba, and Pillalamarri [13] found that availability
of an IFF system did not reduce the subjects’ fratricide rate compared to a control condition,
although it did significantly reduce instances in which subjects failed to identify enemy targets.

More recently, Bryant and Smith [17] compared the impact of a handheld BFT device and rifle-
mounted IFF on CID judgments in a simulated combat environment. Subjects played the role of a
dismounted infantry soldier in a dynamic, first-person-perspective gaming environment as
friendly and enemy troops moved through the subject’s area of responsibility. Subjects attempted
to engage enemies in three conditions (with no decision support, with a rifle-mounted IFF, and
with a hand-held BFT). Results indicated that subjects were both more accurate in engaging
enemies and significantly less likely to mistakenly engage friends in both the IFF and BFT
conditions. These results suggest, contrary to previous studies, that both an IFF and BFT system
could improve CID judgments for the dismounted soldier.

The benefit of BFT to SA likely depends, in part, on the proportion of friendly units for which
timely and accurate position information can be obtained. Although the goal for a BFT system is
to provide real-time position information, in practice such systems typically suffer a lag of several
minutes [18]. Any wireless, ad hoc network will be subject to periodic loss of connectivity,
limited bandwidth, and variable latency [19]. Existing BFT systems depend on communication
networks that can be adversely affected by weather, terrain, equipment failure, or interference by
outside sources, including deliberate disruption by the enemy. Thus, some degree of lag in the
updating of positional information can be realistically expected, and such delays could seriously
reduce the usefulness of a BFT device [20].

To explore the impact such lag might have on the usefulness of a BFT system, Bryant and Smith
[21] performed an experiment to contrast CID performance under real-time and lagged BFT.
Subjects again played the role of a dismounted infantry soldier in a dynamic, first-person-
perspective gaming environment as friendly and enemy troops moved through the subject’s area
of responsibility. In some conditions, subjects could access a real-time BFT device, whereas in
two other conditions, subjects had access to a BFT device which provided data that was 10
seconds old. In one case, subjects were unaware of this lag, whereas in the other, subjects were
alerted to the lag. Providing a real-time BFT device led subjects to exhibit a greater hit (H) rate
and lower false alarm (FA) rate than observed when subjects had no decision support. Adding a
10-second delay to the updating of position information in the BFT significantly impaired
subjects’ ability to identify enemies relative to real-time BFT. Subjects were as likely to commit
fratricide when using a lagged BFT as when they had no decision support, whether they were
warned of the lag or not. In addition, subjects exhibited a strong response bias toward engaging
targets in conditions with a lagged BFT device compared to essentially zero or small negative
bias in real-time BFT conditions.

1.2 Objective

The results of Bryant and Smith [17] [21] show the potential benefit of providing soldiers with
BFT devices, as well as the negative impact that update lag is likely to have on the effectiveness
of such decision aids. Those experiments, however, employed simulated environments
comprising only friendly and enemy soldiers. This is problematic in that Canada and its coalition
partners find themselves participating in high tempo, non-linear operations with enemies who
eschew traditional uniforms and employ diverse equipment. The so-called “three-block war” is
likely to remain a strategic reality, with soldiers being called on to perform missions as diverse as
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support to an indigenous population, restoring stability/security, and fighting an armed opponent
in force-on-force combat, these missions often performed simultaneously and in close proximity
[22]. The presence of civilians is an important feature of such operations.

The presence of civilians in the battlespace could affect the utility of BFT. BFT facilitates CID
by enhancing a soldier’s SA. Thus, any factor that influences SA could potentially affect how
BFT information is processed and used. Indeed, large civilian populations in urban areas
contribute to loss of soldier SA, and BFT devices are not designed to mitigate this problem [23].

Within the operational context of the infantry soldier, SA is a spatial and temporal model of the
local battlespace, including locations and types of potential hostile entities as well as friends [24].
SA affects the CID process in two ways [25]. First, it guides attention and can exert a large
impact on where sensory processes are directed. Thus, knowledge of the environment and
expectations lead perception to focus on some aspects of the environment at the expense of others
[26] [27]. Second, the objects and areas within a soldier’s spatial map serve as expectations
concerning the true state of the battlespace and affect the level of evidence necessary to assign an
identification to a target. Thus, an object presumed to be an enemy will have a lower threshold
for identification as an enemy and a correspondingly higher threshold for identification as a friend
or neutral. This trade-off reflects the general propensity for human judgment to be subject to
expectation bias [28].

BFT contributes to SA by providing positional information about friendly entities. The soldier
using the BFT must correlate locations indicated on a top-down map to locations in his/her field
of view. This requires transformation of spatial frames of reference, which involves matching
objects in the field of view to objects in the map display. In the transformation process, civilians
are “distracters” because they are not displayed in the BFT map. Thus, civilians seen by a soldier
have no corresponding object in the BFT display to which they can be matched. Instead, civilians
act as potential matches to friends shown in the BFT and must be eliminated as candidates in
order to correctly match friends in the field of view to friends indicated on the map. The greater
the number of civilian distracters in the environment, the more difficult and cognitively
demanding is this process.

The experiment reported here is intended to examine the effectiveness of BFT for dismounted
soldiers operating in an urban environment containing civilians. The presence of civilians in the
environment has the potential to interfere with participants’ ability to spatially match observed
targets with friends shown on the BFT display. In that event, participants’ CID performance,
particularly in terms of fratricide, would show little or no improvement with BFT than with no
decision support.
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2 Experiment

2.1 Method

2.1.1 Subjects

Subjects were 38 male and female volunteers who were employees of DRDC Toronto, students
conducting research at DRDC Toronto, or individuals recruited from local universities. All
subjects were aged 18 and older, had normal or corrected-to-normal vision, and were unfamiliar
with the specific hypotheses and stimulus configurations of the experiments. All received stress
remuneration for participating.

This study, approved by the DRDC Toronto Human Research Ethics Committee (HREC), was
conducted in conformity with the 7ri-Council Policy Statement: Ethical Conduct for Research
Involving Humans (2010).

2.1.2 Materials and Procedure

The experiment was conducted with Personal Computers (PCs), which presented stimuli,
collected subject responses, and recorded data. The IMMERSIVE (Instrumented Military
Modeling Engine for Research using SImulation and Virtual Environments) platform was used as
a test bed simulating combat activities. The IMMERSIVE platform is a low-fidelity simulator but
the environments and targets used in the experiments were developed with the support of people
knowledgeable of CF doctrine and procedures. Subjects used the computer mouse to control the
direction of facing and firing the weapon (by clicking the left mouse button).

The experimentation process comprised the set up, deployment, and management of the following
experimentation components:

e Terrain: The simulated environment in which a scenario takes place;
e Scenario: A sequence of events representing a portion of battlefield action;
e Bots: RoBOTic computer-controlled entities play scenario characters;

e Participant: Volunteer subject who plays the role of a Canadian soldier and controls a
simulated rifle that can be used to engage (shoot at) hostile entities; and

e Rules of Engagement (ROE): Rules that govern how the participant responds to different
kinds of bots.

Subjects were provided with ROE at the beginning of the experimental session. The ROE
distinguished friendly from potentially hostile bots according to four characteristics of the soldier:
(1) the weapon carried, (2) the uniform worn, (3) the type of walk (crouched or upright), and (4)
whether or not the soldier had his/her rifle aimed. Examples of friendly and enemy bots are
shown in Figure 1. To establish a mission context, subjects were informed of the following:

“In this experiment, you are manning a critical checkpoint. Recent intelligence has
indicated that enemy combatants are planning to attack a local orphanage in order to
spark conflicts among various ethnic and political factions. It is crucial that they not be
allowed to succeed. It is only by taking out enemy combatants who pass your checkpoint
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that we will be able to prevent the planned atrocity. As you monitor your area of
operation, keep in mind the criticality of stopping all enemies as quickly as possible.”

e E——— . S

Figure 1: Examples of friendly and enemy bots

Subjects in previous pilot studies had expressed a great deal of concern with avoiding incidents of
fratricide and were thus overly cautious. The urgency of engaging enemies was emphasized in
the instructions to ensure that subjects concentrated on both engaging enemies as well as avoiding
fratricide.

Subjects performed five blocks of trials as a dismounted infantry soldier manning a fixed
location. In Figure 2, the subject’s location is marked by a white box at the bottom. In a block, a
number of bots were in motion, following pre-specified paths at pre-specified times. Two such
paths are marked in blue and red in Figure 2. The bots traveled into and out of view sequentially,
so that no two bots were visible to the subject at the same time.

To control for effects of position and path of movement, a friendly and enemy bot started at the
same position and followed the same path in different trials in each block. Thus, subjects
encountered a friend and an enemy following the same path under the same conditions. The
directions in which bots moved through the environment followed one of two orders (forward and
reverse).

In addition to friendly and enemy bots, civilian bots moved through the environment along pre-
determined paths. Civilians wore several types of clothing but in all cases were readily
distinguishable from friend and enemy bots. Civilians walked along different paths than friend
and enemy bots. There were always civilians in the subject’s area of responsibility.

The IMMERSIVE software logged subjects’ actions pertinent to firing decisions. The software
logged each instance of the subject firing the rifle, the identity of the bot fired upon, and the
subject’s accuracy (whether or not the shot hit the bot). The primary experimental measure was
decision accuracy (i.e., whether or not the subject engaged a hostile or friendly bot). A subject
could fire one or more shots at a bot without hitting it. To capture such events as intended
engagements, the software logged for each shot fired whether it hit a bot and, if not, how close the

DRDC TR [enter number only: 9999-999] 5



shot was to a bot (i.e., minimal distance between shot and bot). Shots fired within a certain
distance of a bot (approximately one meter in the simulated environment) were counted as
engagements.

Figure 2. Example bot paths in a simulated environment.

Response times were not considered because it was impossible to distinguish the target detection
and target identification aspects of the task. Subjects did not provide any observable indication
that they had detected a target. Thus, overall response times measured from the first appearance
of a target would contain varying amounts of time reflective of the presence but not detection of
that target, making response times unreliable across targets.

In the No Decision Support System (No DSS) condition, subjects performed the task without
access to any decision aid. In the remaining four blocks, subjects could call up a simulated BFT
device as a decision aid (see Figure 3). The device, which was modeled on a Personal Digital
Assistant (PDA), presented a top-down map of the local area. Superimposed on the map were
blue dots representing the positions of friendly soldiers. Subjects could call up the BFT device at
any time during the experiment by pressing a specified key on the computer keyboard but were
not required to use it. Implemented as a PDA, the BFT was intended to be viewed periodically to
ascertain positions of friendly units.

2.1.3 Design

The experiment employed a single-group, pretest—post-test design to control for potential effects
of subject learning over the course of the experiment. Subjects performed the first block of trials

! Because the criterion for engagement was a fixed distance with respect to a bot, the angular displacement
from rifle to bot varied somewhat with the distance of the bot to the subject’s firing position. However,
angular displacements were not computed for each shot because the range of firing angles associated with
engagements was fairly small.
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with no decision support system, to serve as an initial pretest of CID performance (No DSS).
They performed the second block with access to a BFT that provided real-time data on friendly
bots’ positions (BFT). This was also a pretest to establish subjects’ baseline performance with
access to completely accurate positional information. The next two blocks served as
experimental treatments in which the position information provided by the BFT lagged by 10
seconds after events in the simulated environment (i.e., positions indicated by the BFT were 10
seconds old). In the third block, subjects were not warned about the data lag (10s No Warning),
whereas in the following block, subjects were told that BFT data lagged by 10 seconds (10s
Warning). All subjects followed this order of blocks; otherwise, subjects who received the
warning first would be cued to detect the lag in the unwarned condition. In the final block (End
BFT), the BFT returned to real-time data, which served as a final baseline to determine whether
any practice or fatigue effects had occurred.

Figure 3. Simulated BFT device available to subjects

The choice of a 10-second delay was somewhat arbitrary, but this time interval is a plausible
update lag for BFT systems in an urban environment likely to contain various dead spots and
interference affecting connectivity and available bandwidth [19]. Moreover, a 10-second delay
would be a significant improvement over earlier systems. The U.S. Army, for example, set a
target refresh rate of 10 seconds for an updated FBCB2-BFT system [29].
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3 Results

Subjects’ decisions to shoot or to not shoot were recorded for each bot in each condition.
Decisions to shoot an enemy bot were termed 4its and comprised correct recognition of an
enemy, whereas decisions to not shoot an enemy bot were termed misses and comprised failures
to recognize an enemy, leading to reduced mission effectiveness. Decisions to not shoot friendly
bots were termed correct rejections and comprised the correct recognition of a friend, whereas
decisions to shoot a friendly or a civilian bot were termed false alarms and comprised the
incorrect determination of an enemy, leading to an instance of fratricide or neutricide. For the
purpose of analysis, two types of false alarm were identified. Friend false alarms comprised
instances in which the subject mistakenly engaged a friendly bot, and civilian false alarms
comprised instances in which the subject mistakenly engaged a civilian bot.

3.1  Use of the BFT System

Every instance in which a subject called up the BFT system was recorded for analysis. Subjects
inspected the BFT frequently in all conditions (except the initial baseline in which no BFT was
available). Subjects averaged 5.0 inspections of the BFT per bot in the initial BFT condition, 4.4
in the 10s No Warning, 3.4 in the 10s Warning, and 3.6 in the End BFT conditions. Their use of
the BFT was significantly affected by the condition [F(3,111) = 10.42, MSE = 1.930, p<.05.]. A
series of Fisher’s Least Significant Difference (LSD) post-hoc comparisons was performed to
contrast subjects’ mean number of inspections across all conditions. The results of the
comparisons are summarized in Table 1.

Table 1. Fisher’s Least Significant Difference (LSD) Test Results for Use of the BFT System

Condition
10s Delay (No 10s Delay
BFT Warning) (Warning) End BFT
BFT N/A 0.070 <0.001 <0.001
10s Delay (No Warning) - N/A 0.002 0.024
10s Delay (Warning) - - N/A 0.342
End BFT - - - N/A

Within MSE = 0.088; df = 144.

Contrasts which are significant to p<.05 are shown in bold italic

The amount of time the BFT system was viewed was recorded for each instance in which the
subject opened the device. Subjects’ viewing times per BFT inspection tended to increase over
the course of the experiment, but this effect was not statistically reliable [F(3,111) =1.31, MSE =
3.2x10% n.s.]. Subjects viewed the BFT, on average, for 597 msec/inspection in the BFT
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condition, 676 msec/inspection in the 10s No Warning, 789 msec/inspection in the 10s Warning,
and 825 msec/inspection in the End BFT conditions

3.2  Hit (H) Data

Figure 4 shows mean hit (H) rates calculated for each condition. Hit rate was low in the No DSS
condition but increased in all subsequent BFT conditions, including the delay conditions. A two-
factor, mixed-design ANOVA indicated that hit rate varied significantly across BFT condition
[F(4,144) =21.06, MSE = 0.009, p<.01]. The order in which bots appeared did not have a
significant effect on hit rate [F(1,36) = 0.31, MSE = 0.036, n.s.], but this factor did interact with
BFT condition [F(4,144) = 3.02, MSE = 0.009, p<.05]. The interaction effect seems to reflect the
fact that subjects’ hit rates were slightly lower for the “reverse” than “forward” order in the No
DSS and BFT conditions but slightly lower for the “forward” than “reverse” order for the 10s No
Warning condition.

1.00 A

0.95 A

0.90

0.85

0.80

0.75

0.70 A

Hit Rate (Proportion Enemy Enaged)

eo '\Q%

Condition

Figure 4. Hit rates (correct engagement of enemy) across BFT condition

To better understand how hit rate varied across blocks, a series of Fisher’s LSD post-hoc
comparisons was performed to contrast each block with every other block. The results of the
comparisons are summarized in Table 2 (first row). These analyses confirmed that the hit rate in
the No DSS condition was significantly lower than that of all other conditions. In addition, the hit
rate in the 10s Warning condition was significantly lower than that of the 10s No Warning and
End BFT conditions but not the BFT condition. Hit rate in the BFT condition did not differ from
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that of the 10s No Warning and End BFT conditions but was significantly greater than that of the
10s Warning condition. No other contrasts yielded significant differences.

3.3 Friend False Alarm (FA) Rate

Figure 5 shows Friend False Alarm (FA) rates calculated for each block. The Friend FA rate was
relatively high in the No DSS condition but dropped substantially in the first BFT condition (real-
time data). It then climbed in both 10s Delay conditions to almost the No DSS level before
dropping again in the End BFT condition. A mixed-design ANOVA confirmed that mean Friend
FA rate varied across conditions [F(4,144) =2.93, MSE = 0.021, p <.05]. The order in which
bots appeared to subjects did not have a significant effect on Friend FA rate [F(1,36) = 0.05, MSE
=0.083, n.s.], nor did this factor interact with BFT condition [F(4,144) = 0.78, MSE = 0.021 ,
n.s.].

0.25
I Friend FA Rate
[ Civilian FA Rate

0.20 A

0.15 ~

0.10 ~

0.05 ~

FA Rate (Proportion Friend/Civilian Engaged)

0.00

Condition

Figure 5. Friend and civilian FA rates (incorrect engagement of friend or civilian) across
BFT condition

A series of Fisher’s LSD post-hoc comparisons (see Table 2, second row) indicated that the mean
Friend FA rate was significantly higher in the No DSS than the BFT and End BFT conditions.
Mean Friend FA rate, however, did not differ between the No DSS and 10s No Warning and 10s
Warning conditions. The BFT and End BFT Friend FA rates did not differ significantly,
indicating no learning effect across the course of the experimental session. Both the BFT and
End BFT Friend FA rates were significantly lower than that of the 10s No Warning condition.
Although Friend FA rates in the BFT and End BFT conditions were lower than that of the 10s
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Warning condition, these differences did not achieve statistical significance. Friend FA rates
were not different in the 10s No Warning and 10s Warning conditions.

3.4 Civilian False Alarm (FA) Rate

Figure 5 shows Civilian False Alarm (FA) rates calculated for each block. The Civilian FA rate
was roughly the same in each condition. A mixed design ANOVA indicated no effect of BFT
condition [F(4,144) = 0.59, MSE = 0.010, n.s.], the order in which bots appeared [F(1,36) = 1.04,
MSE = 0.047, n.s.], or the interaction of these factors [F(4,144) = 0.76, MSE = 0.010 , n.s.].

3.5 Sensitivity (d’)

In the context of the CID task, sensitivity refers to subjects’ psychological discrimination between
friends and foes, or their ability to correctly classify a friend as a friend and a foe as a foe [30].

As a statistical measure, sensitivity (d-prime or d’) is defined in terms of z (i.e., the inverse of the
normal function) and the observed hit (H) and FA rates by the formula [31]:

d'=z(H)—-z(FA) (1)

d-prime (d")

] O O
$ S
< $°$ \Q%$ &
&
Condition

Figure 6. Mean d' values (sensitivity) across BFT conditions

A d'value of zero corresponds to a complete inability to distinguish friend from foe, with
increasingly positive values indicating progressively greater ability to discriminate friend from
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foe. Sensitivity takes into account correct engagements of enemy bots and correct non-
engagements of friendly bots and is thus a more complete measure of performance than hit rate or
FA rate alone. For the purposes of this experiment, d’ was calculated using the combined FA rate
(i.e., Friend FA and Civilian FA).

Subjects’ mean d’ values are shown in Figure 6. Sensitivity varied significantly across conditions
[F(4,144) =7.46, MSE = 1.346, p<.01]. The order in which bots appeared to subjects did not
have a significant effect on d' [F(1,36) = 0.20, MSE = 6.005, n.s.], nor did this factor interact with
trial block [F(4,144) = 0.62, MSE = 1.346, n.s.].

A series of Fisher’s LSD post-hoc comparisons (see Table 2, fourth row) revealed that d’ was
significantly lower in the No DSS than all conditions other than 10s Warning. Mean d’ in the
BFT condition significantly exceeded that of the 10s Warning condition but did not significantly
differ from that of the 10s No Warning and End BFT conditions. In addition, d' did not differ
between the 10s No Warning and 10s Warning conditions. Thus, subjects exhibited somewhat
greater sensitivity when using the lagged BFT compared to no decision support. Sensitivity in the
lagged BFT conditions was somewhat lower than or, at best, equivalent to, the level of sensitivity
conveyed by real-time BFT.

3.6 Response Bias (¢)

Response bias (c) is a measure of a subject’s general tendency to respond positively to a target.
In the case of the current experiment, it measures the general tendency to report a foe regardless
of the actual identity of the target. Like sensitivity (d'), response bias (c) is defined in terms of z
and the observed hit (H) and FA rates:

c=-0.5e[z(H)+ z(FA)] @)

Positive values of ¢ indicate a tendency to classify a target as foe regardless of its true identity,
whereas negative values indicate a tendency to classify a target as a friend. For the purposes of
this experiment, ¢ was calculated using the combined FA rate (i.e., Friend FA plus Civilian FA).

Subjects’ mean ¢ values are shown in Figure 7. Subjects exhibited a negative ¢ value in the No
DSS condition, indicating bias against engaging bots, and positive bias to engage in all other
conditions. A mixed-design ANOVA indicated that the BFT condition had a significant effect on
subjects’ mean ¢ values [F(4,144) = 9.02, MSE = 0.350, p < .01]. The order of friendly and
enemy bots did not have a significant effect on ¢ values [F(1,36) <0.001, MSE = 1.525, n.s.], nor
did this factor interact with trial block [F(4,144) = 2.13, MSE = 0.350, n.s.].

A series of Fisher’s LSD post-hoc comparisons (see Table 2, fifth row) showed that the No DSS ¢
value was significantly lower than that of all other conditions. The ¢ value in the 10s No Warning
condition significantly exceeded that of the 10s Warning condition. No other comparisons
yielded significant results.

3.7 Summary

Providing a real-time BFT device led subjects to exhibit greater hit rate and lower FA rate than
observed when subjects had no decision support. Adding a 10-second delay to the updating of
position information in the BFT had an inconsistent effect on subjects’ ability to identify enemies
relative to real-time BFT. Subjects exhibited significantly greater hit rates and sensitivity (d') in
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the BFT and End BFT than the 10s Warning condition but not the 10s No Warning condition.
The 10-second delay significantly increased subjects’ friend FA rates but not their civilian FA
rates, as compared to the real-time BFT. Subjects exhibited friend FA rates comparable to the No
DSS condition in both the 10s No Warning and 10s Warning conditions. Subjects’ civilian FA
rates were not affected by BFT condition and mean civilian FA rates were roughly equivalent
when subjects had real-time or lagged BFT or no decision support at all. Finally, subjects
exhibited a negative bias (against engagement) in the No DSS condition but positive bias (toward
engagement) in all other conditions. This bias was significantly smaller in the 10s Warning
condition. Overall, a delay in BFT updating made subjects significantly more likely to
mistakenly engage a friend but did not affect the likelihood of mistakenly engaging a civilian.
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Figure 7. Mean c values (response bias) across BFT conditions

3.8 Comparison to Bryant and Smith [21]

Bryant and Smith [21] performed a version of the current experiment in which only enemies and
friends appeared. Their FA results, reproduced below, show the same general pattern as the
friend FA results of the current experiment. Inspection, however, suggests that the positive effect
of real-time BFT in reducing FA rate was larger in Bryant and Smith’s experiment. It is possible
that the presence of civilians in the current experiment reduced the effectiveness of real-time BFT
as a decision aid to avoid fratricide.
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Figure 8. FA results from Bryant and Smith [21]

To verify that subjects’ improvement in friend FA rate was in fact smaller in the current
experiment where civilians were present in the environment, the effect sizes of the post-hoc
comparisons between the BFT and End BFT conditions with the No DSS, 10s No Warning, and
10s Warning conditions were assessed by Hedges’ g statistic [32]. Hedges’ g measures the
magnitude of a treatment effect. For comparison between two within-subjects groups, Hedges’ g
is calculated by the formula [33]

g:ya_h//z.MSEaxb 'N_%V—z.ZS'VN_%V 3)

where

v, = mean for treatment group a,
v, = mean for treatment group b,

MSE .., =Mean Square Error term for the comparison between treatment groups a and b, and

N = number of subjects in the comparison.
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Hedges’ g was calculated for the key comparisons between the two experiments. These values
are shown in Table 3. In all cases, the effect sizes observed in Bryant and Smith’s [21]
experiment exceeded those observed in the current experiment. To understand the implication of
an effect size, Cohen [34] proposed rules of thumb that designated an effect size of .20 a small
effect, an effect size of .50 a medium effect, and an effect size of .80 a large effect. Following this
convention, the differences between the BFT and End BFT conditions and the No DSS and
lagged BFT conditions in the present experiment can be considered small. In contrast, those
differences in Bryant and Smith’s [21] experiment are of medium size. Thus, it appears that the
presence of civilians in the simulated environment did lead to a reduction in the beneficial effect
of real-time BFT on subjects’ FA rates.

Table 3. Effect Sizes for Key Post Hoc Comparisons of Conditions in the Current and Bryant and
Smith’s [21] Experiments

Post Hoc Comparison

End BFT End BFT

BFT vs. BFT vs. VS. VS.
No DSS vs. No DSS vs. 10s No 10s 10s No 10s
BFT End BFT Warning Warning Warning Warning
Current 0.406 0.342 0.379 0.304 0.315 0.240
Experiment
Bryant & Smith (in 0.732 0.660 0.644 0.715 0.572 0.643
press)

Effect sizes: 0.2-0.5 (small); 0.5-0.8 (medium); > 0.8 (large)
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4 Discussion

This experiment was performed primarily to determine whether provision of real-time BFT to
dismounted soldiers would enhance combat effectiveness, in particular, reduce the risk of
fratricide, in operational environments containing civilians. Subjects exhibited smaller FA rates
for friendly forces when they had access to a real-time BFT device relative to no decision support,
suggesting that real-time BFT continues to provide a benefit when soldiers operate in
environments containing civilians. Access to a BFT device did not affect subjects’ FA rates for
civilians, which is to be expected because BFT does not provide information about civilians.
Civilian FA rates, however, were lower than friendly FA rates, suggesting that access to BFT
does not affect the likelihood that a civilian will be mis-identified as an enemy. Thus, BFT
continues to have a beneficial effect on CID performance in environments containing civilians.

A second objective of this experiment was to assess the degree to which BFT aided CID
judgments. The presence of civilians in the battlespace could complicate the process of mapping
friends in the environment to friends displayed on the BFT top-down map. Civilians could act as
distracters that increase the cognitive difficulty of and time required for the matching process. By
assessing the effect sizes of key comparisons in the current experiment to the corresponding
comparisons of Bryant and Smith [21], it was observed that all effects were smaller in the current
experiment. Thus, the real-time BFT conditions in the current experiment produced smaller
decreases in friend FA rate than those observed by Bryant and Smith [21]. Friend FA rates in the
BFT and End BFT conditions were also larger than those observed by Bryant and Smith [21].
These results suggest that BFT will not provide as great a benefit to dismounted soldiers when
they operate in asymmetric environments containing civilians or other non-combatants.

Soldiers will likely continue to operate in operational environments containing civilian and other
non-combatant populations. Consequently, it will be important to develop systems to enhance
soldier SA, reduce the risk of fratricide, and reduce the risk of injury and death to non-
combatants. Providing real-time BFT to dismounted soldiers can enhance combat effectiveness,
in particular, reduce the risk of fratricide, even in environments containing civilians. However,
real-time BFT produced smaller benefits than those previously observed. Thus, the presence of
civilians has the potential to reduce the usefulness of BFT to dismounted soldiers.
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