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Impact of NG 9-1-1 on the 700 MHz Public Safety 
Broadband Network – a technical assessment  
 
700 MHz Mobile Broadband for Public Safety - Technology Advisory Group Centre for Security 
Science - Public Security Science and Technology 
 

 

Federal Lead: The Technology Advisory Group 
for 700 MHz Public Safety Spectrum (700TAG) is 
composed of a collaborative group of technical 
experts led by Centre for Security Science and 
includes scientific authorities from the 
Communications Research Center, and technical 
experts from Federal-Provincial-Territorial-
Municipal agencies. 
 
Objective  
The objective of this Technical Advisory Note 
(TAN) is to provide a technical perspective on the 
impact of Next Generation 9-1-1 (NG 9-1-1) 
systems on the 700 MHz Public Safety 
Broadband Network (PSBN) in response to the 
public consultation1 of the Canadian Radio-
television and Telecommunications Commission 
(CRTC) dated December 17, 2012.  The CRTC 
requests public comments on (i) the current state 
of 9-1-1- systems and services and, (ii) the vision 
of NG 9-1-1. 

General recommendations are proposed on 
technical matters that impinge on interoperability 
between NG 9-1-1 and the PSBN. They do not 
constitute a necessary and sufficient set of 
requirements. 

This technical assessment and the 
recommendations and conclusions contained 
herein are based on information that is current as 
of the time of writing. 

 
Introduction  
Public Safety Canada - Emergency Management 
Branch - Interoperability Development Office has 
requested that the Centre for Security Science 
(CSS) - 700 MHz TAG conduct a technical 
assessment of the impact of NG 9-1-1 on the 700 
MHz PSBN. Part of the scope of the request is to 

                                                                 
1  Telecom Notice of Consultation CRTC 2012-686  

http://www.crtc.gc.ca/eng/archiv e/2012/2012-686.htm 

assess how NG 9-1-1 services can be supported 
by the PSBN. 

Scope and assumptions 
This TAN addresses the questions concerning 
NG 9-1-1 in the CRTC’s Notice of Consultation 
(NoC), as listed in Figure 1, that have bearing on 
the PSBN. Several of the questions relate to 
policy matters and the architecture of the NG 9-1-
1 system itself. This assessment does not 
address those aspects. 

The PSBN will carry NG 9-1-1 messages from 
Public Safety Answering Point (PSAP) and 
dispatch operators to first responders. In the 
opposite direction, it is assumed that the 
emergency alarms initiated by first responders 
will be treated within a workflow that includes the 
PSAP. 

It is assumed that commercial service providers 
will be permitted to lease capacity on the PSBN. 
It is, therefore, also assumed that subscribers 
served by these service providers will be able to 
initiate NG 9-1-1 sessions with the PSAP 
operator and transfer data files to the latter. 
 
The aspects covered in this TAN are: 

a) How NG 9-1-1 systems could interface with 
the PSBN. 

b) How NG 9-1-1 messages traverse the PSBN 
to/from the PSAP and first responders.  

c) Resiliency of facilities and information 
repositories. 

d) Security considerations for NG 9-1-1 session 
flows. 

In the absence of a standardized NG 9-1-1 
architecture for Canada, this TAN considers the 
i3 Solution, as espoused by the US National 
Emergency Numbering Association (NENA) [1] 
and as noted by the CRTC’s Notice of 
Consultation (See Figure 1 para 3). 
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Figure 1.   Excerpt from the CRTC’s Notice of Consultation related to NG 9-1-1. 

 
 

Summary of recommendations 

The following are the recommendations that have 
been made in the TAN: 

R1: The NENA i3 Solution should be used as a 
candidate model to benchmark Canada’s future 
NG 9-1-1 network. 

R2: The IP Multimedia Subsystem (IMS) should 
be implemented as part of the PSBN. 

R3: The PSBN operator should enter into 
roaming agreements with US and Canadian 
commercial operators and FirstNet2. 

R4: The NG 9-1-1 operator should specify service 
availability for the data repositories as part of its 
implementation for the NG 9-1-1 network.  If it 
chooses to out-source the data hosting service, it 
should specify the availability to the service 
provider. The availability should state operational 
availability as well as availability during disaster 
events. 

                                                                 
2 First Responder Netw ork Authority 
 http://www.ntia.doc.gov/category/firstnet 
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R5: The IP eXchange (IPX) Clearinghouse’s 
routers, the PSBN routers, and the IP backbone 
routers should conform to the Internet 
Engineering Task Force’s (IETF) definition of 
Differentiated Services Code Point (DSCP) as 
contained in the RFC-2475. This is in order to 
have a consistent end-to-end assignment of 
Quality of Service (QoS) and priority to NG 9-1-1 
messages. 

R6: All operators of the inter- networking routers 
and nodes in the transmission path of NG 9-1-1 
messages should configure the DSCP pre-hop 
behaviour (PHB) according to an agreed-upon 
association of DSCP and traffic type. 

R7: IP Security (IPsec) should be used in the 
Border Control Function (BCF) in accordance 
with RCF-2401 to encrypt the information 
transported across network domain boundaries. 
The encryption algorithm should be equivalent to 
Advanced Encryption Standard (AES) 128 or 
higher. 
 
 
Inter-networking NG 9-1-1 and the 700 
MHz PSBN  
 
The i3 Solution from NENA 

The i3 Solution from NENA is modeled on a 
network of IP networks. The i3 Solution defines 
the standards for the Emergency Services IP 
Network (ESInet), which is illustrated in the block 
diagram of Figure 2. 

Figure 2 illustrates two regions, each with their 
own NG 9-1-1 ESInet, are interconnected to form 
a network of networks.  Within each region, 
PSAP operators connect to the regional network. 
Subscribers of commercial service providers 
could initiate emergency 9-1-1 calls through their 
handheld portable devices or fixed facilities. 
Machine devices such as on-board crash 
notification systems could also initiate emergency 
9-1-1 calls. Commercial wireless networks 
provide location information of the calling party to 
ESInet. Location information may be derived by 
the commercial service providers’ wireless 
network and/or assisted by the subscriber 
device’s Global Positioning System (GPS) 
receiver. Location information for subscribers is 
stored in the service provider’s Location 
Information Server (LIS). 

NG 9-1-1 messages are passed to the Internet by 
the commercial service providers.  Security 

considerations for NG 9-1-1 messages are 
covered in the chapter titled, “Security and 
Information Assurance”.  NG 9-1-1 packets 
contain a special header which uniquely identifies 
them among all other traffic on the commercial 
wireless networks, such that NG 9-1-1 packets 
can be routed with higher priority through those 
networks. 

The first network element to receive the NG 9-1-1 
packets in the ESInet is the Border Control 
Function (BCF). The BCF provides security 
between public networks and the ESInet as well 
as between different networks within ESInet.  
Immediately behind the BCF in the ESInet is the 
Emergency Services Routing Proxy (ESRP), 
which routes the NG 9-1-1 packets to the correct 
PSAP according to routing policies and the 
caller’s estimated location. 

ESInet uses Session Initiated Protocol (SIP) [2] 
for creating, modifying, and terminating data and 
voice sessions with one or more participants. 
Data sessions include multimedia distribution, 
and multimedia conferences. SIP makes use of 
elements called proxy servers to help route 
requests, authenticate users, and authorize 
access to services. 

In summary, the i3 Solution encompasses a 
comprehensive set of standards and 
requirements for implementing ESInet - 
developed and endorsed by NENA, a well-
established and respected standards-setting 
organization for 9-1-1 emergency 
communications in the US. 
 
Recommendation #1 
NENA i3 Solution should be considered as a 
candidate model to benchmark Canada’s future 
NG 9-1-1 network. 

 
 
Interface between ESInet and the PSBN 

In defining the interface between the NG 9-1-1 
network and the PSBN, it is useful to examine 
what the US has postulated as the interface 
between ESInet and the FirstNet Nationwide 
Public Safety Broadband Network (NPSBN). The 
US Federal Communications Commission’s 
(FCC) Interoperability Board published its 
Minimum Technical Interoperability Requirements 
[3] for the NPSBN in May 2012.  It submitted this 
document as its interoperability recommendations 
to FirstNet. The Interoperability Board proposed 
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an approach to interface the NPSBN with ESInet 
as shown in Figure 3.  The diagram shows the 
ESInet interfacing with the Applications-Services 
function that supports telephony (voice),

short message service (SMS), and multi-media 
messaging services (MMS).  It also shows an 
alternative connection to the core network of the 
NPSBN through the public Internet.  

 

 

Figure 2. Block diagram of ESInet and the interface to commercial service 
provider networks.  (* is a trademark of OnStar Corporation) 

 
 

 

Figure 3. US Landscape Model of public safety networks.    Source: [3] 
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In the Canadian context, Figure 4 shows how the 
PSBN could interface to a hypothetical Canadian 
implementation of ESInet based on NENA’s i3 
Solution. The block diagram illustrates the 
following: 

a) The PSBN is partitioned into the National 
Entity and the Regional Service Delivery 
Entity (RDSE). The RSDE provides the Radio 
Access Network interface to first responders 
and commercial users3.  The National Entity 
would host the LIS which provides location 
information of first responders and other 
subscribers. Security considerations for such 
information are discussed in the chapter titled, 
“Security and Information Assurance”. 

b) The IP Multimedia Subsystem (IMS) [4] 
provides the ability to use SIP signalling 
headers to route the IP packets to the edge of 
the IMS, terminated by the Session Border 
Controllers (SBC). The IMS can be 
implemented within various different network 
architectures. For example, the IMS can be 
operated by the National Entity or can be out-
sourced to a 3rd party IMS hosting service.  
The SBC, not shown in Figure 4, could be 
distributed among the RSDEs.  In essence, 
the IMS provides the means to be able to be 
able to route multi-media IP packets that use 
SIP signalling to their destination addresses 
and to interface the PSBN with application 
hosting networks. 

The IMS could also facilitate voice and video 
connections between users on the 
commercial networks and users on the PSBN. 
It will add other capabilities such as traffic 
prioritization across network boundaries. 

Recommendation #2 
An IMS should be implemented as part of the 
PSBN. 

c) The IPX Clearinghouse is a 3rd party service 
that provides the ability to exchange IP traffic, 
consisting of control and user information, 
between service providers.  Roaming 

                                                                 
3 It is assumed that consumers are permitted to use the 

public safety network through a commercial retailer. 
This is to be confirmed by Industry Canada. 

agreements between service providers are 
typically enabled by the IPX Clearinghouse. 
Sending emergency messages through 
multiple service providers is necessary in 
order to reach first responders, who may be 
outside the radio coverage of the PSBN, but 
whose user-equipment could be camped on a 
commercial service provider’s network. 

In several instances along the Canada-US 
border, the closest first responder may be 
across the border. It is, therefore, important to 
be able to reach US first responders on their 
NPSBN and thus, a connection to FirstNet’s 
NPSBN through the IPX Clearinghouse is 
envisaged. No consideration is made herein 
for policies and international agreements that 
are required to facilitate cross-border 
emergency response. But, suffice that the 
architecture can enable the agreements 

Note that in Figure 4 emergency broadcasts are 
shown as originating from an Emergency 
Broadcast Aggregator to illustrate that the 
emergency broadcast network and ESInet can be 
separate networks.  It is conceivable that the 
emergency broadcasts could be distributed 
through the NG 9-1-1 network, but that approach 
is not shown since the NENA i3 Solution 
specification does not cover emergency 
broadcasts in this manner. 

 
Recommendation #3 
The PSBN operator should enter into roaming 
agreements with commercial operators and 
FirstNet. 

 
 
Location accuracy with 3GPP wireless networks 

Locating the caller and the first responder is of 
paramount importance in the response to an 
emergency.  As noted above, location information 
is stored in the LIS.  To be specific, location 
pertains to the User Equipment (UE).  The 
location of the UE is derived by network-based 
triangulation, measuring differences in time-of-
arrival of polling signals, and augmented by GPS-
assisted positioning of the UE. 
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The CRTC has adopted a recommendation from 
its Emergency Services Working Group (ESWG) 
report [6] in Oct 2008 that the wireless service 
provider (WSP) will deliver unfiltered information 
to the PSAP regarding a caller’s location 
consisting of (i) X,Y coordinates, (ii) confidence, 
and (iii) uncertainty.  The text of the 
recommendation is in Figure 5.. 

On Feb.1, 2010 the CRTC announced the 
introduction of improved E9-1-1 services and that 
location accuracy is expected to be between 10m 
to 300m of the caller’s actual location.

The FCC has mandated the accuracy of locating 
a wireless handset through its 3rd Report and 
Order in 1999 [5] which clarified the provisions for 
location accuracy for enhanced 9-1-1 calls. The 
mandated accuracy is stated in Table 1.  The 
FCC has acknowledged that the degree of 
accuracy cannot be assured in all cases.  The 
location accuracy is up to 300 meters for 95% of 
the E9-1-1 calls that are made, and up to 100 
meters for 67% of the calls made.  Device-based 
location is expected to be more accurate than 
network-based location 

 

 

 
Figure 4. Block diagram of the interface between the 700 MHz PSBN and ESInet. 

 

 

 

 

 

 

 

 

 

Figure 5. Excerpt from the ESWG report, “Technical and Operational 
Requirements of Wireless Phase II E911 Implementation”. [6]
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Network-based Device-based

67% 100 meters 50 meters

95% 300 meters 150 meters

Location accuracypercentage of 
E911 calls made

 
Table 1. FCC mandated location accuracy for 

E9-1-1 calls 

 
Resiliency strategy for transmission facilities and 
data repositories  
Resiliency strategies generally include duplicating 
elements of the infrastructure such as servers 
and databases. The facilities would be located in 
geographically separate areas that are not 
subject to the same environmental conditions 
and, ideally, on separate power grids.  
Interconnectivity between facilities would be over 
redundant transmission paths carried over 
physically separated networks.  In 1:1 
redundancy one facility backs up the other.  
Additional degrees of redundancy can be 
implemented to tolerate multiple simultaneous 
failures. The concept of 1:1 redundancy is 
illustrated in Figure 6. 

In Canada, a network such as ESInet could be 
implemented on a national scale in the form of a 
network-of-networks architecture. Each PSAP 
operator would connect to a national NG 9-1-1 
network. Databases could be located anywhere 
on the network and replicated for added 
resiliency while at the same time providing local-
level ownership of the data contained on the 
databases. In essence, with a network 
architecture similar to ESInet, ownership of the 
information is not tied to physical ownership of 
the repositories.  Some level of consolidation of 
data repositories would offer operational cost 
efficiencies, though. 

The PSAP may choose to purchase a cloud-
hosted service for data repositories and would 
specify service availability, including availability 
during natural and man-made disasters. 

 

 

 

Recommendation #4 
The NG 9-1-1 operator should specify service 
availability for the data repositories as part of its 
implementation for the NG 9-1-1 network, or 
specify the same to the hosting service provider. 
The availability would need to account for normal 
operational availability as well as availability 
during disaster events. 

 

Flow of NG 9-1-1 messages through the 
700 MHz PSBN 
The expected direction of NG 9-1-1 messages is 
from the citizen to the PSAP, and from the PSAP 
to the dispatcher to the first responder. It is, 
however, possible that first responders could 
initiate emergency alarm messages to alert the 
dispatcher of imminent threat to themselves or 
citizens. In some cases the PSAP may be in the 
operational workflow of the emergency alarm 
message from the first responder. 

If commercial subscribers are served by the 700 
MHz PSBN, then the message flow would 
originate from a subscriber on the PSBN, towards 
the PSAP, and be routed back to the PSBN from 
the PSAP to the closest first responder. 

Priority and QoS for NG 9-1-1 messages 

Emergency messages are to be carried with high 
priority so that in case there are capacity 
bottlenecks in the transmission path, whether it is 
in the radio network or the wired network, the 
emergency messages are minimally delayed. 
According to NENA’s i3 Solution specifications, 
IP traffic within ESInet must implement DiffServ 
[7].  DiffServ is a way of marking the priority of IP 
packets according to an industry-accepted 
standard defined by the (IETF.  The ESInet IP 
routers mark traffic through a 6-bit field in the IP 
header which defines the Differentiated Services 
Code Point (DSCP). DiffServ-enabled IP routers 
interpret the Code Point of the message and 
process the IP packet with the priority 
corresponding to the Code Point. 
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Recommendation #5 
The IPX Clearinghouse’s routers, the PSBN 
routers, and the IP backbone routers should 
conform to the IETF’s definition of DSCP as 
contained in the RFC 2475 in order to have a 
consistent assignment of QoS and priority to NG 
9-1-1 messages between network domains. 

The NENA i3 Solution specifies a convention for 
assigning the type of information to a particular 
level of the DSCP per-hop-baviour (PHB). PHB is 
one of the configuration points by which a router 
or node assigns bandwidth resources to the IP 
packets and manages queues in buffers. The 
mapping of PHBs to traffic type according to 
NENA’s i3 Solution is shown in Table 2 

 

DSCP Use PHB
0 Routine traffic Default
1 9-1-1 signaling AF12
2 9-1-1 text media AF12
3 9-1-1 audio media EF
4 9-1-1 video media AF11
5 9-1-1 non-human initiated call AF21
6 Intra ESUnet events AF21
7 Intra ESUnet other 9-1-1 traffic AF22  

Table 2. DSCP mapping of traffic types to PHB 
values [8.8] 4 according to NENA’s i3 
Solution 

 

Recommendation #6 
All operators of the inter- networking routers and 
nodes in the transmission path of NG 9-1-1 
messages should configure the DSCP PHB 
according to an agreed-upon association of 
DSCP and traffic type. 

It is expected that the radio network portion of the 
PSBN will be implemented using Long Term 
Evolution5 (LTE) technology. LTE provides a 
sophisticated set of Quality of Service (QoS) and 
prioritization tools to be able to identify and 
process NG 9-1-1 messages with high priority.  

                                                                 
4 See RFC-2597 [8] for a definition of PHB.. 
5 LTE is latest generation of w ireless mobile technology 

from the 3rd Generation Partnership Project (3GPP). 
www.3GPP.org  

These parameters are known as Allocation 
Retention Priority (ARP) and QoS Class Identifier 
(QCI). The LTE network can map DSCP 
markings to the corresponding ARP and QCI 
parameters within the LTE domain and thus 
provide a consistent processing of priority for the 
NG 9-1-1 packets through the LTE network. 

 

Security and Information Assurance 
The security architecture recommended by the 
International Telecommunications Union (ITU) is 
currently under study by the TAG as a candidate 
framework within which to establish the security 
requirements for the PSBN.  Recommendations 
ITU-T Y.2701 [9] and ITU-T X.805 [10] state that 
for multi-domain networks, each service provider 
is responsible for security within its domain and 
each service provider is responsible for designing 
and implementing security solutions to meet its 
own network-specific needs.  In this context, the 
PSBN, the IPX Clearinghouse, the NG 9-1-1 
network, and all other networks can be 
considered separate domains.  This TAN does 
not address the measures that network operators 
should implement to secure their networks. The 
TAN covers the security of the information that 
traverses the boundaries between network 
domains. 

Figure 7 illustrates the use of BCFs which each 
network owner would implement at the points 
where two or more networks meet. One of the 
functions of the BCFs is to encrypt the 
information carried between networks. The 
choice of encryption algorithm is the prerogative 
of the network operators. BCFs, as implemented, 
typically can support several algorithms within the 
same device 

 
Recommendation #7 
IP Security (IPsec) [11] should be used in the 
BCF in accordance with RCF 2401 to encrypt the 
information transported across network domain 
boundaries. The encryption algorithm should be 
equivalent to AES128 or higher. 
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Figure 6. Illustration of the concept of 1:1 protection of the ESInet sub-networks, the IPX 
Gateways, and transmission paths. 

 

 

 

 

Figure 7. Illustration on the use of Border Control Functions to protect the information 
transported between networks. 
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IPsec imparts several degrees of protection to 
information. These are: 

 Access Control. 
 Data integrity, including rejection of replayed 

packets 6. 
 Data origin authentication. 
 Confidentiality through encryption. 

Another important security dimension closely 
associated with information assurance is non-
repudiation. IPsec does not impart any protection 
for this dimension. Additional measures over and 
above IPsec are required to ensure that data 
which has been received cannot be denied as 
having been received. 

The trust model for sharing keys and digital 
certificates for securing the information 
transported between BCFs is a matter of 
agreement between network operators and 
should be based on an assessment of the 
operational needs and security risk.  A method for 
defining security risks and suitable levels of 
controls to mitigate such risks for data 
communications networks is proposed by the 
Communications Security Establishment Canada 
(CSEC) [12]. 

 

Conclusion 
NG 9-1-1 provides the citizen with a way of 
communicating an emergency to the PSAP using 
popular methods that people use to communicate 
today. That is, by means of text messages. It also 
allows rich content about the emergency to be 
communicated to the PSAP, which enhances the 
situational awareness of the PSAP operator, 
dispatcher, and first responders assigned to the 
emergency. 

In addition to a textual description of the 
emergency, it is expected that other content will 
be transmitted as part of the message (e.g. 
location information tagged to the content). This 
would include still images, video files with an 
audio overlay, and VoIP voice. In order for the 
700 MHz PSBN to be able to process the SMS, 
MMS, and VoIP emergency messages, the PSBN 
requires an IMS to be present within the public 
safety network or contracted as an out-sourced 
service. 

                                                                 
6 A form of replayed packet is the masquerade attack 

[10]. 

NENA has specified the technical requirements 
for an IP-based emergency services network 
which is referred to as ESInet. The ESInet is 
intended to be a nationwide network-of-networks 
that interconnects local and regional PSAP 
networks. In this TAN, the NENA i3 Solution was 
used as the model for assessing the technical 
impacts of the NG 9-1-1 network on the PSBN. 

The PSBN is but one network that first 
responders will need to have access to.  It is 
expected, especially in the early stages of 
deploying the PSBN, that coverage gaps will be 
present.  Given that this is highly likely to occur, it 
will be necessary to establish roaming 
agreements with commercial carriers so that first 
responders can be reached through commercial 
networks. Furthermore, if international 
agreements allow, US responders can be called 
upon to respond to an emergency. This requires 
roaming agreements be established with FirstNet 
and US and Canadian commercial carriers. The 
IPX Clearinghouse is a 3rd party service that 
facilitates the establishment and management of 
roaming agreements as well as provides the 
connectivity between roaming partner networks. 

When a caller sends an emergency message, it 
is imperative that the caller be located as 
precisely as possible in the shortest period of 
time. Both Canada and the US have regulated 
the accuracy of correctly locating a wireless user 
making an emergency call. Although the 
regulations are not stated in the same way 
between Canada and the US, the essence is to 
achieve an uncertainty in locating the caller of 
between 10 metres and 300 metres. 

Recent natural disasters in the US have exposed 
the vulnerability of current 9-1-1 networks to 
severe weather events. The FCC launched an 
inquiry into how to improve the resilience of 9-1-1 
networks [12].  An IP-based network such as 
ESInet allows facilities to be duplicated in 
geographically separated areas that have a low 
correlated probability of exposure to the same 
risks at the same time.  Furthermore, data 
repositories and back-up databases can also be 
separated by large distances while each 
jurisdiction retains ownership of the information 
contained in the databases. Third party cloud-
hosting providers offer data warehousing services 
that can be purchased to specified levels of 
availability. 

Emergency messages need to be carried across 
all networks that form part of the message 
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transmission path with high priority.  The flexibility 
that IP affords the network operator to mark and 
process emergency messages with high priority 
is a distinct advantage.  However, the flexibility of 
the priority and QoS mechanisms also means 
that the network operators can choose different 
ways to configure them.  This can lead to 
unpredictable behaviour of emergency message 
packets as they traverse from one network to the 
other. Hence, it is essential that all partnering 
network operators agree and conform to a 
standard approach to mark and process 
emergency packets. 

All public safety communications networks will 
likely be subjected to cyber-attacks. Each 
network operator will need to implement their own 
measures to mitigate the risks and reduce 
vulnerabilities. The boundary between networks 
is a point of exposure and network operators will 
need to encrypt the information that traverses the 
boundaries 
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