
Office of the 
Auditor General 
of Canada

Bureau du 
vérificateur général 
du Canada

Independent Audit Report

REPORT 1       

Managing the Risk of Fraud

Reports of the Auditor General of Canada 

to the Parliament of Canada

Spring 2017



Performance audit reports

This report presents the results of a performance audit conducted 
by the Office of the Auditor General of Canada under the authority 
of the Auditor General Act. 

A performance audit is an independent, objective, and systematic 
assessment of how well government is managing its activities, 
responsibilities, and resources. Audit topics are selected based on their 
significance. While the Office may comment on policy implementation 
in a performance audit, it does not comment on the merits of a policy.

Performance audits are planned, performed, and reported in accordance 
with professional auditing standards and Office policies. They are conducted 
by qualified auditors who

• establish audit objectives and criteria for the assessment of performance,

• gather the evidence necessary to assess performance against the criteria,

• report both positive and negative findings,

• conclude against the established audit objectives, and

• make recommendations for improvement when there are significant 
differences between criteria and assessed performance. 

Performance audits contribute to a public service that is ethical and effective 
and a government that is accountable to Parliament and Canadians.

The Report is available on our website at www.oag-bvg.gc.ca.

Ce document est également publié en français.

© Her Majesty the Queen in Right of Canada, as represented 
by the Auditor General of Canada, 2017.

Cat. No. FA1-23/2017-1-1E-PDF
ISBN 978-0-660-07966-0
ISSN 1701-5413



Table of Contents
Introduction 1

Background  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1

Focus of the audit  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  2

Findings, Recommendations, and Responses 3

Fraud risk management  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3

Federal organizations identified fraud risks and mitigating measures, but not all completed 
a fraud risk assessment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3

Many employees did not receive mandatory training on values and ethics and conflicts of interest  . . . . . . . .  7

Processes to manage conflicts of interest had weaknesses . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  9

Some controls that could manage the risk of fraud in procurement were not always applied  . . . . . . . . . . . . .  12

Federal organizations conducted internal investigations of fraud allegations, but information 
used to track the status of allegations was incomplete  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  16

Guidance on risk management did not specifically address fraud risk management  . . . . . . . . . . . . . . . . . . . . . .  18

Conclusion 20

About the Audit 21

List of Recommendations 26
iiiManaging the Risk of Fraud Report 1





Introduction

Background

Organizational fraud 1.1 Fraud can happen in any organization. Fraud in a federal 
government organization can cause the loss of public money or property, 
hurt employee morale, and undermine Canadians’ confidence in public 
services. Therefore, federal organizations must manage their fraud risks.

1.2 Fraud can be committed by individuals inside or outside an 
organization. The following are examples:

• an employee misusing his or her influence in a business transaction 
to gain a direct or indirect benefit,

• a vendor intentionally billing for services not rendered,

• a beneficiary of a grant falsifying application information,

• an employee accepting a bribe to influence a decision, and

• an employee providing sensitive information to an external party for 
money or a tangible benefit.

1.3 There is no reliable estimate of the monetary effect of fraud on the 
Government of Canada. However, a 2016 global study by the Association 
of Certified Fraud Examiners indicated that all types of organizations 
around the world suffer significant losses due to fraud.

Roles and responsibilities 1.4 Federal organizations must make sure they effectively manage risk 
to ensure that their information, assets, and organizational integrity are 
protected. They are also responsible for making sure staff are aware of 
their organization’s code of values and ethics.

1.5 The Treasury Board of Canada Secretariat’s role is to encourage 
management excellence in government organizations. It provides 
guidance, tools, and expertise to federal organizations to help them 
implement a risk-informed management approach.

Fraud—An intentional act by one or more individuals among employees, management, 
those charged with governance, or third parties involving the use of deception to obtain an 
unjust or illegal advantage.

Fraud risks—The risks of various types of fraud that an organization could face, both 
internal and external, or types of wrongdoing that could involve fraud, depending on the 
organization’s operations.
1Managing the Risk of Fraud Report 1
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Focus of the audit

1.6 This audit focused on fraud risk management in five 
federal organizations:

• Canadian Food Inspection Agency,

• Global Affairs Canada,

• Health Canada,

• Indigenous and Northern Affairs Canada, and

• Public Services and Procurement Canada.

We chose these organizations because of their different sizes and types 
of operations.

1.7 This audit examined whether the selected organizations had 
mechanisms in place to appropriately manage the risk of fraud. 
Specifically, this audit focused on whether these organizations had

• governance processes to direct, evaluate, and monitor fraud risks;

• an assessment approach to identify fraud risks and 
mitigating actions;

• selected controls (policies, procedures, processes, and activities) 
to address specific fraud risks; and

• activities to investigate and manage allegations of fraud.

1.8 The audit also examined whether the Treasury Board of Canada 
Secretariat provided support to federal organizations to manage their risks, 
including fraud risks, and monitored the implementation of its relevant 
policies and directives.

1.9 This audit is important because the risk of fraud is inherent 
in all federal government programs, and Canadians expect federal 
government organizations to minimize the chances of fraud happening 
in their programs.

1.10 We did not examine all controls in place at the selected 
organizations. We did not examine controls aimed at managing the risk of 
fraud committed strictly by parties outside federal organizations. We also 
did not try to identify specific cases of fraudulent activity.

1.11 More details about the audit objective, scope, approach, and criteria 
are in About the Audit at the end of this report (see pages 21–25).
Reports of the Auditor General of Canada to the Parliament of Canada—Spring 2017Report 1



Findings, Recommendations, and Responses

Fraud risk management

Overall message  1.12 Overall, we found that the five federal organizations we looked at 
had ways to manage their fraud risks. For example, they managed fraud 
risks by ensuring the organization’s risk governance, conducting risk 
assessments, providing training on values and ethics and conflicts of 
interest, managing conflicts of interest, justifying sole-source contracts 
and contract amendments, and analyzing procurement data.

1.13 We found that all the organizations we looked at demonstrated the 
importance of managing their risk of fraud, as evidenced by some good 
practices we saw in risk governance and risk assessment. However, we 
were concerned that the organizations did not always implement fraud 
risk controls. For example, few employees had received mandatory 
training on values and ethics and conflicts of interest, many conflicts of 
interest declared by employees took too long to resolve, and standard 
controls, such as justifications for sole-source contracts, were sometimes 
not implemented.

1.14 We also found that the Treasury Board of Canada Secretariat 
supported and monitored how federal organizations managed their overall 
risks. However, it did not monitor how federal organizations managed 
fraud risks or provide specific guidance about fraud risks, as some other 
countries did.

1.15 These findings matter because good fraud risk management with 
appropriate controls helps an organization reduce its exposure to losses 
from fraud.

Federal organizations identified fraud risks and mitigating measures, but not all completed 
a fraud risk assessment

What we found 1.16 We found that all five federal organizations had governance 
structures in place, including independent audit committees and values 
and integrity offices, to oversee their management of risks, including fraud 
risks. We also found that only the Canadian Food Inspection Agency, 
Global Affairs Canada, and Indigenous and Northern Affairs Canada 
completed a fraud risk assessment.

Fraud risk assessment—A process aimed at identifying and addressing an organization’s 
vulnerabilities to both internal and external fraud.
3Managing the Risk of Fraud Report 1
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1.17 Our analysis supporting this finding presents what we examined and 
discusses the following topics:

• Governance

• Identification of fraud risks and mitigation measures

Why this finding matters 1.18 This finding matters because effective governance is needed by 
an organization to identify, assess, document, and mitigate its risks, 
including fraud risks. It is the starting point for how an organization 
can put in place effective controls to prevent and detect fraud.

Recommendations 1.19 Our recommendations in these areas of examination appear at 
paragraphs 1.29 and 1.30.

Analysis to support 
this finding

1.20 What we examined. We examined whether the selected 
organizations had fraud risk governance processes in place and whether 
the organizations conducted periodic assessments of their fraud risks. We 
also examined whether the assessments included best practices that the 
Institute of Internal Auditors, American Institute of Certified Public 
Accountants, and Association of Certified Fraud Examiners recommend 
be included in a fraud risk assessment (Exhibit 1.1).    

Exhibit 1.1 Best practices of fraud risk assessment

• Identify the potential inherent fraud risks1 that pose a threat to 
the organization.

• Assess the likelihood and significance of occurrence of the identified fraud risks.

• Identify and map existing preventive and detective controls to the relevant 
fraud risks.

• Evaluate whether the identified controls are operating effectively and efficiently.

• Identify and evaluate the residual fraud risks2 resulting from ineffective or 
non-existent controls.

• Respond to residual fraud risks by identifying mitigating controls, taking into 
consideration the organization’s risk tolerance to fraud.

• Periodically review and update the fraud risk assessment.

1Inherent fraud risks are the fraud risks that an organization faces if it has no mitigating controls.
2Residual fraud risks are the risks that remain after inherent fraud risks have been mitigated by 

existing controls.

Source: Adapted from Managing the Business Risk of Fraud: A Practical Guide, The Institute of 
Internal Auditors, The American Institute of Certified Public Accountants, and the Association of 
Certified Fraud Examiners
Reports of the Auditor General of Canada to the Parliament of Canada—Spring 2017Report 1



1.21 Governance. Effective fraud risk management starts with a 
governance structure that sends a message that fraud will not be tolerated. 
All members of an organization, including its audit committee members, 
its senior management, and its employees, must know how they can 
contribute to effective fraud risk management.

1.22 We found that the selected federal organizations had governance 
structures in place that contributed to fraud risk management. For 
example, all organizations had independent audit committees, values 
and integrity offices, values and ethics codes that included conflict of 
interest and post-employment, units to investigate fraud allegations, and 
risk-based internal audit plans. Also, we found that all organizations 
regularly discussed their approaches to fraud risk management with their 
audit committees.

1.23 We found that all organizations had some additional elements of 
governance in place. For example, Health Canada had an Ombudsman, 
Integrity and Resolution Office that was responsible for informal conflict 
management, internal disclosure, and values and ethics services. The 
Office was a confidential way for employees to discuss and resolve 
work-related issues. As another example, Indigenous and Northern 
Affairs Canada had a National Centre for Allegations and Complaints. 
The Centre ensured that allegations and complaints about funding 
provided by the Department were examined properly and that appropriate 
action was taken.

1.24 Identification of fraud risks and mitigation measures. 
Organizations can identify where they are vulnerable to fraud and what 
controls they can put in place to mitigate their fraud risks by completing a 
fraud risk assessment.

1.25 We found that three of the five federal organizations we looked 
at—the Canadian Food Inspection Agency, Global Affairs Canada, and 
Indigenous and Northern Affairs Canada—each conducted a fraud risk 
assessment. However, we found that some best practices (Exhibit 1.1) 
were missing from the assessments.

1.26 For example, Indigenous and Northern Affairs Canada did not 
identify all the potential inherent fraud risks because it assessed the risk 
of internal fraud only. The Canadian Food Inspection Agency and Global 
Affairs Canada did not create a response plan to address the identified 
residual fraud risks by identifying mitigating controls. In addition, none 
of the organizations evaluated whether all of the identified controls were 
operating effectively and efficiently.

1.27 While both Health Canada and Public Services and Procurement 
Canada had fraud risk management frameworks in place, neither 
completed a fraud risk assessment.
5Managing the Risk of Fraud Report 1
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1.28 Public Services and Procurement Canada did not conduct a fraud 
risk assessment, but it documented and identified fraud risks through 
other means. However, it did not match those risks to the controls 
intended to mitigate them. We found that it put in place controls to 
mitigate some of the fraud risks it had identified. For example, it 
implemented an Integrity Framework that addressed the risk of 
conducting business with unethical suppliers.

1.29 Recommendation. The Canadian Food Inspection Agency, Global 
Affairs Canada, and Indigenous and Northern Affairs Canada should 
ensure that their current fraud risk assessments are reviewed and updated 
periodically, following best practices.

The Canadian Food Inspection Agency’s response. Agreed. The 
Canadian Food Inspection Agency will review the current formal fraud risk 
assessment and update it periodically, incorporating best practices. The 
first review will be completed by December 2017.

Global Affairs Canada’s response. Agreed. Global Affairs Canada will 
take steps to ensure that a fraud risk assessment is reviewed and updated 
annually, including verifying whether controls are operating effectively and 
efficiently. The actions associated with this recommendation will be 
completed by December 2017.

Indigenous and Northern Affairs Canada’s response. Agreed. Indigenous 
and Northern Affairs Canada will review its current formal fraud risk 
assessment and update it periodically, incorporating best practices, 
beginning 1 September 2017.

1.30 Recommendation. Health Canada and Public Services and 
Procurement Canada should conduct a fraud risk assessment that 
considers all areas of their organizations and follows best practices.

Health Canada’s response. Agreed. Health Canada is in the process of 
conducting a comprehensive fraud risk assessment, to be completed 
by 31 March 2018.

Public Services and Procurement Canada’s response. Agreed. The risk of 
fraud was included as one of the departmental risks in Public Services and 
Procurement Canada’s 2017–18 Departmental Plan, demonstrating the 
Department’s consolidation efforts for documentation of fraud risk 
management activities, including risk assessment. In addition, using best 
practices on risk management from the Treasury Board of Canada 
Secretariat, as well as the CSA Group and the International Organization 
for Standardization, a department-wide fraud risk assessment and 
mapping of existing and future fraud risk management controls are being 
conducted through the 2017–19 Departmental Risk Profile.
Reports of the Auditor General of Canada to the Parliament of Canada—Spring 2017Report 1



Many employees did not receive mandatory training on values and ethics 
and conflicts of interest

What we found 1.31 We found that all of the selected federal organizations had training 
programs for their employees on values and ethics and conflicts of 
interest. However, the organizations did not make sure their employees 
received training that was mandatory, and few employees were trained.

1.32 Our analysis supporting this finding presents what we examined and 
discusses the following topic:

• Training

Why this finding matters 1.33 This finding matters because training on values and ethics, resolving 
conflicts of interest, and the consequences of committing fraud creates a 
culture where ethical conduct is expected. Training also helps employees 
be aware of their role in preventing and detecting fraud.

Recommendation 1.34 Our recommendation in this area of examination appears at 
paragraph 1.39.

Analysis to support 
this finding

1.35 What we examined. We examined whether the selected federal 
organizations trained their employees on values and ethics, conflicts of 
interest, and fraud.

1.36 Training. We found that all five federal organizations had employee 
training programs on values and ethics and conflicts of interest. However, 
many employees did not receive the training, even though it was 
mandatory. When it was required, fewer than 20 percent of Health 
Canada and Public Services and Procurement Canada employees received 
the training. At the Canadian Food Inspection Agency, 34 percent of 
employees received the required training.

1.37 We could not calculate the percentage of Global Affairs Canada 
employees who received the training because the Department did not 
have the information we needed to make the calculation. In the case of 
Indigenous and Northern Affairs Canada, it made its training mandatory 
toward the end of the audit period; therefore, we were unable to assess 
its monitoring.

1.38 We found that some of the organizations we looked at also gave fraud 
training to some of their employees, even though it was not required by 
the Government of Canada. For example, Global Affairs Canada included 
fraud awareness in the training given to consular officers with management 
responsibilities before the officers were posted abroad. Also, Indigenous and 
Northern Affairs Canada has been providing fraud awareness training with 
an emphasis on construction fraud since July 2016.
7Managing the Risk of Fraud Report 1
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1.39 Recommendation. The Canadian Food Inspection Agency, Global 
Affairs Canada, Health Canada, Indigenous and Northern Affairs Canada, 
and Public Services and Procurement Canada should

• identify operational areas at higher risk for fraud and develop 
targeted training for employees in these areas, and

• ensure that employees are taking mandatory training in a 
timely manner.

The Canadian Food Inspection Agency’s response. Agreed. The Canadian 
Food Inspection Agency is committed to increasing employee awareness 
through regular reminder communications. The Agency will also conduct a 
needs assessment by June 2017 to identify the best approach for mitigating 
areas of higher risk for fraud. This assessment will consider the need for 
additional training or other products to mitigate fraud risks.

Global Affairs Canada’s response. Agreed. Global Affairs Canada will 
take steps to identify operational areas at higher risk for fraud, the nature 
of those risks, and measures to mitigate those risks. In parallel, Global 
Affairs Canada is working with departmental experts on the development 
of targeted training on fraud awareness for employees. Global Affairs 
Canada will develop a training strategy and communications plan to 
promote values and ethics training in the workplace. The actions 
associated with this recommendation will be completed by 
September 2017.

Health Canada’s response. Agreed. Health Canada currently has specialized 
training for regulators that promotes values and ethics and right-doing. 
Health Canada has increased its communication and monitoring efforts to 
ensure that mandatory training is taken in a timely manner.

Indigenous and Northern Affairs Canada’s response. Agreed. Indigenous 
and Northern Affairs Canada will identify areas at high risk for fraud, 
continue providing targeted fraud training to employees, and ensure that 
mandatory values and ethics training is completed as required. The 
actions associated with this recommendation will be completed 
by 1 September 2017.

Public Services and Procurement Canada’s response. Agreed. 
Public Services and Procurement Canada currently offers mandatory 
online training on values and ethics. Recently, a new online values and 
ethics quiz was developed and will be rolled out to all new employees. 
In addition, an online course on how to identify and report fraud and 
wrongdoing has been developed and is in the process of being rolled out.

As it concerns occupational areas at higher risk for fraud, procurement 
officers as a special group in our Acquisitions Program have been identified, 
and training exists for them that includes the topic of fraud. The Department 
will continue to identify occupational areas at higher risk for fraudulent 
practices and determine training needs, as necessary.
Reports of the Auditor General of Canada to the Parliament of Canada—Spring 2017Report 1



To ensure accurate tracking of employee completion rates, the 
Department will implement a new learning management system 
in April 2017.

Processes to manage conflicts of interest had weaknesses

What we found 1.40 We found that Public Services and Procurement Canada adequately 
managed employee declarations of conflict of interest, but the other 
four federal organizations did not. They either took too long to resolve 
conflicts of interest or did not have an adequate approach to make sure 
that measures to mitigate conflicts of interest were in place.

1.41 Our analysis supporting this finding presents what we examined and 
discusses the following topics:

• Management of employee declarations of conflict of interest

• Employee declarations in high-risk areas

Why this finding matters 1.42 This finding matters because government organizations need to 
make sure their staff conduct their work without conflicts of interest. 
Weak management of conflicts of interest could leave the government 
vulnerable to fraud.

Recommendations 1.43 Our recommendations in these areas of examination appear at 
paragraphs 1.54 and 1.55.

Analysis to support 
this finding

1.44 What we examined. We examined how the five federal organizations 
managed employee declarations of conflict of interest and whether they 
were resolved in a timely manner. We also examined whether the 
organizations regularly required employees in high-risk areas to declare 
whether or not they were in a conflict of interest.

1.45 Management of employee declarations of conflict of interest. The 
values and ethics codes of all five selected federal organizations stated 
employee responsibilities regarding conflicts of interest. When employees 
join a federal organization, they must sign a letter of employment stating 
that they have read the code and will make a declaration any time they feel 
they are in a conflict of interest.

1.46 We found that all organizations had logs to track and manage 
conflict of interest declarations, but the logs were missing key 
information. For example, some logs did not indicate whether a file was 
open or closed or whether the case was determined to be a conflict of 
interest or not, which would help an organization properly manage the 
declared conflict.
9Managing the Risk of Fraud Report 1
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1.47 We found that Public Services and Procurement Canada was the 
only one of the five organizations we examined that established a service 
standard for responding to a declared conflict of interest by an employee. 
Its standard was to respond within 60 days. It also tracked its actual 
performance against that standard. During the period covered by the 
audit, the Department responded, on average, to declared conflicts of 
interest in 79 days. We also found that Public Services and Procurement 
Canada was the only one of the five organizations we examined that 
assigned a priority rating to the conflict of interest declarations it received, 
which helped it identify which declared conflicts had to be resolved first.

1.48 The Canadian Food Inspection Agency and Health Canada did not 
calculate how long it took to respond to a declared conflict of interest, even 
though its logs had the information it needed to make the calculation. 
Based on information in the logs over the three-year period ending 
31 March 2016, we calculated an average response time of 185 days for 
the Canadian Food Inspection Agency and 104 days for Health Canada. 
We were unable to calculate the number of days it took Global Affairs 
Canada and Indigenous and Northern Affairs Canada to respond because 
their logs did not have the information we needed to make the calculation.

1.49 If an organization takes too long to respond to a declared conflict of 
interest, such as we found at the Canadian Food Inspection Agency, it 
could operate with an employee making decisions in an area where that 
employee has a conflict of interest without measures to mitigate the 
conflict. Also, it could be interpreted by employees as a sign that the 
organization does not consider conflicts of interest to be a real risk.

1.50 We found that the Canadian Food Inspection Agency, Health 
Canada, Indigenous and Northern Affairs Canada, and Public Services 
and Procurement Canada informed the manager or supervisor of the 
measures required to mitigate an employee’s conflict of interest. Global 
Affairs Canada did not; the Department left it up to the employee who had 
the conflict of interest to inform his or her manager about the conflict and 
the mitigating measures. This approach increased the possibility that the 
mitigating measures were not put in place.

1.51 Through our examination of case files, we found one manager 
at Indigenous and Northern Affairs Canada who was not aware of an 
employee’s potential conflict of interest and the measures that had been 
recommended to mitigate the conflict. This meant that the manager could 
not monitor the potential conflict of interest to make sure it did not become 
a real conflict of interest. Also, some files we examined at Indigenous and 
Northern Affairs lacked any evidence that the recommended measures had 
been put in place to mitigate the conflicts of interest.

1.52 We also found that the offices responsible for managing conflicts of 
interest at Health Canada and Public Services and Procurement Canada 
had a process to follow up on the implementation of mitigation measures 
Reports of the Auditor General of Canada to the Parliament of Canada—Spring 2017Report 1



for certain types of conflict of interest cases. However, the three other 
organizations did not.

1.53 Employee declarations in high-risk areas. In the 2010 Fall Report 
of the Auditor General of Canada, Chapter 4—Managing Conflict of 
Interest, we recommended that federal organizations identify areas at high 
risk for conflict of interest and require employees in these areas to report 
regularly whether or not they were in a conflict of interest. In this audit, 
we found that in 2014, Health Canada identified one group of employees 
who were at high risk for having conflicts of interest, and the Department 
had them declare whether or not they had conflicts of interest. We also 
found that procurement officers at Public Services and Procurement 
Canada were required to submit an attestation about whether or not they 
had a conflict of interest for each contract they managed for the 
Department. However, we found that the other three organizations did not 
regularly require employees in high-risk areas to declare whether or not 
they were in a conflict of interest.

1.54 Recommendation. The Canadian Food Inspection Agency, Global 
Affairs Canada, Health Canada, Indigenous and Northern Affairs Canada, 
and Public Services and Procurement Canada should ensure that logs used 
to track and manage declarations of conflict of interest and the related 
mitigation measures have sufficient and complete information to support 
the timely resolution of employee declarations of conflict of interest.

The Canadian Food Inspection Agency’s response. Agreed. The 
Canadian Food Inspection Agency is currently reviewing the Conflict of 
Interest Secretariat’s tracking and logging system to ensure critical data is 
captured for enhanced tracking and reporting capabilities. These activities 
will be completed by April 2017.

Global Affairs Canada’s response. Agreed. Global Affairs Canada has 
recently implemented a new case management system, which will 
improve tracking and reporting on all values and ethics cases, including 
conflicts of interest. The actions associated with this recommendation will 
be completed by March 2018.

Health Canada’s response. Agreed. Health Canada has added new 
tracking elements to its conflict of interest case management system to 
ensure sufficient information is captured to support timely resolution of 
employee declarations of conflict of interest.

Indigenous and Northern Affairs Canada’s response. Agreed. Indigenous 
and Northern Affairs Canada will review logs used to track and manage 
declarations of conflict of interest and the related mitigation measures to 
ensure they contain sufficient and complete information to support timely 
resolution of employee declarations of conflict of interest. The actions 
associated with this recommendation will be completed by 1 April 2017.
11Managing the Risk of Fraud Report 1
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Public Services and Procurement Canada’s response. Agreed. Public 
Services and Procurement Canada has added a column to its conflict of 
interest tracking log, as of January 2017, to indicate the conflict of interest 
determination (none, real, potential, or apparent) resulting from 
the declaration.

1.55 Recommendation. The Canadian Food Inspection Agency, Global 
Affairs Canada, and Indigenous and Northern Affairs Canada should

• identify operational areas at high risk for conflict of interest and 
ensure that public servants occupying positions in those areas are 
regularly required to indicate whether or not they are in a conflict of 
interest, and

• follow up on the implementation of mitigating measures for conflicts 
of interest on a risk basis.

The Canadian Food Inspection Agency’s response. Agreed. The 
Canadian Food Inspection Agency currently requires all its employees to 
attest to the Conflict of Interest and Post-Employment Policy during their 
annual performance reviews. In addition, the Agency’s Conflict of Interest 
Secretariat will commence a review to identify areas of high risk for 
conflict of interest and to consider whether additional mechanisms are 
required to confirm whether or not there is a conflict of interest. These 
actions will be completed by March 2018.

Global Affairs Canada’s response. Agreed. Global Affairs Canada will 
identify areas of high risk and implement appropriate processes and 
mitigation measures. Global Affairs Canada will review and amend current 
practices for reporting and managing conflicts of interest, in order to ensure 
that effective monitoring and control measures are in place. The actions 
associated with this recommendation will be completed by January 2018.

Indigenous and Northern Affairs Canada’s response. Agreed. Indigenous 
and Northern Affairs Canada will follow up on the implementation of 
mitigating measures for conflicts of interest on a risk basis, identify areas of 
high risk, and ensure that employees regularly update their declarations. 
The actions associated with this recommendation will be completed 
by 1 September 2017.

Some controls that could manage the risk of fraud in procurement were not always applied

What we found 1.56 We found that all five federal organizations we examined had 
controls and review committees in place to prevent and detect selected 
inappropriate contracting practices to procure goods and services. 
However, the controls were not always applied, and review committees 
may not have always been involved when required. For example, some 
contracting practices were not justified as they should have been. Also, the 
organizations did not analyze their procurement data to help them identify 
all three types of inappropriate contracting practices that we tested.
Reports of the Auditor General of Canada to the Parliament of Canada—Spring 2017Report 1



1.57 Our analysis supporting this finding presents what we examined and 
discusses the following topics:

• Procurement controls

• Procurement review committees

• Procurement data

Why this finding matters 1.58 This finding matters because most of the selected federal 
organizations identified procurement conducted within their authority as 
a key risk area for internal fraud. The federal government spends billions 
of dollars each year in contracts for goods and services.

Recommendation 1.59 Our recommendation in this area of examination appears at 
paragraph 1.71.

Analysis to support 
this finding

1.60 What we examined. We examined whether the federal organizations 
had selected controls and review committees in place to manage the risk 
of fraud in the procurement of goods and services conducted within their 
authority and whether the controls were applied and review committees 
involved consistently. We examined whether organizations sufficiently and 
routinely analyzed contracting information to identify trends and signs of 
fraudulent behaviour or non-compliance and followed up on exceptions. 
We did not examine several key controls over procurement conducted by 
Public Services and Procurement Canada on behalf of other government 
departments as a common service provider or whether there were any 
incidents of procurement fraud in the selected organizations.

1.61 In each organization, we looked for signs of possible contract 
splitting, inappropriate contract amendments, and inappropriate 
sole-source contracting. Multiple contracts to the same supplier, 
amendments to contracts, and sole-source contracts are all accepted under 
the Treasury Board’s Contracting Policy. It is still important to monitor 
them, though, since in some cases, they can be used inappropriately—
possibly even fraudulently. We chose these contracting practices because 
some of the five organizations identified them as specific internal 
fraud risks.

Contract splitting—Unnecessarily dividing a requirement into a number of smaller 
contracts, thereby avoiding controls on the duration of assignments or contract 
approval authorities.

Inappropriate contract amendments—An agreed addition to, deletion from, correction to, 
or modification of a contract that is inappropriate: for example, awarding a contract at a low 
price, followed promptly by making an amendment to evade competition.

Inappropriate sole-source contracting—Directing a contract to a supplier on a sole-source 
basis when other suppliers are capable of doing or providing the work.
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1.62 Procurement controls. We found that all the federal organizations 
had controls over procurement conducted within their authority to 
prevent and detect contract splitting, inappropriate contract amendments, 
and inappropriate sole-source contracting. However, these controls were 
not always applied, even when they were mandatory.

1.63 We found that some organizations monitored procurement controls 
through periodic compliance checks such as random sampling. We also 
found cases where monitoring controls did not identify that files were 
missing evidence about the procurement that should have existed.

1.64 We found that the five selected organizations gave their procurement 
officers the responsibility to challenge the procurement choices of an 
employee requesting a contract if they believed those choices were 
inappropriate. However, we found instances where there was no evidence 
that the procurement officer challenged a potential risk. For example, we 
identified several sole-source contracts—for similar values, awarded to the 
same vendor either on the same day, one right after another, or before the 
first one had ended—that were not challenged by a procurement officer.

1.65 As required by the Treasury Board’s Contracting Policy, procurement 
officers must ensure that justifications for contract amendments and 
sole-source contracts are documented. We found that Global Affairs 
Canada and the Canadian Food Inspection Agency always included 
justifications for contract amendments in their contract files we 
examined. However, justifications for contract amendments were not 
always in the files at the other three organizations. Similarly, we found 
that Global Affairs Canada and Health Canada documented the 
justification for all sole-source contracts we looked at. However, the other 
three organizations did not always document these justifications.

1.66 We also found that three of the organizations—the Canadian Food 
Inspection Agency, Health Canada, and Indigenous and Northern Affairs 
Canada—had mandatory checklists to prompt their procurement officers 
to identify signs of inappropriate contracting practices. However, the 
checklists were not always used or were incomplete at the Canadian Food 
Inspection Agency and Indigenous and Northern Affairs Canada.

1.67 We found some specific good practices. For example, Global Affairs 
Canada recommended that its procurement officers search the contracting 
history of particular vendors for signs of multiple contracts being awarded 
in a short period, and the Canadian Food Inspection Agency required that 
type of search for sole-source contracts.

1.68 Procurement review committees. We found that by the end of the 
period covered by the audit, all federal organizations had a departmental 
review committee. In general, the committees are responsible for 
reviewing procurements that are considered high risk, are over a certain 
dollar value, or deviate from government policy. While not all instances of 
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non-compliance with contracting policy are fraudulent, they could be signs 
of potential fraud. We found instances where evidence of the review was 
missing from the contract file.

1.69 Procurement data. We found that there were limited proactive 
prevention and detection activities. For the three selected contracting 
practices, we found that none of the federal organizations sufficiently 
and routinely analyzed contracting data to identify trends and signs of 
fraudulent behaviour or non-compliance and followed up on exceptions. 
For example, signs could include

• many contracts awarded to the same vendor, each for a value less 
than specified thresholds;

• multiple contract amendments with a total value equal to a high 
percentage of the initial contract value; and

• many sole-source contracts awarded to the same vendor.

1.70 We also found that three of the organizations—the Canadian 
Food Inspection Agency, Health Canada, and Public Services and 
Procurement Canada—performed routine data analytics and data mining 
of procurement and contracting activities. However, these analytics were 
not used to identify signs of contract splitting, inappropriate contract 
amendments, and inappropriate sole-source contracting. Furthermore, 
even though some of the organizations had processes in place to improve 
the quality of their contracting data, their ability to mine this data was 
limited because of data quality problems that we found at all five 
organizations. The following are some examples:

• The reasons for a contract amendment were not well documented. 
In one case, amendments to a large construction contract were called 
“Printing Services.”

• The same company name was stored in different ways, such as 
“XXX Canada LTD” and “XXX Canada.”

1.71 Recommendation. The Canadian Food Inspection Agency, Global 
Affairs Canada, Health Canada, Indigenous and Northern Affairs Canada, 
and Public Services and Procurement Canada should ensure that contract 
files and contracting data are complete and accurate. They should also 
conduct data analytics and data mining to evaluate controls and identify 
signs of potential contract splitting, inappropriate contract amendments, 
and inappropriate sole-source contracting on a risk basis.

The Canadian Food Inspection Agency’s response. Agreed. The 
Canadian Food Inspection Agency will continue to perform monthly 
validations to ensure the accuracy and completeness of its procurement 
files, data, and reporting. Procurement records, including the accuracy of 

Data analytics and data mining—The use of technology to identify anomalies, trends, and 
risk indicators within a large number of transactions.
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related financial coding, are now being reviewed and validated on a 
monthly basis. The Agency is also reviewing how best to increase the use 
of data analytics to evaluate procurement and contracting controls and 
identify possible areas of concern. Identified opportunities to increase the 
data analytics will be implemented by March 2018.

Global Affairs Canada’s response. Agreed. Global Affairs Canada will 
ensure that its procurement officers are appropriately trained in order to 
ensure that contract files and contracting data are complete and accurate. 
Furthermore, Global Affairs Canada will take steps to improve system data 
integrity and introduce automated tools for analyzing procurement data to 
detect potential fraudulent activities. The actions associated with this 
recommendation will be completed by September 2017.

Health Canada’s response. Agreed. Health Canada currently performs 
risk-based data analytics as part of its procurement performance 
management framework but agrees that these measures can be enhanced. 
Health Canada’s data analytics, data mining, and other practices will be 
modified by 31 March 2018 to improve data quality and to better detect 
potential contract splitting, abuse of amendments, and inappropriate 
sole-source contracting.

Indigenous and Northern Affairs Canada’s response. Agreed. Indigenous 
and Northern Affairs Canada will ensure contract files are complete and 
will explore opportunities to better utilize data analytics and data mining 
to detect red flags and potential procurement fraud risks. This work began 
on 1 February 2017 and will be completed by 30 June 2017.

Public Services and Procurement Canada’s response. Agreed. Public 
Services and Procurement Canada will continue its initiative to improve 
data quality through measures that ensure complete information is 
captured in the departmental financial and materiel management system. 
The Department has implemented risk-based reviews of contracts through 
a monitoring program to detect anomalies and ensure corrective action is 
taken where appropriate.

Federal organizations conducted internal investigations of fraud allegations, 
but information used to track the status of allegations was incomplete

What we found 1.72 We found that all five federal organizations had one or more internal 
groups to manage allegations of fraud. However, the logs these internal 
groups kept on the allegations could not be relied on to answer basic 
questions, such as whether or not an allegation was founded and whether 
or not an investigation was closed.

1.73 Our analysis supporting this finding presents what we examined and 
discusses the following topic:

• Managing allegations of fraud
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Why this finding matters 1.74 This finding matters because federal organizations need a thorough 
approach to manage internal investigations to make sure they are handled 
well. The results of these investigations can help organizations fix 
weaknesses in their controls.

Recommendation 1.75 Our recommendation in this area of examination appears at 
paragraph 1.80.

Analysis to support 
this finding

1.76 What we examined. We examined whether the selected 
federal organizations

• had a group to manage allegations of fraud;

• had an approach to coordinate, monitor, investigate, and report on 
such allegations; and

• took corrective actions to help mitigate future incidents.

1.77 Managing allegations of fraud. We found that all five federal 
organizations established one or more groups to manage allegations of 
fraud and conduct internal investigations as needed. We also found that 
they all had policies and guidelines that outlined investigation processes 
and roles and responsibilities.

1.78 We noted that all the organizations used either a log or a file 
management system to manage allegations and investigations. However, 
problems with the information in the logs at the Canadian Food 
Inspection Agency, Global Affairs Canada, and Indigenous and Northern 
Affairs Canada limited the logs’ usefulness. The problems we found 
included allegations identified as open, even though the comments 
indicated that measures had been taken to resolve the allegations, and 
allegations that were not identified as either founded or unfounded.

1.79 We found that the investigation groups we examined reported 
the results of their investigations to senior management or a senior 
committee. However, it was not always clear how or whether the 
recommendations or systemic corrective measures were implemented.

1.80 Recommendation. The Canadian Food Inspection Agency, Global 
Affairs Canada, and Indigenous and Northern Affairs Canada should 
maintain a comprehensive and complete log that captures and tracks the 
status of all allegations, where appropriate, including where corrective 
measures were implemented to prevent fraud.

The Canadian Food Inspection Agency’s response. Agreed. The 
Canadian Food Inspection Agency is currently implementing a centralized 
function for the coordination, management, and reporting for any 
instances of fraud activity. A tracking system will be used to capture and 
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monitor the status of suspected fraud cases and their related corrective 
action plans. These actions will be completed by March 2018.

Global Affairs Canada’s response. Agreed. Global Affairs Canada has 
recently implemented a new case management system, which will 
improve tracking and reporting on internal investigations, including 
tracking of the status of allegations. The actions associated with this 
recommendation will be completed by March 2018.

Indigenous and Northern Affairs Canada’s response. Agreed. 
Indigenous and Northern Affairs Canada is currently working to develop a 
comprehensive log to track the status of all allegations, including systemic 
corrective measures implemented. The actions associated with this 
recommendation will be fully implemented by 30 September 2017.

Guidance on risk management did not specifically address fraud risk management

What we found 1.81 We found that the Treasury Board of Canada Secretariat supported 
and monitored how federal organizations manage their overall risks. 
However, it did not monitor fraud risk management in federal 
organizations or provide specific guidance about fraud risks.

1.82 Our analysis supporting this finding presents what we examined 
and discusses the following topics:

• Guidance on risk management

• Monitoring of fraud risk management

Why this finding matters 1.83 This finding matters because a lack of guidance on fraud risks can 
lead to inconsistent approaches to managing fraud risks across government.

Recommendation 1.84 Our recommendation in this area of examination appears at 
paragraph 1.91.

Analysis to support 
this finding

1.85 What we examined. We examined whether the Treasury Board of 
Canada Secretariat had developed clear policies, guidance, and tools on 
assessing and managing fraud risks as part of its guidance and support 
on overall departmental risks. We also examined whether the Secretariat 
monitored how federal government organizations managed their risk 
of fraud.

1.86 Guidance on risk management. We found that the Treasury Board 
of Canada Secretariat provided guidance, tools, and expertise to support 
federal organizations in managing their risks. The Secretariat had a 
Framework for the Management of Risk to support organizations in risk 
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management. However, this and the other guidance and policies we 
examined, such as the Policy on Internal Audit and the Policy on Internal 
Control, did not mention fraud risks or fraud risk management.

1.87 The Secretariat has been working to streamline and modernize 
Treasury Board policies, but it had no plans to develop guidance on fraud 
risk management as part of that initiative’s first phase.

1.88 We found that in 2015, the Treasury Board of Canada Secretariat 
provided advice on financial fraud management to existing internal 
control working groups. This was done to increase awareness of financial 
fraud risks and the tools that are publicly available to identify, manage, 
and mitigate these risks.

1.89 We noted that other countries issued formal guidance to government 
departments on fraud risk management. The following are some examples:

• In the United Kingdom, the Treasury in 2011 issued Tackling Internal 
Fraud, a guide that provides managers in government organizations 
with advice on how to manage the risk of fraud. It expands on the 
list of departmental responsibilities outlined in the guide Managing 
Public Money.

• The Australian government has a Fraud Control Framework, which 
requires “that government entities put in place a comprehensive fraud 
control program that covers prevention, detection, investigation and 
reporting strategies.” The framework’s guidance states that agencies 
must undertake a fraud risk assessment at least once every two years, 
or more frequently if the risk of fraud is deemed to be high.

1.90 Monitoring of fraud risk management. We found that the Treasury 
Board of Canada Secretariat, through its Management Accountability 
Framework, monitored the implementation of its risk management 
guidance by federal organizations. The guidance does not mention fraud 
risks, and the Secretariat did not monitor how organizations were 
managing fraud risks.

1.91 Recommendation. To help improve fraud risk management at 
federal organizations, the Treasury Board of Canada Secretariat should

• increase awareness of the importance of managing fraud risks 
by supporting senior management in implementing fraud risk 
management, and

• consider issuing specific guidance on managing fraud risks and 
how its implementation could be monitored.

Management Accountability Framework—A framework for management excellence, 
accompanied by an annual self-assessment of management practices and performance in 
most federal organizations.
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The Treasury Board of Canada Secretariat’s response. Agreed. 
The Treasury Board of Canada Secretariat will continue to work with 
departments and agencies to ensure that they have a clear understanding 
of the importance of managing and monitoring fraud risks. The Treasury 
Board Policy on Internal Control requires compliance with internal control 
over financial reporting, including specific requirements for safeguarding 
financial resources against fraud. The Treasury Board also directs 
departments to comply with the Institute of Internal Auditors’ standards, 
including specific standards on assessing fraud management. The 
Secretariat will issue updates to its guidance on the management of fraud 
risks, as needed, and will continue to support senior management in 
increasing awareness, identification, and mitigation of fraud risks.

Conclusion
1.92 We concluded that in the areas we examined, the selected federal 
organizations did not appropriately manage all of their fraud risks. We did, 
however, see a number of good practices in all the organizations we 
examined. Overall, the organizations had appropriate governance 
structures to help them manage their risk of fraud, but some organizations 
did not use a strong enough approach to assess those risks, and none of 
the organizations made sure that the specific controls we looked at worked 
as they should have. For example, the organizations did not make sure 
that all their employees received mandatory training in values and ethics.

1.93 We also concluded that the Treasury Board of Canada Secretariat 
developed guidance for departments and agencies to help them assess 
and manage overall departmental risks. However, the Secretariat did not 
provide specific guidance on fraud risk management or monitor how 
departments and agencies managed their risk of fraud.
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About the Audit

This independent assurance report was prepared by the Office of the Auditor General of Canada on 
the management of fraud risks in the Government of Canada. Our responsibility was to provide 
objective information, advice, and assurance to assist Parliament in its scrutiny of the government’s 
management of resources and programs, and to conclude on whether the management of fraud risks 
complies in all significant respects with the applicable criteria.

All work in this audit was performed to a reasonable level of assurance in accordance with 
the Canadian Standard for Assurance Engagements (CSAE) 3001—Direct Engagements set out 
by the Chartered Professional Accountants of Canada (CPA Canada) in the CPA Canada 
Handbook—Assurance.

The Office applies Canadian Standard on Quality Control 1 and, accordingly, maintains a 
comprehensive system of quality control, including documented policies and procedures regarding 
compliance with ethical requirements, professional standards, and applicable legal and 
regulatory requirements.

In conducting the audit work, we have complied with the independence and other ethical 
requirements of the Rules of Professional Conduct of Chartered Professional Accountants 
of Ontario and the Code of Values, Ethics and Professional Conduct of the Office of the Auditor 
General of Canada. Both the Rules of Professional Conduct and the Code are founded on fundamental 
principles of integrity, objectivity, professional competence and due care, confidentiality, and 
professional behaviour.

In accordance with our regular audit process, we obtained the following from management:

• confirmation of management’s responsibility for the subject under audit;

• acknowledgement of the suitability of the criteria used in the audit;

• confirmation that all known information that has been requested, or that could affect the 
findings or audit conclusion, has been provided; and

• confirmation that the findings in this report are factually based.

Indigenous and Northern Affairs Canada management declined to provide acknowledgement of 
the suitability of the criteria used in the audit, and instead deferred to our expertise as the auditor 
in this regard.

Audit objective

The objective of this audit was to determine whether fraud risks were being managed appropriately 
in selected federal organizations. This audit focused on how these federal organizations established 
governance processes to manage fraud risks, assessed these risks, and identified and implemented 
control activities to manage and mitigate fraud risks.

The audit also focused on whether the Treasury Board of Canada Secretariat provided support and 
oversight to federal organizations to manage their risks, including fraud risks, and monitored the 
implementation of policies and directives.
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Scope and approach

We audited the following five federal organizations:

• Canadian Food Inspection Agency,

• Global Affairs Canada,

• Health Canada,

• Indigenous and Northern Affairs Canada, and

• Public Services and Procurement Canada.

The audit assessed whether fraud risks were managed appropriately in the selected organizations. 
Specifically, we examined whether the selected federal organizations had governance practices 
regarding fraud risk management that were consistent with government policies and best practices. 
These practices included the assessment of fraud risks, implementation of training activities, 
management of conflicts of interest, procurement activities, and investigations into allegations 
of fraud.

We chose a targeted sample of files, based on monetary value and risk, to examine for conflict of 
interest, procurement, and investigations. The samples for each organization are listed below.

In addition, the audit assessed whether the Treasury Board of Canada Secretariat had appropriate 
policies and guidance as well as monitoring and reporting practices regarding fraud risk management.

Federal organization Conflicts of interest Procurement Investigations

Canadian Food Inspection Agency 11 44 3

Global Affairs Canada 0 69 7

Health Canada 12 64 3

Indigenous and Northern Affairs Canada 9 59 10

Public Services and Procurement Canada 10 84 6

Total 42 320 29
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Criteria

Criteria Sources

To determine whether the selected federal organizations established governance processes to manage 
fraud risks, assessed these risks, and identified and implemented control activities to manage and 

mitigate fraud risks, we used the following criteria:

Selected federal organizations have fraud risk 
governance processes in place.

• Values and Ethics Code for the Public Sector, 
Treasury Board

• Policy on Financial Management Governance, 
Treasury Board

• Financial Administration Act

• Framework for the Management of Risk, Treasury Board

• Internal Control—Integrated Framework, Committee of 
Sponsoring Organizations of the Treadway Commission

• Managing the Business Risk of Fraud: A Practical Guide, 
The Institute of Internal Auditors, The American Institute 
of Certified Public Accountants, and the Association of 
Certified Fraud Examiners

Selected federal organizations implement an 
assessment approach to identify fraud risks and 
mitigating actions.

• Directive on Departmental Security Management, 
Treasury Board

• Policy on Internal Audit, Treasury Board

• Policy on Privacy Protection, Treasury Board

• Framework for the Management of Risk, Treasury Board

• Internal Control—Integrated Framework, Committee of 
Sponsoring Organizations of the Treadway Commission

• Managing the Business Risk of Fraud: A Practical Guide, 
The Institute of Internal Auditors, The American Institute 
of Certified Public Accountants, and the Association of 
Certified Fraud Examiners

Selected federal organizations implement controls 
and activities to address fraud risks.

• Policy on Internal Control, Treasury Board

• Directive on Departmental Security Management, 
Treasury Board

• Directive on Losses of Money or Property, Treasury Board

• Policy on Internal Audit, Treasury Board

• Internal Control—Integrated Framework, Committee of 
Sponsoring Organizations of the Treadway Commission

• Managing the Business Risk of Fraud: A Practical Guide, 
The Institute of Internal Auditors, The American Institute 
of Certified Public Accountants, Association of Certified 
Fraud Examiners
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To determine whether the selected federal organizations established governance processes to manage 
fraud risks, assessed these risks, and identified and implemented control activities to manage and 

mitigate fraud risks, we used the following criteria: (continued)

Selected federal organizations implement internal 
investigation activities for alleged fraud and 
wrongdoing, report to senior management, and take 
appropriate corrective actions.

• Policy on Government Security, Treasury Board

• Directive on Departmental Security Management, 
Treasury Board

• Values and Ethics Code for the Public Sector, 
Treasury Board

• Policy on Internal Control, Treasury Board

• Internal Control—Integrated Framework, Committee of 
Sponsoring Organizations of the Treadway Commission

• Managing the Business Risk of Fraud: A Practical Guide, 
The Institute of Internal Auditors, The American Institute 
of Certified Public Accountants, Association of Certified 
Fraud Examiners

To determine whether the Treasury Board of Canada Secretariat provided support and oversight 
to federal organizations to manage their risks, including fraud risks, and monitored the implementation 

of policies and directives, we used the following criteria: 

Treasury Board of Canada Secretariat has clear 
policies, guidance, and tools regarding the 
assessment and management of overall 
departmental risks, including fraud risks, and 
monitors the implementation.

• Policy on Financial Management Governance, 
Treasury Board

• Policy on Internal Control, Treasury Board

• Directive on Departmental Security Management, 
Treasury Board

Criteria Sources
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Period covered by the audit

The audit covered the period between 1 April 2013 and 31 October 2016. This is the period to which 
the audit conclusion applies. However, to gain a more complete understanding of the subject matter of 
the audit, we also examined certain matters that preceded the starting date of the audit.

Date of the report

We obtained sufficient and appropriate audit evidence on which to base our conclusion 
on 6 March 2017, in Ottawa, Ontario.

Audit team

Principal: Martin Dompierre
Director: Michelle Robert

Michael Codina-Lucia
Lucie Després
Nicholas Guindon
Manav Kapoor
Alexandra MacDonald
Durand Mbangue Ngangue
Elisa Metza
Greg Milosek
Suzanne Moorhead
Molik Yadnik
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List of Recommendations

The following table lists the recommendations and responses found in this report. The paragraph 
number preceding the recommendation indicates the location of the recommendation in the report, 
and the numbers in parentheses indicate the location of the related discussion.    

Recommendation Response

Fraud risk management

1.29 The Canadian Food Inspection 
Agency, Global Affairs Canada, and 
Indigenous and Northern Affairs Canada 
should ensure that their current fraud risk 
assessments are reviewed and updated 
periodically, following best practices. 
(1.16–1.28)

The Canadian Food Inspection Agency’s response. Agreed. The 
Canadian Food Inspection Agency will review the current formal fraud 
risk assessment and update it periodically, incorporating best 
practices. The first review will be completed by December 2017.

Global Affairs Canada’s response. Agreed. Global Affairs Canada will 
take steps to ensure that a fraud risk assessment is reviewed and 
updated annually, including verifying whether controls are operating 
effectively and efficiently. The actions associated with this 
recommendation will be completed by December 2017.

Indigenous and Northern Affairs Canada’s response. Agreed. 
Indigenous and Northern Affairs Canada will review its current formal 
fraud risk assessment and update it periodically, incorporating best 
practices, beginning 1 September 2017.

1.30 Health Canada and Public 
Services and Procurement Canada should 
conduct a fraud risk assessment that 
considers all areas of their organizations 
and follows best practices. (1.16–1.28)

Health Canada’s response. Agreed. Health Canada is in the process 
of conducting a comprehensive fraud risk assessment, to be 
completed by 31 March 2018.

Public Services and Procurement Canada’s response. Agreed. The 
risk of fraud was included as one of the departmental risks in Public 
Services and Procurement Canada’s 2017–18 Departmental Plan, 
demonstrating the Department’s consolidation efforts for 
documentation of fraud risk management activities, including risk 
assessment. In addition, using best practices on risk management 
from the Treasury Board of Canada Secretariat, as well as the CSA 
Group and the International Organization for Standardization, a 
department-wide fraud risk assessment and mapping of existing and 
future fraud risk management controls are being conducted through 
the 2017–19 Departmental Risk Profile.

1.39 The Canadian Food Inspection 
Agency, Global Affairs Canada, Health 
Canada, Indigenous and Northern Affairs 
Canada, and Public Services and 
Procurement Canada should

• identify operational areas at higher risk 
for fraud and develop targeted training 
for employees in these areas, and

• ensure that employees are taking 
mandatory training in a timely manner. 
(1.31–1.38)

The Canadian Food Inspection Agency’s response. Agreed. The 
Canadian Food Inspection Agency is committed to increasing 
employee awareness through regular reminder communications. The 
Agency will also conduct a needs assessment by June 2017 to identify 
the best approach for mitigating areas of higher risk for fraud. This 
assessment will consider the need for additional training or other 
products to mitigate fraud risks.

Global Affairs Canada’s response. Agreed. Global Affairs Canada will 
take steps to identify operational areas at higher risk for fraud, the 
nature of those risks, and measures to mitigate those risks. In parallel, 
Global Affairs Canada is working with departmental experts on the 
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development of targeted training on fraud awareness for employees. 
Global Affairs Canada will develop a training strategy and 
communications plan to promote values and ethics training in the 
workplace. The actions associated with this recommendation will be 
completed by September 2017.

Health Canada’s response. Agreed. Health Canada currently has 
specialized training for regulators that promotes values and ethics 
and right-doing. Health Canada has increased its communication 
and monitoring efforts to ensure that mandatory training is taken in a 
timely manner.

Indigenous and Northern Affairs Canada’s response. Agreed. 
Indigenous and Northern Affairs Canada will identify areas at high risk 
for fraud, continue providing targeted fraud training to employees, 
and ensure that mandatory values and ethics training is completed 
as required. The actions associated with this recommendation will be 
completed by 1 September 2017.

Public Services and Procurement Canada’s response. Agreed. 
Public Services and Procurement Canada currently offers mandatory 
online training on values and ethics. Recently, a new online values 
and ethics quiz was developed and will be rolled out to all new 
employees. In addition, an online course on how to identify and 
report fraud and wrongdoing has been developed and is in the 
process of being rolled out.

As it concerns occupational areas at higher risk for fraud, procurement 
officers as a special group in our Acquisitions Program have been 
identified, and training exists for them that includes the topic of fraud. 
The Department will continue to identify occupational areas at higher 
risk for fraudulent practices and determine training needs, as necessary.

To ensure accurate tracking of employee completion rates, the 
Department will implement a new learning management system 
in April 2017.

1.54 The Canadian Food Inspection 
Agency, Global Affairs Canada, Health 
Canada, Indigenous and Northern Affairs 
Canada, and Public Services and 
Procurement Canada should ensure that 
logs used to track and manage 
declarations of conflict of interest and the 
related mitigation measures have 
sufficient and complete information to 
support the timely resolution of employee 
declarations of conflict of interest. 
(1.40–1.53)

The Canadian Food Inspection Agency’s response. Agreed. The 
Canadian Food Inspection Agency is currently reviewing the Conflict 
of Interest Secretariat’s tracking and logging system to ensure critical 
data is captured for enhanced tracking and reporting capabilities. 
These activities will be completed by April 2017.

Global Affairs Canada’s response. Agreed. Global Affairs Canada has 
recently implemented a new case management system, which will 
improve tracking and reporting on all values and ethics cases, 
including conflicts of interest. The actions associated with this 
recommendation will be completed by March 2018.

Health Canada’s response. Agreed. Health Canada has added new 
tracking elements to its conflict of interest case management system 
to ensure sufficient information is captured to support timely 
resolution of employee declarations of conflict of interest.

Recommendation Response
27Managing the Risk of Fraud Report 1



28
Indigenous and Northern Affairs Canada’s response. Agreed. 
Indigenous and Northern Affairs Canada will review logs used to track 
and manage declarations of conflict of interest and the related 
mitigation measures to ensure they contain sufficient and complete 
information to support timely resolution of employee declarations of 
conflict of interest. The actions associated with this recommendation 
will be completed by 1 April 2017.

Public Services and Procurement Canada’s response. Agreed. 
Public Services and Procurement Canada has added a column to its 
conflict of interest tracking log, as of January 2017, to indicate the 
conflict of interest determination (none, real, potential, or apparent) 
resulting from the declaration.

1.55 The Canadian Food Inspection 
Agency, Global Affairs Canada, and 
Indigenous and Northern Affairs 
Canada should

• identify operational areas at high risk 
for conflict of interest and ensure that 
public servants occupying positions in 
those areas are regularly required to 
indicate whether or not they are in a 
conflict of interest, and

• follow up on the implementation of 
mitigating measures for conflicts of 
interest on a risk basis.
(1.40–1.53)

The Canadian Food Inspection Agency’s response. Agreed. The 
Canadian Food Inspection Agency currently requires all its employees 
to attest to the Conflict of Interest and Post-Employment Policy during 
their annual performance reviews. In addition, the Agency’s Conflict of 
Interest Secretariat will commence a review to identify areas of high risk 
for conflict of interest and to consider whether additional mechanisms 
are required to confirm whether or not there is a conflict of interest. 
These actions will be completed by March 2018.

Global Affairs Canada’s response. Agreed. Global Affairs Canada will 
identify areas of high risk and implement appropriate processes and 
mitigation measures. Global Affairs Canada will review and amend 
current practices for reporting and managing conflicts of interest, in 
order to ensure that effective monitoring and control measures are in 
place. The actions associated with this recommendation will be 
completed by January 2018.

Indigenous and Northern Affairs Canada’s response. Agreed. 
Indigenous and Northern Affairs Canada will follow up on the 
implementation of mitigating measures for conflicts of interest on 
a risk basis, identify areas of high risk, and ensure that employees 
regularly update their declarations. The actions associated with this 
recommendation will be completed by 1 September 2017.

1.71 The Canadian Food Inspection 
Agency, Global Affairs Canada, Health 
Canada, Indigenous and Northern Affairs 
Canada, and Public Services and 
Procurement Canada should ensure that 
contract files and contracting data are 
complete and accurate. They should also 
conduct data analytics and data mining to 
evaluate controls and identify signs of 
potential contract splitting, inappropriate 
contract amendments, and inappropriate 
sole-source contracting on a risk basis. 
(1.56–1.70)

The Canadian Food Inspection Agency’s response. Agreed. 
The Canadian Food Inspection Agency will continue to perform 
monthly validations to ensure the accuracy and completeness of 
its procurement files, data, and reporting. Procurement records, 
including the accuracy of related financial coding, are now being 
reviewed and validated on a monthly basis. The Agency is also 
reviewing how best to increase the use of data analytics to evaluate 
procurement and contracting controls and identify possible areas of 
concern. Identified opportunities to increase the data analytics will be 
implemented by March 2018.
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Global Affairs Canada’s response. Agreed. Global Affairs Canada will 
ensure that its procurement officers are appropriately trained in order 
to ensure that contract files and contracting data are complete and 
accurate. Furthermore, Global Affairs Canada will take steps to 
improve system data integrity and introduce automated tools for 
analyzing procurement data to detect potential fraudulent activities. 
The actions associated with this recommendation will be completed 
by September 2017.

Health Canada’s response. Agreed. Health Canada currently 
performs risk-based data analytics as part of its procurement 
performance management framework but agrees that these 
measures can be enhanced. Health Canada’s data analytics, data 
mining, and other practices will be modified by 31 March 2018 to 
improve data quality and to better detect potential contract splitting, 
abuse of amendments, and inappropriate sole-source contracting.

Indigenous and Northern Affairs Canada’s response. Agreed. 
Indigenous and Northern Affairs Canada will ensure contract files are 
complete and will explore opportunities to better utilize data analytics 
and data mining to detect red flags and potential procurement fraud 
risks. This work began on 1 February 2017 and will be completed 
by 30 June 2017.

Public Services and Procurement Canada’s response. Agreed. 
Public Services and Procurement Canada will continue its initiative to 
improve data quality through measures that ensure complete 
information is captured in the departmental financial and materiel 
management system. The Department has implemented risk-based 
reviews of contracts through a monitoring program to detect 
anomalies and ensure corrective action is taken where appropriate.

1.80 The Canadian Food Inspection 
Agency, Global Affairs Canada, and 
Indigenous and Northern Affairs Canada 
should maintain a comprehensive and 
complete log that captures and tracks the 
status of all allegations, where appropriate, 
including where corrective measures were 
implemented to prevent fraud. 
(1.72–1.79)

The Canadian Food Inspection Agency’s response. Agreed. 
The Canadian Food Inspection Agency is currently implementing 
a centralized function for the coordination, management, and 
reporting for any instances of fraud activity. A tracking system will be 
used to capture and monitor the status of suspected fraud cases and 
their related corrective action plans. These actions will be completed 
by March 2018.

Global Affairs Canada’s response. Agreed. Global Affairs Canada has 
recently implemented a new case management system, which will 
improve tracking and reporting on internal investigations, including 
tracking of the status of allegations. The actions associated with this 
recommendation will be completed by March 2018.

Indigenous and Northern Affairs Canada’s response. Agreed. 
Indigenous and Northern Affairs Canada is currently working to 
develop a comprehensive log to track the status of all allegations, 
including systemic corrective measures implemented. The actions 
associated with this recommendation will be fully implemented by 
30 September 2017.
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1.91 To help improve fraud risk 
management at federal organizations, 
the Treasury Board of Canada 
Secretariat should

• increase awareness of the importance 
of managing fraud risks by supporting 
senior management in implementing 
fraud risk management, and

• consider issuing specific guidance on 
managing fraud risks and how its 
implementation could be monitored.
(1.81–1.90)

The Treasury Board of Canada Secretariat’s response. Agreed. 
The Treasury Board of Canada Secretariat will continue to work 
with departments and agencies to ensure that they have a clear 
understanding of the importance of managing and monitoring 
fraud risks. The Treasury Board Policy on Internal Control requires 
compliance with internal control over financial reporting, including 
specific requirements for safeguarding financial resources against 
fraud. The Treasury Board also directs departments to comply with 
the Institute of Internal Auditors’ standards, including specific 
standards on assessing fraud management. The Secretariat will issue 
updates to its guidance on the management of fraud risks, as needed, 
and will continue to support senior management in increasing 
awareness, identification, and mitigation of fraud risks.
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