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PROPOSED AUTHORITIES & CAPABILITIES FOR CSE

FOREIGN SIGNALS INTELLIGENCE CYBERSECURITY
& INFORMATION ASSURANCE
="

MAINTAIN CSE’'S ABILITY TO COLLECT
FOREIGN SIGNALS INTELLIGENCE

Use advanced fechniques to access foreign networks
to collect infelligence in support of government priorities

DEFEND IMPORTANT NON-GOVERNMENT
OF CANADA NETWORKS

Upon request, deploy CSE’s cybersecurity tools
on non-government systems

Remove legal barriers fo sharing cyber threat
information and mitigation advice

FOREIGN CYBER OPERATIONS

® DEFENSIVE CYBER OPERATIONS

ASSISTANCE TO FEDERAL SECURITY
& INTELLIGENCE PARTNERS
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ASSISTANCE TO DND/CAF INCLUDING CYBER $— ] Distupfing foreign cyber fhreats forgefing
OPERATIONS FOR GOVERNMENT-AUTHORIZED important Canadian nefworks
MILITARY MISSIONS ACTIVE CYBER OPERATIONS
Use advanced techniques o support military campaigns . . .
and protect military personnel Interfere with foreign online efforts that threaten Canada

INCREASED ACCOUNTABILITY MEASURES
Canada



