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EXECUTIVE SUMMARY 
 
Evaluation supports accountability to Parliament and Canadians by helping the Government of 
Canada to credibly report on the results achieved with resources invested in programs. 
Evaluation supports deputy heads in managing for results by informing them about whether their 
programs are producing the outcomes that they were designed to achieve, at an affordable cost; 
and supports policy and program improvements by helping to identify lessons learned and best 
practices. 
 
What we examined 
This evaluation covers Public Safety Canada’s (PS) Regional Resilience Assessment Program 
(RRAP) and Virtual Risk Analysis Cell (VRAC), two programs launched under the 2011 Canada-
U.S. Beyond the Border Action Plan. The evaluation covers the period from 2012-2013 to 2016-
2017 with a primary focus on the programs’ domestic Canadian work. The RRAP is an all 
hazards resilience program featuring site assessments designed to help critical infrastructure 
(CI) owners and operators identify and measure vulnerabilities and interdependencies, as well 
as improve their resilience. The VRAC provides risk-based analysis and analytical support for CI 
sectors, identifying potential impacts of disruptions. This evaluation follows the Treasury Board 
Policy on Results and thus assesses the continued need for the programs, their alignment with 
Government of Canada and PS priorities, alignment with federal roles and responsibilities, 
achievement of expected outcomes, and demonstration of efficiency and economy. 
 
Why it is important 
The Beyond the Border Action Plan jointly committed Canada and the U.S. to implementing 
measures to improve national security and emergency management (EM) cooperation, 
including measures to improve CI resilience and cyber security. This has been articulated 
through a commitment between PS and the Department of Homeland Security to work with 
provincial, territorial, and state authorities, as well as with CI sectors to identify and assess CI 
risks, evaluate owner and operator capabilities, and introduce tools and training to enhance 
resilience across all CI sectors.  
 
The rationale for the programs has been to strengthen the resilience of CI assets and networks 
(e.g., water treatments plants, manufacturing plants, electrical power grid), bolster the resilience 
of supply chain interdependencies, and minimize risks to cross-border economic stability and 
national security. The programs also provide mechanisms for sharing information and 
strengthening collaboration to improve CI resilience. Thus, the programs build on bilateral 
efforts to conduct site assessments, analyze risks, and develop mitigation measures in 
collaboration with regional officials and private sector stakeholders on both sides of the border. 
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What we found 

Relevance 
 
The underlying objectives of both RRAP and VRAC remain relevant today. They have 
responded to the initial needs and expectations to address CI vulnerabilities by assisting 
owners, operators, and stakeholders involved in ten critical infrastructure sectors. RRAP site 
assessments are proving to be useful in helping to identify CI strengths and weaknesses. RRAP 
assessments are leveraging new investments in CI by owners and operators; evidence 
suggests that these investments could be even greater given additional incentives (e.g., in the 
form of grants and contributions, tax credits, etc.). Regarding VRAC, the continued need is 
underlined by its analytical outputs in the form of impact assessments and action reports, its 
support during events such as the Fort McMurray Wildfires, as well as through its liaison role on 
exercises and simulations. 
 
Both programs are key components of the federal government’s CI agenda and are identified as 
a priority in multiple fundamental government documents including the originating 2011 Canada-
U.S. Beyond the Border declaration. However, although CI is a key federal government role and 
RRAP and VRAC contribute to the role by supporting the objectives the National Strategy for 
Critical Infrastructure, this responsibility is shared with numerous stakeholders, such as 
provincial/territorial governments, local authorities, and owners and operators, due to the 
interdependent nature and properties of physical and security-related assets. 

Performance 
 
With respect to performance, both programs have contributed to CI stakeholders’ understanding 
of risks and threats to their assets and organizations. Interviewees stated that RRAP reports 
provide specific and actionable all-hazards risk information to support CI resiliency. Owners and 
operators stated that they took tangible action to mitigate the key risks identified during their site 
assessment, typically in the form of business continuity planning and investments to address 
deficiencies. However, faced with increasing demand for site assessments, RRAP will need to 
take steps to prioritize its efforts. Greater prioritization is particularly important given the 
evaluation finding that site selection in RRAP’s initial phase was demand-driven and 
concentrated in areas where specialized PS resources were located to promote the program, 
resulting in regional and sector imbalances in coverage.   
 
Regarding VRAC, interviewees indicated that this program has facilitated the Government 
Operations Centre and stakeholder understanding of CI supply chain interdependencies, risks 
and threats during events and in exercises. VRAC is positioned to provide timely CI analysis, 
including impact assessment reports, suspicious incident and threat reports, and after-action 
reports. However, the CI Gateway is an underused resource that could benefit from greater 
promotion. 
 
In terms of CI community collaboration and partnerships, both RRAP and VRAC play a 
significant role in developing and sharing best practices, with VRAC having a more visible role 
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in this regard, in large part due to its management of the CI Gateway. Both programs have 
contributed to enhancing PS and stakeholder understanding of cross-sector dependencies and 
linkages. Evidence of cross-sector initiatives exists in the form of assessments, exercises, 
networks, conferences and other fora. With respect to VRAC, while the evidence from 
interviews and documentation (e.g., CI Performance Reports) indicates that many collaboration 
and outreach activities have occurred over the course of the five-year period covered by this 
evaluation, the attribution of impacts and results (i.e., the extent to which these activities have 
contributed to mitigate impacts from CI disruptions) is challenging, especially given the absence 
of a specific and defined collaboration and outreach strategy.  
 
With respect to efficiency and economy, the RRAP and VRAC have operated on a relatively 
modest budget as components of a portfolio of CI resilience initiatives. Program expenditures 
have exceeded the forecasted budget in each of the five years of operation due primarily to the 
additional resources needed to meet demand and workload. While the number of program staff 
has increased, results have been overly dependent on a few key experts, which imposes 
potential limits on program scalability.  
 
Nevertheless, recent governance changes have reinforced coordination and resource sharing 
between the two programs. These are important steps towards optimizing the use of resources 
especially considering the potential benefits to be gained from closer integration of efforts 
between the programs. Furthermore, evidence from the examination of alternative service 
delivery approaches suggests that, except for closer collaboration and partnership with 
provinces and territories, there is little to be gained and likely more to lose by changing the 
service delivery model at this time. 
 
In sum, these two programs do not constitute the sole solution to mitigate impacts from CI 
disruptions, but they remain relevant, have performed effectively and efficiently in their inaugural 
phase, and have proven to be an important complement to efforts of other CI and EM programs, 
initiatives and assets, whether they be at the national, provincial or international level. 
 
Recommendations 
The following recommendations are being provided in the spirit of continuous improvement.  
 
The Senior Associate Deputy Minister of the National and Cyber Security Branch should 
consider:  

1. Developing RRAP site assessment selection processes, and VRAC products, that 
consider risks and priorities.  

2. Leveraging CI community engagement and targeted outreach activities to support 
achievement of RRAP and VRAC program objectives. 

3. Ensuring appropriate resources to support the scope of activities outlined in annual 
RRAP and VRAC workplans. 

4. Exploring options to support owners and operators to address improvements identified 
through site assessments that will increase the resilience of CI sites across Canada. 
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Management Response and Action Plan 
Management accepts all recommendations and will implement an action plan.
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1. INTRODUCTION 
 
This report presents the results of the Public Safety Canada (PS) 2016-2017 Evaluation of the 
Regional Resilience Assessment Program (RRAP) and the Virtual Risk Analysis Cell (VRAC), 
which were introduced as part of a package of initiatives announced under the 2011 Canada-
U.S. Beyond the Border Action Plan. While the original focus of the Action Plan was on 
enhancing cross-border security and the legitimate flow of people, goods and services, the 
primary focus of this evaluation was on PS’ domestic RRAP and VRAC efforts over the past five 
years, from 2011-2012 (program inception) to 2016-2017.  
 
Critical Infrastructure (CI) refers to processes, systems, facilities, technologies, networks, assets 
and services essential to the health, safety, security or economic well-being of Canadians and 
the effective functioning of government. Currently, the number of CI sites of national interest in 
Canada has been estimated by PS at approximately 900. It is possible, and indeed highly likely, 
that the total number of sites capable of being assessed under RRAP is well beyond the current 
program capacity. Thus, an important adjunct of this evaluation was to consider the efficacy of 
potential alternate service delivery options or approaches to this program.   
 
CI protection is a shared responsibility between the federal government and the provinces and 
territories. The federal government may also provide financial assistance to a province or 
territory in the case of a natural disaster or emergency to help mitigate future risk and improve 
resilience.  
 

2. PROFILE 
 

2.1 Background 
RRAP 
 
The RRAP is a comprehensive risk assessment program designed to help owners and 
operators of Canadian CI improve their organizations’ resilience to hazards such as cyber 
threats, accidental or intentional man-made events, and natural catastrophes. The RRAP 
conducts site assessments of owner/operator facilities and broader regional-scale CI 
assessments. It also produces reports and guidance tools to help organizations understand their 
points of vulnerability and ways in which they can improve their CI resilience. RRAP site 
assessments are voluntary, non-regulatory, free-of-charge and confidential.  
 
RRAP assessments are conducted using tools developed by Argonne National Laboratory, 
managed by University of Chicago Argonne, LLC, for the U.S. Department of Energy's Office of 
Science. Assessment tools have been adapted for use by PS under a Memorandum of 
Understanding with the Department of Homeland Security (DHS). The three main tools used to 
deliver RRAP assessments are the following:  
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1) Critical Infrastructure Resilience Tool (CIRT): an on-site, survey based tool that measures 
the resilience and protective measures of a facility from an all-hazards perspective. 

2) Critical Infrastructure Multimedia Tool (CIMT): a multiplatform software tool that generates 
an interactive visual guide of a CI facility, featuring spherical photography. 

3) Canadian Cyber Resilience Review (CCRR): an on-site, survey-based tool that measures 
the cyber security posture of an organization. 

VRAC 
 
The VRAC analyzes supply chain processes and vulnerabilities, builds understanding of cross-
sector dependencies, and fosters communication and collaboration with CI communities 
nationally and internationally. VRAC identifies potential impacts of disruptions and produces 
impact assessments and geospatial maps of CI to support federal and provincial response 
efforts in cases of emergencies or CI disruptions.  
 
The VRAC supports simulation exercises and conducts joint analyses of cross-border CI with 
the DHS and leads engagement on CI issues within international fora, including the Critical Five, 
the EU-U.S.-Canada CI Experts Group and the Canada-Israel CI Protection Working Group. 
The VRAC also maintains the CI Gateway, a web portal designed to facilitate access to CI 
knowledge and information sharing with CI stakeholders.  
 
The VRAC operates in both an event (e.g., providing direct information through the CI Gateway 
during events) and steady state mode (e.g., through ongoing activities and projects to identify 
and assess vulnerabilities and cyber dependencies).  

Partners and stakeholders 
 
As one of the two signatories to the Beyond the Border Agreement, the U.S. government is a 
key partner and stakeholder in the RRAP and VRAC. PS and DHS collaborate closely on their 
respective assessment programs especially with respect to cross-border assessments and 
supply chain interdependencies.  
 
The responsibility for public safety, CI resilience and emergency management is shared 
between all levels of government. As such, the provinces, territories, and municipalities are key 
CI stakeholders, as are owners and operators. The roles and responsibilities of these actors are 
outlined in Canada’s Action Plan for Critical Infrastructure (2014-2017).1 Other key stakeholders 
include the ten CI sector leads at the federal level and the respective sector associations and 
networks. The sector leads, shown in Table 1, are particularly important to RRAP and VRAC in 
                                                 
 
1 This Action Plan for Critical Infrastructure contains two strategic objectives and action items of note for VRAC and 
RRAP: 1) Share and Protect Information - Expand stakeholder membership and participation on the Canadian Critical 
Infrastructure Gateway and leverage the CI Gateway's capabilities to improve information sharing and collaboration 
on specific projects; and 2) Implement an All-Hazards Risk Management Approach - Implement the RRAP across 
Canada. 
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their community collaboration and information sharing efforts. For VRAC, the Government 
Operations Centre (GOC) is also a key partner, especially so during events where VRAC 
resources are integrated with the GOC to provide CI expertise and response support. 
 
Law enforcement and intelligence agencies, such as the RCMP and CSIS, also have a stake in 
RRAP and VRAC. Both provide intelligence products and services that complement VRAC 
analysis, especially with respect to organized criminal or terrorist related activity directed at CI 
sites or with CI implications.  
 

Table 1: Sector-Specific Federal Department/Agency (Sector Leads) 

Sector Sector-specific federal 
department/agency 

Energy and utilities Natural Resources Canada 
Information and communication 
technology 

Innovation, Science and Economic 
Development Canada 

Finance Finance Canada 
Health Public Health Agency of Canada 
Food Agriculture and Agri-Food Canada 
Water Environment and Climate Change Canada 
Transportation Transport Canada 
Safety Public Safety Canada 
Government Public Safety Canada 

Manufacturing 
Innovation, Science and Economic 
Development Canada 
National Defence 

Source: Action Plan for Critical Infrastructure (2010) 
 

Governance Structure 
 
The RRAP and VRAC are part of the Critical Infrastructure and Strategic Coordination 
Directorate (CISCD) of PS, which is within the National and Cyber Security Branch. Both RRAP 
and VRAC play a role in delivering Canada’s National Strategy for Critical Infrastructure (the 
Strategy), which defines the overall approach to enhancing CI resilience in Canada and 
supports coherence and coordination of planning and activity across all levels of governments 
and the private sector. With a primary focus on the latter, the RRAP and VRAC contribute to all 
three objectives of the Strategy: partnership building, information sharing, and all-hazards risk 
management. The National Cross Sector Forum and the Federal-Provincial-Territorial Critical 
Infrastructure (FPT CI) Working Group are examples of two bodies dedicated to facilitating the 
Strategy’s implementation. The National Cross Sector Forum includes representatives from 
each of the ten CI sectors. The annual meeting is co-chaired by the Deputy Minister of Public 
Safety and a provincial/territorial representative. The FPT CI Working Group is the standing 
forum and primary conduit for federal/provincial/territorial government collaboration on CI 
matters. Both fora have been used to raise awareness of the RRAP and VRAC and to support 
program development and improvement.  
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Within this context, the RRAP and VRAC have undergone recent (2015) organizational changes 
aimed at improving structural integration and coherence, including alignment of activities (e.g., 
leveraging VRAC expertise to support RRAP site selection, using information collected from site 
assessments to support VRAC event-state impact assessments).  
 

2.2 Program Objectives  
 
The December 2011 Beyond the Border Action Plan committed Canada and the U.S. to 
implementing measures to improve national security and emergency management cooperation, 
including measures aimed at improving CI resilience and cyber security.    
 
The Action Plan recognized that building CI resilience could contribute to cross border economic 
stability and national security. As such, the Action Plan called for PS and DHS to work with their 
respective jurisdictions (e.g., provinces/territories, states) and CI sectors to identify and assess 
risks facing CI, evaluate owner/operator capabilities, and introduce tools and training to 
enhance resilience.  
 
The Action Plan provided the practical roadmap for these efforts towards protecting vital CI 
assets, such as the North American electricity grid, transnational pipelines, and international 
bridges. The Plan also contained measures for enhancing cyber CI (e.g., oil, gas, water, 
pipeline assets) increasingly managed by automated industrial control systems with their own 
inherent vulnerabilities (see also Canada’s Cyber Security Strategy – Private Sector 
Engagement pillar). 
 

2.3 Resources 
 
As shown in Table 2 below, total expenditures over the 5-year evaluation period amounted to 
$7.6 million compared to the total budgeted estimates of $4.9 million. Salaries accounted for a 
significant portion of the difference. The Beyond the Border initiative funded 8 full-time 
equivalent (FTE) staff (9.2 FTEs including corporate services). The programs now have a total 
of 20 positions (18 are currently filled). New positions were created due to program demand and 
were funded from two sources: (1) internal reallocations and available existing funding and (2) 
funds to permit more cyber-focused work to develop (e.g., the Canadian Cyber Resilience 
Review), which only began in 2016-2017.  
 
One year of additional funding of $1.37 million was announced in the most recent budget 
(March 2017) for the continuance of RRAP and VRAC operations in 2017-18. Table 2 illustrates 
the budget and expenditures for RRAP and VRAC for the period covered by the evaluation 
(2012-2013 to 2016-2017). 
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Table 2: Budget and Expenditures for RRAP/VRAC 

BUDGET 2012-2013 2013-2014 2014-2015 2015-2016 2016-2017 5 year total 

Salaries - Both 
Programs  $ 105,172   $ 418,419  $ 645,856  $ 792,332   $ 1,358,357  $ 3,320,136 

Operations and 
Maintenance 
(O&M) - Both 
Programs  

$100,356   $259,844  $ 326,759  $ 338,740  $ 585,965  $1,611,664 

GRAND TOTAL  $ 205,528   $ 678,263  $ 972,615  $ 1,131,072  $ 1,944,322  $4,931,800 

       
EXPENDITURES 2012-2013 2013-2014 2014-2015 2015-2016 2016-2017 5 year total 

Salaries - RRAP $ 269,175 $ 406,709 $ 549,801 $ 531,445 $ 555,692 $2,312,822 

O&M - RRAP $ 155,844 $ 468,053 $ 231,162 $ 180,095 $ 455,201 $1,490,355 

TOTAL - RRAP $ 425,019 $ 874,762 $ 780,963 $ 711,540  $ 1,010,893 $3,803,177 

Salaries - VRAC $ 126,342 $ 224,289 $ 535,380 $ 465,989 $ 518,637 $1,870,637 

O&M - VRAC $117,229 $ 303,959 $ 542,099 $ 684,120 $ 284,183 $1,931,590 

TOTAL - VRAC $ 243,571 $ 528,248  $ 1,077,479 $ 1,150,109 $ 802,820 $3,802,227 

GRAND TOTAL $ 668,590 $1,403,010 $  1,858,442 $ 1,861,649  $ 1,813,713 $7,605,404 

 
 
*Note on Table 2: Budget for FY2012-2013 to FY2015-2016 includes only funding received under the 
Beyond the Border (BTB) initial allocation for both programs (RRAP & VRAC) 
*Note on Table 2: A breakdown by program (RRAP and VRAC) was not provided in the original Beyond 
the Border costing tables, so only total figures are available. 
*Note on Table 2: Figures for 2012-2013 to 2016-2017 do not include corporate overhead (e.g., employee 
benefit plans, accommodations, etc.).  
*Note on Table 2: Budget for FY2016-17 includes funding under the BTB initial allocation and part of 
Cyber Phase II.
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2.3 Logic Model 
 
The logic model is a visual representation that links what the program is funded to do (activities) with what it produces (outputs) and 
what it intends to achieve (outcomes). It also provides the basis for developing the evaluation matrix, which gave the evaluation team 
a roadmap for conducting this evaluation. The following is the CISCD logic model for CI. RRAP and VRAC operations are integrated 
within this logic model. 
 

Figure 1 – Logic Model 
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3. ABOUT THE EVALUATION 
 

3.1 Objective 
 

Conducted in accordance with the Treasury Board Policy on Results, this evaluation examined 
the following five primary evaluation issues:  

1. The continued need for RRAP and VRAC.  
2. The alignment with PS priorities and government direction.  
3. The alignment with government roles and responsibilities. 
4. The achievement of expected outcomes (effectiveness).  
5. The efficiency and economy of both programs. 

 
This evaluation also examined the extent to which the current delivery model is the most optimal 
and if there are other delivery models that would provide the Government of Canada with better 
value-for-money. 
 

3.2 Scope 
 
The scope of this evaluation covers the period from the inception of both programs (late 2011) 
to 2016-2017. While alignment with DHS is an important feature of the programs considering 
the cross-border interdependencies related to CI resilience, it should be noted that the primary 
focus of this evaluation effort is on the domestic aspect of these programs. 
 

3.3 Methodology 
 

3.3.1 Evaluation Questions 
 
In total, 15 evaluation questions and 48 indicators were identified in the framework. The 
evaluation questions are linked to five evaluation issues noted earlier (section 3.1). Please refer 
to Appendix A for evaluation questions and the full evaluation framework which outlines the 
supporting indicators and data sources required to conduct an objective, thorough, and relevant 
evaluation. 
 

3.3.2 Lines of Evidence 
Document and Literature Review 
 
The document and literature review provided the evaluators with a full coverage of the work 
undertaken by the RRAP and VRAC, as well as an understanding of the context, the 
environment and the evolution over time. It also provided reliable key data for many of the 
indicators. Policy documents, program files, and other appropriate literature and print material 
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were reviewed to support analysis, findings and conclusions. The full list of the documents 
reviewed is presented in Appendix C (bibliography). 

Document and Administrative Data Review 
 
Key data files and repositories, including performance data, survey data, financial data, the 
Criticality Index data, and CI Gateway data and repository were reviewed.  

Key Informant Interviews 
 
The evaluation team conducted semi-structured interviews (individual and group) with 51 key 
representatives from the Government of Canada, the provinces, as well as with clients (e.g., 
owners and operators) from both programs.  
 

Table 3: Interviewees and Site Visits 
 

Category Number of Interviewees 

Internal Government 
(Interviewees) 

PS Senior Mgt. 4 
RRAP Reps. 8 
VRAC Reps. 7 
Other Reps. (within GC) 15 

External Stakeholder 
(Sites) 

NCR 2 
Halifax & Saint John (Site Visit 1) 5 
Regina & Moose Jaw (Site Visit 2) 5 
Other Sites 5 

Total 51 
 
 

Site Visits 
 
Two site visit were conducted to provide a boots-on-the-ground assessment of the programs, 
the first one in Halifax (NS) and Saint John (NB) in February 2017, and the second one in 
Regina and Moose Jaw (SK) in March 2017. The site visits allowed for direct observation of 
program impacts and interviews with stakeholders who have had first-hand experience with 
RRAP and VRAC products, people, processes and systems.  

Case Examples, Impact Assessments, Reports 
 
Case examples of RRAP assessments and VRAC analysis (e.g., impact assessments, threat 
assessments, risk profiles, geospatial analysis, etc.) were selectively identified and examined to 
assess the quality, nature and type of interventions undertaken by the programs. 
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3.4 Limitations 
Interview sample 
 
Qualitative information from interviews represents the views of a sample of interviewees 
selected with the assistance of program staff from among PS representatives, owners and 
operators, and other stakeholders familiar with the programs. Thus, there is a risk that this 
sample contains an inherent bias in favour of the programs. The evaluators addressed this risk 
by stressing confidentiality and corroborating interview input from other lines of evidence.        

Performance data 
 
In some cases, lack of performance data for certain indicators or gaps in the data for certain 
time periods were noted. Thus, the evaluators exercised their professional judgement in 
extrapolating and interpolating from existing data or in compensating with qualitative sources of 
evidence.     

Causality between activities and outcomes 
 
The nature and the context of both programs make it difficult to prove the causality between 
certain activities and outcomes, especially for the intermediate and ultimate outcomes. For 
instance, some of the outcomes measured could be a result of multiple factors, either internal or 
external to the programs. Some caution must be exercised in attributing results directly and 
solely to the programs. 

 
4. FINDINGS 

 

4.1 Relevance 
The evaluation examined program relevance from two perspectives: 1) whether there is a 
continued need for the programs, taking into account the extent to which they have evolved 
since inception and 2) the extent to which the programs are aligned with government and 
departmental priorities, roles and responsibilities. 
 

4.1.1 Continued Need  
There is a continued need for both programs. However, greater prioritization is needed to 
address capacity and outreach.  

 
  



 

2016-2017 EVALUATION OF RRAP AND VRAC, PUBLIC SAFETY CANADA   
10 

RRAP 
 
Assessment requests from owners and operators are increasing and could soon outpace 
RRAP’s capacity to meet demand. For the five-year period covered by this evaluation, RRAP 
had completed a total of 131 assessments or an average of 16 per year.2 Site selection to date 
has been somewhat arbitrary, i.e., primarily based on requests received from CI owners and 
operators who learned about the program from events and conferences. The program is 
currently exploring a risk-based approach to prioritizing site assessments. Based on the most 
recent program estimates of the number of priority CI sites, the total number of sites assessed 
to date represents about 15% of all CI sites of national interest in Canada. As currently 
resourced and structured, the program has the capacity to conduct approximately 60-80 
assessments per year (vs. estimated 900 sites of national interest).  
 
Evidence from program documentation and interviewees indicates that the RRAP has 
responded to the initial needs and expectations to address CI vulnerabilities identified in the 
Beyond the Border Action Plan. Feedback from owner and operator interviewees indicates that 
site assessments are proving to be useful in helping to identify their CI strengths and 
weaknesses and in leveraging new CI investments. Although based on a very limited sample, 
survey feedback also indicates that the program is meeting their needs. All of the respondents 
indicated that the RRAP assessment products were informative and nearly all said that RRAP 
guidance is both informative and actionable. Similarly, feedback from other stakeholders, 
including PS officials interviewed for this evaluation, suggests that information and insights 
gained from conducting the site assessments are making an important contribution to public 
knowledge required to promote improved CI resiliency.   

VRAC 
 
The evidence from this evaluation points to a continued need for VRAC to address potential CI 
vulnerabilities. Evidence of this need is highlighted, in part, by VRAC’s recent role (past two 
years) in assisting the GOC, which has no resident CI capacity or expertise of its own during 
emergencies such as the 2016 Fort McMurray Wildfires and 2017 Nova Scotia Snowstorm, as 
well as through its liaison role on exercises and simulations and its analytical outputs in the form 
of impact assessments and risk-related products/reports.  
 
Evidence from stakeholder interviews indicates that VRAC involvement and analysis during 
events such as the Fort McMurray Wildfires is useful and that impact assessments support CI 
community awareness through communication of event analysis and lessons learned. It was 
noted, however, that VRAC’s direct support to the GOC in a response coordination capacity 
began around 2015. This was attributed to an increasing realization among VRAC and GOC 
management regarding the potential benefits of closer integration. Prior to this time, GOC had 

                                                 
 
2 The annual number of site assessments has increased in recent years compared to earlier years as the program 
established itself.   
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relied on the ten CI sector leads to play this role. Interviewees also see VRAC as playing an 
important liaison and support role in exercises such as Pacific Quake and Staunch Maple. While 
interviewees generally acknowledge the need for and usefulness of VRAC assessments (e.g., 
14 impact assessments in 2016), there is some uncertainty regarding the timeliness and 
intended audience for these products.   
 
Interview and document evidence strongly indicate a need for intra and inter-sectoral 
collaboration and information sharing (e.g., tools and best practices) among CI community 
stakeholders to foster CI resiliency. Through its management of the CI Gateway (and Global CI 
Gateway), VRAC has contributed to meeting this need by serving as a repository for CI 
knowledge and best practices. However, membership and user data indicate that the Gateway 
is an underused tool that has yet to meet its potential. Many interviewees for this evaluation 
were unaware of this resource. Portal data indicate that active membership has grown 
somewhat in recent years from 302 members in 2014 to 406 members in 2016; however, usage 
remains relatively modest and member growth has occurred mainly from the government sector 
in Ontario. Many interviewees look to other sources to meet their CI information and 
collaboration needs. For example, several interviewees referred to the International Association 
of CI Professionals;3 others referred to their sector associations, as well as sector sponsored 
conferences and networks as sources, many of which engage in timely and easily accessible 
push notifications to alert them on new items or content.         
        

4.1.2 Program Evolution to Meet Changing Needs  
 

Both programs were launched in accordance with the Beyond the Border Action Plan in early 
2012 with an initial focus on assessing regional cross-border interdependencies. Early regional 
assessments included assessing risks and vulnerabilities in the New Brunswick - Maine (2011-
2013) and BC - Alaska (2013) corridors. Over the evaluation period, which was described by 
some program interviewees as the pilot or proof-of-concept phase, RRAP and VRAC efforts 
evolved from the original cross-border focus to a more domestic focus on Canadian CI 
resiliency. The evaluators were unable to identify a specific trigger or tipping point for this 
change. Rather, it appears to reflect the implicit assumption that there are important benefits to 
be gained from building CI resiliency among Canadian owners and operators generally and that 
providing CI community stakeholders with tools, information and resources to foster resiliency is 
not only consistent with the intent of the Action Plan, but also good public policy.  
 
Evidence from interviewees and program files also points to at least three other possible 
explanations for the programs’ evolution: 1) limited capacity to conduct regional cross-border 
assessments due to the fact that they are resource intensive; 2) increasing demand for 
assessments from domestic owners and operators as awareness of the programs grew; and 3) 
greater maturity as CI resilience became increasingly seen by both governments as important 

                                                 
 
3 http://cip-association.org. 

http://cip-association.org/
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national goals. This evolution can be seen as a natural extension of the programs’ original 
design.  
 
However, the shift to a more domestic focus has not replaced the cross-border approach. 
Evidence from interviews, documents and files demonstrates that there remains a need for 
assessing cross-border resilience in line with the expectations of the Beyond the Border Action 
Plan. It was noted, for example, that a new regional assessment with US counterparts is 
planned for the Quebec-New England energy sector (electricity grid) and that close 
collaboration between PS and DHS is ongoing at both the national and regional  (e.g., meetings, 
conferences) levels. 
 

4.1.3 Impact if Programs were No Longer Provided 
 
The evaluators assessed the potential impact should the programs no longer be provided. Most 
interviewees stated that the loss of both programs would have various consequences. PS 
program staff highlighted the view that the department and its CI stakeholders would experience 
diminished capacity to support the building blocks of the Beyond the Border Action Plan and a 
coherent national CI-EM Strategy. These interviewees also stressed that discontinuation of the 
programs would be a blow to PS’ credibility among stakeholders (owners and operators, PTs, 
municipalities, U.S. counterparts) and would result in a lost opportunity to monitor and track 
progress on CI resilience (sector comparison index, performance measurement). With respect 
to VRAC specifically, it was noted that in addition to the loss of CI intelligence and knowledge 
sharing, there would be a diminished capacity to support GOC with CI expertise during events. 
More generally, interviewees and program documentation indicate that in the absence of these 
programs, vulnerability to risks and disruptions would likely increase. Risk was seen to be 
associated with loss of awareness of CI supply chain interdependencies (in the absence of 
compensating programs) and a coherent national vision for bolstering CI resilience. 
 
Despite perceived setbacks, some interviewees suggested that the products, services and 
functions provided by RRAP and VRAC (e.g., assessments, analysis, and support) could be 
delivered (in whole or in part) by organizations other than PS, such as the sector lead 
organizations, PTs, private organizations or by a self-assessment approach. These potential 
alternative approaches are considered elsewhere in this report (4.3 – Demonstration of 
Efficiency and Economy). 
 

4.1.4 Alignment with PS Priorities and Government Direction 
 
Key Government of Canada documents, including the 2017 Budget, PS’ Ministerial Mandate 
Letter (2015), the Beyond the Border Action Plan (2011), among others4, cite CI protection and 

                                                 
 
4 Other documents include the Canada-US Action Plan for Critical Infrastructure (2010), the Action Plan for Critical 
Infrastructure (2014-2017), the National Strategy for Critical Infrastructure (2009), the Action Plan for Canada’s Cyber 
Security Strategy (2010-2015), the Speech from the Throne (2015), etc. 
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resilience as priorities of past and current governments. These documents refer to the need to 
safeguard Canadian CI, make progress on critical infrastructure and cyber-security priorities, 
and work collaboratively on cross-border CI efforts and priorities.   
 
These documents not only outline the necessity to prioritize and work on CI, but also the 
importance of partnerships, ways of collaborating (e.g., through information sharing) and 
enhancing resilience across borders and across CI sectors (interdependencies); the role of 
VRAC and RRAP in fostering resilience and enabling all stakeholders, including owners and 
operators; and the need for assessments and knowledge-building.5 
 

4.1.5 Alignment with Government Roles and Responsibilities 
 
PS is responsible for national security and for the safety of Canadians; its mandate is to keep 
Canadians safe from a range of risks, including natural disasters, crime, and terrorism. In this 
respect, protecting and bolstering the resilience of CI falls under PS’ role and responsibilities, as 
well as the responsibilities of the federal government as a whole, to ensure safety.6  
 
Several documents define federal roles and responsibilities regarding CI, including the National 
Strategy for Critical Infrastructure (2009), the Action Plan for Critical Infrastructure (2009), 
Departmental Planning documents, and the Cyber Security Action Plan between PS and DHS. 
Furthermore, the Ministerial Mandate Letter to the Minister of Public Safety (2015) outlines PS’ 
role to ensure that Canadians are safe, including protecting against harm to public security (e.g., 
CI) from various sources.  
 
Although it is the federal government/PS’ role to ensure public safety in Canada, responsibility 
for CI in Canada is shared by federal and PT governments7 and key stakeholders, including 
local authorities and owners and operators, due to the nature of physical and security-related 
assets. For instance, a large number of assets are controlled privately, by owners and operators 
who bear the primary responsibility for protecting them. In this respect, several interviewees 
suggested that the PTs should be more involved in the delivery of both programs. This idea is 
further explored in Section 4.3 - Demonstration of Efficiency and Economy.  
 
 
 

                                                 
 
5 Beyond the Border: A Shared Vision, Speech from the Throne (2015), Canada-US Action Plan for CI, 
Considerations for United States-Canada Border Traffic Disruption Management, Cyber Security Action Plan between 
PS and DHS, Beyond the Border Action Plan, Departmental DPR documents, Action Plan for Critical Infrastructure, 
and National Strategy for Critical Infrastructure. 
6 Note that the Peace, Order and Good Government (“POGG”) clause in the Constitution Act (1867) outlines 
Parliament and the federal government’s responsibility to make laws for the peace, order, and good government of 
Canada.  
7 References to the joint responsibility for CI in Canada can be found in the National Strategy and Action Plan for 
Critical Infrastructure.  
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4.2 Performance - Effectiveness  
 

4.2.1 Achievement of Expected Outcomes 
 
The following section covers the eight outcome themes, which are aligned with the evaluation 
questions (please refer to Appendix A: Evaluation Framework and Questions).  

Understanding of risks and threats 
 
Evidence from this evaluation effort indicates that the RRAP and VRAC have contributed to CI 
stakeholders’ understanding of risks and threats to their assets and organizations. The three 
main RRAP assessments tools (CIRT, CIMT, and CCRR) are specifically designed to assess 
resilience and contain detailed questions aimed at identifying facility deficiencies and 
vulnerabilities. All owners and operators interviewed for this evaluation that have undergone 
RRAP assessments and received RRAP reports indicated that the process was useful and 
contributed to or validated their understanding of risks and threats. As previously noted, this 
finding is supported by RRAP survey respondents, all of whom indicated that the assessments 
contributed to or validated their existing knowledge/awareness about their vulnerabilities. 
 
Internal (PS) stakeholders, including members of the GOC, mentioned that VRAC demonstrated 
that it could provide the CI analytical support function required during events. They also 
indicated that VRAC supported GOC with analysis of CI supply chain interdependencies, risks, 
threats, and vulnerabilities. However, interviewees were less certain about the contribution of 
VRAC products to broader stakeholder understanding of CI risks and threats. Some 
interviewees found it difficult to assess the contributions of VRAC products (attribution limitation) 
and questioned whether the VRAC outputs were optimally positioned or communicated to reach 
target audiences. Those interviewees who were aware of the CI Gateway and who had used it 
identified it as a source of useful information on CI cases and best practices. However, the 
evaluators noted that many interviewees were either not aware of the CI Gateway or had not 
used it and therefore had not had the opportunity to benefit from it.   

Access to timely and actionable cyber and physical risk information 
 
The production of RRAP reports following CI owner/operator site visits is done by RRAP staff in 
Ottawa. Evidence from interviews and survey data indicates that the reports provide specific 
and actionable physical risk information to support CI resilience. For example, assessment 
reports provide various recommendations to owners and operators in a dedicated section of the 
RRAP final report. Recommendations can cover such things as deficiencies in site perimeter 
security (e.g., fencing), in closed circuit television (CCTV) monitoring, or in guard facilities.  
Survey data indicate that recommended options presented in RRAP reports were, for the most 
part, relevant (69%) and actionable (89%).  
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With respect to the turnaround time for the production and delivery of RRAP reports, data for 
2016-2017, the most recent period for which data are available, indicate that average report 
production turnaround time for the preliminary report is 75 days. This compares to a service 
standard of six (6) weeks, although this is an internally published standard only. RRAP 
managers pointed out that timeliness is often affected by delays in obtaining follow-up 
clarifications from the site staff. They also noted that production turnaround times have 
improved since the program’s inception and that they expect to meet the service standard by 
fiscal year 2018-19 or earlier. 
 
VRAC analysis and support is situationally dependent and much more time sensitive during an 
event (as events occur 24/7 in real time) than during a steady state situation. Through its 
integration with the GOC during events, VRAC is positioned to provide timely CI analysis, 
including geospatial mapping of CI infrastructure and impact assessments, to responders as 
situations unfold. VRAC supply chain modeling, analytical reports and other CI risk-related 
products are less time sensitive. These reports and products, as well as those developed by 
other departments/agencies (e.g., suspicious incident and threat reports), are shared with 
stakeholders and, if unclassified, can normally be accessed via the CI Gateway. Currently, there 
are more than 600 different reports published on the CI Gateway (e.g., impact assessments, 
vulnerability assessments, threat assessments, tools, strategies, situation reports, reference 
guides, plans, daily operations briefs). While a potentially timely and actionable repository of 
physical risk information, input from interviewees as well as usage data suggests that the CI 
Gateway is an underused resource that could benefit from greater promotion. Some 
interviewees suggested that push notifications, news feeds and alerts could be used to improve 
both the awareness and the timeliness of information on the Gateway.   

Owners and operators take action to manage risks as suggested by programs 
 
The evaluation examined evidence regarding the extent to which owners and operators, as well 
as other stakeholders, acted to mitigate CI risks and vulnerabilities. Most owner and operator 
interviewees stated that, following their RRAP site assessments, they took at least some action, 
typically in the form of investments to address deficiencies (e.g., site security, cameras, 
bollards, fencing etc.). Of those who provided estimates, the dollar amounts ranged from a low 
of $10,000 to a high of $10 million. Survey data, though limited, tends to reinforce the finding 
that RRAP assessments led to new investments. Among those who responded, investments 
amounted to $7 million or an average of $600,000 per site assessment, with a median 
investment figure of $116,000. At an average cost of $9,228 per assessment, and using the 
median investment value, this yields an estimated return on investment (ROI) ratio of 13:1.   
 

Table 4: Site Assessments - Cost vs. Investment 

Cost per assessment Median Investment 
$9,228 

Based on a budget of $710,531 (salary + 
O&M) divided by 77 assessments done in 

2016-2017 

$116,000 
Based on owner/operator estimates 
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Notably, owners and operators mentioned that, by independently identifying CI weaknesses and 
vulnerabilities, the RRAP assessment reports helped them make the business case for new 
investments. While these are positive indications of program performance, the findings are not 
conclusive and should be viewed with caution due to the limited sample size. More systematic 
follow-up by RRAP regarding action taken following site assessments would contribute to a 
more conclusive assessment regarding this performance metric.  
 
VRAC does not deal directly with owners and operators. However, it does deal directly with the 
GOC and other government departments and agencies, coordinates with RRAP, and 
contributes to EM exercises. Other VRAC outputs take the form of stakeholder collaboration, 
analysis and support. Those interviewees who are aware of VRAC and who deal with the 
program directly speak favourably of its contributions. However, some feel that VRAC’s efforts 
and outputs need to be better positioned and focused to determine where it can provide the 
most value. The evaluation found that, at this time, there is insufficient data to determine the 
extent to which stakeholder action or decision-making was influenced as a direct result of 
VRAC. 

Programs contribute to the owner and operators’ and the Government of Canada’s 
capacities to plan and respond to disruptions  
 
Evidence from interviews indicates that information obtained by stakeholders from both RRAP 
and VRAC outputs contribute to PS’ understanding of risks and criticalities, while helping to 
support CI policy and decision making processes.  
 
With respect to RRAP, interviewees affirmed that the program helps to identify risks and 
vulnerabilities through the assessments and that it contributes to owner/operator risk mitigation 
and business continuity planning. However, RRAP site selection during this initial phase has 
been, for the most part, reactive and demand-driven (i.e., responding to those who learn about 
the program through various fora rather than strategically planned and selected by RRAP based 
on defined CI prioritization criteria). The exception to this approach has been with the regional 
cross-border initiatives (NB-Maine, BC-Alaska) where significant planning and coordination was 
required.    
 
As has been noted elsewhere in this report, VRAC’s contributions to the Government of 
Canada’s capacities to plan and respond to disruptions are evident from its support to GOC 
during events, from its contributions to steady-state planning and preparation (e.g., through 
exercises), from its contribution via the National Risk Profile to identify risks on a national scale, 
and from its analysis including geo-mapping and supply chain analysis (e.g., fuel distribution 
model).   

CI community collaboration (sharing of information and best practices) and partnerships 
 
In addition to their primary objective of supporting CI risk management, the RRAP and VRAC 
were meant to contribute to CI resilience through enhanced CI community collaboration (e.g., 
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sharing of information and best practices) and partnerships. Evidence from documentation and 
interviews indicates that cross-sectoral collaboration took place in the form of various fora. For 
example, CISCD Performance Measurement Reports indicate that Canada-U.S. CI Working 
Group meetings focusing on the launch of RRAP began in 2011-2012 and were followed by 
ongoing bilateral meetings regarding RRAP and VRAC implementation in 2012-2013.  
 
Evidence of additional collaborative activity in the form of stakeholder presentations, briefings, 
meetings and workshops is demonstrated in the various performance reports. For example, 
briefings to the provinces of Ontario, Alberta, BC and Yukon in 2013-2014 were reported as well 
as presentations to sector networks and the National Cross Sector Forum (June 27, 2013). That 
same year, RRAP and VRAC were also presented at three workshops hosted by the 
Conference Board of Canada. These selected examples of collaborative outreach gleaned from 
a review of several sources are representative of the broader scope of activity conducted by the 
programs operating within the PS CI context. In the absence of a defined outreach strategy 
specifically for RRAP and VRAC (as opposed to CI generally), it is not possible to determine 
conclusively the extent to which community collaboration objectives have been met.       
 
Several interviewees consider that both programs hold a significant role in developing and 
sharing best practices, with VRAC (through the CI Gateway) having a more visible role in this 
respect. The CI Gateway has also served as a CI community collaboration tool as well as a 
portal and repository for information access and best practice.  
 
Progress has been made consistent with the programs’ inaugural phase. However, activity data 
indicate that program reach and coverage have been geographically skewed to areas and 
regions where resources have been most prevalent and that more balanced coverage is 
required to reflect an appropriate distribution of effort based on risk criteria (for further detail, 
please refer to Tables 5 and 6).   
 
In the same vein, respondents stressed the importance of various networks (e.g., community, 
sector or industry led) to forge partnerships and to share best practices. It is worth noting that 
network activity is similarly resource dependent. For example, achievements of the Critical 
Infrastructure Advisory Network, one of the more mature CI networks in Canada, are largely due 
to the collaborative initiative of its local resources. By contrast, CI network collaboration in other 
regions and provinces is almost non-existent.  
 
As noted above, with respect to VRAC, the CI Gateway8 is an important collaborative tool. The 
CI Gateway repository currently contains more than 600 documents including reports (e.g., 
infrastructure, exercise, cyber security, situation), frameworks (e.g., critical five, cyber incident, 
CI info sharing), support materials (e.g., CI planning guide, fact sheets, best practice guides), 
geospatial material (e.g., sector maps), guides (e.g., cyber security, risk assessment methods, 
                                                 
 
8 The CI Gateway also contains an international component called the CI Global Gateway. The CI Global Gateway 
contains similar material from the Critical Five User Community (U.S., Canada, Australia, United Kingdom, New 
Zealand) and other working groups. 
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reference guides), records (e.g., meeting and conference minutes, briefing and consultation 
materials), and threat and impact assessments (e.g., Fort McMurray, Nova Scotia Drought, New 
Brunswick Winter Storm, Saint-Luc-de-Vincenne Landslide). The CI Gateway portal also 
contains downloadable self-serve resource (toolbox) material and archived records of 20 cross-
fora CI sector meetings, workshops and networking events.  
 
Data indicate that this tool is used disproportionately by members from Ontario, with more than 
three-quarters of all hits originating from Ottawa. Many interviewees use sector-specific sources 
for their CI information and suggested that the CI Gateway might benefit from more content 
targeted to the specific interests of the 10 sectors. Membership has increased from 333 in 2014 
to 546 in 2016. In the same time period, active members increased from 302 to 406.   
 

Enhancing understanding of cross-sector dependencies and linkages 
 
Both RRAP and VRAC have played a role in enhancing PS and stakeholder understanding of 
cross-sector dependencies and linkages. Evidence of cross-sector initiatives exists in the form 
of assessments, exercises, networks, conferences and other fora.   
 
Regional assessments were part of the originating vision for RRAP. To date, two have been 
completed (NB-Maine and Alaska-Yukon-BC) and a third is under consideration (Quebec-New 
England). However, experience has proven that while key to highlighting cross-dependencies, 
these cross-border assessments are time and resource intensive to conduct, a factor which, 
given limited capacity, may have accounted for a shift in program focus towards domestic CI. As 
noted earlier, this shift can be seen as a natural extension of the programs’ originating mandate 
given the growing concerns in both countries regarding the significant impacts of domestic 
disruptions to CI.   
 
Through VRAC’s support to exercises and its analytical outputs, it has played a role in 
enhancing understanding of sector interdependencies. Because it is not site specific, VRAC has 
the ability to examine and capture CI linkages and supply chain dependencies that may not be 
immediately evident from a site-specific perspective.  VRAC’s CI Gateway links with the CI 
Global Gateway; impact assessments and analytical reports (Soo Locks Report), exercises 
(Pacific Quake and Staunch Maple tabletop exercises), and a compendium of the cyber 
dependencies of each critical Canadian CI asset are examples. However, VRAC has been 
constrained by limited resources and outreach. Interviewees familiar with VRAC suggest that it 
requires greater focus for its full potential to be realized.  

Programs’ contribution to mitigation of impacts from disruptions 
 
At a broad level, the RRAP and VRAC are expected to contribute to the mitigation of impacts 
from disruptions (all hazards approach) to CI. Interviewees indicated that both programs do 
contribute to a certain extent to the mitigation of impacts from disruption, despite their limited 
capacity and reach. As previously noted, however, program coverage is unbalanced and 
localized to areas where experienced resources (i.e., RRAP assessor teams) are in place. CI 
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protective measures and resiliency scores/rankings are a means by which sites can be 
compared to other sites within a sector. These comparability scores are seen by owners and 
operators as useful measures to assess their sector ranking with respect to CI. However, the 
Canadian database currently suffers from a lack of suitable comparability data (131 sites in 
total) overall and within each sector. Uneven assessment coverage (regionally and across 
sectors) contributes to this limitation. To date, U.S. comparative data has been used when 
presenting owners and operators with their RRAP results. However, some owners and 
operators interviewed for this evaluation point out that this data is not always directly 
comparable due to its emphasis on different variables.   
 
Data on the distribution of RRAP assessments versus the current total of CI sites of national 
importance by province/territory are shown in Table 5. Notably, this table indicates a significant 
regional imbalance vis-à-vis number of assessments conducted in each PT versus number of 
nationally significant CI sites identified by VRAC. To illustrate an example of uneven coverage, 
of the 131 RRAP site assessments conducted to date, 34% have occurred in the Atlantic 
Region and 25% in Saskatchewan; RRAP has highly experienced assessors located in both 
regions. By comparison, program data indicate that the Atlantic Region accounts for 17% of 
total CI sites of national importance and Saskatchewan accounts for 6%. However, the RRAP 
reports that it is in the process of developing a criticality exposure index to enable a more 
strategic, risk-based site selection approach. 

 

Table 5: Total Assessments vs. Total Sites (per PT) 

Provinces and 
Territories 

Number of 
Assessments 

% of 
Assessments 

Total CI Sites 
(identified by 

PS) 

% of Total CI 
Sites 

(identified by 
PS) 

% of CI Sites 
Assessed 

Alberta 1 1% 101 11% 1% 
BC 10 8% 82 9% 12% 
Manitoba 10 8% 51 6% 20% 
New Brunswick 19 15% 43 5% 44% 
Newfoundland and 
Labrador 3 2% 38 4% 8% 
Northwest Territories 0 0% 11 1% 0% 
Nova Scotia 15 11% 49 6% 31% 
Nunavut 0 0% 7 1% 0% 
Ontario 22 17% 268 30% 8% 
PEI 8 6% 14 2% 57% 
Quebec 8 6% 159 18% 5% 
Saskatchewan 33 25% 53 6% 62% 
Yukon 2 2% 7 1% 29% 
Grand Total 131 100% 883 100% 15% 
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Similarly, Table 6 below shows data on the distribution of RRAP assessments versus the 
distribution of total CI sites of national importance by sector, as recently identified by PS VRAC 
staff. As with Table 6 above, Table 7 indicates a significant sectoral imbalance vis-à-vis number 
of assessments conducted versus number of CI sites identified for each sector. For instance, 18 
event facility assessments (14%) have been conducted; although event facilities (e.g., Grey Cup 
facility in Toronto) are not categorized as CI sites of national importance (please refer to Table 1 
in section 2 of this report).9   
 

Table 6: Total Assessments vs. Total Sites (per sector) 

Sectors Sum of 
Assessments 

% of 
Assessments 

TOTAL CI 
sites 

(identified by 
PS) 

% TOTAL CI 
sites 

% of CI Sites 
Assessed 

Energy & Utilities 10 8% 182 21% 5% 
Event Facility 18 14% N/A N/A N/A 
Finance 1 1% 25 3% 4% 
Food 1 1% 49 6% 2% 
Government  31 24% 99 11% 31% 
Health  12 9% 100 11% 12% 
Information & 
Communication 
Technology 

2 2% 38 4% 
5% 

Manufacturing 0 0% 76 9% 0% 
Other 4 3% N/A N/A N/A 
Safety 3 2% 131 15% 2% 
Transportation 26 20% 104 12% 25% 
Water 23 18% 79 9% 29% 
Grand Total 131 100% 883 100% 15% 

 

Programs’ contribution to making Canada’s CI secure and resilient 
 
The evidence from this evaluation supports the contention that the programs contribute to 
Canada’s CI security and resiliency. This is evident through program activities and outputs, new 
investments by owners and operators, and by CI community collaboration, information sharing, 
and best practices. Many interviewees stated that RRAP assessments helped them to make a 
business case for new CI investments or prioritization. In one specific example, the operator 
estimated that the RRAP assessment helped define an initial short-term investment of 
approximately $50K and a similar longer-term investment. These investments helped to improve 

                                                 
 
9 It should be noted that what is deemed to be critical may change according to circumstances. For instance, 
although event facilities are not categorized as CI sites, as places of mass gathering, they can represent targets for 
malicious activity. 
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the resilience of a single water treatment facility servicing two large communities with a 
combined population of more than a quarter of a million residents.  
 
The three RRAP assessment tools are unique in their ability to support CI interventions. There 
is no known existing private market equivalent and no other tool or approach capable of 
providing resilience scores, rankings or indexing for purposes of comparability among owner 
and operator facilities, sectors or jurisdictions. Index data generated by these unique tools 
indicate that the U.S. average resilience score is slightly higher than in Canada; however, some 
U.S. criteria contained in the scoring grid do not apply in Canada (e.g., armed guards), which 
could account for the lower score. DHS and its partners assessed more than 6,000 sites versus 
131 for Canada. The data on national and sectoral resilience are important quantitative 
indicators that enable both government and CI owners and operators to assess, respond to and 
monitor the state of Canadian CI security and resilience. 

 
4.3 Performance - Efficiency and Economy 
 
Since inception, the RRAP and VRAC have operated on a relatively modest budget as 
components of a portfolio of CI resilience initiatives. Investments in these initiatives amounted to 
just over $5 million for the period of 2012-2013 through 2016-2017. Additional funding of $1.37 
million for 2017-2018 was announced in the March 2017 budget for the continuance of RRAP 
and VRAC operations. Over their formative period, both programs have established a baseline 
of operations. For the most recent year (2016-2017), RRAP assessment costs totaled $710,531 
with cost per assessment averaging a little over $9,000.  
 
 

4.3.1 Steps Taken to Optimize Resources  
 
The RRAP and VRAC have complementary, mutually-reinforcing goals. However, evidence 
from some interviewees suggests that the two programs had not always coordinated or 
integrated their efforts to their potential (i.e., operating in silos). Recent changes have been 
aimed at addressing this issue.      
 
The RRAP and VRAC have exceeded their budget in each of the five years covered by this 
evaluation (see Table 2). This can be attributed largely to greater than expected demand and 
increased workload as the programs evolved from their original cross-border focus to a more 
domestic focus, as well as to the enhanced cyber resiliency component of the programs. The 
programs currently operate with a total of 20 FTEs (18 currently staffed), a significant increase 
over the eight resources originally planned. To reduce travel costs and enhance capacity, the 
RRAP has begun using regional resources to support assessments. The program has also 
benefitted from a seconded RCMP resource.  
 
Due to the specialized nature of CI assessment work, both programs require experienced 
resources to function efficiently. In the case of the RRAP, the program has benefitted from a 
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small cadre of highly trained and experienced individuals with the result that program 
performance tends to be highest in areas where these resources are located. A more 
systematic approach to resource (assessor) recruitment, training, and deployment could help to 
address this imbalance.   
 
Requests for RRAP assessments have so far not been subjected to rigorous risk-based criteria. 
This demand-driven approach has been acceptable so long as the program was looking to gain 
experience and establish itself. However, as awareness of and demand for assessments 
increase and as the program evolves to its next phase, resource optimization will require greater 
scrutiny of site assessment requests.  
 
With respect to VRAC, the program has benefited from collaboration with other CI and EM 
sector partners and agencies, including the GOC. This collaboration is required in part due to 
the analytical nature of the work it performs, its liaison role in exercises and event support, and 
through the custodianship of the CI Gateway. As an information provider and CI enabler with 
limited resources, it is important that VRAC’s outputs (products and services) be carefully 
targeted to the needs of its audiences. Evidence from some interviewees suggests that VRAC 
could do more to ensure that optimal value is being derived from its outputs and that VRAC 
might achieve economy of scale by promoting a more broad-based approach to CI information 
sharing (e.g., by building on its existing CI Gateway membership community). 
 
4.3.2 Alternative Delivery Approaches 
 
The assessment of alternative service delivery options was meant to complement and support 
the evaluation of the RRAP and VRAC to determine the extent to which the current delivery 
model is the most optimal and if there are other delivery models that would provide the 
Government of Canada with better value-for-money.    
 
Several themes emerged from this analysis, especially so with respect to the advantages of the 
current approach, existing and potential obstacles, and the role and capacity of PS to deliver the 
RRAP and VRAC. Advantages of the current approach include PS’ national leadership role with 
respect to CI; its holistic perspective regarding supply chain interdependencies, resilience, and 
vulnerabilities; opportunities for building new and fostering existing relationships with the CI 
community and in particular with owners and operators; the CI knowledge and information 
garnered through VRAC and RRAP work; and the credibility and expertise of RRAP and VRAC 
professionals. There are also opportunities for PS to work more closely with other jurisdictions 
as well as with CI sector leads and experts to arrive at a more holistic and strategic coverage of 
CI assessments and analysis, as well as to leverage knowledge from a variety of centres of 
expertise.  
 
In contrast, certain needs and challenges are evident with the existing service delivery model, 
including limited resource capacity (human, financial, and technology-related) to meet the 
potential demand for assessments; a need for greater clarification with respect to VRAC’s role 
and collaboration as a partner in emergency management; a need for prioritization and strategic 
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selection of CI sites; and a need for enhancing collaboration and opportunities for working more 
closely with other jurisdictions/regions.   
 
Table 7: Assessment of Alternative Service Delivery Options presents the ranking of each of the 
seven proposed options based on key benefit and risk scores.10 Of the benefits assessed for 
each option, four (4) were deemed critical for PS:  

1. Maximizing the reach of programs.  
2. Access to expertise and information from multiple sources. 
3. Access to financing and resources.  
4. Facilitating access to the existing methodology.  

These benefits have been weighted accordingly in the analysis. Additionally, loss of trust from 
owners and operators has been weighted to reflect its importance as a risk factor. The full 
assessment table is provided in Appendix B.  
 

Table 7: Alternative Service Delivery Options Scores 

Alternative Service Delivery Option 
Benefits 
Score 

Risks 
Score 

Overall 
Score 
(Benefits-
Risks) 

B. Partnerships with provinces, territories, and major municipalities 12 1 11 
A. Status quo 7 0 7 
C. Partnerships with sector leaders 10.5 4 6.5 
D. Self-Assessment followed by a certification/verification 
(validation) 6.5 2 4.5 

G. User pay/cost recovery 6 2 4 
F. Partnerships with private sector 6 6 0 
E. Self-serve 3.5 5 -1.5 

 
The alternative model that would provide the most additional benefits is an increased 
partnership with other levels of government, with PS maintaining the national leadership role. 
The status quo could also increase its benefits by addressing some of the challenges identified. 
 

5. CONCLUSIONS 
 
5.1 Relevance 
 
The underlying objectives of both RRAP and VRAC remain relevant today. They have 
responded to the initial needs and expectations to address CI vulnerabilities by assisting 
owners, operators, and stakeholders involved in ten critical infrastructure sectors. RRAP site 
                                                 
 
10 Benefit and risk criteria were developed by the evaluators in consultation with PS based on PS’ objectives and the 
analysis of alternative service delivery options (recurring themes derived from the analysis of interviews, existing 
models, and examples).  
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assessments are proving to be useful in helping to identify CI strengths and weaknesses. RRAP 
assessments are leveraging new investments in CI by owners and operators; evidence 
suggests that these investments could be even greater given additional incentives (e.g., in the 
form of grants and contributions, tax credits). Regarding VRAC, the continued need is 
underlined by its analytical outputs in the form of impact assessments and action reports, its 
support during events such as the Fort McMurray Wildfires, as well as through its liaison role on 
exercises and simulations. 
 
Both programs are key components of the federal government’s CI agenda and are identified as 
a priority in multiple fundamental government documents including the originating 2011 Canada-
U.S. Beyond the Border declaration. However, although CI is a key federal government role and 
RRAP and VRAC contribute to the role by supporting the objectives the National Strategy for 
Critical Infrastructure, this responsibility is shared with numerous stakeholders, such as 
provincial/territorial governments, local authorities, and owners and operators, due to the 
interdependent nature and properties of physical and security-related assets. 

 
5.2 Performance – Effectiveness 
 
With respect to performance, both programs have contributed to CI stakeholders’ understanding 
of risks and threats to their assets and organizations. Interviewees stated that RRAP reports 
provide specific and actionable all-hazards risk information to support CI resiliency. Owners and 
operators stated that they took tangible action to mitigate the key risks identified during their site 
assessment, typically in the form of business continuity planning and investments to address 
deficiencies. However, faced with increasing demand for site assessments, RRAP will need to 
take steps to prioritize its efforts. Greater prioritization is particularly important given the 
evaluation finding that site selection in RRAP’s initial phase was demand-driven and 
concentrated in areas where specialized PS resources were located to promote the program, 
resulting in regional and sector imbalances in coverage.   
 
Regarding VRAC, interviewees indicated that this program has facilitated the GOC and 
stakeholder understanding of CI supply chain interdependencies, risks and threats during 
events and in exercises. VRAC is positioned to provide timely CI analysis, including impact 
assessments, supply chain modeling and risk-related products. However, the CI Gateway is an 
underused resource that could benefit from greater promotion. 
 
In terms of CI community collaboration and partnerships, both RRAP and VRAC play a 
significant role in developing and sharing best practices, with VRAC having a more visible role 
in this regard, in large part due to its management of the CI Gateway. Both programs have 
contributed to enhancing PS and stakeholder understanding of cross-sector dependencies and 
linkages. Evidence of cross-sector initiatives exists in the form of assessments, exercises, 
networks, conferences and other fora. With respect to VRAC, while the evidence from 
interviews and documentation (e.g., CI Performance Reports) indicates that many collaboration 
and outreach activities have occurred over the course of the five-year period covered by this 
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evaluation, the attribution of impacts and results (i.e., the extent to which these activities have 
contributed to mitigate impacts from CI disruptions) is challenging, especially given the absence 
of a specific and defined collaboration and outreach strategy.  
 

5.3 Performance - Efficiency and Economy 
 
With respect to efficiency and economy, the RRAP and VRAC have operated on a relatively 
modest budget as components of a portfolio of CI resilience initiatives. Program expenditures 
have exceeded the forecasted budget in each of the five years of operation due primarily to the 
additional resources needed to meet demand and workload. While the number of program FTEs 
has increased, results have been overly dependent on a few key experts, which imposes 
potential limits on program scalability.  
 
Nevertheless, recent governance changes have reinforced coordination and resource sharing 
between the two programs. These are important steps towards optimizing the use of resources 
especially considering the potential benefits to be gained from closer integration of efforts 
between the programs. Furthermore, evidence from the examination of alternative service 
delivery approaches suggests that, except for closer collaboration and partnership with PTs, 
there is little to be gained and likely more to lose by changing the service delivery model at this 
time. 
 
In sum, these two programs do not constitute the sole solution to mitigate impacts from CI 
disruptions, but they remain relevant, have performed effectively and efficiently in their inaugural 
phase, and have proven to be an important complement to efforts of other CI and EM programs, 
initiatives and assets, whether they be at the national, provincial or international level. 
 
 

6. RECOMMENDATIONS 
 
The following recommendations are being provided in the spirit of continuous improvement.  
 
The Senior ADM of the National and Cyber Security Branch should consider:  

1. Developing RRAP site assessment selection processes, and VRAC products, that 
consider risks and priorities.  

2. Leveraging CI community engagement and targeted outreach activities to support 
achievement of RRAP and VRAC program objectives. 

3. Ensuring appropriate resources to support the scope of activities outlined in annual 
RRAP and VRAC workplans. 

4. Exploring options to support owners and operators to address improvements identified 
through site assessments that will increase the resilience of CI sites across Canada. 
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7. MANAGEMENT RESPONSE AND ACTION PLAN 
Management accepts all recommendations and will implement an action plan. 
 

Recommendation Management 
Response 

Action Planned Planned 
Completion 

The Senior ADM of the National and Cyber Security Branch should consider: 
Developing RRAP site 
assessment selection 
processes, and VRAC 
products, that consider risks 
and priorities. 

Accept Develop a risk-based site 
selection approach for the RRAP, 
including: 
a) A mechanism to assess 
facilities for criticality according to 
defined criteria. 
b) Annual engagement with 
Provinces/Territories and lead 
federal departments to identify site 
assessment priorities. 
 
Validate and update the Critical 
Infrastructure Asset List, and 
accompanying cyber 
dependencies, which can support 
RRAP assessment site 
prioritization. 

 
 
 
March 31, 
2018 
 
March 31, 
2019 
 
 
 
March 31, 
2018 

Leveraging CI community 
engagement and targeted 
outreach activities to 
support achievement of 
RRAP and VRAC program 
objectives. 

Accept Develop an integrated plan to 
support RRAP/VRAC outreach 
and engagement, with associated 
costs, expected 
outcomes/objectives and 
measurable targets, which is 
based on available resources.* 

Sept. 30, 
2018* 

Ensuring appropriate 
resources to support the 
scope of activities outlined 
in annual RRAP and VRAC 
workplans. 

Accept Develop costed work plans at the 
beginning of each fiscal year to 
support RRAP and VRAC 
program delivery. 

April 30, 
2018 

Exploring options to support 
owners and operators to 
address improvement 
identified through site 
assessments that will 
increase the resilience of CI 
sites across Canada. 

Accept Research mechanisms and 
develop a recommendation with 
regards to implementation. 

July 31, 
2018 

*Date dependent on when policy approval and renewed funding for these programs is received.  
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Appendix A: Evaluation Questions 
 
Evaluation Questions  
Relevance 

1. Need for RRAP and VRAC 
a. Is there a continued need for these programs? 
b. What would be the impact if the RRAP and VRAC were no longer provided? 

2. Alignment with Government Priorities 
a. Are the RRAP and VRAC aligned with Government of Canada priorities? 

3. Alignment with Government roles and responsibilities 
a. Are the RRAP and VRAC aligned with Government of Canada roles and 

responsibilities, i.e., is delivering these programs consistent with the roles and 
responsibilities of federal government? 

b. Could this role be better served in partnership with or by another level of 
government or a different organization? 

Performance—Effectiveness   
4. Achievement of expected outcomes  

a. To what extent have the programs contributed to CI stakeholders having an under-
standing of risks and threats to their assets and organizations? To what extent 
have the programs contributed to CI owners and operators having access to timely 
and actionable cyber and physical risk information?  

b. To what extent have CI owners and operators taken action to manage risks as 
identified/suggested by the programs?  

c. To what extent do the programs contribute to the owners and operators and the 
Government of Canada’s capacities to plan and respond to disruptions? To what 
extent do the programs contribute to the CI community collaboration (sharing of 
information and best practices) and partnerships?  

d. To what extent do the programs contribute to enhancing understanding of cross-
sector dependencies and linkages? To what extent have these programs 
contributed to the mitigation of impacts from disruptions?  

e. To what extent have these programs contributed to making Canada’s CI Secure 
and Resilient?  

Performance — Efficiency and Economy 
5. Demonstration of efficiency 

a. What steps have the programs taken in order to optimize the use of resources in 
the achievement of results? 

b. Could these programs be delivered differently to achieve a better reach and/or 
better value-for-money? 
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Appendix B: Alternative Service Delivery Options 

                                                 
 
11 Please note that the first four benefits have been weighted (1.5x) to reflect importance. 
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A. Status quo   X   X   X X X   X 7               0 7 

B. Partnerships with 
provinces, territories 
and major municipalities 

X X X X X X X X X X 12 X             1 11 

C. Partnerships with 
sector leaders X X X  X X X X X X 10.5 X X  X  X       4 6.5 

D. Self-Assessment 
followed by a 
certification/verification 

X X   X     X X     7 X       X     2 4.5 

E. Self-serve X           X X     4   X X  X X X 5 -1.5 

F. Partnerships with 
private sector X X     X   X   X   6 X X X  X X X   6 0 

G. User pay/cost 
recovery     X X     X X   X 6       X  X      2 4 
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