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Foreword 

' • The  in'breasing dependenCy' On sçon-iputers and. 	, 

i ;  teletornmUniCatiOns  services  throughout:Industry; Seience, 

and  Technol,ogy .Canada(ISTC) makes it imO rerative that  
information  holdings be Orbperly safeguarded. This 

handbôok is.one`in a'Series'. of -three that Prbvide the 

41bl-1-nation reqùired for everyône.woiking at ISTÈ to 
,proberly,afegUard 'departmental assets. 

It.is only through your support in recogniing SécuritY'as  an  , 
important  and indiyidual résbonsibilityfthat We Will  continue

to 'adequately safeguard our[inforination. encburage!jibù to „ 	„ 	 , 
follow the rheàures  set  but in this handbook  and continue  
to give seribus'attentiOn to  the  seCurify'reqùirernents -of 

,yOur. work.'  

INDUSTRY,' SCIEKICE :»41)- 
-TECFMOLOGY CAINADA 

L1BRARY 

„ 
'  TECHNOLOGIE CAN ADA .  „ . 

:.ISTC',Hondbook•dn Inforin'cition TeclinOlOùy'SeçùrifOO(Responsibility Centre MonOgèrs 
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Introductièra ogeeeeiimos000tmooôeemb00000eipe000000seoéelmis'ebtioemboiie000eo e eee oemeeeee: 

PurpoSe and scope' 	  

" 	 " 	 • 	 ..„ • •.•• 

	

asty.-eéspQnsu.. 5 H I 	eetlie -skfeeioeçdip,moeciéeeleco .é.itmeeeeo"lioeeosa 'aiiin fiesiov,000et“ 

All staff 	• 	• 	• 	• 

	

„ 	. 
Respônsibility centre manager"' 	' 	 "-  

Shared-facility Manager 	 
Information systenf Ciistbdian 	 • 	1'2  

Departrnental„SecUrity Offifer 	- 	' 	• - 
Informatic§,Sefurity COordinator , 	 ' 
Local sèCùrity,administrafôr 

ANDÉSegilel SOMehlrocie stiOl:o4Ooerii;o'oeo;e:pOo,iaidoelm;ei,00 ni'io'iMoèeào,;eokn sioé000‘é000'o 

Security clearançe'.and'enhançediréliahility cheek.' 	  
Segregatiori3Offliities 	- 

j,SecuritY  training 	  

Reliriquishing.a . position . 	  

PjscL!Sece.9ney 0'00000000000000000000000000000000000000000000000000Ô0DP0000000000000 

-'SecUrity  zones  and , Operations 
Affess to'sècurity iones : 	• , 
Computer  rbOims:. 	 •- 	;'"•)- 	, „ 

.; • Informauti,on Sèezuni fly • `ogoinoobeorecïooe000000ce000eoe:ociciéei n o?es00000.;000beeeeeneëoe'oeq 

• ' 	- 
• Information and records' 	 '• 

 Classlfiéd àiid.desi,gnaiéd infôrrriatiOn: • 
Marking flassified and designated retords' 	- 	• 
Safegûàrd lèquirernentslor 	 designated  records  
..beflasSifyin,g and doWngràding records 	 
Disposal. of Classified, and deignated Waste: 	 

e 	e éb'siee 

Sefurity profedùrès and ‘ systern  documentation 	• 	- 	- 
SènSitiyiti staterriéntS 	' 	 :‘; 	1 
Thréatand risk assess_rnéntS 	- 	' 	 ,  

fpirRè‘p' 
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1992 -Introduction 

• 

1ST( 'Haiid .lidOk..on 

NNTRODUÇTIO 

;‘ • • 	This  handbook;is.-addréssed to'reSponsibilitycentre,.. 
managers in  Industry,  Science and  Technology (ISTC) 
having  direct or indirect  responsibility  for computer 

 equipment,  software, records or information  systems  This 
 handbook covérinfeeffiatiorite d'inoltieecurity„nriàtters . 

 '..itliaCare‘your:,Soecific re.,-p nDosibigy and.'Offers, -gerieral, 
• 

 
information on  lidVn..1,.,tdcrry.„thern  out 	

e
• 

' 
'add,C0iiifily.  with infôrniatiOn,,•:;.,',': -:' 

technology Seeùrity:Stadai=ds‘,: -,Td'inake it easy to identify' 
'andatOry goverrimeht.and'dePartrr'ient security  standards,  

, statenientS that inelùde fài.iiiàr:d:c -iiriaairi=tliè verb', flluSt",,, 
, 	-set  in  bold theré areiriany :Ways :td. Meet 'secUritYtàndards i -'.. 

- -,and;you have the aothdrity to deçide what is  be'st .ïôr your 
'WOrk sité:GuidélifieS are réedrirlffièrïded: -ap-p-,roaChes to 
solving SecOrity prbbleinS; and they fnclUde-'yerOS:uCI as  - 

ll,Canq' and ,a,shbilld/.' 	 : 

As  it is cdn'OernedWith -lforin'ation teçhriolOgy SecUrity,:, , 
• thiS h"andbddk Frick!' deS'géneral:SeCiiirity-OrdeedüréS.„ , 

described  in the  ISTC Security Policy  and  Procedures . 
. 	 • 	 . 	 , 

Màritiài only where necesSarY -fOr clarity  This  handbddk..:,:» 
:does not  replace site 	security,:protedures  for 

- 	inforniatiOn.sYsternS, Which  you  MOM',  provide 

secOrity-praCticeSinVolve: -  ; 
éèrtain--aspects'2-àfiecôrdS;,rnahagernéritiwhiCh'r . arè . ., 
diSCUSsee briefly in --;thiSf'Fia`ndbOOL For more information 
on records  inariagénient -  and for  -complete proCèdures,:., 
cônsui(the.ReecirdS•Mariagernent:DiviSid.' 

. r,‘ Ifoit'need'iridre:inforMation - aboUt the-teçhnical  aspects 
of  iii.fdernatiorr.fechndldgy Security, çonSult,theinfOrn-1-,atiC's 

,-- -,,Security.:ÇOOrdinatdr; i fn:iorination'»ianagèrneriÈ.Brari -çii'. 
‘: 



•On other SeCurity matters,.consult  thé  Departmente 

• Security Officer. 	(. •, 

This  handbook iS part of à series ôf thrée. The ISTC Staff-, 
IlandbOok oti. InforMation'Technology SeCurityts  a  genéral 

guide for staffof  all leVélS who use  computers If  you are 
'a responsibility Centre manager Who iS also : a côrnputer 

user, you "shOuki usé that handbook along with this  one  
The series,,also includes thé -ISTÇ Fianabôôk"On informatiOn 

•, Technology Security for Shared.facilityManagers and 
In formation  System Custodians,. If you  are  aresponsibility 

centre manager who is alSo„a shaied-facilitY manager Or 
_ inforination,system'CuStodian you should usé that , 

handbook alondwith this one. 

At the back of this handbook, yot_o/yill find a Glossary and 
a Consolidated IndeX to the entire Sériés. 

Authorit ies This  handbook is baséd on thé folloWing sources: 

!don-nation and Administrative Management. - -. 
Security, the Treasury Board manual that comprises 
the•Government Security Polley and the Interim EDP : 

Security  Standards; ' ' 

Treasùry Board seCurity bulletins; and 

the ISTC Security PoliCyand Procedure.s Manual, 
vvhich comprises the Classification and Designation 
Guide (November 1991) and ISTC Deputy Ministér's 

Directives, including, Directive 102-1 — InformaticS 

•ISTC Handbook on Infoirnation Technology ,Securily for Ré'sponsibildy Centre Managers 



ISTC.FlOndbook  on  Infdirridfiçiii Technology Securily  for  Responsibdity Çèn42.M'Èiii6gèrs.- 

, OECURITIURRSP@EISHe3g1,HilU 
_ 

:.AS- Part  of  thèir'basie dùtioS; àii 1§TC'staff'are.rOSporiSikile :;. , 
: for  fegi .iareling'infOrmatidn'and o'è«OtriOrnènf in iheir.:2' ' 
cuStody_againSt rniStisè theff»and déliO• erate:and 
accidental 	 ,damage . 	 . 	. „ 

All  *staff are  reqùir'ècl to'folldW dePart jMental  and local  
„security policieS„standards and..procodù res.  

	

°bin ' 	As manager of  à respcinsibility centre yoù , havé ultimate 

	

ISOfieb' tij€got 	esponsibility  for  information:technlogy seey'rity yOu. ‘  
are,i',eporiSibfe fôrestablishing suitable,SafeeardS . for, 

'  computers,  infOrrnation's'YSt serns  and  data; and for ensuring 
that all  staff  fbIldW ‘SedUrityprdcédures in:your yv' ork Sité. ; 

' You May:delegaté infdrrnation - techndlogy sec(Rity taskS: 
to  local  sSecurity adminiStratOrs;,:'shared-faCility , n-iànâgerS 
and  information  ' systern` Custddians . . 

A:partial liSt.df yOtir Specificiéspdpsibilitis inclddes  the 
 , following duties: 

appointing a."Manager:FweacWshar .ed'faCilityand 
custodian foreOch'inforrliaticio:SYStèrn..in - Ydür; 

assigning

7 	 .1 

‘èàéh .,:riiiérbeoinriuti ..(rpOu 'dirig. , thçie,  used 
 indiV,idLials);,tO dèsïgnate'd'rrieMberS.  of 

 yOur Staff; 

enSüring that,SeriSitiVity:Stàterints;-`threat.and:rlSk 
. as.SéssmentS , as.,Wè11 -_as; -cOritingehey .prOCèdüré.S:at'O.- 

, énsuring thot all  information  technology security 
violations and  breaches  are .répbrted to  the 

 bepartmèntal Secu-fitY0ffiCer..-  



• 

e. 

Security Responsibilities 	 1992 

, 
•YOu may also assumé any or,all  of the 	of a Shared: , 

facility manager or an information SYstenn,CustOdian.' 

Shared-facility 	The manàger Of each shared <facility is responsible for, 

monomer 	establishing safeguàrds for 'a multi-user computing facility, 

such as a LAN; a mainframe or a minicoi-nputer, and 

• erisuring . that all staff whO have‘access to the'faCility follow 

security proCedùrès: In some work "sites, certain duties of 

, a shared-facility manager May be delegated tà a local  

security àdministrator. 
" 

A shàred-facility  manager  lias the following general 	, 

responsibilities:  
, 

; a  ensuring the physical security of the WOrk site 

-, 	 where the facility is located; , 
safegbarçling hardware, system  software and relàted 

communications  equipmént; and  

11 applying safeguardS for information systems and „ 
records that have been réquiréd or recomMended 

by responsibility  centre managers and  information  

sYstern custodians.' 

partial list of the speciffé'reSponsibilities of a Sharéd- 

facility manager includes the following'cluties:' 

I preparing: 

• sensitivity stateMentS, 

• threat and risk -asSesSments, 	- 

- • 'contingency plans; and 	, 

ensuring that 

, • all  data  stored,in,the fàèility are safeguarded, 

, 	• accèss ià the faCility is controlled, 	, 

1,fC ilondbook on Info'rmation - TeChnologYlecuri11,n kii ResPOnsibiliiiÉenire,Mondgers 
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9.  

..ISTCHandboolaii Infoiinafion TechnologySecurifyfôr Rés'ponsibilify Cen1Te 

	

, 	. 
i,v,ritten seCUritf,Y P sroceciPres , ba. c uP atd  

: ' -re ,é0vèry , prp,cclure's, "ànç. f, maintenance  
 procedures for the  facili_tY areCOmp 

uç 	

ie_té'anC 

11 	

,I: 

	

'-to-date, ,2, - „ , , 	: : 	 . 

MS
13 ' of 	facility have the reo, Uired . s2.̀ecUrity.  : ,;,.• 

' è'Isèai:i! 9àn ç è;  and ar:e.  appropriately tr.a1,70 in 
 secieit  ures, 

 
. files software, 

• — a
rer
\ 	- 	d 

 

' ' ' ' ' fhA; 	, , and - COMputer,eguipment »are ,  • . :, , 
Scanned for Vieuses a's:, nee ed; 	. 
' tern ": logs , al'e properlY:1<ept„ ,  reviewed, r,91..,,, ,,,:,,  

' f 
	f 

>ç,on ro tréd i.
. . . inventories  o _ hardware , _. f' 	' 	̀ 	!nY, 	, 	,. 	, ' ' configuration  diarts . and  -,, , „ , 

and software in the faulity ;are r..h ..a.intained,, an d 
'; ail staff comply with  copyright ,requireinents of_5,),  , 
' ' * Ofhiè'fareavailable th'rough`ihe faCilitV.  

The'Custodian of eachInforrriation syStern is resrionsibjé 
'for èstablishing safeguàrdS forit and forerisuring,that 
allStaff'Who Usé the systern'and ,its data 

f prOcedUres';'theinformation SyStèm cùstodiari also ,Makes2, 
déciSiOnSconeerning the flinétiOn;:.CleSign 4d . dperation »  
'Of a systérn and its data.'OtherManagers'(e.g.'shared-data2 

- 	
'— cuStddianS) rnaylnal<è ,s,orne of these'decisidnS"fOrdata 

bases and 'certain SYS'tern  aspects . 

A:partial  list  'of the information  technology seCùrity, 
cifàn:Iihformàtign , jistèm Cùstodian, 	, 

s), 	' , 	. 
El 	èi3Srif 	L;. 	 • 

n written secupty procedureS',, • - 	- 

.tr Sensitivity stateMents, 
o 	

, 
threat'and ris,I<.assessmeritsi and 	 , 

o  .Contingencyplans;, 	- 

establishin'g badi .s0ii,and reboyery prOCedùrés;. and 



Security ResponsibilitieS 	 - 	- 	1992 

, u  ensuring that: 	. 	 - 

• security, requirements are addresseel,at each 
, 	stage of systems development 

- 	• accéSs to the information system is controlled, 
• users of the System have the 'requirectsédurity. 

- 	clearance and are appropriately trained in 

security procedures,, 

• 

 

information  system  documentation is'cOmplete 

and up-to-daté,. 	 - 

information system design,meets departmental , 

policies arid'standards,.and 

• sensitive records are appropriately marked. 
- 

. In some work sites, certain duties of the information 

system Custodian May bedélegated to a  local  security , . 

, administrator-. 	_ 

• Depârtmental 	The Departmental SecuritY Officer iS the Director of the" 
Security and Safety DireCtorate,  Administrative  Services 
Bi'anch. This officer' holds Specific security respOnsibilities` 

,delegated by the, Deputy Minister. They include ensuring 
that ISTC complies With the GcnVernnient Security Policy 
and meets goverhment operational Standards:You , 

'should address  questions about interpreting and carrying 
out departmental seCurity poliCy tO the bepartmental. 

,Security Officer. 	 - 

In the,regions, all communications  with the Departmental 
Security OffiCer are usually, channelled through the Regional 

.curitV Representative. 

Secùrity 'Officer 

I SIC  Honnbeek On Informuticin TechnologY SeruritY for I2Osponsibility  Centre Managers  



Informatics, 
SaCurity 
Coordinator 

adiàinistrtitor  

Re'sponsibiliii/Centré,Managers,_ 

n *bilities 

The  ,Infdrrnatiçs SeCt.irity (oordinaiôr,  Information  -Managë,- 
:,•:ffienüll -ranCh (IMB), advises  and  assi sts  

'écurity offié,ér.JhIS:codt'clinatbr haS;sp,ecifid,respon 7 ._ ' 
sibilitieSin,th6areaS'of security tiaining,`CdniPliance' 	— 
nidnitoring.4e advising departMentar'staff àh  information : 
technology seCurity -,This Coordin4di alSd prepares threat 

.' , and risk asseSsinehtS .aS vell  as  Contirigerky-Plans' ;fôr critical 
çàrPorate information SySiernS'running  on  cOmputerS, 

, administered, by 1MB 	 r , 

Yd,LY'rnay .assign.Cértain  local  1i-don-nation:technology 
security ft:inCtions,:td Staff Members . Who 
faCilitY-s'rnanagerS' 61*-, information  :systèrn ciiStddiâns::You 

-Sho(kIdenstlire,that the reSpônsibilities 6f; local sedurity , 
S ad i nistraidrS, are  doçùménied  and : that per'sdnS asSigned 
the duties are  trained id'Can'y 



Personnel 'Securi 1992 	ID — 
• 

PERSONNEL SECURITY 
ge 

Security 
clearance 
and enhanced 
reliability 
check 

The'proCedures for seçürity screening are described in the 
•) ISTC Seturity P6llcyând 'Procén  durés 

The Departmental Secu'rity Officerconducts security 	n 
clearances or enhanced i-eliability 'checks on all staff 7  
managers, superyisors; indeterminate and temporary 	- 

eMployees,,stiklents and consultants -- w1-,io require access 
to classified  or  designated information to do their work. 
This includes LAN administrators, computer Operators and 
network„users. 

contract  'personnel  before a contract begins; 

neW,efinpldyees befoi-e'they begin Wiùk; and 

•

• 

To decrease the, risk : of.security  violations  and breaches, 
and of damage to data and equipment,  no  indiyidual 

should be responSible "for  all aspects of any;critical 
'Pioçess. In fact, certain responSibilitieS shdtild ndtbe . 
coMbined in one Positidn. UnleSs,your work site is yeey 

,Srnall orimless Computer users'work Only on standalOne 
microComputers, individimls should hold only oné oÉ, the' 
following reSponsibilities at a time: 

equipMePt ciperationS; 

• tape  library; 

n prdgrammiri:g; and 

_• input ,and  Output control. - 

41/ 

4111 

Yoùgnilust ensure that rnanagers check secunty clearances 	le 

e.  
staff when they are,assigned new duties with 	n 
different  access requirements. - 

' n 

C. 

4111 

, 
a 
`é 

• , 
• ' 

- •ISTC liandborik on Infarmirtion Technologi 	folesponsibibi Centre Managers 



i3ounity 

Relinquishin 
u position 

.ISTÇ,FlaiiilbeolonInfOrincitibriTéclinolegySécurity:fôf 

' 	' 	Personnel Securi 

If staff limitations make it irnpraCtical t6éparate`theSe 
furiCtions,'yoü Must ensürè that  extra  safégüardS, are 

' established tô accornrnddatelhè inCreased leVel  of  risk: 

, ¥ou frist, ensure that,:staff 'are:briefed, on ,their information ,- 
ïeChnoiogy''SecuritY.resPonSibilitieS  and on departinenta‘l 
inforniatiori;techpologY,secyrity" -Standards: 

•when they arefhired; . .. ,1;: ,  • --: 

when 
• 	. • • ; 

tney_ .leayè,theiwork  site  permanent 

• fr.Wherfltheyare asSigned new  .dùtres;. -  and 

• when neW inforintion:lechrioldgy'sèèùritY 
procedures:are  introduced  

You 	
• 

Shoùld à'Isd ensure  that staff,aresbriefed ::.,periodically 
ito'reinforce and:.refre -shinforrnatibri 
knoWtedge; 

You may conduét setùrity briefings yourself  or  d.elegate 
inanààéisf information  'sYsterri•- 

. custodian dr. local.seCiirity.administrator... 	• 

enSi_ire thaÉ.Staff'ineinter'S corriPlete:rotitine : 
 ProCedùreHs` :When  theY rejinquish  a PoSitiOn:',f6r.any-lreason;y, 

SUcii.aS  promotion s  transfer, retirerrienf or end:oÉ -cori,ti.àôt 
or  terni, -;:Thésé PrOcedùrèS inclOde: 	 • 

d 'arChi'vin':réCordS ,for 

deletinirecdrdS"-: ,that'al'e.n. 6-lon .ger 

• 
1:-..J .éturning doOri - Cabinetand desk . keys;- : 	. 

•
, 

retUrnirig'entryption'.keyS;. 

and  documentahon, - , f  

, 
CloSirigtheir User: aCCountS;  and  „ 	_ 	. 
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ISTC Handbeolc on:Infôrrnotion Technology Seçurilyfoi ReSgensihility Centre Managers 10  

I attending S'ecurity briefings on their security, 	, 

obligations  and changes  tt) their personal security , 

level reqUirements. 

YOu must enSUre that eniployees leaving ISTÉ permanently 

alsàçompléte the EMployee Clearance Record foim 

according to the -prôçedure set out  in the  ISTC 

Pàlicr and Pro-Cedurés Manual  
, 

fib 

• 
ea 

a) 
ar 
• 
a• 

• 
tee 

• 

11111 

• 
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CT  

'',So«iu,01 111,1 .goÈ9.9 
ohàd égDbirce5L,3 

DII 

'Aicoss to 
y .  zènes  

zone  ; is Yan  areà:,of the work site  thatis set ,àpart 
to sàfèguard critic'àl.eqUipment ànd'Sensitive.inforniâtion.' 
Access to SeCuntY  zones  is , stnctlylirnited to àUthorized/ 
staff whbse  jobs  require it ' 

..: , Cori -.1,1ii-iàbtéSupplies:àncUànyi,cciMPuter:équiprnerif<thàt is 
operâtions'càn be keptin OperàtiOns 

which  are norrneWorking àreaS-:to Which acteSS 
reStricted.:ÉOr increased safety, in  operations 
portable'quiprfient 'àrjeiterns àttràCtiVe'fOthieves Should 
be stcired in:kicked 'cabinets  or'Offibes: 	; 	• 

lf printers in 'op,érationài.areas ,,àre fdlie used  for  
• designàted doçtinr,ièrit, Vdû,I4si èrlsiir0 ,thàt Orïj'édu're.: 

iàre'ëstablished ib:preVentthe documents frôni beirig:reàd 
bV'éiriàtboriZéel Oeo01;.' 

You  must  ériar'e thatsall 'staff  in  yOtir W,Orksife'krioyv. 
that they can  be àsked:àt any time.tb produce a'Valid 
building  pasS: .;•-• - ;‘(:, , . 

thât procedUreS are'eStabliShed for 	- 
signing n/. isitors  in ànif out  of SecUrity -zoneS  and for 

 escorting:,them'whilelhey are in securityzones. Cleaning, ; 
and maintenance staff  riot aSSigned'there:,perinariently 	, 

' who,have:tb:work in ,security zones are  treàted àS 
visitors signed in and  Oùt,:arid",éorted  

,béliberate entri to à SeCurityzone by an unauthbrized'' 
ierson.éônStitLités; àt the:least;à-sediirity  violation  . YOU 
niùàt, establish :procedureslor staff to fôllow when reporting , 

< Security violations and  brçàcbès-to 
such  'reports:to the,pepàrinnéntà1,Security Officer  

SIC  Hand600k on  lofiirm'afidn' feClimildgiSec.iirifyfoi:Respcinsil;ililyte'rlirefi san:ggér I' 



- Physicid Security ; 	 , , 	,;" 	19921:  

'. Computer  rooms _ When you request Or allocate Space for critical equipinerit, 

siich as LÀN servers, mainfraffies and ,minicomputers,'or - 

for  computers  that'process classified or highlySensitiyé , 

designated data, you should choOse rooms With walls built' 

frOrn the ceiling "slab to the flboi- 

You.must:.. 

ensù re that  computer  roôms are equipped n'?vith' 

appropriate safeguards;  

•  ensure thatrpower  services  for shared facilities 
, 

 
and  telecomenunicatibns equipMent corriply 	, 

with Treasûry Board standards,and are regularly 
cheCked; arid'  

I establish procedures to alert computer room  staff r 

to equiprnent malfunctions  and situations  that 

require emergency résiponse. 

12  ' , 11 I 1111 1 11 	ISTC Flandbpok  o  iniormation Teciinology Security for Responsibilitgeritr6Mandgers. 
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:lnformation; 
'Eind rekœrdi 

1992 	 . ." 	; 	;' 	 - , 	 .11iforniiitidn Security -, 

Ordn RINÀT19.11,.$ECRIlTy', 
He' id to kno'w 	You must enSuré that the , onfV, people who receive access_ 

.to  sensitive information are  those who:have the appropriate.. 

,s-ecùiity  clearance and  Who need  the ,information  to:dô 

When a '. record  iS.Creatediinformation is  gathered in a. 

readable, rilâchiné-reülable  or  decipherable fornr on 

paPer Or machine  readable  media  

dislcettés; 	 r  

fixed,and remoVable.hard 

s optical disks;:  

'microfiche and microfilm,  and 

.vided'sdeenS.: 

Classified cm 
designated 
information 

"  I 
 ' 	

thePrivaicY 
• ...,:' ' , 	

the 	to  Information- 	1 ' `-ôdiÈiéaiioti, 

-i,.. io. r.h:ir,  ., antdi .(3.e. nr  l'ts 'er: Dàu,:
ôd°'  , t):Ib'al:éd  Yg:1!..kCeRIY:E.:t 

release, 
 iô'' i.eein''eoAxvec:ilt  :913hlrf:fr, ,6,111‘ i'  rel,-,'7 -.2  "' 	ùtbriz 	' 	; 

 

Act,  and .if itsutia 

I • ièriofiitis : aiilst the nationa l 	, _-_,...  ...: 	or ̀ • ' terruption w 	. 	, 
Cla'sinsified.001>IFIP.-  EN11 /Nr'-,, 'S 	' c' r  -1-9. ,,F,':-.S. i R.,à' ETs:-e,'",::_,  ,,,,,`:; • , 	. 

	,-..-f.ÉctD if its. re e , ,, 	L 	- 

	

' ' degnated Pgv '‘ -› 	il<  i .",tip .  harm , s• 

- -- '' 

 

I nformat i on  I 	si„ 	
'asbnàbly 1 .e Y. ,..:, ,- 	 , 

rno-dificatfon or interruption 	
but 

 né:it,.. -' 	-'-'` 	identifiable 
 

''is,very , 
diViduals-oréfble: rO , 

	ted  information, 	; 	, .,,, : 

. gainst the„ 
 national  interest., -0,rile.,d1. 1 g7... .. à1, intor:rùmi,dr,i vt .,Qtj, .1.0,  

	

rit Ica ion 	, 	. 	n 
'SensitiVe;,its rélease,..P19--ii:ifii<6rcieçp

- ii7p,  tit,iv.e  posirtibol  , 
, 

d 	business  or   

-' -, t rç 	, 	
'. f 	' indivi ua,. 	i ,   

ohr,,,p' ahtyesncthe,  rép:  u,t,ati:or1,,,77.,,,. ::: I , r,  
• f : 	identifiable e__ .  

. ' 	uP'' ' 	-;'. 
 

assig 	

ation- Guide  explains 

ho  

' ' Classification and ric t PésIg.n .- 1  ' ' records 

 The'ISTC gas,s1 i.c, ..,  
the ' :W tti, 

ff' ' for helP•2: The  , 
n 	z ; 	

.ôir., ce 	, 	; ' ental SeçYritY- , ' 	the  Departm , tônsUlt t 
	correct 	lèvels -,to reç 	.. , 



Information Secirri 

Inforrnatics Security Coordinator will aSsist you, in selecting , 
' appropriate safeguards.  

Marking 	You must , ensure thaf staff who create classified and,, , 

classified and 	designated records label them prominently. 	" 

designated 
records  

•Safeguard 	Thé safeguard réqùirements for classified and designated 

requirements 	records are set Out in Appendix F of Députy Minister's 

for classified 	Directive 7d-1 in the ISTC Sécurity Policy and  Procédures 

and designated ManuaL 

. records 
You must ensure that information  is safeguarded according 

to its degreé of sensitivity. Highly sensitive information 

may need to be safeguarded like classified informatiorL 

ClasSified  information  needs very Special safégUards. Yeiù 

must  ensure that  the DePartrnental Security Officer is 

consulted prior for  procéssing classifiedinformatiOn .. 

You muSt:' • 

I ensure that when staff finish or inten'upt théii vvork; 

they store documents and'rernôvable M'aChine- 

readable media,containing sensitiVe  information : 

correctly, putting: 

designated ,Materiai in locked containérs and 

• classified material in apprOved security ' • 

containers; and 

limit accèss tO-  classified information System's. 

and sensitive data stoi-ed iii computers stiictly to ; 

authorized usérs. 

1992 
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• ADMINISTERING INFORMATION 
TECHNOLOGY SECURITY 

Security 
: procédures  
and sistem 
documentation 

You  'must  prepare:protedures that 'address, Seebrity,  or. 

 éristire.that Such:Procedure-8 are prepared,  for  each ' 

. -information  system,', data base, shared facififyOrsite,  in  
your  chargé Where  computers are used:Unless`tHey have 

:written'security. requirements; staff  can neitherfulfil their 
r,esponSibilitieS effec-iivelV nor be, held' accountable for 

, 
'shOrtCornings:  

bu miiit -ensure'that Idéal ;secUrityproçedurescoVer:' 

• reSpons6ilitieS; , - 

reporting :of security incidents; 

acçess çontrol  on  corpputeréqùipMent and data, -. _ 	, 
including security, 'Zones passwords user identifiers 

and enérvption; 	- 	 - 

• - 'storage and transmission 6f records and data; - 

virus preventiôn; 	 ' 

• inventories,  logs and other Cômputer:related  records ,  
• configuration control; 

 1 integrity, control"; 

, • data and software"backup; 

• "change contres1;' 	- 

• data archiving;" 

libraries» 

• -, Contingency plans; 	, 

• maintenance and transferririg.of „ 
Maintenance personnel; 	, 

,equipMent,shutddwn and startkrp» 
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1992 ‘‘ .  

system' failpreand reCipnfery;  and 	 , 

printirià  and distribution of  sensitive dckurnéntS.. 

' -Yàù shoUld enSùre,that shared-iacility-Managers,,prepare 
_Wrifienprodurés  for  ei;iiiipffiént_Op'èratiôrr and  faéility" 

, ..-adnilnitratiOn'.4S2vvell'aiàr,:•ùer. • 

"'oti- Siluju'id .'ensure'that iniOrMation,sYsterii'cusiodians•,,,',' 	- 
..',,Prepare system doctinientation,thafëàyers:' 	_ 

thè,teçhniCal;aSpectS , ,-cif, ,sySterns; 

the teÉhhical , aspectS:of data baSes. 	' 

u instructions for  OPeratiOns; and .) 

i instructions for  users 

VV,hen  data bases are not èàyeredin'infortriation,ysteni 
"1.  documentation;  you should ensure that':inbrrriati,ànis'YStern", 

custodians prepare separate•sdào.urnentation.that: ço nMrs: 

' u data descriptions,  

• - I  iogicI rilodelS;:  
• 

PhYSiCar Models; and s,  

the'relationShip between data and.thainfcirmapon.., 
system ' 	, 

''ou  iinùstensûre that à serisitiy,ity ::StaternentIS préPared 
-ior'eady.shared faeility -:ar4 large,informatipriesyStern.Small  

- ''information  SYàerri' 	yàdreharge rrïaY 1 .)è 'cbn;eredin 
Separate or coMbined-sensiOity staternkhts: 

Shareillacility.,Managers, iniàrrnation,SYstern s,custoili\ans 
and sharecidata , custàdians, preparè.:sensitivitY.staternerits 
to  document the value of information  assets  and the  worst  
in-Tact-that 'damage  tà the .,information-càiddhaYe,0e; 
users  and çlépartment  clients  These s,tatenients  have 

 :SèQeral  uses,  including  



Mministéring Informution'Technolegy Security 

identifying assets for which threat and risk 

assessrfients are to be prepared; 

guiding the choice.of safeguards; and 

ensUring that Management,is aware:of sensitive 
processes  and asséts. 	" 

For information on preparing- a sénsitiVity staternent for 

small systems, çonsult Arine>C A in the,ISTC Handbook 
on Information TechnolOgy Security for Shared-façility.  
Managers and Information System Custodians: 

You time ensUrOhat copies  Of çompletedsensitivity 

statements and annual updates are sent to the Informatics 

: Security Coordinator and the DePartmental SeCurity , 

. Officer. 

Threat and risk 	You must ensure that all infôrmation systems, shared , 

-assessments 	facilities,  communication  facilities or computers are 
Covered in threat and risk assessments. . 

The threat and risk assessrnent: 

- u  identifies vulnerabilities in and threats, to the 
information;systern and its'hardware;  software, ' 

comMunicairons facilities and electronic records; 

1, describes-the extent ofsafeguards required tO 

' eliminate the tFireats or reduce the risk to aceeptable 

levels; and 

'ranks information systems  in  order of importance 

for continuation or recovery. , 	, 

The infôrmatics SecurityCoordinator prepàres 'ihréat 

and risk assessments for çorporate information systems 

and data bases operating in the  IMB Mainframe  and 
 Minicomputer Support group. Shared-facility  managers,  

information  systern custodians and responsibility centre 

managers prepare other threat and risk, assessments". - 
s.  

,'ISTÉ Handbook on infant-44in Technology Secutity  for  Resgonsihilhy tentre'Managet 
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For  information  on orépanng a...,tbreat - and,n1( assessrnent 
;  for  srnali:ySternS,:CônSt.ili'Ânnek 

orl,; information.TeChnolégy Security, for  
Managers  and Information  System Custôdians 

15k: Hondhook  o  Informohon Technology Security  for  Responsibility  Centre  Mipieers;; 



Basic 	 There is  no  practical way to makè'a Computer  immune  to - . 

précautions - 	'-,viruses, but ypur staff çan rower the risk almost to zero if , 

they'rnake frequent baCk,Lip's and use'scanhing  software .: 

You  must direct staff to  use à recomMended i  uP-to-date 

scanning program: 

a regularly for machihé-readablé media in their 

custody; 

before copying and using all incorning diskettes, 

including diskettes from their home computers and 

new, shrink-Wrappéd, ficenSed, software; 

before using or copying all files and 'programs 
'received from outside oranizations through 
Communications lines; and 

a before using  all neW equipment and equipment , 	, 
returned from maintenariCe. 

Yo'u must direct  staff using diskette's, or programs obtained 
from oûtside'sources to take the following preCautions: 

to use only scanned, virus4ree'softWare, ,especially 

when using ISTC equipment off -site; and 

é never to,use prOgraMs  of  unknoWn origiri, esPecially 

illegal copies of software, on ISTC equipment. 

You must direct  staff to consult the,shared-façility Manager 

before accessirig outside systems such as bulletin boards. 

you should ensure that they access public systems only 
from a , standalone microcomputer  If  this is not  possible,  

you must ensure ihat  staff  doWhload files only onto 

diskettes, and that they scan.the diskettes IDefore USing - 
or Copying the files: 

. ISTC,HaatIbbak  on InforinatioriTechaaloü Sécurity for Re's.pansibilay' -featre Manaders, 

a' 
«P 
a' 

a 

a l  

s. 



yOù  must  ens-u>re.that only ,Yirus4ree,diskettes  are  
pràyided by ISTCto outside organizations. • 	. 

The'InfOrnnaties , SecuritY -Çoàrdinatiir will  advise you,on 
antiviruS Prààrânis' .and the Sàfest- Ways''fo'usemiiderns.', 

'IST,'(_Ilendhdokon:Inforination Technology' Seconly for Responsihilily (entre  Managers  
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Controlling Access to Information Technology Systems 

CONTROLLING ACCESS TO INFORMATION 
TECHNOLOGY SYSTEMS 

Safeguarding 	Thé safeguards that knit the risk of deliberaté,and 

hardware and 	aCcidental damage to  computers, software  and data 

software  , 	,gènerally function by lirhiting access to computers 

and data. 

User identifiers 

ISTC uses.several methods to achieve this, including:: 

limiting access to`datà stored;in Multi-user  computers  

- to aüthorizéd user§ identified by user identifiers , 

,  (user  IDs) and passwordS; 
„ 

Il requiring each user to have a unique user  ID 	. 

and private passWords no grOup identifiers or 
passwords allowed; 

g 'extending only the privileges that tliSers can prove , 

they need, and requiring uSers to verify their needs 

,periddically;  and   

g allowing rem6te users Who cornrnùnicate by Modern 

to access the systern only throughseCure equipment , , 	,  
if they procéss  sensitive data.  „ 	 „ 

User identifiers (user IDs) are unique codes assigned to 

each individual user so the computer  can identifji them ' 

and alloW acce§s according to their estabÉhed privileges 

You  must  enSiire that - usér authéntication software does 

not display user-IDS. 	 , 	, 

, 
'Passwords 	To helP ptevent unauthorized access to  sensitive data 

, 	stored in computers,  yotrinusit ensure that: 	, 

users are aware that their passwords are to - 

'authentication  software  does hot display 
passwotds; and 



, • 

-. 

	 . 	 " 	 , 

1992 	 , 	c 	:" 	 ACcèss to Ilifiiririatidn Techrii)log Sçrsteiïis 

.:passWords' OÈ staff :Who have left'the work  site 

 ;permanently are  çancellecl :  

Of  sensitive  direci Staff Wh .6',have,CListOOY,:, Stérilig.tritithihe Y9Y, 	 , . rendoble reiôrtdil"' rcords  

to  ina rk, remoVablenachin&readablè:,rnedia with  the 
 level  Of thërnost,senSitive ihforrnation.„'fly 

l'tO'âOrie rem' o'Vable-,'machirie-readable:  media 

 containing  sensitive records in  aPproP. riate, .approved,„ 
sèCuritY 

noi ,̀ tci'leaYe,classified and ,high. IY. Sensitivè!ci, es.  !ena ,_  
 records on  fixe'd  hardi  diskS; eyep ip,,secur .y,zo ; 

 -; 	 ',. and • :, 	, 

I, to use'linly encryption  software  thaf.,has'beeh 
,apProvecl by  the Departmental SecurityOffiCer.: 

"beletion does not remoVe  information   connpletelY frOm ; 
,machine-reaclable Wedia, You iii, rust, ensure that  staff  wipe 
or  bYerVvritësensithie  records, and  destroy faùlty niaChine-

- . 1'eadable;rnédia:.'  

You inest,enSuté,thatorisinal,softWare is safeguarded 
agaihst  damage and  uriaUthOrized  modification If  if : is 
possible  to cOpY sOftWarëlegaliy, you  must direct Staff 2: 
to  use copies  iniegular OperationS - and pôt the'Original. 

You shbuld eStabiiSh Procèdures'to safégUard alrreCords 
,agaips't .  corruption and  SUCh;haiarels' as ,fire and  Van:Cialisni.; 

Communkatkins  Communications  • 
	 • 	 • •, , 	• 	-.. 

equiPineri,t and`liriethat  transmit  
eéç tirity-:.àdél 	§ènSitiv.é  data require,tbe Sarne ,lëyel of'safeguard'as  the  
computer : ...éoffiputers :rtfiàt proçeSS', the:Same data: :.  YOu.ffiuStenSure,7,, 
security 	 that:staff aPPiY.-„the'safèguarCIS 

backup CO'in'inu'hiçatiôhS'eOûiPi4ht and altetriativëlihkSI; 
in 	 Sé(,Of i a:,:disaster  or major  system failure 

- ISTC Handbook  on  Inforrnatidn'Te .clinotdgy,SOcurily  for  Responsibihly  Centre  Maatigers 
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Common telephone lines offer little protection for 	, 

sensitive information because telephorie,èàlls can be 

intercepted in Many different ways. Possible  safeguards., 

include dedicated lines, encrypti6n, callback modems and 

vOice confirrnation. For thé transmission of classified and • 

highly'sensitive designatedinformatidn, enCryption or 

some other Safeguard apprOved by:the DePartmental 

'Security Offieeris to be used, unless a'threat and risk , 
, 

assessment indicates othérwise. 	 • 

Information is àrbject to unauthorized access by  inter-

ception  of electromagnetic er-nanatiOns. For  classified 	- 

information,  you must ensuré that e,quiprnent approVed by  

the Departrnehtal Sectirity Offiçer (TEMPEST) is installed, 
„ 

unless a threat and risk-assessment indicateS otherwise 

and the Departmental Security Officer .  i's•conSulted. 	• 

Most designated information does nôt have to be' 	' 

processeaôn .TEMPEST-compliant equipment. However; ' 

cértain.highly  sensitive  designated information may be , 

proCessed,on TEMPESTcOrnpliant equiprnent if you have 

consulted the Departmental Security Officer' and a threat 

and risk assessment indicates that it is necessary. . 

Yoù  must  ensure that the acquisition, location and 	' 

maintenance of TEMPEST-ComPliant equipment is 

cciordinated with thé Departmental SeCurity, Officer, '-. 



pllegme::,m4gplegeÉ.. :Aep.,s,OF*4 
, 

ou must  enâire"th'a 

.à.11'Maintenancé World's  authorized by yott Or a 
pèrOn with dèlegated'authority;' 	 .„. 

ail,I,Mainténanee staff '.fifirking"On corrputers  or 
information  sssierithaf,prOcéss -sensitive::ciata' 
,have'isécurity.çlearan'ces; ; 	„,‘» 

sensitive data 'are'remonred Ifiefore,Mainténaik& .dr`: 
that access  o-them  is prev,ented during  maintenance,  - 

;• equipMent Or infOrniatibrt'yste.marediedked..andj'' 
' teÈted after  maintenance  is èompletéd; 

çhedéed for  viruses. .afters.rnaintenance;- 1 , 

I :ireçOrdS>. , are keipt.O.i;a11 inaintenarke» and 

• .; the  bepartrnental Sectirits - Of'fiéer»aiithciriZes`,all 
,inamtenànçe of TEMPEST-çorno' , 	, • 	. 	„ 	„ , . 	• 	" 	, 	, 	„ 	,  

.When a:cha.rige  justifies  it,,Mariagers)ànd:.CdtOdian.., , 
 theirr sensitivittatériiénts;threat  and  

risk asessnièrit,.a .rid contingency  plans  , 

I 

 

- 	 ' 	 ••• 	 , 	• 

SIC  Haildbookip Inform-  talon Té,tlinologt:Sçuriiy foj .. Respon-siblity:Centiè Managers- 	 • 
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1 992 ,,» ,, • 

moimoRnle,.compuange :  
Au staff  are responsible, to some extent,  for monitoring  

"CornPliance,with ,Contrdls: 	 : 

Inspections 	2, You must ensuïe , the yourshareclfacility  managers  - 

condudt securityinspeCtions of the facilities they control 
, 

at least once per year. You  must  ensure that reports • " 

, . 	include the InspeCtorS' names, their findingS and their 

. 	, 	specific iecomniendations and that they are submitted 

to the Departmental Security Officer., 

- 	 , Depending on the importance of the share-d facility  or  

information  ,system, you Should review soffie or all of the 

folloWing aspects:  

I records Of users; 	 ' 

.1 1 contrdl rècords of remdte users; 

 cot:Outer aCCess fogs, and records, review Idgs; 

• integrity controls;  

inventory logs;  

' backup records;', 

1", softwarelicences; 	 ' 

seéùrity markings Of  documents and  machine 

readable media; 	 , 
, 

1 storaÉe Of sensitive documents,  equipment and 
maChineTeadable'media; and 

',Idcatidn dfiermirïals. 

The InforrhatiCs Security Coôrdinatormay conduct or 
direct  you to conduct additional irispections of information' 
technology security.' 	'‹ „ 	 • 	'," 

The Royal  Canadian Mounted Police Site Évaluation and 
Inspection Team:(RCMP SEIT) will examiné on site  Sectirity 



ArchiVio 
records 

, 	 • r.  

, 	•: 	 Monitoring Ceinpliançe 

udits 

ecuF 11.1 Y,  logs 

 measures ôn requesraperrriake 	rn reçomendations: The.'  -- 	,:- 
, Departnieptal•eéùrity Officer coorclinateS'SEIT-inspection. 

OPératidns Aiidit .,13ranch of iST -,and  the Office  of thé,' 
AuelitOr'peperal of Çanada e:ondùçtlpèricidic'âùdifs -àf 

	

information  technology security Auditôrs >Willi 	• 	•‘• 

- ri compare local conditions with : government apdy, " 
departmental policies  and standards, 

;:cÉçcklocal Written' proeedures;  and 	• 

I check audit  trailS to tràék user activity and ' ".• 

	

- 	data transaetions: 	--=. 	-,• „. 	. 	, 
, 	" 	y ,  •:" 	• 

A typical àudit:Will eoveri' _ 

whether sèeurity, prôçe ures" are documented -and `.• 
‘.available tô - staÈ6, 

'1'..whetiièistaff have ,been'taught:g6verrirnent and 

	

' 	,départrnenf pôlitiès.and are trainéd in,procedureS.: 
and 

- ' g .-whèther staff folloW -procèdiirés:  
_ 

...-',:. -;‘. ,'' 	, 	r:' ' , '.. '', • -, "».' 	'',',-:•'' ,' 1  :•• 	2 i,':'' 	-: 	':, 	l'•.',7 1 ,.. '', 
' n-A7heri theYare'availah'IOE, lOgs'ôt.inyalid access , atterripts ' , 	, 	, 	, : 	.. 	, 	, 	, 

Inuit béanalyied,regularly and ,kePt on file for the  
inSpectors•and auclitorS'2you kriùst:assign analysis  and  , „ 

., Records  accUmulate,„fillirig storage space and eatising 
computers-to'slow dOwn:,Yoti -shoulditherefore'ensure that ; 
your  files are  periodically "purrged of older records. ,Yoû 
mustensure; ,  hoWeyer,:that ptirgeel records.are-arçhiyed, , 
in - aCeârdapee,With clePartMentereeords , Managépièrit, -, 
retentiOn,sehédUléS cônSi.ilt the neareStRecords'Office 7 3  
for help or:moùé.infoi.Màtion:, 	• -••• 	• 	, 

filirig tasks.- .  

1St Flondhookeninférinaiien TeChnology'S‘iiiitY 	Çétr .è Managers - 	. 	_ 	, 
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1992 Monitoring Compliance 

Security incident The disappearance of documents  and  diskettes  and 	, 

procedures 	uniaSual events, such as LinacCountable changes to ' 

, 	 software and data, are potentially serious secUritY 

incidents that Must be réported, recorded and 

inVestigated. You'muSt ensure that procedureS are 
„ 

developed for all staff to follow in reporting security 

. 	incidents.These procedures should define: 

1 a security  incident, 

I how to report a security incident; 

wFid has What responsibility for action; and 

' u  what records to keep..  

You.must either record security incidents and reportihern 

to'the Depàrtmental SecUrity OffiCer yoUrself, or delegate 

these tasks to a staff member. 

Refer to DepùtV Minister's Directive 78-1 in thé ISTC 

Sécurity Policy and PrOcedures‘,Manual  for the cornplete 

.policy on security incidents. 	; 

-a 

a 



' informatiOn'technOlogY. secdrity iinproYêments, iffiest, be : 
 organizèd in a yearly planning 'cYclè. AlSbiwheneYer 

changes  to systems, and facilities  are contemplated, you ,  z 
must  asséss then  impact on  your Security MeasUres and 
plan appropriate Cdanges'to , Safègùards:- Pladnirig,ShOuld' 

: coyer:  
, 	. 

completing and updating Sensitiyitystaternents 
and  threat and riskasseSsMents; .,, 	• 	, , 

, Tontidgericyplanning 	 , 

'scondùctirig'Security  inspections, , 
' 	R 	' 	: 	'••• 
testing ,  safegtiards  and  SeCurity pro`CedureS; and,:• ' 

establiShing'neW:SafegliarcIS - and sectirity protedurès,' 

SIC Handbook .on Information Teçhnology,ecurity for Responsdnlity Centre Managers 
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12. 	BACKÛP AND CONTINGENe PROCEDURES 

Doily 13ockup 

—„ 

I3ackup is  one Of -the'i-nost important security' Measures. 

	

YOu must ensure that à regular ,backup Schedule is 	, 

•éstablished-fôr each  information  sYstem -and shaPed facility, , „ 	, , 
and thafall uSers are informed of the baCkup schedule. 

There are different types of backups, that can be chose n . 

The  chOiceof backup arrangements Should -depend:àn:' 

•

„ 	_ 	, 
, 

how long you can afford to wait until files are 

t'ecreated; and • 	 , s, 

,what it Would cost to recreate files.  

It is,exteeMely  important  to ensure,that UsersknOW1 -,toW , 
to "check that their :backup proCedures are, successfullY 

coi-npleted-Otherwise, their backup files could, be tiriusable 

	

bécaLiSe of'sOnie Proçéssing errOr: 	 I, 	, • 
'Storinedatit 	Yoù must enstire that baCkup  media are  stored,in a safe 

and software 	placé away from active flies. This  prevents loss of both thé 

backilps 	- lateSt baCkup and the active files in the sdme incident If , 

, 

	

	 thé data being processed  are  critical tà iècoverY and 

operatiOns,  or if  they  are  very difficult to replace should 
, 	à,disaster hit Yàur work site, yOu must ensure that the 

backups are stored  off site In somè locations, the National 
Archives of Canada picks Up, stores and delivers  records  

free of chaiie. The Informatics SecUrity Coordinator will , 
help,arrange secure  off site storage  for maChine-readable 
media  

Yoii must ensure that staff; following:the appicipriate; -  .• 

	

preCaUtions, acçuratelyrecord:, 	 „ 

• the location  Of Stbred backup  data and software, 

 encryPtiOn keYs; and 	„ 	 , 	• 

z, passwordS required to aCcess  the data  

111 

; ISTC liundb,dok  n  Information . iechnology Seturtiy for késponsibility Centré Managers. ,  



Conihneniy 
, 

• , 

1 992  t 	 Siickup' (Ind Oiniinderiey Pibcédùrés' 

„Y. Ou  must  enSûre that enotligb 
..,data ,areè,kept,,to guarantee that uhCorrupted data - can be 
_reCovered If a systern h-as had à Problein for Sometime - 
it maybe necessary to reProcessold  data  If - backups 

- .are clestrOyed preMaturely„ there will 4,...no valkI'data to 

;eceert ry 	, you ,must  ensure ihat -  data  reCoveryProceclures: are testeç 
' 

	

	'periodiéally, and alwayS afte 1r  modifications  to related., 
hardware and softWare, Data'can.be ; lost deSpite'regtilar,,  

• backups if a software update makeS the backup  data 

 h  incompatible  wit .-the , 	 , 

Wet èwhiptriblè 

ow 	bide, 	acomputer  for a  limited time à4éi-  a 'POWer fai lure  This  

ConSider inStalling Ubinterr'uptiblè , 
power  sii`iiplyeqUipriient-if:senSifiNi.itystaterrients.süggeSt;:,- 

, 'fhey  are  necessary  

, 7  
Éfq1Chinï:shffî. , , Yoti : ShO 'ula -. 1<èeP 'ari:.uôdated l ist  of Yoùr backùô staff on •>, 

har),C1 and  ènsu'i:é that tliëy  are  trained, 

'Éontingëny Plaris',describethe'àrrangemets,'Made  and 

 steris :td.:betaken'to;miniMizetheirripaCt Of:the:losS_-Ofthè 
usual Corriputer' ,faCifitiesbr:resoOiCes. .'t6errangeMentS;' .. 

 :-"rnay Prôvideior reduced  services  by  the  affeetëdiy§tërn i : 
full service  byia backLip system  or -,sér niiCe witht,nO 
computer  iesourees at all 

You  must 	
' 	• 

enstirethail,the ,rnanager.orCustodian  in Charge 
'.prepares ContingenCyplanS'fôr each Shared ,facilityand 

• 

 

information  'sYSfernfas  follows  
, 

.1 ;- 'infOrMatiOisYSterii gistodiaris prepare -contirigènCy 
plans for  theinforniation:systeMs in th-eir cu -stodY;' 

iSTC-  Hé[lbookôiiinforinatiiiâ'kchniiloà Security  forr Responsibility  Centre Managers  



Bockuplad Céniing'en .4f : Piotedure 

1 other managers 'NEC  share information systeni 	' 

custodians' clûtles prepare contingendy plans for 
thè aspects under their aùthority (é.g. sharéCI-data - 
custodians preparè contingency Plans for the Shared-
data structures in their oustody that are,cdrisidered 

outside  information - sYstérns).: 

•

, 

shared:facility managers prépare:contingenoy plans 
for the facilities they  manage, 

• - IMB . prépares contingénoy plans for equipment and 

software  under IMB jurisdiction; and , 	 s. 
, 

I Managers in charge of standalône microcornPutérs 

' 

 

are ,responsiblé for the preparatidn  of a contingenoY 

plan cdvèring their equiprrient and récordS. 

A partial liSt  f your-managerS' and custodians" basic 

contingency Planning reSponsffiilities inclUdesIhe'- 

'following duties: -› 

I' preparing - procedures fôr Safeguardjng sensitive 
records  and equipment in an emergency; 

1 'preparing procedures - for çontinuing.service with  
. 	backup, resciurces or alternative  arrangements,  and 

training staff in their.responsibilities under  the , 

contingencY plan.- 

You must ensurè'that,côntingency plans are: 

prepared for'all nevy systéMs before-they are 
irriplemented;,•- 	 , 

• téSted at least  once per  year;  and  

revieWed, once per yéar and updatèd if recovery.  
:reqUireinents  or hardware and sdftware,are „ohangedi 

You must  ensure that copies of originaréontingency'planS 

and annual update's are Sent to:the Départniéntal.SecUrity ,  
Offider and thé InformatiCS Sééurity Coordinator% ; 

1992, 

ISTÇ HandboOI(,on Infoirnotion TécfinOlogy . Security for  Responsibility 	Manàgers1 



1992:: 	' 	 Backup and Çentingency Procedures 

„ 	 n'té`ct'a basi c thntgenc  

ISTC.Hàndbdok`ôn .,1hfO'rniàiitih. 
TeehtiologySecuri4e.forShared facility Màrriàgéfs 'and  
In formation  Systé"ii7 Custodiabs' 

'ISTÇ Handbeok on Information Tèchnoloe Sicurily for Responsibili ty  Centre Manègers. , 
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Canadian 	(Çanadian copyright laW resects the use of purchase« ,  

copyright tow 	software. When you buy software legally, it Cômes With a 
licence that states how you  are  permitted to  use it; usually, 
yoù are Permitted to inStall it or Use it in Only One Computer 
at a time and to Make a backup copy.' 

Anyone who  copies  licensed Software for an'unlicensed 

user:has breaéhed the Copyright Act and is liable under 
the àiminal Code of Canadà. 

	

Complitmce 	r  ISTC complies with copyright legislation,without 	: „ , 
'  exception  .' All staff must  conform to the te'rins Of the 	• 

' 	 licence when coPying  software aire. l'of.J must ensure that'' 

	

, - 	software under Vbur jurisdiction is'made - available tO'useÉs „ 

only  in accordance with,the terms Of the licence. 	'‘ 
„ 	. 

When  staff are granted  computer  acCess, yoù must ensure 
' that théy,sign an agreement:  

, • to copy software and proprietarydocùmentation 

, 

 
only  as authorized by  licence,  and , 

• not to use anY software at ISTC in violation of itS 
copyright  agreements.  



Integrity „Contro ls , 

Typos of , 
integrity 
€ontrols 

le,- 

eprgimlyi p> .MT4oss- 
.• To protect data from ébrruptioh;and unauthoried 
-,,rnanipulation,,you  must  enSure that intégrity.:çontibis - 	, 	„ 	. 	„ 	, 

built.into yàùKinfOrination ,SySterriS:. 

to en'Sure that the result's Of its proceSSes  are correct  
and  Cornpleteand,..  

preventargdeteet„deliberate or aceidérital 
uhaùthoriied -dataniodificationS:' - 

must  be appropriate to the value of thé 
information  sYStérns'-theySafeguard: TypiiCal integrity 
Controls:are chéCkSbùilt ihto thélpfo.rh-40,h:pkièes!hg 
system, Such as:  

1 ,  reconCiliatiOns  of input and output,  

7 .1 datwimatéhing'With Otheè,SourceS;',.- 

input  atathoiliâtion ..checkS;eand , ' 	 • 
' 	1 	' 

checks:'. 

You mnSt -falSo ensure t4atstaff periodically:Carry our: : 
 Certain'oPeratioria[PreCaùtions; including: 

regùlarly testing SafeguariiS . sucli  as software  aCCess,. 
çontrôlSto 'enSùrè that they wor,k.proPerly .;,ariel , ': 

COrnparingthe prOgrarns:running ‘ôii,y.:9i.g Systein,, ,  
with  the original software or  with reliable baCkup,i 

, copies  to ensuretharthey ha nie,nôt'been ,altèrecit 

' 

ISTC Fiaridboieoi:InfosuriatioiTechnology Security  for  ites'Ponsiblily sCéntrè ffari'eigeïs- 
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Contracting for Seniiies and  Supplies  

CONTRACTING FOR SERVICES 
AND SUPPLIES 

1992 

Choosing 	, - When préparing a,contraçt,  yu  must specify:  

uPProinjuté 	• 	c that thé contractor is'required to meet federal and ' 
safeguards 	 departmental security standards; 

w the security-clearancé or reliability Screening lévels 

" 	 required for all contract personnel; 

- w the security level of the information to bé processed 	•  
and.what the contractor lias to do fo'rneet federal 

. 	 ; 	 and departniental security policies;  and 	 4. 

• the security requirements  of the goôds or serviçes, 

to be suPplied. 	 . 
, 

When necessary, the côntract should require  the  contractor 
. 	to return all data and software to ISTC  on thé delivery date. 

You should require supplierS ofsoftware:' 

• to certify that the sôftwarecides ônly What 
intended to  do and nothing else; 

to certify that all the'funçtions of the software are 
describecrin the documentation; ânel' 

I to providé a comprehénsivé'guarantee that the__ 
software dôés not contain any Malicious côde. 

. Dependency 	Excessive dependéncy  on one supplier increaSeS riSks. To 
on suppliOrs • 	limit this risk, you Can: .  

use  côrrimon, commercially availablé hardware and 

' 

 

software,  and  

I ensure that all products receivéd from a supplier are „ 

docurnented well enôugh to  permit maintenance and 
support by a different Supplier if needed. , 

I SIC  Hancibdok on  Inf6rmatiod TechnoloWSecurity for Resixinsibilibi Céntie; Managers - 
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, ISTC Hailrlbool5 on Infonnotiliti Tectinofogy'SéCurity for Résii!inbiliiy Ciri4Mancieis „ 	, 	, 
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RESOURCES 

, '•Th'elSTC.Seeurity'poliéY'and:Prbeèduié$ 
comprises the Classification and  ,DesigriatiO n Guide ancl:'. 
the  Éfi.éputy 	Oireçtiyes;.is. iSsuèd'ià 'all Staff , 	, 	, 	, „. 	 , 

Work"with",:the débartmént. YOu',çaii:gét;"; ,. 
 additional'pOpiés'frOM fhe_s'ec,tirity ; -9d :Sefety, piréctèrate, 

-, and it is'eallableirt the deOartrriéntallibraiy. 

'InfOrniation'and.,Àdminitrati n?è'ManageMént:SèctiriW, ,  
Wetter knovVri as,thè GO niernment Séc'urity Policy 

:(atu'allY:thetitle'Of  one  of Its  sections),  IS 
Board 'manùàl.,Walsci cOntainthe Intérim EI)P, Séptirity -
Standard ( ‘ ES/NG1-7'1,4. - This is also avaifable froM  the  
Départmental.Séeurity'Offiçér Or  the  departmental library., 

draft', of a neyv:vérsiOn  of the Intérim iÈÉ,ip.Security 	, 
Standards,  IS:iné1udedin two manù'als that'aré ayailable 	' 

.from  the infOrinatics;Sedirity :CoOrdiriaiOr: Techniëà'r. 
'SOctirityStandards -for Intojniatiàn'Teèhntilogy and  Small. 
':Systeni SOèùrity Guidelines 

There  are  ttirdso.ther''handboos  in  thiS ..serieS:' thé !Sit Staff. 
ILianeobk  on Information  Teànology' Security  and the  ISTC 
1=1,5indWokTon  Information  
facility  Managers and , Information  

,--- thiSF,tandbeiok, thé handbOOk fôr,shared.failitYrrianager 
and information  system èùStôdianS inéltidésà,ConSOlidatéd 

, rpdex , tO:the'éntire:SerféS. BOth,handboOkS:are available 
from  the .0ériartmental SéçùritY Offiçer thé'depar& .,• 	. 	 - 
Mental libra(y. 
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Resource 	If  you have questions about information technology 
personnel' 	security:Consult: 

a shared-facility manager: 	 ' 

an information systeni custodiarr 

: 	.1 the Informatics Security Coordinator, Ifr1B; Or , 

I  the  Departmental Security Officer. 

iSTÇ flandb.Ook on Infoinintion Teciinology Seprity for Resnonsibility Centre:Mannged 
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access tôtitrei , 

audit trig 

a 

ISTC Handbook On Information TechnolOgy.Seturity for Ro'sponsiblity,C,ontrOfionagers 

, 

;ji:(DSS.4 
methods that control a user's privileges  and  access to 
systems,  data and  Capabilities. 

records of  transaCtions,thkcolleCtively provide docù- 	, 
rhentary eVidençe of processing; is used td trace Original . 
transactions' forward to related  records and  reports;  or 

backward frorn reebrdS and rePorts'to -,source-transactiOns. 

	

'eatheilticution 	the , pnicedure , Of identifying or verifYing the eligibility  of  
,s a workstation; originator, Or individual'tO aCcess,specific 

- 	, 	catégories  of information,  processeS that:Provide , 	: 
' 	protectiôrtagaihst.fraudulent tranSmissiOns by es,tablisl -,uni 

' thevalidity  of a transmission, message,  worlstation 
or driginatéir.._  

availability :therdegrée' to Which a Systern or resource, -:such as data, !s , ,` 
ready:when needed::  

alasified infèranafiiia ,  ,informaporl.t ,  a may 
• 	 • public  under the A'Éc'es'i• io• In formation Àçt:;: information  

ônéerns the:defence...and Maintenance  of the social,  

	

Of  Canada 	ther,eby ;political andfeConormc 	 - 
the  e.c 'ù'rity"Of,thénatiOni r.lhcfpd, e'S  TOP SECRET, SECRET 

‘ ; and  ëCilInlhbENtiÀ4 inforMatioii:The ISTÇSeq.u."..1,tY 
Policy  and  c'eà 

i in  this category  

COMSC 	 CohiMunicationS --, eléctrohiC' Seeùrity;'the ,  protection 
'r. es'i.titing:frOrn applying cryptographic,_ , ,t‘ransm, t,ssi, orl  and 

 emission sèctiriii'm'éasürés,tOte, 	onn, . .,m»nt ‘cattops ys pon ,,..., ...„ 

heldln 
describes thé leVél of proteçtion: th,at  must 

 suchdata  
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contingency plan 	a Comprehensive, consitent siaternent 6f all the actions  to 
be taken before, during and after a disaster (ernergency 	, 

condition), which, if followed, will ensure the required , 

availability of the computers and data reources to ; 

Maintain the continuity of'operations in an emergency. 

dedicated line 	a fixed link from,a computer to a specific, location. 

Departmental 	the Director,,Security and Safety Directorate, 

Security Officer 	Administrative Services Branch; has specific security 
respOnsibilities delegated by the Deputy Ministe r. 

designated information sensitive information that does- not  affect the  national 
interest,but still requires'ehhariced safekeeping; 
PROTECTED information. Thé ISTC SeCurity POlicY 

- 	 and Procedures Manual indicates'what n-iaterial is in 
this catego'r. 	 . 

dial-up line 	, 	a lihkio a computer frorri any telephone. 

download 	; 	to transfer  records  from a remote Computer to yoùr 

- 	. computer  through,communicatiohs lines  

encryption 

encryptiOn key 

facility 	- 

the transformation Of  plain data  to an  nintelligible form 
,through the use of a reversible'cryptographic process . 

a uniquestring of chai-acters that an encryption pr6duct 

uses to encode and decode data. 	, 

compote equipMent; related sytems software (oP'erating, 

systèM 	 s, . , data base, security', comin'uni- 

cations, etc.); media librarieÉ (tapes, diskettes, etc.); oh-line 
libraries; communications equipment; and related' - 

supporting equipfnent (air 'conditioners, uninterruptible 

Power supply, alarms/ etc.). 	, 

SIC  Hundbaok  on  Information.TechiœlogySécurityfor Respansibility  Centre Managers 



GIdsr ,  

1$1-(Randbcitik .9n.Infimiition Te,thr.igloàySeIrkil:forgo.spon.sibiW.ÇéntrePriagersS; 

CjMy sinit 	désignated-  Material  that reqUiiés' SPeeiai'Safégilarci, S•.,›Référ' 
' 	 tfi' 'Çlàs:difiCation  and Designation Guide in  thes-,1:ST.0 

'Security Policy  and  Pio'Cea ures Man-ual for exact criteria; 
the  advice  of  the Departmental Security Officercan also 

' :r 	 : 	 be sôught, 	." • 

‘ »fialégliaiià ‘ 	a  ge' n-érià "term' .covéring all inforriationtes chnology,: , 
'equipment,:sOftWaré and Services.ùSed  for the  

processing , storagé,  transmission, reproduction  and 	- 
•"'presentation  of information 	- 

thé. Mémb_r  of 	Information ....atiagernen ijranCh (IM13) , 

, 

Ch.10:rrdiliLetUr e• c' U' 	 adViseS,.ând àssist'S:thé'Dép'àrtrnérii ai'SéCUr'ity sOffiè, 
*specific responsibilities foïsec'urity training,. COMOliancé 

•monitoring  a6d advising ISTC  staff  on',infoimationtéch-: 
no logy security. also prepares:threat  and  risk assessm ents, 

• and,  tântingêncy' plans  for  ériti,cal.,corpàiateinforrn,ation 
-...systéM s runniniin cOmptite'rs'administ,er.ed bV , 

 iiriforiitàtion;iysten,i 	a Combination of hard, ware,software,•p,roCésses ., an, 
2: 	 procédures ass,érnble1.  to adCorn., 	ific1.3uSinéss 

' 

	

	 • 
 

objectives , ; usés" data  as ' inOut.'s  (ThiS:handbOok MakéS- à 
' 	 distinction bétween large  and\small  information  systems,„ 

s 	see'beloWr  The  distinction  isnétéssary because,,,theY.-- 
'req-uiré : diffeirent: tYPês' Of sénsitivitV,StatéMéntaridtbreat .. ; 
and  risk aSséSsméntS.For,'More ,  information on  this(  
Cànsult,thè InforMatics:Sééurity-Çoordinatbr) 

f 	 information  s'VStérn thatis.`corriplék,'stratégiC ,- and 
large 

 

information 	
t 	• 'Côrpôràtélh  nature  (sharéd by.many l',..éSponsih 1,1 yentÉes) ., ' 

tiïàbàgçd by 1MB• 	 • ; 

inàbi;n ?titiol, sis'tem."- ; 



mainframe 

microcomputer 
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a information system 	the person resPonsible for the decisions conCerning the, 

'custodian 	' 	 system's functions, design, operations and data. 

information system 
software 

the set of computer:prograrns and other' ihstrtictionS Of an 

information  system that handles the Specific:task .to.be 

'accomplished by the cemPuter. 

a', requirement that the information be acCuree, Complete 

and dependabiejls . pailicularly'irnportarri  for  financial 

systems and.decision 7support systems. , s 

sée local drea netWork: 

local area network 	a system of devices inter'Connected bY a continuous 

medium so that equiPinent and applications (data or word 

processers, electronic mail) càn ,operate over a single set , 

of cables; operates Within a Iiinited.geograPhie area, 

usually Within a radius of nô more than 50 kilômetres. 

a staff member, usually a sharedrfacility manager or -r  
information system Custodian; assigned to  certain  local' 

information technology Security dutieS by thé local 

LAN 

logical access control  the passWoi'd administration and other  software  used io 

control access'to computerized informatio n . 

a large computer, usually Simultaneously running,several 

systems and servirig many users located at multiple sites. 

à srnall, personal computer; can be linked wit,h, others to 

minicomputer 	a médium-siZed computer that has a srnaller processing 

( 	 capacity than a mainframe but is used in the same way. 	r 

need to know 	. the principle' that onlY,tFiose vn'%ho',requiie it for their official , 
. 	 duties rimy - have access to knowledge of or possession of 

. 	 sensitive information.  
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personne secorstr 

secon.t 

policy 

rocedure',: 

recce. 

regional security 
- representotive` ,  

responsibility 
centre.rnanager 

retention schedule 

posdi^Jerd 

• 

Me, 

pri'ate, unlike a'OSer'idéntifier: 

prOcediires„tO'renSiire.,thât-alifierSphfiel.Witfl..àcesS:tO. ---,.:, 
 ser.isi.0e;i‘hfdrii4tiOh . :..liave:th'.6iie-céssary.authorifysahci: 

„„.. , proced.ures:,to jocaté:and:idesighr s 'acCOhi shiodati -ôn ,  and -; 
éstaiilish;:phir<Sical,''iii-Ocedtiressia:O_ré n :/eht --détéçt  and  
réSO6hcl;  td ùpâtithàiizèd . aOteSS;:is . sèparatè froe- • . s  
hardware and software  security measures ' 

reSidt  or  required  action, . 
Oftehi':dirti"tio,r;:to','1 .:ie‘ ..iakén; :s. 'etS the 	 goverr  
standards,  guidelines  and  procedures 

, 

a,dOçu -rent 
provides ihstrifçfipilS,fo'r th,e,i'Cp -iifil-7,lefiôn:età .Sks' at given  
iàOatiOns -, 

document  

rhàànètio  or  eleé,tiO-nié , ffiediumih  or on  which ihfoi-e0Or;:_." - 
 .s  prèèfyëd.in 	 : 

or  àriy  intelligible, inâchine-srèàdblè  or  decipherable form• 

the :Rèrsi:in 
seégrity,hiaiters 'cdn'éerniheith,e  local  region  

..'.'thé2hiaha -àer 

all'secuÉity:int.O.éj,,-iàkén to Saféàu'ar4théi -h.-.-:, i. 

a.SOhedülé - that.statès hOv‘',7,1cing,reéciedS;. -Sùç'h--aS.Cdernipti.,fer. 
:..',aèCesS:Iii.e; . -0:11.ist .  1.3e keiit,',when;-they.  Siibt>1 Id be iransfé'r -red 

--fol,thè ..Natiohar Archives ; of  Canada, - and when  ,théyj'ShOùlèl: .  

readable  media or computer  equipment  for  viruses - 

: (STC liariclboOk. -onInforniation,Techg;lodiSàiitily  for  Responsibility  Centre Managers  



May'be a small - information Systern, Office support • 
software,  a, LAN, a hared rnicroddnipUter,`a group: of , 	 , 	 , 

ïputers, shared:data for srnallinformation . 	 — 
systems, or à shared faCility not managed by I'MB. „ 

software -a term used to, differentiate computer, prograrns from the , 

stored set ofinstriictiOnS governinglhe:Operation of a - 
computer system. 

ISTCHundbook  an informationTecholoày SeturitY,W.ReSaansibilitYCOntie.Maaagars 
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secure room 

security container 

sensitive information 

, 	robm equipPedWithah anti-intrusion device  and  dPors, 
with approved locks, Iodated  in an  area tà yvhich access is • 

controlleçl and lirnited to VerY few people.  

- 	an apProved filing  cabinet  équipped vvith a locking bar 
and an  apprOved dial - cbrnbirlation padlock, or an  
apprOved safe with a dial combination'rock. For  more  

preciSe details, dôrrult  the  Departmental,Security OffiCer. 

information that Must be, seCured beduse its uriauthoriïéd', 
diSCIOsure/loss, alteration or destruction  woûld  cause •"-v , 	 , 
-perceptible damage to Sorneone or something; must be 
safeguarded to its level of sensitiVity; must  be  as–signed a 
'security,level and properly identified; Can-be dlassified , 
TOP  S ECRE1,SECRET or CONFIDÉN'IIAL; or designated 
,PROTECtED.:  

sensitive material a recôrd,'InfôrrnatiOn Or equipMent that is'clasified or 
deSignated or:sbould -otherwise not be rnade':aVairable to 

ühauthoriied People: 

shareefaiility Manager  the  person respOnsible  for the hardware,  systems sbftware,' • 
related  communications  e -Cluiprnent and data Of a  multi  

user',  cornputing fadirity,:such  as a màinfraMe  computer,  
minicrimptifer,ôr LAN. At spine WC:irk 	sedurity , 	 , 

,.dutiés of thé ShareilfacilitY Manager -are:carried oUt by'a :  , 
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- 	 , ' 	 , 	' , 	- Glossary 

arnpering ' 	uriailthorized modification that ,"alters the proper fuiiCtibriiri 
of -a sy_stern  or  piece of equipment in a manner that 

-. degrades the security it provides , 	. 

, tape library aroorn or cabinet, to which access - is strictly controlled, 
Used tà  store  baCkup and  production copies  Of data and 

`SOftWare;: uually.  comprises  bOth on --sit'eand  off 

 facilities - 

arniuthorizad persan 	apers6n to Whipm'aCCesS to  cÎssified or„ esignate 
information has no,t been specifically given. 

tipload 	 to ,trapsfer  records  frcint yôt.ir  computer  tà  a  reinOte 

	

; 	?Côniptiter thrOugh . doriwnutiicatiOns lines.  

vires" 

	

	 a p,rograrn inSerteciinto'à syStern for MisChiéVbuS  or ' 
malicious PUrp'OseS; is",capable Ofreplicatingfand attaChing 

	

• 	itieletà Other files; rilay .- be'iriggérecr,bY - a prédeterniinèd 

	

' r• 	I éVerit Orf.'date.' . 	„ 	 , 	 , 	. 

visitor 

wiping 

anyOne other  than  site staff. 	 . 

r , ‘aproCéduré  of  overWriting MagrietiC . rnedia f6 ‘ rnake" 
previouSly recorded  or  délèted.inforrnatiOn absolutely 

Onreadable'and ùnrecôverablé; is used to protect  the  
2 Confidentiality Of reCOrds; 	- 
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filSOLIDATED 'mpg 

	

, 	 , 	 • ; 	 • 	 • 	 • 	 , 	, 	 . 
, thi,S COnSolidatéd -tridég,inéliadé. s'...„thé:kéy words  in  alt three, kandliOokS ipthis 

seriéS,‘ which iarédistingdishé4à5 - follôi4*%s: 

	

‘;STAFF/1,.. 	IST,C S,i'àir . IT'Ia‘riC1Wpc,J1<forir 	 ,• ; 	, 	, 	_ 	. , 	• 	, 	. 	 ,-„1 • 

	

41S. Ç 	 Infôrs'Inàtion'..régbricilôj,5èéüritY:f0:t Siiàré 
and  Info' tyri4tiàfii,Systètri'CLISiC n dians; and  

•-• ' 	ISTC.1-1.ahcifjObk:çiW 1 	 Sëçiifity.  for' 
Managers 

, 

Açcéss 
invalid  21, 3)3  STAFF, 8-3,  

1 1-3 -  SFM-15C 27 RCM 	' 
limitation ; 	STAFF,  

871% SFM1SO; 22  :ROM 

,Accëss to  In formation  Aet;ex,einptron 
'under-- 10 'STAFF; 51 1 , sà4-sc;  13  ROW", 

Acknowredgmént, sigriing . àf 21; 	, 

• 
 

Audits 32,, 33 'STAFF; 114 Sfreisq, , 
:27'kcm 	 s 	• 

Aig6rnatic Icigo' if' '22-  STAFF; '873 smeisc 
ùtbmatic logon 20 STAFF; 8-2 SFMISC- 

	

Backup, 	, 
aufôniatic- , 2:3  STAFF,  8-4 Sfm-isc 

' daily 34 STAFF; 12,1-snesc; -, 
 .3Ortem, 

differrentfal -,: 34 STAFF,  

	

full 	34 STAFF,  12.1•:•srtif-dc.- 
inCrémental,'' 34 STAFW:, 

, 	12-.15F1-15C  
' original 23 STAFF» 8 4  5FM1SO ,  

schedule  34 STAFF, 121  SFM15 :  
' 

 

selective , 34 STAFF 12-1: SFM-1SC 
tirne,::..24 STAFF; '8'.'4 >Sa/PSC 

»B40<up njedia: 	 , 
p .i'énnaturé;deSt(uctiOn , of 

12-1'srM-IsÈ-'31 RO'm 
storage  of 35. STAFF,  12  

30 R,CM :  

13aCl<ùii prOcéddiès; successful 
-completion  of . 35 si'AFÈ;: -:: 	. 

.12*-1 -Érm-Ls'è  30 RCM 

BaCküo. staff 21  

Building  pass  9 5TAFFÏ,4-1:SFM-1SC; ' 
RÇM  

Bulletin  bOalds; . access,td' 1 I:STAFF; 

'7,;1  SFM1SC;,, i),k0n4 , 

lassifications  
; CQNFIDENTIAL  10 STAFF, :  

3  
SECRET :10  STAFF, 	sKçiiSc. 

TOP,SECRET: 10,20 STAFF; 

'SFM-15Cf  13  R.CM 	.7‘ 



31 RCM, -. 
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Classified records/information 
access  to  13 si-ÀFF; 

5-3 SFM-1Sè; 8 RCM 	 7 

correcting level of 12 grArr; 
5-2 sFm4e 

deClassification of 13 STA FF; 

5-3 sreisc; 15 Rcm 
deletion of . 22, 24 STAFF; 

5-3 8-3 SFM-!SC 

, downgrading of 13 STAFF; 

5-3 snmse; 15 RCM 

, marking of 11; 32 STAFF; 5-2, 
8-3 srutsc; 14 RCM 

periodic revieW of 13 si-Àrr; 
' 	5-3 SFM-1SC; 15 . RCM 

printing of 13 grArr; 5-3 SFM-IS C 

processing of ,25 srAr -r; 
8-6 SFM-ISC; 12 RCM 

safeguard requirements for 
13 srAFF; 4-1; 5-1, 5-2 .Fm.ise; 
14 24 RCM 

- storage of 22 STAFF; 5-3, 8-3; 
11-3 sFM-Isc; 23 ' RCM 	 , 

transmitting of 25 STAFF; 

8-5 SFM-ISC; 23, 24 Rcm 
ClaSsified vvaste, disposal  of  

13 STAFF; 5-3 SFM1SC;.15 RCM / 

Communicatio'n's security 16, 
25 STAFF; c1-5 SFM-1SC; 20, 23 Rem 

Computer I6cks- 23 STAFF; 8-4 SFM-ISC 

Configuration changes, recording of 
33 STAFF; 11-2 SFIyI-ISC 

Contingency plans/procedures 
5; 36 sTarr; 12-2, 12-3, Annex C, 

.,sFm-isc; 25, 29, 31--33 RCM 

Copyright law, Canadian 37 STAFF; 

1 3 1 SFM.ISC;  5,34  RCM 

Criminal Code 37 STAFF; 13-1 SFM.ISC;' 

34 RCM  

equipnient ‘9,28 STAFF; 

4-1 SFM.i5C; 11, 12 Rcm 
function "21 STAFF 

information, storage of . 
35, STAFF; 12-1 SFUISC; 30 RCM 

' 	procesSes '6 ,STAFF; 3-1 SFM-ISC; -  

Data recàvèry procedures, Periodic , 
testing of 36 STAFF; 12 .-2 sFmisc; 

`Pèleting 24 si-ÀrF; 5-3; 8 ;-3 ;5F-M,Isc;  15,;  

, 
.Departmental SeCuritY Officer 	, 

. conulting with .  2, 17, 26,  33, 
39 STAFF; 1-1;  41, 4-2, 5-1, 

, 	5-3 6-2, 7-2; Ï1-3, 12-3; 	: 
' 	18-1 :sim:Ls-e; 2, 3; 11;13, 

	

' 	14, 18, 24, 28, 32, 37 RCM 

dutiéS  of"  4, 6, 23; 25,- jà, 
32-sTAFF; 2-3, 8-5, 9-1, 
11-1 SFM-ISC) 6, 8, 23-2 7 RCM 

Designated reCôrds/infdrmation .  , 
access tp 13 STAFF; 31, 

.5-3 SFM-IS 1C; 8,,13' Rem 	' 
, correcting level of . 12 STAFF; 

déleti6n 'of '2.j, 24 57-Ari;75-3, 
8-3 srM4se , 	 . 

, dOwnloading arid'uploading 6f 
27 STAFF; 8-6 /5fM-ISC 

highlysensitive, piocessing of 

	

' 	26 STAFF; 8 6 SFryiLls'ç 
highly sensitive, safeguard  

, r.  requirements for - 11; 13, 

	

„ 	22 STAFF; 5-3 SFM4SC;,14 RCM 

' -2  highly senitivei transrnitting of 
' 	25 --srAFF; )  8-5 'SFM-ISC; 24 'Row"' 

am 
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1 _ 

f 

is:narking Of "11, 3e :STAFF; 
, 83  sà.;i-isç 

; periodic.,  révieW:Of  1 3,  STAFF,

sFktsc;,15 
Piinting•of 

processing  of 26 i„7::AF; ' • 
86  SFMISC,  24 .̀.eÉm 	 , 

safegilard,requirehierits,f0 1.', 
1'3'STAFF;,4;: 1,  52, 5-3 , .sFù:/st 

Steil:age  of 22 STAFF; ,5,3,, e3/' 
11 3  swsc,  23  'RCM 

: tranSmItting Of -25 

. beSighated'.yvaSte,dispOsal  of  , 
STAFF; .,5:3: 'SFMISC; IS RCM 

Désignation, FIZÔTECTED, '2,10 STAFF;,  
SFM,ISC;  13  RCM , .„, 

Dial7UpSfinè,Saféguards"for:-.,27 
.: 8-6 SFM.:ISC ' 

Diskettes 
caré of , -. 30 STAFF, 10-i ,SFA;1-ISC 
read:Only 361 .. STAFF,  16-1 SFM-ISC`,;', 
Stbraeé ;  of '22 STAFF» :5-3. Si1;1-ISC :- 

"b0Wr110a4ing '28 8  A 	i , 

'DigieS,:segrégatibn Of  6 .5É,1f; 
' à-r.SFA,elSé; 8 kcm  

EleCtronic road 
• 	files received 4  1 7  STAFF, .,„ 

- 	7-1. SFM1SC 	• 	 . 

Ern issicins, élédironlagnetic .„ 25 's,:rAfi;,':  
, 

gnçryptibp ,; 23, 25 .5,T,AF; 
, 875 sFreisé  

definition'bf, ?A  STAFF, 8 n SFMISC 

key  23 STAFF7,8.:8 :SFM-ISC 

ÈnE:ianCed.reii4ti,lity,.:,Ohc,15.. '6; STAFF; 

, SFM;ISC; 8 RCM' 	" 	\ 7 e  • 
< 

EqUiphient, vülnerabilities  of  
siÀFF; ›10-1,SFM-ISC-' 

loyérn en't -Security- Policy,. '2, 
38 STAFF; 1-2' S fleISC; 2, 6, 37 RCM. 

parking-  of .31: STAFF 	 r 
storing sensitive data on 	, 

23 STAFF; 8-4 _FA4-iSc; 23  end '. 
, wiping:of - . 14, 22, 24, 28-,STAFFÏ 

5-3 sFetsé; 15,23, kém 	, 

	

Hard' drives; remo niable, ,,stOragé of 	, 
83 SFM!sc 

Hardware ' 9,1‘:.iiit-isc;9,25,:‘, 3 '.6kçA4- • 
safeguardingsof 8-1 .§Fel.sc; 

4 '22 Revî 
dates 'recording'of‘ 

, .; - ;11-2 Fi1,4-1SC 

InfOrinaticS SeçOritY Coordtpator„;' 	, 
'COriSt.i.l.ting With 	14, 17,;'23, 25; 

26; 28/ 39 STAFF, 11,51,53, 
,6.2; '`64;  7 1, 72, 8-5,  111,  

1-3; 12-3,18-. 1 , .1--.1.5Çf 
: 7 iS,  18, 21;32/37,R CA:1' ‘  

: dütieS.  of .' 5„3 .2; 35 STAFF,  
:8-4 12:.1 sà4-&- : 7 18, 26) 

 30 PéM 

, In(cirifiatioh.sysfeffi custodian 
'é-onsillting with „ „ 

' 39 STAFF.; 3,4 37, RCM 	' 
délegating taskS;  to 	RCM ,  
d.UtieS of  4, 7, 28 .s'r.ufr 
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