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-?. to adequately safeguard our lnformatlon I encourage you to
‘follow the measures set out mk‘thls handbook and contlnue '

L T

Deputy Mmlster“ i







,_ ln wrmng these handbook manuals ffom the Fmancnal
and Program Systems Dlrectorate of the Comptroller 5. ¥
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:"” Secunty Offlcer RRARACA

On other securlty matters, consult the Departmental

PR
[

, ‘-Th|s handbook IS part of a senes of three The ISTC Staff

- Handbook on. lnformatlon Technology Securlty is a general

] -gUIde for staff of all levels who use computers f you are

ten 'a responsnblllty centré manager who is alsoa computer

- user, you: should use that handbook along w1th thisone. "+
. The series.also mcludes the JSTC Handbook on Informatlon
.. Technology Secur/ty for Shared- fac:llty Managers and -

i, Informatlon System Custodians If you are a. responslblllty

e .

_ Auihorliles

",V,f handbook along w1th this one.

a Consolldated lndex to the entlre serles

' E / '~l" Treasury Board securlty bulletms, and
e k o the'iSTC. Secur/ty Policy. and Procedures Manual

centre manager who is also a shared factllty manager or’
“information. system custodlan, you should use that a

,'At the back of thls handbook you w1ll fmd a Glossary and

PO T
s

Thls handbook is based on. the followmg sources .

SRR :Securlty, the: Treasury Board manual that comprlses
3 ?/j: . the ‘Government Security Pollcy and the lnterlm EDP
: v_’j'Secunty Standards, SN LR T

. "whlch compnses the CIass:f cation and Des:gnatlon

',ADlrectlves, mcludmg Dlrectlve 102 1 lnformatlcs
- Secunty . Gt e

Cm

= ,Informatlon and Admmlstratlve Management PR PRI

! P

}-:-AGUIde (November 1991) and ISTC Deputy Mlmsters,‘ w

‘0.

T Handbok on lnfolmqﬁoll Ietllllology;-SEtyrity for'_ll'é'spdnsillility'tél‘_\tr[é Managers |
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Securtty.Re_s”p'dnsi.b-'iliﬁes» S
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Shured fuuhly
munuger '

L responsnbll

/ & j_You may also assume any or aII of the dutles of a shared
facnllty manager or\ an: lnformatlon system custodlan

'y shared fac1l1ty manager has the foIIowmg general .:‘:"f: ‘. .gf

R - applying’ safeguards for lnformatlon systems and

;o

o

The manager of each shared faclhty is responsnble for

: ~estabhshlng safeguards for E¥ multl -user computlng fac1I|ty, o
such as alAN;a mamframe ora mlmcomputer, and
v_ensurmg ‘that. all staff. who have access to the faclllty follow
,;securlty procedures In some ‘work sntes, certaln dutles of
'a shared facility manager may be delegated to a Iocal

o securlty admlnlstrator - S

|t1es RO

o l_ ensuring, the phystcal secunty of the work snte ’, o

‘where. the facﬂnty is Iocated

g A safeguardlng hardware, system SOftware and related

g communlcatlons equnpment and - \' M

“ records that have. been. requ1red or. recommended
by responsibility centre managers and lnformatlon
T system custodlans ..'f I :

A partlal hst of the specnflc reSpon5|b|I1t1es of a shared

facnllty manager mcIudes the foIIowmg dutles

i preparmg .
sensnttvnty statements,
threat and risk assessments,

. contlngency plans, and

| ensurm g that:

im aII data stored inthe faclllty are safeguarded
. w access to the fac1I|ty is controlled

VA
”
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'Schrll'y_'llequnsihiliﬁe"S,"',"l,‘.‘ U

o ensurlng that : SIS
o ~secur|ty requnements are addressed at each
" stage of systems development O

R ,,_';;-v'?’access to; the mformatlon system is. controlled
[ ',,-,Vusers of the, system have the required. secunty
3 .clearance and are: appropnately tralned in
L T securltyprocedures, T o
. " uinformation’ system documentatron is complete
LT dnd uptodate) s e L

s ,|nformat|on system desrgn meets departmental
.77 policies'and: standards,.and
- '.sensltlve records are approprlately marked
' ln some work S|tes, certa|n dutles of the |nformat|on
j‘"system custodran may be delegated to: a local securlty
’ R fjadmrnlstrator R AT
' Dépdrlménfﬁl' P The Departmental Secur|ty Off|cer is the D|rector of the
o Slgtlirlily({()f,fiier. . Secutity'and. Safety Dlrectorate, Admlnlstratlve Services-
LT 'A'Branch This officer holds SDECIflC securlty responslbrlltres
S B ‘,Ldelegated by) the Deputy Mlmster They include ensuring

. - that ISTC complles with the Government Securlty Polrcy :

. - and meéts goveriiment operatlonal standards You

e ‘f.should address’ questlons about mterpretmg and carrylng
out departmental secunty poltcy to the Departmental
»‘.,Securlty Offlcer ' ‘

/;.',

‘ ,ln the reglons, all communlcatlons wuth the Departmental
Securlty Offrcer are usually channelled through the: Reg|0nal
‘;‘7Secunty Representatlve BRI B







. Persominel Securty -+

3

e Sewmy |

- cleurance -

- and enhunted;‘_u‘» ;/The Departmental Securlty Offlcer conducts securlty

) 'rellululliy

- ¢heck

, Segreguilon
of duhes

pmsonnn s:cunmr T

’ The pr0cedures for secdrlty screemng are descrlbed in- the
ISTC Securrty Polrcy and Procedures Manual

S managers,. supervrsors, |ndeterm|nate and temporary e
g emponees, students and consultants - who require ¢ access--‘ o
. to classified or desrgnated |nformat|on to do the|r work -

. “This’ includes LAN admlnlstrators, computer 0perators and
s network users. . Lt : /

o, You must ensure that managers check secunty clearances o
e for: ‘ : ‘ S ‘

\ . '-‘,new employees before they begln work;-and

‘ fTo decrease the rlsk of securlty vsolatrons and breaches
. and of damage to data and equupment no |nd|V|duaI
e should be responsrble for all aspects of any: cr|t|caI
process in- fact, certaln re5ponS|b|I|t|es should not be
L comblned in one position. Unless your. work srte is' very
L small or.unless computer users work onIy on Standalone

A »;followrng responsrbllmes atar tlme
L ‘I’-_equrpment operatlons, '
o tapelibrary; o AR R P S

,_ I " programmlng, and

clearances or enhanced reliability checks onall'staff— .

i

s

ST

1 "'contract personnel before a contract beglns, S

1 j’staff whén they are assrgned new dutles W|th‘,
o dlfferent access requrrements o

Y

mlcrocomputers, |nd|V|dua|5 should hold onIy oné of the

7

P lnput and output control

¢
-4 (

. .yr“ . )“Mf‘ b " :
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lf staff llmltatlons make it |mpract|cal to epa

functibns, you musf ensure that extra safeguards are

N

0
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t or end of contraét
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' Personnel Security
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o
N

P attendlng securlty brlefmgs on thelr securlty )
obllgatlons and changes to thelr personal securlty
level reqwrements. o SRS

e ¢

You must ensure. that employees Ieavmg ISTC permanently

also complete the Employee Clearance Record form

e f_,'_accordlng to the: procedure set out in the ISTC Secur/ty
J:-‘Pohcy and Procedures Manual Co e

I e
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Al’lhysic'dlysjetbrity S

- Computer rooms -
' ‘ PR .,such as LAN servers, mamframes and mmrcomputers,tor
. for computers that process classified or hlghly sensmve ,
.deslgnated data, you should choose rooms wrth walls burlt
; Kfrom the cerlmg slab to the floor slab ' kN

".,' . ke
4 3 - ~\

When you request or aIIocate space for’ crrtlcal equrpment

N

;

'You must E o R ;

e ,l ensure that computer rooms are equrpped wrth

‘ apprOprrate safeguards, Lo

K ' .;ensure ‘that’ power servrces for shared facrhtres

, ,-and telecommunlcatlons equrpment comply
3 _"‘wrth Treasury Board standards and are regularly
e Checked and L PR .‘

L | ,establrsh procedures to alert computer room staff e
. to equrpment malfunctrons and srtuatrons that B

¢

J,,requrre emergency response . . ;" ERRIRIPUR

S .
:
‘
0.
s
,/l
7 ,
‘ -
r o
i
)
X
.
. e
/ ;
"
i . o
_ : .
)
" ! N Lt c
o = ’ ¢
. = o . .
i o .
o \ . : )
) - . 5.
4 B i !
Lo - { I
. ool s f
s
P . .
R
; 3 S .
s ! o TN
; !

Coe P . v

. PRI . . R . . . s e ST el e e e . N N 8 N NN




ccess”

DR

to sensntlve mformatlon are those who have .'the'app "prlate




v "l‘nfur:rfmﬁdn Securty -

- for ¢Iu§siﬁed

and deﬂgnuled
L records o

e

T 1You must

. i 1992
PP ‘lnformatlcs Securlty Coordlnator wrll assrst you in. selectlng
. -’-'approprlate safeguards ' ST T pon
' Murklng g ',You must ensure that staff who create cla55|f|ed and
* classified aml ’de5|gnated records label them promlnently
: 'deﬂgnuted LR IR ;
v.records ’ B N . o '
. Safeguurd The safeguard requrrements for classufred and desugnated B
reqmremenls records are set out in Appendlx F of. Deputy Minister's

Dlrectlve 70 1in the lSTC Secur/ty PoI/cy and Procedures

)

Manual e R B .

: "You must ensure that |nformat|on |s safeguarded accordlng

, may need to be safeguarded Ilke classlfled |nformat|on
-Classified |nformat|on needs very speclal safeguards. You
- ‘must ensure that the Departmental Securlty Offrcer s,
- ‘consulted pr|or to processrng classrfred |nformat|on

.,'Af-.

il ensure that when staff f|n|sh or |nterrupt the|r work
. they store documents and removable machine-
o readable medla contalnrng sensmve |nformatron
o correctly, puttlng t L RRE
desrgnated materlal in locked contalners and
classrfled fmaterlal in approved securlty
contalners, and

"z‘l'f‘hmlt access to classlfled |nformat|on systems
Cand sensrtlve data stored |n computers stnctly to -
) 'authorrzed users. ' PR

o 7
o -

: ) N . e S D s RS . oL . - . . . B - s



Disposal of
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;ISTC Hundbook on Informun i Techiiolc




. ADMINISTERlNG INFORMATIOM
: 'I'ECHNOI.OGY SECURIW

,Sewrlly L Yowmust prepare procedures that address securlty, or
s progedures ot ensure that such’ procedures are. prepared for each
< and sysiem -mformatuon system, data base, shared facrhty or- snte i’ o
L "“'dotumenluhon;; ~“your charge where computers are used.. Unless they have
" - ‘written’ securlty requrrements, staff can nelther fulfil thelr
3 ",reSponsrblhtles effectlvely nor be held accountable for
' ”shortcommgs> . - ot

¢

S

-.You must ensure that local secunty procedures cover

. ! ‘confuguratIOn control

r mtegnty control

by
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‘/’/Atirrrihi.stéri_n_g Infmmuﬁbn‘/Tec’hrlegy'Sg'c'urity G

1 -|dent|fy|ng assets for Wthh threat and rrsk T
.7s v . assessments-are to: be prepared -

i s gurdrng the chorce of safeguards and

: "; 'l ' ensurrng that management is aware of sen5|t|ve 2

processes and assets N

"‘}:'7' For |nformat|on on preparlng a sensrtrvrty statement for '(f:" g

» < -small systems, consult Annex A in the’ ISTC Handbook
. "on Informatlon Technology Securlty for Shared- facrllty
- AManagers and Informatlon System Custodlans '

Sty

S : ' :You must ensurerthat c0p|es of completed sensrtrwty

R Securlty Coordlnator and the Departmental Securrty
By fflcer R

i . l"

’ 'Ihreui uml nsk - You must ensure that alI mformatron systems, shared

assessmenis "?faCtllttes, communication, facrlrtres or computers are - ";
: .covered in- threat and rrsk assessments C
L IR ",’ A B

~The threat and nsk assessment " . '

o ldentrfres vulnerabrlltles in and threats to the ‘

: mformatlon,system and its hardware, software,’ R

A f»'communlcatlons facﬂrtres and eIectronlc records,

- e 7 ’descrrbes the extent of safeguards requlred to".
T “eliminate. the threats or reduce the rrsk to acceptable
Ailevels, and ' L L

1 -ranks rnformatron systems rn order of rmportance
'for contrnuatron or recovery.

: The lnformatrcs Securrty Coordrnator prepares threat ;
. and rrsk assessments for corporate rnformatron systems
"and data bases 0perat|ng in the: IMB Marnframe and.

. B ,Mlnlcomputer Support group Shared facrlrty managers,

information. system custodrans and’ responsrbrllty centre
» »}_‘jmanagers prepare other threat and rlsk assessments /f ’

o o 7.@'(»‘
s N .

s

f

. \
PRI

o

* - statements and annudl- updates are sent to the Informatrcs S

'lSTC 'Hdndhiodk o,n'lrnfqrrnqtiéri Té’chhb'logy Sectitity;fdr‘Résbtrnys’i'_bi'li/t‘,_" Ce‘ntre‘Murrqge'ts‘j .
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There |s no practlcal way to make a computer |mmune to
' 3\v1ruses, but your ‘staff can lower the nsk a!most to zero |f

- ,',custody, R

O i before c0py|ng and usung aII lncomlng dlskettes, :
e before uslng or c0pymg all f||es and programs

: f-f'_lf_before uslng a!l new equlpment and equupment

“You must dlrect staff usmg dnskettes or. programs obtalned
;e -‘from outslde sources ‘to take the foIIowung precautlons

L e You must dlrect staff to consult the shared fac1I|ty manager
, 'before accesslng outslde systems such as bullétin boards.: -
" You should ensure that they access public systems only .- -
E ’from ai standalone mlcrocomputer If this is not: possnble, o
" you must ensure that staff download flles only onto .
C dlskettes, and. that they scan the dlskettes before uslng
or, copylng the flles AR :

they make frequent backups and.usé scannlng software
You must direct. staff to use a recommended up to-date S
scannung program % v

S reguIarIy for machlne readable medla in thelr

, -

e :vlncludlng diskettes frorn thelr Home computers and
o new, shrlnk wrapped Iucensed software, co

-

o ,i'recelved from outside’ organlzatlons through SOOI
' -commumcatlons hnes, and : RS

. returned from mamtenance

o to use onIy scanned virus- free software, especually
o f(ywhen usung ISTC equupment off- slte, and

1 neverto use programs of. unknown or|g|n especually
1 rlIIegaI c0p1es of software, on ISTC equnpment

I







' -Controlling Access to lrtformqﬁorffechno!ogy Systems e o ks S

o
. L

v 8. .
0

'-CON'I'ROI.I.ING ACCESS 'E’O INF@RMMION
’?TECHNOI.OGY SYSI’EMS | ;

: f"?.'Sufeguurdmg

" hardware and
X soﬂwure '

e

‘User identifiers

-+ and allow. access accordlng to their establlshed prrvrleges o
You must ensure; that user authentlcatlon software does, o
. not d|5play user IDs L LS e

'Pusswords

: 22

i ;_1/I;‘:Aextend|ng onIy the pnvuleges that users can prove

The safeguards that hmlt the I’[Sk of dehberate and

accrdental damage to computers, software and- data
‘ ,]generally functlon by llmltlng access to’ computers
Canddata o
« ISTC uses several methods to achleve thlS, mcludlng

llmltlng access to data stored ;n multl user computers,_

, to authorlzed users |denttf|ed by user, ldentlflers

R

% (user le) and passwords, B R AT

o requmng each user to have a unlque user ID L
o '_'and prlvate passwords = ho. group ldentlflers or
" passwords allowed;" Lo

, ,(.f'they need, and requmng users to verlfy thelr needs
' ‘f,perlodlcally, and L

7,

User ldentlflers (user le) are unlque codes assrgned to
each lndlvrdual userso-the computer can ldentlfy them

N

, To heIp prevent unauthonzed access to sensrtlve data o
R stored in computers, you’ must ensure that DRI

i ‘._users are. aware that: the:r passwords are to e
" be kept private; '-/ AR G

I ":authentlcatlon software does not dlsplay
'passwords, and '

Sy e

S ‘»;allowmg remote users who communlcate by modem' S
/ . 'to dccess the system only- through secure equlpment .
A they process sensrtlve data T A

g :"I$TC'tlundb66k on Informafion Technology Securty fo Rgsb6nSifj_ility"Centr"e’jMundgers IR
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b

/ .

Controllng hecessto lrifolrnrilioull_ech'nology Systems," :“ '-,‘ ) L 1992

|ntercepted in- many different ways. Possible’ safeguards

|nc|ude dedlcated l|nes, encryptlon, callback modems and L

vorce conﬂrmatlon Forthe transmission of classrfled and . .

B hlghly sensitive desngnated lnformatlon, encryption or < -
B some other safeguard approved by the Departmental

‘Security Officeri is to be-used, unless a threat and l‘ISl(

L f assessment |nd|cates otherwuse f[, ,‘ o T

lnformatlon is. subject to unauthonzed access by |nter- norie

ceptlon of eIectromagnetlc emanatlons ‘For classrfled

lnformatron, 'you must ensure that equxpment approved by_‘;' .
the Departmental Securlty Offrcer (TEMPEST) is |nstalled '

unless a threat and r|sk assessment |nd|cates otherwrse .-‘
and the Departmental Securrty Offlcer rs consulted

Most destgnated |nformat|on does not have to be " '
processed on TEMPEST-complrant equrpment However,

con5ulted the Departmental Securlty Offrcer and a threat
and rlsk assessment |nd|cates that itis. necessary L

You must ensure that the acqursrtron, locatron and

g malntenance of TEMPEST complrant equrpment is
coordlnated wrth the Departmental Securlty Offlcer

DI

L 1sTC Hundhook off Ihfqrmtttt_tln/lethnology'Sﬁe'turily' for Responsibility Centre qut‘rgers‘l ’

Common telephone I|nes offer llttle protectron for S .
" sensitive |nformat|on because telephone calls can be L

certain hlghly sensitive designated lnformatlon ‘may be - -;'j o
‘ processed on TEMPEST complrant equrpment if you. have

- [ - ‘ N DR NN ; N . - . LS . - .o . N
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2 Monitaing Complioice: © .

AII staff are’ respOnsrbIe, to somef extent for monltonng
comphance wrth controls

conduct securlty rnSpectrons of the fac1ht1es they controlr‘[ o
at Ieast once per year You must ensure that reports

S

“

mtegrlty controls,
I lnventory Iogs, _
'l backup records,

SO software Ilcences-'f

R et l stojage of sensmve documents, equnpment and

machlne-readable medla, and -
R ffThe Informatlcs Secun y ¢ Coordlnator ay conduct of
e o dlrect you to conduct addmonal |nspect|ons of lnformatlon
:‘; - o The Royal Canadlan Mounted Pohce Srte'EvaIuatlon and :
. '}'{ L 7',Inspectlon Team (RCMP SEIT) w1|| examlne’

~







- v“'Se;uriiy "i’nqi'dqni The dlsappearance of documents and dlskettes and
. prpce‘;!ures’* C unusuaI events; such as unaccountable changes to

:Monitoring Comp!mnce L s e 1992 o

. A oo g . ; : ’ . . .
’ s . - EIN . B . . -

2

PN e T : - e

L software and data, are potentlally serious- secunty ,
o incidents that must be reported récorded and"
R L mvestrgated You'must énsure that procedures are L
L - deveIOped for all staff to. foIIow in reportlng secunty
mcrdents These procedures should deflne ;
o o I a secunty mcrdent 7 s
' I how to’ report a securlty InC|dent
N I who has what respon5|b|I|ty for actlon, and
S . I what records to keep : S PR R
coa You must elther record securlty mcrdents and report them i
e R ” “to'the Departmental Secdrlty Offlcer yourself or delegate
o these tasks toa staff member ER

L

Refer to Deputy Mlmsters Dlrectlve 78 1 in the ISTC

Secunty Polrcy and Procedures Manual for the complete

Pohcy on securrty mctdents D et T
28 N ISTC Handbook on Infarmation Technology Securiy o Responsibilty Centre Managers

et A

1
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_r‘,

? '-“':’:‘.-"fBAcxup AND commetucv PROCEDURES

" Daily badkup

Slormg dulu “,‘ j

uml soflwure
butkups ‘

'Backup is one of the most |mportant securrty measures

You must. ensure that a regular backup schedule is -

festabllshed ‘for each |nformat|on system -and shared faC|l|ty, 1
','and that all users are tnformed of the backup schedule .

(

There are d|fferent types of backups that can be chosen
\ The chorce of backup arrangements should depend on

o ', N how. long you can afford to wa|t unt|l ﬁles are

recreated and

' I what |t wouId cost to recreate f|les

P

It is. extremely tmportant to ensure that users know how
o’ check that their. backup procedures are; successfully ,
. fcompleted OtherW|se, the|r backup f|les could be unusabIe

' "because of some processlng error ‘ v Cal
: _You must enstire that backup med|a are. stored ina: safe U
. place away - from active files. Th|s prevents loss of both the '
- latest’ backup and the active f|les in-the same |nCIdent If )

- the data be|ng processed are cr|t|ca| to recovery and

_operatrons, orif they are very d|fflcult to replace should
e a drsaster h|t your work site,- you must ensure that the N
.~ backups are stored off- site. In some Iocat|ons, the Natlonal i
e ‘Archrvesfof Canada p|cks up, stores and dellvers records

e ,Afree of charge The Informatics Secunty Coordrnator WIll

|30

help. arrange secure off 5|te storage for machlne readable o
e med|a « : ¢

.. r , .

S You must énsure. that staff followmg the approprlate
precautrons, accurately record :

S E the locat|on of stored backup data and software, R

( ':'N a N encryptlon keys, and

I passwords requrred to access the data

- STe lluhdbo'ok on Informafion Téthnblogy,'Securily,forl?‘e‘sponsibility Centré Mdlrugers

e
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2

- other managers who share |nformat|on system
"custodlans dut|es prepare contlngency plans for f 0
the aspects under therr authorlty (e 8. shared data .
‘ fcustodrans prepare contrngency plans for the shared
data structures in therr custody that are consrdered

L outsrde mformatron systems),

" shared facnllty managers prepare contlngency plans
for, the fac1llt1es they manage, N

HZ’fIMB prepares contmgency plans for. equlpment and
" 'software under IMB Jurrsdlctlon and

managers |n charge of standalone mrcrocomputers c
‘are respon51ble for the preparatron of a contmgency s
plan covermg therr equrpment and records o

-

Apartral Irst of youn managers and custodrans basrc e
«contmgency planmng respOnsrbrlrtres mcludes the

N

B . N N . S St

l preparmg procedures for contmumg servrce wrth .
' backup resources or alternatlve arrangements and

You must ensure that coples of orlgmal contnngency plans [
and annual updates are ‘sent to; the Departmental Securlty .
Offrcer and the Informatrcs Securlty Coordrnator

“




RN

PN

plan, onsult Annex C of»the ISTC Handbook on Informatlons




Copyght

13
s bo.

COPYRIGH'I'

: ',fcunu'diiun

* copyright law .

vew

Compliunt‘e;i .

u

]

- 'the Cr/m/nal Code of Canada

- ISTC comphes wrth c0pyr|ght legrslatlon W|thout

Canadlan c0pyr|ght law restrlcts the use of purchased

'f”,software When you buy software Iegally, itcomes wrth a-
' licence that states how you are permltted to use.it; usually, s
you are permltted fo. lnstall it or use it in. only one computer g ',
©oata tlme and to make a backup copy ’ o

Anyone who coples hcensed software for an unhcensed

user has breached the CopynghtAct and is, Ilable under

St

exceptlon All staff’ must conform to the terms of the f

- ‘.llcence when copylng software You must ensure. that

P

that they S|gn an agreement

-1 to copy software and’ propnetary documentatlon :
T ’5onIy as authorlzed by l:cence and '

o 'not to use’ any software at ISTC |n V|olat|on of |ts

o copyrlght agreements

s
B .
. i o
y ” .
» A .
I [».
; N
,
1 “l /
e -
1 .-
a - y
\
s he .-
B .
<
.
[ R ) A

B - software under yourJurls'dictlon is‘made’ avallable to users/“,,': '
’only in accordance wrth the terms of the Ilcence ;

.,’When staff are granted computer access, you must ensure e




they have not been altered




e ; tbf}ﬁdcﬁhgfdr Senvices and _éﬁpplies dey

;1‘5.(/;.: " CONTRACTING ron smwces
Ll _ AND SUPPLIES ,

" '_Choosmg

-appropriate ,,,,'3‘,',
sufeguurds

:;b._;.se.;_a;.;..f,y;..
. -on suppliers

‘[36 |

iy

When preparlng a contract you must 5pec|fy

L ; 0 that the contractor is' requnred to meet federal and

: 'departmental securlty standards,

e the securlty cIearance or rehablhty screenlng IeveIs
- _'requ1red for all contract personnel .

AN E the securlty leveI of the’ lnformatlon to be processed

7and what the contractor has to do to’ meet federal
: and departmental securlty poI|c|es, and

- " 'the securtty requnrements of the goods or serv:ces -

p to be supphed RS

to retum aII data and software to ISTC on the dehvery date

You should requrre suppllers of software 3
lntended to do and nothlng else

' _A'descrlbed in ‘the documentatlon, and

1 fo provrde a: comprehens:ve guarantee that the

software does not contaln any ma|lCIOUS code

vy

Excesswe dependency on one suppher lncreases rlsks , To
hmlt thls risk, you can: - ' : ;. e

1 use common commerclally avallable hardware and
software, and '

,'/ )"

0 ensure that aII products recelved from a suppller are '1

dOCUmented well enough to permrt malntenance and -
support by a dlfferent suppller if needed ‘

e

When necessary, the contract shouId requnre the contractor

] fto certrfy that all the’ functlons of the software are i

~

o '-to certlfy that the software does onIy what |t lS S

\-'~

¢




actually the ltle of one of |ts sectlons)
Board maj 'ual_.‘,




‘Resources

Com

Resource
personnel

’

A

. "I'

o ":ﬂ'lf you have questlons about lnformatlon technology
,:,securlty, consult L S

a shared facullty manager

an lnformatlon system custodlan,

the Informatlcs Securlty Coordlnator, IMB or i

: ,the Departmental Securlty Offlcer

.
i '
St
‘
) ’ 1
W
_ 7 b
> ;
)
.
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N ! -1 . (Y
o .
P .
P, N
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T f'de/,slg"ndte‘d inforrittitioil sensrtlve |nformat|on that does not affect the natlonal

oy e e e

B ;6ntihgenc,'yipluh’_.— T a comprehensrve, cons|stent statement of all the actlons to
' .. 1 be taken before, durrng and after a dlsaster (emergency
;condltlon) which; rf followed wrll ensure the requrred
’:avarlablllty of the computers and data resources to 'j, B
) ) marntam the contlnurty of 0peratlons |n an’ emergency )
'dedrtuted lme oo a flxed lrnk from a computer to a SpeCIflC locatlon
’ ,Depurtmentul “ o the Dlrector, Securlty and Safety Dlrectorate, B ¢
Security Officer o ','?Admlnlstratlve Services. Branch has speclflc securlty
e e . reSponslbllltles delegated by the Deputy Mlnrster

N I interest, but. stlll requrres enhanced safekeeprng, -
T Y PROTECTED information, The' ISTC Security PoI/cy'
' o R vvand Procedures Manual rndrcates what materlal is |n

o this category SR : G

dlulup line l"a llnk toa computer from any telephone o

o download .- . to transfer records from a rémoté computer to your :
S L omputer through communrcatlons lrnes B *::-f_' L

* entryption- “the transformatron of plain. data o an unrntelllglble form
' Ll e ;.through the use of a reversrble cryptographlc process ’

: ,"e'nc'rypt‘rbrt key . -a unrque strlng ‘of characters that an encryptron product
SR uses to encode and decode data o

o fadlity . computer equrpment related systems software (operatlng
B o system, utrlltles, compllers data base, securlty, commun|-
o cations,’ ‘etc.); med|a llbranes (tapes, dlskettes, etc) on l|ne :
' 'lrbranes, communlcatlons eduipment; and related '

EA supportlng equrpment (alrcondrtroners, unlnterruptlble
e »power supply, alarms, etc) _' ‘ o w

40







o ‘-rtustodmn ST

© Glosay

S

B mlormulum syslem ;s

i

' ".:mformutmn system

' soltwure

s,((

h ilrltégrity .

AN

Ty

" local areq retwork

N accompl|shed by the computer

V _,‘See local area network f '}_j LT

‘a system of devrces |nterconnected by a contlnuous ,
'-medlum so that equlpment and appllcatlons (data or WOt'le_l’",'

the person responsrble for the decrslons concern|ng the L
system s functlons, desngn, operatlons and data )

)

‘the set of computer programs and other lnstructlons of an
. mformatlon system that: handles the specrflc tasl< to be

s

a requ1rement that the lnformatlon be accurate, complete L

and dependable, is’ partlcularly lmportant for fmancral

,systems and decrsron support systems

Eo

processors, electronlc mall) can- operate over a srngle set”

' -of cables, operates w1th|n a l|m|ted geograph|c area,

o usually w1th|n a radlus of no more than 50 kllometres

Nocal security- -

*administrator |

o

- logical access control

N

- meinframe ©. "¢

-

*- microcomputer

~* minicomputer -

N

- ‘need to know . -

v a staff member, usually a shared facrllty manager or -

"lnformatlon system custodlan, assignedto certain, Iocal
R plnformatlon technoIogy securlty dut|es by. the local
manager SRS . :

v

, the password adm|n|strat|on and other software used to
control access to computerlzed lnformatlon ' '

a Iarge computer, usualIy slmultaneously runn|ng several~
' systems and servmg many users located at multlple sites.

‘,'a smalI personal computer can be l|nked wrth" thers to )
4 "';formaLAN AR A i ‘ k

'Ua medlum srzed computer that has a. smaller processrng :
'capacrty than, a malnframe but IS used in the same way

- 'f‘the pnncrple that onIy those who requrre it for the|r offncral
B dutles may have access to, knowledge of or possesslon of

sens|t|ve lnformatlon e S

S |
y







CBlossary. o i o

secure oo~ - i l“ a room equrpped wrth an anti- rntrusron devrce and doors
e wrth ‘approved locks, located inan area to’ whrch access is -
controlled and Irmrted to very few people ‘

;

\ secumy conlumer ‘an approved frlmg cabrnet equrpped wrth a lockrng bar 7 :
' SN '_ - and anapproved dral combrnatron padlock or an
2 'approved safé with'a dial c0mbrnatron lock..For more - -

precrse detalls, consult the Departmental Securlty Offlc

. sensriwe mformatuon

‘ e
Tk P

' perceptlble damage to someone or 50methmg, must be'f L
_ safeguarded to its level of sensrtrvrty, must be assrgned a.
securlty level and properly ldentlfled can be classrfJed

PROTECTED"

o sensrlwe mulerlul “a record rnformatlon (‘)r equrpment that is’ classrfred or. ! o
AR ‘-:'desrgnated or should otherwrse not be made avarlable to
- unauthorrzed people/ ST LR

’:shared-lucr |Iy munager the person responsrble for the hardware, systems software, v
S : related communrcatlons equrpment and data: of a multr-

userl c0mput|ng facrllty, such ‘as.a marnframe c0mputer L

Iocal securrty admlnrstrator‘; l,,

P may 'be a small rnformatron system, offrce support
- software, a; LAN a shared mlcrocomputer a group of
mrcrocomputers, shared ‘data for small, |nformat|on
systems, or a shared facrlrty not managed by IMB

a term used to drfferentrate computer programs fr0m the Oy
.«vmetallrc circuits (or hardware) of a’COmpUtel' system a o ,'
stored set of mstructrons governrng’the'OperatIOn of a




rrfahcnous urposes, is: capable of repllcatlng and atta Vhl'ng"
ltself to other flles, may.'-beﬂtrlggered by a predetermmed
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“ Consoldted Iex

?‘Backup'procedures, cces
‘ completlon <of. 35 STAFF




o Consolidured Index o

R LI [

CIassrerd records/rnformatlon
' access to 13 STAFF, 3- 7
. 53 SFMISC, 8 RCM -

correctmg level of 12 STAFF',"
T 52 spuasc :
N declassuflcatlon of . 13 STAFF, ‘
53 samasc 15 ReM. i LT

. deletion of - 22, 24 stAr; .
RS 3 '8-3 SEMHSC: .
" 'downgradrng of
, +5-3 semasc; 15 RCM
. marking-of -
0 83 sEMisG. 14 ‘RCM-
Aperlodrc review of -
. 5-3 semasc; 15, RCM e
: 'pnntlng of’

. 8-6'semisc; 12 ReM - ]
“ safeguard requirements for
13 st 4-1,'5-1, 5-2- SFMISC,
o 14, 24 ReM.
"-_storage of - 22, STAFF; 5 3 8 3
113 SFMISC, 23 RGM ~

. _,:transmlttlng of 25 STAFE; S
8-5 srmisc; 23, 24 Rem e

CIassufred waste, drsposal of

13 starg; 5-3 seMisG;. 15 RCM j R

Communlcatlons secunty 16
25 STAFF;. 8 <] SFMASC; 20, 23 Rem -

Computer l6cks: 23 STAFF, 84snwsc R

' Conflguratlon changes, recordmg of
33 STAFF, 11 2 SEMISC:

Contlngency pIans/procedures

A8

5, 36,5745 12:2,12-3, AnnexC e

SFM.'SC, 25, 29 31 =33 ReM

Copyrrght Iaw, Canadlan ’
13:1 SFMISC, 5,34 RCM

l ‘_”Cnmmal Code . 37 STAFF, 13 7 srwsc, _1',

<34 RCM

"’;

Crltrcal

13 smrr, . o
11,-32 STAFE, 5-2, ,‘ ,.ﬁ'.‘
13 'srArf;i,;_j

S 13 STAFF, 5 3. SFMISC
processrng of 25 STAFF, S

37 STAFF,

; equipment 19,28 s’m#,“' 0
“4-1 SFMISC, 11,12 RCM
functlon <21 STAFF".

lnformatlon, storage of
35 STAFE;. 12-7 SFM- ISC, 30 RCM

Dl processes 6 STAI’F, 3 1 er/sc, v

8 RCM

L RN et
D RS St
; . P .

Data recovery procedures, perlodlc

- testing of -36 STAFF, 12—2 er;sc, ;__' o

" 31 rch..

ADeIetlng 24 STAFF, 53 8 3 ,SFMISC, 75, g

23 RCM o e
Departmental Securrty Offrcer '{ »
' consultmg with" "2, 17, 26, 33

.39 starf; 1- 1 47 4-2,5-1,.

5362 72 713 12-3,

18T SFMISC,Z 3, 11,13,

.14, 18, 24, 28, 32 37RCM
dutles of* . 4,6, 23, 25; 28

32 STAFF, -2-3,: 8- 5 9-1,

: 11 1SFMISC,6 8, 23- 27RcM'f, ;
Desrgnated records/mformatron G

accessto 13 sTaf; 31, -
-5-3 er/sc, 8 13reM - o :/",
;correctlng level of 12 STAFF,
e 1372 SPMISC L n
: ,‘deletlon of 22 24 STAFF, 5 3

. L 8-3 sviisc .
e downloadmg and’ uploadrng of

527 STAFE;. 86 SEMISC L
e hlghly sensmve, processrng of
.26 s7AFF; 86 SEMISC L

: hlghly sehsitive, - safeguard
requrrements for <11, 73

22 sTAfE; 5-3 SEMHISC . 14 RCM : )

hrghly sensutlve, transmlttlng of
25 STAFF, 8-5 SFM ISC, 24 RCM

NESN

las:
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prlntmg of
‘;{ 5 3 SFMISC, 11 RCM

read:only 30 STAFF, 10 1 SFMIS
_ storage of "22 STAFF, 5 3 SFM ISC




.lntegrlty 23 stars; 84 SFMISC
"lnterlm EDP Security. Standards

o Comoldoted ndex -

" Information systems
: c|assafred access to
14 Rem”

desrgnated access to el

- 5-3 semisc; . 14 RCM e

2, .38-s1ar5; '1-2, 18 7 SFMISC, 2, i ,
37RCM ' . LT

LAN, access to .- 27 stare. = 0 % ¢

‘ Local securlty admmlstrator

consultmg with. 9, 12 13 28 ‘:ffv,«

!

‘33 stAFF
delegatlng tasks to’ 2 1
ZZSFMISC, 3,4,'6, 9RCM

duties of - 5,721 STAFE PR

: 23SFMISC, 7RCM o
: :Logs U
' ~backup - 32 STAFF~ P o

computer actrvrty "32: STARF -
retention schedulé for L
. 33 stam 11-3 semisc 0
transactlon ' 32° STAFF

' ‘_ user access 32 swr

_ Machlne readable medla
drsposal of
- 5-3 smmisq; 15 ReM, .
protectlon of 30 swr, 7 1
10-1 simisc; 20 RCM

70 STAFF

l'emovable storage of" 22 STAFF,T‘»‘:’:
'5-3, 8-3 semisc; 145 23, RCM .-

o secunty markmg of

5.2 s 15C; 23 RCM

" Maintenance - L BT -
. authonzatlon of 28 swr,

' <9:1 SFMISC, 25 RCM L

12 STAFF,

; 5-3 er.ls‘c} 8

o

P

14, 22 stAm;:. j‘

. N N

perlodlc 32 STAFF, 71 2 SFMISC

Modems
22 Rcy. - A ,

Modif:catlons, testmg after
9 1 92 122 16 1 er/sc, 31 RCM

¥ Need to know’

3R

P Tl .
Vo . R
” ”L - .

Operatlons Audlt Branch 32 STAFF,
77 1 er/sc, 27 RCM !
Operatlons zone 9 smrr, 4. 1 erlsc,
AT Rem :
Optlcal dISkS, storage of 22 swr,
8- 3 semisc .
Orlginator, dutles of
5 2 5 3 SFM isc

Paper documents, securrty markmg
Cof 11 STAFE; 5- 2 SFMISC
Password o

' cancellatlon of 8 20 21 STAFF, ‘

e 82, 83SFMISC,9RCM
*changmg of .20 starg; 8-1 SFMISC
deflmtron ‘of - 19 starr; 8-1 SEvISC
_ yprlvacy of - 20, 2] starg”

S 8T SFPMISC; 22 RCM .

,":;.;-'j .,fv'.‘recordmg of - 20 21swr, :

8-2- simisC . z
selectlon of 20 STAFF; 8 2 SFMISC

Personnel securlty 6 STAFF, 3 1 SFMISC, 5

~8'Rem - g .
Portable computers, storage of

" 3,22,24 STAFE; 855FMISC '_'

anacy Act 73 RCM

c -

50

[T
. )

17, 19 STAFF, 8 1 8 7 SFM ISC,

36 STAFf, ;

"+ 10 STAFE; 5-1°SeMitsG; - -+

1 ,13; STA_FF,,'J " c

¢







R consultmg with, ~

i

Lo oS
s

o Comolted ook < L

Sensrtive rnformatron, access to e
10 stare; 41, 5 1, 85 9 1 SFMISC,
13 e VR nj,

Sensrtrvrty statement 21 22 61
62, 11-1,- 151 16 1 AnnexA SFMISC,
345 17, 25 29,31RCM e

Shared facrlrty manager N :

17 22, 24 28
'33, 34,39 sTAFF VT,

delegatrng tasks to . 3, 9RCM .

dutres of." 4,7, 20° STAFE;

- 2-1 SFMISC, 4 5 17 18, 26 RCM__‘_

" Shielded room: 25 STAFF & 6 SFMISC L

Software 1741 SFMISC, 36 Rem”,
lllegal 32 37 STAFF, 17-1 SFMISC, k
; C20REMT T .
S ', 3 Ircensed 37 STAFF, 6-2 7-1,4 “
PRI b b A 13 1 SFMISC, 20 26
L ‘,?"1-."34RCM R
B _orrgrnal
23, 35Rem L
o -"-purchased res”trrct10ns on thew ,
" use.of 37 STAFF, 13 1 er/sc,
c B4rem o
G ’,'j‘fsafeguardmg of - 24 STAFF, 2-1 «
S 81 sevisG 4, 22,25 pem” ;
updates, recordmg of 32 STAFF

Surge protectors 31 smrr

224 STAFF, 8 5 SFM Isc, .

Tapes, storage of 22 STAFF, 8 3 SFMISC o
Telephone lines ' = ., Sy

' dedicated. . 25 STAFF, 85 SFMISC "
Wrrte protect tabs

risks of - 25 STAFF, 8 5 SFM /sc, A
24 RCM A :

-y

N TEMPESTcompIrantequrpment

Threat and. rlsk assessments

~ .',_ 'Treasury Board submlssrons:

:":i‘;[--ff' o

"Uploadrng 26 STAFF, 8/ 6 SFMISC
”j User account, cancellatron of

Ll Annex D SFME- Isc

; Vrruses

Y WordPerfec M ”password” feature

25
26 28 STAFE;! 85 865FM/5C, 25 RCM 5
5 25 sLE e
26STAFF,21 2-2  2-3, ‘6-1, 62 63
8.5, 86, 777 12-2,151 16:1, ‘
AnnexxB SFM/SC, 3 4,5 7 18 23 ‘?'~‘,-,-2 ‘f’;
24 25 29RCM B ST A
’70,514«#?55

Upgrades, plannrng of 32 STAFF, : i
11-2 SEVHSC ne V

" BSTARE 3 2 SFM /sc, 9 RCM TR
User D - '
e cancellatron of 8 21 STAFF
) 3-2 SFM SC; 9 RCM
a f‘defrmtron of - 19 STAFF, .
81 SFMISC, 22 ROM -
User rntroductron - 83

16, 17 18 29, 34 smFF, 2 1, i
_7.’7 72 SFMISC, 20 RCM: z:", N

' “/7 R

720 26 STAFF, 8-7 8 6 -SEMHISC -
30 STAFF, o
"1015FMlsc :




_ comments and send to t_he Infor.matl__s Secunty Coordl ato‘rn‘
lnformatlon Managemen Branch ISTC Headquarters ‘




-~ Comments -+~ . S ‘ =199

; f“*Y yes,

Please enter. ..
- no; N/A not appllcable

‘;.P,le',as_e e‘>"<'p‘laiyn’YoUr,"c(o‘rnrih‘e‘érﬁsionf tH‘e]“(l)‘ther'sidépf(this".ba‘gé. -

P

e o Suff'cuent "“Too much |
Handbook section .. .~ - .- | ,Useful?, an ?CIgay? * detail? - detall?
'Secunty Responmbnhtres o B o ’ KA
‘ 'Personnel Security’ _ K y “ ;
/,PJhy5|caI S_ecurlty S ‘ ) i
: :Iir)_fbrr:hat?{)n'sﬂecur_ity‘ ) 3
.| Administering Infbrfnaﬁon . P
‘ ‘Technology Securlty > -
Viruses' - 1
= Controllmg Access’ to Informat:on ) [ \
o Technology Systems , a ‘
, 'Mamtalm‘ngHardware ' .
“and Softwaré - Co
' Momtormg Comphance kN - :
| Planning, - . ; Y
fBackup and Contlngency L ‘
Procedures: . g
| Copyright A
>In"tegrity Cori'trolﬂs' ' i S o
o Contractmg for: Serv:ces ‘ E
| and Supphes '
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