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:1992 F.préwôt 

The'increaSing dépendenCron computers  and _ 
leleComMunidatiOnS services  throUghoùf - InduStry; 'Science 

andIèchrioloàytànâda,(I'ST,C):Mal<es: it imperatiye,thàr. 
information holdings  be properly:SafegOarded. This- - "; 

-handbook is  one in  'à series of threethat'proide'the' 
information  required for eyeiygne,ii,vbrking at 

• propel-1y, 'safeguard dePartrnenfal ,  assets. 

It is only thrOugh yçitresUppôrf  in  'reèogniiirig SeCurity,'aS an 

,important and'individual iespOnsibilityà.,4t wé Will continue 

to adequately:Safeiù4:oùr infOrmatiOn:7;1' encourage  you  to 
fbIldw the measures Set ouf in thiS -.-handbqok  and continue  
fo-giVe,seriouS attention fb the secunty iequiiernerits'of 
yourw`ork. - y -' 

1SIC Staff  Handbéok.on'Informatiôn . Teçhtiology . Seçéély ,  

.nn 



.n 



. 1 .0 .  writing these handbdei4, ,,manuals-fronci the:Fijian -Oat ". 

;and Pr:dgrarn' Dir. ectdi-ate;df  the  Comptroller's 
the Information  Managek'nent.Beancr:Irand'the .,:,,, 

I Federal  Office of  Regional Development (Qùébee)' nÀle. rè, 
'-:uised as :réfei-ence: .  Àlsii;:ç'cingultatïdn§ .,were : 

 members  of theinfonbatié -g,Managei-s.Technical 

Çoordinating Grou cômmittee.. 

Special thanks:aredne: to  the rnénnbeiS ,of.the,depai -irnéht 
\iyide -steering -committee. whohelped-.deverop these -
han'clb6dIa' 

ISTC Staff fiandbook oideirrnatioliTpçhnology Security 
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'Intiociuçtion 1992_ 

I• 

This handboOk is foi'all'staff Wh'd  use computers,  including  
Managers, supervisors,jndèterrninate and teMporar-y 

emploYees, students eldr,éon'ttratofs dfalifevers.:If . 

; describe§ IndüstrYi  Science  àridTeChnOlOgY:Canada's; 

infcirinaticidieChnolo- 	seCtirity standards, and 'uggeSts''' 

waysfor  staff_tô safeguard the department's  information  

and  èquiprnént âsséts. The standards and guidelines sei, , , 

Out hèreld'coVer mCist,sitùationS staff nriernbeis,àre likely, 

to ericOuntét, and apply`to,aliedûipment and applications 

 used7idISTC.":‘ 

EverYôdé who works'.fOr 1ST(' muse  learP:and:codiPlY with 

information'teChnoldgy seciirity stanclards: --AS',you 

— handb6ok,‘yoù:rnight find words you 'éldn't underStand. If 
 you  dà,:çonsult the 'IosS'ary, ,at the back. 	7 

To make it easy to . identifymàndatory government and 

department Security standards; Stà.terriénts'thap-inClude. s . 

standardscontain  the  Vella :"'rii'ust"': Set in Sboldface,iYpè jpSf 

as yPu see it herè. There, ar,emady vvayslci Meet seCurity'., 

standards,' and 10C'al managers have thë -abthdrity to  

-• 	deCide what  is  best: for:theft 'work site s'. uidelines are 
reePrnmended ap:prààche'S to s'cilying secdrity'pro'41ein, 

and they.  are  ideritified  in the tekt bY , yerkiS 

"cari"-and "Should."'  

:As Wis cbncernéd,with inforrnation.teChnOlOgy'séçuritY _ 
'd.arielPdlak include's' generarseedrity:proCedüréS describ'ed 

in the ISTC SeeurityPdliÉS/ --and ProceChires,Matitial only 

-Wherenecessary fèr'clarity. This  handbôàk doeS not' 

 replace  site; ,spéCific security proCedures,fôr'inforrilatiod -: ‘, 

SysternS Which, are;prdVi déCi at eaCti workplace  
r 

Ifyou"findconcePtS or tôPiCS You dorilt -tiiidersfand,'or 

if .yod deedmore  information,  cOnsult your,st_ipervisor/ , 

eCSioffsFlandb,00k on InformatiOn Tedinolog'y Sedirily . 



shared-facility manager:information syterri cùstodian 

oi'locarseCurity administrator., If they Cannot hélP, the 
problem should be referred to your responSibllitY centre 

•Manager, who May consult the informaticsécurity, 
Coordi'nator,  Information Management  Bi.anCh, or  the 

Depai:tmental SeCuritY Officér atilleadquartéi -S. 

• This handbook is part of a seriés'of three.' ISTC has also 
• isSued the ISTC l-lancibook on Information  Technology> ' 

Security for Share'd-facility Managers  and Information  
System CU stOdian's and the 	Handbodic on information. 	• 
Technology Security for Résponsitiility Centre Managers. You- U 
rriay consult tFiern for additional information. The o,ther 

handbooks include an index for the entire SerieS; 	, 

Authorities 	 • •  This handbodk is based  •on thé folloWing  sources:  

11 Inforthation and Administrative.  Management 7  
Security, the Treasury Board'nianual that comprises 
the  GovernMent"SeCurity Policy and the InteriM 

, ÉDP Sécurity Standards; 

Trleasury Board sécudty bulletins; and 

thé; ISTC SeCurity Policy' and Procedurés,Manual,' 
which Comprises the Classification  and pesighatiOn 
Guide (inloverriber 1'991) and ISTC ijeputj', 

MinisteriaI  Directives,  inCluding Directive, 1 02-'1 

Informatic,Security: 

a 

I SIC  Ste iiiindbeek on Infetmotion TeChology Security , 
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1992 	 Secu'ritY Responsihllies  , 

a, • 

EeL.R:90,M113111111,V11.0‘ 

al ll,syEag ' 

• .; 

s '. 	of their basie dirties,-  all ISIC Staff'are resporisiblé 
. for safeguardinginfôrmation and eqUipment  in  their 

cUstody, against rhisuSe, thet and:deliberate  damage,  and 
•  for  taking„all reaSOnable PrecautiônS against aceidéntal 
;damage. Computer  equjprnént and  the data  it contains are 
`vulnerable-tO  damage  by careless or iininfornnérlpeoPlé , 
and saboteurs  . Valuable iterhs,.suçh  as  laptop coMputers `-,• 

	

- and printers,  and consumable  Stipplies,,sùch  as  diskéttés, 	• 
- are "attraCtiesto thienres. Sensitive records are  alsO 

attractive; especially, to currods or malicious,peOple. 

Here iS a Partial list of thé inforrnation,téchnblogy secbrity 
responsibilities. All ISTC Staff lintist:'- 	 . 

' : f011oW Work site rules about entering security zones; ' 

lock  portable  eqUipment and  sensitive records  away, 
when the work site is , ünattended; 

,‘o ..:keep passwords private  and  change,passwords',- 

, n  helia 'eliminate sliP7Ups that Watu.ild allow Unauthorized, 
• acces's to infOri-naticin by reporting them irhme,diately; „ „ 

, a  follow antivirus procedurds and  use  ' only  virus free  
software,  

ContrOl ClassifiedanddéSignated piinfouts  and 
 `photocopies; 

; disposé of Clasified anddesignatediwastc correctly; 

ComplyWith COpyright 

u baclirip;',SOftWaaiidida stà rogularly;,:an 

rePort . Sectrrity.,indldentsiihniediately': 
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1992 Security Responsibilities 

You will receiVe a full ekrilanation of your information 

technolcigy securityrésponsibilities at your security 

briefing (see 3. SecuritY training); 	; 

Rasp 
conhee HIRragugme 

gamod=fucillhy 
grautlemor 

The manager  of  each responsibility centre establisheS .• 1 

safeguards  for  computer, equipment, information syStems 

and all data'stored in them, and ensui-es that all staff follow 

securitY procedures:. Fesponsibility centre managers  niay 

,delegafe'these dùtiés to .otherrnanagers, local security 

administrators or inforrnation system  •cf;Stodians. 

The manager of eaCh Shared facility establishes safeguards  

or a rnultf-user Computing faCifity, suçh as a:LÀN', a'• 

'mainframe or a minicomputer, and ensures that all staff , 

who  have  access to it folloW security procectirreS. If a local  

security adininistrator has,been 'appointed, that persôn, 

çarries out certain delegated security duties  of  the.Shared,:, 

facility  manager;  

-- • 

Thé•cuStodian of each inforrnatieh'SyStèen'èStàbliShéS• 

system cuelo,deem safeguards fertt, and énSur-esthat all staff:Whe  use  thé 

' 	• 	 Systeritand its  data fôlloW secOrity pr'ecedures. 	' , 	, 

Doiittrtfinenhil 	The Departniental,SecUrity OffiCer is thebrirector  of  the: 

Sennity-Officew 	Secirrity and Safety Directorate,  Administrative  Services 
Braneh,..aLl-leadquarters in Ottawa This  officer holds 

, specific security.re-Sporisibilities delegated bythe Deputy 

Minister.' They include ensuring that iSTC  complies  with 
the Government Sedurity F'olicy and Meets governinent , 

— 	 - operational standards. Questions about interpreting and • , 
' 	 carrying  out  départrriental security poliey Sher:rid be 

addressed to  thé  Departmental Security Officer.- , 



- Sécarity 

, The Inforrnatiçs'SeCdrity.doordinator,  a  ryiérnber  of the' 

.' Information  Managemenf BranCh at HeadOdaders,'advises: 

and assistS -thè Départmenta1Sécurity:,'Officer: This OffiCer, -  

, has SpeCific-foiiCfionS,in,,.the'areas':,df security  training, : 

, rçompliance-monitdring  and  advising départMentalstaffon 

information  iéçhnoldgY,seCbr,ity.-Thfs'Officer,à1sdprepaieS 

,threa'tand t'iSk assessments as', ,well as côntingeney  plans 

for CriticafcôrpOraté  information  systems i- unnin'w in 

Computers. adMinistered, bY_ the Information  Mariagerrientf-, :  
Brancha 

-11,©eug $0«tailtily 	X,Ibcal manager May assigir,cértain local  information  

'‘.tidmettôw 	tçClinblbày'SeOurity,functions'tb a'Staff Mei -nbers.:Ii there is 

no local  seçurity:administratOr a:t yodr work  site, the local 

infdr-MatibrytechnOldgysécuritY re .SPonsibilities`,will be 

carried out by à S-hared-faCility Manager or an infôrrination -,' 

ISTC  Staff Hoo.ii9k 



Personnel Security ' ,)992 

PERSONNEL %WIWI 

eieueity deueHÉ'aeo Thé Departmental ,  ect_irity Officer Will - conduct Security • 

end .1-1htlit«éd 	clearances, or enhanced'reliability check's on'all  staff' .—.  

eoliebiDity che¢k 	managers, supervisors, indeterminate and tennporary 

employees,'students and contractors -- Who require access 

to classified or designated information to do . their work. 

This incluçIes LAN administrators, 'progranimers,  computer  - • 
operators and network Lïsers. 

Yoù  must  complete the-doCurnentation required for ,  

sedurity clearanCe or enhanced reliability check when - 

asked. 

Your personal security status will be checked: 

e ,by your information,system l cuStodan orshared= 

facility manager before grantiqg you'access; 

171 by your contract manager before your contract 

begins; 

by your prospective suPervisor before you are 

,hired. and 

u.  by,your SuPeryisor before assigning you to new' 

duties involving clasSified or designated informatidn. 

Procedures for security clearance and reliability checking , 	, 
are described in the ISTC ,Security Po licy and Procedures 
ManUaL 

1111 

Sogroptiori 	Todecrease the'risk of damage to  records 'and equiprnent 
of dotiés " and of security violations and-breaches, no individual 

should be responsible fôr all aspects of any critical 
process. In faCt, certain responsibilities should not be: 
combined in One positiôn. Unless your workplace is verY 

'ISTC Staffilandbook on Information,TechnOlogy_Securi 
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small Or 'unless you and yÉkir co-workers.use onlystand-

alone microcomputers, you shduld hold only One of the - 
following respOnSibilities at 

II  equipment operatiôns; 

;ti .  ,tape iibrary; 

, il  prOgramming;,or 

.‘ a  input,and . output Control. 

- goà,gwriiiv 	lliiilllFç 	Shared-facilitY Managers and information  systeni, 

	

, 	 custàdiânS - aré;  respOnsible for erisuring:thatsstaffàre 

	

; 	 briefed on,their information technolOgy 

: 	responsibilities and, departMental infortnatiOn technOlogY 
. _ 

_ 	, ; , 	 , 	„ 	, 
, 	 seCtirity.standards: slou must atiend;siicti briefings : 

' u  when you  are  hir'è'd; 	 ' 

wben yOtt are  assigned ne,w,duties; and'; 

o when new iriformationteChnolOgy securitY- 

ProcedttreS  are  introduCed;„ 

TcYreinfôrce and refresh infOrmatron technolOgy security ; 
1<noNMedge .-You'shbuld-also attêncrperioçlie Security,: 
„ 

briefings  when  they are available.  

When Yçiur terni or'Côntract finisheS ;  whenybu.reCeive 
, a promotion ortransfer or when yOu,giVe üp  an  ISTC 

position for  any other reason, you muSt ,  cOMplete a :routine 
. that includes: 

Ro[1115quiisûr1ÉjE,3 

à ppsiUjidlia, 

n'' transferring and arehiving,recOrds ..tbat need ,tà 
,be preservéd;,  

destrbying or deleting records that àre no' 
longèrrièeded;: 

o rettirning door,:;çabinet-and desk keys; 

returning enCryplion keys;', 

. 	 , 	
, 	 • 

I SIC Staff 1 -landbOok•on Infôrnicition TechnOlog Seciirity,. • , 



returning all ISTC  computer  hardWar,e;  software.   

and  documentation,  and ' 

proyidirig‘any  information the 'shared,facility Manager  • 
eeds:to cancel, your passyvo'rels and User lb andto." 	ae ,  

close  'yOu" 'r user aecOunt. 	• 	; 	 ; 

If yoU are ah employee who is leaying the departrhent, you 
' must Complete the ErnPloYee'Clearance  Record  form' , , 	T . 

foiloWing  the  procédure,set but in the ISTC Secutity Policy 
, 	 , 

and Proceduies Manual. 	 ' 

am 
am 
or 

fib 
SO 

iPers'onnel Securit) 1992 . 

 II
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,   



SèÉ'urir . 	, 

• 

ISTC-5taff Hcindbciok oinforincitioitTéchnôlogySectirity , 	 . 

iMuiega: :gcuu4e 
c 

You lime carry a valid builclIng pass Whertsyoù;,aré in ào 
1ST( wdric site, You  must - show  It when 'asked, 	i 

:A secürityzbne is an area of the Yvork.site that iS'closécl , 
 off or set ap[ait - to Safeguard criticarecfflipmer4  and  

sensitive information. Access tb - S'ecurity -ZonesiS striétly 
limited tà_aUthoriZed  personnel  WhoSe jObs i réqùire jt.` 

Consumable  supplies and :Coi-nPuterequiprnenfithat  are  ' 
not_ critibal to-Ciperations can békeptin opei-ations  zones, 

 yvhiCh are normal  working area's Where -acces -S iS not 
restrieted. For  increased:Safety in operations gènes, you 
shoùld secUre yaluablé:  équipinent: arid  attractive items in ; 
lOcked cabinets, or offices : If this is Ocit posSible,,Yalùable 

: equipment should be attached, perrnanéntly tci fur,nityré , 	 , 
'with 'çableS or'bOlts.  

' 
- 

.1À 

'ACCOss-td --sècuritY zoneS -,, by iisitor,S, including cléariing 
and  maintenance  staff,-iS strictly': çOntrolled. !  Procedures 
establiShed by  the local  ManagerrnaY require thérivto Sign 

"  in  and  out  YOu  must  esCort  or appoint an eSCcirt for all 
Yisitors yôülnvité into  a seCurityione.: 

lf yàü see'an i..inescàrted,:-possiblY unauthdrifed pérsbri  in 

à security zone, ydù should firid où,t Whatthat perSdn is 
doing  and, if  néCésSar-y, eitber escort that person  out of 

 .the  security., ZOne yoùrself, br calt a  qu'alified CŒ-w-  Oi-ker Or.' 
a's,ecurity,adrninistratoidb do4 

beliberaté-entrY to  a  security  zone  by  ehr unaülhorized' 
persOn constitutes a security violaticinYOlilfilijst  report  - - 

.;any secUrity nriolatiOns,:br breaches that;c6nie to:your.. 
,-attention or tbat- YOu SüSpéCt,tb yOur local-Security-, , 

adrninistratôr ;  theloCal:manager or the DepartmentaLT -
SeéùritY Qfficer --. 	, 



Information  Securii 

b0E1.0 P3à0V,7:: 
- 

Access to sensitive informaticin nillist pot be given except „ 
to people who have the appropriafe secürity clearance 

and who need the information to dô their work. AcCess to 

sensitive information is a specifiC job requirement, not a 

privilege refleeting rank. 

„ „ 
.114A0m -aEgi}iipa -:' 	When yoU'create a record,,you gather,Inforrnation in à 	• 

cduad u;d€ôrds . : , - 	,'reada,ble,rrikhiné:ieadàbié Or decipherable -forrn On 
, 

paPer  or  suCh .  Machine-readable Media as:- 	- „ , 	- • 

• 
diskettes; 

tapes; 

. u: fixed arid rernovable hard diskS; 

E optital 'disks; 

microfiche and  microfilm; and .  

video screens. 

Chqssigied• 	Information is:Classified CONFIDEi\ITIAL, SECRET or ,TOP 

desieüted 	SECRET if it concerns,thé  national  interest and rn,ay be  
Pliaerfleadian 	exempt from release to the ,Publie under the Acces.s to 

Information ACt.  This  mearIS that if unanthorized réleasé, 

JernOval, modification  or interruption of specifie  information  

Would endanger Public;Safety, public trust  orlinternational 

relations,  that  information  is required to be classified 
For eXample, diplomatie correspOndence diseussing  a ' 

technological transfer agreement-With à feifeign gOvernment 

con,tains classified information. Cabinet Confidences,', 

including ireasury Board subrnissionS, are  alo classified ' 

infonnation. 

, Information js designated PROTECTED if its releaSe; 

modification or interruption  would harm individuals`br'.  

identifiable' groups, but riOt  the national  interest: For 

• 

• 

ISTC Staff Handbook on Information Technology Security 
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•  199.2 	 Information Securily 

exàniple, persônnel - evaluationreporti and company 
PropoSals subinitteci•dui -ing - competitiVe bidding contain 

. 'designated inforMation. Sorne,designatedirifor‘TnatiOn iS • , • 

not partiCula'q  sensitive  -LlôirthdatèS, for instancé', ,  but it 

needS enhanced safekeeping because there are legislated  

" restrictions 'on it'S use. Other designated information is very 

- sensitive bèçause its reléase -, modification or interruption  

Would threaten-the reputation, commercial compétitive 

position or physical safety of an individual, business or": 

içlèntifiablè ,group. 

Ydu mug,Éafeguard clasSified  or  designateçl' information  in 

your custOclyior whén,you,are wOrking With it according tO 
„ 

- 	its degree of senSitivity.  

, - 	The ISTC 'Classification and  Desigi7aticin  Guide  wiil  tell  you 

how to assign  the correct 	leVelS to records. COnsult 

' 	yoUr supervisor or your  local  securityadminiStratôr for  help 

11-e.  eiwklittag, 	,So tilat even/One Who  :uses théniswill alWays be aw—dre of 	... 
, 

delssifièd 	the nature Of,the information they`contain, classified:and 
- 	• , desioneit&I 	designated` records  must  bé labelled prominently: This , 

•
reffirtjg 	• , " must  bé done when the record is created. ,  

• _ 	If you are'creating a record containing classified,and 
,f1 	, 	 designated  information,  you `must  mark the reçord 	, 

1111- 	 • , 	as  fcillows: 	 • 	, 	 • 	 ' ' 

• SECRET El or 	andTOP,'SCRET.paper  documents  

, on the côver and on  every page;'. 	 . 

• 

 

for  PROTECTED and CONFIDÈNTIAL paper 

, documents -- on the  cover and the first , page,k and on 

entery page if the pages can be separated eisily;  and  

fe •  for  data screens  and  microforms con aining  sensitive  

• ' formation of  any sedurit level on  every screen 

• „ or forrnwhere the  sensitive information  is recor ed. 

or 

Ze I' ISTC Staff Handbobk  on  inforaïcdion Technology SeCurity 	' 
AIM  	
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Computer'recdrds containing sensitive  information 	, 

should be Written so that the classification or  deSignation 

is dispiayed: 	 . 

H on screen, when the  document  is retrieved; and 
, 	= 

 automatically on printouts, as appropriate' for 
• 
the 

- security level. 

When you Put sensitive 'records on paper or machine-

rea'dable media, you  must  use file folders Or labels that 
. bear one of the follovving syrirbolic.coloùrs to indicate the 
security levels: 	 se 

n 'TOP SECRET , Red border and red X-across label  •  
or back arid front of folder 

SECRET 	, ' Red 

n.  éONIPIDErnITIAL Green` 

PROTECTED 	Blue,  

O  • 
1111 

When  you  find, a'reéord,Containing sensitive information 
that liàs poi been Markeiï wifh thé 'cOrre'et claSSifiCatiOn, 

lever or désignation: 

if you are thé.cirstodian o'f, the recbicl, You rrmst,' , 
Classify or designate : it yourself, remembering to ,store  
it corréCtly after marking it'; and 	" 

11 if you are nôt  the  custodian Of  the record,  yOu rinpst 

'take it,tO its Culstôdian,•yoùr,.Supervisôr  or the  local 
securitYiadminiStrAtor to bé marked And stored 	, 
apprOpPately.: 

ISiC'StrIff Hohdb'oô'k 'on IniorrnationjechndiddY Seiority 
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SeCtirity 

, ij. Fef6dimreg ' 
yip'quiwèhitoms-, 
for cbispifièd' 

, rocerds 

The Safeguard reouiren -ients'- for ClaSsified and  ‘designaied 
records aie set out ih•Appendb(F of „Deputy Minigter , 
Directive 70 1 in the  1ST( :SéçurityPplicy4nd Proçecitire..- 

, Manual. The  sensitive records  handledbY'mOstemployees • 
COntaihidesignatedinfôi'iriatidn that is not highlY'  sensitive  

:Upon finiShing orintèr'rupting'yOur woric:With -,cloCurnentS-, , 	 „  
or- remoVaÔlemachinereadabie media containing suCh f  
information, -you' „inusi store' them ,iri loCked -,CahinetS:, 
"HOwever, youinusfs -tore--ClaSsifiediohighlY sensitive- 

' designated reCOrdS,FftaipPropriate approved sécuritY' , 
 Containers (e .g. a steel filirig  cabinet  with ra,loCking.,,be 

and a:Sargent & Greenjeaf çorribination 

Access:to classiiiédand désighated infornhationssysteinS 
and records  StOred in CorhPôterS is giVeh only to authorized 
users (see 8. 2 .  ,CcintrôllingiA'ccess tb.InfOrrhation Technology 
ystems). You must not nrint classifiedor,deSignated 

: documents on, printei.s.:that are loCatedWheieUnaUthorized- 
.'people s,Cadsee. the:Printog: 

'Consult Ydur ,  SuperVisor, 
r 	

local , Seçurity'adniinistiatori cir 
oca,manager:ii e'youJieed help Or rnOreinforiniation.'' '  , 

	, 

Dedussifying end When circurriStances change and  sensitive records no 

 Aniarnergsdirm 	longer hee'd safkeeping; , their,O'rigihator - or à per, Son, 

" recorde ' acting for or'assigned by thé originator  must  deélaSsify'' 
or dd,iivrigradethern.'SensitiVeiecords in yoùr Custody 
should be reVieWed periodicallY idkeep their secifrity 
levels cur :renf.,and CorreCi.; 

Disposal of 
6.1. classified and 
"" designnied 
• wuste a 

You  must  erisure tharçldssifiedarid,,déSignated"reebids=:". 
that yOu no longer  need are'desiroYed so that no'sensitive‘ '• 
information  càn 5,e -reCovered 	ah,unatithorized Person'. , 	„ 	, 	• 	, 	 , 
Staff  in theregions'inust";:arrange'disposal -with their:Jo -Cal, ' 

, -Security administrator. Illeadquartersstaff  must arrange 	, 
disposewith the eçi'irit'i --à.hcl, , SafetY.,1:iireCtOrate:' 	' 

'ISTC,Staff„FliiniC n,‘ 
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YOU rnust submit paper, documenis,,darriaged machine- 	'ae 

, readable média such as diskettes and taPeS,"and printer' 	al 

•ribbons and Carbéin paper: that  have  been used:to produce 

sensitive records for deStrUction. Shredding, mulching and I-

burning are all good methods for destrbying çlassified and 
 • 

-designated Wasté. _ 

Oécasionally, a computer that has been uSed to : Process 	n 
sensitive information has to, bé converted to other uses. 

• Before using a,Frard disk for, Other, purposes, you MUSi 	• 

remove all sensitive records from Software  that vyiPes or ' 

overvvrites the  information,  completely deStroying it, is 

recomMended for this,Cask -. If the hard disk'is dan.raged or 

 inOperable, it may be impossible to Wipe thé disk, and .it, 	• 

may be neCessary to destroy it. Consult ybur local secUrity` 

adMinistrator, your shared-facility Manager Or the  • 

-InfbrrhatiCs Secunty Çàordinator for recbrnmended • 	ID' 

'products and adviée. 

a 

, 

1111 .  

I SIC  Staff Flandkok on Information  Technology Sedrity 
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„.. 

tYraUGH 	 EaCh-infornnation sYstern,'d4a.base, shared facilitY"Or worl'< 

site that uses  computers must have written proCedurès -,,, 
. 	 that cover  information  technolOgy secsurity. 	_ 

• , Refer to your  local  security,proc,edurés for  information  On-

ae 	 =', these topics:  

, 

- reporting security incidents; • 
te: 	 , u  acceSs COntrôls on comPuterr„eqiiipment and  data,  

• , 	- including security "..zones;passwOrcis, user identifiers 

, 	and encryption. 	: 

• u stbrage and transmission of records and data;  

virtiS.pileniénti9P ; 

,,tnvento`ries',,i3Ogs and ,oihrer,compu,ter-related‘redords,.,,.' 

c,o'nfigur‘à.tion Cohirbi;  

o integrity coritrol;  

a data and softWar,e , bacl<up;. 	 ; 

- 

,11 contingency plans; 

o  maintenance and  transferring of control-f6 
maintenance :  personnel; 

, equipmenishûtddwn and'start-Lip; 

system failorel'and recovery,; and, 	, 

printing  and distribution  of Sensitive documents:' 

r. 	• 



I199 Viruses 

VIRUSES 

À virus is'a déstructive,prograni that can be loadéd onto a 

computer in tWo ways:  

„ u  deliberately, by a mischiévous or Malicious person 

who wants to diSrupt or destroy the sytém;.or 

inadverténtly, bY a PerSon who'has not folloWed 

, security procedUres.'  

Viruses replicate and append themsélves tOotherfiles," 	; 

progranis or diskettes,,and théy aré spread When someone • 

'dowriloadS'an infected  file  or pr6grarn  or uses an infeçted  • 

diskette. Viruses are sornetimes,devisedfo , be triggered by • 

a:predictable,compùtèr event, such as a date change or ' • 
other routine'opérat'ion  

Virusés can damage and destrdy data, software and 

computer hardwaré. They:are particularly destructive When " 

introduced to a. LAN or a Mainframe. „ r,' 	 - ' • 

Basic 	 Ther&are no practical ways tà rnake a computer immune -  
precautions . 	 to yinisés,lbut by follOwing security  standards,  staff Can 	: 

, lowerthe risk almoSt to'zéro: ,-YotIrriust systematically use 
'a reCOrnr -nendéd/ up-tO ,date antivirtiS" scanning program: 

• regularly,for all madhine-réadable media in your , 

I , 	Custody, iiiçluding.diskettés  and tapes,  harddisks in , 	 _ 
servers, rernOvablé hard drives, microcôrnputers , and 	e - 

, 	 portable computers;  

•.8 before cdpying and using all incoming diskettes, 

including diskettes from,your  home computer and 

new; shrink-wrapped, licensed  software,- 	 _ 

• •before using all filés and prograrris reCeiveel through 

communications  lines; and 	> 	. 

• béforé Using all new eqUiprnent and  equipinént 
, returned from  maintenance.  

ISTC Staff Hen'clbeok on Intention Technolegy Secinity- , 	„ 	• 	 - 
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lSTCSthffRudb'ookbnlnfornaon Téchiiolod : Seturiti 

Wheh you obtain diskette's  or  progrms froni,outside • -- 
50l11"Cqs„ yciu:mOË:  

	

q use  bnIV.,,Seadried,'virusLfreé'SoftWare," espècfally 	: 
when Using ISTC_équiprnent  off site,  and 

neveruse,prOgrarns'OfUnknow,n'origin, espeCially 
: -illegal  copies  of  -software,  b .WtS1-(-  equipnierit,' 

When  you àéCeSS'Outside:SySterris stiCh ,:a'S  bulletin boards,  
`you mUsi ‘Cônsult: yOur,Sha'red 7faCility manager  first, _ 	, 
,Preferahly, access.:Oubliç'Systems :Only‘frorn a'Standalone,- 
micrOcOmptiter or doWnkjad  files  only  Onto> diSkettes' that 

s,catiti,ed befdre  use . • . 	• 

Con`sult yOur:sharedLfacility.rnanager on whether yolù need 
'F  to scàn files that yOU receive attaCF.,leil tdèleCtronic  mail 

inesSages.'ÈonSult yoüi.,sharee.facility  manager or the - 
infOrniatics Sectirity'CoOrdinator àbOut,antivirus prograrns,' 
, and for:advice on thé safest'Vvays.tà use tnoderns: 	;•. 

Sbrne viruse's, annOunCe‘thèrnSelVeS liY,diSplaying•a 
.urirreusi 

have ro 	Out  cause the computer  t'd  do  SOnnething . '„.;'• 
unusiial ThernàSt insidlogS -Viruses leave OnlY'à trail-Of • • 

• 	7 	 : corrupt - data,,,blank disk Spa:ce wher datà,hould  have  
. 	_ 	h.eérii:Or,Clam'aged hardWare, to indiCaté that they haVé?•-',' 

beenatwork  

_ 	•-• 	lf,you,stispect that your'corpouter has•a -  virus; you rflust,St,op,'„ 
'uSirtg •  the computer irnrinediatély'aniréall:YOur shared-faCilitY 

' 	ma-nager..- If you v,vOrkOn:'à, Standalone inicrOcOrnputer, 
:"' • 2 you  must  call  the  rhf6r1riaties Security Ço6rdinatoi- - 6, the 	'••• 

-:bepartméritat_Security Officer irrin-feditel)›. Speed: is:: 
essential. the longer  You dèlày  in  reOortingà,Virt_is»the''•_‘,)  

, 	lorige(it haS t6 -éorrtiptyour6ata:6r.:\to dania,ge`,your 
-• 	, 	•,..equio`nnent. 



When a-virùs appéars, it is very important to track down 

all infected files and, if possible, to identify the source. If a 

virus  retnains in âilj/ file, anyWhere in your system, it will 

appear again. 	, 

IStC tciff Hodbobk on InfàrÉnotion Tethology Security 
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„ 	 . 	 . 

Safegnarding hardwarie,' oftva./am and data  

The:safeguards tliat lin-tit thé ri5k &deliberate and 
,.aeçidental damage to coMpUtersi'Software  and data  

generally fùnction'by limiting ,acces to tornputers, 

IStemanager5  use  several methods to achieve:this; - 
:including:  

n limiting access to sensitive élata2stored in multi7user; 

- 	cbmptiters 2to,authorized userS identified by u,ser'' 

' 	identifier's  and  passwords;  

requiringeach usell to havé a-unique user - identifiet' 

and  priyate pa5swbrels no ', grOup ident:fiers  or 

 passwords-àlloWed; ' 

ektending:only the.privileges that users dan prove , 

they need,  and  requiring users, to yerify their needs 
perioélically;and 

ll ,  'allowing remote user whd,communieaté ,by modem 
tuaééess the ,system only,thrOUgh ,,secOre equipment 
if  they -prôcèS,s  sensitive  data  ; - • 

User   

A User identifier (User ID). i5 a unique code  that is assigned , 

tcryciù so  the computer  éan identify you and allow acéess, , 
 acéording to your established privileges: -  

Passwords  

, 
In'this handbobk 	keneral.,élata-prbée5sing 

operations --- a e'password"- is a unique character 'string that 
.you need'to,key in before a computer vvit allow you  to  

• ISÏCStaff Hanilb .dok'on Inform'atiOnleçhnolo-gy - Seçùrity". ':- 
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a 
acCess specific data or softwareItis ndf the WordPerfect TM i -
lipaswcird" feature/which is, in fact, ,a simple form of 

encryption. 	< 	' 	„ 	' 	, 	• 

You must-change your•PassWords: 

• '" 

o if the shared-facility manager asks You io change'it. •  
As wéll as following th-ese rules, you can and sh6u10 

change your passWord whénever you think,you -should. 

'at;léast mOnthly, if you t..1,e tOÉ) SECRET:clata;' 

othérWisé, at least:Ouarterly; and' 

You 'must keep your passwords privaté to prevent, 	• 

unauthorized accOss.  

e If  you - leave the work site Pérrnanently, your password s wr'II  

be caricelled„ 	 ; 
• 

You , inust choosé pà ssw~ rds that are: 

o random; 

o  iiVe`,6r more Characters long; arid 

:reasonably hard to deduée. 

I 

 

For  example, you cbuld use:the last, three fetters of two  •- 
different words, or the first four letters of a word and twô 	• 

random digit's. You Must not usé dates or real words, - 	' 

.-éSpeçially names — théy are tob'easy to  figure out 	' 

Never 'réCOrd passwords in,readable forMat. this Means' , 

1. 

a 

a 

• 
you must not: 

rècôrd thém in a:çbmputer, 'except in enCrypted 

form; 	- 

n embed ti-l'eM  in informatiOn system softwaré'code;, 

o  iildUde thèrn:in unseCured autômatie logdn''' . 	 , 
Procedurès tored in any compirtei (sée yoùr 

: shared-fatility mànager, if yoù néed'details); 

• '" 
-! 

• - 	 • 	 • • I SIC  Staff Handbook o'n Information Technology Sectiri 
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•  
Çonttallirig Àccass to infoimatidaTefhablogy SyeérOs „ , _ 

oSt• them anYwhere ifi•Siet;'especiallY,not ôrf -your'j' 
there' - réallyare peOPle 2.WhO:, 

do Oils); 	 ' 

'write`theM  on  a Slip . of  Ï:orier yoù 'keep  in  your'files;‘,. 
bfiefeaSe  or  Walliet;  or  

thehtto anyone else, -exeept yOLtrlôçal'Seeurity„,.. 
'admiiiiSiratôr or, if,YOurs iS , a critical  computer 

 function, a'ba-ckuP Staff niernbe_r.':;' 

"- 	' If you-  have to write  passWOr s éi own i . - 121 e e are s me, 
suggestions  

r'write them Orï à piece of p_aôer,,seal 'the' ôàper:  tr„ito 
an 	

; 
eriVeloPe .and Store the envelopé,in à loOked 

cabtnet or Safe; or  

ask your,loçal - seetirity adMihiStratOr ÜlkeePlhei -rr for 
you;',urider 'appropriately stringent - Cimitiol.: ,̀ '. 

Administration of  acçèss ôntrs  ols 

... When You_are asigned à User ID and'p, -asSwor'ds;' - ' 
especially if you will-be,Working.on a  LAN, you must sign.:,-; 

2 an aclooWtedWnent that  you ‘agree to  obey  the  termS,and . 
 conditionS,established  for  your facility, 	„ 

At  least  once à Year; you will Ispe'asi'<èd fo proVide 'written 
Verification'that you still récitiire and a re  authorizedtp- - 
have  torriôutei àccèss. , 

Access  suspension , 

It is strongly'reCommended thaLuSer IDs and paSswords 
'be,suspendecl aütomatically affer'threp invalid aeceSS 
attenpts.'This:rrièans,that after thé third tinie yOu try,to 
aCcesS files or  applications  for Which - y.6u -do .not'haye 

yOur computer privileges may be -withclraWn 
, 	While the situation is inVestigated2 — 	 " 
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Also, if you,do not use your  user  ID and passwords for a 	ab  
long time, they may bé Suspended autornatically. 

Therefore, if you find'  that your user ID br passwords do 
- 

not work; contact youi' information system ctistodian or 	, 

shared-facility manager. 	 , ,„ 	 ale 

Automaticlogoff 

As  .à  Security measure, compLiters"nnay be prograrnrried 

to  log  off terminals mitornaticall .,Y When they have been 
inadivefoa predeterinined périod.:If YPu find that YOur' 

terminal has been autômatically 'logged off, just log On - 
again and acceSS-  1;'-e resto'red. 

• , 	• 

Ston'iing Hinichine. Rémijvable maçhine-readable  media 

uouddole g'àcoà,15' 
If you hanre in yoUr custody remOvable machine-i-eadable 

média (Portable' computers,  removable hard disks, optiCal - 

disks, disketteS and tapes) that contain claSsified - or 

designated reCords, you rintiq 'ensure that theY are : marked 
•

• 
with the level of the most  sensitive  information  they 	' 

contain. Yoü  must  store machine-readable Media,  

:Containinà'Sensitiv'e recbrds , in the appbbved security ; 	e , 
cOntainer•appropriate for theiÉ security lèvél - (seé 5. 

Information Security). 

Deletion will ribt reinove  information  cdrinpletely from 	; 

machine,readable média. You must ensure that sensitive 	• 
 records aré wiped,or overWritten; or that malfunctiOning 	a  

machine,-readable media are destl'oyed (sée 5.'InforMation 

Security). 

• 
7 

• 

ReMovable machine-readable media côntaining 

unclassified arid undesignated.inforrnation do notrhave 

special stbràge requirements, but the information is a, 
valuable asset that you should safeguard against scich 

haz' ards as fire and vandalisM. 	' 	• 

Controlling ,Actëss Ïo Infgrnicitionlechnoloby Syslënis 

iSTC Sioff Handbook  on Ihform'ationlechnolOgy Sécurity s- 
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, .ou  niust not store classified, and , highly sensitive desig-

nated  information on the  hard disk  of  your  computer; even 

if itis'a standaldne Microcomputer kept in a secùrity  zone  

"Keep it on disketteand store it in an approyed security': 

,container (see 5, informatidn,Security).Çonsult Your 

security administrator  or thé Informatics Security 

Cobrdinatdr forhelp  or  nore information. Even, unclaSsified -
'and undesigriated information stored on fWe'd haî -d diskS  in  

-  computers  that are not in,security  zones ma-y need, special 

protectibn to maintain integrity and availabilitY. 	. 

_ 'Competer hardware and software,cOntrbIS maY be'used i  
but, certain basic  access contrdIS can be'by-PaSsed, fairly 

easily by Wdétermined perSon.:ÇorriPeter kicks' Offer . 	 , , 
minimal security, but ycie shoCild `Use them  if  they are, 	, 

, 
ayailable. TheY can preVent, unauthorized  people  frdm 

Using yOui borripeter .,.16Yvéring the risk of damage  to YotIr 

filés  from  user  err,drs.or Viruses. Computer  locks  and  

passyyord protectiOnS can be oVerc -omei,hoWever;:arid'à _ , 
hard:disk can eveniberennoYed 'f.from. the  machine If  à'' 

computer in ydur çüstody baS'no'adebuate safeguards," 

 yodinust,:ensere that  sensitive  records  are .wiped-frbi-ii itS , 
' hard_disk  or  Oven:Vritten» 	 ' 

	

, 	_ 	_ 	• , 

EncrYpticin by a .-coMrriércially :available PackageaPProyed:_ 

by thé Depà'rtMental,Seci_iritY;Officer may be an -adebeate 

safeguard. If yoe chbOse this mettio,d; :you mife:ensure .„' 

: that,One other beatified persbn haS:the'cbde key. ÇOnSelt 

	

„ 	 , 
the Infdrrnatics.Security,Cdcirdinator for adVice  and  . 

recomniended prbductS,  
„ 

Certain software packages, including  WordPerfectTM, 

can`back up  files -aetbmatiCallY. - This is USLiall,ydbnein. 

by original backup,_vvhich 'stores  the  ba.cked up  files 

in the  com puter  ender:a néw.narné;.and. 
1 	 • ' 

l'SiÇ:'Staff Handbook on IntOrMation'Tecimology'Seçarily 
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 by timècl backup, which ,deletes the backed uP files 
automatically whéri' yOu  exit  the.prograrn. 

When ydu - use such a product to process  sensitive  infor-

tnation, and if the program does not encrypt yoùr  record as  

you create it,yOusmust,ensure that the automatic backLip is 

Clirected to à disketté.'Therf you must rei-nove and store the  

diskette in an approvéd seCurity container. If you  are  not 
r, working with,encryption software and Voù cannotTedirect 

the backup, you must disabie.the"aulomatic backup feature up 
and Periodically save thé file on  à diskette. Thén you Must - 

store the diSkette in an apprOveil security Container.': 	• 

Peleting,filéS frorn ,your hard disk Will nôt safeguard,the 

sensitive information' they cântain. Consult your shared-
facility manager for information about  programs that wiPé 

, or overWrite  files,  destrbying them cPmpletély (sée 5. le 
- Information  Security).  

, Portable cOniputers, are éspecially Vulnerable because the-V 
are  véry attactivé'a'nd ,easy to take, Once a computer  is , 
Stolen, the thief has thé leisure to figure' out ilow.  td modify, 
its  hardware and software  té)get at thé ilâta, You'rmist , 	e 
néverleave à portable computérunattencled where it'can 

bé" stolen. It is particularly  important  to apPIV the safeguards 
for hàrcl disks-tb portable computers with hard disks:, 	• 

Original software' 

11111 
If it is possible to make a legal copy of Priginal Software , 
(see 13. Copyright); you must not„use the original  software  
in  regular,ôperations. If possible, store original  software 	te  

(off-théishelf or custoin-vvrittèn) in a sécure'Pla'sce to' -, 
prevent damage and 'unauthorized modification., 

Ô  
a' 
a 

a 
.ISTC Staff Handbdok‘on'Infôrniationtié'ciinolojy 
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• 	 Communication  eOuiprnent andlineS - thattianSrilif 

• smuritiv 	. sènSitive.'clatà , re-quire  the  s`anie leye-I,Of safeguard  as  the 
computers 	 process the sarhe  data  Electronic  mail  

•

„ 	 , 	 a  service  that uses coniniOnicationSlines.' , ' 

sensitive  hiforin'eiori 	- 

	

'Telephone lines -offer little"'ProtectiôWfbr' sensitive 	.-- 
information  because telephOné calls C`an be-intereePted 
in.-many Clifferent ways2-pedicatecltelephone lines  are 

 preferCed,fOr,:cortirntinicatingénsitive  information  : YOu-
muSt use  encryption'ôr,s6me'-other SafegUatcl approved 
by  the PepartmentahSkurity OffiCer When transmitting , 

, claSsified and . highlY  sensitive  designated  information, , 
 'unléSs a threai -and riSk asseSstrient-ihdicates Other:Wise.' 

Consult Yout:shated-facility , rnanaget or thie Infotrriatiès 
Seurity 4oidinator  about the  telecom-  rnunications:, 
Safegdards available aryour wOrl< site: 

TEMPEST 

,Ç-OtnmühiCatiOns and data'prdceSsing , eqûipmeht are 

callecriEMPST.-compliant,:when they are bat :so they 
cannofrèleasé  information in  élécitornagnètic etnrssions 
that carr.be inteiceptecl;byan -  unauthorized peiso'h: 	_ 
(h-ertipesr waS.a code narné  for  the'technology,Wheo it 

Was being deYeloPecl.) Northally; if  you do, not Work  in a -• 
Shielded roôrri:7 that is, à robrri büilt-tà pte-Yent electro-

magrietic'émisSions yOù inyst, uSe:TEMP2ESPcornpliant 

eqùiprhent to  store,  Process.and transrnit, classifiecL 

- : "1-her'e rh,ay'be-èirCurn'Statiées -lh,,WhiCh,t'ÈfYll'ET-ginhpliane: . ' 
--- • eqUiPment is-  riOt,nece-Ssatfôr ,,handling , 'OasSifiéCIJrifor-. 

buti- thelépaitrilèntal. Sect.iritY Offiéer  must  give 
apPrOval béfdré ydiu  do  so - • 	 `,- 

ihfôrmation . 
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Downloading and uploading files Ô  

All staff must  observe the security requirements of àll data 

they doWnload and upload, and ensure that the receiving ,  
,computér,and  the  communication Tnethod meet those 

' secùrity requirements. ConsUlt the information  sysfem 

custodian and the shared-facility Manager for information. le  
Ô .  

Ô  
a 
a ISIC  Staff Handbook an InforMation Technology-Security 

a 

Most  designated information does nothave to be 	'a) 
prOcessed On TEMPEST:compliant equipment: HoWever, 	se  
certain highly sensitive designated information may bé 	to 
proceSséd on TEMPEST-Compliant equip-inept if yby  have , 

consùlied ,thé Departmental SeCurify Officerand  à  ihr'eat. 

and risk assessment in'didates that it is necessary.. 

Encryption 

Encryption is the transfOrmatién of digital data in plain text la 
té an unintelligible jumble by' a reversible aiding process, 	' 
based on a key known only,to peoplemhd are authoriied 

to sée the data. 	 • 	• 
Endryption is one way to safeguard sensitive information 	le  
during transmission or in storage. There are several off-the-' 

shelfencryption applications VarYing in the degree of 	al 

 safeguard they provide. Consult the InformaticSSecurity , 

Coordinator for advice On choosing and using encryption 

products for use with classified'informatiOri, consult 
111111 , 

the D,epartmental Security Officer, who approves all 
, 	11111 

éperyiption pïoducts used in IST. 	- 	- 	' 
' ID 

The VVordPerfecC password feature is a simple fornn of 	at- 
'encr'Yption — the passWord is the key. It is easily by-passed e 
and is inadequate to safeguàrd cfassified and designated 	a 
information. 	, 
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• 
,1111 

2 You  must  download and uploaél designated records only .  

, 
to- secure systems. 	, 	 - 

Diabup 'hies 

• A dia!-tip line is the eaiest route into, a cOmputer'system: 
• ' 

	

	- » for 1- 4é1<ersi ISTC  computers  With dial-upiines'are te be _ 
ID, 	 , 	Safeguarded by additional verificatiol -fprbdedures: Èonsult 

et, 	 yoilr shared-facility manager  or  thé,Informatics,SecuritY 

• Coôrdinator  on  using dial-uplinéS.. 

0 

I SIC  Staff Haildbook ififinfôrniatio,n-Teclinology'Scuripi 

a 



;Maintainin-g,HardWarn  and  Sbftware 

_,IAAINTAiegtiemApwApeiam.p'soFTwioe: -:. 

Off-site 
maintenance 

• • 

Authorization 

On-site 
maintenance•  

, 

Maintenance work may  be  done unly afiér it' has been „ 
- pniperly authorized.' VVhen sbrilebody comes to' wor k  

equiprnent in your custody, You must check for authoriza-

-tion.,Maintenance of TEMPEST-compliant equipment. _ 

may be done only When it has been authorized by the 

Departmental Security Officer. 
- 

Maintenance and Support staff WhO Week on équiPment 

Used to prodess sensitive information must  hold ,appropriate • 
securitY  clearances,  whiçh yvill be checked by thé infor- 	' 

mation syStem custodian, shared-facility Manager or tile' 

responsibility centre Manager. 

Beforé  maintenance  Staff come in to WOrk on equipment 
used to process  sensitive  data/ you  must  remove all 
sensitive data or otherwise ensure that it is not acceSsed,' 

copied or Modified: For  exàrnble, yoù Can escôrt mainte-

' nànce Staff and supervise them closely while- they work. 

YOU must escort maintenance staff working on equipment  • 
in your Custody that  is  critical to Operations or is used to 	• 
process sensitive  data If  Voù see'unescorted maintenance  • 

-staff working in a seCurity zone  or on equipment used to: 
pi-ocess  sensitive  information, you must call your Supervisor  • 
or th&shared-faCility manager. 

, 

'Before equipment with hard disks in your custodylS sent 	se 
off site for maintenance, you must ensure-that all sensitive 

data haS been removed from it.,Consult the shared,facility 	•  
manager, yodr lôcal security adrhinistrator or the Informatics  • 
Securtty Coordinator, 

• 

1111 

ISTC Staff Handbook on Inforrnation Technalogy Secürily , 	, 	, 

e 
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C  
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. Whe -n—eOuipnrieot' is retur'riéd.td :ycit_d-eustodji after" 
maintenance,  yéminiusi, seen it.for viruseS'ànd-cfieekit: „ 	» . 	_ . 	 ., 	• 	• 
rigorousii te erisure that:its security:,featùres  have  not 

`1.'Dseert,12Y-,pàSsed; : ilatria.'àed.or;JeOmOromiSed.: 

• 

• 
• 

• i;ISTC5ttiff,HOrid .bpolc:ori lñfórmbtion Tèchnoiddy Setiirity 
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10. CARE OF COMPUTERS AND 
READABLE,MEDIA 

MACHINE- 
ID 
a 

Cure und 
deunDiness 

Computer équibrnent is vulnerable tit) heat; dust, liquids, 

pOwersurges,,magnet§:and Many other inflüenées. Here 	ele 
are some directions and.suggestions_for keeping yout 

MI& 

computer clean and safe. 

You must: 

You must not: 

' leave diskette's lying around without their protective 

jaékets; 

'bend or staple diskettes; 

, tbuch thé ShinY,surface of a diskette; 

write on a diskette With a sharp  instrument; or 

use staples or paper clips on a diskette. 

You Should: 

use write-protect tabs on read-Only diskettes to 

prevent damage to  files;  

keep papers and other items clear of the air vents in  

equipment to prevent overheating; 

protect  all  Magnetic media (diskettetapeS and ,hard • 

disks) from Magnets  and  electronic eqUipment that • 

_contains magnets or generateS magnetic fields»such • 

as speakers and certain  telephones. 

a 

a 

a 

• 
Ile 

cover or pack ub  computer  equipMent when it is 

not being used, when it  is being moved and when 

the enYironment is very dusty/  such as during' 

renovations; 

keep food and liquids away from  computers  and 

machine-readable media; 

' 

ISTC Staff HandboOk on Infornitian:Technology Secuiity Ili 1 



taie of Çamputeis arid Machineïeadable Media: 

• 

.Î992  ' 

à 

à 

• 

ù follow rnanufaCturers pre\ientive  maintenance  
instruction,  

install Surge, prbtectôrs to safe -guard microcomputers 
from  fluctuations in the electriCity supply; and 

à 'ensure that a hard diSk is safely Parked before 
Moving it or thé computer  housing it,.  

• 
a 

a 

a 

• 

a 
a 

- 	 • 	 •• 

ISTC Staff Handbaek.én Informatien,Tenolegy Sagirity: 
• 
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MONITORING COMPLIANCE 

- • 

13, 

Monitoring Compliance 

• 
All:staff are responsible for monitoring  Compliance With 
,controls on activities under theirauthority: 

	

--Inspections 	• 	:To ensLire that local practices comply with:government 

	

und audits 	and departmental policies and standards,hocal Managers, - 
— 	;the,Inkirmatics Security oordinatOr,thee>épartrnental 

space is- organized. _ 

 Records and . 	All computer  ysterris' need periodic maintenance of 	
• 

retention 	- 	 hardware and software. When a prciblem appears; 	- 

schedules 	sorneone has to find out when it-siarted,; what catised it 
and how tO 	Also,,upgrades to  hardware  and softWare aue  
have  to be planned. Therefore, sorneônè has to be - able tà: „ 
find out whiat the computer haS done and when. 

Depending o'R the imi3ortan,ce andsiZe of the sYste,' „ 	 M. 
therefôre; managers will direct staff tO keep some,or all 
Of these records: 

hardware Updates; 

, software updates; 

ISTC Staff Handbook on InferrhationlechnelogySeCurity 
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configuration  ohangeS;ând'i  

ii,‘problems and solutions. 	 - - 

-Local nianagers,will assign analYsis and filing furktions.-: 

If  yoù are directed to l<ep such ieCords,,yoù shdtild 

establish à retention sehedule soi theliàgiare efallable for e 

 ,periodic security, inspections  and 'audits, and al'è disPcied 

; of When they are no longéri,needecL You like keep such , 
logs  for  at leaSt three mOnths,  but  it is reeonimended that 

you,keep,:them for,si>ç Months to a.year., 

WFien they are,àyàilable,-16g'S fof  invalid actess'atterripts'., , 
'-'imust'bé,:anàlYzed,regularlY;.and 1 -<e'rit on file'for,:the - 

inspectors,anctanditorS. 
_ 

-s- Repobitinq 	•The,disappeàranée of documents  and disketfes,  and  
, 

séèt§rigi 	 unuSual eNients suCh as:unaccountable changes",to,_ 	, 

incidents , 

	

	”  software  and data, are séCurity incidents;So -that it'Cart be 

- 

	

	 , recorded_and inyestigated„you  must report  any security - 

:incident you knoW  about or suspect  to your  local  security 

: - adrninistrator/shared-facility Manager or;responsibility - 

..'Centre manager. Use  the'procèdurs deyeloped_, for your 

work  site 

A staff  memberwill befappointed to record secuiy 

incidents: and  report  them tO the Departmental Secuilty 

Offider. Incidents that loà1<-trivial when considered  in  

isolation can - look quite different vv, hen gonsidered with 

 other-  incidents in the work site or in the building... 

'efer to beputy Minister Direçiive,.78-71 in your copy ,  

of  the2ISTC Secu* PQIicy ànd, Prôcedyi;e5 Màhbal for 	- 

;  the  Corriplete_policy.On security incidentS --and hoW to,2'; 

rePort -thenn., ;, 	 , 

:ISTÈ Skiff Handbook 	Ink:11'61-ton Techriôlogy:Sécuri 
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12. 	BACKUP AND CONTINGENCY PROCEDURES • 

a 
Backup is a very important security measure; Alliuse'rs 
must learn the backup scheçlule that their shared-facility 
manager or information system custedian has efstablished. 	• se 

• 
You can lose active files through many kinds of accidents,' 
malfunctions and errors, as well as threugh viruses  and  
other forms of deliberate damage. You  back up,your files 	al  
and software by cepying them-  so you can recreate theni, 	• 
at least to the point-of your last backup, should they  be 

 lost or damaged. Data and software on standalone  micro-

computers should be backed,up periodically to,prevent 
damage to data and loss of time in reinstalling and 

• 
reconfiguring  software. 	

, 
 

• 
Some users may need More frequent baçkue than the- 	• 

'S- ystem provides. Yoq,can arrange changes in the backup 	• 
schedule with your shared-facility manager or information  ' • 
system custodian;or learn to do the backups yoùrself. , 
Your shared-facility Manager or information  system 
custodian will sheW 'you how. 

Fiere are some alternative types of backtips: 

H full 'backup, whieh backs up'all files on the system; 

1 differential backup, whfch backs up all the files 	„ 
changed siriee the lâst full backup; _ 

incremePtal backùp, which'backs 'up onlY  the files  
changed since,the last  full  el-  incremental backup; 
and 

selectiVe backup, which can be-anY of the aboVe 
types of backup, including or excluding , spèçific,files. 

I SIC Staff Handbodk on  Information Technology Security 

Daily backup 

• 

fle • • 
a 
a • 
a 

• • 

• 
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and .-ei)ftlip,ycnt 
"Deg«kups 
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. 	 . 

Backup aeonting'ency Procedures 

_ 

It fs extremely innpôrtant to 'check that you ,have ComPleted 
- 

your baçkup proCedures sciccessfully. l'isuallY a  • Message 
, 

disptayed on successful completion. OthefrWise, you might 
find but tob late th -at your. backup files are . 	 „ 	, 
becauSe of some proceSsing error.  

Yoù must store  'backup media  in a safe place,avyay from 
the active files  : This prevén'tS loss  of' both the lateSt backup 
and the active -hie§ in the 'same incident'. If  you Work. With 
information critical to!recovery  and  operations,  Or  witl 

 information  that would be very difiieult to replace should 
a disaster ,hit your „work site, you 'must  store a backup off-- 
site. The InformatiCS Seeurity Coordinatôr -will help you' , 

arrange  secure  off site  storage'for,all Machine:readable: ' 

.  

You  must record the location of  your stored baekuP - 

data and software  accurately. You-should also,record 

encryption'keys:and passwords required.to access the 
data, following,the brecautions for passwords and key' 
Material (see 8:Controlling Aceess to , info'rmation 

TechnologySYsterns). 

You  must  keep enough générations of  backup  data  to 
enSüre that you càn recoVer unco'rruptecl  data  Think 	- 

about how long an'error or-malfunction can rernain 

undétectèct in Your system. ,You might-haVe toielpl'ocess 

old  data if  you have had - a probtern in.yoùr system for 

•soïne time. If you have deStroyed Your old backups 
preniaturelyi you Will  have no  Valid  data  to work vvith. 



Backup and Contingéncy Piecedures' 

Recovery 

Contingency 
procedures 

, 
You'rriust test Your.data recovery procedures periodicallY, 	•  
and  always after modifications to related hardware ançl , 	• 
software. People have lost months of Work becauSe, 
althbugh theY baCke'dup . their  data ' religiously, they cOuld 	se  
not recover it after a .routine software ùPdate had Made 	ie  

(‘'their backuP data incompatible  with their syStem. 	- 

You mist learn yOur functions under contingency plans 
prepared for your Work site The contingerky plan sets 

; Out proçedures-fôr you to follow to help liMit the  damage 

 dOne by a loss'of computer resourceS. Your -supervisbr: 
will 'brief yoU'On your respéinsibilities under  the  , 
côntingency Plan, the contin -geney proçedures rPay 
provide for reduced Service by the affected system' , full 
service by a backup' system,  orr  service With' no ,cOmpUter 
resources at all. 	, 

e. 

a 
• 

'Ia' 

a:  

e. 
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COPYRIGHT 

Cii : 	Can.àdiàri,'Côpyright laW'restricts'ihe-LiSe'Of purehaSee 
'cop" 'right low r 	'softwârè. When  you b;1_:Jy software  legally, it d-oniès With à, 

licence  that states:how you are perrnittecito use it usually;,. 
YOU  are  pérMitted tà- install it - in:,only  one computer at 

'An'Yonewho eôpies' licenSed TsoftWare for àn Unlicensed • 
user Kliable›under the CilmindCii;c16 of Ça'nada.., 7,'•  , 

„ 

'Stuttitïérnbéps°,,,: - :ISTC pimplieS,'-vyith.,çopyright.lègislation•,withqùtexçéptup,  
miisi•cOnform"to,the ternis  :Of  the licence  when 

coPying 'S'oftWare. YPt.,  must nôt use illegal' Copies of 
-• - 	, 	liçensecisciftware on ISTÇ eqùipment. 

When yi7;0 begini•tà:sniôi-k for ISTÇ or when YoU are , 
:granted ç'omPuter privilegesyYoù rnay be reouiredsto 

,sign àri,uridertakingrto çoPy  software  and prciprietary 

doçu'rneritàtion only as ,authorized;Linder the iicence - 

1St Staff  Handbook  on  lnformuon TeChrrology Sécuri 
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References 

a 

a The ISTQSeciiiity Policy and Procedure.s Manual, which 
comprises  the Classification and Designation Guide and 

' the  Deputy Minister  Directives,  is issued to all staff - 

when they begin work with thé department. You can get ' 

additional  copies  from the Seeurity and-Safety Dir'ectorate 

and it is available in the departmental library. 

Information and Administrative  Management—  Security, 
better kriown as the Gdvernment Secùrity Polley (actually 	• 
the  title  of one of its  section s ),  is a Treasury  Board manual. 	in 

It also coritains the Interim EDP Security Standards ; 	ele  
(G ES/NIGI-1 4). This  is also available fronn the Departmental 	ab i 

Security dfficer or the departmental library. A draft  of a 
new version of thé Intérim EDF' Security Standards is 

, included in two manuals that are aVailable from the 
Informatics Security Coordinator: Technical Séçurity 
Standards for Information Technology and Small System 

; Sécurity Guidelines.; 

Tile're are two other handbooks in this series, each of 
which cdntains a consolidated  index  to the entire series. 

The ISTÇ Handbook ,on Information TechnOlogy Security 	• 
for Shared-facility Mariagérs and Information Systein 	' 
Custodians and the ISTC Handbook  on  information 
Technology Security foi Resrionsibility Centre Managers' " 
are available from the Departmental Security Officer 	IIIP 
or the departmental library. , 	 • 

Ime 
a 
a 

a 
a 
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'If YOU have qùestioris about ifforMationtechnoleigy 
.secuiity, consult the: 

8, shared-faciljiy managers; 

information Systetn,custodians; 

Informatics SeCurity CoOrdinator,  Information  , 
Management Branch; and 

Departméntal SeCurity,Officer. 	„ 

• liteïoure 
a personnel', 

• 
e 
, e 
s. 

e. 

lb 

' 

ISTCStaff Haodbook,on lidoirnotioo Teclrholo'gY.SecurRY.' 
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,COMSEC 

41 iSTC * taff ,liciudbook'on IniU'rmdfioUJechnolody 

records Of  transactions  that côllectively- rovide docti- 
'rinerifarY evidence of procesing; is use_d tb` trace- original  " 
tranSâctibns forward fd-related l'ecords and repôrts  or  
backiiard frorn  records and reports tà source tran saction s  

• 

OR,OSSART  
a 

•• access control 	' 	rfiethodS thàt côntrol'a user'S'PriYileges and àçCesS tb 1 

' 	 • systems',  data  and capabilities. s 	- 

' audit trail, 

uuthentictioi 	the proCèddre of,identify,ing or -yerifYing thé eligibil1tY of 

, 	 s 	• 	a wOrkstatiôn,,originatôr,;or individual fOacCess Speqific', 

'CategdrieS, Of information; prOcèsSes the proVide' 	• 

, protection  àgainSt frnüdulent  transmissions  by éStablishing 

,-the validity Of a transmission,  message,  Workstation 
or originator, 	• 	 , • 

the  degree to which à system dr-resourCe; Such as data,  is 

'ready when ._ needed.' 

 chiseled inforination_ ,infôernation•that niayibé exérriPt sfrorn release to:the - •, 
pLiblic under  the  Access to"Inforrnation Act. information  

, 	-that.COncerns  the  defence and maintenance of  the social, , 	, 
political and econorniostabitity Of 'Canada - ând,thereby 

the  security of, thé nation,  includes  TOP SECRET, SECRET 
' and CONFIDENTRLinformatibi -t. ,The ISTÇ,'SeCusrify- - , 	

• 
- ` -../)(511cy and Procedures gantial indicates what material  

is'in this, category. 	- 	- , 	22-• 	- 	- 

côrrirnunipations'-,electrOnic security; t4 protection  
- (resulting frdri -i- applying -cryptographic; transmission and  - 

-„ 
ernision securitV,.measures td , teleCprinmtinications, non- , 

•:teledorinrnunicatiOns and -informatidn-handling:equiprnént.- -- 

 , 'a term:-  referring',to data that must beheld  in confidence,  ' 
'.describes  the  level:of  protection  that rill:1st be proVided for , 

: Such,datà. ' 	• 

, 

[-> 



contingency plan 

• 1992 le  

a comprehensive, consistent,stafernent  of  all the actions to 

be taken before, dui-ing and after a disaster (eMergéncy 

condition), which, if fdllowed, wilj ensure the requi,red 

'availability of . the computers and data resouices to 

maintain the continuity of opeiationS in an emergency. 

dedicated line .', 	a fixed link from a çompùter to, a specifiC location., 

Departmental 	the Director, Security and Safety birectorate, 

Seitirity Officer 	Administrative Services Branch; has sPecific security 	as  

responsibilities delegated by the Depùty Minister. 
, 

designated information sensitive information that does not affect the national 

interest but Still requires_enhanced safekeePing; 

PROTECTED information. The ISTC Security Policy 	: 

and Procedures Manual indicates what material,is in 

, 	 this category. 	 , 

dial-up line 	 a link to a computer frorn any telephOne. 

download 	I  to transfer  records  fham a remote computer to your . 

„ computer through communications lines. 	 • 

through the ùse of a reversible Cryptographic process. 

encryption key 	a uniqué string of characters that an encryption product • • 

- 	, 	 uses to enCode and decode data. 	 e 
facility 	 Computer eqùiPment'related sySterns  software  (opérating 

system, utilities, compilers, data base, Security, communi- 	• 

• , 

	

	, cations, etc.); media libraries (tapes, diskettes, etc.); on-liné 

libraries; cornmuniéations equipMent,and related 

supporting equipment (air conditioners, uninterruptible 

power supply, alarms, etc.). 

hacker 
• 

I SIC  Staff Handboôkon Infoimotion TechnologiSecurity 

e- 

encryption 	 , transformation of -plain data tà an unintelligible form 
• 

• 
common term,,for a person who,çorhPromises  or  evades ,‘ • 

'saiegùards to gain,unauthOrized,acceSs to coMpùters. 

, 

CO 

C - 
C

° • 
• 



„ 

• oniœtion syStenr 

	

	the  set of compùtér.: programs'and other instructionS of àn 
information  system that handleS the specifiCtask 
accornplished by the computér. 	'• 

• ;integrity 	 a  requiiernent thafthe  information  be accurate,:comPlete 
• and déPendablé;,is PailieulatlY:iMportant for financial ,  _ 

systems  and  decision-support systems. 

• LA  M 	 'see local area-networl<: 

a 

• 

1SIC,Stoff,Flandbook on Information Techno4Security 

• 
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• , 	çlesignatedmaterial,that réquireS spécial safeguards.,  Refér 

le designated infornaltian to the Classification  and Desteation Guide in the ISTC 
el 	 „ 	Security policy and Procedures Manual  for exact criteria .; 

. 
 

the  achfiCé of  the  Departmental Seçùrity Officer,can alSO: 
, 	be sought. , 	 , 

a generic terrn covering all  information  technology 

;equiprnent,  software and  services: used,foi the collection; , 
processing, storage, transmission, reproduction and  

- Prèsentation àf infoirnation:, 

infeimais Seierity 	mernber  of the Information Management  tranch (IMB) 
,Coorditiator 	-,who advises -( apd:asSists theDépartMental'Seçurity OffiCer; 

sPetific responsibilities for seCurity training, compliânee 
: monitoring  and adyising ISTC,staff, on information:tech-

nology secutitY; arso' Prepares' threat and  risk assésrnerrts 
and Contingency plans  ..for critical corPorate  information  _ _ 	 , 
syStérns running in computers  admi,nistèréd 

411, infoÉination system 	a coMbination - ehardware,'softWaie, prpcesSéS  and  
• , 	 pràçedures assembled tà atcornplish specific:business . 

infarmation sySileni 	person réSponsible for the decisions,concerning the, 

tustodian 	 SyStérn's, functions; design; operations 'and 

;Glôssaq 

a •  
a 

objectiNies;tises data as' input: 



ei • 
'a medium-Sized bomputér that.hasa ; snialler processin'g - 

. . 	 . ininicorriputer 

capaeity than a -mainframe but'is,LiSedin-the sainewayr_ 

ISTC Staff Flanclhook on Informetion Technology Security 

a 

a - system ofdeVices interConnected by a continuous 
Medium s6 that equiPMent and applications (data or word 

processors,:éléctronic mail) Can operate oVer a single set 

, of cables; operates Within:a  limited 'geographie area; 

usbally within à radius 6f no more than 56 kildmetres., 

:staff member,,uSually'a shared-facility manager or  •  
information syStern cuStodian; àssigned tà,certain local 

information iechnology security duties by the local 

manager. 

iodicul access contrOl 	the  password administration and other sOftWaré used to 

control access, to computerized information. 

a large computer, usually'simultaneously rûnning several 

systerns,and , serving many users loCated at Multiple sites. 

neod to !mow 	- 	the princiPle'that only these  who  require it for their official  • 
duties rnay have access te, knoWledgé of or  possession  of  • 
sensitive  information;  

a unique string of charaCters'used to aiithentiCate an 
identity;'a password is private, unlike auser  identifier • 

procedures to ensùré that all  personnel  wifh access to 
sensitive information have the necessary autherïty and 
cleararités, 

procedures to,locate and : deSign aCeommOdatien and, 

-eStablish physical prodedures tb prevent, detect and 

respond to unauthorized aCcess; is separate frorn 

hardware and , softwaré security m asures . 

policy 	 ,a statement 6f intent, desired resul,t or required action; , 	. 	, 
often directs actions to belaken; Sets the rules that g6\iern 

,standards, guidelines and procedures., 

pussword 

- personnel  security 

e. 
e. 
a 

a 

a 



,a  document  deStribing SPeCif .ic reSponsibi'lities that . 
."provides  instructions forihe'çompletiOn  of  taSkS at,gh-ien 

• •Iiiièrd • a'd6Ournent f.jr, rnachine=reaclable:deYice containing 
-infôrtnation;,any paper, optical.disk, or Photographic, 
rnagnetic;orélectronic.Medium in Or  on  WhiCh inforrriatiOn -, 

• is pres' erved  in  WOrdS, --pictr'ires, n'oi-nbers; côded'éharaeters' 
•

, 	 " 
or any intelligible, michine=readable or deçlPhérableiorM. 

• -' 	 ' 	; 	 ; 	• 	 • 
responsibility 	' 	rnanaàetin charge of an ISTC:work - site witb•responsibility 
"centre'manuger 	-iôr ,a11:eciiiiprnent  and  infOrmatiOn'assetS'ail'o all security „ 

, measures taken to Saféguaid thm ' 

• retention schedule 	sChedule'that states hovy rlong  records,  sùcbas CoMpriter7, 
• - 	 'aCteSs-logs, must be kept and when they Should'be'' 
• , 	déstroyed, 	, • 

;son- . 	 to use à computer  program to Search  files,  machine= 
' 	 readable media  or  coMat.iterequiPrnentlor yiruses: ' 

4 roôrri eqùippècl yyith`arranti-intrusion devie&aPcl 'doorS 
with approVed'Iocks, located  in an  arealOyyhich access,iS 
contr011ed and If-tilted:to very fevii  people  

seCiiiitycontaiUeri „ 	an apPrOVed fiHn cabinet è'qnipped witbalOcking,bar 
,and an , approyed dial combination padlock, br.  an ' 
approved safe '‘,..ifith à dial çornbinatiôn.lbck ) Foi,inore 
precise2détails;: ,çonsùlt the Departrnental Seçurify:Ôffieer. 

sensitive  informuhon 	, information  that:ÏnUst‘be secP red bedauselitS unauthbrized 
loSs;  alteratiOn  or destruction  wciblif'CaUSe 

perceptible damage tosomeonè or sdrnething., mu:st'be-; 
safegua'rdeto its leVei ese,psifrvit .r`nust:bè 
Security level'and prOperlidentified;_can: be - Classified ;TOP  
SERET, SECRET or  CONIFIDEr<lTIAL? dr,designated.- 1 

 ROTECTÉ,D, 
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sensitive material material that  is  classified or desigriated or shOuld 

otherwise  not bé Made ayailable to unaiihorized people: 

shwed-îacility uttuatiger person responsible fàr the hardware, systems software, 	II 
related communications equipment and data of a multi- 	• 
user computing facility/such as a mainframe compu,ter, 	• 
minicômputepor LAN. At sorne work sites, the security 	• 

" 	 duties of the shared-facility manager are carried out by a 	• 
local sécurify adrninistratôr. 	 , 

softviare 	 a term used to differentiate computer programs from the 

rnétallic circuits (or hardware)  of a computer system; _ 	„ 
stored set of instructions goveMing the operation of a 

- 	 computer systeni. 	 , 

tampering 	 unauthorizéd modification that alters the proper' 	 1111 

„ functioning of a syStem or piece of e,quipment in a Manner ID 

, 	that dégrades the secùritY it provides. 	, 

unuuthodzed person 	person to whônn aCcés to classifiedor designated 

information  hàs not been specifically given. 
• 

, °plod 	 tô transfer reçords from your computer to a remote 

, 	 compUter through communications lines. -  

virus 	 a program inserted into a systern for misChievous or 

malicious purposes; is capable of replicating and attaching 

- 	itself to other files; may be triggered by a predetermin'ed 	• 
event or date. 	 • 
anyone_other than site staff. 	 . 

ISTC,Staff Handbook on :Information Techriblogy Socarity 
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'testingof  36 

Deleting 24 

Departmental Security Officer, duties 
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, downloading and'uploading 

highly ensitiye, processing 
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- Comments 

YouriComputer irWolVenieht 
(please check Where:appropriate) 

Mini-, 
',.computer„ 

Miçro - , 
computer .  

Mainfràme: 

User 

Computer  facilities manager 

' 	• 	 ' Information S'ystemçiiistodian', 

Manager  overseeing 
the abo\?e,tnreè. 	, 

- 	 , 

y  Name 	  :Tèlephôné number 	 -  

	

Pfease:›entér ,  y-pur cominénts  on the  -.other side of thiS'page. 	2 

Additional Cônninents'  

ISTCStaif,Hiiililbook  on  Inforination TecinieldÉSecuritt .  

• 
a 
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COMMÉNTS  

„ 
. To heip us irnprôNierthesestaridards and gnidelines, we wPuld 

' appreçiàte yoür comments. Please tear out this page, fill in your 
çommènts and send to the  Informatics SecUrity CoOrdiria -for, 

Information Management  Branch,,ISTC, Ileadqùàrters. ,  



Please enter 
Y yes; N , - no; N/A not applicable 

Handbook section USeful? Clear? 
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detail?_ 
Too much , 

detail? 

Seetirity RespOnsiblitiés .  

PersOnnel SecuritY: 

Physical Security 

Information'SeCurity - 

Adriiinistering Informàtion 
TechriOlogy Seèurity — , 	- 

Viruses 

, Coritrolling Acdéss tci Information 
Technology Systems 

Maintaining HardWare , 
and Software 

, 	 . 
Copyright , 

ID I 
, 

Please explain your èomments on the other side of this page. 
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