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S In wrltlng these handbooks, manuals from the Frnancral
and Program Systems Drrectorate of the: Comptroller s
Branch the lnformatlon Management Branch and’ the.’ l" '
Federal Offlce of Reglonal Development (Quebec) were

R used as reference Also, consultatlons were held wrth

. -'.jmembers of the lnformatlcslManagers Techmcal )

»
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B ; Everyone who. works or’lST must Iear ‘
vm_formatlon technoiogy securlty standard ,}As you read thl‘
handbook you mlght fmd words you don’t understand 1

. recommended approaches to solvmg securlty problems,
: and they are !dentl_fled in the text by ver, bs such as;”may '




" Introduction

L»"Auihoriilies~)",' L

B A

H

g ‘shared- facrllty manager rnformatrOn system custodran
.+ orlocal security admlnrstrator Ifthey cannot help, the
- problem should be referred to your resp0n5|b||1ty centre ’ l
e manager, who may c0nsu|t the Informatics Secunty ‘
Coordrnator Informatlon Management Branch, or the o
S Departmental Secunty Offrcer at: Headquarters

o ThlS handbook is part of a senes of three 1STC has aIso
T ‘."_1ssued the ISTC Handbook on Informat/on TechnoIOgy
' ‘Secur/ty for- Shared fac:ltty Managers and Informatton
" Systern Custodians and the.ISTC Handbdak on InformatIOn
o Technology Secur/ty for- Responsrbtltty Centre Managers You
f"_may consult them for addrt|0nal |nformat|0n The other two
' .handbooks lnclude an lndex for the entlre ser|es ‘

"ThIS handbook is based on the followmg sources E

N Informat/on and Adm/n/strat/ve Management —

‘ Secur/ty, the Treasury Board manuaI that’ compnses
the Government Secunty Pohcy and the Interlm 2
EDP Secunty Standards DT - s

i ,Treasury Board securlty buIIetrns, and E ' ,

3 the ISTC Securtty Policy and Procedures Manual

4whrch comprises the Classification and Desrgnat/on

Guide (November 1991) and ISTC Deputy '

‘Ministerial DH‘ECUVES 1nc|ud1ng Dlrectlve 102 1 -

‘ ,'.Informatlcs Secunty SRR

S, -,,-r“r
e

ot

( lS_TC,Stqff Handbook on Ihfdrrr\utidrr Tethhd(!o‘gy Se_furity .

Tt




As part of thelr ba5|c dutles, all ISTC staff are reSponSIble
.- for safeguardlng lnformatron and equlpment in. thelr -
custody agalnst mlsuse, theft_and dehberate damage, and
~for taklng all reasonable precautlons agarnst accrdental
. damage Computer equrpment and the' data it contalns are
,VuInerabIe to’ damage by careless or umnformed people
and saboteurs Valuable |tems, such as Iaptop computers
and pnnters, and: consumable supplles such as dlskettes
are attractlve to thleves Sensrtlve records are also “ RN
attractrve, espeCIally to cunous or mahcrous people

_ “Here is, a partra! hst of the mformatron technology secunty
responsrbrhtres All ISTC staff must“

Iock portable equrpment and sen5|t|ve records away
¥ when the work SIte IS+ unattended .

D help ehmlnate slrp ups that wouId allow unauthonzed
L access to |nformat|on by reportlng them |mmed|ate|y,

.t

b




s contre ntatamagerf

- Sccuiy Responsibies

. Resp@nsubiliﬁy

cw

- f : $Hmred fmulatty
' mtam; JGF o

You wnll recelve a full explanatlon of your |nformat|on
technology securlty I‘eSpOﬂSIbllltleS at your securlty o
brleflng (see3 Securlty tra|n|ng) . SRR

Lt

' The manager of each responSIblllty centre establls es o '-

safeguards for computer equlpment |nformat|on systems

' and all data stored in them and ensures that all staff follow

securrty procedures RespOﬂSlblllty centre managers may
delegate these dutiés to other’ managers local securlty
admlnrstrators or lnformatlon system custodlans RS

The manager of each shared fac1l|ty establlshes safeguards.,; y

for a multl -user computlng fac1l|ty, such as.a LAN a
malnframe ora mlnlcomputer and ensures that all staff

who have access, to it follow security" procedures If a local -

) c'\ s securlty adm|n|strator has been appointed, that person

«lnformntmn
o sysiem wstoduem

Depurtmeniul
o Sewwty @Hieer

4‘,
e

* carries out certain: delegated securlty dutles of the shared
facrllty manager : '

seo,0 . )

e ,,‘

. The custodlan of each |nformat|on system establlshes

safeguards for it, and ensures, that all staff-who use the
system and |ts data follow securlty procedures PEENS
The Departmental Securlty Offlcer is'the: Dlrector of the
Securlty and Safety Dlrectorate, Admlnlstratlve SerV|ces
Branch at. Headquarters in Ottawa Th|s offlcer holds

specnflc secur|ty responslbllltles delegated by the Deputy :

the Government Securlty Pol|cy and meets government . ’
v operatlonal standards Questlons about |nterpret|ng and o
~ carrying’ out departmental security: pollcy should be .0
B addressed to the Departmental Securlty Offlcer

D R
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" Personmel Security * . S ’
; v g / ‘ y
3 PEE@S@NHEL §E@E§REW O T
:S@@Eﬂ&*nﬁy @Ee@&'@]aage The Departmental Securrty Offrcer will conduct securrty
~arel onhonced clearances or enhanced rehabrhty checks on‘all staff =
' mﬂmbuﬂnﬁy ehe@Eq managers, . supervrsors, rndetermlnate and temporary ‘ )’
. L employees, students and- contractors — who require access
e -‘ - ‘1o cIassnfled or desxgnated lnformatron to do thelr work. .
S This lncludes LAN admlnlstrators, programmers computer

e operators and network users, -

You must complete the documentatron requrred for.” ‘
o i».'SeCUI‘Ity clearance or enhanced relrabrhty check when :
S ‘asked I N SO

\

PR "Your persona! securlty status wrll be checked

’ B ‘by'your mformatron system custodlan or, shared ‘
T fac:l:ty manager before grantlng you access, T

B "by your. contract manager before your contract - ._"(
»beglns L -

Vo . A '. FE A co )‘\' :,(‘/
&by your prospectlve supervrsor before you are
’ i}hrred and S ,.‘:7'1 P

] .‘by .your supervrsor before asSIgnrng you to new’
DANE f(‘ }»dutres rnvolvrng classrfred or desrgnated rnformatlon

"-'Procedures for securlty cIearance and rehabllrty checkrng :

coop e are descrtbed in the ISTC Securlty Pollcy and Procedures

SR Manual P T L
Sega‘eg(aimn o To decrease the r|sk of damage to records and equlpment
af duiles L B ,and of security, V|olat|ons and breaches, no rndwrdual

‘_ f-should be responsrble for all- -aspects of, any crltlcal
. process. In. fact cerfain’ responsrbrlrtles should: not_ be:
,comblned in one posltlon Unless your workplace lS very

’

-

. : .- Do A . L N - - N . N - .



small or unless you and your co-workers use only stand
“alone mrcrocomputers, your should hold only one- of the
follong respOnsrbrlltles ata’ tme : Tl ¥

n equrpmentoperatrons
ﬂ tape l|brary,

‘ programmrng, or\

' rnput and output Contro

" respon5|b|||t|es‘ and departmental lnformatlon technology
; securrty standards You must attend siich brrefrngs

Y

l' When your term or’ contract_.frnrshes, when you recelve
,a promotlon or transfer or, when you glve up an ISTC '




.

7.

S 5_prOV|d|ng any lnformatlon the shared facrllty manager

}followmg the procedure set out |n the ISTC Secur/ty Pollcy

and documentatlon, and

 needs'to cancel your passwords and user ID and to" !
. ,'close your user account - ' '

Y,

If you are an employee who is leavnng the department you
~must complete the Employee Clearance Record form,~ .

and Procedures Manual T R AT
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sehsntlve mformatlon Access to securlt A'zones IS strlctly/
Ilmlted to authorlzed personnel whose ]ObS requnre it

p,

If you 'see ‘an :unescorted possnbly unauthorlzed/pers

| *_|src smff Hund

bookd Vi

on n

fmmunon Technology\Secumy




o Inforrntiﬁorr Security/:-. =
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Informeation

o and reeords.

N

- Classified and - .
- designated
[Information -

When you create a record you gather |nformat|on |n a
S 'readable, machihe- readable or declpherable form on *

, lnformatlon is desrgnated PROTECTED rf rts release,
' modrfrcatlon orinterruption would harm rndrvrduals or
A |dentrf|ab|e groups butnot the natronal rnterest For }

',Access to sensrtrve |nformatron must not be grven except
' *“to people who have the approprrate securlty cIearance .
- and who’ need the rnformatron to do their work Access to
. - sensitive rnformatron is a s}pecrfrc;ob requrrement not a -
. ~prrvr|ege reﬂectrng rank

B »'u tapes,

Informatron ls, classrfred CONFIDENTIAL SECRET or, TOP
'SECRET if it concerns the natronaI rnterest and may be ,

PR ", ) . R /]\_ o
o , . . .

paper or such machrne-readable med|a as:

B d|s|<ettes, S 'l.\‘ o [

1

e frxed and removable hard dlsks, -

i Optrcal drsks, ;

.’[] mrcrofrche and mlcrofrlm and

o vrdeo screens for ST
T

Informatlon Act Thls means that |f unauthorlzed reIease,

' ;,-removal modrfrcatron or rnterruptron of specific. lnformatron
~,* would endanger publlc safety, publrc trust or’ rnternatlonal :
K Arelatrons, that information. is required to be classified.

; For example, drplomatrc correspondence dlscussrng a

‘ technologlcal transfer agreement ‘with a foreign. government )
' contains, classrfred mformatron Cabinet confrdences, .
_ .v"rncludrng Treasury Board submrssrons, are also classrﬁed
o rnformatlon R A

4 N

¢

R PR v . N FE
N N - N I N )

: ( S IST‘C\Strrtf_Hohd‘b(mk '(‘mrlrrf'(lirmujion T‘echnqlogy;éewr_ity‘- ‘

. . | . B : NS R . PN = [ A i R N
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proposals submrtted durrng competltlve b|dd|ng conta|_ o
desrgnated rnformatlon .Some’ desrgnated |nformat|on s
' not partrcularly sens|t|ve = blrthdates, for |nstance —butit’,
needs enhanced safekeeplng because there are leglslated
R restrrctrons onits’ use.. Other desngnated rnformatlon is; very,
e sensrtrve because its release mod|f|cat|on or |nterruptron
:1 would threaten the reputatlon commercral competltlve
posltlon or physrcal safety of a an |nd|V|dual busmess or
|dent|f|able group E :

You must safeguard cIaSS|f|ed or de5|gnated |nformat|on in v
your custody or when \you are worklng Wrth lt accordrng to S

o : T f) ,‘ :

o The ISTC CIassrfIcatlon and Desrgnatron Gurde will tell you _
how to a55|gn the correct securlty Ievels to. records Consult‘.
your superwsor or your IocaI secur|ty admrnrstrator for help :

Murkmg :
‘;eﬂﬁisSIfleeﬂ @mﬂ e 'the nature of the |nformat|on they contaln, cIaSS|f|ed and

deslgmﬁetﬁ ¥ deSIgnated records must be Iabelled promlnently: Th|s
. rewr@ﬂs : N

lf you are creat|ng.‘a record containing cIass|f|ed and
de5|gnated |nformat|on, you must mark the record

N for PROTECTED and CONFIDENTIAL paper R A
X documents —-lon thecover and the frrst page; and on’ -
every page if the pages can be’ separated easrly, and

3 for\ data screens and mlcroforms contarnlng sens|t|ve




’ \:',. - “ f’ “:’.,‘ ' ! L \\ g ';.‘( an 5 Y .
- Information Security .- - , ‘ e o . 1992 -
Computer records conta|n|ng sensmve |nformat|on -
should be wrltten so that the cIassrfrcann or de5|gnat|on ..
- ;;") |sdlsplayed R, .,'( o Y
. o 8. on screen, when the document is retr|eved and .
T 8 Aautomahcally on prlntouts, as appropnate for the Y .
) " IR ;securlty Ievel St -
’ When you put sen5|t|ve records on paper or machme- , . i
- "7 readable media, you must use file folders or Iabels that .
’ bear one of the followmg symbollc coIours to |nd|cate the ‘-
' securlty levels el T T ce T .
L : .J n TOP SECRET ""Red border and red Xfacross Iabel -
e o back and frontoffolder AP )
_ o SECRET ' ‘“.fRed = -
S ] CONFIDEN Al Green 3 : |
g PROTECTED Blue . "1 ‘ .'";
When you f|nd a. record contalnlng sensxtlve |nformat|0n - -
h _“that has not been marked W|th the correct cla55|f|catron .
. Ievel or des:gnatlon PR -
' : |f you are the custodlan of the rec0rd you musi :
. classrfy or de5|gnate it yourself rememberlng to store .
g .'lt correctly after marklng l’( and AT >, R g
S |f you_ are not the custodlan of the record, you musi . .
.. take'itto its custodlan, your superwsOr or. the |oca| )
: securlty admlnlstrator to be marked and stored ...
e appropnately' T A O : .
' , . "\ : . )‘ r. -
, -
2 | -



: users (see 8 Controlllng Access to lnformatlon Technology
Systems) You must not pnnt ClaSSIfled or de5|gnated

;De&lﬁssnfymg cme! When cwcumstances change and sensmve records no-
downgmdmg , Ionger need safekeeplng, thelr onglnator or: a person

J clussnﬁued @mﬁﬂ
desngmﬂ’ecﬂ




. .‘ l(j ) - ,"’,', ) L _,';‘,\ ‘, - . s /r,/; e q ) ‘_': . '.‘.
- Informafion Securify . A A S 1992 o
C o You musi’ submrt paper docUments, /damaged machrne- -

B readable med|a such-as drskettes and tapes, “and prrnter
e - ... ribbons and carbon ‘paper that have been used to produce
L -’,sensrtrve records for destructron Shreddrng, mulching and
burning are all good methods for destroylng classrfred and
A desrgnated waste e s

Occasronally, a computer that has been used to process
N sensrtrve information has to be c0nverted to other uses.
. i Before using a, hard disk for other | purposes, you must :
e remove all sensitivé recotds from'it. Software that wrpes or:
o overwrites the rnformatron completely destroyrng it is’
... recommended for this. task. If the hard disk'is damaged or.
. ,rnoperable, it may be |mpossrble to wipe the disk, and it
- may be necessary to. destroy it. Consult your local securrty
. "admlnrstrator _your: shared ‘facility-manager orthe = .
,Jnformatrcs Securlty Coordinator for recommended

S

. 'rproducts and advice:

‘

Lose g

4

S ISTC Staff Handbaok on Information Technology Secuily
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o Wﬂ‘u{?ﬁenn \' ‘f ‘Each |nformat|on system, data base shared facnhty or wdrk

'E’@Gecﬂwﬁ'es ' \’ snte that USes computers must have wrltten procedU(es




< Viruses™* ="

. X oo, N o7 CoeL
Ty -~ - N ERSFEE . I3 t T l/‘
0 B - v e RN - - . *

“precautions -

-

l—6"1 §

": J'Vrruses ‘can damage and destroy data software and
- computer hardware. They are partlcularly destructlve when
f,‘lntroduced toa LAN ora malnframe V,~~",f¢,’

o ’;’There are no practrcal ways to make a computer rmmune
o wruses but by followmg securlty standards, staff can
flower the risk almost to” zero. You. musi‘ systematlcally use

v " ;before usmg all flles and programs recelved through

] before usrng all new equment and equment

I

', A virus. is a destructrve program that an be loaded onto a

computer ln two ways: -

u dellberately, by a mlSChleVOUS or mallclous person

- who wants to dlsrupt or destroy the system, or .- .

madvertently, by a person who has not followed

securlty procedures KA

- K,Vlruses repllcate and append themselves to other flles, -
L programs or dlskettes and they are spread when someone
. “'_?downloads an- |nfected file or. program or uses an- |nfected
PR dlskette Viruses are sometimes devrsed £ be trrggered by
j a predlctable computer event such as a date change or’

";-,other routrne operatron A T '

S PR
I "r, Coo e

a recommended up- 1o date antlvrrus scannlng program

x' l regularly for all machlne-readable med|a in your o

"custody, |nclud|ng drskettes and:tapés, hard dlsks in,

o servers, removable hard drrves mrcrocomputerSfand

' portable computers,

Ll before copylng and usrng all |ncom|ng dlskettes,
mcludlng diskettes from,your home computer and
new, shrink- wrapped llcensed software, P

:,communlcatlons Ilnes, and PR

- returned from marntenance '. o

Ty e e A

Ry

- ISTC Sfaff Handback on Ifoimaion Technology Secuy- | -

e
.

B
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»unusual The most lnSlleUS'VII'USGS Ieave only a trall of ,
.-'corrupt data,‘blank dlsk space where data should have e




: ~When a v1rus appears, |t is very. lmportant to track down
. all |nfected files and,if p055|b|e, to ldent|fy the source If 2 a

ol virds, remalns in any flle, anywhere in your system, it w1|l

' : fappear agam S N
! W :, L .1
o : - o ’ L
s R J P .-./‘ °
A ' ) l‘\. . B
. , i ! ‘ Vo
i - ; ! - ‘ V
; ! G T
P ’f L " .
, ( s ; ,
2 - ’ ’ g ’ 1 b
, {3 : , \
' " v \." " 1 . N
! a o ’ N .
N ] i -
. g - ¥
. , . : Cy /,. ,
., - il Y 1
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8 ISTC Staff Handbaok an Inforination Technology Secuiity
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V n«c:ll] «@naﬁn‘ l] Safeguardmg hardware, software and data \ |

||m1t|ng access to sensntlve data stored in- mu|t| user
'c s‘mputers to; authorlzed users 1dent1f|ed by user )

‘A user ldentlfler (user ID) is a unlque code that is aSS|gned 'f
»-“to you 50 the computer can. ldentlfy you and aIIow access .
' accordlng to your estabhshed prnvnleges

s—'zand i general data-processmg

operatIOns - é password” jsa unlque character strlng that




7

’ Cbntrotlihg/ltccéss fo Infdrmqﬁoh‘ Technology SySte'n__tsi,%'i IR

o access specrfrc data or software ’It is’ not the WordPerfect
) password” feature, whrch |s, rn fact a srmpIe form of
‘ "encryptlon IR ;

- You must change your passwords S e

s u at Ieast monthly, if you use TOP SECRET data, ) O
T otherwrse, at Ieastquarterly, and ]

: . o o rf_ if: the shared facrIrty manager asks you to change rt
" :As wel! as folIowrng these ruIes, you can and should
2 R change your password whenever you thrnk you should

R P I rYou st keep your passwords prrvate to prevent
RS ' ',“-','unauthorrzed access ' ‘

R {If you' Ieave the work srte permanentIy, your passwords erI
L ?-?,_be cancelled CLL ‘

/ - R

n ":You must choose passwords that are

u random, S :" '

' [1 flve or more characters Iong, and

S e reasonably hard to deduce “

e ,’v'_’For example, you couId Use. the. Iast three Ietters of two -
C f:drfferent words, or the frrst four Ietters of a word and two L

random digits. You fivst Ao use dates or real words,
especially names ~ they are too easy to frgure out

M

you must not

(R n record them ina computer except ln encrypted
4. AT

e  form; -

, embed them m rnformatron system software code,

, _jrnclude them - unsecured automatrc Iogon et -
"'procedures stored in any computer (see your -
o -'shared facrlrty manager if you need detarls)

5




“ltis strongly recommended that\~ ser’ IDs and password
"~be suspended automatrcally after three mvalrd access'

» prrvrleges all your computer prrvrleges may be wrthdrawn

s
1S
W
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.

1 desrgnated records you i must ensure that. they are. marked

1_ contaln You musf store machlne-readable med|a

s machme—readable medla You, must ensure that sensrtlve :

J

22 -

- termmaI has been automat|calIy Iogged off JUSt log on:
-~ ‘again and access will be restored REEETE I

, uncIassrfled and unde5|gnated information, do not have

Also, if you do not use your user ID and passwords for a:
Iong tlme they may be suspended automatlcally

m

Therefore, if'you. flnd that your user iD or passwords do - -
not.work, contact your rnformatlon system custodlan or
shared facrllty manager R T

!
o )

Aui‘omatlc logoff

As a securlty measure computers may be programmed ‘
to log off terminals; automatucaIIy when they have been o
inactive: fora predetermlned perlod If you flnd that. your

Removable machme-readable medla RN

CIf you have in your custody removable mach|ne-readab|e
“media (portable computers removable hard disks, optlcal
dlsks d|sI<ettes and tapes) that contarn classified or -

W|th the level of the ‘most sensitive |nformat|on they

contalnlng sen5|t|ve records in the approved securlty
contalner approprrate for thelr securlty |eve| (see 5.
lnformatlon Secunty) R R

N

Deletlon will'not remove lnformatlon compIetely from .

records are5w1ped or overwrltten, or-that malfunct|on|ng i
machme-readable medla are destroyed (see 5. lnformatron

Securlty) O e
e

Removable machrne-readable medta contalnlng

speclal storage requiréments, but the lnformatlon is a,
~valuable asset that you should safeguard agamst such

2

hazards as flre and vandallsm N

4
)

" I5TCStoff Hondbook p"rr"lnformiqﬁon'Technolbgy Securily |
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1992 \{f o Yo ~ Controlllng Access to Informunon Technology Systems»
IR Frxed harcl drsks o }
;_;\, You must not store cIa55|f|ed and hlghly sen5|t|ve desrg- o

R nated lnformatlon on the hard dlsk of your computer, even
C T ifitisa standalone m|crocomputer keptina ‘seclrity- Zone ‘
f ‘_"'."'Keep it on d|skette and store’ |t inan. approved securlty‘

Lo «container (see 5. Information: Securlty) Consult your '.'7

L ’ L securlty adm|n|strator or the Informatlcs Securlty R ~_" K
S f.; . Coord|nator for he|p or. more |nformat|on Even; uncIa55|f|ed . :
L L S ::' and unde5|gnated |nformat|on stored on flxed hard d|sks in;.
. BT computers that'are not |n security zones may need speC|aI
S T protectlon to malntaln |ntegr|ty and ava|Iab|||ty SRR

Rl -

o

R Computer hardware and software controIs may be used
L but certaln basic access' controls. can be’ by passed fa|rly
SRR eaSIIy by a determlned person Computer |ocks offer onIy
Lm0 minimal securlty butyou should Use them if they are " .

i

s

¢

) S ava|Iab|e They can prevent unauthorlzed peopIe from S
e ':‘{' u5|ng your computer, |ower|ng the risk of damage to your .
) 3 R , S f|Ies from usererrors or, V|ruses Computer Iocks and, - L
‘- ; password protectlons can be overcome,ahowever,\and a. .
S - hard.disk can even'be: removed from the machine.dfa" s
. o , N 1 computer in your custody has no adequate safeguards, o o
‘- . . L SR you 'must | ‘ensure that sen5|t|ve records are W|ped from |ts ) o
[P hard d|sk onoverwrltten T S T
® Encryptlon by a commerctally ava||ab|e package approved
@ by the Departmental Security-Officér may be an adequate RS
®. safeguard If you choose thls method you must ensure" 00
- Certaln software packages |nclud|ng WordPerfect L
. - 8 . can back up flles automatlcally ThlS is usually done in’. L
- L E " by orlglnal backup, wh|ch stores the backed up f||es L
e CoUo.L i the computer under anew. name and SR K
@ '} [STC:Staff Handbook on Inft)r_rh_uhon Technology Security  ~ ,
. v\:N [ . ; . . N J " ;
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e

, 'When you use such a product to process sensrtlve lnfor-
matron, and if the' program does not encrypt your record as -
oy you create it, you must ensure. that the automatlc backUp is .
"dlrected to’ a diskette. Then you must remove and store the ¥
dlskette in‘an approved secunty contalner If you are not
‘worklng with encryptlon software and you cannot’ redlrect
the backup, you must drsable the, automatlc backup feature
cand perlodlcally save. the file on'a dlskette Then’ you musf
E store the: dlskette ln an approved securlty contalner

| Deletlng f|les from your hard dlsk will. not safeguard the ,

~facility manager for lnformatlon about programs that wrpe
~lor overwrlte files, destroylng them completely (see 5
','-*Informat|on Securlty) SRR e

Portable computers are especrally vulnerable because they
_-are very. attractlve and ‘easy to take Once a computer is

Lits hardware and. software to get atthe data: You must .
" never leave a portable’ computer’ unattended where it can
o -be stolen, It is particularly 1mportant to apply the safeguards
o for hard dlSkS to portable computers wrth hard dlsks

N Orrgmal software
'v"If it is. possrble to make a legal copy of orlglnal software
7 (see:13. Copyrlght) you must nof use the orrglnal software
“in regular operations. If posmble store orlglnal software

‘(offthe-shelf or custom-wntten) ina secure place to B
‘ .iprevent damage and unauthorlzed modlflcatlon /7 DR

l by tlmed backup, Wthl‘l deletes the backed up flles
automatlcally when ‘you exrt the program ) '

sensitive information. they contaln Consult your shared

“

S E

stolen, the thlef has the leisure to flgure out how to modrfy )

4>-‘,

T " ISTC Staff Handbook on Information Technology Secuify |
- - ' w-" T L v NP ~‘\1:II;_J), RS




] -"'se@wnﬁy and ‘,‘sensmve datasrequrre the same IeveI of safeguard as. the
D \@@thttyﬁer seeurlt}y computers that process the same data Elecronlc miail is

»Linformatlon because telephone calls can be |ntercepted
; fﬁ-, i many dlfferent ways Dedlcated teIephone lines-aré "
\preferred for communrcatrngtsensrtlve lnformatlon You
must use encryptlon or: some other safeguard approved
B by the Departmental Securlty Offlcer when transmlttlngt Ry
classrfled and htghly sensrtlve deslgnated lnformatlon, :
: ‘unless a threat and rrsk assessment |nd|cates otherwrse

Consult your shared factltty ma_ ager or the Informatlcs '
Secunty Coordlnator about the teIecommunlcatlons

" Communlcattons and data p ocessmg equlpment are
called TEMPEST compllant\when they are built s so they =

- cannot ‘releast lnformatlon in. eIectromagnettc em|55|ons; U
: that can’be. lntercepted bye an unauthorlZed perso T
(”Tempest” was.a-code name for the technology when |t

‘ was’ belng developed) Normally, If you. do not work ina ..
. shlelded roomt— that IS, a room bullt to prevent electro- -

: .',magnettc emtssrons 3— you must use’ TEMPES‘ ,compllant :

__*equlpment to store, process and transmtt c|assrf|ed: '

)There may be crrcumstances \whtch TEMPEST—comlean .
s equlpment is. not necessary for handltng cIassrfted |nfor~
= matton but the Depart‘mental Securlty Offlcer must give "~




" Controlling Access to Information Technology Systems: - P RS LA
: ;"'Most desrgnated |nformat|on does not have to be - .
' fprocessed on TEMPEST compllant equlpment However, '
certain highly sensitive designated |nformat|on .may be -

L processed on TEMPEST- compllant equlpment if you. have”
¥ consulted the Departmental Securlty Offlcer anda threat

AR and risk assessment |nd|cates that it is necessary

;Encryptlon e D 'v;_f"' T ‘
Encryptlon is the transformat|on of dlgltal data in pIa|n text
‘toan unlntelllglble Jumble by a ‘reversible coding process,

' _based on a l<ey known onIy to people who are authorlzed
" to.see the data g

_ ) 'Encrypt|on is one way to safeguard SenSItIVe |nformat|on
S o dunng transmnssron orin storage There are several off- the-
‘ .| shelf encryptlon appllcatlons varying-in the degree of °

L safeguard théy provrde Consult the Informatics Secur|ty
) Coordinator for advice on choosmg and using encrypt|on ‘

) products for de5|gnated information. For encrypt|on

% »'products for use W|th classified’ lnformatlon consult
the Departmental Secur|ty Officer, who approves all

‘ encryptlon products used in ISTC : 'z,\ ' '

";',," The WordPerfec password feature isa srmple form of ;
' ’encryptlon —the password is the key. It is easily by passed

. oandis |nadequate to. safeguard classrfled and desrgnated
’ S |nformat|on ARSI S e ‘

. ‘, : . . . , / j

R Downloadmg anc/ uploadmg f:les
Al staff must observe the securlty requlrements of all data
~ they download and upload and ensure that the rece|V|ng
’ icomputer and the' communrcatron method meet thOSe

e A securlty requlrements “Consult the mformatron system
T custod|an and the,snared facility. manager for mformatlon._

2

’, ISTC Smlffllundbdﬂr]k mljlnforrfmliorf le"chnololg.y -_Sgcur’ity '
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. -3‘,, to secure systems TR St o
R T Dlal\up Imes >~~ S e g
S Tl A dral up I|ne is the easrest route |nto a computer system

e T for hackers 1STC. computers with: dlal up lines are to be . ,
S L safeguarded by addltlonal verlflcatlon procedufes: ConsuIt
BRI ‘1‘-: -~ 'your shared: facﬂrty manager orthe, Informatrcs Securlty S
I Coordlnator on usmg dral up\lmesx Tt T w

<
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MAINTAINING HARDWARE AND SOFTWARE
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On-slie

mumienunceif L
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P

 Off-site o

o _muinieh'um'e;" :

. 728 i

e ‘mation system custodlan, shared facxhty manager or the
* respon5|br|rty centre manager ,, RN

3 nance staff and supervrse them closely whrle they work

' ": in your custody that is crltlcal to operatlons or is used to )

. process sensitive |nformatron, you must calI your supervxsor
or the sharedfaC|l|ty manager A g;’—[’. U ’ e

- /

i

Malntenance work may be done only after |t has been .
properly authorlzed When somebody comes to’ work on” .

equrpment inyour custody, you-must check for authorlza-~
tion. Malntenance of TEMPEST-compliant’ equrpment .

. may be done only when it has been authonzed by the N
Iepartmental Secur|ty Offlcer ‘ s .

Malntenance and support staff who work on equlpment
used to process sensltlve lnformatlon must hold approprlate

secunty clearances, wh|ch will’ be checked by | the infor- -

Before malntenance staff come |n to work on equlpment -
' used o process sensrtlve data, you must remove all

sen5|t|ve data or otherwrse enstre that it is ‘not accessed
copred or modrfred For example, you can escort marnte~

You must escort marntenance staff workmg on equlpment

" process sensrtlve data Iy you see’ unescorted malntenance
staff worklng in a security.zone or on equrpment used to -

Before equlpment thh hard dlSI(S |n your custody is sent
-+ offsite for malntenance you must ensure that all- sensmve

data has been removed from it. Consult the shared: facrlrty( >
7 manager your local securlty admlnlstrator or the Informatlcs

Securrty Coordlnator B TV Y

. i . \ oo . L T - Py
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10, crm or compurms AND mcmus-
R REEADABI.E MEDIA
lﬂiriC'uré elnd : Computer equrpment is vulnerable to heat dust Irqulds,,

@leunineés C pOWer surges, magnets: and many other mfluences Here
. " U are some directions and. suggestlons for keeplng your ,
computer clean and safe '

:.tt. . -

You must

¢

=t protect alI magnetlc medla (drskettes/tapes and: hard)
. dlsks) from. magnets and electronic equment that ,
.contains’ maghets or generates magnetic flelds, such )

. as Speakers and certaln telephones

You must not' T

Ieave diskettes lylng around W|thout thelr protectlve o
)ackets, j' L : '

u ‘bend or staple dlskettes, L

0 touch the shrny surface of a drskette, C Y

U wrlte ona drskette W|th a sharp lnstrument or

:

‘ u use staples or paper cllps on a dlskette

You should

R ,-f 0 use wnte-protect tabs on. read only dlskettes to
s .. ¢ prevent damage to flles, g : :

.’EI: keep papers and other |tems clear of the air vents |n .
equrpment to prevent overheatlng, KR -

ey 1 keep food:and liquids away. from computers and
o .machrne readable med|a ‘

.. B ‘cover or pack up computer equment when it |s
- not belng used, when it is'being moved and when
- the envrronment is very dusty, such as durmg

K renovatlons » '

2 |

1STC:Staff th’dbudk on. Informbﬁdﬁ;Téch‘nolgdlr Se:cur'ityj /
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_ Cureof Computersund Muchmeteuduhle Medm

mstall surge protectors to safeguard mlcrocomputers o
from fluctuatlons in the e|ectrrcrty supply, and ‘

n ensure that a hard drsk is safely parked before

: movmg |t or the computer housrng rt }f S |
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- - \« - y . o

: ;"i;'i:;' T o ,—,Momromue COMPI.!ANCE

S e AII staff are responsnble for monltorlng compllance w1th
R "_'icontrols on activities under thelr authorlty '

lnspechons T ,To ensure that |oca| practlces comp|y W|th government
und uudll's’ ..~ ~and departmental pollcles and standards, IocaI managers,
(R ’:«;‘the(lnformatlcs Secutity Coordlnator, the ‘Departmental -
. _ Secunty Officerand the- Operatlons Audnt Branch conduct
B Lo perlodlc lnformatlon technology security. nnspectlons and
Lo audits. The DepartmentaI Securlty Officer may also caII in.
’ O uthe Royal Canadlan Mounted Pol|ce Securlty Evaluatlon
VT and Inspectlon Team (RCMP SEIT) ’

. - i IR RTINS ,
AR Among other aspects of work 5|te operatlons, lnspectors L
PRI and audltors study the’ patterns of user actnvnty and
' ‘computer operatlon ‘For exampIe they revnew user access
IR records and transactlon Iogs, computer actnvnty Iogs and
EREA backup records lnspectors are also: interested i in whether
y.unapproved or |l|egaI software is-used, ‘whether sensitive.
; records.are marked and stored correctIy, and how offlce o

’space is organlzed

e . .
Co, T

Records und AII computer systems need per|od|c mamtenance of
< retention hardware and software: When a- problem appears; )
schedules _l _someone ‘has to find out when it started ‘what caused it -
ST S _"and how to fixit. Also,; upgrades to hardware and software
s B el ‘have to be pIanned Therefore someone has to he abIe to

’ flnd out what the computer has done and when

’ : Dependlng on the lmportance and 5|ze of the system R
" “therefore; ianagers. w1|| dlrect staff to keep some or a|| ,
S : ,g;,ofthese records S S
L i hardware updates e "
S l software updates B |
32, *

. ISTC Staff Handbock qrr.'Infdrmrrfit‘)h"l]fechﬁdlggyvSetrjr]tyj: :_‘

- . - - . - coL N . STl e SR s R : . . .
g v - Pt . ) P ... DN Lo AR A L 5 L N . L .




If you are dlrected to keep such records, you should
estabhsh a retentlon schedule so that [ogs are avallable for
pet‘IOdlC securlty lnspectlons and audlts and are dlsposed
; .of when they are no longer needed You must keep such
; logs for at least three months, butlt is: recommended that

The dlsappearance of documents and dlskettes, and'
unusual events such as unaccountable changes to

HInC|dent you l
. admlnlstrator, shared facﬂtty manager or\ responstblllty

A staff member w1|| be appornted.to record secunty
. incidents: and report them to the Departmental Securlty
Offlcer lncrdents that look\trlwal when consrdered |n
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3 fBACKUP AND GONTINGENC‘{ E’ROCEIEIRES

Duaiy !amkup

Y

' 'reconflgurlng software

. 4 ‘ e ’

/ Some users may need more frequent backup than the

K l,system provrdes You can arrange changes in the backup
. schedule with your shared facl||ty manager or lnformatlon

 ‘Backup is a very 1mportant secunty measure All users

‘must learn the backup schedule- that thelr shared: facrhty
-manager or rnformatlon system custodran has establrshed

You can. Iose actlve flles through many klnds of accldents

malfunctlons and errors, as well.as through V|ruses and
_other. forms of del|berate damage You back up.your f|les

. and software. by copylng them so you can recreate them,-
at least to the point-of your last backup, shouId they be
" lost or damaged Data and software on sfandanne mlcro-
) computers should be. backed up penodrcally to. prevent

damage to ‘data and loss of t|me in. relnstalhng and

system. custodlan or Iearn to do the’ backups yourself

“ Your shared -facility r manager or lnformatlon system
' custodlan will show: you how ‘ v ’

Here are some aIternatlve types of. backups

v a fulI backup, whlch backs up all files on the: system

B dlfferentlal backup, whlch backs up- all the flles
- -changed since the last full backup;

- lncremental backup, which backs i up- onIy the frles

' and.

’ R ,selecti\'/e/baCkUp,,‘v,flhich can bé;ahy of the aboye

-+ .types of ba.\ckup,/‘includikng.or;excludingrspegiffc, files.

I;STC Stuff ftundbddk on lnformdﬁon Technolorgy Sgcurity :

o
f

changed since,the' last full or incremental backup; . .

o - N . . - . . .
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l .’,r’ R y ' \' \\(" N B ‘ s .‘\\’: y X. PR . : o ‘;
() . N, It is extremely lmportant to check that you have completed ST
. i , ‘ ;ﬁ' , your backup procedures successfully Usually a- message is; Lo
R C A ﬁ( dlsplayed on successful completlon OtherW|se, you m|ght Lehe
@ “find out too late that.your. backup f|Ies are unusablei_‘» :
- S f’,?'. ) ' because of some processmg errot. ' .
! ' v Lo LARVAN . N N

. . ':“l. g N [ .. C ‘_ .
- Sﬁ@ﬁ‘ﬂﬁa@ @ll@ﬂll(ﬁ g j _ You musf store backup medra ina safe place away from .
o - ond soﬁﬁ‘wwe . the'active- flles Th|s prevents’ loss of both the latest backup :
‘ ll»mllwgas e ‘.and the active files in the'same. |nc1dent If you work: Wltl’]v

e BT |nformat|on critical to recovery and operatlons, or with L

R ST e e |nformat|on that would be: very d|ff|cult to replace should -
‘ ‘ SO ‘a d|saster hit your work srte, you must store a backup off S

1 AR AR srte The Infol matlcs Securlty Coordlnator wr]l help’ you
ST arrange seciife offsrte storage for aII mach|ne-readable
SRR (-wmedlaff ‘ _ o ’\5 '

You must record the locatlon of your stored backup
A . i_ data and software accurately You should also record
e _'_ . encryptlon keys and passwords requlred to access the RN
SO * data; following the precautlons for passwords and key
\ ’ . ’ “material (see 8. COntrollrng Access to Informatlon E o

’

. : Technology Systems) IS o o, S \
- e .l - ,‘ A You musi‘ l<eep enough generatlons of backup data to S .f-; l

ensure that you can recover uncorrupted data. Thlnk
about how long an’ error or malfunctlon can remaln o :'.’é‘. '
LT e undetected in your system You mlght have to reprocess B
R oId data if you have had'a. problem in. your system for o
o T .soine tlme Ifyou have destroyed yourold backups R
Liel prematurely, you wrll have no valrd data to, work wrth N

-

" [ e, P . P R . . T, ST . . . "
X
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4

[

" Recovery, .

[ « o Lol T
SO . . o

'-.You must test your data recovery procedures perlodlcally,
-+ ‘anid always after. modifications to related hardwate and

o software. People have lost months of worl< because, ;
: although they backed up’ thelr data rellgrously, they could

" Contingency -

‘procedures

[N
't
2N
‘. o
. ;-
b
A
.
. ,
!
I
>
s
KA .
\
B
i
>
-
:
.
.
t;
.
, v
p R

" ot recover it after a. routrne software update had made
i"thelr backup data lncompatlble w1th thelr system O

e . [N
. \ } -
o

You must learn your funct|ons under contlngency plans

- prepared for your work s|te The cont|ngency plah sets -
“dut procedures fory you to follow to help limit the damage

~done by a loss of computer- resources.. Your’ superwsor

will brlef you on your. respons|b|l|t1es under the - -

) contlngency plan The contmgency procedures may

- provnde for reduced service by the affected system, full

. resources at all:. T e

service bya backup system or serv:ce W|th no computer
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software When you buy software legally, it comes W|th a't
Ilcence that states how you are: permltted to use it] usuaIIy, ’

When you begln to work for ISTC or when you are
oo \granted computer prlvrleges, you_may be requrred to '
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4. . nssounc:s s
: ‘ARefeiém-e/s Lo The ISTC Secur/ty Pol/cy and Procedures Manual whlch

comprises the CIaSSIflcatlon and Designation Gu1de ahd-

- the Deputy Mlnlster Directives, is issued to all staff
- when. they begln work with the department, You can.get’

o ’addltlonal copies from;the Securlty and- Safety D|rectorate'
- anditis avallable in the departmental Ilbrary L

. Informat/on and Admln/stratlve Management — Secur/ty, ‘
"better known as the Government Securlty Policy (actually
‘the: tltle of one of its sectlons) isa Treasury Board manual
"It also’ contains the Interim EDP Security Standards
" (GES/NGI 14) This is aIso available from the Departmental _
- Security. Offlcer or. the départmental Ilbrary A draft of a -
" ‘new version of the Intérim: EDP Security Standards is o
» ‘,'lncluded in two manuals that are available from the '
o ,Informatlcs Securrty Coordlnator Technlcal Secur/ty
. Standards for Informatlon Technology and Small System L
' '-_SecuntyGu:del/nes L V

. ~There are two other: handbooks in thls serles each of

whiich contalns a consolldated lndex to the entire series.

~ The ISTC Handbook on Information’ Technology Secur/ty

for Shared-facility Managers and Information- System

l Custod:ans and the ISTC Handbook on Informatlon

. Technology Security for Respons:blllty Centre Managers
~ are available from the Departmental Securlty Offlcer
~orthe departmental I|brary ' o

‘
E]

N ‘
i .

(o

o 1STCStaff Handbook on Informafion Technology Security




| - Resource v
. personnei secunty, consult the e j ,»' ,:; k . ; L

a L) shared fac:llty managers, C

T N _ff~\ aY

SRR mformatlon system custodlans, N

\ Informatlcs Securlty Coordlnator, Informatlon
K ‘ :;Management Branch and s '

. ’
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records of. transactlons that collectlvely provrde docu
menfary evrdence of processrng, is used to' trace orlglnal
;transactrons forward to- reIated records and reports or
backward from records and reports to source transactlon S,

publlc under the Access to lnformat/on Act rnformatlon )
'_~that concerns the defence and malntenance of the soaal
polltlcal and economrc stabrhty of Canada and thereby |

(resultmg from applyrng cryptographrc, transmrssmn and
emrSS|on securlty measures to telecommunlcatlons, non- .
'telecommunlcatrons and lnformatlon handlrng equment -




| ;Securlty Offuer

'designuted ,ir_tfor‘mution‘

B diuljupfline o
do’wnfoad

: en_cryp'ﬁon-»_ o,
. encrypﬁen key p

: fncilifty -

. Thuckérf

"

_— interest but still requrres ‘enhanced safekeeprng, R
o PROTECTED information. The ISTC Security PoI/cy

E - and Procedures Manual |nd|cates what materlal is |n
< thrs category R Y

. alink toa computer from any telephone

Cto transfer records from a remote computer to your
y computer through communlcatrons I|nes .

N ,transformatron of p|a|n data to an’ unrntelllgrble form
“ through the use of a reversrble cryptographlc process

- a un|que str|ng of characters that an encryptlon product
. uses to encode and decode data , ‘,

i computer equrpment related systems software (operatrng
" system, utrhtres, compilers, data base, securrty, communr- :
fcatrons, etc) medra libraries (tapes, diskettes, etc) ‘on- Irne

;,Ilbrarles, communications equrpment ,and related ,
: 'supportrng equrpment (air. cond|t|oners, unlnterruptrble
) pOWer supply, alarms; etc) : :

s common term for’ a person who compromrses or evades
: ’safeguards to ga|n unauthorlzed access to computers

' Glossqry , " S S 1992
. confingency plan- a comprehenslve, consistent statement of aII the act|ons to> ',
' ot be taken before, dur|ng and after a d|saster (emergency
cond|t|on) which, if foIIowed will ensure the requrred
ava|Iab|I|ty of the computers and data resources to
o ‘:malntaln the contrnurty of operatlons in an emergency
deﬂicméd‘line, o a flxed link. from a computer to a spec|f|c Iocat|on
y Depﬂrtmental - ',the Drrector Securlty and Safety D|rectorate, )
.“Admrnrstratlve Servrces Branch; has speclflc securrty

responsrbllrtles delegated by the’ Deputy M|n|ster

sensrtrve |nformat|on that does not affect the natronal

)
PR MV

A - ' - . \ L : Ts - .
. < " S ) o N L N Nt . N i

ISTC Srtdff Hundbookon Infq}fnu_ﬁun Technology Security

¢ . .~
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e hnglily sensutlve : desrgnated materlal that requrres Spectal safeguards Refer
\. demgnaied mlormctmii to the Classn‘lcatlon and Desighation Gurde in the: ISTC. .
wro . ‘Securlty PoIlcy and Procedures Manual for exact crrtena R
s N ;"'the advice of the Departmental Securtty Offrcer can also S

¥ L v 2 .
PR S R oo P Gl T v . T L S N ,
. . R - . T T R e - © s .
3
,
1
I

‘

.:\‘,. oo be sought EE RS VRTUMR A ,3‘
'inforir‘l_utics; s generlc term coverlng all lnformatron technology o ‘7}
LT e ;:equment software and services used for the coIlectlon,
" o f] 'processmg, storage, transmlsern, reproductIOn and ' .
i St {presentatIOn of |nformat10n e _‘ o

lnlommhcs Secunty member of the lnformatlon Management Branch (IMB)
Coordmetor K ‘_ A -who advrses,and assists the(Departmental Secunty Offlcer,
PR S Co ‘»has specific respon5|b|l|t|es for secunty trammg, compllance B

T ‘imonltorlng and advrsmg ISTC staff on mformatlon tech N
o *nology secunty, also prepares ‘threat and.risk assessments ’

- . L ; and contingency plans for critical corporate mformatlon WL
NI “ _‘ '\ systems runmng in computers admlnlstered by IMB .'“": AN
N R L - \_: LY |
'itjfofiimiion:systeiii . a combmatlon of- hardware, software, processes and - ']
SRETDA NI }procedures assembled to! accompllsh specuflc buslness
‘ D '-nobJectlves, uses data as’ lnput L C o \

-‘-*person responsrble for the decrslons c0ncermng the
. _.f“system s, functlons~ deslgn, operatlons and data

mfommtmn system
cusioclltm L

N

N . 1 L T L

mlormetmii system f‘_the set of computer programs and other mstructions of an
-. sofiwqre Do e mformatIOn system that handles the specuflc task to’ be LSRRI
L e accompllshed by the computer 8 : o

L S

integrlty ot requurement that the lnformatlon be accurate, complete o
¢ v and dependable, is partlcularly lmportant for fmancral\-l ST
S B systems and dec|5|on support systems ‘ o

1

W see local areanetwork { e




- .

o Blossary

P

* local area network

A

local security ¢
- administrator <.
. e mermatlon technology securlfy dutles by the locaI _
manager P A IRt

e
RN
r

logutul utcess mntrol

s

¢ S

‘mainframe

‘

AV

ininicomputer .

ae e

‘ :f'aegd to l(now

ST

reo-

pessword.

N

personnel security

il sy

rof cables operates w1th|n a llmlted geographlc area,

|dentlty, a password is pnvate unllke a, user |dent|fler

- respond to unauthorlzed access, is separate from T

«

“a system of dev1ces mterconnected by a cont|nuous
medlum so that equment and appllcatlons (data or word
processors, electronlc ‘mail)-can operate over a smgle set

usually within a radlus of no‘more than 50 k|lometres .

staff member usually a shared faclllty manager or h ‘, i
mformatlon system custodlan assngned to- certaln local

R

the password adm|n|strat|on and other software used to ' '
control access to computerlzed [nformatlon

. S

a large computer usually 5|multaneous|y runnlng several_
systems andr servmg many users located at multlple sntes,

a medlum sxzed computer that has a; smaller processmg" »
capac|ty than a ma|nframe but IS used in the same way, -

the pnnclple that only those who’ reqwre it for thelr offlclal
dutles may have access to, knowledge of or’ posse55|on of
sensltlve lnformatlonf L e

‘ )

.a umque stnng of characters used to authentlcate an l

' v

procedures to’ ensure that all personnel thh access to
sensmve mformatlon have the necessary authonty and
clearances T B T "

7

procedures to locate and desxgn accommodatlon and
establlsh phySIcal procedures to prevent detect and

hardware and software secur|ty measures ,

.a statement of |ntent deslred result or reqUIred actlon 2
often dlrects actlons to be taken sets the rules that govern
standards gu|dellnes and procedures

_2)/ s,y

s ‘q

4 cL oLt LT o



T :

|s preserved |n words, p|ctures, numbers, coded characters .
or any |nte|I|g|bIe machlne-readable or dec|pherable form

e measures taken to safeguard them

% \: "s

schedule that states how Iong records, s ch )as compute, >
“access Iogs, must be kept and when they should be

-destroyed S

an approved flllng cablnet equlpped WIth a]ocklng bar
and an approved dlal comblnatlon padlock orap’ - :
- approved safe W|th a d|a| comblnatlon Iock\ For more

|nformat|on that mustbe secured because |ts unauthorlzed

o -‘dlsclosure, Ioss, aIteratlon or destructron wouId cause

‘ safeguarded to |ts level of sensmwty, must be ass|gned a

securlty level and properly |dent|f|ed can ‘be’ cIassn‘red TOP
SECRET SECRET Or CONFIDENTIAL or desrgnated <




' (Glossury

: sénsitive'mutérittl EEe materlal that is cla55|f|ed or de5|gnated or shouId
I A AR otherwxse not be made avallable to. unauthorlzed people

shared-fadlity manager person re5pon51ble for the hardware, systems software _
T relatéd communications equipment and - data of a multi- -
- ‘user computmg facility, such as'a malnframe computer, .

- minicomputer-or LAN. At some work sites; the security.

o duties of the shared facility- manager are carr|ed out by a .

R flocal securlty admlnlstrator RV ¥ v

; softwure E . a term used: to dlfferentlate computer programs from the
L " metallic. circuits (or hardware) of a computer system; ~ [
,'_stored set of mstructlons governmg the operatlon of a o

computer system T : . f_ o

’impering o o Lo unauthorlzed modlflcatlon that alters the proper K
‘ " - .. - functioning ofa system or piece of equlpment ina manner
- that degrades the securlty lt prowdes '

. unauthorized person - ',-_”person to whom access to cIassnfred or de5|gnated
L B |nformat|on ‘has not been. specrflcally glven

coploed - 7 to transfer records from your computer to a remote
’ c0mputer through commumcatlons hnes

virus - - . a program |nserted into a system for m|sch|evous or

B SRR ~malicious purposes is capab]e of rephcatlng and attachlng

. SO itself to ‘other files; may be tnggered by a predetermlned
AT event ordate. . ..

visiter - anyone other than srte staff

S

L

';‘46 " ‘ llSTC_Stdff’ H&_ndbhok on:lr]fbrmuﬁon Technbldgy Secﬁtity :
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Access to lnformatlon Act, exemptlon{ o _TOP SECRET. '10,20 "~ .
under 10 ... ¥ Classmed records/lnformatlon T |

cknowledgment sngnlng of 21 37‘5.“ ;¢ “accessto. 13w, L iy
Mmsazm u;“,..#n*:?fwthw; ’h%w_f
Ces T eclassification o
~‘Automatic logoff “22 T deletion of 22, 24 T 1
Automatlc logon 20’: KRR = downgradlng of e
Avallablllty 23 S ; o 3:3_ _f ‘marking of ;. 11, 32 R
R RN ~4_~per|odlc revnew of R e
, Com e e prlntlng of . RO
Backup ST T L v processing of 25- oLy ’
' automatlc 23 : safeguard requwements for 13,00
da||y 34 - . uptoo o U7 storageof 22 i e o ‘
dlfferentlal 34-.> el ey transmlttlng of . 25 b Tt
full e T CIa55|f|ed waste,\dlsposal of
mcremental e " Code key.. R . (_‘ S
: or;gmal 23 S S0 . Communlcatlons securlty 25 )
:I;eecslve2434 Lo ‘ Computer locks. 23
Backup medla AU »‘ IR K ‘Conflguratlorj changes, recordmg T
- premature: destructlon of 35 of .33 . T e
_ storage of. 35" z:;tz o Contmgency plans 5 36 _
"Backup procedures successfu] Copyrlght lan Canadlan 37 )
*" completion of - 35 AT * Criminal. Code 37 .‘f-__‘f_’i.i ,:‘_‘
.;Backup staff 21 o ‘: R J Crmcal I SRS R
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' functlon“ 21 SRR RN
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- .Dial-up Ilne, safeguards for 27

e

D :

'Data recovery procedures perlodrc

¢ testing 6f.”. 36 -
. 'Deletlng 24 ‘ o
B Departmental Securrty Offlcer, dutles

of . 46172325262832
33,38

g f\,iDesrgnated records/lnformatlon R

dccessto- 13

" correcting IeveI of -
.- deletion of ~ 22, 24 o
downloadlng and uploadlng /

tof 27
hlghly sen5|t|ve processmg
~of - S

hlghly sensrtlve, safeguard S
-requirements for 1.1, 13, 22

. hlghly sensmve, transmrttmg
S of 25
" marking of
perlodlc revrew of 13

prrntmg of - '

~ processing of

»

safeguard requrrements for 3

. Storage of
o transmlttrng of 25
f,{’»Desngnated waste, dlsposal of

";”DeSIgnatlon, PROTECTED 10

- Dlskettes IR 5 ot (':.; lntegrlty 23 .
L careof- 30 e lnterlm EDP. Seéurlty Standards
_read- onEy 30 : ',;h ' L 33 I
. storageof 22 S o
;Downloadlng 26" i [_ ' '-:'; - RN

’ “'E}Dutles, segregatlon of 6 K ;,': :j -
. - - (

¢ . . 5

) Encryptlon

: Enhanced rellablllty check 6

vulnerabllltles of 30
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S lnforrnatlon system custodlan dutles

Electronlc ‘ail

- files recelved by _
Emrssrons, electromagnetlc 25 ;
23,25 o ;:,a; :
def|nrtlon of .26.. o

Equrpment SRR
TEMPEST compllant 25
" 26, 28 v

Governrnent Secunty Pollcy 2 38

< t
-t b « S

Hard drsks
parklng of 31 <
; storlng sensitive data on: 23
-, wiping of = 14, 22,24,28.

Hardware updates, recordmg of 32

o

lnformatlcs Securlty Coordlnator
* duties of  5; 14, 17 23, 25 26
28,:32,735, 38 :

Of 472226283439

LAN access to 21

o S e Local securlty admlnlstrator, dutles
S . " Of 5,,9 12 13 21 28 33 .
S . | ) ‘
< . |
. - K i
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; ~'t"-re"e,ord‘ing~\fof - 20, 2 1

backup 32 L .. sélection>of . 20"
. : ‘c0mputer actrvrty 32 X Portable computers, storage of
”-_;’»;retentron schedule for 33~‘:.,~~ 22, «24 el

>

: .;_,transaction 32 " Perlleges __

._suspensron of
limitation of . v
s uperlOdIC verlflcatlon of - 19 21

Problems and SOlUtl ns, recordlng

> readable medra a
dlspOSal of: 14, 22,
¢ sprotéction of .30 =
. removable, storage’ of'
securlty marklng of
Malntenance
authorlzatlon ofr ':28
‘-\ o perlodlc ' 32'- e
- Modems 17, 97T RS
. odlfrcatlons, testlng after 367

Pl

~

Deputwalnlster Directrvesr
-x2 13 33 38

N ).‘, . J»,;\.\ RN
\; " o
Need to know }1 0 -

. 0.‘ ; o N X [ -
,Q.V"'Operatlons Aud:t Branch dutleS ' s 38

2ok 320 gt LTechn/cal Securlty Standards for
. Operatrons zone 9. P .

L , Informat;on Technology, 38,
- Optlcal disks; storage of 22 8 ISTC Handbook on. Informatlon
,—,Qe,rOrrglnator, dutles of 11 13{

Technology Securlty for oo
. e ,_-Responsrb;flty Centre‘

_ Managers 2 38
ﬂ Paper documents secunty marklng

ISTC Security Pol/cy and

' Joof:-
«. Passwords IR :
,:cancellatlon of 8 20 2)1
‘changjng of * 20 :
definition of »
'.prrvacy of 20 21

Shared facrhty Managers o
“.and Information’ System.
: -Custodrans 22;38:
¥ “ResponSIblllty centre manager,

of -4, 28 32 33 -




Secur|ty and Safety Directorate, /

" _Surge protectors 31

Securlty N ,Tapes, storage of - 22
' brleflng 4, 7 I ;Telephone lines -
 clearance 6,28 - . o oo - dedicated 25
* containers, approved 13, S isks of ~25°
- 22-24 L. '
features; compromise of 29 o
" guidelines - 1° : o U , L
incidents, reporting of 33 R R SRR
“information technology, ~ . AUpgrades plannlng 32 o
 responsibilities for - 3,7 Uploading . 26 - - /" o
'|n5pect|ons and audits 32,337 " "User atcount, cancellatlon of 8"
+  physical, - Yo s UserID o L f' '
policy "2, 33 .. . " cancellation of 8 21 C
. procedures '6,9,33 - . defmltlon of 19. —_—
“foutine for relinquishing - . - "1 upique 19 . _ ‘
< aposition ©7- . T 0 T
standards. 1,7, 32 B Y U
7 tralnlng 7 o e ' [ . o
© “violation 9, 33" VIrUSZSt 16, 34f AR
_zone. '3,9,23,28 etection o
prevention of ‘1,6 .
scannlng for 16, 29'
-Visitors ., | :
-~ . escorting of 9 28 )
- . in security zones - 9 sl

‘

Treasury Board subm|55|ons 210 .

. duties of 4,13,38 .
Security Evaluatron and Inspectlon

‘Team 32 "~ - o .
Sensmve |nformat|on actess to - 10 o
: _Shared faC||lty manager dutles of _ W ‘

. 4,7,17,20, 22, 2426, 28, 33 O JWordPerfectTM ”password” feature
o 3439 e L 20,26 L Sl
. Shlelded room ©25- Co Wnte protect tabs .

v Software R [ ,
ooooillegal - 32,37 o L T e
licensed- 24,37 i, . T noe
T ."purchased,,restrlctlons on.the - .- -

. useof 37
‘storage of 24
¢ _updates, recording of 32

50,

AIISTC/S:tuff,Hurrdbduk'prj Informuﬁun/'Techanogy Seéur[iy ’

) e N . R > X . -~ - N . Lo s



4

- 5 . 3 . - - e g A - s . oo B
- . . . 4 . = . e
, N : N N : ‘, < - - . il B

s

M

.

) apprecrate your comments PIease tear out thrs page, fill in your
SRt comments and, send to, the Informatrcs Securlty Coordlnator,
Informatlon Management Branch ISTC Headquarters
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