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the Panopticon is a bulldlng of clrcular structure with
a series of individual cells built around a central "well";
at the center is an inspection tower from which-each of the
cells could be observed and monitored. A calculated
illumination of the cells, along with the darkening and
.masking of the central tower, endows the "1ntrospect1ve
force"lw1th "the unbounded faculty for seelng w1thout belng
seen" _

1. Introductlon

: Accordlng to civil llbertarlans, 1nformatlon technologles

- have provided the means of realizing .Jeremy Bentham's - e
intellectual vision of the Panopticon. They claim. that we are
‘now living in a society where massive  amounts of information can.
be collected by government agencies and .commercial’ organlzatlons
then stored, manipulated and used without the individual's. :

knowledge or consent. ‘Moreover, they ‘contend ‘that - there are'few S

if any, avenues of recourse open to -individuals who feel that
. their privacy has been’ abused through mlsuse of 1nformatlon in
. electronic form. - - : , S

' The purpose of this document is to examlne the 1ssue from a-
public policy v1ewp01nt as background to a discussion paper on.
‘information services which is being prepared by the Strategy and
Plans . Branch of the Department of Communications. ' That paper
will focus.on the market for advanced 1nformat10n serV1ces in -
Canada; the potential threats and opportunltles inherent in the . -
w1despread development and use of these services and the adequacy -
of current pollc1es to achleve Canadlan objectlves T

As part of the overall exercise, this background paper w1ll
trace the evolution of the privacy issue, review public and’ »

- expert opinion on the:subject and examine some of the major:
concerns- about misuse of information services. It will look at’
the current state of privacy protection in Canada, with .
particular emphasis on recent developments at the federal level.
It will then draw some conclusions and suggest various optlons R
for action in Canada, including steps. that ‘the: Department of
Communlcatlons should take to address: the prlvacy issue.

Volumes have been written over the»past;twenty years-or:sog

_ 1 Xevin Robins and Frank Webster,-"Cybernetlc Capltallsm
Information, Technology and Everyday Life" in The Political
Economy of Information.  Edited by Vincent Mosco and Janet Wasko.

 Madison: . The Unlver31ty of Wisconsin Press, 1988, p.57. The. .
Panoptlcon is a philosophical construct dev1sed by Jeremy . Bentham

at the end of the 18th century and intended as the ultlmate
illustration of the archltecture of control




4

on the threats to prlvacy ‘posed by 1nformat10n technologles S

This review will therefore, of necessity, be a brief condensation

- of the major elements of this complex and controvers1al ‘issue. '
The reader should consult the references for-a more 1n depth

treatment of specific toplcs° : =

'1.1 'Deflnltlon of prlvacv-3

Paradox1cally, while the issue of prlvacy arouses strong
reactions in among individuals and within organlzatlons there-
has been no general agreement about the definition of: privacy
that should apply in public pollcy discussions. However, one
~definition has been gaining.currency and is used as a startlng
point for several of the most influential: treatments of the
~subject. It is taken from Alan Westin's Privacy and Freedom and
will. serve as the worklng deflnltlon for th1s paper as well

Prlvacy is the claim of 1nd1v1duals groups or.ﬂ;-
institutions to determine for themselves when, how and
to what extent 1nformatlon about them is- communlcated
to others 2 S T

In 1987, ‘the Standlng Commlttee on Justlce and Sollc1tor General .
recommended that this definition be added to Canada's Privacy Act.
‘to facilitate. implementation and 1nterpretatlon.3 In 1ts*”ﬁ
response to the Standing Committee, the federal government - :
rejected this approach,. preferring to restrict the scope of the-
Act to what is being protected -- "personal information" as
itemized in thirteen- p01nt descrlptlve list. The. concept of

~ privacy, therefore, remains ill-defined and vague in Canada S
foremost leglslatlon on the the subject S :

1.2 Evolutlon of the prlvacv issue

Because . of deflnltlonal problems prlvaCy; like beauty; 1s
often in the eye of the beholder. 'Depending on the commentator!' S
political, social or economic biases, privacy in an -information-

- based soc1ety is either one of the most profound threats to human -

‘liberties or a "nuisance" .issue designed to restrict the freedom .
of the’information marketplace. Perceptions” about- privacy. have ..
shifted as the. tides of other social attitudes have: swung from.

" left to right over the past two decades. . For governments this
has meant finding that point.in the- polltlcal 'spectrum that '
balances -the r1ght of access to 1nformatlon w1th the rlght to

2 Alan Westln Prlvacv and Freedom New,York: Athenenm;‘j,
1967, p. 39. R

3 Standlng Committee on Justice and’ Solloitor'General Opéen
- and_Shut: Enhancing the Right to Know and. the quht to Prlvacy '
’_Ottawa Queen's Prlnter for Canada 1987 p 58 ' 4




‘personal privacy.

on the economic front, the telecommunlcatlons and cable
industries, as. well as other information service providers, have
been eloquent defenders of the need to balance privacy concerns
against other societal goals:

It is important to underscore an 1mportant aSpect of
that system [the American political system] in the
light of privacy policy: the rationalizing ideology
~which dominates the discussion of prlvacy .That
ideology can be summed up in-one word balance'-ﬂ The
" term means that privacy is one of" many valuable goals,
-and that its pursuit, whlle worthy in itself, must not
cause other highly valued goals to be- forgone in the
process. These other goals include safeguarding and _
husbanding economic investments, promotlng governmental '
efficiency, and protectlng soc1ety . . ‘

On the other hand, c1v1l llbertarlans, such as the Canadlan_
Prlvacy Commissioner, are quick to point out that "computer
matching ... carried on in the name of efficiency, good
government 'and law enforcement makes 'it potentially a more not
cless, dangerous instrument in the state's hands"

C There is some evidence to suggest that thlS ten51on of
“interests played a key role in the evolution of the "OECD :
Guidelines on the Protection of Privacy and Transborder Flows of

Personal Data". The OECD Guidelines (discussed in greater detail

in.a later section of this paper) are a.set of recommendations
for minimum standards for the treatment of personal data which
has formed the backbone. of voluntary data. protection codes -
adopted by the private sector in OECD countries. - A- doctoral
thesis done for York University in 1988 and based on personal
interviews with the principals in the draftlng of the OECD
Guidelines concluded that: :

The issues which 1n1t1ally arose in the 1nternatlonal
computer/communications question.were wide ranging. As
argued above, most of these initial questlons were
national in perspective and state-centric in
motivation. By bringing the issues to the OECD, not
only were pollcles harmonlzed but harmonlzed 1n the

D

: 4 james E. Katz, "U.S. telecommunlcatlons prlvacy pollcy
Socio-political responses to technological advances" ‘

Telecommunications Policy. (December 1988), p. 357. (The author

- is an employee of Bell Communications Research ) A

5 John Grace, Annual Report, Privacy Comm1551oner 1983-84.
Ottawa: Mlnlster of Supply and Serv1ces, 1984, p. 4. o
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“liberal 1nternatlonal market framework B The : -
organizational processes described brought academics
-and state officials who were theorizing about- the
"information age" in the European -context more ‘directly -
in contact with both state representatives from more -
liberal countries and those from dominant transnatlonal
. economic groupings. Privacy protection had become a -
damage control exercise for some people, rather than:
~the control of the new technology envisaged by early -
“analysts. Thus, the organization served to 1ntegrate
dominant economic groups with the process and resultant
content of a policy 1deology of the information age 6

Politics is the "art of the pOSSlble" and publlc pollcy '

'will have to continue to seek accommodatlon between these
.contending forces.. In the 1980s, as subsequent sections will - . .
~illustrate, the balance -appears to have shifted toward the market o
forces. In the 1990s, the pendulum may begin to sw1ng back to -
“the civil llbertarlans, if polllng data.suggesting increasing

public toncern. about social- issues is to be taken as - the leadlng'
edge of a trend llne - ‘

1.3 PUbllC'ODlnlon ' . S o BT

Does the public percelve invasion- of prlvacy 'via 1nformatlon
technologies as a serious problem? Polling results suggest that

it does, although tracking the issue is not an exact science -

because of differences in sample sizes, questions.and: technlques
among the surveys that have been- done. The follow1ng is a »
summary of the. results. '

Canadian attltudes

DOC - 1970- 71

An attltudlnal survey done in for the Department of

Communications in winter 1970-71 included a questlon Wthh _;g‘

asked 1000 Canadians if computers threatened personal
privacy. - Thirty-seven per cert agreed while 41 per .cent
disagreed. These results were roughly comparable to those
derived from an American survey done about the same time
which found that 38 per cent of respondents agreed that.

computers represent a real threat to: people S prlvacy, whlle:57

6 Stephen D. McDowell, Hegemony. and ‘Intérnational
Orqanlzatlons . A History of Transborder Data Flow Research
Programmes. North York, Ontario: Graduate Programme in

Polltlcal Sc1ence York Un1vers1ty, March 1988 p. 166. .

PRI




54 per cent,di‘sagreed.7

rOntario Ministrv of Transport andzcommuhications%— 1981

A sample of 1086 Ontarlo residents were asked to 1nd1cate
the importance of thirteen issues associated with.
microelectronics. The number one concern was prlvacy and
confldentlallty of "information cited by 63 pexr: cent of -
respondents. ' The number of people controlling information.
- was third at 45 per cent. Asked to speculate on who would
1nvade the1r privacy electronlcally, the results were:

- - credit rating ‘agency - .58 per cent
- computer or data bank - 55 per cent
- insurance company -. . 51 per cent
- provincial government - 52 per cent
-  federal government - 52 per cent .

- bank -- E =501per'cent

Bell Canada - June 1981

Bell asked a representatlve sample of Canadlans about thelr
concerns’ regarding computer-based technology Storage of
personal’ 1nformatlon on computers. was c1ted by 64 per cent

"{Ontarlo Ministry of Transportatlon and Communlcatlons - 1983;'

Probably the most comprehens1ve survey of publlc attltudes
-to privacy and new information services was done in 1983 for
the Ontario Ministry of Transportatlon and Communications.
Unfortunately, the sample was limited to 210 households in
London, Ontario and therefore cannot  be cons1dered

statlstlcally reliable in terms of projection .to the general‘”'

.Canadian population. Nevertheless, the results are

interesting because they explore the major parameters of
attitudes to privacy in advanced information serv1ces in
greater depth than any other Canadlan survey -

1) Importance of pr1vacy relatlve to other 1ssues (rated~l}
-as very 1mportant or 1mportant) .

*74Department'of Communications; Survev of publlc attltudes

- towards the computer‘ ottawa- Informatlon ‘Canada, 1973, p. 8.

8 The detalls in th1s section are quoted from Nell Vldmar ‘
Privacv and Two-way Cable Television: A Study of Canadlan Publlcr

Opinion. London: University of Western Ontario, May: 1983 pp

16-46. They should be considered indicative rather than. :
absolute reflections of the dlstrlbution of attltudes w1th1n the~

'Canadlan populatlon




Inflation : -

' Unemployment ’ C-

Preventing crime - - -

Protecting privacy -

Stopping spread of

.  nuclear weapons -
Stopping strikes -

Improving relations -

between Quebec and the

rest of Canada -

96

94
93
90

78 per.

69

63

Perceived seriousness of various
(serious to extremely serious):

RCMP taps phones :
Use of medlcal records

ance company without
RCMP opens mail

by insur-
consent

Magazine sells subscrlber llSt -

TV monitor in workplace

Government makes list of people
attending political meeting -
Stores share credit information

‘Cable company monitors

customer .

v1ew1ng habit by computer -

per
per
per

per

per:

per

cent

‘cent -

cent
cent

cent’

cent

cent

privacy invasions

76

69
62
58

53

52
41

38

per

per
per
per
per

per
per

per

cent

cent
cent

cent
cent

cent

cent.a

cent;~

Public trust of government and prlvate bus1ness to use
personal information properly:

Federal and provincial
- Trust - 51
- ‘Worried - 49
Buslness and companles
S - Trust - . 38
- Worried - 62

governments:.

per cent

per cent.

per cent
per cent

~ much more privacy than in past

- somewhat more privacy than in past

- about the same degree of prlvaCy

- somewhat less prlvacy than 1n past

- much less privacy than in past

- Perception. of changes in privacy and concern about it:. -

2 per cent-
- 8 per cent
- 22 per '
cent '
47 per
- cent
21 per
" cent

Concern about threats to persbnai privaCyﬁ'

-~ very concerned

- somewhat concerned

- 18 per cent
- 44 per cent
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- only a little concerned —261perfceht'
- _ not concerned at all-- 12 per cent

‘Attitudes to computers (agree.br somewhat agree):

= 'save time and energy- 90 per cent .

-. - take jobs away - .87 per cent

- pose a danger of per- e L
sonal privacy - 84 per cent

- too complicated to learn.29 per'centi

c

“Reactlons to concept of two- ~way telev151on (agreeier S
~_somewhat agree) : A

— prefer to shop in person - - '82~peIZCéﬁt”

- cable company computer will -
: -have too much information _ o
about personal life -~ 80 per cent

- . too costly - -7 79 per cent

- would tempt to buy too- much - 60 per cent -
- . would be frequent user- SRR

‘ - of two-way services - 54 per cent- )
- "too complicated - 21 per cent =

‘Potential ﬁrivacyvproblems in two-way serviceeﬁ

R) Extent of carlng whether people know personaltf

buying or: v1ew1ng habits:

" an extremely prlvate matter - 14 per cent

a private matter - ‘29 per cent
- a somewhat private matter - 33 per cent -
not ‘a prlvate matter - , 24 pericent-«
: B)‘ Use of buying habit 1nformatlon about- you and your
' family: : -
" a very serious prlvacy ‘invasion - '25 per cent-
- a gerious privacy invasion - 36 -per. cent .
a. somewhat serlous prlvacy 1nva51on - 35 per
o ' " cent.
not an prlvacy ‘invasion : '_ 4 per cent
C) ',Extent to Wthh use of personal 1nformat10n for

marketlng purposes would deter 1nd1v1dual from
" using two-way cable TV services: -

definitely'stop - o "~ 36 per cent

possibly stop - ~ _ » 57 per cent
not stop K .~ 7 per cent

D) - Extent to which cable companies should tell.
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individual subscrlbers about collectlon and use of

* personal 1nformatlon

" a good-ldea - 91 per cent -

not a good -idea - . 8 per -cent
don‘t know - ol per’cent'

Need for wrltten permlsslon before cable companles :

‘use personal 1nformatlon for marketlng purposes

- a good idea - - 96 per cent
not a good ‘idea - ~ 2 per cent
don't know = '~ 2 per cent

"willingness to allow use of personal: 1nformatlon‘;
"by cable companles w1th advance notlflcatlon '

yes - - a3 per cent
© No .- © -~ - 51 .per cent
,don't know - = 6 per cent

W1lllngness -to allow use of personal 1nformatlon‘*
in return for a 50 per. cent reductlon in. cable

R rates

yes. - - © 57 per cent
- no - - 30 per cent
don' t know - 13 per cent

“Selllng of personal 1nformatlon derived from two—

way cable services to thlrd partles _hould it be:;’ﬂ-.'"
forbldden') : . e e

'yes - 191 per: cent.

no. - - . 4 per-cent

don't know —'j' 5 per cent’

Use of personal 1nformatlon derlved from two wav'f."

cable services by the government or courts should"'

be:

'forbidden in’ all cases - 26 per_cent~*

forbidden except in-‘a few ]ustlflable S
. cdses - - - . '38 perfcent"
" forbidden in most cases - '+ . “29.per cent

generally'permitted - : 7 per-cent-

_Should there be - strlct regulatlon to mlnlmlae the .
possibility.of illegal use of personal 1nformatlon L

(e.g. by employees of” the cable companles or
hackers) S
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yes -
no -

don't know -

11

98 per cent
1 per cent
1 per cent - -




American'attitudes

In the United States, ‘a number of major surveys have been
.carried out by natlonal polling organlzatlons in the past
few years on the subject of ‘information technologies and
- personal privacy.. Therefore, the data are somewhat more
comprehensive and comparable than in Canada

In 1985, ‘the Offlce of Technology Assessment of the U.S.
government ‘commissioned a review of survey researchron the

subject, w1th the following results.

- Percentage perce1v1ng computers

privacy:

- 1974: yes - 38fper
: ' no - 41 per

= 21977: yes - 41 per
' L no -

44 per

as'a'threat'to personel . -

cent

‘cent .

cent

cent.’

12 Goldfarb Consultants, The Golofarb Report 1987, 'raW{data

from computer prlntouts s.12, g.8.




;—_E ‘l978:o yes.

no - 33 per cent S
.- 1983: - yes - =~ b5l per . cent
- © ho - 42 per cent.

- Percentage. belleving that personal information in
» computers 1s not adequately safeguarded '

C- ~1978.~ 52 per cent
. 1983: 60 per cent

14

.54 per:cent

Pelcentage bellev1ng that each organlzatlon shares
1nformat10n about 1nd1v1duals w1th ‘others (1983)

-. ,;credlt bureaus - 75 vper cent,w o
- * . loan companies’ ~ --. 65 per cent <~ - = N . N
- insurance companies - 57 per cent - L : S
-+ welfare agencies '~ . Bl 'per cent - i S .
- . Census Bureau -/ .5l per.cent . - o
- _ "banks - ~51 per cent. = . . o SRR
- . public oplnlon re- L o

. search firms - - 50 per cent

- the FBI. = . = -  '38.per cent
. .=  the IRS S - - 36-'per cent ... o
- »the telephone company —“’33 per cent - '.;r o Lo T

A'Percentage supportlng potential federal ‘laws on-
. information abuse (1983): :

i "~ federal law requlrlng double- checklng of sen51t1ve

- computer data - 92 per cent’

- federal law to make privacy. 1nva51on by :
' 1nformatlon collectlng agenc1es a crlmlnal offence
- 83 per cent

f—» 1mpeachment of publlc off1c1als v1olat1ng prlvacy

~of individuals or groups w1thout a court order or
‘trlal - 81 per cent : e S

- federal law, punlshlng authorltles respons1ble for
.making computer errors that hurt credit ratings,
harm companles or endanger llves - 71 per cent .

_ - federal laws.’ puttlng companles that shared
"1nformatlon which violated the privacy of-the
xd1v1dual out of bu51ness - 68 per. cent “

_.— federal regulatlons on the kind of- 1nformatlon

that could be comblned w1th other 1nformatron to




. information technologies has been rising in the past decade in

15 -
produce 1nd1v1dual proflles - 66 per centl3 -

It is evident that concern about . peracy and advanced

‘-v.both Canada and the United States. This has ‘sometimes been

referred to-as an issue without a constituency, since w1despread

- public concern has not translated into a focus for action. The

public opinion findings suggest, however, a growing sense of
unease, as consumers discover there are side effects to
information gathering activities that have generally operated
outside the framework of publlc attention.

Certain parallels to the env1ronmental protection issue are’’
evident: the emergent right to privacy in an information-based
economy may become as 1mportant to individuals as the right to a
clean-environment has become in a manufacturing-based economy.

And there are hints in the American data supportihg federal
government intervention that the public will expect those who
profit from the processing of "information resources" to assume
responsibility for ensurlng that consumers are not harmed by thlS
activity. : .

1.4 Expert opinion

What do the experts say about privacy threats in electronic
information systems? Are they more or less concerned than the
general public? The following is a brief review of the major.
positions of privacy experts, both on the Canadian and the
international scene. - S ‘

Canadian experts

David H. -Flaherty, Professor of Hlstorv and Law, Unimersitv
of Western Ontarlo , ' ‘

Professor Flaherty is probably the leadlng Canadian expert
on the privacy implications of advanced information
services. His area of expertise is two-way services on
cable, but" his comments could apply to prlvate sector

13 U.s. congress, Office of Technology Assessment, Federal

"Government Information. Technology: Electronic Record Systems and -

Individual Privacy. (OTA-CIT-296). Washington: U.S. Government
Prlntlng Office, June 1986, pp. 26-31. Most of the information
cited in this sectlon is drawn from polls conducted by Louis
Harris and Associates, Inc. -- The Dimensions of Privacy: A
National Opinion Research Survey of Attitudes Toward Privacy
(conducted for Sentry Insurance, December:1979) and ‘The Road

-After 1984: A Nationwide Survey of the Public and Its Léaders on

the New Technology _and Its Consequences for American Life

(conducted for Southern New England Telephone, December 1983).




"I" )
L. : : companles offerlng 1nformatlon serV1ces on: any medlum

New York Attorney General _Robert Abrams has argued that .
interactive cable television is going to generate "the '
single largest repository of personal data .and "
information in the history of the world.". If. this .

.allegation is correct, and there are compelllng reasons

~to think.that it is, then' two-way services -pose’
considerable challenges to individual privacy. and the
confidentiality of personal information. Companies.
. offering interactive services must: be encouraged to’
~.-develop and implement prOV151ons and guidelines on
confidentiality and privacy that will limit -the

‘collection, storage and use of personal information to:ﬁig’p.

"legitimateé business purposes in such a manner that
subscriber interests are protected.at all times:
Contrary to the customary practices of most. prlvate
concerns., companies will have to be persuaded that'.
there are appropriate limits .on the uses of’personal
information that comes into their posse551on through
.the operatlon and. use of two -way systems

Professor Flaherty is perhaps most noted for hlS development

of the concept of "group privacy" which could be threatened j;"'

4 S by ‘information derived from a source such as channel:
. , monitoring. Using statistics oh neighbourhood viewing
patterns, for instance, it would be: possible for a marketer )
to develop a profile of the political, religious and sexual -
- _ preferences of that group of people. Heé contends that the
economic benefits to carriers of selling such information
may prove to be an overwhelming temptation, and he believes
" that both self-regulation and legislative regulatlon Wlll '
become necessary to. control the practlce

He suggests that companies should observe a number'Of
practices to ensure the confldentlallty of subscrlbers

~ including:

1) '“informed consent by subscrlbers'ln'a written‘contractﬁ -
'2)" adherence to a code of falr lnformatlon practlces.h )

3) - requiring all employees to 51gn a form concernlng thev

confldentlallty of subscrlber lists; -

14° Dav1d H. Flaherty, Protectlnq Prlvacy in Two Way
Electronic Services. Wwhite Plains, N.Y.: Knowledge Industry

. -Publications, 1985, p. 143.
o 15 Flaherty, p. 149. -




17 .
. - - 4) ‘mlnlmlzlng the amount of data collected and the tlme it
' : ‘is retained; . T Lo

5) limiting the pOSSlblllty of data llnkaqe to develop
~ proflles of subscrlbers using dlfferent 1nformatlon o
services; : , _ »

6) improving.the physlcal securlty of data stored on. two-
way systems (e.g. encryption, audit trails, double and
~triple passwords for access to sensltlve data)

- 7) maklng the common carrier (whether cable or telephone
companies) legally responsible for .the confidentiality
« . and securlty of -information mov1ng through 1ts systems

- 8) regulating third- party access ‘to personal 1nformatlon
- derlved from two way serv1ces :

Dr. Arthur Cordell, Sc1ence Counc1l of Canada and Department{:7

of Communlcatlons

DL; Arthur Cordell is a respected researcher who has ;
publlshed extensively 'on the social, economic and personal

consequences of the increasingly w1despread use of. computers _—

, , and information technologies. On the subject of prlvacy, he . -

.,, has outlined three concerns which he feels are llkely have - "
‘negative. consequences for personal privacy in an 1nformatlon
age. : .

1) An 1nformatlon 1nfrastructure is being put- 1nvplace

“very rapidly ‘which will include details on all types- oljvh

. personal transactions, 1nclud1ng ‘legal, medical and
educational act1v1t1es . This electronic trail can be"
maintained cheaply and in. perpetulty us1ng computer
.technology .

2) With computer networks and 1ncreas1ngly standard17ed ‘
communications protocols, it will become feasible and
lnexpens1ve to 1nterconnect many oatabases »

3) In Canada, there are no 1nteqrated set of . laws to -
protect 1nd1v1dual prlvacy 1 : -

Whlle he shares Professor Flaherty" s apprehens1ons about the

invasion of personal privacy, Dr. Cordell also suggests_that’-f'

16 Flaherty pPp. 143- 149

© to an Information Society. Background: Study 53. Ottawa
- Minister of Supply and Services, 1985, pp 74-75. .

‘ 17 Arthur 7. cordell, The Uneasy Elqhtles The Transition
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individual conventions about privacy may be changing over
time. He detects less concern among the public about
confidentiality, as reflected in media- talk shows where -
individuals seem prepared to reveal the most intimate

‘details . of their personal lives. 18  whether’ this-indicates a

longer-term trend toward indifference about prlvacy :
invasions, or whether it is slmply that privacy is a. "publlc_.

‘good", llke the environment, that will not be defended untllfzf”

the situation becomes: intolerable is still open to
speculatlon :

John w Grace, Privacy Commissioner

Mr. John Grace has been Canada s Privacy Commlssloner since

the the Privacy Act came inté force on July 1, 1983. He has

‘been particularly articulate about the dangers of computer.

linkage as a threat to personal prlvacy (of which more w1ll
be said in Section 2 of this paper): .

covert computer llnkage with unauthorized data
“matching is a form of search and seizure about =
~.which privacy advocates should be soundlng alarms -
" to both the government and the public. Such
intrusions upon personal records should be, subject
to procedural safeguards at least as rigorous in
their own way as those covering wire tapping to .
detect crlmlnal act1v1ty or the search and selzure
of property :

Yet whlle the dangers of data matchlng have not abated w1th

tlme there has been a noticeable backing away by the -
Prlvacy Commissioner from the problems this. poses cutside
his area of jurisdiction (all federal government departments
and a numpber of federal. government agenC1es)

The general pr1nc1ples enunciated in broadly~
applied legislation may not well serve diverse.
groups. For example, it is h;ghly_doubtful that
the Privacy Act, however ingeniously (or - \
monstrously) elaborated, can be an effectlve code
of fair information practlce ‘at the ‘same time for,
not-only video stores, but the direct mail
.1ndustry, credit bureaus and cable telev1slon 20

18 personal conversation with Dr. Cordell, January 11, 1989.

19 John W. Grace, Annual Report Privacy Commissioner 1983~

Ottawa- Minister of Supply and Serv1ces 1984 p 4

20 John W. Grace, Annual Report Prlvacz,Cowmlsswoner 19874_d
Ottawa: Minister of Supply and Services, 1988, p.7:
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- ~© Such cautlon may be entlrely understandable in an’ agency
already overwhelmed by the volume of privacy violations it
has to respond.to within its’ current mandate, but it does’

little to reassure those who perceive a growing threat to.
privacy from data matchlng in the prlvate sector

Internatlonal experts

Offlce of Technoloqv Assessment Conqress of the Unlted
States . B

The Office of Technology Assessment (OTA) in the Unlted
States has taken an activist approach to the issue of
privacy in electronic record systems, publishing- several
comprehensive and well-researched: reports on the subject
Overall ¢t has concluded that ’

Federal agency use of new electronlc technologles R

in processing personal information: has eroded the N
' protections of the Privacy Act of 1974.. Many -
‘applications of electronic records. belng used. by
Federal agencies, e.g. computer profiling and

front-end verification, are not explicitly: coveredf"

. ' c - ' either by .the act or subsequent OMB guidelines.
. . ‘ ~ Moreover, the use of computerized databases,
electronlc record searches and matches, and-
computer networking- is leading rapidly to the
creation of a de facto national database
containing personal information on most Amerlcans
And use of the social security number as a de ,
facto electronic national identifier: fac111tates
‘the development of this database. . Absent a forum
in which the conflicts generated by new oo
‘applications of information technology. can be-4
debated and resolved, agenc1es ‘have little
incentive  to cons1der privacy.concerns when
"deciding to establish.or expand the use. of
personal ‘record systems 2 :

The OTA has 1dent1f1ed a number of ans the U.S. federal
-government, mlght respond to thlS s1tuatlon 1nclud1ng

1) doing ‘nothing, which would represent an endorsement of-t"

-the creation of a national: database and a natlonal
1dent1f1catlon number

: 21 Offlce of Technology Assessment, Federal Government :

o - Informetion .Technology: _Electronic Record Systems and Individual
Y Privacy. Washington: U.S. Government Printing Office, June =
1986, p. 99. L ' e
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2) 'establlshlng control over federal computer matching, -

front-end verlflcatlon and computer proflllng,
' 3) implementing more controls on sensltlve personal
) information;
4) controlling ‘and enforc1ng the securlty of personal

~information in a microcomputéer: env1ronment

- 5) legislating more spec1f1c guldellnes for accuracy and-
completeness of records \

6) restr1ct1ng the use of the soclal securlty number

7) llmltlng-lnter—agency access to personal 1nformatlon"
8) ‘strengthenlng existing’ 1nst1tutlonal mechanlsms for

protectlng privacy at the federal- level or creatlng a
new one (a data protectlon or: prlvacy board)

\9) undertaking a study of the broader social, economlc and. .
polltlcal context of 1nformatlon pollcy, of Wthh
prlvacy is-a part. L : S

So far the first optlon appears to be’ the actlon adopted

James E. Katz Bell Communlcatlons Research ‘ V -_WL

~James Katz's area of expertlse is- telecommunlcatlons NI
prlvacy, and he has written extensively on the subject in a
number of ]ournals He has made several predictions ‘about
possible privacy- trends in the American telecommunications
environment which are also relevant to. the Canadlan scene.
They are that: o

1) -the?expectation of .privacy will continue -to- expand

’ .since it is positively correlated with increasing .
standards. of 1living and is deeply entrenched in the-'
American- value system; .

2) ;jtelecommunlcatlons and computer technologles w1ll

strengthen the value of Pprivacy to.people and sens1t14e:5'"w

- them to -its posslble loss since more and more of -

people's personal ‘life will be conducted over these _
- media. This concern will likely- st1mulate new laws and
\ regulatlons to protect prlvacy, ~

3) 1nd1v1duals-w1ll 1ncreas1ngly demand\thejriéht to r

22 Office‘of'TechnologyjAssessment,‘ppf:99—lQO}'
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review and correct data files held on them by
organizations, and will likely be supported in thls
demand by the courts

4) _publlc opinion polls will" show hlgh and grow1ng ]evels
of concern about privacy invasion as information
services become more commercialized, and governments _
can be expected to react to this public pressure, even .
if it means restricting the rational and efficient -
'development of telecommunlcatlons serv1ces

5) the rapid pace of telecommunications change will add to
public disquiet about privacy invasion, since people-
 tend to react negatively to the unfamiliar, espec1ally
if they perceive that they are losing control over a
vital part of themselves. “to. "explowtatlve machlnes"-

6.) as a countertrend organlzatlons will demand ever more .. .-

privacy invasive 1nformatlon about individuals with -
‘whom. they have contact-as the demands for "hard data" -
on which to - base decisions increases. Therefore, the
‘information possessed by telephone ‘service plov1ders _
'will become more valuable, both commercially and as a -
means of social control. The temptation to sell this -
data will become correspondlngly greater.

Dr. Katz also offers the 1nterest1ng 1n31ght tha+ a strong~j
-and diverse coalition of economic and civil liberty- groups,
‘is the most effective means of gaining 51gn1f1cant
legislative protection'for personal privacy.  He notes that
" the Reagan administration’'s initial opposition to the 1986
Electronic Communications Privacy Act was largely eliminated .
once it was assured that organizations such as. AT&T and the
Videotex- Industry Association supported the. leglslatlon as a
means of overcoming customer mlsg1v1ngs about the securlty
of communlcatlons on thelr networks

Justice Michael Kirby, New South Wales Court of Appeal

Justlce Kirby, a former member of the Australlan Law Reform
Commission, was the Chairman of. the Expert Group on

'Transborder Data Barriers, established by the Organization
for Economic Cooperation and Development\(OECD) 1n 1978 tov

: 23 James E. Katz, "Publwc policy orlglns of . o :
telecommunications prlvacy and the emerging issues", Information
Age, volume 10, no. (July 1988), pp. 173- 176 - .

24 gatz, Ty S telecommunications prlvacy pollcy"
Telecommunlcatlons Pollcv, (December 1988) p. 361.
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‘ draft‘the OECD{slGuidelines on _the Protectjon of Privacv‘anq"
Transborder Flows of Personal Data. ‘He has been credjited:
with doing much of the work to develop. the Guidelines?5 and

is ‘a respected voice in the 1nternatlonal prlvacy communlty L

In a forum on access to information and privacy held in’
Ottawa in 1986, Justice Kirby propounded ten "information
commandments™" representlng his assessment of the state of
prlvacy protection in an 1nformatlon env1ronment

i)- ~Contemporary technological developments endanger human-'F

rights and civil liberties and require responses from
soc1ety -~ including the legal system :
2) '-The fertile common law system even ‘as" enhanced in some_

countries by constitutional.rights, is insufficient to
‘provide adequate responses to the challenges of
~technology. More legislation 1s needed. '

3) -In some cases, the technology 1tself demands or even
produces legal reform because 1t renders current laws
irrelevant or ‘ineffective. - :

4)  The people are not always the best judges of their own .
interests. Informed observers have a duty to 1dent1fv
dangers to freedom :

5) The costs of information rights™ must be " counted but SO
 must the intangible beneflts. : :

6) . Information laws must be developed flex1bly because of -
changing technology.and the rapldly changlng
perceptions of the problem.

7) ;Informatlon rlghts must extend from the publlc sector

(where they have been developed) to the private sector. o

Voluntary guidelines, such a compliance.with the (OECD
privacy. principles;, may provide a starting p01nt but
are likely to be inadequate in the longer term B

8) Information .technology presents 1hternatlonal issues
S that require 1nternatlonal solutlons

9) - ALegal responses to 1nformatlon rights mtst attend to
.. real problems and not content themselves with myths.and
mere sympols. (e.g. that information laws depending.
exclu81vely on individual motivation for enforcement-
will provide effective protection agalnst abuses of,new”
technologies). . o e

25 McDhowell, p. 154.
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10) 'Democratlc values must be preservec and it is: at leas
’ questionable whether our democratic institutions. can
-adequately respond to the challenges of technology
‘The tendency to parliamentary 1nactlon 1s

understandable, but dangerous.

Justice Klrby belleves that the ability of democratic
institutions to cope with privacy. and. freedom of information
in the face of rapidly changing: technology will determine
whether new information technologies become instruments of.

progress or inherently elitist and autocratlc tools perhapspll'-

in the -end undermlnlng democracy 1tself

2. Spec1f1c prlvacv issues

The . reader w111 have, by now," galned a general 1dea of the o
major privacy concerns of the public and experts, This section ..

will focus on those:issues that are of particular. relevance in. an'-”'3

advanced 1nformatlon serv1ces env1ronment

ft2.l Privacy of content and privacy oOf process o

It is useful to dlstlngulsh between the: two types of prlvacyﬁ»f
invasion that can take place in-a communlcatlons
environment. :

Inva51on of prlvacy content takes place when the substance‘c

of armessage 1is 1ntercepted diverted, recorded or monltoredsyz

by a third party . The most common current prlvacy 1nvas1on
of this type is an illegal telephone w1retap

. Invasion of privacy process occurs when a thlrd party makes
use of records on who uses an electronic service, when-it is"
4used and what was the outcome. Examples of 'this kind of
privacy invasion include monltorlng of numbers" olalled From
.a . particular telephone or viewing patterns of pay-per-view
cable subscribers. 1In this case, the substance of the o

message is of less interest than the pattern of consumptlon'"
or usage revealed. As such, this information is of:
partlcular 1nterest to- marketlng analysts and commerc1al
fflrms _ :

26 gustice. Michael hlrby, "New technolooy and 1nternatlonal
privacy issues", in Challenges and. Change:  Australia's i
Information Socletv Ed. Trevor Barr. Melbourne: Oxford .
University Press in association with the Comm1531on for the
Future, 1987, pp. 150-158. P : :

27'Katz, "UﬂS:-telecommunications-privacy-policyﬁ; p. 353.
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aSurVeillance of content’

Electronlc eavesdropplng in the form of w1retaps has chleflyA3
been used in Canada by the police and security services for -

"law enforcement or intelligence- ‘gathering purposes. There

are a number of legal sanctions (particularly the Protectlohd
of Privacy Act) against the use of wiretapping devices for

4111egal purposes, and the security and intelligence files of

the Privy Council Office, the Canadian Security Intelllgence'A

Service and the Solicitor General remain exempt from public ‘
.access. Although these files are protected from :
unauthorized access to their contents, there are those who

view such surveillance by the federal government with
suspicion. A 1986 study done.for the Law Reform Comm1851on
of Canada pointed out that electronic eavesdropping has been -
used by police forces in Canada much more frequently than
originally intended by the Protection of Privacy Act. In
fact, the relative number of- W1retap authorizations. in
Canada is twenty tlmes the number in the Unlted States:

U.S.. Canada
1975 701 1,123
1976 686 1,218
1977 626 1,304
1981 589 . 1,059 28

'These."pre—charter of’Rights and Freedoms" statiStice may

reflect Canada's relative willingness, in contrast to the
United States, to give greater weight to a societal value

(security) than to an individual right (privacy) when
justifying electronic intrusions. - This tendency may,

however, be modified by the legal 1mpact of the Charter.

since 1982.

New information technologles have extended the potentlal for
content surveillance or interception beyond the realm of -
voice communications on conventional wires to such areas as
electronic mail and high. speed data transmissions by -
microwave, satellite and optlcal fibre. Also falling into
this category would be eavesdropplng carried . out using
optical systems, microphones, pagers and video cameras, as
well as cable TV and VDT (computer terminal) monltorlng_ :
Another issue of growing concern is workplace monitor ng-of h
telephone calls and electronic monitoring of the .
productivity of cashiers, airline personnel and telephone
operators. All of these developments are posing.challences

28 Law Reform Commission of Canada, Electronic Surveillance.

Working Paper 47. Ottawa: Law Reform Commissionof Canada, 1980,




25
for lawmakers and regulators.

In the United States, the Eleotronlc Communloatlons.Pr1Vacy

Act, passed in 1986, protects nearly all forms of electronic R

COmmunlcatlons - as well as the computer fac111t1es involved’
in such communlcatlons "Stiff penalties have been: spec1f1ed

if private interceptions are made for commercial .gain, with . .

lighter penalities levied in the case of .casual- 1ntercepts
Interestingly enough, the radio portion of cordless .

telephone calls is exempted from the legislation: because
of the ease with Wthh such calls can be intercepted, the

‘lawmakers wanted users. to assume that conversatlons were not

prlvate

In Canada, the 1llegal 1nterceptlon of content 1n electronlc_‘.,

form is covered by a number of statutes’ (Wthh will be’
discussed in detail in Section 3 of the paper),  so the

"situation is not nearly as neat. as in the United States.

The Privacy Commissioner in his 1985-86 Annual. Report
points out that the natural "home" for legislative
protection against attacks on privacy through electronic
devices is the Protection of Privacy Act (which he’ does not a
admlnlster) However, he goes on. to. say that

_ the present relatlonshlp between the
b . Protection of Privacy Act: and the Prlvacy Act- is
- " ‘untidy and unsatisfactory.  The division is .based-

on distinctions which are hard to malntaln because;_

the old lelSlODS have broken down.

The use of computers to llnk lnformatlon or to ‘

- draw -up personal profiles is no less electronic =~
surveillance than listening to telephone. R
conversations. The new technologies .and the:
threat do not respect separate statutory”

 compartments. It is.at least an anomaly. that

~ someone called the Privacy Commissioner can speak

" out against one kind of breach of prlvacy but has

" no mandate to- Speak out. against, much iess '
prevent, breaches which are different only in’
method and ‘may in fact be much more. insidious. 30

Although thlS 51tuatlon has less appllcablllty to-". o .
information services that are sold on: the. telecommunlcatlons
or. cable systems with the express purpose of belng »

29 Katz, "U.S. telecommunlcatlons prlvacy pollcy". pp 357—'

30 John W. Grace, AnnUal_Report, Privacy CommisSioner,@1985—"~‘f

Ottawa: Minister of Supply and Services, 1986, p:10.

'L_,‘
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1ntercepted or monltored the Privacy- Comm1ss1oner s
comments have particular relevance when it comes to the

question of privacy of: ‘process or usage whlch 1s addlessed a[~'f'

in tlé next section.

2.3 Survelllance of process .or usage

David Flaherty, the Canadian. prlvacy expert, has descrlbed
in some detail the potential for accumulating transactional.
information on individuals or groups of - 1nd1v1duals through
the monitoring of interactive services. -In his book,
Protecting Privacy in Two-Way Electronic-Services, he»d o
reviews a number of existing and proposed cable- ™V
applications, such as pay-per-view services, securlty
services, public opinion polling, tele- educatlon tele—

banking and tele-shopping, which require the storage and use

(for billing purposes) of large amounts of information.on

the behaviour of subscribers. His list of potentlal prlvacy .

invasions through thls technology 1nclude

1) monltorlng of TV v1ew1ng hablts (both household and
. dggregate v1ewersh1p) .

2): contlnuous monltorlng of movement in and out of a home,',

3) storage and- collection of- data on subscrlber opinions.
’ about issues on whlch he or she, has been polled

4y development of - proflles on the buylng hablts of

consumers

a subscriber from on-line- databases

6) criminal or unauthorized use of personal flnanc1al
~information stored on telebanklng systems
@
The American privacy expert, Alan Westln has suggested tha

at least four issues will have to be faced by those 1nvolveo“

in telebanklngvand eventually, by those offering any type;

of interactive service. First, how long should

transactional data be stored? Westin believes that here
will -be enormous pressure from government regulators

marketers and researchers for access if data is kept for any'

length of time. Second, how secure: is the data? ~Third,
what protection will there be against creatlon of" 1ntegrateu

profiles? Finally, how will third party. access to the data'\r

31'Flaherty; pp. 44-80.

development of proflles of the 1nformatlon retrleved by~
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‘be controlled?32

In the United States, in the telecommunications field,
considerable attention has been paid in recent years to such-
data, which are now referred to -as Customer Proprietary
Network Information (CPNI). The Federal Communications
Commissioén has, in fact, issued regulatlons to govern the
release of CPNI to firms that want to use them for marketing .
and planning purposes. Each multi-line business customer -
now has the right to decide which of the telecom information -
" service vendors can have access to. its CPNI. For example,
records of numbers to which calls have been made are :
considered the property of the firm that made the calls. and
are not released except with the’ consent of the firm:
Therefore, control of the data remains in the hands of the
data generator not the original serv1ce prov1der ‘the
telephone company. '

‘An interesting loophole in these regulatlons has recently
come to light, however. Major users in the. United States, -
such as banks and insurance companies, have discovered that
nothing appears to be preventing the carriers from pa551ng -
telecom traffic statistics, for example on to- its own

subsidiaries and marketing personnel. . Members of the Tele—; ;

-communications Association, a large users group, are
appealing to the FCC to clarify the’ deflnltlon of 'CPNI and
-the rules of access to it.34 o

2.4 Data matchlnq and llnkaae of personal 1nf01matlon

Probably the most dlsturblng prlvacy violation that occurs‘
in electronic environments is .the matching of data from: one
source with data.from other sources .to produce profiles of
individuals or groups. Through this technlque, information
which is fairly- innocuous when stored in a discrete database~
- becomes intrusive in the extreme when combined with
information from other databases. . For example, home”
telephone numbers on an electronlc database could be matched
with political party memberships or. -income information, then
sold to canvassers or telemarketers,-leading:to_a‘targétted.'

32 Alan F. Westin, "Privacy Issues and fhe Impliqatiéns of

-In-Home Banking," American Banker, June 3, 1981, quoted in

Flaherty, p. 71.

33 xatz, "U.S..telecommunicatiqns'privécy policy", pp. 362- .

34 Kathy Chin Leong, "TCA pushes for privacy on corpoxate L
networks", Computerworld, October 3, 1988 p-133. o
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telephone solicitation campaign.35

The Canadian Privacy Commissioner has. been sounding the = -
-alarm about this problem for many years. In 1981, the: then
Privacy Commissioner, Inger Hansen, advocated an amendment
to the Criminal Code to create an offense against the-
"privacy of another". This enactment would have required
Mrecipients -or-collectors or personal data to disclose to \
the person providing the data all proposed uses of the data
not already explicitly prov1ded for or made compulsory by =~
law. The disclosure would be at the time of collection, and "

" consent to new uses would be necessary". The law would have

covered information given to governments, . doctors insurance
brokers, banks and other 1nst1tutlons - R

This splrlt of this recommendatlon has not been acted upon

. except .at the federal level (see Sectlon ¢), but the Prlvacy,”"b

Commissioner has contlnued to point: out the dangers of the B
practlce : : , w IR

Computer matchlng turns the trad tional
presumption of innocence into a ‘presumption. of

"~ guilt. In matching, even if there is no :
indication of wrong-doing, - 1nd1v1duals are subject
to high technology search and seizure.. Once the
principle of matching is accepted, a- soc1al forre
~of unyielding and pervasive. magnrtude is pur in
place, , .

In January 1989, the Privacy Comm1551oner made a subm1551on
to the CRTC, expressing his concern about Bell Canada's
plans to computerize its directory- llStlngS ~ He pointed. out
that a Toronto Company, ‘Reteaco Inc. had matched ‘
computerlzed listings with Statistics Canada demographic

data and Canada Post postal codes to produce profiles of 8.9 B

million households. Within each postal code unit. of lOO to
1,000 people, Reteaco was able to determine levels of

income, ethnic and religious comp051tlon of the housebolds,‘"‘

the type of dwelllng, marital status ‘and numbers of:
children. Grace warned that, "it may. .be marketer S oream :
but it's a prlvacy nightmare". The president of Reteaco

| 35 Example c1ted by Katz, "U.S. telecommunications privaby~
policy",.p. 363. ' S e
36 Inger Hansen Report of the Privacy Cormlssroner‘on the

Jse of the Social Insurance Number. Ottawa:  Frivacy .= "
Commissioner and Department of Justice, 1981, p. 211- 217;

37 John W. Grace, Annual Report, - Privacy Comm1551oner »198S4j
. Ottawa: Minister of Supply and Serv1ces, 1986, p.. 7r .
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dlsmlssed these concerns as "trylng to shut the barn door
after the horse. has bolted", saying he only put togcther
information that was already publicly available.

How extensive is .the practlce of data matchlng and'llnkage°

A special~ survey of 12 agencies done by the Treasury Board
Secretariat in 1984-85 revealed. that 53 separate matching .
programs were being carried out in the name of -efficiency

and prevention of fraud: ~ For example ‘Revenue Canada Cross- -
‘matches income tax and- employment records routinely to '

ensure compliance with'the Income Tax Act, while Employment
and Immigration does- similar data matching to detect
unemployment insurance overpayments or fraud. - The. Canadlan
Security Intelligence Service can also, by obtaJnlng
warrants from the Federal -Court, enter any public or private
database, .except for Statlstlcs Canada' s, e1ther)oyertly or
covertly. L e e

‘In the'Unlted States an 1nqu1ry by the office of Technology-‘j

_Assessment found that 43 per cent of the agencies. surveyed.

(16 of 37) did -computer matching. Eleven departments ‘and -
four agencies carried out 110 matching programs, with a

‘total of 553 matches carried out between 1980 and 1985. ,AThe-tf*
total number of records matched was reported to be .over: 7

billion. Moreover, -between 1980 -and. 1984, the- number:- of

-computer matches done by the U.s. federal government nearly,'?

tripled.4

There is no way of knowing the .extent. of computer matchlno
in -the private sector because flgures are 51mply not
avanable S

‘A workshop sponsored by the Sc1ence Councll of Canada in -
1985 asked the follow1ng questions about computer matchlng

1) © should covert computer llnkage W1th unauthorlzed data
matchlng ‘be considered a form of search and selbure7 o

S 2) >Should computer matchlng be covered by prov1s1ons of

the Criminal Code, with provisions at least.as = - - -
'comprehen51ve as those now requlred for- authorlveo S

' 38, Ialn Hunter "Privacy dangers lurk in computerlzed llsts
comm1551oner warns", The Ottawa Citizen, January_ZO 1989 p. A-

39 gcience Council of Canada, A Workshop on Information -

Technologies and Personal Privacy in Canada. Ottawa: Minister of
‘Supply and Services, 1985, pp. 26-27. LT

- 40 plectronic Record Systems and Individual Privacy, p.38.
: , P




30
w’iretappjng'>

3) ¥y should intrusions upon personal records, even in o o
the name of efficiency and crime. detection, not be L l
subjected to procedural safeguards as vigorous as those T
covering wiretapping or the search and selzure of
property°4l

These questions have proved easier to answer in the public
sphere than the private one. Preventing data abuses in the
private sector runs the very real risk of impeding growth.
As one participant at the Science Council workshop
indicated, there is conflict between the principle of non-.
derlvatlve use (not allowing 1nformatlon collected for one
purpose to be used for another purpose) and the concept of
information as wealth P

If information is wealth, it is only .wealth in the
sense that companies can develop addltlonal uses
for it; and frequently those uses would be
,labelled as belng non- derlvatlve I don't think
policy makers in government or academics' have yet
.addressed the question of how to balance-

- information_as wealth w1th the non- derlvatlve use
pr1nc1ple .

Those aspects of the privacy problem that:the pollcy makers
have addressed are the subject of the next section of this

paper

3. Current’state of privacy protection in Canada

- In Canada today, ‘as many experts have p01nted out, there is
no comprehensive, integrated set of legal rules respecting all
aspects of the interest in privacy. However, there are. :
protections in place which deal with various aspects of the
subject. Whether these protectlons are adequate in an'era of
"w1despread information storage and processing on computerized
systems is .a topic that will be discussed in the final section of
" this paper. This section will simply describe the measures that
are in place and give a brief assessment of their effectlvencss

3.1 echarter of quhts;and Freedoms

Article‘lzvof the Universal Declaration.of Human Rights,
signed by Canada in 1948, states that "No one shall be
subjected to arbltrary 1nterference w1th his prlvacy,

41 Sciehce5Council'of Canada, p. 27.

42 science Council of Canada, p. 34,
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famlly, home or correspondence nor to- attacks upon hlb':'
honour and reputation. Everyone has the right. to the

protectlon of the law against such 1nterference or attacPs"'slf‘

Canada's own Charter of Rights and Freedoms does not" prov1de
such explicit protection for privacy, although:it has been. -
suggested that section 8, "Everyone has the right to be

' secure against unreasonable search and seizure", could be _
used as the basis of limiting data linhkage and. unauthorlzed .

use of personal data on electronic information systems.

This section of the Charter has, in fact, been tested 1n the .

courts in 1984 (Hunter vs. Southam Inc.) when the Supreme"
~Court ruled that section 8 of the Charter, like the Fourth
Amendment of the U.S. Constitution, protects the B

" individual's reasonable expectation of privacy and requlres
a balance between an individual's privacy and :the
government's interest in law enforcement. .This .

"~ interpretation would be particularly applrcable to
electronic surveillance by the police, but it is not clear

 ‘whether it would extend to electronic survelllance by anyone- .\

else 4

Dr. Dav1d Flaherty has suggested that one way of.. ensurlng
that protection. is extended against all types of electronic’
intrusions would be to amend the Charter to create a basic.
constitutional right to privacy. Such a right was, in fact,
‘proposed to the Joint Senate-House Committee on the o
. Constitution by the Honourable David Crombie,’ but was

- defeated in 1981 44 : :

3.2 OECD Guidelines on the: Protectlon of Prlvacv and
Transborder Flows of Personal Data .

'~ Oh June 29, 1984, the Government of Canada announced that 1t-:”

‘was formally adherlng ‘to the. Organization for Economic
':Cooperatlon and Development's® (OECD)  Guidelines.on the

- Protection of Privacy and Transborder Flows of Personal
~Data. As. indicated earlier in this paper, the OECD had-
.become concerned about this issue in the early 1970s and
sougnt to protect privacy while at the same tlme ensuring
that legislatiom in its member countrles dld not 1nterfere
unduly with world .trade.

The Guidelines are a set of recommendations for minimum .
standards for the treatment of data, whether in manual or
automated form. - They consist of. elght core:principles,
‘corstltutlng a 31mple code of falr 1nformat1on pjactlces

43 Law Reform Comm1ss1on of Canada, pp

44 ‘science council of Canada, p. 48.
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1nformed consent from data subjects for‘the use of

information about themselves where approprlate

the collection of only relevant accurate and tlmely
data, related to the purpose for Wthh they are: to-be.
used;

-advance 1dent1f1catlon of the purposes for data
4collectlon ,

restrlctlons on the re-use of data for new Durposes
without the consent of the data subject or without
legal authorlty, : :

jreasonable securlty safeguards

openness about practlces with respect to the

{;collectlon storage or use of personal data

R

a’ rlght of access for 1nd1v1duals to 1nformatlon aboutﬂh

~themselves

8)

-

. accountability of the data controller for compllance

with data protection measures.

Adherance to the Guidelines has certaln 1mpllcatlons ‘:Ford"

“the publlc sector 1t means that member - countrles must: -

1) adopt approprlate domestic leglslatlon
2) “encourage and support self- regulatlon by the prlvate
: sector; , o
3) provide for reasohable means for 1nd1v1duals to
exercise their rlghts,-‘
4) provide to adequate ‘sanctions and remedies in case of Sa
failure to comply w1th the measures whlch 1mplement the
_ﬁprlnC1ples . :
5) ensure that there is no unfair discriminatlon against"J‘
.45‘DepartmentVof“Justice, OECD Guidelines on the Proteéction
of Privacy and Transborder Flows of Personal Data: - Implications
for Canada. Ottawa: Minister of Supply and Services; 1985, p.
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data subjects.46

For the private sectory,endorsement of the Guidelines has

two imain implications -- they constitute the recommended -
principles upon which voluntary privacy codes should be

"based and ‘they provide minimum standards that should be
‘adopted to avoid interruption in the transfer of personal

data between Canada and other member countries of the
OECD. . : ‘ :

The remainder of this sectlon deals with' the publlc and
prlvate sector responses to the Gu1de11nes ‘ r

3.3 The Prlvacv;Act,-Julv 1, 1983

Canada's -original privacy protection statute was the
Canadian Human Rights Act, proclaimed on March 1, 1978.
Part IV of that Act outllned a code of fair 1nformatlon
practices and established the post of Privacy"~ ‘Commissioner.

/

‘The most recent Privacy Act came 1nto force on July 1 11983,

It provides individuals with access to any personal
information held about them in government files, places
limits on-thosé who may see or use these data and gives
individuals some control over the'way the government -
collects and uses personal information. It also sets out a
code of fair information practices, requiring the government

1) collect only the 1nformatlon needed to operate 1ts'
programs; :
2) collect the information directly from the 1nd1V1dual

concerned whenever. pOSSlble,

3) tell the 1nd1v1dual how it w1ll be used;

4)  keep the 1nformatlon long enough to ensure 1nd1v1dua1
access; .

‘5) + take reasonable steps to ensure 1ts accuracy ‘and
completeness. :

Canadlans may complaln to the Privacy Comm1ss1oner if they
are denled access to any personal 1nformat10n or 1f they areg

46. Organisation for Economic Co- operatlon'ano Development‘

Guidelines on the Protection of Privacy and: Transborder Flows of

Personal Data. Parls OECD, 1981, p. 12.

47 Department of Justlce p. 3.
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denled the ricat to correct 1nformatlon on thelr fl]as.

‘They also have recourse to the Privacy Commissioner if a.

department takes longer than 60 days to. respond to- their
request, if the description of  the government databank  does
not accurately reflect the uses. that are being made of the

“information or-if a department is collectlng or dlsp051nq of

1nformat10n in.a way which contravenes the Prlvacy Act 48

The Act applles to 145 federal government departments and .’
agencies.  Of the approx1mately 2,200 databanks held by
these departments: and agencies, _only five are currently

considered "exempt" from-access. by Canadians. Between July‘

1983 and December 1987, there were almost 160, 000 requests
by Canadians to see personal files. The Privacy
Commissioner's office handled over 2200 complalnts durlng
that period about the lack of access, delays or misuse of.
information. - Misuse of information- and irregularities in- . ..
the collection and disposal of data constltuted about 8. per o
cent of the complalnts caseload: . S

An assessment of the first flve years of the Prlvacy Act
(albeit by the Prlvacy CommlsS1oner not an unblassed

'.observer)sls that

Canada's Privacy Act continues to be applied with =

increasing sens1t1V1ty and rigor. ~While ‘the .
application remains unéven, there -can be. grOW1ng,,¢
‘not. shrlnklng, confidence that. 1nformatlon which =

individuals give their federal government f- oftengft

with no choice -- will be used only for the
purposes for which it is given and will ' be seen:
only be persons with the need or rlght to Lnow 50

There are,. however, those who believe that the Prlvacy
Commlssloner could. be doing more to protect the privacy of
Canadians in the light of advances .in 1nformatlon

_cechnologles ThHis issue will: be addressed in- some deta1]

in sectlon 4 of this paper

3.4 ,Protectlon of~Pr1vacv Act'—“Jnne“30i 1974 -

The Protection of Privacy Act, . as amended 1n:1977 'enacted -
Part IV.1 of the Criminal Code maklng 1t an, offence to <

48-Annual Report, Privacv Commissioner, 1987-88, p.. 1.

.,',(_" . N . . . . w L 1» -
%9 Annual Reéport, Privacy Commissioner, 1987-88, p.35 ano P

50 John W. Grace, Annual Report, Privacy Commissioner, 1987- '
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1ntercept prlvate communlcatlons dlsclosc prlvate :
communications and possess equlpment for the 1nterccpt10n of'“
private communications. To ensure that: the police could = ..
still combat crime, provision was also made for jUdlClal
authorization of 1nterceptlons by law enforcement
authorltles ‘ : :

"Prlvate ‘communication" within the scope of the Act means *
"any oral communication or ‘any telecomminication made under
circumstances .in which it is reasonable for the originator
thereof to expect that it will not be intercepted by any
person other than the person 1ntended by the orlglnator
thereof to receive, itn, 51 , |

The deflnltlon of "telecommunlcatlon" is .the same‘one used .
under Section 287 of the Criminal Code which deals with . -
theft of telecommunication service and possession of- deveces
to obtain telecommunication services -- "any. transm1551on o
emission or reception of ‘signs, signals, wrltlng, images -or"

'sounds or -intelligence of any nature by wire, .radio, visual - =

or other electromagnetic system"‘52 Desp;te_the* _
comprehensiveness of this definition, there remains some
doubt as to whether it would cover the interception of
‘communications tranSmltted over ‘such -devices. as pagers and
cordless phones.

Since its- enaetment the Protectlon of Prlvacy Act has been
used mainly as a law enforcement device under which C
thousands of wiretaps have been authorized. There have been
only a handful of prosecutions for unauthorized possession
of interception devices by the. general public, and these
have been mainly for falrly unsophlstlcated equ1pment such
as police scanners. 4 ,

The Law.Reform Commission has voiced some cOncérn‘ébOut
~whether the legislation does, in fact, protect privacy,.
since the number of wiretaps authorlzed under it ‘have been
about 20 times the per capita’ level in the United” States.
It has attempted,. in a working paper on. the subject “tto
define the limits of lawful breach of the “right' to . . -
privacy.®% It has also proposed that the deflnltlon of an -
"electromagnetlc, acoustic, mechanical or other device"
under the Act. be amended to exclude?"a ‘pen reglster [aA'

51.Criminal Code, s.178.1 .

52

Interpretation Act, s:. 28.
53;Law Reform Commiseion;ef Canade;fp;‘IQL

54 Taw Reformdcemmissidn of- Canada, pp,.758{:
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device which records numbers dialed from a telephone],
touch-tone decoder, diode device or other similar device
sued: to acquire the identity of the telephone number dialed,
or of the caller, the time and the date of the telephone’
call, but which is not capable of 1ntercept1ng any words .0or
other information".55 If this amendment is indeed.
accepted, it would appear to open the way for the. type of

. usage monitoring that is causing concern -among c1v1l
libertarians.

3.5 Criminal Code - Computer crime.and data-abuse

One of the Pprimary privacy related concerns of . the computel
and data processing findustries is the security of data on
automated systems According to The Economist:

companies- in France suffered at 1east 15 OOO .
breaches of computer security in 1986:° ‘About 70%
of them are thought to have been committed by the.
companies' own employees. A report earlier this
year by Coopers & Lybrand, a firm of accountants,
found that only one out of a sample of 20 large
Europen companles was "adequately secure"'

In November 1988, a- young hacker named Robert Morrls
released a virus into an American computer system that .in
only two days spread to 6,000 computers, widely -cioning. .
itself and causing the machlnes to £ill their memories to a
point at- whlch they could not functlon 57 According to the
FBI: : ——

Prosecution under the Computer Fraud and Abuse- Act

will be difficult because its language is subject

to different interpretations, has not been

clarified in court and has not been used in a
-~computer virus case before. 2

In Canada, amendments to the Crlmlnal Code, which received
Royal Assent on December 5, 1985, have been introduced to
deal with computer crime and data abuse of this nature.

55 Law Reform Commission, p. 20.

56 "Keeping out the Kaos Club", The Economist, July 9, 1988,

57 Michael Alexander, "Security, ethics-under: natlonal
scrutiny", Computerworld, November 14, 1988, p 6. -

°8 Mitch Betts, "Virus' “benign' nature will make it o
difficult to prosecute", Computerworld, November 14, -1988, p. 16.. -




‘ . o ~They are sec tion 301. 2. regardlng unauthorlzed use. of a
: - computer and section -387.1(1.1), which introduces. the
concept of mlSChlef ln relatlon to data e

Section 301 2(1) states that:

Everyone who frauduientlyfand without'coior of A;irt‘“

‘'right; N
S a) obtains, dlrectly or . 1nd1rectly, any computer o
e ‘serv1ce
b) by means of an eleCLromagnetlc aCOUSth

mechanical or other device, 1ntercepts or

. causes to be 1ntercepted ‘directly or

indirectly, any function of a computer

_ system, or
. Cc) uses: or causes to be used dlrectly or :
- indirectly, a computer system 'with- 1ntent to - -
commit an offence under paragraph’ (a) or (b)y .
or-an offence under section 387 1n relatlon-“

to-data or a computer system,

"~ is gullty of ‘an indictable offence an 1s llable to45~'

imprisonment for a term not:exceeding- ten: years, L
or is guilty of an offence punlshable on summary _
conv1ctlon o

: . - Section 387 l(l 'l)' states that:
T ‘ Everyone commlts mlSChlef who w1llfully L
a) - destroys or alters data;

"b) * ‘renders data. meanlngless useless 'or.,7
ineffective; -
c) :_obstructs 1nterrupts or: 1nterferes w1th any-.

.person in the lawful use of data or denies -
access to data to- any. person who is, entltled
‘to access thereto 597 o

tAn analysis of these prov151ons of the Crlmlnal Code done‘
by Dr. Jake Knoppers for. the Department of Communlcatlons

concludes that they will be effective in making illegal any. .

form of eavesdropping or unauthorlzed access to a computer

- system, as well as deliberate alteration or deletion of -data *

and theft of computer programs. 60 1n other words; they will . |
supplement the protectlon avallable under the Protectlon of -

59 pr. Jake V.Th. Knoppers Leqal'Issues_Arisino]Outtoff’
Inteorated Information Systems: An overview of Practical-
congldoratlons and Recent Developments. DOC-CWARC-87-E- CO&- .
Laval: . Canadlan wOrkplace Automation- Research Centre 1987 PP

~ . V 60 Knoppers, pp. 9-11.

v
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' , Privacy Act agairnst intrusions on content.. It woulo apoear SRR

:on: the surface, that they will not prevent prlvacy
intrusions on the usage of 1nformatlon servlces ae:
discussed earlier in this paper ' S

3.6 Other federal leqlslatlon and requlatlons

"Other federal statutes plac1ng limits on the dlsclosure of
- personal- 1nformat;on include the Income Tax Act, . chapter -3,
section 241 and the Statistics Act, chapter 15, sections 6
and 16. As has become evident, however nothlng prevents
commercial interests from using’ aggregated data from -
Statistics Canada databases, cross-matched with lnformatlon.,;
from other sources, to develop profiles of consumers in .

. neighbourhoods. o . ‘ -

In'1986A the CRTC wrote privacy protectlon measures into 1tsfe'

Terms of Serv1ce for federally regulated telephone'
companies. These regulations set out the rights and
‘obligations of both the companies and their customers.
Article 11 of the Terms of Service prevents disclosure of -
personal information reégarding the customer, other than the
‘customer's name, address and listed telephone number,

- without authorlzatlon in writing unless. legally requlred
. ‘ vExceptlons to this rule are the customer him or herself,

‘agent of the customer, another telephone company (when.
required for the efflclent and cost-effective provision of

. service), .a company supplying telephone or telephone

: dlrectory services or a collection agency. 61 While these
terms give a considerable amount of. protectlon to customers,..
the type of information that can be ‘released, together: w1th
the exception for companles'"supplylng telephone or
telephone directory.services", still-leaves. room- for -
commercial data matchlng and ‘consumer proflllng as descrlbed
above. » , : ,

- In the cable TV field, the CRTC'S" major pollcy statement on’
privacy .in non-programming and interactive services came.- in -

- October 1983 when it urged the 1ndustry to adopt voluntary

. subscriber privacy codes 'Among the measures recommenoed by

~the CRTC were: A

1) © informing subscrlbers of a. system s relevant |
g ' - capabilities; :
2) obtalnlng prior subscrlber consent for thei'“ 3

collection of data, other than that requlreo"for
day-to- day operatlons,:

‘ 61 Bell Canada, QOttawa-Hull Dlrectory ‘Ottawa: Tele-Direct -
Publlca ions, 1988, p. 40 o T '
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3) providing subscrlbers w1th reasonable acccss to
' personal records;

4) . ensuring the‘security of‘suchvrecords;i'
5) destroylng records no longer needed; and
6)" keeping individual subscrlber data - confldentlal

As David Flaherty points out, a voluntary code leaves:open

the question of enforcement, since the CRTC has few options
at its dlsgosal at the moment other than the w1thdrawal of
llcences ,

3.7 Provincial leqislation’

Only two prov1nces Ontarlo and Quebec' currently have
privacy legislation which provides strong data protectlon
along the lines of the federal Privacy Act :

'The Quebec legislation, ."An Act respectlng access to

documents held by public bodies and the ‘protection of o
personal information", came into force on July 1, 1984. 'The
law. includes most of the standard provisions for fair -
information practices and, in addition, breaks new ground’
with regard to data matching. Transfers of data between
government agencies in Quebec are llmlted to information
required  for economic or industrial purposes and for income
support and security. When agenC1eS wish to-exchange - .
personal data, they must submit a written proposal to the
Quebec Access to Information Commission for approval. The:
Commission will only approve data matchlng if: ~

- the data is necessary for the rece1v1ng agency to carry“
out its mandate; :

- it is not feasible to collect the data dlrectly from

the person whom it concerns;

- the data subjects are fully 1nformed that the data may :
be exchanged and

= the confldentlallty of the exchangeo data is.

,guaranteed

62 CRTC Public Notice:. CRTC 1983-245. Cable Televisicn

Service Tiering and Unlversal Pay Television Service. Ottawa:

CRTC, October 26, 1983, pp. 19-20, quoted in Flaherty, p.124.

63 Science Council of Canada, p.  28-9.
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: ( The Ontario privacy- leglslatlon - The Freedom of ,
Informatlon and Protection of Privacy Act -- was. passed in
1987. 'Like the Quebec legislation it sets out rules for.
fair.information practices under Ontarlo law and w1th1n .
Ontario jurisdiction, -establishes an Information and’ Prlvacy_
Commissioner .and gives the individual the right to correct
any personal information about him or herself that 1s
Acontalned in government databanks 64 E

‘The- Privacy Acts of the other. prov1nces Whlch ‘have. them
‘(Manitoba, 1970, R.S.M., chapter P-125; Saskatchewan,.
R.S.S. 1978, chapter =2 24 and British Columbla ‘R.S.B-.C.

1979, chapter 336) correct a deficiency in the: public’ Taw by:-f

‘maklng it a civil wrong to violate the privacy of another, .
but they are not the equivalent of the data protectlon laws. -

‘of Canada, Quebec. and Ontario. . These laws prov1de the- rlght"f’*

of redless if there has been an’ 1nvas1on of: prlvacg .even 1f‘
no flnanc1al loss has’ resulted from the 1nvas1on o

Recent. case law seems to suggest that commerc1al v1olatlon‘“5
of ‘data privacy entitles the aggrieved party to.

. compensation. In Computer Workshops v. Banner Capltal
Market Brokers, the legal question. at issue was whether the’

- to use confidential information ‘resulting from its deallngs

’ . defendent (Computer Workshops) had.the right to‘even attempt S

with Banner. The court in this case deflned confldentla1
information as: . 5 e

- something whlch is- not publlc knowledge but whlch may f;f
* be based on or derived from 1nformatlon Wthh 1s 1n the
public domain; ‘ . B . L

- ‘information that is communlcated under c1rcumstances 1n o
. which an obllgatlon of confldence arlses ~and S

- .lnformatlon whose unauthorlzed use . could result in -r;;f
' “1lnjury to the aggrleved party - ] _ S

" The - court ruled in favour. of- the plalntlff Banner and
one commentator noted, "removed ‘the last. shred of doubt_...
about the unauthorlzed use of confidential ‘information; ° -

whether or not a contract or secrecy. agreement has’ beenf_"*

64 Government of Ontarlo Freedom of Information and’
" Protection of Privacy Act: 1987. Statutes of Ontario; 1987;

hapter 25 .and Ontario Regulation 532/87. Toronto,.MrniStry_of:g\~~i'

the Attorney General, August 1988

. .65 Cohen, p. 666, footnote 155;..
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olgned" 66 The. . queotlon arises as to whether ‘this wou]d
apply to misuse of personal 1nformatlon as well as
Lommerc1al 1nformatlon ‘

3.8 Industry selffregulation

As indicated in Section 3.6, the CRTC has been active over °

the past few years in'encouraging-theltelephone’and,cable

-companies. to adopt privacy protection codes.- "However, CRTC
Jjurisdiction does not extend to other potentlal 1nformatlon
‘providers on advanced ‘communications systems, such as banks .
and retail outlets. . Therefore, it will be necessary in this =~

section to look beyond the potentlal carriers at the °tate
of privacy self- regulatlon 1n other sectors

‘The CRTC's -Terms of Service for federally regulated ‘
‘telephone companies - provide a means by which voluntary data.”

privacy and confidentiality practices can be overseen ‘and

. enforced. Similar oversight ‘powers appear to be . dacking 1n'

other sectors which handle large’ amounts of’ personal
information (except for prov1nc1al leglslatlon regardlng

"credlt reporting companles)

In June 1984, the Canadlan Cable Telev1s*on Assoc1atlon

(CCTA) adopted a cable 1ndustry subscriber pollcy for its

380 member companies. -In this policy, the-. 1ndustry pledges"

to &e secure subscriber data- and restrict its use . to cnly
authorized employees, to retain data only for as’ -long as”
necessary and to collect no individualized data-on. viewing

- habits unless the subscriber has. been -informed in advance. . .
It also indicates that third. parties. provwdlno service to = -
subscribers on the cable system would -be requ1red to aohere‘

~ to these privacy guidelines. .The CCTA" ‘policy is. 51lent on .

the question of releasing aggregated 1nformatlon or

subscriber mailing lists.

The prevalllng attltude among cable companles is that
government regulation of two- way' . table 'services iIs: not-
required- because it would not. be .good business to misuse.

" personal information. They also believe  that no. prlvacy

problems currently exist and that. prlvacy is not a. pre551ng

concern . among subscrlbers

67
Subscrlber Prlvacy POlle" - reprinted in Flaherty pp 155+6T

66 Dan Merisch, "EDP_and'the Law", Canadian DatasyStemSy RN
December 1988 p. 30. ' LT e : .

"The r‘anadlan ‘Cable Telev151on Assoc1atlon Cable

68 Flaherty p. 13.§L
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. : The Canadian Life Insurance Association has developed.
-privacy guidelines, as have several major insurance - ,
companies -such as Aetna Casualty Company of Canada, London
Life and.the“EXCelsior Life Insurance Company :

In the banking 1ndustry, while there is’ a  common  law.
tradition of- confldentlallty, the Bank Act does not address
the issue of customer information privacy. 1In 1987, when -
the standing Committee on Justice and the Solicitor General
reviewed the Access to Information and Privacy ‘Act, only the
‘Bank of Montreal had published a privacy code, although the
Royal Bank of Canada was working on one at the time. The
Canadian Bankers Association also indicated that it was in
the process of developing a privacy code for all federally
chartered banks. 7 :

.The development of electronic funds transfer systema, which
are already evident in the widespread use of automated
tellers machines, are expected evéntually to .all but =
eliminate paper-based financial transactions. With the
possibility of utilizing automated financial records to
develop a detailed profile of an individual's every
- financial transaction comes an enormous potential risk to
- privacy. The banks claim to have implemented many. klnds of
security mechanisms for their databases and
. ‘ telecommunications networks, but many. privacy e:xperts
- believe that more should be done, ‘particularly with regard.
to giving the customer the right to see. and challenge the
1nformatlon in' their flnanc1al records

_ The Canadlan Direct Marketing Assoc1atlon whose members
make .extensive use of geodemographic techniques. (targetting.
individual consumers for marketing campaigns through the use

- of demographlc information from small geographic areas),
also has a privacy code. It claims that. anybody can, -
through one telephone call, have his or her name removed ,
from all mailing lists used for solicitation -in Canada. The
Association gets between 2000 and 5000 complaints.a year .
from consumers about its members. Despite this, the direct

‘marketlng industry strongly opposes the application of
privacy laws or policies in its area of operation, claiming
that they "would be detrimental to the economic progress of

?9 Flaherty, p. 134

70 open and shut: Enhancing the Right to Know and the Richt
oLl Drlvacv p. 75 PP o o

, Sc1ence council of Canada's A Workshop on Informatnon
-~ Technologies and Personal Privacy in Canada, pp. 18-19.

..':_’ 71 see partlcularly the discussion of this subﬂect 1n the .
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Cenada"'72

Perhaps the most sweeplng recommendatlons w1th regard to .
regulation of the private sector have come from the Standlng
Committee on Justice and the Sollcltor General to whlch
thls paper- will now. turn. »

4. Recent Prlvacv Developments

Over the past year or two there have been a number of
developments on the privacy scene at the federal level :that ares:
relevant to the- topic of this paper -- data protection in an’
information services environment. This section will: hlghllght
those -elements of most - concern to DOC and the 1nformatlon

serv1ces 1ndustr1es

4.1 Open and Shut: Enhanc1nq the quht to Know and the quht to LIRS

Privacy - Report of the Standing Committee on Justice and -
‘Solicitor General on the Rev1ew of . the Access to Informatlon
‘Act and. the Privacy Act :

In. Marcn 1987, the- Standlng Commlttee on:; Justlce and
Solicitor General tabled a report in fulflllment of a .
statutory requlrement for a five-year review of the Access

to Information and Privacy Acts. .This report contalned 108"

recommendations on .all aspects of the two Acts. The -
following are those which deal w1th computerlzed data and
yaovanced 1nformatlon serv1ces : :

_4.l.l o Computer matchlnq proqramsix

The - Standlng Commlttee agreed w1th the. Prlvacy
Commissioner's position on the risks of computer
matching and data linkage and recommended that-
Treasury Board issue guldellnes requiring that .
government institutions: glve sixty days: advance
notice of intended matches in the Canada Gazette,
describe all current matching activities in ‘the -

annual Personal Information Index, report: cl earry*"'“'

- .under what authority -they were d01ng the match,
and register any new bank resulting. from -data
matching. = The Committee also recommended that-
the Privacy Act prohibit ‘all but the most
c1rcumscr1bed data matches. 7

72 Scrence Councrl of Canada p. 32fh

73 btandlng Commlttee on Justlce and - Sollc1tor General ;Qendf

and Shut: Enhancing the Right to Know and the quht to Prwvacy.
Ottawa: Queen's Printer for Canada, March 1987, p: 44 B
(hecommendatlons 5.6 and 5.7. )




4.1.2 _ Controllinq Use of the ooc1al'Insurance”Number

The Privacy Commlssioner had told the st andlng
Committee that "uncontrolled and general use of -
the SIN establishes a de facto national 1oent1f1er
with all its ominous and de- humanlzlng
implications". The Committee responded. by
recommending that a new section of Privacy: Act be .
drafted to limit the collection and use of: the SIN
to those activities expl1C1tly authorized by .
federal legislation.or, alternatively, that there
be a statutory prohlbltlon against the federal .

v government, the provinces or the private sector
denying services or goods to ‘an 1nd1v1dual who
refuses to provide. a SIN

4.1;3 Electronlc survelllance

The. Standlng Committee was of the opinion that the
Privacy Act should not remain solely ‘a data
protection statute and that the" Privacy:
Commissioner should have- respon51blllt1es W1th
regard to the electronic monitoring of 1nd1v1dual°
as covered by the Protection.of Privacy '‘Act on
wiretapping. It therefore recommended that the.
definition of personal information be broadened to’
include all types of electronic surveillance. . To
this end, videotapes, urine specimens’, photographs
and tape recordings should- be added to’ . the®
definition. The Committee also recommended ‘that -
the Privacy Commissioner:be given the: power to
monitor developments -and 1nvest1gate complalnts
about electronic. surveillance in federal and
federally regulated workplaces

Commltment to the OECD Gu1del1nes on the
Protection of Prlvacv

1=
P
[1nN

The Standlng Commlttee thought the federal
government should be- dolng more to foster
voluntary privacy codes in the private sector .in

_74 Standing Committee on Justice and Solictor General”]p

75 c‘tandlng Commlttee on Justice and SOllCltOY Genera1 §e)
a5, recommendatlons 5. 9 and 5.10.

76 Standing . Commlttee on Justlce and Sol1C1tor General p
72, recommendatlons 7.1 and 7.2.




compllance w1th the OE“D Guldellnes rt .
recommended that the Departments of External
Affairs and Justice prepare a report oh prlvate N
sector compliance within 18 months.’7 -

4.1.5 Coveradge of the federallv—requlated privatefeector;c~‘

Taking as its startlng point the’ 1980 report of
the Krever Commission in Ontario, which uncovered
numerous breaches of the confldentlallty of health
records, the Standing Committeée argued ‘that "a
comparable investigative Commission for the

. federally-regulated sector would reveal much more -

" customer concern about their privacy, especlally
in the banking system, than is currently known to
‘the general. public". 78 1t therefore recommended
that the Privacy Act be extended to the federally-
regulated private sector and that the’ Privacy
Commissioner be empowered to review and approve ..
1mplementatlon schemes developed by organlzatlone"
in that sector. . : : )

-~ The federale regulated private sector- includes
o - about 25,000 . corporations involved in- banklng,
: " cable telev151on broadcasting telephony ‘
L pipelines, and transportat;on 79

[1nN
}_.l
)

Impact of information technoloqyﬁon 1nd1v1dual

'The Committee stated its belief that research and
. monitoring should be undertaken to ensure that
Canadians' rights are protected in the emergence
of an information society. = The technolog es that
partlcularly concerned it included: _
- expert systems used on personal 1nformatlon L
databases - :

77 standing Committee on Justlce and Sollcltor General p
74, recommendation 7.4. »

78 S andlng Commlttee on Justlce and’ Sollcltor General p
75. B - . "

. : 79 Standlng Committee on Justice and. Solicitor Generc]
17, Lecommendatlons 7.5 and 7.6. :




. . - optlcal character recognltlon methods of
) ;computerlzlng manual records,ﬁg_v ~

= 1_d1str1buted data processlng and ad hoc data
'pcommunlcatlon : » -

- 'two—way electronic serVices.‘
.= ‘A_electronlc mail
o 'telephone call tracklng dev1ces

Co- offlce automatlon 1nclud1ng mall answerlng
‘ ' systems ' .- ~

- use of electronlc tagc and bracelets on.
1nd1V1duals ' : :

- machine—readable passports
It therefore recommended that the Prlvacy

. Commissioner, in consultation with the Departmentshf
-of Justice,‘Communlcatlons and Supply .and

Services, the CRTC, Treasury: Board and .the Sc1ence":,:ﬂjf;

impact of information technology on personal
privacy in the public sector and the federally- ' |
regulated private sector. 'The. Committee also.

. . f N - Council of Canada, have the power ‘to oversee the -

" recommended that .the Prlvacy Commissioner have the-a_;'j‘sr

-power to initiate studies in this area or to - .
. undertake studies at the request of the House oF
'Commons : R e

4.1.7 'Overs1qht of mlcrocomputers

Noting that "nelther the Department of
"Communlcatlons nor any other government R
institution submitted any evidence to ‘the :
.. Committee on the social 1mpact of mlcrocomputers"
. the Committee recommended that the: Department -of
Justice, ‘Treasury Board and other- government ' ,
1nst1tutlons work with the Privacy. ‘Commissioner: to. ..
~-develop new policies and practices to cope with o
. the emerglng data protectlon prob em posed by<

. 80 Standlng committee on Justice and’ Sollctor General pp
' 77—8,»recommendatlons 7.7, 7.8 and 7.9. - - .o _
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personal 1nformatlon held in mlcrocomputers .81

4.1.8 1:gRequlatlon of transborder data flows

The Committee did not belleve that prlvacy aspectsr*"

- of transborder data flows had received adequate . -
attention, and recommended that the. Departments of
External Affairs and Justice. conduct - a. review of
the 1mpllcatlons of transborder data flows for the_

‘personal privacy of: Canadians. within a year. The o

Department of" Communlcatlons, the Privacy
Commissioner, the CRTC,-the Science: Council,

" provincial agencies and private associations were .
to be consulted during the course of*this~study 82

Access and Privacy: The Steps Ahead - Federal qﬁvernment
_ Iesponse to the Standing Commlttee

The- government S response to the Standing Commlttee S Reportpf
was published in 1987. 'In some cases, it was. fully in '
accord with the Committee's recommendatlons In. others 1t-
was silent or manifested a reluctance -to pursue the. course -
of action proposed by the Commlttee probably because of
resource constralnts

14.2;1 p Computer matching

.This was one area where the government agreed to
practically all ‘the Committee's proposed actions.
While it was of the opinion that Privacy Act -
currently provides sufficient authority to contro]S
data matching, the government indicated that it
would issue explicit policy directives to. 3
‘departments and- agencies on the subject " The .
policy would ensure that S

- ,~all matches are in accordance W1th the
collection,; use, disclosure and retentlon
-prov151ons of the Prlvacy Act;

- the . head of each department or agency CeYtlfV‘.j5

that these requlrements had been" met

- - each 1nst1tutlon assess the costs and’ ,
beneflts of computer matchlng programs beforei

61 sLaldlng Committee on Justice and 8011C1tor General p.
recommendations. 7 10 and 7.11. :

82 tandlng commlttee on Justlce and Sollc1tor Gcneral pp

21, Lecommendatlon 7 12.
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undertaking them;

- the Privacy Comm1581oner‘be not1f1ed 6O day
before 'a matching program is used; -

- expllc1t reference to’ computer matchingdbe
made in the annual Index to Personal
- Information. 8 :

As of January 1989, the Treasury Board had
developed a draft policy on data matching for .
inclusion in the Administrative Policy Manual but’

~had not yet. formally announced it.

‘ Control of the Soc1al\Insurance Number‘

~ The government also -agreed Wlth the Standlng
Committee's recommendations on the Social-

Insurance Number (SIN) and announced that 1t would‘
introduce a policy limiting the use of SIN to -

~ those activities authorized by legislation.  Any =
- departments using the number without such - ‘
~authorization will be asked to justify their.
“actions. Individuals will not be penalized for,

refusing to .give their SIN to government

institutions, except where required by law. A
‘. public educatlon campaign will also be launched to

indicate which uses of SIN are requlred by law or:

<approved by the Treasury Board

" Once’ 1ts own use of SIN is regulated the o
 government also indicated that it would pursue the

" application of similar controls throughout the

rest of the public and private sectors. If these .= .
‘controls are not undertaken.voluntarily, the o
" government has not ruled out legislation,

including amendments to the Criminal Code.to make.
it a criminal offence to request the SIN uniess
required by law : Co

" TAs.of January 1989, draft gu1dellnes on the use. or_

SIN had been’ prepared by Treasury Board, but hao
not yet been 1mplemented :

Electronic survelllance

A ‘ Ahead.

83 Department of Justice, Access and Privacy: The Steps

Minister of Supply and Serv1ces 1987, p: 8.

84 Access and Prlvacy- The Steps Aheao, pp.-6-7.




‘collection, use and disclosure or 1nformatJon

- The government indicated that it had created a
task force, in- cooperation with the. prov1nc1al and

‘required.

Commltment to OECD Guldellnes

»‘49

The government did" not agree to cxtend the Dravacvlh

Act's terms to include electronic survelllance
stating that it "should concentrate on:data
protection matters ‘and only. regulate the

about individuals produced:by such survelllance

. and tests". It also felt that mlsapproprlatlon of ks
. personal information in computerlzed form:was - ... .

covered by.the 1985 Criminal Code .amendments on

«computer crime and mischief. 85. (See -Section 3.5 Jof
" this paper.)  However, it- agreed to. "monitor" the’

situation to determlne whether further actlon 1s

terrltorlal governments,  to- promote ‘public and

- . private sector self-regulation in dccordance w1th

" In adopting. this cautious approach the governner*'u

-the OECD Guidelines on. the Protection of Privacy.
" and Transborder Flows of -Personal ‘Data. It di d ;

not . say who was headlng the task forCe 86

Coveraqe of the federallv requlated prlvate sector

Protectlon under the Privacy Act was " to be‘ff
extended to Crown Corporations, although not to

courts, administrative tribunals and organlzatlons:~:*

such as the CBC, which have: exceptlonal needs in

‘this area. The govermment .was, however, -silent on_ S

the need to extend coverage of "the Prlvacy Act to

include the federally-regulated private sector as - -

recommended ‘by the Standlng Commlttee 87.,

may have been influenced by the Prlvacy

- Commissidéner's own views as stated in: h*s 1987 80’

Annual Report

while the dangers are real the Keavy h“
‘hand of regulation should " only be 1mposed if
the prlvate sector does not voluntarrly take

86

85 Access

and Privacv- The Qteos Ahead pp.

Access

andrPrivacyf The Steps Ahead p 12. S

87fAccess

and Privacy: The Steps Ahead;‘pril3,




2.

2.7

L2,

50>

steps to ad‘dress'th'e‘m»‘88

He then goes on to speak approv1ngly of the CRJC‘*}

work on the telephone companies' Terms . ' of Service,
indicating that "a sectoral. approach is. belng

:;1ncrea51ngly advocated and pLactlced"

As of January 1989, the leglslatlve amendments ‘
. extending Privacy Act coVerage to-Crown ' - . '

corporatlons_had_not yet been:tabled

Impact‘Of*information teehﬁeloqy od‘humahériqhts-

The. government was: also 51lent on the Standlng
Committee's recommendation that more research be

undertaken in this area, except to note the S
existence of the Science Council's 1985 study, Thke .
Uneasy Eighties: The Tran51tlon to an_ Informatlon '

Society 83 -

.Over51qht of mlcrocomputers;f

wWithin the government, it was agreed tha+ there
should ' be common management prlnc1ples for

. information, regardless of . the form in which it
appears -- paper, mlcroflche computer disks or -

tape or Optlcal disk. Treasury Board has approved

-a pollcy in this area establishes consistent

practices for. the collection; dlsclosure use,.

retention, disposal and security of 1nformatlon in
' conformance Wlth the legal requirements of the ... ..
Privacy Act. 20 . rhis ‘policy is interesting because - . : .-

it represents a tacit recognltlon by the..federal

government that "information" as an entity can no . 7

longer be tied to SpeC1flC media but must be
managec as a commodlty 1n 1ts own rlght

”Transborder data flows

-The government agreed Wth the Standlng hommlttee,_.-};’

that the issue of privacy- and transborder data.

. flows requires study and ‘indicated that it had -
"already’begun to eXplore the means by Wthh to”

88

Privacv‘CommiSsioner,aAnnual~Report,-1987488{lp; 7.

Q- - , . e N CoL
‘Access and Privacy: The Steps Ahead, p. 3.:

90

Access and Privacy: The Stebs‘Ahead} pp. 9-10.
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determine whether such a problem exists".’l It
did not indicate through what mechanism this was
taking place.

Bk Conclusions and options

A great deal of ground has been covered in this paper, and
it would probably be useful to review what has been said about
information technologies, information services and privacy and to
draw some conclusions before discussing the options that DOC
might wish to pursue in this area.

5.1 State of privacy protection in Canada

Polling data, while incomplete and not entirely comparable
from year to year, nevertheless indicates a growing public
concern about the threat to privacy posed by automated
information services. This uneasiness is echoed by leading
experts on the subject who are particularly concerned about
the potential for privacy violation through computer
matching and data linkage and unauthorized third party
access to personal data.

In Canada today, strong statutory protection against privacy
invasion of the content of automated information services
appears to exist through the provisions of the Protection of
Privacy Act and the 1985 revisions to the Criminal Code.
Similarly, the privacy statutes of Canada, Quebec and
Ontario appear to provide redress against unauthorized
intrusions upon the privacy of content and usage of
automated information services managed by their governments.
The situation is less reassuring in the other provincial
governments where statutes on fair information practices do
not exist.

It is in the private sector where the potential for meajor
privacy problems appears the greatest, particularly in the
area of data usage. As one computer trade journal noted:

there is no protection today against
"information vendors" releasing your most personal
data - as long as they get the facts right. Libel
and slander protect against damaging inaccuracy,
but if an organization releases your social
insurance number, your credit card numbers, your
bank balance and your medical history, you have no

°1 Access and Privacy: The Steps Ahead, p. 13.

El
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comeback .92

voluntary self-regulatiancby . the private sector is- the
option most often suggested to deal with this problem. As
the Privacy Commissioner has himself suggested, "scrupulous
compliance with the data protection principles set forth in
the guidelines of OECD would be a good place to start".
However, he has also observed that the Minister of External
Affairs' appeal to the private sector to do so has produced
no discernable impact so far.?

The usual reasons given for a "hands off" approach by
government are the potential for interfering with commerce
and the lack of any evidence of widespread data abuse in the
private sector. Counterarguments by certain experts and
investigative bodies suggest that privacy protection :
measures are not costly or difficult to manage and that the
lack of evidence of widespread abuse is primarily the result
of a lack of research.

Since DOC's current policy to encourage the widespread
development and proliferation of interactive information
services, whether via the telephone or cable networks or on
media such as optical disks, it will be creating a situation
where privacy problems due to data abuse could become much
more serious. It is therefore desirable that the Department
take into account the potential privacy threats of advanced
information services when formulating strategies designed to
accelerate their development. This is particularly critical
since the major players in the information services industry
will almost certainly be the telephone carriers, the cable
companies, the software developers and the database vendors,
all of which fall primarily or partially within the
Department's sphere of operations.

Assuming that there will be growing pressure on information
service providers to collect, manipulate and sell persocnal
information acquired in the course of their business, what
would be the minimum requirements for privacy protecticn of
consumers in such an environment? The following is
suggested as a minimum:

1) There be no personal data record-keeping systems whose
very existence is secret.

2) There must be a way for individuals to fin

(o)
o]

t
3..

92 np little disk may pose a huge threat", Computing Canada,

March 19, 1987, p. 10.

93 Annual Report, Privacy Commissioner, 1987-88, p. 8.
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. o ' 1nformatlon about them 1s in a record and how 1t 1s
' : C ' used - _ o L - o

3) ~ There must be a way for 1nd1v1duals to pLevent
“information about them, which was obtained for one
purpose, from being used or made available for other
'purposes without their consent L R A

4) There must be a way for 1nd1v1duals to correct or amend f
a- record’ of 1dent1f1able 1nformatlon about themselves

5) Any organlzatlon creatlng, malntalnlng, uS1ng or o
- disseminating records of identifiable personal data s
N .+ . must ensure the reliability of-the data for .its .-
' intended use and must take precautlons to prevent
misuse of the data :

The next section w1ll dlscuss the pros and cons. of the’

various options that have been suggested for achlevlng theseffnl

protectlons

5.2 Optlons for actlon

'5Q2.l,"' Optlon 1 - self- requlatlon

. .' . self- regulatlon is, naturally enough the optlon that
~ . holds the most appeal for the private sector; and that

‘would be easiest for government to :implement,:.since: the"

only governing instrument required for its adoptlon 1Sv-gﬂ
moral suasion. However, to-be effectlve 4t requlres ac

strong commitment from the. companles derlverlng -
information services, as well as a mechanism whereby'

‘the consumer can galn redress 1f prlvacy V1olatlons aref'“

-dlscovered

One p0551ble means of puttlng some clout lnto self—
regulation is to require that firms providing:. - A
“information services ‘incorporate ‘the pr1nc1bles of the’
OECD Guidelines into their. contracts with customers.
This. would have the effect. of creating actlonable
rights for consumers. As the part1c1pants at the
-Science Council's workshop on 1nformatlon tecbnologwes
' and. prlvacy concluded: e

" In the absence of such actionable rlghts _ -
“customers of organizations are left with just a.

. piece of paper -- a nrcely worded prlvacy code ——"‘iff

- at the Scierice Council of Canada Workshop ‘on In;ormatlon

‘ ‘ 94 These basic principles were developed by the partlclpanto L

Technoloqles and)Personal PerdCV in Canada, p. 33
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' that makes certain promises abut prdtectingl
"personal privacy. In other words, voluritary

. guidelines or codes may look very good on paper,,’;"

“but in terms of giving people enforceable rights
to privacy, they may be meaningless when they are
not - wrltten into customer agreement contrahts 95

Another means is to generate publlc pressure from those"

.customers which would make it in the best 1nterests Eor o
.information service providers to adhere to privacy:
-codes. ‘The polllng data 'seem to suggest that publlc )

sentiment is moving in the direction of greater prlvacy
protectlon in electronic environments. However, it is =

a movement' which has not as yet developed a publlc

spokesman or advocate:

Self~regulatlon has also been justlfJed ‘as approprlcte

.in the absence of any discernable problem. There is no

ready answer -to this argument. because ev1denCe simply .
does not exist outside of the publlc SeCtOl As David.

" Flaherty has p01nted out:

In canada, we need empirical studies of the
functlonlng of data protection on a sector-by-
sector basis.along the lines of what my mentor
Alan Westin has done in the. United States. with
-health records, personnel records, and various .
other types of public- and prlvate sector data

- banks. We.need to find out what is actually :
happening to personal’ 1nFormatlon in some of- these
private- sector areas. : :

If problems are dlscerned as a resu1t of such

‘investigations, there can be no doubt that they will

increase exponentially as- more and more data.is . stored
in electronic form and made acceSS1ble for manipulation

by second and third parties. ‘As one privacy expert has - .

noted, "a longer term problem will ... prove extremely’

*challenglng for -the telephone companies, namely the

treatment of data possessed by .them. They will be- ..
contlnuously evaluating the" pOSSlbllltleS of packaglno
and selling their data, especially as BISDN or other“'~
1nrelllgent networks are 1mplemented" »

‘Frnally, there is the questlon ‘of cost. The priVate ;~:¥'

\0
U

\O
&2

Science Council “of Canada, p. 44:
Science Council of Canada, p. 48.

’ Katz, "U.s. telecommunications policyh;_pﬂtjés.
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-sector position has-been that greater data protectaon

will hinder the flow of commerce and impose enormous -

.extra costs on them. - This has ‘been’ disputed by the»:"

Standing. Committee on Justice and Solicitor General -
which, in its report suggested that "the burden and
costs of extending such a stream-lined system of data
protection to the .federally-regulated private sector -
appear to be manageable and: commensurate with the '
1nterests of Canadians- that merit’ protectlon

Again, no- one' is really sure. As the private sector

‘begins to seek the maximum-. commerc1al value from the

‘27

information stored on their systems, it could be that.
the opportunity costs of 1mplement1ng adequate prlvacy

_protectlon could far exceed the actual costs

Option 2 - Sector—spec1f1c requlatlong

A second option for the DOC to- conslder in the

information -services area..is the 1ntroductlon of

specific regulations to ensure privacy - protectlon both”f

of commerc1al and- personal data

_The Chlef advantage of this approach is that the'

Minister of Communications, through.the mechanism of.

the CRTC, has the mandate to seét policy in at least twou'

of the sectors that are likely to-play. a role in, the
delivery of advanced information services --= =

'telecommunlcatlons and cable. 2As Dav1d Flaherty hasv
noted:

With respect to non- programmlng services, tne CDTC‘n

-:has already built a. case for the exercise-of- i,
~_Jurisdiction ... Thus there seems to be no reason
© for the CRTC to-adopt a ‘minimalist: position on

data protection.. If it develops a continuing: Wlll';f

-to act, few serious legal impediments .exist to

challenge its jurisdiction and those that do esttf:-

can be clarified by changes in the relevant - . . -
federal statutes, if necessary. Since the’ federa]»
Prlvacy Act of 1982 only: regulates -federal. s
government data banks, it is also’ approprlate for.

the CRTC 'to deal with emerglng prlvacy problems 1q'; N

- the industries- it regulates

“The major 1mpedlment is that most 1f not all ‘."l'li
lnformatlon services prov1ders are llkely to be Tvre I

N

A98.Standing Committee_on~Justice and'Solicitor General,”pp.

. o 76-7.

99 pavid H. Flaherty,'p.llZBr
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“" carriers under ‘the ex1st1ng Telecommunlcatlons POlle S

‘and Wlll therefore not be’ subject to regulatlon by the“‘
CRTC. An additional problem may. arise in the context
of the Free Trade Agreement with the United States;
which might interpret Canadian: attempts to limit thlrd~
party access to personal data derlved from the = .
-operation of information systems as an undue
restriction of trade. On the other hand, if. such.
provisions were to be applied across the board.to a1l
information services providers, regardless of national
~ origin, and in accordance with the OECD Guidelines, . ..
- . they might .be justified on the grounds of protectlon of
human ‘rights and of "harmonization". w1th prlvacy
_protectlon measures in. other. countrles :

The . Prlvacy Commissioner is on record as favourlng a
"sectoral" approach to data protectlon in the
federally-regulated sector. -The dlfflculty with -~

information services is that the: "sector! is likely to’ R

expand to encompass all manner of bus1nesses,‘carry1ng

- ~out.-a variety of activities of which "information.

services"” may be ‘a vital component or a lucrative. by- -
product. If one accepts the American position, -
articulated by the FCC, that Customer Proprietary.
Network Information (CPNI) is the property of the .

. service prov1der, CRTC regulation of the carrler‘(i.eﬁ
the telephone or cable company). may prove to:be an.
ineffectual means of protecting privacy since most: of
the data of concern will. fall out51de 1ts area. of )
‘jurlsdlctlon o < :

23 Optlon 3 - Omnlbus leq1slatlon

The regulatory equlvalent of cuttlng the Gordlan knot
would be to create; through leglslatlon a new class of
- regulated sector called information services’ which "

‘would be: the equivalent of or. successor to current act s'~‘f=

governing the broadcasting and telecommunications’
.fields. - This would entail a"number of jurisdictional,

-~ not to mertion commercial, problems of 1mplementatlon

- since, as noted above, it would encompass ‘a broad .
Vspectrum of bus1nesses for which information" SELV‘CES

. might only be.-an ipcidental activity. Nevertheless,

this approach would have ‘the virtue of s1mpl1c1t3,
inasmuch as:it would provide: consumers. with similaxr
privacy protéction measures visia-vis all types of

" information services on all tvpes ‘of information:
technologies, at least in the tederally regulateq
sector.

Another option, which has beenfsuggested (as noteJ
. above) by. the Standlng Commlttee on. Justlce and
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'Solieltor-General is to extend the:jdrlsdlctign of'the_d”
Privacy Act to the federally- regulated sector ‘Under
_ this leglslatlve scheme: S

- The Privacy Act would thus establlsh general rules
. for fair information practices for the federally-
‘regulated private sector, and the Office of the
_ Privacy Commissioner would oversee compliance,
inlcuding the investigation of complaints that-

- were not settled internally adn the protection of -
individual rights of access to.data. Each
organization subject to the new part of the

~Privacy Act would be required to establish the

- purposes ‘and uses of the’ personal’ data it collects'?
and to designate a senior person to be respOns1ble:ﬁ

- for data protectlon within the corporatlon 100

The Prlvacy Comm1ss1oner himself has- expressed some’
- reservations about this recommendation, particularly
. with regard to the applicability of a broadly stated
‘privacy code to businesses as_diverse as direct
marketers, cable companles and’ v1deo stores.. He has :
also appeared to be overwhelmed by the size of the task
that would be involved. As mentioned earlier, the N

federally-regulated private sector. includes- some 25 OOO.e'”

firms. Even if the Act were applicable to firms w1th
more than 500 employees, he estimates that it would:
require a three to four-fold increase in.the human and
financial resources of the Office of the Prlvacy
Commlssloner to: fullel hlS obllgatlon

The advantages of ‘this approach as for: the 1nformatron;_
services act option, is that it is simple, -direct,
avoids the proliferation of statutes and would not be
Jlimited to one type of technology. It also gives
“uniform protection to consumers of.all information
services within the federal and federally-regulated.

private sector, avoiding a "patchwork" of coverages aqa]gft\_ﬁ

differing prlvaCy rules.

_ Recemmended DOC actions

The three'eptions outlined in sub-section 5.2 ef'this paper -
need to be considered in greater depth before any decision

- is taken on DOC:action with regard to privacy protection in

information services. More groundwork needs to be laid to

_‘II" 76.

100 standing Committee on Justice and Solicitor General, p.

10 Apnual Report, Privacy Commissioner, 1987-88, p. 8.
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determlne the extent of.action Warranted Thié'sub.sectnoni'
will merely enumerate. those that emerge most clearly 1Crom .
the analys1s L

1) Polllng data seem to suggest a grow1ng concern among
the Canadian public about potential invasions .of
privacy in electronic information services. However,
the information currently available to the. Department
'is uneven, incomplete or statistically limited in -
scope. DOC should therefore consider carrying out a
comprehensive survey on privacy issues, possibly’ .
replicating the 1983 London survey. on privacy and .two-
way cable television but using a larger, Canada- w1de
sample and readjusting the questlons to focus on -
information services from a. technology-neutral:
viewpoint. The results of such a survey - will. be' useftl
for policy makers, -not only in DOC, in determining :
whether Canadlans' concern about the prlvacy 1ssue o
.warrants greater attentlon 3

2) JAt the root of the current debate about extendlng data“

' privacy protection beyond the public sector lies a. ’
. fundamental lack of information about the extent of
-privacy. invasions in the prlvate sector.  Only more

" research, ‘along the lines. proposed by David Flaherty,

~will answer that question. As pointed out earlier in -

this paper,. the 1980 Krever Commission in Ontario =

uncovered extenS1ve misuse of medical. records which had

- been totally unknown to either: the publlc or pclicy ;

makers before the. investigation took place DOC. should: .

spearhead further research at the federal level to

- ensure that any choice of the options outlined: above 1cfr‘“""

based on empirical knowledge, rather than- on -
speculatlon 1nert1a or polltlcal pressure

3) . DOC has had. llmlted 1nvolvement in- the prlv cy debate
over the past decade or so. However, as. Canada’ stanos
. on the threshhold of an explos1on of electronic ,
~information services in the coming decade, it is

critical that the Department rea':ser+ its presence'ln' o

thls area.

Personal conversations with the Privacy Commissioner . .
and members of his staff indicated that they would -
welcome greater 1nput from DOC on the broader issues
being dealt with in the DGSP information services
paper, partlcularly as the privacy-of Canadians'

‘personal, financial, medlcal and " consumption data’ may“5"

be affected by the.growing use of 1nteract1ve
transactlonal technologles

In view of the. role of the Depart ments of'Justice-andpf
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External Affairs in encouraglng prlvaie soctor ‘
adherence to the OECD Guidelines on the Protection of
Privacy and Transborder Flows of Personal Data, 'DOC -

‘'should also consult them te determine how serious ly‘tbeffﬁ

prlvate sector is taking the data protectlon\,.

'1n1t1at1ves that already E\lSt

Flnally,,the extent of the: CRTC's regulatory role in

~ this area needs to be clarified.. While it can regulate~?‘"

such matters as the selling of automated olrectory
information, it has no mandate- {and may desire no . -:
mandate) to oversee the privacy aspects of: "downstream”-'

-applications of that information. by service prov1ders
"Assuming that the Minister of Communications obtains =~

the "power of direction" over broad CRTC policies,  the i

. CRTC's position may be more or less negotiable:

Nevertheless, given the ‘attention the Commission has
devoted to 1nteract1ve cable services over the past 10

years, its views on the privacy issue would be valuable ™

1nput to DOC in the development of its 1nformat1onl--

.Sservices policy.




