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• 

the Panopticon is a building Of circUlar structure with 
• a series of indiVidual bells built around a central "well"; 

at the center is an'inspection tower from which-each of the 
cells cotild bè observed'and monitored. A calculated 
illumination of the cells, along with the darkening and 

	

.masking of the -central tower, endowS the 'introspective 	' 
force" with "the unbounded faculty fo,t seeing- without heing 
seen". 1 	 • 

1. 	Introduction 

According-to civil - libertarians,'Information technologies 
have provided the means of realiling :Jeremy' tentham . I's 
intellectlial vision .  of the PanOpticon They claimthat we are 
now  living in a society where massive•amounts-hf inforMatiOn . can,.. 
be collected by government agencies and.coMmercialorganizationS, 
then stored, manipulated and used withoUt the 
knowledge . or  consent .' Moreover, they'contendthat - there are feW . ,- 
if any, aventies of recourse-open to individuals Who  feel that-  . 
their privacy'has been - abused through misuse  of information  in 

• electronic forM. 	• 	- 

• The,pùrpose'of this  document  is to  examine the issue from a' 
.public  policy viewpoint, as background tO a discussion  paper "on., 

- information services which is being prepared by thé Strategy and 
Plans Branch .  of the.Department of Commlinications.-:That paper: •  
will focus.on the market for advanced inforMationsérvides in 
Canada, the  potential threats and opportunities inherent in.:the': 
widespread development' and use of these  services 'and the -adec4uaCy 
of current policieS to achieve Canadian objectives, 

As part of the overall exercise; this  background  paper will 
trace the evolution of the privacy iSsue;:revièw public .  and 	- 

-expert.opinion,on theSubject.and examine sôme of thè.'illajor' 
concernsabout misuse of information services. It will  look at 
the current state-of privacy - proteCtion  in  Canada, wit• 
particular emphasis.-on recent developments'at.theféderai 
It will then draw .some  conclusions ancISiiggéat-variotia . options 
for action. in .Canada; including stepsthat -theDepartmentof 
Communications should take to address'theprivacy issue.  • 

Volumes - have been . written over therpast:twenty years or so. 

, -'-. Kevin'Robins and Frank Webster, 'Cybernetic - CapitalisW: ' 
« 'Information, Technology and Everyday'Life" in The Political  

• conoffiv of Information,: Edited by Vincent Masco  and 'Janet  Wasko, • •
• Madison': :The University of Wisconsin Press., 1988, -p'.87:- • The- ' 

-. Panopticon is a philosophical construct devised.by . Jeremy.Bentham • :

1110  • at the end of the 18th céntury and intended as the ultimate 
• illustration of the architecture 'of control. 
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11, : 	on the threats to . privacy.pOsed by infOrmation technologies. . • 
This review will therefore, of necesSity,. bea brief condensation 

. 

	

	of the  major elements of this complex and 'ControVersial issue.  
The reader should consult the referenceS for 'a more in 7-depth 
treatment of specific topids. 	 . 

1.1 Definition of priVacy. 	 ' 	. 	. . 	. . 	- , . 	• 	•  . 
. 	 . . 	. 

..ParadoXidally, while' the 	
.

'issue of privacy arouses strong 	, . _ . . 	. 
reactions in' among indiViduàls and within :organizations.* there. 	, 
has been no generaragréément about the defiitionof:- priVady  
that should apply in public-policy - discussions. HOwever; One 	. 
definition has been gaining,currency and  is  used as a' starting .„ *.. . 
point for. , several. of  the  moSt'influential-treatments,Of the 	- 
subject.. It'is taken . from Alan Westin's .PriVacy and Freedom  and 	_ 
Will , serve as the working.:definitionfor:this paperaS :well: .  

. 	. 	. 	. 	, 	. . 	Privacy is the claim of individuals,. grdups ' Or.' - 	• 	• , 
- 

 
institutions  to determine , for themselvéàwhen,'hOW  and  - . 	•: 
to what extent information abolit;theM is -  domMunicated  

. . 	to - others.. 2 ' 	' • . 	. . 	. 	_ 	_ _ _ 	. 	. 	. . 	„ . 	. 	_ . 	, 	. - 	. . 	. 	. . 	. 	. 	 . 
In  1987, the Standing Committee on Justice and Solicitor General -  -, 
recommended that thiS definition be added:to danade'sÉriv,acy Ac -Li 
to facilitate.impléMentatiOn and interpretatiOn. 3  in its 1 . 	

• _ 
response to the Standing Committee, the federal government:  
rejected this ,approach, préferring'to restrict the sdope of the- 	-- 
Act to what  is - being protected 7H-• "personal information" 'as  
itemized in thirteen-point descriptiveliSt'. The concept  of  
privacy ;  therefore, reMains ill-definèd'and vague in Canada - 's - 	- 
foremost legislation on the the subject,  „ . . . . 
1.2 Evolution of the privacy issue - 

" 	- . 	. 
Because of definitional - problemS, privaCy, like beauty; is-

dften-in the eye of the beholder. .Depending.on the comffiéntator's 
political„social or.economid biases, priVacy in an .infor'matiOn - .  
based Society is either One of the most profound -  threatS to human-
liberties or a "nuisanCeissile desighedto restript ,the:freedon 
of the information  marketplade. Perceptionsabout-priVacyhàve 
shifted'aS-the,tides  'of  other sàdiaL:attitudes haveswung from,' 
left to right over the past two decades, .For governments, this .. 
has meànt finding that pdintin the - political spectrum:that 	_ 
balances .the  right of.access to  information  with.the'right to 

2  Alan Westin, Privacy and Freedom.  New York: Atheneum, 
1967, p. 39. 

gl,3 
Standing Committee on Justice and Solicitor General, Open  

and Shut: Enhancing the Right to Know and the Right to Privacy. 
Ottawa: Queen's Printer for Canada', 1987, p. 58. 
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personal privacy. 
• 

On the economic front, the telecommunications:and cable - , 
industries, as  well as other  information, serVice proViders, have - 

' been eloquent defenders of the'need to balance privacy-  concerns 
against other societal gOals: 

It is-important to underscore an important 'aspect of 
that system [the American political system] in the 
light.of privacy policy: the rationalizing ideology 

-which dominates the disCussion of privacy. ,.That 
ideology can be summed up .in one Word sbalanCe 1 .'. The 

'term means that privacy is, one of-many valtiable goals, ' 
and  that its pursuit, While worthy-in itself, must  not 

• cause other highly valued gOals to:,be•forgone'in the 
•

• 
process. These'other goals include safeguarding- and 

' husbanding econdmic investments, promoting - ,gOVernmental 
efficiency . , and protecting.  sàçiety. 4  

On the other hand, civil-libertarians, such as the Canadian 
• Privacy Commissioner,Hare quick to point out that  "computer  
matching ... carried on in the name of: efficiency, - gOod 
government - and law enforcement makes It potentially - a more', not 

- less,-dangerous . instrument in the state's.,handsu. 5  • ' 

• There is some evidence to suggest that this tension of 
interests played a key role in the evolution of the "OECD 
'Guidelines on the Protection of Privacy and Transborder Flows of 
Personal Data". The . OECD Guidelines(discussed in greater, -,detail. 
.in.a later section of  this paper) are a..-set:of récoMmendatiOnS 
for minimum standards for the treatment of personal data which 
has formed the backbone.of voluntary data.protection:codes 
adopted by the private SectOr in OECD coUntries. 'A - doctoral 
thesis done for York University in 1988- and'based on personal .- 
interviews with the principals in the drafting of:the OECD-* 
Guidelines concluded that: 

The issues which- initially arose in the international 
computèr/comMunications.question-were wide . rariging. As  
argued above, m -ost of these initial questions were 
naticinal in perspective and state-centric in 

,motivation. By bringing the issues to the OECD'-,, not 
only were policies harmonized, -  but:harmonized  in the 

4  James E. Katz, ."U.S. telecommunications privacy poli,cy. 
Socio -political responses to technological advances", - 
TelecommunicatiOns Policy.  (December  1988),' p'.  357';• (The  author 

• is an employee  of Bell Communications ,Research.) 

dill ' 

5  John Grace, Annual Report >, PrivacY COmmissioner,- 198.3 - 84'. 
Ottawa: Minister of Bupply and Services, 1984: p. 4. • 
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• liberal international market framework. -  The 
organizational processes desctibed . brought academics 

• ,and state officials who were'theorizing abdutthe 
"information age" in the European Context morè directly 
in contact with both state representatives from.more'f. • 
liberal countries and those fromHdominant . transnatiohal 
economic grouPings. PriVacy prOtection.had bed6me a - 
damage control exercise for some people, - rather than: - 
the control of thè new technology enViSaged by early:H'- 
analysts, Thùs,. the organilation served to integrate_ . 
dOMinant eponOmic groups with the-procebs •ano resultant 
content of a policy ideology of the inforMation -age: 6  

• 
Politics is the "art.of the'possible", and public policy 

will have to continue to seek accommodation.between thebé 
.contending forces.. In the 1980s, ab 'subsequent seCtiOns will -  • . 
illustrate, the balance  • ppears to have - shifted toWard -the 'market. 
forces.  Tn, the 1990s, the pendulum may begin to swing back to 
the  ciyil.libertarians,  if  polling data_suggestinlg:increasing 
public Concerh.about social-issues is tO be-taken as-the'leading' 
edge of a trend  line. 	. 

1.3 .Public opinion 	 • 
• 

.Does the public  perceive invasion of privacy yia . infOrmaticin 
technologies as a serious.  problem? Polling . ..results suggest that  

. it does, although tracking the issue is hot an exact  science 
because of differences  in  sample sizes, guestions,and-,technigues 
among the Surveys that'have been-done. .The following4s à ... 
suMmary of 'the:results. 

Canadian attitudes  

DOC - 1970-71. 
• 

An attitudinal surVey done in for the Department:of . 
Communications in Winter 1970 -71 included a question which . 

 asked 1000 Canadians if computers threatehed•persOnal 
priyacy. Thirty7seven per pent:agreed While 41:percent . 	• 
disagreed. These resülts were roughly .comparable .to those 
derived from an'American survey done-aboùt the Same time 
which - found that 38 per cent of  respondents agreed that 
computers represent a :real threat to , .people's-privacy,. While 

• 6  StepheriD, McDowell, Hegemony and "International  
Organizations: :A History of Transborder Data Flow'Researdh' 
Programmes.  North York, Ontario: ' Graduate -,Programme'in' 
Political Ècience,-York University, March 1988, p. 166... .. 
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54 per cent disagreed. 7 	 . 

. Ontario Ministry.of Transport and 'CoMmuhications - - 1981  

A sample of 1086 Ontario residents were asked t6 indicate 
the importance of.thirteen issues associated .with.. 
Microelectronics. The number one concern wàs privacy  and 
confidentiality of 'information Cited. by 63 per cent of . 
respOndents. The number of people controlling'information.' 
was.third at'45 per cent. Asked, to speculate on who .woùld 
invade their privacy electronically; the.results 

- 	credit rating 'agency - .58 per cent 	- 	, 
computer or data 'bank - 55 ,per cent : 

- insurance company -. 	51 'percent 
- provincial gOve.rnMent - 52 per 'cent 

,fèderal government - 	52 per cent 
bank -- 	:50 per cent 

	

. 	. 
- Bell  Canada - June 1981  

• 
. Bell aeced-a representative sample of Canadians about their 
boncerns'regardihg computer-based»technology. Storage of . 
personarinformation.on computers Was cited by 64 ''percent.  - 

, 
:Ontario Ministry of Transportation and Communications -  193  

Probably the most comprehensive surYey, of public_attitudes . 
.t.o privacy and new information servides was done 'in - 1983:for 
the Ontario Ministry of Transportation  and Communications. 
Unfortunately, the sample was'liMited 'to 210hOuseholds in 
London, Ontarib-and'therefore cannot be considered 
statistically reliable in terms of projectiOnto the general 
.Canadian population j4evertheless, the results - are - • 
interesting because-they explOre the major paraMéters 
attitudes to privacy in advanced information services in 
greater depth than any 'other Canadian survey. 8  . 	. • 

1) 

	

	_Importance of,privacy relative,tO other .issues.(rated., 
as very  important., or important): -  

-7  .Department of Communications; Survey of ptiblicattitUde's  
towards.the computer: Ottawa: Information . -Canada, 1973,. 

. 8 . The details :  in thisseption are quoted froffi 
Privacy and . Two'-way Cable Television.: A Study of Canadian Public  
Opinion.  London: University of Western Ontario, May 1983, pp. 
1- -46. They should.be  considered  indicative ratherthani-
absolute-reflections of the distribution of 'attitUdeS within the-
Canadian population. 
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Inflation 	- 	96 per cent i 
Unemployment 	' 	.- 	- 94 per cent-. 
Preventing'prime • • - 	93 per cent - 
Protecting privacy - 	90 per, cent 
Stopping spread of 
- 	nuclear weapons - 	. 78 ,per. cent'  
Stopping strikes 	- 	69 per - cent 
Improving relations 

between Quebec . and the 	. 	. 	
. 

rest of Canada 	- 	63 per cent 	. . 

	

. 	' 	. . 	. 	. 
Perceived seriousness of various privacy .  invasions 
(serious to extremely serious): 	- 	. . 	. 

RCMP taps.phones . 	- 	76 per cent 	. 

	

. 	 . ., 
Use of medical records by insur- , 	. 	. 	. 

ance company without consent 	69 per cent  
RCMP opens mail 	:- . 	62 per cent 
Magazine sells subscriber list - 	58 per cent 	. . . 	. 
TV monitor in workplace - 	53 per cent 	- 
Government makes list of people : - 	- « 	. 

attending political meeting - 	52 per 'cent  H . , ' 
Stores share credit information 	41 per cent:  
Cable company monitors customer . 	. . 

viewing habit by computer .- 	38 pet cent 

Public trust of government and private business'to,use .. 
personal information properly.: 	. 	: .. • - 	. 

Federal and provincial governments:- 
Trust 	51 per cent 
Worried 	- 	49 per cent. 

Business and companies: 
- Trust 	- 	38 per cent 
-. 	Worried 	62 per ceht 

,Perception2of.changés in privacy and concern about it:- - 

• 

- __ 7 	much  more  privacy than in past 
- somewhat more privacy than in past - 
- about the same degree of privacy- - 

- . somewhat less privacy than in past - 

-. 	much less privacy than in pabt 	- 

Concern about threats to perSonal privacy: 

- very doncerned 	- 	18 per cent 
- somewhat concerned - 	44 per cent 

2 pat-ceht- 
- 8 per cent 

22 per : 
cent 
47 per 
cent 
21 per 
Cent 
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82. per. cent 

per 
per 
per 

per 
per 

cent 
cent 
Cent 

cent' 
cent 

80 
79 

- .60 

54 
21 

36 
- 57 

7 

per 
pér 
per 

definitely'stop — 
possibly stop - 
not stop 

cent 
cent 
cent 

9 

only a little concerned -26 percent 
- nôt concerned at all- 	12 per cent- . ‘• . 

'Attitudes to computers (agreë or soMewhat agree): 

save time and energy- 	90 .per cent 
- take  jobs •  away - 	.87 per cent 	. 
- pose a danger of per- 

sonal privacy 	- 	84  per.. cent . 
too complicated to learn.29, per - cent 	. 

Reactions to concept of tWo-way television (agree Or 
somewhat agree): 

- prefer to Shop .in person 
.

- 	

cable company computer. will. 
- 

	

	-have too much information 
about personal life 

too costly .  
would-tempt to buy tOo-,mudh 

- would . be frequent  user 
of two-way services 

- 'too complicated 

Potential Privacy :problem's' in two-way services: 

A) Extent of  aring whether peàple know-personal 
buying or - viewing habits:. 

cent 
cent 
cent 
cent 

an extreffiely private matter - 
private batter 

a someWhat private Matter - 
not . a private matter - - 

14 per 
.29. per 
33 per 
24 per: 

Use of buying habit informatiOnabout . you and'Your 
family: 

a very serious privacy 'invasion'- '25 Pér,cent -
a- serious priYacy invasion - per.cept. 
a.somewhat  setious privacy  invasion - - 35 per › 

- cent 
not an prdvacYinvasion 	_ • 	.4 .per  cent 

Extent to'which use of personal . information for 
marketing purposes would deter indiVidual :froM 
using two-way cable TV services: 

D) 	Extent to which cable companies should tell 
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individual subscribers about collection  and Us.e of 
personal information.: 	. . 

•a good-idea - 	91 per cent  - 
not a good-idea - 	.8  per. 'cent'  

• don't know 	.1 per  cent 

Need for written. permission before cable coffipanies 
use personal information for marketing' purpobes: 

a good idea 
nota gdod ddea - 
don't know- 

96 •per  cent 
'2 per cent 
2 per cent 

Willingness -to allOw,usé of'personalinformation 
by cable companieswith:advançe notification 

yes - 	43 per cent• • - 
• no.- 	" 	- 

 
51 per  dent 	• " 	" 

.don't know - " 6 per cent 	. 

Willihgness.to PersOnal information' 
in return  for a 50 pe.r.cent reduction  in ablé 
rates: 

yes.. .7. 	- 57 per cent 
no 	30 per cent 
don't know - 	13 per cent. 

Selling of personal-ihfOrmaticin derived from, twO-
way cable services to -third:.parties: ShOuld it be 
forbidden? 

yes - - 	.91 per•cent'•_,:, 
no - 	. 4 per-cent 
•don't know 7",-* . 1 - 5 per.cent 

Use of personal  information  :dérived froMtwO 7wa 
cable services by the. government:or cdùrts should 
be: , 

forbidden 'iniall  cases'-.' 	-..,, 26 :Per.ceht. 
forbidden exCept ina eew justifiablè  

cases - - 	• - 	.2 	-. 38 per :'Cent .  

	

:f-orbidden in .ffiàst  cases - • ':-. 	..1 -2 .9per :cent 
generally permitted - 	: 	7 . .:per.ceh't ..: 

- . 	 . 	_ 	. _ 	. 	. 
ShoUld 'théte bé-strict :regulation torhinimi2:è thé. 
possibility:of illegal  use of perSonal information 
(e.-g. by employees  of the  cable companies br  
hackers)?, ' ' 
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yes - 
no - 
don't know - 

98 per cent 
1 per cent 
l'per cent 



American attitudes  

In the United  States,  -a number of major surveys have been . 
 carried- out by national polling:Organizations in the pas t .  

few years on the subject of . informatibn  technologies and 
personaI,privacy. Therefore, the ,data»are somewhat_more 
comprehensive and.comparable than in Canada. 

In 1585, the Office  of.Technology AsSessment of the'US-:- - 
government:commissioned a review of survey researchon  the  
subject, with the following results. 

- 	Percentage-perceiving computers as a threat  •to personal 
privacy: 

1974: 	yes - 	38: -per'cent 
no 	- 	41  percent.  

yes - 	41 per cent 
no .- 	44 per 'cent 

' 	12  Goldfarb Consultants, The GOldfarb Report 1987,  raw;data 
.from computer printouts; s.12, g.S. • 



1978:. ' 52 per cent 
1983: 	_ - 60 - per cent 

- percentage believing that each organizatio n shareS: 
information about individlialS withOthers (1983):' 

•nn• 

14 

197 8 : 	yeS 	.54 percent 
- no 	- 	33 per cent 

1983: yes - - 51  percent 
 - no 	- 	42 per Cent 

- Peréentage believing that persbnal.information  in  
computers is not adequately i safeguarded: 

credit , blireatis 	- 
loan companies 	- 
insurance cOmpanies - 

: welfare agencies 
• Census .  Bureau 
'banks 

. Public opinion re-
search firms 

.the FBI  •, 	, 
the IRS 	 - 
the  telephone coMpany 

7 '5  •per cent 
'6 - 5  •per cent 
57  percent 
51 per  cent 
51 per.  cent - - 
51 per cent.  

-.50 per cent 
'3.8.per  cent 

 36per cent 
33 per cent 

- Percentage : sùpPorting potential federal Jaws on - 
inforination .abuse (1983): 

- Iaw requiring double-Checking of.sensitive 
- computer data -  92 per cent  

. 	. 

- federal:law to  make privacY4nVasion by 
information7collecting,agenciéS a .criffiinal offénée: 

• . 	-7 83 per cent- 	• 
, 

• - 

- • 	impeachment of public :officiais viplatidg privacy. 
—of - individuals ,or grotips without a .court order_dr 
trial 	81 per cent 

- federal - law, punishing authorities responsible - for:. 
. making coMputer errors that :  hurt credit ratings:, 

-. harm companies or endanger lives -  71 per cent 

- federal laws:Putting •çoinpanies that shared 
• information which /i_olated the privaéy of-the ,- 

• individual out of business' 	'68 per. 	
• 

- federal regulationsion  the  kind of infOrmatibp 
that could be combihed with other  'information.  to 
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produce individual.profiIes - 66 per cent 13  •: 

/t is evident that concern about privacY-•and advanced 
information technologies has been rising' in the past 'decade in 
both Canada and the United States. This has sometimes been, ' 
referred to as an issue without a . cànstituenCy, since  •idespread 
public Concern has  not  translated into a focus. for action. The 
public opinion findings suggest, however,• a growing sense  of  . 
unease, as consumérs discover there are side  •effects to 
information gathering activities that have generally operated -
outside the framework of public attentiOn. 

Certain parallels to the environMental protection issue are 
 evident: the emergent right to privacy in an information-based 

economy maY become  as  important to individuals as the right to a 
cleanenvironment has become in a manufacturing-based economy. 
And there are hints' in the American data supportihg federal 
government intervention that the public will expect those who 
profit from-the processing of "informationreSPurcesto assume 
responsibility for enÉuring,that consumers.are not'harmed by this 
activity. . 

1.4 Expert opinion 	. . 	. . 
. 	. 	, . 	, • . 

What do the experts  say about privaéy threats in eleCtronic 
information systems? Are they  more  or_less concerned than the 
general public? 	The f011owing is a brief review of the major. 
positions of privacy experts, both on the . Canadian and the 
international'scene. 	. 	 . 

• Canadian experts' 
• • 

David  H. Flaherty, ProfesSor of History'and  Law, University  
of Western Ontario. 

Professor Flaherty is probably the leading Canadian' expert 
on the  privacy implications of advanced information 
services. His area of expertise is.twoHway services on 
cable,..but'his commentS could apply tà private sector.  

13  U.S. Congress, Office of TechnOlogy Assessment, Federal  • 
. Government Information. Technology: Electronic  Record  'Systems' and  
Individual •Privacy: .(0TA-CIT-296). Washington:. U.S..Government • 
Printing Office; June 1986, pp. 26-31. Most of the information 
cited in this sectiàn is drawn from polls conducted by Louis 
Harris and  Associates, Inc. -- The Dimensions of Privacy: A  
Nation -al Opinion .Research  Survey of Attitudes - ToWa .rd Privac  
(conducted for Sentry Insurance, December:1979) and The Roàd  

-After 1984: A Nationwide Survey of the Public and  Its Leaders on  
the New Technology and Its ConseguenceS for American Life 	• ' 
(condutted for Southern New England Telephone, December 1981). 
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companies offering information servités,on'any , mediuM:. 	• 

• New York Attorney GeneralJZobert Abrams :has argued that 
- interactive cable television is going - to generate  "the 
single . largest repository of personal data  and  

. infôrmation in the history  of the World." If this 
.allegation is correct, and there are compelling reasôns 

. tà think.that it - iS, then two-way servicesPose -
considerable challenges to individual privacy,and the 
confidentiality of . personal information. CoffiPanies 
offering interactive services must.be enceùraged to 

- -develop and implement provisions and guidelines on 
• Confidentiality and privacy that will limit :the 

collection,  storage and use of personal  information  to 
'legitimate business purposes in such a - manner that 	•- 
subscriber interests are-protécted_ at all,tiMes;.' - 

 Contrary to the cuStortiary practiceS of most,priyate 
concerns, companies will have to be persuaded that - , 
there are appropriate limits on the uses of:personal 
information that 'comeb into:their  possession  through 
the operation and, use of two-way systems. 14  

Professor Flaherty,is perhaps most noted for his development 
of the concept of "group privacy" which.could bè threatened...:, 
by information derived from a .solirce such as channeL - 	- 
monitoring. Using statistics on neighbourhood viewing 
patterns, for instance, it- wouldbe , possible for a marketer 
to deVelop a profile  of  the political, religious and-sexual 

_preferences of that,grôup of people. Hé contends that:the 
econoMic benefit's to  carriers of selling-'such information - 
may prove to be an overwhelming temptation, and he believes 

•that both self-regulation and legislative regulation will 
become neçessary to,  control the-practice'. 15  

Né suggests that companies should .ObserVe a number of 	' 
practices to ensure the confidentiality- cf subscribers,' ..- 
including: 

1) - informed consent by subscribers  m'a  written-contract; 

2) adherence to a- code of fair . information practices; 

3) requiring all employees to signa form concerning the --  
- confidentiality.of subscriber lists; - 	• 

14 David  H. Flaherty, Protecting Privacy in Two -Way - 	. 
Electronic Services.  Whitè Plains, N.Y.: Knowledge;Industry 

, Publications, 1985, p. 143. 	 . . 	. 	. 	_., . . 
. 	_ 

15  Flaherty, p: 149. , 	. . 	. . 	. 	
. 	. 

• 
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• 4) 	minimizing the ameunt of data collected.and.the -time-it, 
•is retained; 	 • 	, . 

7 

-limiting the possibility of data linkage td develop 
profiles of , subscribers using different information 
services 

improving.the physical sectirity of data stored ontwo-
way systems" (e.g. encryption, audit - ttailS; double and 
triple passwords for access to sensitive data)'; • 

making the common carrier (whether cable•or telephone 
companies) legally respensible  for the cenfidentiality 
and security  of information moving-through-lts'systemS; • 

8) 	regulating third 7party access to personal information 
derived from two-way services. 16  • 

Dr. Arthur Cordell, Science Council of Canada and Department  
of Communications  

Dr. Arthur Cordell is ,a: respected researcher who haS 
published extensively on the social, economic and personal 
conséquences of the increasingly widespread use of" computers 
and information technologies. On the subject of privacY', he 
has outlined three concerns which he feels are likely have 
negative consequences for personal privacy in an information 
age. 

	

1) 	An information infrastructure is being-Püt in place  
very rapidlyAahich will include'details on alrtypes:ef. 

. . personal transactiens,'including legal, medical and :- •, 
eduCational activities.. This'electrenie trail . cari•be -

: maintained cheaply  andin  perpetuity using computer . 
'. technolegy. • . . „ . 	. 

• - 	_ 	. 	. 	. 	. 	. . 	, 	. 
2) With computer networks and:increasingly .standardized ,  

'communications pretocols, it will:.become feasible  and''  ' 
' inexpensive to •interconnedt many,databases.. 	 . . 	. 	. 

. 	. 	. 	. . 	. 	. . 	. 	, 
3) In Canada, there are no integrated Set

. 
 of.laWS to ' 

protect individual privacy.1 7 	- . 	- : 	 _ , 
• .•, 

While he shares ProfeSsor Flahertyrs'.apprehensions'rabout the 
invasion of persenal privacy,  Dr CerC,3,ell alsb suggests that 

• 

• 16  Flaherty, pp.  143-149. 	- 
• , 	. 

: 17  Arthur  J. Cordell, Thé Uneasy Eiehties:  The TranSition  

4111 	
to an Information Societ . BaCkgroUnd-:Stlidy -53- OttaWa:: 	., .---;.• 

. . 	Minister of Supply and Services,  .1985 , pp. 74-75. ..•, 	. . 
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individual conventions about privacy may be changing.over 
• time: He detects less concern among the public about 

confidentiality, as reflected in media talk shoWs where.: 
individuals seem prepared to reveal the . most intimate -
details.of their personal lives. 18  Whether'this , indicates a 
loner-term trend toward indifference about privady.: 
invasions, or whether it is-simply that privacy  ils a. "public. 

-good", like the environment, that will not be defended until 
the situation becomes - intolerable, is still open to 	- 
speculation. 

John W. Grace, Privacy Commissioner 	• 

Mr. John Grace has been canada's Privacy CoMmiSsioner Sinée - 
the the Privacy Act came intO force - on 'July 1, .1983. He has 
•been particularly articulate about the dangers of computer , 

 linkàge  as a threat to..personal privady (of which more Will 
be said in Section 2 of this paper): _ 

Covert computer linkage with unauthorized data - 
- 	- Matching is a form of.sparch and seizure about 

-which privacy advocates should be sOunding alarms:- 
to both-  the government and the 'public.' Subh 
intrusions upon personal: récords should be:subject 
to prOcedural safeguards at least as rigoroùs in 
their own way,  as those covering wire tapping to 
detedt criminal activity-or the search and seizure' 
of property. 19  

. 	. 
Yet, while the dangers - of data matching have not abated with 
time, there has been .a noticeable backing away by the 	. 
privacy COmmissioner frOm the prOblems this poses  Outside 
his area of jurisdiction (all federal government departments 
and a number 'of federal government agencies). 

The general "principles enunciated in broadly-
applied legislation may not well serve diverse 
groups. For example, it iS highly dOubtfuI that 

-- the Privacy Act, however ingeniously (or 	• 
• mOnstrously) elaborated, can,be an.effective - code' 

of fair information practice at thé same time for, 
not - only video stores, butthe.direct_mail 
.industry, credit bureauS  and  cable television. 2 ° 

18  Personal conversation with Dr. Cordell, Januàry.11, 1989;  

19  John W. Grace, Anntlal Report, PriVac Conimissioner, 1983 -  

84.  Ottawa: Minister of Supply and Services, 1984,:p.4.. 

20  John W.  Grace, Anruià1 Report, P'riVacy.Commissioner, 1987L  
88. Ottawa: Minister of Supply and Services, 1988, p,7: 	, 
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Such caution may be entirely understandable in an:agency, 
already overwhelmed 'b'y the voluMe of privacy violationsit . 

 has to respond.to within its current mandate. , but'it'does'. 
little to,reassure those who perceiVe a -  growing threat to . . 
privacY frob data matching in the private sectot., 

International experts  

Office of Technology Assessment, Congress of the United  
States  

The Office of Technology Assessment (OTA) in the United 
States has taken an aCtivist approach to the issue of' 
privacy in electronic record systems, publishing-several 
comprehensive ,and well-researched.reportb  on the  subjeCt. 
Overall, it has concluded that: 	- 

Federal agency use of new- electronic technbIogies:' 
in processing persônal information: haseroded the 
protections of the Privacy Act of 1974 . ;.: Many ,  
'applications of electronic records being used.by  
Federal agencies, e.g. computer profiling and 
front-end verification, aré not expliCitly::covered 
either bythe act or subsequeht OMB guidelines.. 
Moreover, the use of computerized ,  databases; 
electronic record searChes'and  matches,  and'- 
computer networking - is leading rapidly to the 
creation of a. de facto  nétiônal database' 	' 
containing petsonal information on most Americans. 
And use of the social Security, number as a de 

 facto'electroniC national, idéntifier:fadilitatés . 
the development of this database.  'Absent' a'  
in which the conflicts generated by new ' 
'applications of information téchnoiogy.cah'be-- 
debated and-resolved, - agencies have little 
incentive-to consider privacy-:concetns when 
deciding to establiSivor expand the use. of  
personal record systems. 21 	«' 

The OTA - has identified a number of Ways the U.S federal 
government_might respond to this situation, including: 

dOinghothing, which would represent an endorsement of 
the creation of a national.database_and a national . 
identification number; 

21  Office of Technology Assessment, Fedetal Governffient  
Information .TeChnology .: Electronic  Record Systeffis and .  Individuai 
Pr•vady.  Washington: 	Government Printing' Office june. 
1986, p. 99 : 

1) 
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3) 	individuals will increasingly démand,therioht to 

22  Office of  Technology Assessment, pp. 99. -100. 

. establishing control over federal.computer-matching,• 
front-end verification and computer profiling; 

implementing more controls 0n sensitive . .personal 
information; 	- I • 

• • 
controlling and enforcing the seciirity"ofpersonal' 
information in a microcomputer environment; 

. 	. 	• 
legislating-more specific guidelines for accurà.cy  and  
completeness of records; 	 • 

	

6) 	restricting the use of the social 'Security number; . 	• 

limiting inter-agency accessto. personal information; 

	

8) 	strengthening existing . institutional_mechanisffis for . 
protecting:privacy at  the  federal 'level or creating a . 
new  one (a.  data protection or . priVacy board); 	- 

• 
undertaking a study of the broader sociali'ecOnoMic and,, 
political context of information  policy, of which • - 
privacy is . .a part. 22 	• 	. 	- 

. 	. 
So far,- the first optiOn appears to'be the actiOn adopted. 

James E. Katz, Bell Communications . Research  
• _ 

Dr James  Katz's area -9f.  expertise 15  telecommunicationS 
privacy, and he has:written extensively on the subject: in a 
nuffiber of journals.. He has made "several predictiàns:about ' 
possible . privacyftrends in the - American telecOmmUnications-
environment which . are also relevant to.the . :Canàdian Scene . 
hey are that: 

	

. 	c - - 
• 1) , theexpectation Of.. .privacy will continue:to eXpand 

since it is positively• correlated.-with increasing 
. standards of living and is . deeply entrenched in the-• • 
American:value system;: 

• 
2) .telecommunications and computer technologies 

• strengthen the value ofPriVacy to.people and senSitize 
- them to•its  possible  loss since  more  and more 9f 
people's personal:life will be 'conducted over'these 

. media. This concern will likely-stimulate  new laWs and 
•regulations to protect privacy; 	•• . 
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xeview and correct data files held.on them by 
organizations, and'will likely be supported in this 
demand by the courts; 

4) .public opinion polls will show high and-growing•levels .  
of concern about privacy-invasion ,  as infc'rffiatiOn 
services become more commercialized, and governments 
can be expected to react to this public  pressure, éVen. 
if it means restricting : the rational ànd . efficient - 
evelopment of telecommunications services; 

• 
the rapid pace of, telecommunicationS change will add to 
public disquiet about privacy invasion, since people: 
tend to react negatively to the.linfamiliar, especially. 
if they perceive that theY are loSing control Over a 
vital part of themselvesfta. "eXploitative.machines"; - 

as a countertrend, organizationSwill demand ever* more 
privacy invaSiVe information -about individuaIS*with - „ 
'whorilthey have contact . as the demands for "hard data" 
on which to'base decisions increases. 'Therefore', the 

	

'information Possessed by telephone service providers 	. 
'will become more valuable-, both.commercially and as a 
means of social . control. The temptation to sell this 
data will becoffié correspondingly #eater. 23  

, 
1Dr.'Katz . also offers the interesting insight that a strong 
-and diverse coalition of economic and civil liberty - groups, 
•is the most effective means .of gaining *significant 	' 
legislative protectiOnr.for personal privacy.. He notes that 
the Reagan administration's initial opposition to the 19,86 
'Electronic Communications Privacy Act was largely eliminated - 
once it was assured that organizations such - as- AT&,T ànd,the 
Videotex'Industry Association supported,the-*legislation as a 
means of overcoming customer.misgiVings about the security 
of communications on their networkS. 2 "1. 

• 

Justice Michael Kirby, New South Wales Court of Appeal  

Justice Kirby, a former  member of the Australian- Law Reform 
Commission, was  the • Chairman  of. the Expert GrotiP . on 
'Transborder Data Barriers, established'by the'-Organilation 
for Economic Cooperation and Development .  (OECD) in 1978 to  

. 	23  James E. Katz, "Public policy origins of . . 	' 	. 
telecommunications,privaçy and the emerging issues,",  Information  
Age,  volume 10, no. 3, ,.(July 1988), pp. 173-176., 

	

,-._ 	, . 	. 	, 
24  Katz, " -U.S. telecommunications privacy policy" -,. , 	• 	. 

Telecommunications Policy,  (December 1988), p. 361.' 	: 	- 
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draft the OECD's Guidelines on the Protection of Privacy'and  
Transborder Flows of Personal Data. He  has been credited., 
with doing much of the mork-to develdp.the Guidelines 25  and 

 is a respected voice-  in the international privacy community.. 
• 

In  a , forum  on  access, to information and.privacy'held:in 
Ottawa in 1986-,..Justice Kirby propOunded ten "information 
commandments" representlng his assessment of the state  of  
privacy  protection in an information, environment.... 

• 
1). -Contemporary technological'developMents endanger11 -aman 

rights and civil liberties and require responses from 
soCiety 	inclUding the legal - system: 

• 
2) - The fertile common law system,- even:as'enhariCed in sOme_ 

. countries by constitutional_rightS„is .inSufficient to 
:provide adequate responses to the Challenges of 

• technology. More legislation is-,needed. 
' • 

3) In  some cases, the technology itself'demands or even 
produces legal reform because it renders_current laws .  - 
irrelevant or 'ineffective. 

The peopleare not always the bestAudges of their •own.- - 
 interestS. Informed obserVers have a dirty to identify'. 

dangers to freedom. . 

The costs•of information - rights - must bé - counted;.but so 
must the intangible benefits. 	• 

. Information laws must be deVèloped flexibly because of. 
changing technology,and the rapidly Changing ' 
perceptions of the problem. 

• • 
-Information - rights must extend-from the public Sector , 
(where they have been developed) to the private sector. 
Voluntary guidelines, such a compliance i with the:OECD 
privacy.principles; may provide astarting  point but  
are likely  t'a  be inadequàte in the -longer  

Informationtechnology presents  international  issues 
that require international solutions. 	- 	- 

Légal responses to  information  rights .must' attend to• 
.'real problem's and not content:themselves with.mythsand 
mere Symbols. (e.g. that information laws. depending.' 

• extliisively on individual motivation fOr,enfortement-- 
will provide effective protection againStà.buses of new 
technologies). 

25  McDowell, p. 154. 
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10) . Democratiç values must be preserved, and it 1S:atleast-
questionable whether our democratic institutiOnS:can 
adeqUately respond to the challenges of teghnology. 
'The tendency to parliamentary inaction is 
understandable, bût dangerous .26 

Justice Kirby,belieVes, that the ability of democratic • 
institutions to cope with priVagy , and=freedom  of, information  
in the face of rapidly bhangingtechnoIdgy will determine 
Whether neW informatiOn technoldgiès become instruments Of 
progress or inherently elitist and'autogratic tools, PerhapS' : - 
in thé •end  undetmining democracy itself: 	- 

2. 	Specific privacy issues' 

The reader will have, by . now,gained a general idea-ofihe •, - 
major priVacy -concerns of the public and experts. This section 	• 
will focus'on-thosé'ibsues that are of patticularrelevanée in an 
advanced information services environment. 

*2.1 Privacy of content and privacy Of process  

Itis useful to distinguish between.the, .tWo types ,of privady 
invasion that . can take place'in 'a coMMunigations 
environment. 

Invasion of privacy content  takes place when the substance  
of, amessage ib intercepted, diverted,:recorded or monitored 
by à third party.  The  most coMmon current privacy invasion 
of this.type is an illegal telephone wiretap.', 

. 	. 
Invasion of privacy progess  occurs When.a thirdparty makes 
.use of records on who uses an elegttonic service;;_when-itis:. 
used and what was the outcome. ExamPles ofthis kind of 
privacy invaSion.inclilde monitoring of .numbets dialled frdm 
,.a.partipular telephone or viewing patterns of pay-per-view 
cable subscriberS. In this•case, the.substance of the - - 
message is of less.interest than the pattern be .cons'umptiqn 
or usage-revealed. As'such, this  information 	. 	• 
particular interest to'marketing analystS and commercial 
Ifirms. 2 T 	 • 

26  Justice Michael Kirby, "New technology and international 
privacy issues", in Challenges and Change: Australia's  
Information Society.  Ed. Trevor Barr. Melbourne: Oxford 
University Press in association with' the Commission for the 

410 	Future, 1987, pp. 150-158. 

353. 27. Katz, "U.S'. telecommunications privacy Ipolib 
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2.2 .Surveillance of content' 
• 

Electronic eaVesdropping in the form of wiretaps:has chiefly 
been used in Canada by the police and  security  services for 

 laW enforcement or intelligence'gathering purposes. 'There 
are- a nuMber of legal Sanctions ‘(particularly the Protection 
of Privacy Act) - against the'use-of wiretapping devicéS_for 
illegal purposes, and the security and intelligence files of 

•the Privy Council Office, the Canadian Security Intelligence 
-Service and the Solicitor General emain exempt fromhpublic • 
.access. Although.these files are protected. from 
-Unauthorized access to their conténts,:there are,those who 
view such surveillance by thé federal government with • 
suspicion. A 1986 study done.fbr the Law Reform Commission 
of Canada pointed out that electronic eavesdrOpping has been - 

' 	used , by police forces in Canada much more frequently than 	- 
originally intended by . the Protection of Privacy Act. In 
fact, the relative number of wiretap . authorizations.in  
Canada is twenty times the number' in the United States:' 

U.S- 	Canada  

1975 	701 	1,123 
1976 	686 	1,218  

• • 	1977 	, 	626 	1,304 
1981 	589 	1,059 2 $.- 	. 

These "pre-Charter of'Rights and Freedom's" statiStics may 
reflect Canada's relative willingneSS,  in  contrast to the 
United States, to givegreater weight to a societal value 
(security) than to an indiVidual right (privacy) when 
juStifying electronic intrusionS,•- This tendency may, 
however, be .modified by the legal impact of the Charter 
Since 1982. 

New information technologies have extended the potential for 
content surveillance or interception' beyànd the realM of 
voice communications on  conventiOnal wires to such a(reas'as 
electronic mail and high.speed data  transmissions  by 
Microwave', satellite and optical fibre-. Also falling intO 
this category would be eavesdroPpingcarriedout using 
optical systems, microphones, pagers and video cameras, as 
well as cable TV and VDT (computer  terminal)  • monitoring. 
Another issue of growing concern is workplacemonitoring.of 
telephone calls and electronic monitoring of the 
productivity of cashiers, airline  personnel  and telephone-
operators. All of these developments are posing.challenges 

• 2 8 Law Reform Commission of Canada, Electronic Surveillance. 
Working.Paper 47. Ottawa: Law Reform Commissionof Canada, 198(); 
p. 10: . 
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for:lawmakers and'regulators. 

In the United States; the Electronic CommunicationSPrivacy 
Act, passed in 1986, protects nearlyall forms,of éledtronic . 
communications, •  as well as the computer facilities invôlved 

. in such  communications.  - Stiff penalties have been-specified 
.if private interceptions are made for . cOmMertial ; gain, with . 
lighter penalities levied in the -case  of .casualintercepts. 
Interestingly enough, the radio portion of cordlesS 
telephone calls is . exempted frOm  the legislatiOn: becàuSe . 

 of the -ease with which such callScan bé intercepted the . 
j_awmakers wanted userS to  assume  that conversations.Were not . 
private. 29 	 . 

In Canada, the illegal interception of content  in elettroniC 
form is covered by a number of StatutesAwhich Willbe:. 
diScussed in detail in Section 3 of the paper), so the' 

	

. sitilation:is not nearly as neat.as in the United ,States,. 	• 
The Privacy COminissioner-in his 1985-8.6 Annual_Repôrt, - - 	- - 
points out  that the natUral "home"  for legislatiVe 	- - 
protection against attacks on - privacy through electronic 	. 
devices is the Protection of PrivacY Act(which hedoeS not 

 administer). 14bwever, he goes• on-toiSay that: 

... the present relationship between  the 
Protection of Privacy Act -and the Privaty Act-is 

- untidy and-unsatisfactory.. ' Thé -division isbased 
on distinctions which are hard to maintain becaus 
the old divisions have broken down. - 

- The use of computers to link information or to 
draW up personal profiles is no less electronic 
surveillance than 'listening- ,to telephone 
conversations - . The new fechnolOgieb_and the - :. 
threat 15o not respect separate statutory- 

* 	compartments. It is.at  least an. anomaly_ that - 
- . someone called - the Privacy Commissioner-can speak. 

. 	out against one .kind of breàch of privacy  but haS 
• 	no mandate to speak,out. against, much Iess 

prevent, breaches which are different only in* 
method and may in fact be:much more. insidiouS. 3 u .  

Although this situation has less applicability:to 
information services - that - are sold  on the telecommunitations 
or cable systemSwith the express purpose of . being:- 

2 9 Kat7, '"U.S. telecommunications privacY- politypP,: - 357- 

- 
. 	30  John W. Grace, AnnuaL Report, Privacy Commissioner,1985,- - 

.86. Ottawa: Minister of Supply and  Services, :  1986., p.10.H 
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intercepted  or monitored, the Privacy-Commissionar's 
comments have particular relevance when it comes tà - the 
question of priVacy ofprocess or usage, which is - addressed 
in thè next section. 

2.3 Sùrveillande' of process .or usage  

David Flaherty, the Canadian.privacy expert, haS described 	. 
in soffie detail the potential for accumulating tranbaCtional: 
information on individuals or groups of individualsthroUgh 
the monitoring Of interactive services 	In  his  book
Protecting'Privacy in TWo-Wav Electronic.Servicès,  he 	- 
reviews a number of existing and . proposed- cable-TV' 
applications, suth as pay-per-view Service's, secdrity 
services, public, opinion polling, telé-edtication,. tele . 	- 
banking and tele-shopping, which reciùire the stor,age and usé 
(for billing purposes) of largealliOunts 	infotmatïon.on' 	H 
the behaviour of subscribers. His list  of potentiarprivacy . 
invasions throligh this technology include: 	"-' 

• • 
1) 	monitbring of:TV viewing habits (both hOusehoid ,and, 

. aggregate viewership); aggregate viewership); 

. 	continuousmonitoring of movement in and out of,a-home;: 

	

3) 	storage and: collecticin of data on subscriber_opinions. 
about issues on WhiCh he or she, has been ipolled;' 

development of.profiles on,the buying habits of 	: 
consumer;  

	

5) 	development  of profiles of the ,information retrieved by 
a subScriber from on-line databases; 

	

criminal or unauthorized use of personal financial 	' 
information stored on telebankingsystemS. 31: 

The American privacy expert,'Alan Westin, has suggested - that 
at least four issues will have to be faced by those involved -
in telebanking and, eventually, by those-Offering •ny type: 
of interactive service. First, hoW . long'should 
transactional data be stored? Westin believes that there 

endrmous pressure from government regUlatOrs,. 
marketers and,researchers for accesS if - data ïs kept for any 
length of time 	Second, how secure4s:the data?,,:Third 
what protection will there be against'creation of - integrated 
profiles? Finally, how will third partY.access to thé daté' 

31  Flaherty, pp. 44-80. 
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In the United States, in the telecommunications field, 
considerable attention has beeh paidin recent years t6 . such, 
data, which are now referred to as Customer Proprietary 
Network Information (CPNI). The Federal  Communications 

 Commissiàn has, in . fact, issued regulations,to goVern the
•release of CPNI to firms that want to . use them for Marketing . 

and Planning purposes. Each multi-line business CubtOmer . 
now has the right to decide which of the telecom information . 
service vendors can have access  toits  CPNI. For example, 
records of numbers to which calls have been made are 
considered the . property  of the firm that made the calls and.' 
are not released .  except With  the consent of,. the  -firm: 	, 
Therefore, control of the data.remains in the handS of the  ' 
data generator, not thé original service provider, .the 
telephone company. 33  

• 

.An interesting loophole in these regulations . has. recently 
come to light, however: Major users in the.Ljnited States, 
such as banks and insurance companies, have discovered that 
nothing appears to be preventing - the carriers from passing . 
telecom traffic statistics, for example, on to its oWn  
subsidiaries and marketing personnel. Members Of the Tele-
-communications Association, alarge users group, are . 
appealing to the FCC to clarify the>definition of CPNI and - 

•  the rules of access to it. 34  

.2.4 Data matchihg and iinkaae of personal information  

Probably the most disturbing privacy violation that ,ocCurs .  
in electronic environments is the matching of data from  one  
source with datafrôm.other sources'-to produce profiles' of 
individuals or groups, Through this technique, information 
which is fairlyinnocUbus when stored in a discrète  database ,  

. becomes intrusiVe in the extreme when combined With 
information  from other databases. For example, hàffie' 
telephone numbers on an electronic ,database COuld -be matched 
with political party memberships'oryincOme information, then 
sold to canvassers or telemarketers, • leading:to .a •argetted 

32  Alan F. Westin; "Privacy Issues and the Implications of 
In-Home Banking," American Banker,  June 3, 1981, quoted in ,  
Flaherty, p. 71. 

33  Katz, "U.S. telecommunications : privacy policy", pp. 162- 
C,* 

34  Kathy Chin Leong, "TCA pùshes for privacy on corporate-
networks", Computerworld,  October 3,.1988, p.133. 
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telephone solicitation campaign. 35 	• 

The 'Canadian Privacy Commissioner has_been soUnding - the 
alarm about this probleffi for many years. In 1981, the then 
Privacy Commissioner, Inger Hansen, advocated an amendment: 
to the Criminal Coda to Create an offense  against  the 

 "privacy of another". This enactment would have,reguired _ 
-Irecipients -orc011ébtors or pesonardata to -disclose to 
the person providing the data ,  all propOsed Uses  of the data 

 not.already eXpliCitly provided for or made coMpulsory'by . 
law. The disclosure would be at• the time of collection, and. 
consent,to new uses would - be necessary". The law would have 
covered information given to governments, doctors, insurance 
brokers, bankS-and other institutiOns. 35  

This spirit of this recbmmendation has not been acted uponi: 
except.at the federal level (see SeCtion 4), but thé  Privacy 
Commissioner ,has continued to point. Out  the dangers  of  the 

 practice: 	• 

Computer-:mbtching turns thé traditional 
presumptiOn of innocence intd . a presumption.of, 
guilt. In matching, even'if there is no 
indication of 'wrong-doing,-individilaIs are subject 

- to high technology search and seizure,: Once the : 
principle of matching is accepted, asocialforce 

. of unyielding and perVasivenagnitude'iS put , in • 
place. 37  

, 
In January 1989;the.Privacy Commissioner Made a sùbmission 
to  the CRTC,  expressing his concern about Bell. Canada's 
plans'to computerize its directOry'listings. He pointed.put 
that a Toronto ComPany',..Reteaco Ind. had matched 

• computerized listings with Statistità Canada demOgraphiC 
data and Canada Post postal codes to produce profiles .. Of 8.9 
million households. Within eaCh postal code unit -of 100 to 
1,000 people, Retéaco Was able tdidétermine leVelb,of 	. 
ihcome, ethnic and religious composition of the-hOUSeholds, - 
the type of dwelling, Marital statuS . and - numberS  of - 
children. Grace Warned that, "it May_be marketer(s dreaM 
but it''s a privacy nightmare". The president of Reteacb 

35  Example cited by«.Katz, "U.S ., telecommunicationS privacy - 
,-Dolicy",.p. 363. - 	_ 	.. . . 	. 	. . 	. 	. . 	. .. 	. . . 	. 	• 

36  Inger Hansen, Report of the Privacy Cor=issioner on the  
. 	- _ 

se 'of the Social Insurance. Number. 	dttawa.: - PriVacy. ..-.': _ 
Commissioner and Department of Justice', 1981, p. 211-217: .• .. .: 

37 John W.'Grace, Annual Report, Priyacy- Commisbioner,  
Ottawa:  Minister of Supply and Services,'1.986,'"),, - 7 	- 
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dismissed theseconcerns• as "trying to shut:the barn dbor 
after the horse has bolted", Saying'he -Only put- tOgether-
information that was already publicly available. 38. . 

How extensive•is.the practice Of date Matching end 	nkagé? 
A speciaL . survey of 12 agencie s .  done bY the Treasilry‘Board 
Secretariat in 1984,-85-revealed that 53 separate rhatching 
programs.Weré bèing carried out in the  name of:effiCiency 
and prevention of fraud..  For example,.Revenue Canada cross-
matdhes income tax and:emPloymént record  routinely to , • 
enSure compliance with -the InCome. TaX Act, while Employment 
and  Immigration  does - similar data matching tddetect 
unemployment insurance overpayments or fraud. 2The.Cenadian 
Security Intelligence Service can also, by obteining: 
warrants frOm the Federal-CoUrt,« enter any public-Or private 
dâtabase, except  for  Statistics Caneda's, either oyertlyor 
covertly. 39  

• 
In .the United States, -an inquiry by the Office .of'Technology 
Assessment foùhd that 43 per cent of the agencies.. SUrveyed. 
(16 of 37) did -computer matching. -Eleven departmentsend 
four agencies carried  out 110 matching.programs, With e 
total of 553 matches carried out between-1980  and 1985..: .The.  
total  number of reCords .metched Was reported . to be over - 7 
billion. .Moreoverbétween 1980 and19 .8.4, thenumbér.Of 
computer matches done by the U.S. federal goVernment,nea .rly 
tripled. 40  

, _ 	. 
There is no way'of knowing the ,eXtent,of computer matChing. 
in the private sector because figures.:arésimply ,hot' - 

 available 

A wOrkshop spOnored bythe Science Council of.tanadain . 	, 
1988 asked the.following questions about computer.metching: 

Should covert'dbmiputer linkage :with unauthorized .data 
matchingbe considered a form Of.search end seizure?' 

Should computer matching be cOYered- by prdviSiohS of' 
the Criminal Code, with provisionS,et least.as -
comprehensïve'as those now required .  for:authorized: 

. 	. 
. 	38. Iain Hunter, "Privacy dangers lurk in computerized listS,' 

commissioner warnS", The.Ottawa Citizen,  January 	19.89; p, A- 
. J. 

Science Council Of Canada, A Workshoo on' Information- 
Technolooies and Persona].  Privacy  in Canada.  Ottawa: Minister of . 

Supply  and Services,  1985,* pp. 26-27. 	. 	. 	. 	. , 	. . 	. 	. 

	

. 	. . 	. 	. 	• . 	. 	. 	. 111, 	: • . 40 'Electronic Record Systems and Individual ,,PriYeCy,'19, ... 

1) 
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Wiretapping? 

3) 	Uly should intrusions upon persônal,records,:even In - 
the name of efficiency and crime detectiOni not be ' 
subjected to prOcedural safegUards as vi.#)r6us as thoSe 
covering wiretapping or the Search and sedzure of 
propetty ?41 

• 
These questions have proved easiet to answer in the. public 
sphere than the private one. Preventing data abuses in the • 
private sector runs the very real riSk of impeding growth. 
AS one participant at the Science COunciI workshOP, 
indicated, there is conflict between:,the principle of non-- 
derivatiVe use (not'allowing infotmation:collectedfor one 
purpose to be used for ahother purpose) and the concept of 
information as wealth: 

• 
If information is wealth, it is only Wealth ih the 
sense that companies can develop additional uses 
for it; and frequently those uses would be 
labelled as being non-derivative. I:don't think 

. 

	

	policy makers in government  or acadefilics - have yèt 
addressed the question of how to  balance 

-information as wealth with the ,  non-derivative use 
• principle. 42 	 . 

Those aspects of the privacy problem thatthe policy makers 
have  addreàsed are tha i subject of the next  section of  this 
paper. -  

3. 	Current state of privacy protection in Canada  

Ih  'Canada  today, as many experts have pointed out', there iS 
no comPrehensive, integrated set of legal rules respecting all 
aspects 'of the interest in privacy. Frowever, there,are. 
protections in place -  which . deal with various aspects of the 
subject. Whether these  protections are.a.dequaté in an' era cf 
midespread information storage and processing-on computerized - 
svstems'is.a topic that will be discussed in the final  section  of 
this paper. This section will simply describe thé measures.±hat 
are in place and 'give a brief assessment of their effectiveness. 

• 3.1 Chatter of Rights and Freedoms . 

Article12 of the Universal Declaration of Humian Rights, 	- 
signed by Canada in 1948, states that "NO'one shall be 
subjected to arbitrary interference with his privacy, , 

.41  Science - Council•of Canada, 	27. 

42  -Sciehce Council of Canada,- p. 34. 
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family, home or correspOndence, nor , to-attacks upon his 	- 
honour and reputation. Everyone has.the right.to  the 
protection.  of the law•against suCh interference or attacks". 

Canada's own Charter of Rights and Freedoms does notproyide 
such"explicit protection for Privacy, althoughit,has:been,- 
suggested that section 8, "Everyone has:the right to be 
secure against unreasonable search andlseizure", could"be' 

. uSed as the basis-of limiting data linkage and ; unauthorizedf 
use Of personal data on electronic inforffiation SysteMs. 	- 
This section of the  -Charter has, in fàct, been tebted in the 
courts in 1984 (Hunter .  vs. Southam Inc.)'when the-,supreme' 
Court ruled that section 8 of thé Charter, like.the, Fàurth 
Amendment of"the - U.S: Constitution, prOtects the  

• individuars reasonable expectation of'privacy-and requires 
a lalance between an individual's privacy and ,the 
government's .interest in law enforcement.  This  . 
,interDretation would be particularly applicableto _ 
electronic surveillance by the police, but it is not_clear 

.'whether it would extend to electronic surveillance - by anyone 
eise. 43  • 

• 
Dr- David" Flaherty has suggested that one way:of-ensuring 
that protection.is  extended against all types of . electronic 
intrusions would be to aMend  the Charter to Create 'al5asici-- 

.conStitutional right to privady, Stich a right was, in façt, 
'propoSed to the Joint Senate-House Committee-on : the 	• 
• Constitution by  the-  H6nourable David CroMbie, but•was 
defeated in 1981. 44  

3.2 OECD Guidelines on the-Protection of Privacy  and:  
- Transborder Flows of Personal Data- • . , 	• " . 

Oh June 29, 1984, the Government of Canada annoUnded that.it• 
- waS formally adhering:to the:organization  for  EConomic 	• 
Cooperation and Development's - (0EdD) Guidelines:on the ". 
Protection"of Privacy and Transborder Flows of Perbonal 
Data. As.indidated earlier in - thib paper,"the OECD  had . 
.become concerned'about this issue in the early 1970s and 
souge to protect privacy while-at:the same time ensuring 
thàt legislation) in its member countries, did:not interfere 
unduly with World.trade. 

The Guidelines  are a set of recommendations fcbr minimum, " 
standards for the treatment of data/ whether in manual or- 
automated form". -They.Consist ofeigh -LcorePrinCiPTees,. 
*constituting-a simple code of fair information Practices: 

43  Law Reform Commission of Canada, -  pp,-J3-9, 

.44 : Science  Council of Canada, p. 48. 
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• informed consent from data subjects for the.,use - :of 
information about themselves, where appropriate;. 	. 

the collection of only relevant accurate and timely 
data, related to the purposefor which they_pretb:lpe. 
used; 	• 

3) advance identification of the ,purposes .for data. 
.collection; 

4) restrictions on the re-use Of data fOr neW purpOses ,  
without the' consent of thé data subject or withOut 

- legal authority; 	' 

5) reasonable security safeguards; 

6) openness about practice s  with respect to the_ 

	

stbrage or use:of personal  'data

7) 	a'right of access for - individuals to information about 
-themselves; 

. 	. 
8) 	accountability of the data,cohtroller  for cOmpliance 

with data protection meàsures. 45  

'Adherancé to the Guidelines  has certain. implications,.  For  
- the public_sector, it.means that member:countries must: 

1) adopt appropriate domestic legislation; . 

2) encourage and support self-regulation by the private 
,sector; 

prbvide for reasohable means  •br individpals to 
exerdise their rights; 	 • 

. 	• 
4) 	provide to-  adecluate sanctions and remedies in Case Of 
• failure to comply with the measures which implement the 

:principles; 	 - 	. 

ensure that there is no uhfair discrimination against 

. 
45  Departmehtbf  Justice,  OECD Guidelines on the - Pro'te'ction  

of - Privacy and Transborder  Flows of Personal -Data: Implications  
fo  Canada. Ottawa 	Minister of Supply and -Services s  
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data.subjects. 46 I 

For the private  sector', endorsement of the Guidelines  has 
two Main implications -- they constitute the recbmmended - 
principles upon which voluntary privacy codes should'be 	- 
'based and -they provide minimum  standard  S that- should, be 
adopted to avoid interruption  in the  transfer of personal 
data between Canada and other member countries of the 

 OECD.47  

The remàinder,of this section deals.with:the public and 
private sector responses to the Guidelines.  

3.3 The Privacy Àct, -July 1, 1.983 	- 

Canada's-original privacy protection statute was - the . 
Canadian Hilman Rights Act, proclaimed on March 1, 1978: 
Part IV of that Act outlined a code of fair information 
practices and established the post of Privacy - CommisSioner. 

The most recent Privaày Act came into force on July 1, 1983.. 
It provides individuals with access' td ahy personal 

• information held about them in.governmènt files. ; places 
limits on-thosé who may see or ùse these data 'and giveb 
individuals some control over the"way the government-
collects and uses personal information. It also sets out  a 
code of fair information practices, requiring the ,  gOvernment 
to: 

1) 	collect only the information needed - to operate its 
programs; 

2) collect the information diredtly -from thé individùaI 
conderned whenever possible; 

• 
3) tell the individual how it will be used; 

4J 	keep the information long enough to ensure: imdivi•ual 
access; . 

- 5) • take reasonable steps to ensuré its accuracy and 
completeness. 

Canadians may_complain. to the Privacy Commissioner 	they 
are denied access . to any personal information or if. they are 

4. 5 'Onj. ani•ation for Economic Cd-operatiqn  and  bevelopment, , 
Guidelines on the Protection of Privacy and . Transborder Flows - of  

• ' Personal Data. Paris: OECD, 1981, p. 12. . . 	, 	. . 	. 	. „ 
' - 	. 

' 47  Department of Justide, p. 3. 	. 	. . 	. 	. 
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denied the riut to correct information on their files.. 
.They also have recourse to thé Privacy Commissioner if a • 

department takes longer than 60»days to respond to-their - 
reguest,.if the description ofithegoVernment databank does 
not accurately reflect . the uses.that are being made Of, the - 
information or-if a . department is eellecting or disposine Of 
information in a- way whi,ch contravenes the Privacy Act. 

The Act apË)lies to 14 5 .  federal- government' departMentS  and,:  - 
agehcies. . Of the approximately 2,200 databanks held by 
these . departmentsand agencies,. only fiVe .  are - currently 
considered "exempt" frem.access:.by Canadians.. .Between july -
1983 and December 1987; there'mere almost 16 0 ,000 reqUeSts 
by Canadians to see personal files. The -Privacy 
CommiSsioner's office handled over 2200 complaints 'during 
that period about the lack of accebs,delays:or misuse of_ 
information. MisUse  of informationand irregularities in 
the collection and disposal of data-  constituted  'about  8.per 
cent of the complaints caseload: 49' -.. 

An assessment of the firbt five years.of. the PriVacy.Act 
(albeit by the PrivecyCommisSioner, net:an Unbiessed-

. .ebserver ) . is thatb 	- 	• 
- 	, 

Canada's Privacy Act- continues to be apPlied'with 
increasing sensitivity and rigor. While  the 	' 
application  remains uneven, there 2dan-begrowii. 
"flot  shrinking, confideneê that:information which 
individuals give their federal goVernment 7 --  eften 
with.no  choice -- will he:used onlY for:the:-  

- 

	

	purposes for mhich it is given and - will' be - seen 
only be personS with the needor right - to..know. 5.0'. 

There are, however, those who:belieVé that .the priyaty 
Commissioner could be :doing more to. -protect the privacy of 
canadiahs'in the light of advances1n information. - 
technologies. This issue will:be addreSsed in'some detail . 
in Section 4 of this paper. 	' 

3.4 .Preteetion of Privacy Act - June - 3.0 ;  1974  

The Protection of Privacy Act,. as amended in . 197,7;'enected 
Part IV .1 of the Criminal Code'ffiaking it aneffencetoH:-- 

48 .Annual Report,  

49  Annual RéDort,: rivacv CommiSsioner, 1987 - 88  IY;35 
37. • 50 John W. Graçe, Annual Reeort; PrivacV-Commisbioner, .198.7 T  
88, p: 3. 
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intercept private communications, disclose private 
,communications- and possess equipment  for the  intereeption of 

- private communications 	To ensure that A the police. could 
still combat crime, provision was aIsb -Made for judicial ' 
authorization  of interceptions by law enforcement - 	-- 
authorities. 	. 

"Private - comffiunication" within the scope of the Adt Means 
tany bral eommunication or- any telecommunication madeunder 
circumstances.in which it is reasonable for the originator 
thereof to expect that it will not be intercepted . by any 
person other than the person intended by the 'originator - 
thereof to receive,dt: 51  

The definition of telecommunication''. is the same one bsed . 	. 
under  Section  287 of the CriminaI.Code which'dealswith  
theft  of  telecommunication service and 'possession of- deviceS 
to obtain telecommunication services :--- .7  "any 'transmiSslon,' 	• '', 
emission or rèdeption of- signs, sighals, - :writing;, imageser:'  
-sounds-or . -intelligence of'any  nature  bywire, radio, visual'. 
or other- electromagnetic systere: 52.  Despitethe' - 	. 	:', ' 
çomprehensiveneSs . of this•definition, there remains some 	, 
doubt as to whether it Iwould cover .the  interception of 	:..  

- communications transmitted over such devices,as pagers and.-  
cordless phones. 53 	. 	. 	. . 	. 	 . . 	. . 	 - . 	. 
Since its-enactment, the Protectionof Privacy Act has been 	. . ''. 
used mainly as . a law enforcement deviee under whiçh : 	: f ..,:. -. 	., 
thousands of wiretaPs have been authorized. There have been :- 
only a handful of 'prosecutions fer unaùthorized possession 	. 	. 
of interception deviceb by the.géneral.public, and these 	." . 
have been-mainly for fairly unsophisticated equipment such „ : 	_ 
as police scanners. 	- 	_ 	. „ 	- 

. 	. 	. 	. 	1 • 
The Law Reform Commission has . voiced Some côntérn'.abbut . .'. 
whether the legislation dbes, in fact,,Protectj)rivaç 
sincethe number.of wiretaps authorized under it1h4Ve,iDeeh .  
about 20 . times the per Capita level. in the united - States -
it hàs attempted,..in a working  pape  r on: the subject,: - nto - 
define the limits of lawful breach Of the 'right': 'to 
privaçy. 54 ' It.has also proposed that thé definitiOn of an • 
l'electromagnetic, açoustic, meehanical * or.other.deyfee" 
under the .Act.be affiended to eXclùde'-'-Pa-ipen . registèr .  La  

51 .Criminal Code,  s.178.1 

52  InternretatiOn.Act;  s. 28. 

53 : Law  Reform Commissicinof Canada» 

54 Law Reform Commission of -Canada, P. 7 - 
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device which records numbers dialed from a telephone], 
touch-tone decoder, diode device'or other -similar device 
sued ,  to acqùire the identity of the telephone number dialed., 
or of the caller-, the time and- the.date:Of the telephone' . 

 call, but which is not capable of intercepting any words or 
other information". 55 	If this aMendment iS, indeed 2. 
accepted, it would appear to open the - way for the typeof 
usage monitoring that is causing concern,among civil 
libertarians. 

3.5 Criminal Code - Computer crime •and data abuse 

One of the primary privacy related concerns  of the  computer 
and data processing industries - is the security of data on , 
automated systems.. According to The EconomiSt: .  

companies in France suffered at least 15,000 
breaches of computer security in 1986: ,About 70% 
of them are thought to have been cominitted .by thé 
companies. ' own employees. A'.report earlier this 
year by Coopers & Lybrand, a firm of accountants, 
found that ,  only one out of a sample of 20 large 
Europencompanies was "adequately secure":5 6  

• 

In November 1988, a-yOung hacker named Robert Morris' 	. 
released a virus into an American computer systeffi that :in 
only two days spread to 6,000 coMputers,'widély.cloning. 
itself and causing the machines - to fill their' memories to a 
point at'which they could not function - . 57  According to the 
FBI: 

• 	Prosecution under the Computer'Fraud and Abuse-Act 
will be difficult because'its. language iS .Subject 
to different interpretations, has hot. been -
clarified in court and has not been used in a 

.lcomputer virus case before. 58 ' 

In Canada, amendments to the Criminal Code, whith received 
Royal - Assent on December 5, 1985, have been introduced to 
deal With computer crime and data abuse of this nature: .  

55  Law Reform Commission, p. 20. 

56 n Keeping out the 'Kaos Club", The EcOnomist,  July .9, 1988, -  
p. 77 

57  Michael Alexander, "Security', ethicsunder2national 
scrutiny", Computerworld, NoveMber 

58  Mitch Éetts, "Yirus' 'benign' nature'ill malse'it 
difficult to prosecute", Computerivorld, November 14,-.1988, È 16.. 
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They - are section 301.2- regarding unauthorized useof..:a 
computer and section - 387.1(1.1); which intrOdUceSf,the . 

 concept of mischief in relation to data.: 
• 

Section 301..2(1) states that: 
• _ 

• Everyone Who, ,fraudulently:and without cOlo 
«right, 	- 
a) 	obtains, directly or,indireCtlyanytomputér 

. 	service, . 	. 
b) by meàns of an electromagnetic, abotiStic; . 

Mechanical or otherHdevice,'interbeptsor:. _ 
,causes to be intercepted; directly  or:'  
indirectly, any ,function of a coMputer - 
SyStem, or 

c) uses:or causes to be used„directly - Or 
indirectly, a-cOmpilter systemfWith intent' to Y 
commit' an offence under paragràph . (aiôr (b) 
or an offence under-section' 387 in-relatiOn 

• to,:data  or a computer system, 
is guilty of 'an  indictable. offence an . is liable 
imprisOnment for a term no -Lexceeding—ten.:years,- 
Or is guilty of an offencè punishable On Summary 
conviction., 

Section 387.1(1.1) states that: 

Everyone commits misdhief whà-willfully • 

à) 	destroys or alters  data;' 	 - 
b) 

	

	Tenders data meaningleSs; useless, or..., 
ineffective; 

C)  _obstructsi interrupts Or- interferes mith aty-, 
',person  in, the  lawful usé of data 'or'dénies  

access to data to any. person who,isentitled: 
to access thereto. 59  

'An analysis of these provisions of - the Çriminal:Codedone 
by Dr. Jake Knoppers  for: the  Department of 'CObrriunicationS, 
.concludes that they' will ' b e.  effective  in'making illegal any_ 
fôrril of eavesdropping or unauthorized àCcess-to a computer  

-systeM, as well .as deliberate alteration:or deletiOn:of-data 
and theft of computer programs: 60  _In,other words . ;  they will 
supplement the protection available•under the protection of 

Dr. Jake V:Th. Knoopers, Legal'IssuesArising:Out  
Integrated information'Systems: An overview 'of - Practical  
tonsidenations and Recent Develo.ments. . DOC 7CWARC-87,-E-0 0 4; 
Laval: Canadian Workplace Automation - Research Cent.re; : 4g87,pp. 
9-10. • 60  Knoppérs, 	9-11... 
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Privacy Act against intrusionS,on content. .It,WouIdappeaT,-, 
:on the surface, that they,will not prevent privacY'.. ;  
intrusions on the usage of informationsérvites:, 
discuSsed earlier•in this paper 

3.G .bther federal-legislation-and regulations  

- Other federal statutes plaCing - ,limits:on'the discloSure'of 
personaLinformatiOn include the IndOme Tax Act„chapter:1; 
séction.241  and the  Statistics Act, chapter 15, sedtionS-G 
and 16. As has become evident, however, nothing prevents 
commercial interests from using'aggregated data'from : 
Statistids Canada databases, crossHmatdhed with infOrmation 
from'other  sources, tc5 develop ,profiles of'consumerS'in 

: neighbourhoods. 	 • 
• 

In. 1986, the CRTC wrote privacy protection.measUres. : ihto its 
. Terms of Service for federally regulated telephone,' 

companies. TheSe regulations set out the ri njhts,and 
obligations 'of  both the companies,and theiridüstomerS. -  
Article 11 of the Terms of Service prevents:disclosure-of 
perbOnal information regarding the cubtomer, other than'the, 

'customer's name,.àddress  and liSted telephone number,': 
without authorization in writing unless:legally required. 

•Exceptions to this rule' are  the • cüstoMer,him or- herself,' an 
'agent of the customer, anothertelephone company ,(when- 	: 
required  for the efficient and  cos.:b.: effective provision,'„of . : 
service), .a  company supplying' teléphoné or telephone 

• directory services or a collection agency.61 Whilathese 	' 
terms give a considerable ambunt,of protection:to CUstomers; 
the type of information  that can be-released, tbgetherwith 
the exception for companies 'supplying telephone or 
telephone directdry , Servicesus, still'leaves rocim-foT'' , 
commercial data matching and -consumer profiling as described 
above. _ 	_ . „ . 	. _ • 
In the . cable TV field,the CRTC's,:.majOr Policy statement on 
privacy .in non-programffiing and interadtive, serVIces_came-in ,  

:October 1983'when it Urged  the  industry - to- adopt •volUntary 
subscriber privacy codes. 'AmOng the,measuresrecommended by 

CRTC' were: 

1) ' informing - subscribers ofa : system'sréleVant 
capabilities;. _ 	. 

2) obtaining prior subscriber consent fo  the 
 collectiàn of data, other than that -required for., 

day-today-operatiOnS) 

40111k 61  Bell Canada, Ottawa-Hull tirectory. - OttaWa•: Tele-DireCt 
IDilblications, 1988, p. 40', 
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providing subscribers vith reasonable - addesS to 
personal records; 

4 ) 	ensuring the security of such records ; 

5) 	destroying records no longer needed; and 

. 	6) 	keeping individual subscriber data confidentiaL 

As David Flaherty points out, a voluntary code leaves open 
the question of enforcement,'since the CRTC has few options 
at• its dispoSal at the moment, other than the.withdrawal of 
licences 

3.7 ProvIncial legislation 

Only two provinces, Ontario and Quebec; currently have 
privacy legislation which provides strong data protection 
along the lines of.  the-federal.PriVacy Adt. 	- . 

• The Oliebec legislation,."An Act reSpecting atcess to 
documents held.by  public bodies and the protection of 	, 
personal Information", dame into force on July 1, 1984.. 'The 
law includes racist of the standard provisions for 'fair 
information practiçes and, in addition, breaks new-ground' 
with regard to data matching. Transfers of data between 
government agencies in Quebec are limited to informatiàn 
reguired . for economic or industrial purposeS andfor income 
support and sedurity: When agencieS -  wish to:'èxchange*. 
personal data, they must submit'a written proposal t2 the 
Quebec Access to Information CommiSSion for approval. The' 
Commission  will only approve data matching if: 

- the.data is necessary for the receiving agency to carry 
put its mandate; 

- it is not feasible to collect the data directly from 
the person whom it concerns; . 

the data subjects are fully -informed that:the déta may 
be exchanged; and 

the confidentiality of the exchanged data is, 
guaranteed. 63  

62  CRTC Public Notice:. CRTC 1983-245. Cable Television  
Service Tiering and - Universal' Pay Television'Service.  Ottawa': 

, 

 11, 	

CRTC, October -  26, 1983, pp. 19-20, quoted in Flaherty,. p.124. 

' 63  Science Council of Canada, p. -28-9.. • 
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The Ontario  privacy legislation 	The Freedom of 
Information and Protection of Privacy 'Act -- was.passed in 
1987-:Like the Quebec legislation it Sets out , ruleâ for  
fair.information practiCes under Ontario law and'within, 
Ontario jurisdiction,-establishes an  Information and:privacy 
Commissibner.and gives the individual.the rightto correct 

' any personal  information about him"or herself that:1_3. 
contained in government databanks. 64 • • 	- 

The-Privacy Acts of the other•proVinces which  have theM-
(Manitoba, 1970, R.S.M., chapter -P,:•125; SaskatChewan j : 	: 
R.S.S. 1978, chapter P-24 and British Columbia;:É.S.., 
1979,, chapter 3.36) correct a deficiency in  the public  -law bY :  
making it a civil wrong to violate ‘ the privacy-Of another, 
but  they are not the equivalent of the .data protection laws„: 

- of Canada, Quebec andOntari6. These,iaws provide:the - right 
of redress if there haSipeen an - inVasion ofjprivacyeyen if - . 
no financial.loss has'resulted• from thg_14-1-vaSiOh':. 6  . „ 	„ 

-Recent.case lawseems to Suggest that doMffiércial Violation -- 
of data  privacy entitles the aggrieved party tà 	, 

.'compensation. In  Computer  Workshops v. Banner Capital  
•Market.Brokers,.the  legal  question  at issue WaS.whether the 

 deféndent  (Computer  Workshops) haclthe'right -toeVen :attempt • 
to ùse:confidential informatioh 'reSulting froin its dealings 
with Banner. The court in this case definèd confidential- 

- information as: 	 • • 

Something which'is-not  public khowledge:,' but:Which : may -
be based on or derived from information which is in the 
public domain; - . . • 

information that is comMunicated'under circumstanceb  in 
.- which an obligation of conf•dence_erises; and 

information whose ,unauthorized use,couId result in 
'.injury to the aggrieved party 

- The coùrt ruled in favour•of›the plaintiff,Banner; 
One commentator noted, "removed the lest.shred of:doubt 	' 
about the unauthorized use of confidential . informatibn 	. 
whether or nt a'contract or secrecy : agreementhes' 

.64 Sovernment Of Ontarib, Freedoffi , of InfOrmation end'  1. 
' Protection of Privacy Act; 1987. Statutesof  Ontario, 1987, 
chapter. 25 and Ontario Regulation 532/87; Toronto'; mj.hibtry.of .  
the  Attorney General, August:19-88. 

• . 65  Cohen, p. 666 - footnote 155- 



Éigne0" .66.  The.guestion arises. as  to whether..this would. 
apply to misuse  of  personal information, as well as ' 
commercial information. 

3.8 Industry self-regùlàtion 	 • 
. 	• 	. 

, As indicated in SectiOn :3.6 the CRTC has been  active  over ' 
the past few years in - encouraging  the  telephone - andcable 	. 
companies.to adopt privacy protection codes,•'However,,CIZTC 
jurisdiction does nôt extend to other potential InfOrmation 
providers on advanced:communications systemS, such:as banks 
and retail outlets. :.Therefore, It will be necesSary , in this 

• section to  look  beyôn«.the potential:carriers at the state • 
of privacy , self-regulation in:Other sectors; 

The  CRTCs-Terms of Service for federally-regulated- .  ' 
'telephone . companiesprovide a means .  by . Which voluntary data 
privacy and confidentiality practices can be byerseen'and 	' 

• enforced. Similar oversight powers appear to be.1..atking'in 
other .  sectors whïch handle large'ambunts'of:personaI 	- 
information (except for provincial legislation regarding - 
'credit rePorting companies). 	 . 	• 

• • 
In June 1984, the Canadian Cable Television  Association 	• 
(CCTA) adOpted à cable.industry subscriber policyfor its 
380 Member Companies. In thiS:policy the-indlistry pledges 
to.t.e secure subscriber  data and  restrict'its  use  to only 

 authorized emPloyeeS, to retain:data OnIyfor  as long  
necessary and to colleét no indiVidualized data'onvieWing 

, habits unless the subscriber has : beeniinformed in' . advance. 
'It also indicates that third Parties Providing SerViCe to • i• 
subbcribers on the . Cable system wouldlpe required to adhere , 
to theSe privacy guidelines: .TheCCTA : pOlicy is silent on • 
the question of releasing aggregated,informàtion Or . 

 .subscriber, mailing 1istS.67  

The prevailing attitude among cable companiesis that 
governmènt regulation of tWo-way - ;dable servic es iS , not 
requiredHpecause it would not.be,good bilSiness'tomisùbé. ' 
personal . inforMation. ,They also believe'that no:privaty -
problems cùrrentiy exist and that PriVady is not'apresSing 
concern,among Subscribers. 68  

, 	. 
66-Dan Merisch, "EDP and the Lae -; .Canadian bàtà.sist.èm's  

. 	 . 

Dècember 1988, p, 30.. 

: 	. 	. 	 . 	. 
_ 67 '"The Canadian Cable TèleViSiOn AssoCiation,Cable 

›Subscriber Privacy Policy", reprinted in ,Flaherty; pp..155+6. 

	

, 	 . 

	

68  Flaherty, p. 13.:- • 	 . 	. 	. 
. 	.. 	

. 	
. , 	. . . 	, 	. . 
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The Canadian Life Insurance Association has deVelbped 	• 
-privacy guidelines, as have several major insuranCe • 
companies such as Aetna Casualty Company of'Canadà,:London 
Life and the  Excelsior Life Insurance Company. 69  

In the banking inchistry, while thereis a'common.law - 
tradition of . confidentiality, thé Bank Act dOes not:address 
the issue of customer information privacY. In,.1987, when -
the Standing Committee oh Justice and the Solicitàr General 
reviewed the Access to Information and  Privacy Act, only the 
Bank of Montreal had published a privacy code, although..the 
Royal Bank of-Canada was working on one-Iat the time. The 
Canadian Bankers Association also indicated that -lt mas in 
the*process of developing a privacy  code for -alr-federallY 
chartered banks.7° 

The development ,  of electronic funds transfer systems, Which 
are already evident in the widespread  use of automated 
tellers machines, are expected eventually to.all butI 
eliminate paper-basèd financial  transaction.  With the 
possibility of utilizing automated financial.redords to 	- 
develOp a detailed -  profile of an individual'S evérY 	- 
financial transaction comes an enormOus potential risk to 
privacy. The banks claim to have implemented many ,  kinds of 
security mechanisms for their databases and 
telecommunications netWorks, but many. privacy experts, ' 
believe that more should be done, particularly mith regard, 
to giving the customer the right to See  and, challenge the: 
information in'  their financial records. 71  

The Canadian Direct Marketing Association, whose_members 
make .extensive use of geodemographiC techniques. (targetting,. 
individuarconsumers for marketing càmpaignsthroUgh the use 
of demographic information from small' geographic areas.), 
also has a .  privacy code. It claims that:anybody can* 
through one telephone call, have his or -her name IremoVed 
from all mailing lists used for sOlicitation in Canada.. The 
Association gets betwèen 2000 and 5000 comolaintsa year 
from consumers about its members. Despite this, the direct 
marketing industry strongly opposes the application of. . 
privacy lawS cr policies in its area of operation -, claiming 
that they "wàuld be detrimental to the economic progress of 

69  Flaherty, p..134. . 
" 

70 ,0oen and S 
of PrivacV, p. 75. 

7 1  See particularly the discussion of this subject  10; the  
Science Council of Canada's A workshop On information  
Technologies and Personal Privacy in Canada,  pp. 18-19. 
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• Perhaps the most sweeping recommendations-with.regard . to  
regillation of the private sector have  corne froM the Standing 
Committee on Justice and the SOIicitOr General,- to which 
this paper-will now:turn.  . 	. 	. _ . 	.. .. • • 	. 	 . . 	. 

4. 	Redent Privacy Developments. 	 . 	. 	
. 

. 	.. . 	. . 	. 
. 	

. 	
- 	. ' . 	 . - 	. , 	. . 	 . 

Over the past year:or:LWo, there  have  been a number of 	...' 
developments on the priyacy scene at the.federal levelHthat are ,  ', 
relevant to_the-tôpic of-this paper -- data Protection:in an . .- 	. 
information services:environment; This section- wili:highlight. 
those elements- of most - concern to DOC and the:information 	. . 
services in.dustries.' . 	 , 	. 	• - 

. 	. . 	. . 	. 	• 	. 	, . 	. 	. 	. 
4.1 Open and Shut: Enhancing the Right tà Know and the Right to ' 

Privacy - Report of the Standing Committee on Justice and -..:. 
Solicitor General on the ReView  of the  Accèss to .InfOrmatiOn': 
At  'and. the  Privacy Act''• 

in March 1987, the StandingHCoMmittee ori;JUstice . and' 
Solicitor. General tabled a report in.fulfillMent of a',: . : 	' 
statutory requirement for a five-year reView of the Acée'ps, 
to 'Information and Privacy ActS. This report . Contained 1W 
recommendations.on.all.aspects of the two Acts. The,- . . 
following are thoselwhich deal with compilteried'dataand - 
advanced information Services. - 	' 	 . 

. 	. 	. 
4.1.1' 	tompirtermatching programs  „ , 

, 	 . , 
• 

 

The standing  Committee agreed with thePrivagy. -: 
. 	ComMissiOner'S position on the  risk's of: computer 

, matching. and data linkage and recoMmended that . 

	

	Treasury Board issue guidpIineS reqùiring that- :•. 
governMent inStitutions=give sixty dayS'advance 

. 	notice of . intended matches in the Canada Gazette, 
desdribe all current Matching activities  in the  
annual Personal Information Index,:repert,ciearly 

. 	—under what authority •they iere doing the match, : 
• and'register any new-bahk : resuitingfroMdata 
. matching: ' The ComMittee also .recommehaed' that: 

• the PrivaCy Act prohibit'all butthé rhôs -L - ' • 
'. tirtlimscribed data Matches. 73 : 	 • _ • . 

72  Science Council of'Canada, -  p. 32. 

73  Standing Committee  on Justice and Solicitor Genéral,.Open H 
and Shut: Enhancing the.Right to Know àhd the«Right:tcY.Pri'vacy. 
Ottawa: Queens Printer for Canada, March - 1987, p.;- :44 -  
'(Recommendatiohs 5.6 and 5.7.) 



71. 1  Standing Committee on Justice and Solictor Genera 

75  Standing Committeeon JustiCe and 
46, .recOmmendationS .5;9 and 5.10. 

Solicitor General, 
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4.1.2 	Controlling  Use of the Social - Insurance•Number - 

The Privacy Commissionerhad told -the Standing: s "' 

	

- 	Committee that nunControlled and general_ube of - . 
the SIN establishes a de .facto  national ïdèntifier 
with all its ominous and de-humanizing . 

• implications". 74  Thé-CoMmittee responded.bY 
recommending that a new  section of PriYaqyAct be 

• drafted to limit the collèction•and use Ofthe SIN: 
to those activities ekpliçitlYauthorized by 

• federal iegislationor; alternatively, that. there • 
be a statutory prohibitidn against- the federal 
government, the provinces_Or'the priva•e sector 

. 	denying  services or goOds to'an individual whO 
refuses to provide.a SIN:75 	- 

	

4:13 	Electronic surveillance - 

ThaStanding Committee mas of 	Opinion that the 
• Privacy Act should not reffiain solely:a .datà ' 

. 	protection statute - and that the - Privacyl . ., 
* Commissioner should have responsibilities  with 
regard - to the electronic monitoring of individuals-
as covered by the Protectionof PrivacyAct on 
wiretapping. It therefOre'recommended that the- ' 
definition of ,personal information be:broadened tO 
include all types of  electronic  surveillance ; To 
this  end,  videotapes,: urine SPeciMenS, Photograpns 
and tape recordings Should be. added tp'.the' „ • 

. definition. The CoMmittee, also recOmmehded 'that - 
the PriyaCy CoMmissioner-be giVen:the»poer to  
monitor devélbpments.and inVeStigate COmPl'aintS 

• • 

	

	about electronic surVeillande in federal:and 
federally regulated workplaces. 76, 

4,1. 4 	Commitment to the OECD Guidelines on the 
Protection cf Privacy, 

The .Standing Committee thought thefederal.: IS • 

government .should be - doing more tb fb-Ster,: 
voluntary privacy codes in the private seCtor :in 

•U' Standing Committee oh Justice : and Solicitor-GeheraU . p..: - 
 recommendations 7.1 and 7.2. 	- 	- • 
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• . 	_ 	. 

compliance-with the OECD . Guidelines. 	- 
recommended that the Departments of External . 
Affairs and Justice prepare a report on'priyate 
sector OoMpliance within 18 months: 77  - 

4.1.5 	Coyerae of the federally-regulated private sector: 

Taking as'its starting point the 1980 report of 
. the Krever  Commission in Ontario, Which'uncOvered 
. numerous ,breaches of the cOnfidentiality Ofhealth 

records, the Standing  • Committee argued that  Pa 
• comparable investigative  Commission  for thé 

fedérally-règulated bector•would reveal much more 
customer concern about their Privacy; especially - 
in the banking syste% than is currently known to 
the general- public'!. 7 u It therefore recoMmended 

• that the Privacy.  Act be extended to:the federally 
regulated private seçtor •and  that thejprivacy 
Commissioner be empowered to. review and - apprOYe-
implementation schemes developed by organizations 
.in that sector. 

The fedefally-regulated private sector - includes 
about .25.000 corporations involved in - banking, 
cable televiSion, broadcasting, telephony;:' 
pipelines, and transportation.'9. 	. 

• 

4.1.6 	Impact of information technology on individual  
rights  

The.COmmittee stated.itS belief that research and 
. monitoring  should be undertaken to en :sure that • 
Canadians' rights are'proteCted in the emergence 
of an inforMation society, . The technologies tnat _ 
particularly concerned it included.: 

expert systems used oh personal informatiOn 
databases • 

. 77 .Standing Committee On Justice and Solicitor General, 
74, recommendation 7.4. 

78  Standing Committee on Justice and - .Sblicitor_General-, 
75. 

79 • standing  Committee on Justice  and  Solicitor General, 
77, recommendations 7-. - 5 and 7.6. 



4.1.7 	Oversi of micro'coffi uters 

8 ° Standing Càmmittee on Justice :,and Solictoreneral,pp» 
77-8,:recommendations 7.7, 7.8 and 7.9, 
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- optical:Character recognition - methodsYof - . 
i eomputerizing Manual records_ 	' 

distributed:data Processing and ad'.hoc  data 
communication 

- 	two-way electronic  services 

- electronic mail 

telephonecallLtratking:deviceS:.,:- 

- office automation including Mail answering 
systeMS: 	' 	 I 	 : 

- use of electrônic-ta'gs and bracelets -on 
• • individuals , 

machine-Teadable passports. 

therefore:recommended . that'the-PriVacy 
Commissioner', in consultation with:theliepartmentS. 
of Justice, Communications, and .  Supply .and 
Services, the ÇRTC. TreasurY - :BOard andthe:Science 

'Councilof Canada, have the.power'to:oversee the . ' 
• impact of information technôlogy on personal - 

privacy-in the publià:sector and thé féderally-: 
regulated private sectdr-: The:CoMmittee also 
recommended that.the PrivaCy,CoffimiSsiOner haVe the. 

• -power to initiate studies - in 'this -Eftea: . br':  to  

undertake studies at thé request  of' the, 	of - 
'Commons. 8 ° 

Noting that . '"neitherthe-pepartment of,H 
'›Communications nôr any'other gevernment, 

institution Submitted any evidence tothe 
Committee on the social impact Of,micrOtomptIters", 
the Committee recemmended that'theDépartment'of 
Justice,-Treasury Board and otherr - govérnment 	- 
institutions work with the: privacy. - CommisSionér:tc. 
develop new .pOlicies and.practices . to .copewith 

:the emerging data protection-problemHposed by 
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. 	personal infàrmation held in mïèrocomputers. 81  

4.1.8 	.Requlation of transborder data'flows  

The Committee did not believe that ,privacy aspects.. 
- of transbàrder data flows had recèived adequate ' 
attention, and recomffiended that the.bepartments Of 
External ,Affairs and,Justice : conduc -La.review.of 
the implications of transborder data flow S for the 
'personal, privacy pf;CanadianS within a year.  The 

 Department.of- dommuhications, the Privacy' - 
Commissioner, the CRTC,' the 'ScienceCouncil, 

' provincial agencies and private associationswere 
to be consulted during the course of - this-study. 8 2. 

. 4.2 Access and PrivaCy: The Steps Ahead - Federal government  
response to the Standing Committee  

The-government's response to thé Standing Committee!S Report. 
was published in 1981. -In soffie . cases,At was : fully in 
accord with the Committee's recômmendations., IrCothers, 
was-silent or manifested-a reluctance-to purSue thecOurse 
of action,propoSed by-th? Committee, probably because of 
resource constraints. 	 _ 

_ “ 
Computer matching  

_This was one area where the-government .agreed to . 
practically all the Committee's propoSed - actions, ' 
While it was of the opinion that-  Privacy Act 	• 
currently provides siifficient authority to contrôl 
data matching; the, government indicated thatit• 
would,issue'explicit pOlicy- directives tb. :7 
departments and agencies on the subject. -The 
policy would:ensure that: .  

- matches are in accordance with the - ' 
collection, use, disclosure and retentibn 
-provisions of the Privacy Act; 

• 
the.head. of each department, or agency- certifv . 

 - 	that these requiremehtshad.beenmet; - :. 	- • 

- each institution asSesS-the costs'and' 
benefits of computer-matchingqDrograms before: 

'. 
• ' 81 Standing ComMittee on Justice and SolicitOr:General, p.. 

79, recommendationS...7.10 and 7.11. .. 	. _ 	. . _ 	. 	. . 	_. . 	. 	• 	• „ . 	. 	. 	. 	. 
'82  Standing-Committee On Justice . and Solicitor General,. pp.: 

80-el, recoMmendation '712. 	 . 	. . 	. 	. 
. 	- 
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undertaking them; 

- the Privacy Commissioner be notified 60 days 
before a matching program  is used; 

- explicit reference to . coMputer matching be 
made in the annual Index to Personal - 

- Information. 83 	• - 	• 

As of•January 1989, the Treasury Board had 
develàped a draft poIlcy on data matching for 
indlusion in the AdministratiVe Policy ManUal, but 
glad not yet:formally announced it. ,- 

	

4.2.2 	Control of the SocialInsurahce NuMber  
• 

.- The government also .agreed'with the b -tanding 
Committee's recommendations on the: 
Insurance •Number (SIN) and -announced that l_twould: 
introdUce a policy limiting thé liSe  of 'SIN  to 
those actiVities authorized.by  legislation. 	ny 

	

- 	departments using the number Without  sUch- 
'authOrization will be asked to justify their. 
'actions. Individuals Will not be Penalized . for, 
refusing to .give their .  SIN to government 
-institutions, except where required by law. A 

' public éducation campaign will also be launched to 
indidate which uses of SIN are required by law or .  

.approved by the Treasury Board. 

Once its own use of SIN is regulated, the ' 
government also indicated . that it would pursue thé 
application of  similar controls throughoutthe 
rest of the public and private sectors. If these , 
controls are not undertaken.Voluntarily,•the 

'government has not ruled put legislation, 
including amendments to the criminal Code,to make 
it a-criminal .offence to request the SIN' unieSs 
required by_laW. 84  

As.' of  January 1989, draft guidelines on the usé of 
SIN had been - prepared bY Treasury Board, bu -thad 
not yet been implemented:I • 

4.2.3 	Electronic surveillance 

83  Department Of  Justice,  Access and PrivaC : The Ste's 
Ahead.  Ottawa: Minister of Supply and.Services, 1987, 

84  Access and Privacv: The Steps Ahead ;  pp.67. 
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The goVernment did notaaree to extend tbc:,; : rp .rivac 
Act's•terms to include electronic surveillanCe, 
Stating.thati:t "should concentrate  on data  

• protection matters  and  only:regulate the: 	- 
• 'Collection, use and disçlosure''Or information:. • 

about'individUals producedby such . -SurveilIacé 
. and tests". It  also felt_that.misappropriation br 

• personal information in computerized.:form:was 
. : CoVered by.the 1985 Criminal Code .amendmentS'on 

•,compUter crime and-mischief..8 5 -(See - Sectionij.5:àf 
this paper.) :However, it agreèd to:-"Monitor" . _the :' 
situation to determine whether'further  action  is . 
required. 

• 
4.2.4' 	Commitment to OECD Guidelines. 

•The governmen -U indicated that - it had Created a* 
.task  force, - in-coopèration with  the provincial  and 
territorial governments, to•-promotepublid and 

. private sector self-regulation in açcordance with 

	

- 	the OECD Gilidelineb On. the .ProtectiOnof,Privady* 
= and Transborder- Flows bf Persbnal 7tata.. 

not:say who was heading the taSk force.8. 	• 
. 	_ .-•-- 	• 

4.2.5 	Coverage ,of the federally-regulated ptivate Sectdr  
_ 	, 

Protection under the Privacy Att was:-to be 

	

, 	extended to Crown CorporatiOns, 'although bot'to 
courts, administrative tribunals  and  Organizations • _ 

• such as the CBC; which haveèxcepticinal-  needS in 
 this:area. The government_was .; however,:-silent on 

the need to extend cOverage Of. -thePrivaby  Act to, 
include the federally-regulated' ptiVate sector; as 
recOMmendedby•the Standing Committee . .7.:. _ 

. 	. 
• In adoptingthis cautious approach; the:government 
- may have been influenced by.  the Privacy 

CommissiOners Own vieWs as stateft.in•his '1987-88, 
Anntial Report:  • . 	. • 

... while the 'dangers are teal,•the heavy 
hand'of'tegulatibn should only be imposed if 
the private sebtor does not voluntarilYtake 

85  Access and Privacy: The Stebs Ahèad,-pp.  

E38  Access and Privacy: 'The' Ste .pb:Ahead;.-p 

87  .Access and Privacy: The Steps Ahead, 
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s teps  to address .them-. 88  

He  then goep on to speak apprOvinglY.:of the CRTC's :  
work  on 'the  telephone companies' TermsOf f Service, 
indicating that "a sector- al :  approach is.being 
:increasingly advocated and . .ptacticed".. ;  

. 	As of January 1989 the legiPlative amendmentp 
• _ 

• extending'Privacy Act coVerage to .CroWn 	' 
corporations had not yet been,tabled. 	_ 	• . 	. 

	

' 	. . 	. . 	. 	. 	.. . 	 . 	. 
4.2.6 	Impact -Of information teChnoloqy on human-rightS . 

. „ . 	_  
• 	Thegovèrnment was:also silent-on the

, 
 Standing 

. 	Committees recommendation that more - research  be 
. 	. :undertaken in this areaexcept to note the 

". . 

	

	existence of the SCiende Council's 1985 'study, The  
Uneasy Eighties: The Transition —toan Information  

• Societv. 8  

4.2.7 . . 	.0versioht of microcomputers  

• Within the government i 'it was- .agreed.that - there 
should:be -common managementprincipleb for 

• . information,.régadIess  of the  form in. which it 
appearS 7- paper, microficheldomputer,disks 
tape oroptical disk.: Treasury Board 'has approved 

. 	a polidy in this area establishes  consistent 
, 	practices,fOr.the Collection; idisclobure:, 
• retention, diSposal.and security of infôrri'latiOn'in 

'conformance - with the legal requirements of the 
PrivaCy Act." ThiS,PoIicy is interePting , becausé 
it represents a tacit recOgnition by -thefederal 
government that "information",,as - an entity : can no 
longer be tied to specific média but.:mustlpe. 

. managed as a commodity in.its`own right 

4.2.8 	—TranSborder.data flows  

• ' .The government agreed -With:the - StandingCommittee 
. 	that the isSue: of'Priyacyand.transborer data. 

, flows requires study'and indicated that it had - 
' 	"already begun to  explore  the means bY which tO: 

88  Privacy' CommiSsioner, 'Annual-Report, 1987-88, 

E'-c-Hz\.cces :s and Privacv 	The  Steps J\nead,  p: 

0 •Acdess and Privacy: The Steps Ahead,  pp. 9 7 10• 
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determine whether such a problem exists". 91  It 
did not indicate through what mechanism this was 
taking place. 

5. 	Conclusions and options  

A great deal of ground has been covered in this paper, and 
it would probably be useful to review what has been said about 
information technologies, information services and privacy and to 
draw some conclusions before discussing the options that DOC 
might wish to pursue in this area. 

5.1 State of privacy protection in Canada  

Polling data, while incomplete and not entirely comparable 
from year to year, nevertheless indicates a growing public 
concern about the threat to privacy posed by automated 
information services. This uneasiness is echoed by leading 
experts on the subject who are particularly concerned about 
the potential for privacy violation through computer 
matching and data linkage and unauthorized third party 
access to personal data. 

In Canada today, strong statutory protection against privacy 
invasion of the content  of automated information services 
appears to exist through the provisions of the Protection of 
Privacy Act and the 1985 revisions to the Criminal Code. 
Similarly, the privacy statutes of Canada, Quebec and 
Ontario appear to provide redress against unauthorized 
intrusions upon the privacy of content and  usage of 
automated information services managed by their governments. 
The situation is less reassuring in the other provincial 
governments where statutes on fair information practices do 
not exist. 

It is in the private sector where the potential for major 
privacy problems appears the greatest, particularly in the 
area of data usage.  As one computer trade journal noted: 

... there is no protection today against 
"information vendors" releasing your most personal 
data - as long as they get the facts right. Libel 
and slander protect against damaging inaccuracy, 
but if an organization releases your social 
insurance number, your credit card numbers, your 
bank balance and your medical history, you have no 

• 91  Access and Privacy: The Stens Ahead,  D. 13. 
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voluntary self-regulation by the private sector is the 
option most often suggested to deal with this problem. As 
the Privacy Commissioner has himself suggested, "scrupulous 
compliance with the data protection principles set forth in 
the guidelines of OECD would be a good place to start". 
However, he has also observed that the Minister of External 
Affairs' appeal to the private sector to do so has produced 
no discernable impact so far. 93  

The usual reasons given for a "hands off" approach by 
government are the potential for interfering with commerce 
and the lack of any evidence of widespread data abuse in the 
private sector. Counterarguments by certain experts and 
investigative bodies suggest that privacy protection 
measures are not  costly or difficult to manage and that the 
lack of evidence of widespread abuse is primarily the result 
of a lack of research. 

• 
Since DOC's cùrrent policy to encourage the widespread 
development and proliferation of interactive information 
services, whether via the telephone or cable networks or on 
media such as optical disks, it will be creating a situation 
where privacy problems due to data abuse could become much 
more serious. It is therefore desirable that the Department 
take into account the potential privacy threats of advanced 
information services when formulating strategies designed to 
accelerate their development. This is particularly critical 
since the major players in the information services industry 
will almost certainly be the telephone carriers, the cable 
companies, the software developers and the database vendors, 
all of which fall primarily or partially within the 
Department's sphere of operations. 

Assuming that there will be growing pressure on information 
service providers to collect, manipulate and sell personal 
information acquired in the course of their business, what 
would . be  the minimum requirements for privacy  protection of 
consumers in such an environment? The following is 
suggested as a minimum: 

1) There be no personal data record-keeping systems whose 
very existence is secret. 

2) There must be a way for individuals tc find c-t wh , t 

92  "A little disk may pose a huge threat", Computing Canada, 

gl, 	
march 19, 1987, p. 10. 

93 AnnIlml Arar.nr* 93  Annual Report, Privacy Commissioner, 1987-88,  p. 8. 
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information about theM is in à record and•hoW-it iS 
used. . 	 . 

'There - must be a way for indiVidUals tb.Prevent 
•infOrmatiOn  about  them, which-was obtainéd - for 
purpose,.from being used or: made available -for 
'purposes without their consent. 

There. must be à way  for individuals-to Correct or amend 
a record of identifiable informatiOn about - themselves 

Any organization creating; maintaining, using'or i .- 
disseminating records of identifiable personal';data -

.must ensure the reliability Of -the data for,its -
intended use and Must take .précautions to . prevent 
misuse of the data. 94  

one 
other 

The next section will discuss the pros .and cons. of the 
varioUs options that have been suggested for achieving 
protections, 

5.2 Options for action 

the s.  

•5:2.1, 	-Option 1 - self-reguiation  

Self-regulation isnaturallY enough, the option that 
' holds the most aPpeal for the , 'Private sectbr and 

would be - easiest for government to-implementsince:the' 
only governing instrument required : for•its.adoption iS, 

. moral. suasion.. HOwever, to be effectivè fit'requireSa• 
strong commitment from  the  companies delivering 
information services, as well as à meChànism Whereby 

- the consumer can gain redress if privacy:viblations'are 
discovered. • 

. 	. 
.One  possible means of putting some clout into self- • 
regulation ib to require'that -firms prOVidin 	• ' 

' information sérviCesincorPorate , the prinCiples of the' 
OECD Guidelines  into theircontraCtS with•cUstOmers:'. 
This.would have the effect of creating . actiOnable•:• 
rights forconsumérs, As the participants' atthe.. . 
•Science COuncil's workshop : on information -technOlOgies 
andprivaCy cônclüded: . • 

. 	. 	. 
•• ' In the absence of such actionablé• right's; 	• 

'customers of organizations àre left .yith luSt 
- • . piece of paper -- a..nicely'worded privacycode.-- 

94  These.basic principles. weredeveloped,by the.participants 
at thé Sciehce. Council:Of Canada WorkShop - on ihfOrmatiOn  

:rechnoloodes and Personal Privacy in Canada,  p. 33: 
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'that:makes certain prOmises'abüt protecting - 
personal privacy. In other words, voluntary 
.guidelines or codes . may look very,good On paper, 
but in terms ,  of giving people enfàrceable rights 
tor-privacy, they may be meaningless when they are 
hot written into customer agreement cOntracts..95  

Another ,  means is to generate publicpressure.froffi those 
.customers which would make it in the bèst interests  for 
.information Service providers to adhere to privacy' 
codes. -The polling data seem to suggest that public 
sentiment isjnoving in the  direction of greater privacy 
protection in electronic environments. However, it'is 
a movemerrbwhith'has not as - yet:developed a public 
spokesman or advocate: 

Self7 regulation haS also been justified as appropriate 
-in the absence of_ any discernable problem. -  There is no 
rèady answer-to this argument-because evidente siMply .  
does not exist outside of the public sector.' -AS DaVid-
Flaherty has pointed out: - 

In Canada, we need emPirical studies of the • 
functioning : of data protection On a settor,43y-
sector baSis : à1ong the lines of what My mentor 
Alan Westin has done in the United States.,with 

i -health records, personneleCords, and various 	- 
other types of public-L and private7sector data' 
.banks. We.need to find : out ,vhat is actually 	- 
happening to:personal'information in sôme of these 
private-sector areas. 96  

If problems are discerned _as e result of such 
investigations, there can be no.doubt that they wili - 

• increase exponentially as-more  and - more data.isstOred 
in electronic form and made acCessible for manipulation 
by second and third parties.' - As One privacy experthas' 
noted, "a longer term problem will ... prove ektremely: - 
'challenging for •the telephone companies: namely the 
treatment of data Tossessed:bythem. They wdll beH 
contintiously evaluating the - poSsibilitieS of. :packaging 
and selling their data, esbecially as BISDe - o'É other 
intelligent networks are impleffiented".P* 

Finally, there is the question of cost. The priVate 

95  Science Council (Df Canada, p. 44 - . 

' 96  Science Council of Canada, P. 48:  

97  Katz, "U.S. telecommunications pOlicy", p., 
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-sector  position  has-been that greater data protection • 
will hinder the flow of commerce and impose entrmotis 
extra-cOsts  on  them. :This has been'disputed:by the 

-.Standing Committee:on  Justice and -cplicitor General-, -  
: 	which, in-its'report suggésted'that "the : burden and 

costs of extending such .a.-streaMIined System Of data 
protection to the •federallregulated -pri*ate sectOr:- 
appear to be manageable and:commensUrate with the  
interests.of Canadians - that merit>Ptotebtion. 1 ' 98  

• Agàin, noone-is 	sure. As  the private sector . 
.begins to seek'the  maximum commercial value  from the 

• information.stored on their'SyStems, it Could be that 
the opportunity costs of implementing adequate ptivaty 

_ protection Could far exceed the:actual tostb'. 

5.2.2 	Option 2 - Sector-spétific regulation  

- A second 'option  for the DOC toconSidgr . in the 
information services atea_is the introduction of . 

• specific regulations to'ensbre ptiVacyproteçtion,  b~th  
of commércial.and'personal-data. 

The chief advantage of this approach is that the 
Minister,of Communications,  through:the ffiebhaniSM of 
the  CRTC, has the.mandateto set'policy in èt least. tWo. 
of the sectors that are likely toiplay.a'rdle in-  the -  
deliVery Of advanced  information services . , 

- telecommunications and cable, As David'Flaherty - has 
noted: . 	•.  

With respebt to non-programming:serviçes, the CRTC 
• , 

 

has  already built-acase  for the exertiseOf- -- .. 
jurisdiction ... Thus, -  there seems to be ho - teason 

• forthe CRTC - to adopt a - minimalist; position.on, 
data protection. . If it dévélôps à tohtiniiingwill 

, 
 

to  act, few - setious legal impediments.exiSt-to 
challenge its jurisdiction and.thos& that .doHexist-
can be clarified by  changes  in the relevant 

... 	federal statuteS, if necessary: Since - the'fedéral 
- 	Privacy  Act of 1982 only,regulatesfederal : ,, - 

govetnmènt data banks, it is àlso:approptiate fot. 
the CRTCto'deal with eMerging priVa .cyproblemS 
the industries it regulates. 	, H • 

, The major impediMent is that mcist,Hif not 
informationservices providers:arelikely td be  T'VIDé If ' 
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• Carriers . under the existing TelecOmmuniCations , POlicy 
• and will therefore nbt be subject to reglilation by  the 
CRTC. :  An additional,problem may arise in the cOntext 
of the Free Trade Agreement with the United States, 
which might interpret Canàdian:attempts to limit third 

- party access to • personaldatà . derived frOM the 	' 
-operation of information systems  as an undue 
restriction of trade. On the otherland-, if i such 
provision's . were to be appliéd'across the bciard.to ail * 
information services providers, regardleSs of national 
Origin, and  in  accordance With thé.OECD Guideline's, 

 they mightIpe justified on the grounds  of protection of 
human- rights and of "harmaniXatiOn" with privacy . 
protection.measures .  in other:côuntries - 

The Privacy CommiSioner is on récOrd as favouring 
useCtoral" apProach to data protection  in the'' ' 
federally7regulated.sector.• 'The difficulty with - 
information services is that:the 'usector!':i rs likely to :  
expand to encompasd:all manner of-bilsineS•ses.,' carrying 

- -out à variety of activities of -which  "information 	. 
.serviceS" -may be a Vital ,Component or.aludrativa.byL.. 
product. If one accepts tbe•Americap position, 
articulated by the FCC, that CubtOmer Proprietary_ 
14etWork  Information (CPNI) is'the'property of the 

 service provider, ÇRTC.regulation of thé çarrieri.e: 
the telephone orCable ..cOmPany),May proVe tà•be  an  
'ineffectual means›Of protecting priVaty,since..most:of' 
the data of concern : will-fall outside its' - area_of 
jurisdiction. 

' Option 3 	Offinibus legislation  
. 	. 

The regulatory equivalent ofcutting the_Godian.knot 
• • WOuId - be to create;- -through legislatibn, à new classof 

• regulated sedtor called information services',. which 
•-wciuld bethe equiValent Of or, 'sticdessor to currentacts 
»governing the broadcasting  and teledommunications' 
.fieIds. This  would entail anumber ; of.jurisdictional, 

‘ not,t6MentiOn 'commercial, 'problemS  of impieMentatiOn:. 
since ;  as noted above, it Would,endompass , a broad- • 
spectrum of 'businesses for whîchinformationservices;. 
might'onlY be-an incidentalactivitY. jqèVertheless,': 
this approach would  have the  virtue of : siMplicity, 
inasmuch as:it would . lirovide , consurtiersith - ,sitnilar. 
ipivacy protectidn.measures  vis a.-->vis an  types  of ' 
information services on all  types  of information 
technologies, at - least  in  théderalki - regulate: •  

• sector. 

Another Option, which has beenSuggestedasnôted: 
above by,the Standing ComMittée.bnqusticeand'. 
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Solicitor General, is to extend thé jurisdittion of the 
Privacy Act to the federally-regulated sector-. Under 
this legislative schème: 

'The Privacy,Act would thus establish general rules , 
- for fair information praCtices for the:federally- 

- regulated private sector,.and the Office of the 
- , Privacy Commissioner would overseecompliance, 

.inlcuding the investigation of complaints-that .  
.- 

 

	

were  not settled internally adn the protection of 	' 
individual rights of access'to.data, Each  

• organilation subject - to the new part -of the 
'PriVacy Act - Would be required to establish the 
purposesiand uses of thepersonal data':it collects 
and to designate a senior person to be respOnsible 
for data protection within the corporation. ], "-' 

The Privacy Commissioner himself has expressed some -  . 
. reServations about this recommendation .„ particularly' - 
with regard to the applicability of 'a broadly. stated - - 
privacy-code to businesses.asdiverse as direct 
marketers, cable companies and -video stores.: He h.à .  
also appeared to be overwhelmed by the size-of the task 
that would be involved. As mentioned earlier, the 
federally-regulated private sector:includes-toMe 25,000 
firms. Even if the Act were applicable : to firmS with 
more  than 500 employees,. he estimates that ,it mould 
reqùire . a three to four-fold increase in. -the. human  and  
finantial reSources of the Office. of the Privacy 
Commissioner to-fulfill his obligationsl°li 	. 

• 
The advantageS of:this approach, aS-for-fthe information: . 

 services. act - option, is that it is simple, -direct, 
avoids the proliferation of statutes  and  would. not be 
.limited to one type of technology:. it alsO:gives 
uniform protection to consumers of:all information - 
services.within the federal and federally 7 regulated, 

. private sector, avoiding a "patchwork" of toverages'and 
differing. privacy rules. 

. 5.3 Recommended Doc•actioris 	 • 

The three - options outlined in sub-section 5.2 of this paper 
need to be considered in greater depth before any decision 
is . taken.on DOC  action  with regard:.to privacy protection in 
information services. More groundwork needs to be laid tb 

1" Standing Committee on Justice and Solicitor General, p. • 76. 

1 9 1  Annual Report, Priacv Commissioner, 1987 ,-88,  P. 
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determine the extent of action warranted. This sub-seCtion - 
will merely enumerate those that emerge most clearly from -  
the analysis.H . . 	. . 	. 	. 

1) 	PolIingydata seem to suggest a groWing concern- among. ' 
the Canadian public about potential inVasions.of . - 	- 
privacy in electronic informatiOn services. However; 
the information currently available #o the:bepartment 
is uneven, incomplete or:statistically 	' 
scope. DOC:.Should therefOre.consider carrying  outt - a 
comprehensive survey on privacy'issues, possibly, 

. • 	replicating the 1983 London survey,  on priV.acy and ; twOE,- 
. way cable television but using a larger', Canadawide 

sample and 'readjusting the qUestions to focub on 
information services from atechnOlogy-neutral: • . 
viewpoint. The results of sùch a'survey-will,beuseful 
for policy maker's,-not only in DOC,:indetermining 	• _ 
whether Canadians' concern abOut the privacy issue - 

• • 	.warrants greater.attention. 	. • _ • .. 	. 

2) 	At the root of the Current debate-aboùt'extending data 
privacy protection beyond thé public'sector lies a: 	- 

•fundamental lack of information about .the extent of ' 	- 
,privacy invasions in the .private sector.. Only more --
-  research, *along'the lineS.proPoséd by.David Flaherty, 
mill answer that question. As pointed Out earlier_in 
this paper, the.-1980 Krever borprniss'iôn in Ontario 

• uncovered extensive misuse of medical  records  which had 
been totally unknown to either: the public_or:.policy 

• makers before the investigation took plaCe boc shoUld 
spearhead further research at the federal level tà 
ensilre . that any choice of the•ptions butlined . above iS .  
based on empirical knowledge, rather thanon 
speculation, inertia or political pressure 

3) . DOC has had limited.involvement in the privaby debate • 
over the pastAecade or so. However,  as-  Canda stands . 
on 'the threshhold of, an explosion-of electroniC 
information services in the coMing :decade, itis 	- 
critical that the ,Department reassert its -présence inH- 

. 	this area. 

Personal conversations with the Privacy'COmmiSSionerl 
and members of his staff indiCated that they woUld -
welcOme'greater input from DOC -On the broader issues 
being .dealt with in the'DOSP infbrmation Services 	• 
paper, particularly as the,Orivacy.of Canadians' 	- 
personal; financial, medi .cal : andconsumptiOn data:Ma 
be affected,,by thegrowing use dfinteractiVe, 
transactional,technologies. 

In view of the role. of - the Departments of - Jlistice and 
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External -Affairs in endoliraging private sector 
adherence to the OECD Guidelines on the Protection of  
PrivacY and Transborder Flows. of Personal Data; -DOC  
'should alSo consult them to determine hoW seriously'the:- 
private sector is taking. the data protection 
initiatives  that already exist,  • 

Finally,  the  extent Of the:CRTC's regulator .yHrôle,in 
this area needs to be clar : ified— While it:can regulate. 
such matters as the.sellingof,automated, directory 
information: it has'no mandate(and may ,debire no 
mandate) to oversee the privacy aspects' of:"downStream -
applications of that.inforrhation.by  serVice:providerb 
:Assuming that the Minister of COmMunications obtains — 
the "power  .of direCtiOn" over broad CRTC- policiés,-the I 
CRTCFS'pobition  ma  y be more or less negotiable. 
Nevertheless, given the .-attention the CoMmissiOn has 	• 
devoted to interactive Cable services over the past 10' 
years, itsvieWs on the privacy 'issùè would.be*yaluable' 
input to DOC in the deveioPment - of its information 
.services  policy. 

. 	. 

• 

• 


