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FOREWARD / PREAMBULE 

The Second International Conference on Introduction of OS! Standards was held in Ottawa, 
Canada, 22-25 May 1984. This event had the objective to provide a forum for presentation 
and discussion of issues in OSI standards which are not normally candidate topics at national 
and international standards meetings. In addition, a series of demonstrations were arranged 
to illustrate OSI international interworking, and validation/testing of OSI implementation 
from a central site. 

The conference was attended by 100 delegates from 12 countries and included participants 
from North America, Europe, Australia and Japan. Some 400 papers were presented on the 
five principal topics selected for the conference program. These topics were as follows: 

1. Update on OS! Standards Development 
2. National Policies for OS! 
3. Protocol, Validation and Testing 
4. State of OS!  Implementations 
5. Migration Strategies for OS! 

The final day of the conference was devoted to a series of live demonstrations. To our 
knowledge, this was the first time that such OSI interworking and testing demonstrations 
have been made anywhere in the world. 

Significant progress in OSI standards development, implementation and testing has been 
made since the first conference of this series held in June 1983. This was evidenced in the 
presentations, discussions and demonstrations. Actual migration to OSI has already begun. 
Commercial products based on OSI standards are now available, protocol validation and 
testing services are operational in a number of countries, and national infrastructures and 
strategies for capitalizing on OSI and managing its introduction are also in place in some 
countries. 

There appears to be enthusiastic support for holding further conferences in this series on 
OS!,  organized more along the lines of a workshop format. The Organizing Committee has 
taken note of this and are in the process of organizing such a follow-on event. 

This opportunity is taken to thank all participants for their contributions both in the 
presentation of papers and in the demonstrations. Particular gratitude is expressed to the 
members of the scientific and local committees for their involvement in making this 
conference a success. 
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OPENING OF THE OSI CONFERENCE 
B.C. BLEVIS 

A/ASSISTANT DEPUTY MINISTER RESEARCH 
DEPARTMENT OF COMMUNICATIONS, CANADA 

GOOD MORNING LADIES AND GENTLEMEN. IT IS AN HONOUR FOR ME TO WELCOME YOU TO THIS 

OSI CONFERENCE, AND FOR THOSE OF YOU FROM THE UNITED STATES AND OVERSEAS, IT IS AN 

ADDED PLEASURE FOR ME TO WELCOME YOU TO CANADA. I THINK THAT THE PRESENCE HERE OF 

SO MANY OF YOU, AT CONSIDERABLE EXPENSE TO YOUR ORGANIZATIONS AND OF YOUR OWN TIME, 

IS IN ITSELF A TOKEN OF THE IMPORTANCE WHICH IS ATTACHED TO THIS TOPIC OF OPEN 

SYSTEMS INTERCONNECTION. FURTHERMORE, IT REPRESENTS A SIGNIFICANT CQMMITMENT ON THE 

PART OF SEVERAL CO-OPERATING ORGANIZATIONS: LE BUREAU D'ORIENTATION DE LA 

NORMALISATION EN INFORMATIQUE OF FRANCE, THE DEPARTMENT OF INDUSTRY OF THE UNITED 

KINGDOM, THE U.S. NATIONAL BUREAU OF STANDARDS, THE MINISTRY OF THE INTERIOR OF THE 

FEDERAL REPUBLIC OF GERMANY AND THE COMMISSION OF THE EUROPEAN COMMUNITIES, ALL OF 

WHOM PARTICIPATED WITH US IN ORGANIZING THIS CONFERENCE. 

FOR OUR PART, IN THE CANADIAN DEPARTMENT OF COMMUNICATIONS, OSI IS A PRIORITY 

PROGRAM AREA, AND IN SPITE OF CONSTANT DEMAND ON OUR RESEARCH RESOURCES, WE HAVE 

BEEN ABLE TO MAINTAIN AN ACTIVE ROLE IN OSI STANDARDS DEVELOPMENT. OUR INVOLVEMENT 

HAS OF COURSE BEEN CLOSELY CO-ORDINATED WITH THAT OF THE CANADIAN BUSINESS COMMUNITY 
n 

WHICH RAS ITSELF DEVOTED SIGNIFICANT RESOURCES TO THIS IMPORTANT AREA. 

THE FORERUNNER TO THIS EVENT, THE 1983 PARIS WORKSHOP, RAISED THE IMPORTANT QUESTION 

OF HOW TO PROCEED, AT A NATIONAL AND INTERNATIONAL LEVEL, FROM THE PRESENT CLOSED 

ENVIRONMENT TO A FULLY OPEN ENVIRONMENT IN SYSTEMS INTERWORKING. SOME COMPONENTS OF 

THE ANSWER WERE PROPOSED, SUCH AS A MIGRATION STRATEGY FOR NATIONAL STANDARDS, AND 

THE ESTABLISHMENT OF NATIONAL PROTOCOL VALIDATION CENTRES. HOWEVER, THE ANSWER IS 

BY NO MEANS COMPLETE. THIS CONFERENCE PROVIDES ANOTHER OPPORTUNITY FOR EXPLORING 

THE ISSUES FURTHER. IT WILL BE A SUCCESS IF IT HELPS TO IDENTIFY AND CLARIFY 

ADDITIONAL COMPONENTS OF THE ANSWER. 

I BELIEVE THAT IF WE ARE TO AVOID FUTURE CHAOS IN COMPUTER SYSTEMS INTERWORKING, WE 
MUST PROVIDE BOTH THE OPEN SYSTEMS STANDARDS AND THE TOOLS FOR ORDERLY DEVELOPMENT 
AND MANAGEMENT OF THE OSI ENVIRONMENT. THERE IS A ROLE IN THIS FOR BOTH GOVERNMENT 
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AND INDUSTRY. WHILE THESE ROLES MAY DIFFER IN OUR VARIOUS COUNTRIES BECAUSE OF 
DIFFERING NATIONAL INFRASTRUCTURES, THE FULL SCOPE OF EFFORT NEEDED WILL BE LARGELY 
THE SAME. THEREFORE, IT IS MOST USEFUL TO HAVE A FORUM LIKE THIS WHERE PARTICIPANTS 
FROM SOME 10 COUNTRIES CONCERNED WITH OSI CAN MEET AND EXCHANGE VIEWS. 

AS MOST OF YOU WILL KNOW, THE CCITT AND ISO HAVE ALREADY ESTABLISHED A RANGE OF 

INTERNATIONALLY AGREED OSI SPECIFICATIONS. CONSEQUENTLY, THERE IS NOW A REAL URGENT 

NEED FOR MECHANISMS TO ENSURE COMPATIBLE AND ORDERLY DEVELOPMENT OF SERVICES AND 

PRODUCTS BASED ON THESE STANDARDS. 

IN THE DEPARTMENT OF COMMUNICATIONS OF CANADA WE ARE CONSIDERING INITIATING, AS PART 
OF OUR OSI ACTIVITIES, A PROGRAM OF WORK TO SOLICIT THE VIEWS OF THE CANADIAN 
BUSINESS AND USER COMMUNITY WITH REGARD TO THEIR PERCEPTION OF NEEDS IN OSI. SUCH 
FEEDBACK SHOULD PROVIDE US WITH AN ENHANCED BASIS FOR STRUCTURING OUR ON-GOING OSI 

ACTIVITIES FOR MAXIMUM BENEFIT TO CANADA. 

WE HOPE TO LEARN FROM YOUR EXPERIENCES AS WELL, THROUGH FORUMS SUCH AS THIS 
CONFERENCE. IN TURN WE ARE PREPARED TO SHARE OUR VIEWS AND EXPERIENCES WITH YOU. 

FINALLY, I MUST TELL YOU THAT YOU ARE FORTUNATE TO BE HERE AT ONE OF THE BEST TIMES 
OF THE YEAR, WHEN WINTER HAS PASSED AND SPRING IS WELL ADVANCED. SO , WHILE I KNOW 
THAT YOU WILL ALL BE VERY BUSY DURING THE NEXT FOUR DAYS, I HOPE YOU WILL BE ABLE TO 
FIND SUFFICIENT SPARE TIME TO ENJOY SOME OF THE SIGHTS AND EXPERIENCES OF THIS 
CAPITAL CITY OF CANADA. 

I WOULD, THEREFORE, IN DECLARING THIS CONFERENCE OPEN, EXPRESS THE HOPE THAT THIS 
WILL BE AN INTERESTING AND CHALLENGING EXPERIENCE, PRODUCING REAL RESULTS AND 
PROVING TO BE A WORTHWHILE INVESTMENT OF YOUR TIME AND TALENTS. 

I NOW GIVE THE FLOOR TO THE CHAIRMAN OF THE FIRST SESSION, BILL MCCRUM, WHO WILL 
ALSO BE AVAILABLE DURING THE CONFERENCE TO ASSIST YOU IN RESOLVING ANY DIFFICULTIES 
OR WITH ANY QUESTIONS WHICH MAY ARISE. 

THANK YOU. 
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ABSTRACT 

REVIEW AHD STATUS OF OSI 

J. S. Foley 

Ottawa 22 May 1984 

INTRODUCTION 

The organization ISO TC97/SC16 initiated the work in Open Systems 
Interconnection in 1977 and is producing a coordinated set of 
international standards for system interconnection. The Reference 
Model, Session and Transport Standards and others are completed as 
shown in the accompanying account of the recent meeting of SC16. 
More than 40 projects are active in SC16. Having set the stage by 
the work on FDT, SC16 is now well underway in protocol conformance 
test standardization. In all of SC16's work, full agreement has 
been obtained with CCITT, resulting in Standards/Recommendations 
that are technically identical. 

SC16 is now reorganizing to assimilate ISO TC97 projects related 
to distributed processing functions at layer 7 and also served by 
the totality of OS1 acting as a service. The new organization 
will be known as SC21. The new organization is expected to have 
its first meeting in February, 1985. 

Note: This paper was prepared by Mr. Foley and Mr. desJardins 
and presented by Mr. Foley. 
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HIGHLIGHTS OF THE TC97/SC16 MEETING IN OTTAWA 

Subcommittee ISO TC97/SC16 and its Working Groups met in Ottawa, 
Canada, during October 10-21, 1983. Over 200 delegates from 20 
countries and liaison organizations took part. In a marathon 
plenary session over 60 resolutions were passed, and the SC16 
Five-year Program of Work, containing over 40 work items, was 
approved. 

Among the major accomplishments of these meetings were the 
following: 

Alignent of OSI Reference Model (RI )  with CCITT: Approved 
necessary changes to the ISO Basic Reference Model of OSI which 
made it suitable for adoption by CCITT. The ISO and CCITT OSI 
Models are now identical. 

DIS on Transport and Session: Noted the prior approval of the 
Connection-oriented Transport Service and Protocol as Draft 
International Standards (DIS), and approved the Connection-
oriented Session Service and Protocol as DIS. Both protocols 
are identical to the CCITT versions. 

Connectionless-mode Transmission: Approved an addendum to the 
RM covering connectionless-mode transmission as a Draft 
Proposal (DP). 

Addenda to Transport: Agreed to develop addenda to Transport 
covering: 

• Connectionless mode of operation; 
• Class 4 connection-oreinted operation over connectionless-

mode Network service; and 
• Network connection management. 

Application of Formal Description Techniques: Approved a plan 
to develop formal descriptions of the Transport and Session 
Services and Protocols by the end of 1984, using the Extended 
Finite State Machine technique developed in WG1. 

Upper Layers Architecture: Agreed to work on refinement of the 
architecture of the 3 upper layers, in cooperation with CCITT 
and SC18 (Text Processing), to assure the proper understanding 
and interworking of the layers above Transport, including 
protocols such as Message Handling developed by others. 

Lower Layers Architecture: Although this was not the subject 
of a separate SC16 Resolution, questions in WG1 and liaisons 
with SC6 and CCITT point to the emergence of refinements of the 
lower layers architecture in consideration of connectionless, 
LAN's, and improved understanding of the architecture of the 
Network Layer. One question in WG1 deals solely with this 
subject. 
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Presentation Layer: Agreed to complete the OSI Presentation 
Service and Protocol, and to develop guidelines for abstract and 

concrete syntax, as Draft Proposals (DP) by July 1984. 

File Transfer: Approved the work on File Transfer, Access and 

Management (FTAM) as a DP, while agreeing to make the future 
progress of FTAM contingent on resolving the questions on syntax. 

Job Transfer: Approved the work on Job Transfer and Manipulation 

(JTM) to be progressed as a DP by July 1984. 

Virtual Terminal: Agreed to concentrate the Virtual Terminal 
Services and Protocols work on the Basic Class Terminal, with the 

aim to produce a DP by February 1985, while reassessing the entire 

Virtual Terminal Program of Work in cooperation with CCITT and 

SC18 (Text Processing). 

Management: Approved the work on Commitment, Concurrency and 
Recovery to be progressed as a DP by July 1984. 

Names, Addresses, Directories and Croups: Approved the work on 

OSI Naming and Addressing Architecture, OSI Directory Management, 
and Control of Application Process Groups, to be progressed as DPs 
by February 1985. 

OSI Service Conventions: Approved the work on OSI Service 
Conventions as a DP. This provides guidelines for developers of 
layer services standards. 

OSI Security Architecture: Continued the development of the OSI 
Security Architecture, and published a Working Draft. 

Nev Work Items: Prepared 5 New Work Item proposals: 

• Addenda to Transport Service and Protocol to Provide 
Connectionless-mode Transport (DP in February 1984) 
(2-NWI's) 

• OSI Common Application Service Elements and Protocols (DP in 
February 1985) 

• OSI Formal Description Techniques (DP in February 1985) 
• OSI Registration Authority Framework 

The next meetings of the SC16 Working Groups are scheduled for 
June 18-29, 1984, in Copenhagen. The next plenary meeting of SC16 
is scheduled for February 1985 in Paris. 
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REVIEW AND STATUS OF OSI 

J. S. FOLEY 

OTTAWA 

22 MAY 1984 



INTERNATIONAL: 

ISO (INTERNATIONAL ORGANIZATION FOR STANDARDIZATION) 

CCITT (CONSULTATIVE COMMITTEE FOR INTERNATIONAL T & T) 

1EC (INTERNATIONAL ELECTROTECHNICAL COMMISSION) 

EUROPEAN: 

ECMA (EUROPEAN COMPUTER MANUFACTURERS ASSOCIATION) 

NATIONAL STANDARDIZATION BODIES 

JAPAN: 

NATIONAL STANDARDIZATION BODY 

NORTH AMERICA: 

ANSI (AMERICAN NATIONAL STANDARDS INSTITUTE) 

CSA (CANADIAN STANDARDS ASSOCIATION) 

NBS (NATIONAL BUREAU OF STANDARDS) 
ALL MAJOR MANUFACTURERS AND NETWORK PROVIDERS 

IEEE (INSTITUTE OF ELECTRICAL AND ELECTRONIC ENGINEERS) 



ISO TC97, INFORMATION PROCESSING SYSTEMS, PARTITIONED INTO 3 GROUPS: 

O EQUIPMENT AND MEDIA (VICE-CHAIR, DR. H. WADA, JAPAN) 
O APPLICATION ELEMENTS (VICE-CHAIR, MR. A. TATEISHI, CANADA) 
O SYSTEMS (VICE-CHAIR, MR. Y. LER0Ux, FRANCE) 

UNDER THE SYSTEMS GROUP, 6 SUBCOMMITTEES: 

O INFORMATION CODING (St2) 
O TELECOMMUNICATIONS AND INFO EXCHANGE BETWEEN SYSTEMS (SC6) 
O TEXT AND OFFICE SYSTEMS (SC18) 
O Hif-eRMAfFeN—PROC-ESS-1-Nfr-S-YST-EMS-9Eeti-R-Fre.  ( C20) DFeten ck4Pen5 "Et« e‘c›„uss 

(7, 	o INFO RETRIEVAL, TRANSFER AND MANAGEMENTN(SC21 	rWt ceVIL 
O -C-eMME=Re-KL—,---Sel-ENT-IFfel—ENGR—AND-6ONTROL—SYSTEMS. (SC22) tbRoe KM M I tie> 

L. Pt tet. 	te.S. 
THE NEW SC6 DOES TRANSPORT LAYER AND BELOW. 
THE NEW SC21 DOES SESSION LAYER AND ABOVE, INCLUDING DATABASE. 	., 
GRAPHICS AND OPERATING SYSTEMS COMMAND LANGUAGE, + REFERENCE MODEUS) 
THE NEW SC22 DOES PROGRAMMING LANGUAGES NEEDED FOR EACH AREA , 

 BOTTOM LINE: EXCELLENT NEW POTENTIAL FOR WORLD INTEROPERABILITY 
STANDARDS IN ALL AREAS. 



o ELECTRONIC MESSAGE HANDLING STANDARDS FINAL 1984, COMPATIBLE OFFICE 
DOCUMENT STANDARDS COMING RIGHT BEHIND.IN 1985 

a NORTH AMERICAN, EUROPEAN AND JAPANESE VIDEOTEX STANDARDS, AND 
CCITT TELETEX STANDARD, WERE APPROVED 1983 

o ISO PRESENTATION AND FILE TRANSFER PROTOCOLS DUE AS DIS EARLY 1985 
o ISO DPs: 	S 	 . 

COMMON APPLICATION SERVICE ELEMENTS (CASE) 
BASIC CLASS VIRTUAL.  TERMINAL • 
JOB TRANSFER AND MANIPULATION (MAYBE 1984) 
DIRECTORY MANAGEMENT * 

EXPECTED BY MID-1985 - 

o ISO BEING RESTRUCTURED 1984, WILL PROVIDE "OSI-STYLE" DIRECTION FOR 
DATABASE, GRAPHICS, COMMON COMMAND LANGUAGE 

CONCLUSION: SOME STANDARDS FOR "STRUCTURED DATA EXCHANGE" ALREADY AVAILABLE, 
MANY MORE COMING ALONG IN NEXT 2 YEARS 



0 BASIC REFERENCE MODEL OF OS!  APPROVED AS WORLD STANDARD (ISO 7498) 1983 

0 LOWER LAYERS 1-3 MATURE IN PUBLIC DATA NETWORK APPLICATIONS (HDLC, X.25), 
• UPDATED 1984 

0 LOCAL AREA NETWORKS (IEEE 802, ISO LDDI) PUBLISHED BASIC STANDARDS 1983 
(LOGICAL LINK CONTROL, CSMA/CD, TOKEN BUS), BROADBAND AND TOKEN RING ARE 
COMING RIGHT BEHIND 

o "CONNECTIONLESS" REFERENCE MODEL ADDENDUM, AND CONNECTIONLESS TRANSPORT AND 
INTERNET STANDARDS FOR LANs AND PUBLIC-TO-PRIVATE INTERFACE GATEWAYS ARE 
DUE AS DIS IN 1984 

0 ISO/CCITT TRANSPORT AND SESSION PROTOCOLS ARE NOW DIS 8073 AND 8327, 
ARE DUE FOR FINAL APPROVAL BY FALL 1984 

CONCLUSION: BASIC STANDARDS FOR "CONNECTION AND MOVEMENT OF BITS" 
WILL BE FIRM WORLDWIDE BY END OF 1984. 



ISDN (INTEGRATED SERVICES DIGITAL NETWORK): 
MINICONNECTOR 
STANDARD MINIMUM DIGITAL SERVICE  (64/64/16 KBps) 
WORLDWIDE NAMING AND ADDRESSING SCHEME 

• VOICE/DATA INTEGRATED TERMINAL 

LANs, DPBX's 
SEVERAL STANDARDS: IEEE, ECMA, ISO 
VARIOUS MEDIA: BASEBAND, BROADBAND, FIBER OPTIC 

. RATES FROM ISDN TO Ti, FOR DPBX, 10 TO 70 MBPS FOR LAN 

• INTERNETWORKING 
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PRESENTATION (SYNTAX) 

APPLICATION PROTOCOLS: 
ELECTRONIC MESSAGE HANDLING 
DATABASE AND FILE TRANSFER 
JOB TRANSFER AND OPERATING SYSTEM COMMAND LANGUAGE 
GRAPHICS AND VIRTUAL TERMINALS 



• APPLICATION LAYER  

• PRESENTATION LAYER  

• SESSION LAYER  

• TRANSPORT LAYER 

• NETWORK LAYER  

• DATA LINK LAYER 

• PHYSICAL LAYER 

PERFORMS MECHANICS OF INFORMATION EXCHANGE 
ON BEHALF OF SOURCE/SINK USER APPLICATION-PROCESSES. 

MANAGES AND TRANSFORMS SYNTAX OF STRUCTURED DATA 
OBJECTS BEING EXCHANGED. 

ESTABLISHES AND MANAGES COMMUNICATION DIALOGS 
WHICH EXCIIANGE BIT-STRINGS. 

PROVIDES FULL-DUPLEX TRANSPARENT PIPES FOR 
RELIABLE END-TO-END EXCI1ANGE OF BIT-STRINGS. 

ACCOMPLISFIES ROUTING AND SWITCHING OF DATA BETWEEN 
ANY TWO SYSTEMS ACROSS MULTIPLE LINKS AND NETWORKS. 

ACHIEVES RELIABLE TRANSFER OF BLOCKS OF DATA 
ACROSS A PHYSICAL LINK. 

ACHIEVES TRANSMISSION OF DATA BITS ACROSS 
PHYSICAL MEDIA. 
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V.C. MacDonald 

May 1984 

OSI Results in CCITT 

1. Objectives  

The objectives given in the program of this Conference on Open 

Systems Interconnection Standards include discussion of issues of the 

kind not normally aired at international standards meetings. 

These include the reasons behind the formal contributions from 

national bodies in ISO/TC97 and from member countries and organizations 

participating in CCITT, reasons not always evident from positions 

taken. 

The demonstrations planned, as well as presentation of national 

policies and planned procedures for protocol verification services to 

meet national, regional, and organizational needs will be very valuable 

toward increasing common background information. 

A consensus on problem definition will help to maintain the 

commonality of results which are necessary if, in the eyes of users of 

the OSI model, its service definitions, protocols and formal 

description techniques, ISO and CCITT are to maintain the credibility 

necessary for their results to be accepted and used in opening to all 

concerned that convenient and economical access to 

computer/communications which is a common objective. 

2. Layering  of  Protocolà  

This was adopted from the beginning of CCITT Study Group VII 

"Data Communications Networks" has stood the test of time and 

implementation very well as an approach to orderly development of 

public telecommunications facilities. For many ISO/TC97/SC16 

applications of the OSI Reference model, only the lower layers were of 
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concern to CCITT. The advent of TELETEX and FACSIMILE as "CCITT - 

defined services" however indicated that in those cases the application 

of OSI principles for Telematics Services "on any network" a complete 

CCITT Reference Model was required. 

3. Commonalit7  

But only if ISO/TC97 and CCITT SGVII could arrive at a common 

reference model could confusion be avoided. This has been done by 

unprecedented interaction of the experts involved, practical procedures 

adOpted under existing ISO Directives and CCITT Series A 

Recommendations on organization for liaison, plus supplementing the 

formal flow of documents by various means for cooperation. Mr. Lohse, 

Chairman of ISO/TC97/SC6 was one of the pioneers in establishing more 

rapid and effective collaboration. This has been carried on since the 

formation of ISO/TC97/SC16 by its first chairman, Mr. Bachman and now 

by Mr. DesJardins. 

4. Status in CCITT 

Some participants at this meeting may be interested in details 

of CCITT status on areas of major common interest. The status of the 

reference model and associated recommendations is that final drafts are 

expected to be formally approved at the VIIIth plenary assembly of 

CCITT as follows. 

CCITT Reéommendations Related to the Reference Model X.200  

The following are CCITT recommendations on Open Systems Interconnection 

(OSI). The particular network layer protocol to be used - X.25 for 

. packet switching networks, for example - is a national or carrier 

decision. 
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- X.215 specifies session layer services. 

- X.214 specifies transport layer services.' 

- X.225 specifies the session layer protocol.' 

- X.224 specifies the transport layer protocol.' 

- X.121 specifies the public data network numbering plan.' 

5. Application of OSI in telématic  Services  

Several countries have announced the commercial availability of 

Teletex, a telecommunications service which allows customers with 

office text machines from different manufacturers to communicate with 

each other. This includes word processors, electronic typewriters and 

other terminals with word processing capabilities. 

The service is available to anyone. It conforms to 

international Teletex standards set by the International Telegraph and 

Telephone Consultative Committee (CCITT), and all terminals to be used 

with Teletex must therefore conform to CCITT-defined specifications. 

Teletex-compatible terminals include Ericsson's Eritex 10, and 

Siemens' T4200. These manufacturers have begun production of their 

Teletex terminals for distribution to the business community. Other 

manufacturers, including Olivetti, Olympia, Wang, AES and MICOM. 

Conversion facilities will allow Teletex, TWX, and ASCII terminals to 

inter-communicate. 

The CCITT Recommendations involved at the user level include 

results from the studies of ten CCITT Study Groups, as the following 

diagram shows. 

1  These specifications have been developed in cooperation with ISO 
and are currently being voted on as ISO standards. 
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CONFORMANCE TESTING WITHIN ISO  

D. Rayner 

(ISO Rapporteur on OSI Conformance and Testing) 

Division of Information Technology and Computing 

National Physical Laboratory 

Teddington, Middx. TW11 OLW, UK 

1. Introduction  

This paper reports on recent progress on conformance testing within the 

Open Systems Interconnection (OSI) work in the International 

Organisation for Standardization (ISO). More specifically, this is 

progress which has been made by ISO TC97/SC16/WG1 and its rapporteur's 

group on conformance testing. 

The question of conformance within OSI was first raised as an official 

question within WG1 at its meeting in Tokyo in 1982. Little progress was 

possible at the next meeting, in Paris in February 1983, because very 

few delegations were prepared to discuss the subject. Nevertheless, that 

meeting resulted in a formulation of the question which identified seven 

sub-questions, starting with the meaning of conformance, and ending with 

questions of whether testing methodology and test specifications need to 

be standardized. 

The WG1 meeting in Ottawa made much better progress, resulting in a 

draft answer to the 7 part formulation of the question, a checklist for 
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protocol definers, and a more detailed programme of work. The draft 

answer includes the definition of two important terms: static 

conformance and dynamic conformance. Static conformance concerns the 

requirements on the capabilities of an implementation, whereas dynamic 

conformance concerns an implementation's behaviour in an instance of 

communication. The checklist is intended to help protocol definers to 

produce standards which avoid ambiguous or untestable conformance 

requirements. The programme of work includes the recommendation that a 

rapporteur's group on testing be established to work on the technical 

subjects of testing methodology and test suite specification. 

The rapporteur's group was then set up and held its first meeting in 

Darmstadt in February 1984. This was attended by 26 experts from 9 

countries. It was clear that everyone regarded conformance testing as 

being very important for OSI. Even though the experts' background varied 

widely, a large measure of agreement was reached, particularly on 

abstract testing methodology. The results are contained in a 

rapporteur's report, from which much of the rest of this paper is taken. 

2. Abstract Testing Methodology  

It was agreed that the rapporteur's group should initially concern 

itself with abstract testing methods which are applicable to OSI 

connection-oriented protocols in the Transport, Session and Presentation 

layers, but with recognition of the need to extend the methods to 

multi-layer testing later. The initial concern is therefore to test a 

single OSI protocol entity which operates over an end-to-end OSI service 
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and which provides (at least notionally) a defined OSI service. There 

is, however, no limitation on who might use the tests defined. They 

might be used for self-testing (e.g. by the supplier), testing by the 

user, or by a third party. The economics of both testing and not testing 

need to be borne in mind. 

With this limitation of scope, an abstract testing methodology is 

proposed which is based upon the OSI reference model. The idea is that 

abstract testing methods .should be described in terms of what outputs 

from the entity under test are observed and what inputs to it can be 

controlled. More specifically, an abstract testing method can be 

described by identifying the points closest to the entity under test at 

which control and observation can be exercised. 

The OSI protocol standards define allowed behaviour of a protocol entity 

(i.e. the dynamic conformance requirements) in terms of the abstract 

service primitives (ASPs) above and below that entity. Thus the 

behaviour of an (N)-entity is defined in terms of the (N)-ASPs and 

(N-1)-ASPs (the latter including the (N)-PDUs - protocol data units). 

Each of these two sets of interactions could be observed and controlled 

from several different points, directly or remotely, as identified in 

Figure 1, below. 
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II  ,------ 
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I ------ 

I 	1 
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8  

> 1 	1 	I 1 	I 
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...... ••••• 1111•1 

A 	 A 
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V 	 V 
• • • 

A 	 A 
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V 	 V 

A 	 A 
1 (N-1)-ASP"s, 	 1 (N-1)-ASPs, 
1 (N)-PDU"s 	 1 (N)-PDUs 
V 	(N-1)-Service 	V 

Figure 1. Possible points of control and observation.  

Note that the possible points of observation and control are identified 

by three factors:- 

a) whether it is the ASPs or PDUs which are observed and controlled; 

h) the layer identity of the ASPs or PDUs concerned; 

c) whether they are controlled and observed within the system under test 

or in a system remote from the system under test - if the latter then 

the ASPs or PDUs are distinguished by the addition of a double-quote 

character ("). 

Complete control and observation of the (N-1)-ASPs (or (N-1)-ASP 11 s) will 

include control and observation of the (N)-PDUs (or (N)-PDU"s), but not 

vice versa. 

It is possible that the (N)-ASP activity of the entity under test might 
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not be controllable nor observable, directly or indirectly, in which 

case this activity is said to be hidden. It is, however, assumed that 

the (N-1)-ASP activity will not be completely hidden. Thus when the 

(N-1)-ASPs are not controllable nor observable directly, conformance 

testing can only be carried out if the (N-1)-service is provided 

sufficiently reliably for control and observation to take place 

remotely. 

It is proposed that ISO Should define a suite of conformance tests for 

each of three abstract testing methods. Testers would then be expected 

to select the most appropriate suite for the implementation under test. 

The three selected abstract testing methods are as follows:- 

1) Testing method A: control and observation of (N)-ASPs and 

(N-1)-ASPs, directly; 

2) Testing method B: control and observation of (N)-ASPs and 

(N-1)-ASP"s; 

3) Testing method C: control and observation of (N)-PDUus, with the 

(N)-ASP activity being hidden. 

It is important to make the distinction between the interactions which 

are controlled and observed, and the subset of those observations on 

which judgement is passed. Judgement can only be passed on whether or 

not the conformance requirements are being met. This will usually apply 

to the PDUs exchanged rather than the particular realisations of ASPs. 
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However,  the.  reason for wishing to control ASPs is to try to determine 

more precisely which PDUs should be exchanged in a particular test. 

2.1 Testing method A  

A 
1 (N)-Aes 
V 

1 (N)-Entity i 
1 under test 1 

A 
1 (N-1)-ASPs 
V 

Figure 2. Points of control and observation for testine method A.  

The tests -defined for this method would provide the base from which 

corresponding tests for any other abstract testing method could be 

formally derived. 

They are useful to implementors for "unit testing", that is the testing 

of an implementation of a protocol entity in isolation from the rest of 

the system. 

They also provide a basis for deriving multi-layer tests. 

2.2 Testing method B  

When applicable, this method provides the most complete form of remote 
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V 
	 I '  1 8------ 

A 	 1 (N)-Entity 1 
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Figure 3. Points of control and observation for testing method B.  

testing. It permits a large number of (N)-PDU errors and unusual but 

valid (N-1)-ASP"s to be included in the tests. 

The tests defined for this method couid be realised in practice in many 

different ways, provided that the system under test can be made to 

provide some realisation of the (N)-ASPs. However, they would not 

constrain the form of implementation of the subsystems which perform the 

control and observation required. Control of the (N)-ASPs could, for 

instance, be performed manually or by a "test responder" process, 

possibly via a special test interface. Furthermore, a reference 

(N)-entity may or may not be used as the peer of the entity under test. 

If a "test responder" is used to observe the (N)-ASPs, it should not be 

purely passive since it would need to exercise some control over which 

(N)-ASPs are generated, but it would not have the same scope for 

introducing errors as the "active tester" controlling the (N-1)-ASP"s. 

Higher-layer forms of describing the tests (e.g. in terms of (N)-ASP"s) 

should be used where this will reduce the size of the test specification 
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without loss of required precision. This will enable a subset of the 

tests to be identified in which the tests only require control and 

observation of (N)-ASP"s instead of (N-1)-ASP"s. Those who wish to use 

this subset of the test suite should be warned that it is not adequate 

as a complete conformance test suite, although it will be useful to 

provide a general level of confidence in the ability of the system under 

test to communicate for the purposes of real work. The problem is that 

not all (N-1)-ASP"s can be invoked merely .by  control of (N)-ASP"s; e.g. 

Network Reset cannot be invoked by control of Transport Service 

Primitives. 

2.3 Testing method C  
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Figure 4. Point of control and observation for testing method C.  

Tests for this method should be usable with all systems under test. The 

only requirements on the implementation under test are those which come 

from the protocol standard. 

This method is necessary for those systems in which control and 

observation of (N)-ASPs is not possible. This will particularly apply to 
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real open systems in which the OSI protocols are implemented in a 

front-end processor which maps them onto non-standard protocols. 

The test suite for this method may be used to suggest which tests to run 

In various other situations, for example:- 

a) when control is applied through running a sample application, i.e. 

via (N+a)-ASP"s and (N+a)-ASPs; 

b) when using a passive line monitor or arbiter for checking the PDUs 

"on the line". 

Note that it is inappropriate to consider defining standard tests for a 

test method which only uses a passive line monitor (i.e. one in which 

there is observation but no control). The passive line monitor on its 

own is well-suited to an arbitration role but not well-suited to 

conformance testing. The essential difference between the two types of 

testing is that conformance testing requires some degree of control over 

some of the inputs to the system under test, whereas line monitoring 

does not. 

2.4 Applicability of the three testing methods  

The 3 abstract testing methods have been selected with the Transport, 

Session and Presentation layers in mind, but it is worth considering the 

extent of their applicability to other layers. 

It is recognised that they are not all applicable to the Application and 
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Physical Layers. These layers need further study. 

It is also recognised that some of these methods may need adapting to 

make them applicable to the Link and Network Layers, because the 

(N-1)-Service is not then end-to-end. Additional methods may be needed 

in which remote control and observation of (N-1)-ASPs is provided from a 

relay system. This needs further study in SC6 by those concerned with 

these layers, in particular in conjunction with the  architecture of the 

Network Layer. 

Some further development may also be needed for connectionless protocols 

and services, but this must wait until the connectionless ideas are 

better understood. 

2.5 Multi-layer considerations 

Several adjacent OSI protocols may be implemented in a single 

implementation without interfaces between the layera. The need to test 

such implementations is recognised, although initially the effort must 

go into producing single-layer test suites. 

Single-layer tests may be implemented in a multi-layer fashion. In 

particular, it should be possible to combine tests for adjacent layers. 

This would seem to be easiest for testing method C. Rules for the 

composition of tests using the other methods will need to be determined, 

based on a formal description technique (FDT). 

Definitions of two relevant terms are proposed, as follows. 
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"Multi-layer testing" is testing of a set of adjacent layers without 

requiring access to the service access points (SAPs) between the layers 

under test. 

"Embedded single-layer testing" is testing a single layer within a 

multi-layer implementation. 

3. Other Topics Discussed 

Several other topics were discussed in Darmstadt but the conclusions 

tended to be miscellaneous collections of thoughts which need further 

study. An initial list of requirements was produced for test 

specification languages. Another list was produced of possible ways of 

categorising tests. 

The thoughts on why tests were needed and what should and should not be 

tested centred around the idea that ISO should only be concerned with 

tests of conformance requirements. This means testing the behaviour of 

an implementation of a protocol entity objectively, not testing its 

environment nor the physical realisation of ASPs. The tests should not 

be defined in order to check the soundness of the implementation nor to 

resolve ambiguities in the protocol standards. Nevertheless, test 

specification is likely to result in the identification of ambiguities 

and other problems in the protocol itself and it needs to be decided how 

these  cari  be resolved in a timely manner. 

Little progress was possible on the question of whether the methodology 
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and tests should be standards or some other kind of document. This 

question needs to be progressed in a full WG1 meeting rather than a 

rapporteur's group meeting, because it is more political than technical. 

Nevertheless, some possibilities for standardization were identified. 

The methodology could become an addendum to IS 7498 (the OSI reference 

hodel) or be a separate standard. Test suites could be additional parts 

to protocol standards, parts of new multi-part testing standards for 

each test method or for each protocol, or there could be a separate 

standard for each test suite. 

4. Prospects for Future Progress  

The next meeting of WG1 will be in Copenhagen in June 1984. The 

rapporteur's group has proposed a list of topics which should be 

progressed together with an indication of their relative priorities. 

Progress will, however, depend on the written contributions received 

from Member Bodies and Liaison Organisations. There will be 9 

contributions from the UK, covering most of the identified topics, and 

others will come from at least Canada, France, Germany and Hungary. 

The highest priority topic is the consolidation of the abstract testing 

methodology, based on the rapporteur's report of the Darmstadt meeting. 

One possible change to the abstract testing methods described above is 

an extension to test method C to cover observation and control of 

(N-1)-ASP"s, rather than just (N-1)-PDU"s; such a change is needed to 

allow control over establishment and release of (N-1)-connections. 
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The second highest priority topic is the notation for test definitions. 

Clearly the two ISO FDTs need to be considered as candidates but other 

suggestions can be expected. A UK expert contribution on this topic 

concludes with a list of requirements for an FDT for test specification. 

In particular, it should  be  possible to derive tests for test method A 

from a formal specification of a protocol, and then from those test 

specifications derive the corresponding tests for methods B and C. It 

should be possible to express segmentation, blocking and concatenation, 

that is the precise relationships beween PDUs and SDUs (service data 

units). It should also be possible to express both general abstract 

tests and tests which include specific encoding details, so that an 

implementation's sensitivity to parameter and encoding variations can be 

tested. 

The next topic in order is the definition of openness. This topic was 

raised in Ottawa by a German contribution which identified the need to 

be able to talk about systems which implemented only some of the OSI 

layers. In what sense could they be regarded as open? If a system 

implements OSI up to some layer service, Session Service say, does it 

have to provide an accessible interface to that service to be regarded 

as open? This is an important question because very few systems will 

provide all 7 layers initially. It also relates to testing and the 

applicability of test method B. Both the UK and Germany have new 

contributions on this topic, so hopefully some progress might be 

possible. 

There are 6 medium priority topics: the formulation of new work items 
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for standards for testing; the revision of the draft answer, checklist 

and programme of work; categorisation of tests; and the actual 

definition of tests, perhaps for the Transport Protocol. There are UK 

contributions on all these topics, apart from revision of the work 

programme which will happen anyway as a result of whatever other 

progress is made. However, the UK suggests that the revision of the 

checklist is not important at this meeting; it is more important that 

protocol definers start to use the current one. Also the definition of a 

test suite for the Transport Protocol will have to wait until the 

notation has been decided upon; meanwhile a few example tests might help 

the discussion of the notation. 

Thus, the most likely areas of progress within these medium priority 

topics are the new work items, the draft answer and the categorisation 

of tests. One possible outcome is that the draft answer will be revised 

to concentrate on the meaning of conformance, with improved definitions 

of static and dynamic conformance, including testing methodology and the 

categorisation of tests being the subject of a draft standard. This 

would provide a framework for the development of future test suite 

standards. 

Beyond the Copenhagen meeting, progress will be affected by the 

reorganisation of Tc97, which will result in the Transport layer moving 

to SC6, by which time SC6 may have been assigned a new work item on the 

development of conformance tests for X.25. It is therefore possible that 

there will be two conformance testing groups, one working on the 

Transport and Network layers, the other on Session layer and above. This 
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makes it all the more important that there should be a standard testing 

methodology to provide a common framework for both groups. 

5. Conclusions  

The level of international participation in this ISO activity is such 

that rapid progress can be expected, at least on the technical aspects. 

Nevertheless, with so many OSI prot000ls, each of which will require 

hundreds or thousands of conformance - tests, this work will take many 

years to complete. 

One spin-off should be the identification and correction of problems 

with the protocol standards themselves. Too few protocol definers are 

yet taking notice of the advice available in the checklist. In 

particular, the static conformance requirements tend to be only 

partially defined. Test definers will inevitably discover latent 

conformance problems in their standards and will have to seek their 

correction before being able to complete the relevant test suite. 

ISO produced test suites will enable third party testing centres all to 

use the same conformance tests. The same tests can also be used by 

suppliers in  self-testing. This will enable users to compare the results 

for different systems more reliably. 

The major benefit, however, of agreed conformance test suites should be 

much better conformance of products to OSI protocols and thereby more 

reliable intercommunication. 
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I. Introduction 

fhe goals of Open System Interworking (OBI) [OSI 83 ]  require 

that implementors throughout the world develop correct and compa-

tible protocol implementations. During the early work on OBI it 

was recognized that formal description techniques (FDT) would be 

desirable for attaining these goals. Therefore an ad hoc group on 

FUT  was formed within the Working Group WG1 of ISO TC97/SC16. the 

EDT's to be developed by this group should be helpful for 

(ai providing unambiguous, clear and concise specifications of 

the communication services, protocols, and interfaces, 

:b )  analyzing the specifications in view of their correctness. 

mutual consistency, efficiency, etc. 

(c) providing support for the development of implementations, 

(d) assessing existing protocol implementations in view of their 

con -formance with the specificati,ons. 

Ihe purpose of this paper is two-fold: First, it cuves an 

overview of activities within ISO and CCITT for the development 

of FD1's for OSI applications, and second, it gives a tutorial 

introduction to one of the techniques developed, namely the 

called Subgroup B FOT, which is based on Pascal and a .5tat 

transition machine model. 

2. FDT development efforts 

2.1. ISO developments 

lhe ISO TC97/SC16/WG1 ad hoc group on FUI  had its first 

meeting in january 1980. During its meeting in February 1981.  

Copyright C 1984 IEEE. Reprinted, with permission from 
PROCEEDINGS IEEE INFOCOM '84, April 9-12, 1984 
San Francisco, CA, pp. 312-317 
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three subgroups were formed. they are called A, B, and C, and 

their respective areas of concern are as follows: 

Subgroup A: Architectural concepts and how these concepts support 

the work of Subgroups B and C. 

Subgroup B: Description techniques based on extended finite state 

machines. 
Subgroup C: Description techniques based on temporal ordering -of 

interaction primitives. 

The FOT's developed by the subgroups are described in working 

documents which are periodically updated, 	and which 	are 

distributed 	as N.. 	documents within 	the standardization 

community. The result of this work may be summerized as follows: 

Subgroup A has defined the concepts of 	"modules", 

"channels", module "interconnections" via channels, and the 

"refinement" of a module in terms of submodules and their 

Interconnection [FDT A]. These concepts can be used, in 

particuiar, +or defining the architectural meaning of protocol 

and service specifications within the OSI Reference Model. 

Subgroup B has defined an FDT based on Pascal and a state 

transition model [FDT B]. It defines the behavior of a module in 

terms of a state transition machine which is specified in terms 
of an internai  state and transitions which change the module 

state and involve input and output interactions. A short 

introduction to the FDT is given in Section 3 below. lhe 

specification language is largely based on Pascal, which is now 

an ISU (Draft) Standard [ISO Pasc]. Extensions to Pascal were 

introduced for handling "major states" (see Section 3) and +or 

supporting those concepts defined by Subgroup A which are u5ed by 

the Subgroup B language. 

Subgroup C has developed an FDT which is based on the 

temporal ordering of the interaction primitives executed by the 

.wecl -fied module. A first version of a language was presented in 

October 1981 which after some important revisions lead to the 

present document LTDT CJ. The language is oriented towards 

functional programming and uses many concepts from CCS [Miln BOJ. 

Discussions on the relation between the Subgroup B and C 

languages, and possible interworking between modules specified by 
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the two languages are in progress. 

Presently, the FDT group spends most of its effort on the 

development of (trial) formal specifications for the existing OSI 

protocol specifications, such as Transport EFDT TP], Session, and 

File Access protocols. 

2.2. CCITT developments 

During its 1980-1984 Study Period, the CCITT covered the 

area of FDT for  061 in Question V11/39 of its Study Group VII. 

'he purpose of this question was to develop FDies for application 

to 061 protocols and services, and to determine whether the 

technique SDL previously developed within Study Group X1 for 

applications to switching systems could be used in the 061 

context. 

rhe result of this work is a (Draft) Recommendation LFO1 

CCITJ on FDT's for data communication protocols and services. 

This document recommends the use of SDL and the use of a Pascal-

oriented linear language. The latter is a basic subset of the 

Subgroup B language developed in ISO with some minor syntactic 

differences. Further study is foreseen in the next Study Period 

on the Pascal-oriented language and other FDT's in coordination 

with the ISO developments. 

bDL ISDL 80J is also a language based on a extended finite 

state transition model. Its syntax is oriented towards a 

graphical representation, which lets  SOL  specifications appear 

like flowcharts. However, a linear syntax is also available. 

Compared to what is available in the Pascal-oriented FDT, SOL 

does not have much power and flexibility for specifying data 

type and variables of more complex nature. 

2.3. Further references 

Further details on the standardization work on FOI 's  can be 

found in the documents of the respective standardization bodies, 

and in [Viss 63, Dick 63, Tenn 83]. In a more general context, 

work on formal description techniques and their applitation to 

protocol design and implementation was presented in recent 

62 



conferences and workshops specializing on this topic Lbuns 

Ruth  03]. Work by this author can be found in LBoch Elo, Hoch 82c. 

Boch 83]. 

3. Tutorial example for the Subgroup 13 FDT 

This section gives a tutorial introduction to the Subgroup B 

FUI  using a simplified Transport protocol as an example. Only the 
major concepts of the language are considered here. Additional 

concepts such as channels with or without queuing, priorities 

among transitions, continuous output, and some real-time 

specification elements in the form of delays before transitions 

can be executed, are further described in [FDT 

3.1. Modules, channels and ports 

A module is a part of a system. lt represents a unit of 

specification. At the highest level of abstraction, a module can 

be considered as a "black box". The specification of the module 

is given in this case in terms o+ the interactions the modules 

performs with its environment. The environment of a module within 

a given system are those parts of the system that interact with 

the module in question, that is, the other modules of the system. 

In  order to make the specification of a module independent 

from its environment, the concept of a channel is introduced. The 
interactions between modules take place through channels. h 

channel type definition specifies a set of interaction primitives 

that may be invoked between two modules that are connected by a 

channel of that type. 

For example, a channel type may be used to define the 

Transport service interaction primitives by which the user of the 

'Transport layer interacts with the service. provider. Such a 

definition can be given in the following form. It consists of the 

definition of the parameter data types, followed by the 

interactions for the channel together with their parameters. 
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type 

l_address = (/ 	/); 

option_type = set of 

(/ expedited_data_transfer, etc. /):i 

data type = (/ string of octets /); 

channel TSAP (user, provider) 

by user 

TCONreq (dest_address : Taddress; 

• 	proposed_options : option_type); 

(* connect request *) 

TCONresp (proposed_options : option_type); 

(* connect response *) 

TDISreq ; (* disconnect request *) 

rDATAreq (TS_user_data : data_type); (* sending data *) 

by provider 

TCONind 

1CONconf 

TDISind 

TDATAind 

This definition specifies that there are eight possible 

interaction primitives. Four of them, called TCONreq, TCONresp, 

TDISreq, and TDATAreq, can be initiated by the module which plays 

the role of a user in respect to this channel, and the other 

primitives can be initiated by the other module, which plays the 

role of a provider. 

The parameters of the interactions are indicated with their 

name and a definition of their data type. For example, the 

parameters of the connect request TCONreq, to be determined by a 

module playing the role of a user, are the address of the 

-destination user and proposed options for the connection, such  as  

expedited data transfer, etc. In order to keep the example 

simple, the detailed form of these options are not considered 

further. 

(source_address : laddress; 

prdposed_options : option_type); 

(* connect indication *) 

(proposed_options : option_type); 

(* connect confirmation *) 

(DIS_reason : reason_type): 

(* disconnect indication *) 

(TS_user_data :  data type) 	(* receiving data *) 
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An example of a simple system structure is shown in Figure 

I. lt consists of a module, called Transport. and a number ot 

user modules. The Transport module consists of the OS! Transport 

layer and the layers below, and provides the Transport service to 

the user modules. Each user module is connected with .the 

Transport module through a channel of type TCEP_primitives. This 

means that each user module may interact with the Transport 

module through its associated channel using the interaction 

primitives defined above. 

In order to distinguish between the interactions belonning 

to different channels within the context of a given module (for 

instance, from the point of view of the Transport module in 

Figure 1), the concept of a "port" (or "interaction point") is 

introduced. For specifying the possible interactions of a given 

module, a set of ports with associated channel types are defined 

for that module. An interaction by the module is then identified 

by the name of the port over which it occurs, and the name of the 

interaction, which must be one of the names defined in trie 

corresponding channel type definition. 

For example, the possible interactions of the Transport 

module in Figure 1 could be specified as follows: 

module Transport_provider 

(AP : array [Taddress] of TCEP_primitivesiprovider) ); 

This module definition specifies that the module has a number oi 

ports, one for each possible value of the data type Taddress 
(which is uspd to distinguish different users in the system). (111 

these points are associated with the channel type 

TCEP_primitives, and the module plays the role of a provider. 

lherefore the module may initiate over each of these ports the 

interaction primitives TCONind, TCONconf, TD1Sind, and TDATAind 

mentioned above 	and it may receive the other interactions 

defined for the channel. 

A typical refinement of a Transport module is shown in 

Figure 2. According to this refinement, a 	module of type 
Transport  provider 	consists 	of 	a submodule of 	type 
Network_provider, and several submodules of type TP_entity. Such 
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refinements may be considered in a recursive manner. For example. 

the TP_entity module considered may be further subdivided into 

AP and Mapping submodules, as shown in Figure 3. The AP, or 

"Abstract Protocol", submodule determines the Transport protocol 
in an abstract sense, determining the kind of protocol data units 
(PDU's) to be exchanged with the remote peer TP_entity, and the 

Mapping submodule performs the en- and de-coding of the PDU's 
exchanged over the Network service. The two submodules interact 
with one another by exchanging the PDU's in an abstract form, 

which could be defined by the following channel definition: 

type 

reason_type = (Taddress_invalid, 
options_inacceptable, remotely_initiated); 

channel PDU_and_control  (API,  mapping); 
by AP, mapping: 

CR (TSAP_id_calling : Taddress; 

TSAP_id_called : Taddress; 

option_ind 	option_type)f. 

(* connect request PDU *) 

CC (TSAP_id_calling : Taddress; 
TSAP_id_called : Taddress; 

option_ind :  option type);  

(* connect confirm PDU *) 
DR ; (* disconnect request PDU *) 

DC ; (* disconnect confirm PDU *) 
DT (TS_user_data :  data type) (* data PDU *) 

3.2. Extended finite state machines 

The  behavior of a Module can be specified in terms of an 

extended finite state machine. In this case the module is modeled 
as a state transition system which, at each instant, is either in 

.a given state or performs a transition into a next state. 

Recejved interactions give rise to such transitions, and the 

execution of a transition may give rise to the initiation of 

output interaction(s). 
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The possible module states are determined by a set of 

variables; a state is determined by the values assumed by each of 

these variables. One of these variables may be a distinguished 

variables called STATE; it represents what is traditionally 

thought of as the state of a finite state automaton. It is 
sometimes called "major state" to distinguish it from the other 

variables which are sometimes called "context variables" or 

"additional state variables". 

Transitions have an enabling condition and an action. The 
enabling condition may depend on the present state of the module 

and a received interaction and its parameters. If the enabling 

condition of a transition is satisfied, the transition may be 

executed in which case the action is performed. The action is 
specified in terms of programming language statements (i.e. in 

Pascal) and may include assignments of new values to the state 

variables and the initiation of output interactions. 

Two 	kinds of transitions are 	distinguished: 	input 

transitions and spontaneous transitions. The input transitions 

include 	in their enabling condition the reception of 	an 

interaction over a specified port. The transition can only be 
executed when such an interaction is received. Spontaneous 

transitions have no received interaction in their enabling 

condition; their condition depends only on the state of the 

module. 	Such transitions may be executed disregarding any 

received input interactions. 

Only one transition can be executed at any given time; they 

are considered atomic. However, in a given module state and 

possibly some interaction received, the enabling conditions of 

several transitions may be satisfied. If this situation can 

occur, the module specification is said to be "non-

deterministic". In such a situation, the specification does not 

determine which of the enabled transitions will be executed. 

Ihese concepts are demonstrated below by considering a 
specification of the behavior of the AP module introduced in 

Section 3.1, which represents a much simplified 	"abstract" 
Transport protocol. A AP module looks after a single Transport 

connection at a time; aspects such as multiplexing are therefore 
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not considered. 

A state transition diagram defining the major aspects of the 

protocol is shown in Figure 4. Each circle in the diagram 

corresponds to one possible value of the major state variable. 

The transitions in the diagram are labeled with the input and 

output interaction they involve. A notation is used where the 
symbol "/" follows each input interaction, and preceeds any 
output. This  diagram only defines the "major" aspects of the 

protocol, ignoring any aspects related to the parameters of the 

interactions and the additional state variables. Such aspects 

will be considered below. 

The state diagram of Figure e can be translated in a 

straightforward manner into the linear syntax of the FDT giving 

rise to the following specification for the AP module behavior. 

The enabling conditions of the transitions are written in the 

form 

INPUT <received interation> 

FROM <present major state> 

PROVIDED <additional condition> 

followed by the action in the form 

TO  •ne>t major state> BEGIN <statements, including output> END; 

In fact, the FDT allows much freedom in the order in which these 
dif+erent clauses can be written. The interested reader is 

refered to EFDT B3. 

module AP (TS : TCEP_primitives(provider); 
map : PDILand_control(AP) ); 

state : (CLOSED, OPEN, 

wait_for_CC, wait_for_TCONresp, wait_for_DC); 
trans 

when TS.TCONreq from CLOSED 

to wait_for_CC begin out map.CR end; 

when TS.TCONresp from wait_for_TCONresp 
to OPEN 	begin out map.CC end: 
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when TS.TDISreq from wait_for_TCONresp 

to CLOSED 	begin out map.DR end; 

when TS.TDISreq from OPEN 

to wait_for_DC begin out map.DR end; 

when TS.TDATAreq from OPEN 
to OPEN 	begin out map.DT end; 

when map.CR 	from CLOSED 

to wait_for_TCONresp begin out TS.TCONind end; 

when map.CC 

to OPEN 

when map. DR 
to CLOSED 

from wait_for_CC 

begin out TS.TCONconf end; 

from wait_for_CC 
begin out TS.TDISind end; 

when map.DR 	from OPEN 

to wait_for_DC begin out map.DC; out TS.TDISind end; 

when map.DC 

to CLOSED 

from wait_+or_DC 

begin end; 

The heading of this specification indicates that the module 

interacts on the one side through the port TS through which the 

Transport service is provided to the user via a channel of type 

TCEP_primitives., and on the other side through the port map which 
connects the AP module with a Mapping module using a channel of 

type PDU_and_control. 

While the example above demonstrates the notation of the FDT 

in the case of a pure finite state machine model, the model is 

usually extended to inrlude aspects depending on interaction 

parameters and additional state variables. In the case of the 

Transport protocol, for instance , a request for a new connection 

is only accepted if the destination address is attainable, and 

the requested options for the connection are supported by the 
protocol entity. In addition, the options accepted by the user in 
the TCONresp in response to a connect indication should have been 
inciuded in that indication. These additional considerations, and 
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others, are included in the extended specification given below. 

This extension uses an additional variable options in the 

extended state machine definition of the module behavior (which 

records the set of options requested or accepted by the local or 

remote user). The PROVIDED clause is used to check that the part 

0+ the enabling condition which depends on additional variables 

and/or parameters of the received interaction is satisfied. 

The following extended specification of the AP module 

behavior is based on the finite state machine specification given 

above, but introduces some additional transitions which are 

executed when certain conditions on the additional state variable 
options and/or the input interaction parameters are not 

satisfied. 

module AP (TS : TCEP_primitives(provider); 

map : PDU_and_control(AP) ); 

const 

my_Taddress = (/ ... of type Taddress /); 

var 

state : (CLOSED, OPEN, 

wait_for_CC, wait_for_TCONresp, wait_for_DC); 
options : option_type; 

+unction attainable (addr : Taddress) 	boolean; 

begin (/ determines whether a given Transport address 
is serviced by a T_entity module /) end; 

trans 

when fS.TCONreq from CLOSED to wait_for_CC 

provided attainable(dest_address) 

begin out map.CR; 

options := proposed_options end; 

when TS.TCONreq from CLOSED to CLOSED 

provided not attainable(dest_address) 

begin out TS.TDISind (Taddress_invalid) end; 
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when TS.TCONresp from wait_for_TCONresp to OPEN 

provided proposed_options in options 
begin options := proposed_options; 

out map.CC (my_Taddress, dest_address, options); end; 

when TS.TCONresp from wait_for_TCONresp to CLOSED 

provided not (proposed_options in options) 
begin out TS.TDISind (options_inacceptable) 

out map.DR end; 

when TS.TDISreq from wait_for_TCONresp to CLOSED 
begin out map.DR end; 

when US.TDISreg +rom OPEN to wait_for_DC 

begin out map.DR end; 

when TS.TDATAreq from OPEN to OPEN 

begin out map.DT (TS_user_data) end; 

when map.CR from CLOSED to wait_for_TCONresp 
provided (TSAP_id_called = my_Taddress) 

and (aption_ind in (/ locally supported options 	) 

begin options := option_ind; 

out TS.TCONind (TSAP_id_calling, options) end; 

when map.CR from CLOSED to CLOSED 

provided (TSAP_id_called 	my_Taddress) 

or not(option_ind in (i locally supported options /) ) 

begin out map.DR end; 

when map.CC from wait_for_CC 	to OPEN 

begin options := option_ind; 
out TS.TCONconf (options) end; 

when map.DR 	from wait_for_CC to CLOSED 

begin out TS.TDISind (remotely_initiated) end; 

when map.DR 	from OPEN 	to wait_for_DC • 
begin out map.DC; 

out I- S.TDISind (remotely_initiated) end; 
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when map.DC from wait_for_DC to CLOSED 

begin end; 

It is noted that the parameters of the received interactions 

can be refered to by simply invoking their name, as for instance 

dest_address in the first transition above. A situation where an 

interaction is received for which none of the specified 

transitions is enabled is considered an "error situation" for 

which the behavior of the module is not defined. 
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DEFINITION OF THE PROGRAM OF WORK  

At its last meeting in Ottawa, October 1983, ISO TC97/SC16 de'cided 
to start using formal description techniques to describe the Session 
and Transport Services and Protocols (see documents ISO TC97/SC16 N 
1707 "Formal Specification of Session and Transport Layers" and ISO 
TC 97/SC16 N 1723 "Program of work, editors and target dates"). 

The technique, now called Estelle, developped by the Subgroup B of 
SC16/WG1 was chosen because of its expressive power and its stabili-
ty. It was also admitted that this technique should be acceptable to 
both ISO and CCITT ; consequently, a close cooperation with CCITT 
was required in order to provide a common formal description techni-
que. The reference manual was to become a DP by August 1984. 

Two ad-hoc groups has been established within SC16/W06 to describe 
the Session and Transport services and protocols and the following 
target dates were defined : 

Transport  Editor : J. MOULTON (USA) 

Working draft 	: October 84 
DP 	: February 85 
DIS 	: October 	85 
IS 	: August 	86 

Session 	Editor : C. MAHY (FRANCE) 

Working draft 	: October 	84 
DP 	: October 	85 
DIS 	: June 	86 
IS 	: February 87 

Those two ad-hoc groups held their first meeting together in 
Washington by the end of April 84. 

STATE OF THE WORK AFTER THE WASHINGTON MEETING 

Trans•ort ad-hoc Grou• (see redort ISO TC 97/8C16  WG6 N 162) 

The work was done on the same basis as the trial specifications 
which had already been done on the transport protocol. 
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ession  ad-hoc  proup  (ace  report UO TC97/8C16/WG6 N 161)  

As no specification had been realised at all on the session 
protocol, this first working group was dedicated to the discussion 
of certain specific problems and the following decisions were 
made : 

-the work will start on the protocol first and the service will be 
dealt with later on. 

-only the features which are compatible with CCITT X.250 will be 
used. Especially, internal channels and individual queues will not 
be used. 

-the session entity is represented by only one module and there is 
one channel per connection-end-point. 

-the reuse of transport connection is described in the following 
way : a session context is reserved for each CEP within each SSAP, 
a transport context is reserved for each CEP within the TSAP and 
when a session connection is open, a session context is attached to 
a transport context. 

-the flow control mechanism is represented but not completely 
formalised. 

-the processing of incoming SPDUs is described in the following 
way : the SFDUs are extracted from the T-DATA primitive and stored 
in a local storage and they are processed from this storage by 
spontaneous transitions. 

-concatenation of SFOUs is processed by storing the concatenable 
PDUs to be sent in a local storage and by a set of spontaneous 
transitions representing all the possible cases of concatenation. 

PARTITIONNING OF FUTURE WORK 

Both ad-hoc groups decided to hold their next meeting in September 
in Paris and the work to be produced for that meeting was shared 
between the experts. 

Transport  : common establishment phase : W. McCOY 
Class 0-2 	: T. KNOWLES 
Class 1-3 	: JP. ANSART 
Class 4 	: W. McCOY 
Common closing phase 	: T. KNOWLES 
Mux/dmux/decode 	: T. KNOWLES  

(USA) 
(U.K) 

(FRANCE) 
(USA) 
(U.K) 
(U.K) 
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Sef:sion  : channel declarations 
boolean functions for predicates 
action list 
partial transition set for SS primitive input events 
partial spontaneous transition set for SPDU input 
events 
Produced by A. CHANDLER and G. TAYLOR (U.K) 
description of internal storage 
transition set for TS primitive input events 
spontaneous transition set for TS primitive output 
events (concatenation) 
Produced by C. MAHY (FRANCE) 
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ELECTROMC OFFICE SYSTEMS, 
INTERNATIONAL STANDARDSIRECOMMEN1DATIONS/SPECIFIC.ATIONS 

FOR DOCUMENT EXCHANGE 
AND 

THE COMMITTEE SUPPORT SYSTEM 1) 

S. Schindler 
Technical University of Berlin, TELES 

U. Flasche, R. G. Herrtwich 
Technical University of Berlin 

1. 
INTRODUCTION 

The term "Electronic office system" is a new keyword in advanced 
information technology. Basically, it stands for the huge area of text 
processing in distributed environments and office applications based on 
it. Here, the term text is to•be understood in its most general sense, 
i.e. it is a synonym for "information intended for hurnan comprehension". 
The term "processing" has a similarly broad meaning, including creating 
editing, formatting, viewing, mailing, circulating, broadcasting, fetching, 
storing and retrieving of documents. Therefore, electronic office sys-
tems are special systems for the processing of text. They are special - 
and currently also advanced - text processing systems in that they effi-
ciently provide various functionalities required for document transfers, 
while these functionalities would usually not be found in conventional 
text processing systems. 

During the last two years several series of international standards 
and recommendations were and are being developed for the area of text 
processing, such as the series of 

— Open  Systems Interconnection standards by the ISO, 
— telematic recommendations by the CCITT, 
— text and office automation standards and working drafts by the 

1) Architectural Definition of the "Committee Support System" 
available by Mr.K.Thompson 
Commission of the European Communities 
Directorate General Ill LITE 
200 Rue de la Loi 
B - 1049 Brussels 
BELGIUM 

2) Telematic Services GmbH - Informationstechnologien, 
1000 Berlin 39, Am Sandwerder 36. 
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ISO, ECMA and GCA, 
— European and American Videotex standards by CEPT/ANSI, 
— graphics, banking and trade document standards by the ISO, 
— CEC agreements supporting the introduction of these interna-

tional standards/recommendations in the Europeait industry. 

So far, all these activities have turned out to be extremely produc-
tive in providing a set of useful international agreements stabilieng the 
future of text technology and text communication technology as a whole, 
and hence of the area of electronic office systems in particular. 

This paper does not attempt to give a survey about all these interna-
tional agreements. It mainly — but not exclusively — deals with the 
aspects of distribution in electronic office systems and almost com-
pletely neglects all  the other important technical areas in electronic 
office systems, such as the aspects of document architecture [8] (the 
latter being discussed in 19]). More precisely, this paper outlines the 
fundamental characteristics of any distributed future electronic office 
system in which the transfers of the documents dealt with (between the 
computer systems involved) wnuld be based on international 
standards/recommendations; it includes also a brief description of the 
concepts developed by IBM for this area. 

The investigations performed in this paper are not only academit in 
nature, but they serve for a particular purpose — namely to promote the 
use of international standards/recommendations in designs of new pro-
ducts for the area of electronic office systems. Therefore it broadly 
reports about a specific electronic office support system of this kind, 
which has been designed for very widespread use and currently is in its 
final steps of implementation - the CSS system of the Commission of the 
European Countries. 

The structure of this paper is outlined in the remainder of this intro-
duction. 

In the next section, the main part of this paper, is provided an over-
view about those worIcs for document exchange which are likely to 
become a decisive influence on the design of any future electronic office 
system. These are 

— the X.400 series of recommendations of the CCITT (Comité Con-
sultatif Internationale de Télégraphique et Teléphonique), [1], 
and the MOTIS standards of the ISO (International Organization 
for Standardization), [2], as the main set of international agree-
ments on concepts of document exchange, 

— the DIA specification of IBM, [5], as the market leader's 
approach to extending the philosophy of its SNA as required by 
electronic office systems, and 

— the CSS specification of the CEC (Commission of the European 
Countries), 13], as a minimal but practical electronic office sys-
tem based on the above international agreements. 

The third section then briefly comments on the functionalities pro-
vided by these electronic office support systems and their relationships 
to the full functionalities actually needed in an electronic office system 
of a large administration. The final chapter of the paper gives some 
estimates for the time at which electronic office systems of this kind 
will become available. Both these last two sections are organized around 
the by far most complete work on document exchange of the three 
above, the CSS specification. 

86. 



2. 
FUNDAMENTAL 

STANDARDS/RECOMMENDATIONS/SPECIFICATeNS 
FOR DOCUMENT EXCHANGE 

The area of document exchange systems (or electronic mail systems, 
as it formerly was and frequently still is called) is not new: Until today, 
every major manufacturer has designed and implemented at least one 
such system. As usual, none of these manufacturers' systems tackled the 
problem of interworking between different sucs systems. The GILT sys-
tem, [61, was an early study how to settle this problem; but it did not 
attempt to establish an international standard in this area because, con-
currently, the CCITT and ISO had started already to elaborate on this 
idea. 

During the last couple of months, both organizations managed to 
achieve agreements on a common set of specifications for this area. 
These are the MHS recommendations (Message Handling Systems), [11, 
and the MOTIS standards (Message Oriented Text Interchange Systems), 
[2], both documents being of almost identical content. 

Consequently, none of the manufacturers' systems is in line with 
these very recent MHS recommendations or lViOTIS standards, i.e. with 
the two most important series of international agreements in this area. 
This also holds for the market leader's product in this area, for IBM's 
DIA ("Document hlterchange Architecture", [i]). 

Theoretically, this work of the international standardization bodies, 
ISO and CCITT, could have led to a situation where only a nice set of 
international agreements about the interfaces of document exchange sys-
tems (as they are required as the base for electronic office systems) 
would be available, but not a single commonly used system actually com-
plying with these agreements would exist. Fortunately this situation has 
been avoided, in particular due to an initiative of the CEC: ft has 
defined a small electronic office system based on these international 
agreements, the CSS ("Committee Support System"), and placed a con-
tract for its rapid implementation. 

Putting it quite general, by this initiative the CEC tries to highlight 
the leading role played by international standardization in the develop-
ment of the European market. More specifically, the CSS shall provide 
both: First, a show case demonstrating where and how international stan-
dards can usefully be applied in future electronic office systems, and 
second, a kernel system which can be used by everybody who wants to 
start right now with building more powerful systems (as they frequently 
would be required in office/administration applications) on top of it, 
without being delayed by having to implement a standardized document 
exchange system at first. We shall elaborate on the latter issue in the 
two final sections of this paper. 

The functionality of the CSS, as described in [3], consists of 

— a part concerned with the exchange of documents, which is 
completely based on international standards (More precisely, this 
part of the functionality of the CSS is a slight extension of the 
smallest useful subset of the functionality specified in the 
MOTIS/MHS documents so as to meet the requirements of docu-
ment exchange in a usual office), and 

— a part concerned firstly with local management and/or 
processing of documents (such as their editing, their 
storage/retrieval, their viewing, maintaining address lists for 
them) and secondly with 1 oc al presentation of all CSS 
functions (such as multilangual presentation and beginner friendly 
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presentation). Due to its nature, this second kind of functional-
ity of the CSS is only weakly related to the MOT1S/MHS docu-
ments - its strong relation to the document architecture oriented 
international agreements, [7-91, will be discussed in a paper to 
come. 

In total, the CSS system should be understood as the smallest practically 
useful and universally applicable electronic office system based on the 
new international agreements. 

Right from the outset it is extremely important to clearly under-
stand that three different technical areas are being addressed in these 
three sets of documents. Let the  abbreviations MOTIS/MHS, DIA, and 
CSS refer to these three sets of documents and let the three keywords 
"document exchange", "local modelling" and "man machine interface" 
indicate the three technical areas concerned. Then the subsequent small 
table shows, to what extent these three sets of documents elaborate on 
these three technical areas: 

document 	local 	man machine 

exchange 	modelling 	interface 

MOTIS/MHS 	**** 	0 	0 1  ) 
- 	 , 

DIA 	 ** 	 * 	 0 
	 , 

CSS 	 ** 	 ** 	** 
. 	 - 	 1 

"Structural Comparision" of MOTIS/MHS, DIA and CSS 

In this table an asterisk (or a zero) expresses that the documents 
named at the left margin of its line do (or do not significantly, respec-
tively) deal with the technical area named on the top of its column. The 
larger the number of asterisks, the larger the emphasis the documents 
put into an area. This table should not be misinterpreted as making 
quantitative or inclusion statements: Its only purpose is to visualize that 
these three sets of documents deal to higher or lesser extents with dif-
ferent sets of issues (belonging into the area of electronic office sys-
tems). 

After these introductory remarks about the MOTIS/MHS, DIA and 
CSS documents, we shall explain their contents in some more detail, one 
by one. Note that, according to the "Structural Comparision" between 
the three sets of documents, these explanations would cover only one 
technical area in the case of the MOT1S/MHS documents, while they 
would cover three technical areas in the case of the CSS documents. 

2.1 
MUS and MOT1S - 

The International Standards/Recommendations 

Because of the far reaching similarities between, the two sets of 
MUS  recommendations and  MOTS standards, we can restrict ourselves in 
this paper to explicitly referring to the set of MUS documents. The 
MUS  functionality - as surveyed in recommendation X.400 - contains a 
variety of features for document transfer to be incorporated in an 

1 ) Except when interworking with TELETEX terminals. 
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electronic office system. These features include the following aspects: 

a) Documents may be sent to multiple recipients of different kinds, like 
primary recipients, copy recipients (who just get a copy of the docu-
ment), blind copy recipients (who are not mentioned in the list of 
recipients distributed with the document), etc. 

b) For the case that a recipient is (temporarily) unable to receive a 
document an alternative recipient may be specified to which the 
document then is delivered - or the document may be stored in the 
(message transfer) system until the recipient is available again. 

c) The time interval within which the document should be delivered 
may be specified, i.e. the document will not be delivered before the 
minimum time point and not after the maximum time point speci-
fied. 

d) Different kinds of acknowledgements can be provided if requested - 
this includes delivery  notifications and non-delivery notifications 
(containing a reason code and possibly returned contents) as well  as  a 
response of the receiving user himself (perhaps by a document of its 
ovm). 

e) The repertoires used for the encoded informations may be automati-
cally converted by the (message transfer) system: the repertoires 
considered comprise TELETEX, TELEFAX, VIDEOTEX encoding, etc. 
This may be done either explicitly (i.e. on request by the sending 
user) or implicitly whenever required because of the repertoires sup-
ported by the intended recipient. 

0 In order to describe the kind of document to be transmitted, some 
additional attributes may be given, for example: 

— the body type of the document, 
— the subject of the document, 
— cross-referencing information (to other documents), 
— a notice that the document makes some previously sent 

document obsolete, 
— priority informations (normal, urgent, non-urgent), 
— importance of the document, 
— sensetivity informations (private, personal, company-

confidential), 
— authorization (who is responsible for creating this document, 

who is responsible for sending this document) 

If an MHS user wants to send a document but is not sure whether its 
transmission will be successful, he may first send a !'probe element" 
describing the important characteristics of the document and await 
the answer of the system. 

Of course, the above list shall only serve as a survey on the MHS 
functionality and is not intended to be complete. 

As should be made clear by this list, the MHS functionality in its totality 
is very extensive. Therefore, it has been decomposed into two sublayers, 
the "Message Transfer" sublayer and the "Interpersonal Messaging" 
sublayer. 

The "Message Transfer" sublayer is concerned with the pure docu-
ment interchange functionality, like routing I), timing, handling multiple 

I) Depending on the routing necessities more than two Message 
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or alternative recipients?  delivery confirmations, communication priori-
ties, code conversions 2), etc. The entities of the "Message Transfer" 
sublayer are called "Message Transfer Agents", MTAs. The totality of 
all MTAs in a system is called its "Message Transfer System", MTS. 

The entities of the "Interpersonal Messaging" sublayer are called 
"User Agents", UAs, and represent the functionality supporting the user 
in document handling. This includes that part of the MHS functionality 
which directly correlates with the documents themselves, like authoriza-
tion, cross referencing, user responses, or the indication of subjects, body 
types, sensitivity, importance, obsoletion, etc. In principle, the UAs also 
provide the functionality for local document processing, such as text 
editing, viewing, storing, —. - this functionality is not specified in the 
MHS recommendations but in [8]. 

The entities of the two sublayers communicate with their peers via 
two protocols which are specified in Recommendations X.411 and 
Recommendation X.420, respectively. The protocol elements are 
encoded according to the data type description technique given by 
Recommendation X.409. 

The MTA and the UA involved in sending a document need not be 
located within the same system; the sarne applies to the receiving side. 
In this case a UA makes use of the service of its adjacent MTA by 
means of an additional protocol (the "Submission and Delivery" protocol) 
as specified in Recommendation X.411. 

The communications service required for implementing an MIS  is 
specified in recommendation X.410, which assumes that this communica-
tions service is based on the Open Systems Interconnection Model, [10]. 
In order to avoid interworIcing problems between MTAs being imple-
mented on top of different OSI communications services, X.410 deter-
mines a particular underlying communications service always to be used 
in MUS applications. This is a subset of the OSI Session service, [11], 
which is based on a protocol almost identical to the TELETEX protocol 
(defined by the two protocol sublayers given in Recommendation T.62, 
[121). In total, this implies a very strong orientation of the future 
MUS-based electronic office systems towards the TELETEX service, and 
later on towards the TEXFAX service, [13]. 

One need not have an MHS implementation to be able to participate 
in the MUS service. A TELETEX terminal without MHS software can 
also send/receive documents to/from an MUS  system. In this case the 
transmission of documents must be controlled by a human user sitting in 
front of this TELETEX terminal. In order to be able to specify and 
interpret this control information (accompaining a document transferred, 
such as which attributes the document has, when it has to be delivered 
to whom, etc.) it must be presented in human readable form at the user 
interface. When a document enters/leaves the "normal" MHS environ-
ment this information will be automatically converted into the equivalent 
MUS  protocol encoding in X.409 notation. For performing this 

Transfer Agents may be involved in sequence in the transmission 
of one document. This routing functionality obviously is allocated 
to the Network Layer, i.e. to layer 3 of the OSI Reference Model, 
[10]. The MUS document does not state it explicitly, but it should 
be clear that this functionality need not be incorporated in the 
implementation of a Message Transfer System, if it is built on an 
upderlying OSI communications service as specified in [10]. 
2) The OSi Reference Model, [101 allocates this code conversion 
functionality to its Presentation Layer, i.e. to its layer 6. For an 
MUS  implementation on top of an OSI communications service 
footnote 1 would apply again, here with respect to this code 
conversion functionality. 

90. 



translation of presentation (between human readable and X.409 form) a 
particular "gateway" has been defined which is called "TELETEX Access 
Unit", TTXAU. In addition, the TTXAU provides a document storage 
facility, by means of which received documents may be stored before 
they are forwarded to the TELETEX user. Accessing MHS's from 
TELETEX terminals, as outlined here, is described in Recommendation 
X.430. 

2.2. 
DIA - The IBM Specification 

By today, probably any important computer manufacturer would have 
an office architecture of its own and, as part of it, some kind of docu-
ment exchange facility. The most important one of the manufacturer 
designed document exchange facilities is the "Document Interchange 
Architecture" (DIA) of IBM, of course. As it may be assumed that some 
of the other manufacturers will design their corresponding products to be 
somehow in line with DIA, it seems to be worthwhile to explain it 
briefly. 

DIA should not be considered as a competitor to the MHS/MOTIS 
world, but it serves as a helpful concept for approaching the non-
standard world by generating some uniformity of the structures of its 
document interchange systems. We shall come back to this issue in the 
final chapter of this paper. 

Note, that the terminology used in this section originates from IBM 
documents. Thus, the terms used here (for example "document", "ses-
sion", need not have the identical meaning as the same terms used in 
ISO documents such as [10] - nevertheless these meanings are very simi-
liar. 

The DIA is based on three groups of services: 

— the Document Library services, 
— the Document Distribution services and 
— the Application Processing services. 

The Document Library services can be used to store retrieve and 
delete documents in/from a library. The documents are 

store, 
 by a 

document profile (specifying search criteria such as title, author, subject, 
date, etc.). The retrieval functionality also includes to allow authorized 
users to fetch a list of ail documents (fulfilling the specified criteria) or 
particular documents from a remote library (belonging to another DIA 
user). 

The Document Distribution services are responsible for handling mul-
tiple recipients, different priorities, sensitivity, delivery confirmations, 
error messages, etc. 

The Application Processing services are concerned with format 
conversions, descriptor modifications and the particular user programs. 

In order to provide these services, three different kinds of nodes may 
communicate with each other: source nodes, recipient node, and office 
system nodes (OSNs). 

A source node may request, on behalf of a user, the storage of docu-
ments in a library, the retrieval or deletion of documents from a library 
or the distribution of a document. Recipient nodes may receive (on 
behalf of a user) documents sent to them. In simple cases documents 
may be exchanged directly between a source node and the intended reci-
pient node. 
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The OSNs provide distribution services, such as routing, handling of 
multiple recipients and delivery confirmations. When their services are 
used, document transfer will be performed via one or more OSNs. In 
addition, each source node may be attached to an OSN which provides 
access to its library. Each recipient node may be attached to an OSN 
which automatically stores all documents intended for this recipient node 
and delivers or deletes them only on request by this recipient node. 

Communications activities (related to document transfers) take place 
within logical connections, which are provided by the DIA Session ser-
vice. The DIA commands are grouped into function sets, depending on 
which of the service groups (defined by the DIA) shall be realized on 
which kind of connection (source node - recipient node, source node - 
OSN, OSN - recipient node). The actual transmissions of documents 
(described by DIA) will in general be realized by means of SNA, but DIA 
does not depend on SNA to perform the required coummunications ser-
vices - also other communications services such as the 051 communica-
tions service used by  MUS  seem to . be  suitable for this purpose. 

2.3. 
CSS - The CEC Specification 

Electronic office systems which support the whole MHS functionality 
(as described above) will be very powerful, their implementation will be 
quite complex and, therefore, they will harcUy be available within the 
immediate future. In order to bridge this (timely and technological) gap, 
the Commission of the European Countries initiated and supported the 
development of an electronic office systems, which can be viewed as the 
smallest and yet useful subset of any future MUS  based electronic office 
systems. CSS is fully "upward" compatible to any future MHS-based 
electronic office system - as far as document exchange aspects are con-
cerned. In other words: CSS is far beyond the scope of MHS as far as 
aspects of local functionality and of the man machine interface (both 
obviously to be provided by any complete electronic office system) are 
concerned. This has been expressed already in some more detail by 
means of the above "Structural Comparision". 

In addition to the the "developmental" reasons (described at the 
beginning of this section), there is an urgent "technical" reason for intro-
ducing CSS by the CEC, namely its own need for .an electronic system 
supporting the exchange of a huge amount of working papers between the 
members of its various committees - hence the full name of the system, 
Committee Support System. However, this title should not be misunder-
stood: CSS is not only suitable for committee work, but also for each 
corporation or administration the members of which are located in dif-
ferent buildings, cities or even countries and the work of which'causes 
activities such as 

— transmitting documents to single persons or all members of some 
group, 

— determining where which documents can be found, 
— fetching documents by someone from someone, 
— processing documents somehow. 

These activities are quite general in nature, i.e. they are not only 
typical for the work of committees, but they are frequently performed in 
any kind of large administration. Thus, CSS can be understood as the 
functional kernel of any electronic office system based on international 
standards. 
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2.3.1. Modelling Capabilities of CSS 

CSS is a first step towards a "paperless office of the future". This 
implies that the user should still be able to perform - with electronic 
support - his well-known tasks. Therefore, CSS is designed so as to 
model a part of the usual office activities. For this purpose, the elec-
tronic office of a CSS user is modelled as a CSS machine. This CSS 
machine and its functioning will be described next. 

The (electronic) documents in a CSS user's office are located in his 
store, which serves (and would internally be structured) as his well-
known file cabinet. In order to find out which documents are in a par-
ticular user's file cabinet a user would request a summary of the store 
of a certain CSS machine - his own machine or that of another user. 

A set of one or more documents can be sent from a CSS user to 
other CSS users or automatically fetched by a CSS user from other CSS 
users. This document exchange capabilities will be discussed in the next 
subsection. Here, we shall model only those parts of an office (i.e. put 
them into terms of C.SS) that are involved in document exchange. 

In order to send a document a CSS user would put it into the out-
tray of  his CSS machine. Documents which a CSS user receives from 
Other users are put into the intray of his CSS machine. A summary of 
the outtray or intray of his CSS machine will inform a CSS user which 
documents are to be sent or have been received, respectively, by his CSS 
machine. 

The addresses of all CSS users with whom some CSS user wishes to 
communicate are maintained in the address list of his CSS machine. An 
address list entry determines, which  communications service shall be 
used and which subscriber number the target CSS user has (according to 
this communications service to be used). 

In many cases a document has not only to be sent to one CSS user 
but to a group of CSS users (e.g. to all members of a committee). 
Therefore CSS allows each user to establish individual distribution lists 
and - when sending a document - he may give the name of a distribution 
list instead of the name of a target CSS user. 

In principle, each CSS user can exchange documents with each other 
CSS user. In order to restrict these communications, each CSS user can 
maintain in his CSS machine an access list determining which CSS users 
are permitted to send documents to him and/or fetch documents from 
him. 

The post-out and post-in registers of a CSS machine serve to main-
tain all the information about all transmissions attempts of documents 
from or to, respectively - irrespective of whether these attempts were 
successful or not. 

A computer system may host several CSS machines concurrently. 
The history of all document exchange activities of all these CSS 
machines as a whole (i.e. reports on all their document exchanges, 
including the unsuccessful ones) as well as ail  important information 
about CSS machine creation/operation/deletion, can be found in the sys-
tem log. The system log can be accessed by a particular CSS user only, 
the so-called MASTER of all CSS machines located on the same com-
puter. The MASTER also is responsible for creating/deleting CSS 
machines on the computer system on which he is C.SS MASTER. For the 
rest, the CSS machine of a MASTER is the same as the CSS machine of 
any other CSS user. If a computer system has only one single CSS user, 
he automatically also is the MASTER on this computer system. 
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2.3.2. Document Exchange Capabilities of CSS 

Probably the most significant features of the CSS functionality are 
those concerned with document exchange: The document exchange func-
tionality of CSS is much more powerful than that of other telematic ser-
vices, such as TELEX, TELETEX, TELEFAX, VIDEOTEX, FAXTEX. All 
these latter document exchange services obviously are only °push" ser-
vices, i.e. a user rnay push a document out from his telematic machine 
in order to transfer it to some target machine of course, a service of 
this kind is also available on a CSS machine, but in addition  to this, a 
CSS machine provides a "grasp" functionality, i.e. a CSS user may grasp 
a document in some other CSS machine, if he is authorised according to 
its accesslist, and fetch it from there to his own CSS machine. This 
functionality is not available in any of the other telematic services. Let 
us explain this document exchange service of CSS in some more detail. 

CSS documents are structured into TELETEX pages. A document 
being transferred between two CSS machines is preceded by a "page 
zero" i.e. by an administration page which contains informations about 
sender, recipient, submission time, subject, format, repertoire and the 
size of the document. The information on the administration page are 
human readable and are encoded according to Recommendation X.430. 
This administration page has to be interpreted by the CSS machine of 
the recipient. In particular, the access rights of the sender must be 
checked in order to determine whether the receipt of the document is 
permitted. 

If a CSS user wishes to fetch a document from another CSS user, the 
former would send a particular control document to the latter. This con-
trol document consists of only an administration page specifying which 
document(s) is (are) to be fetched 2). 

A CSS machine receiving such a control document would interpret it 
(again, including checking the access rights of the CSS user sending it). 
If the receiving CSS machine considers the fetch request to be valid, it 
would put the requested document into its outtray. This is done fully 
automatically without requiring human intervention of the user to whom 
this CSS machine belongs. The owner of a CSS machine will only 
indirectly be informed about which documents were fetched from his CSS 
machine - namely when he examines his outtray or post-out register. 

Let us add two comments about the fetch functionality of CSS sys-
tems claryfying its immense importance: 

— Firstly, the usefulness of the fetch functionality cannot be 
overestimated: For complex organisations being based on a large 
number of locally dispersed electronic offices, it allows to 
remove one of the most usual sources of troubles — the tem-
porary unavailability of persons required for handing out informa-
tion held by these offices. Once the access rights are established 
properly, access to the information held by an office (i.e. by the 
CSS machine modelling it) is permanently possible, as long as the 
CSS machine is switched on and independently of whether a per-
son for handing the information out is available or not. Thus, 
the fetch functionality of CSS machines allows an efficiency of 
cooperation between offices (modelled by CSS machines), which 
is absolutely unachievable without it. 

2) If the requestor does not know the name of the document to be 
fetched from another CSS user, he may fetch a summary of the 
other's store first. 
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— Secondly, the MOTIS/MHS standards/recommendations presently 
do not yet provide it — but it may easyly be build on top of sys-
tems realizing the send/receive functionality of these 
standards/recommendations (exactly in the same way as just 
described for CSS systems). And, vice versa, the send/receive 
functionality of CSS is nothing but the functionality described in 
X.430, i.e. a special case of the functionality provided by a 
MOTIS/MHS implementation. Thus, a MOTIS/MHS implementa-
tion and a CSS machine can always exchange documents with 
each other by means of X.430 — this implies avoiding the fetch 
functionality in these exchanges. If the latter also shall be made 
available by a MOTIS/MHS implementation, this implementation 
must be extended in the way described above for the CSS 
machine — and this is always posible. Due to this ease of inter-
working with MOTIS/MHS as well  as TELETEX implementations, 
due to the relative simplicity of a CSS implementation, and due 
to the importance of the fetch functionality it provides, it may 
be assumed that CSS machines will become extremely popular in 
a very short time. 

Let us consider underlying communications services, now. Basically, 
the underlying communications service required for realizing the docu-
ment exchange functionality of CSS machines is assumed to be the 
TELETEX service, or an X.25 Network Service on top of which the 
TELETEX protocol would be privately executed. Nevertheless, it is also 
possible to transmit CSS documents by means of an X.21 Network Ser-
vice or the Network Service of telephone networks and executing, on top 
of it, some arbitrary end-to-end protocol (such as UUCP for the UNIX 
community or a standard protocol, such as TELETEX). These are only a 
few examples of the many communications services usable for CSS docu-
ment transfers. A more exhaustive discussion of the set of all communi-
cations technological scenarios to be considered for (the realisation of 
the document transfer functioanality of) CSS will be given in [14]; there 
we shall also discuss one of the most important cases, namely the reali-
zation of CSS by means of the VIDEOTEX service. However,  we may 
state here, already: CSS is designed to be completely independent of the 
underlying communications mechanisms actually used in document 
transf ers. 

In particular, the communications service used by a CSS machine 
need not necessarily be provided within the same computer system as the 
one hosting the CSS machine: It may be provided by a separate commun-
ications module. In this case, the CSS machine has to communicate with 
the service provider in this communications module via some local inter-
face protocol. At a closer look one sees that this local interface protocol 
need not be reinvented completely every time this situation occurs - the 
early discussion about the "universal digital service access" interface 
here has paved the way already, 1151 The local interface protocol 
currently used in CSS is described in [16]; the future perspective for a 
universal local interface protocol of this kind, in particular its relation 
to the EIES specification in [4], will be found in [17]. 

It should be mentioned, finally, that a CSS machine may even com-
municate with a pure TELETEX machine, then obeying X.430 [1]. In this 
case the user of the TELETEX machine himself has to perform the CSS 
functionality not provided by his TELETEX machine. As the administra-
tion page (describing the document to be transmitted) is human-readable, 
he is able to create and interpret this page zero of his own. Of course, 
it is not possible to automatically fetch documents from a 
TELETEX machine - the fetch operation may only be performed com-
pletely by means of human intervention, in this case. 
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2.3.3. User Interface Capabilities of CSS 

Designing systems for extremly wide-spread use in the average 
secretariats in Europe requires providing a much more flexible man 
machine interface then it would usually be found in a system designed 
for the American market and/or for use by the (relatively small) group 
of people trained in computer applications. 'Three issues must be con-
sidered particulary carefully in this case, namely which character reper-
toires and control functions are required, how a variaty of languages can 
be supported, and how the system being designed could best be intro-
duced to a computer novice. Subsequently we briefly explain the solu-
tions provided by CSS to these three problems. 

2.3.3.1. Character Repertoires and Control Functions 

Documents may be created, changed, renamed, copied, displayed or 
printed by means of CSS. The internal representation of a document is a 
sequence of characters from the. TELETEX or Greek character reper-
toires - as described in more detail in [21]. It depends on the 
terminal/printer used, whether all these character repertoires are com-
pletely available (on a CSS machine) for displaying/printing its docu-
ments, i.e. whether the complete documents may be displayed/printed or 
whether some of the characters would not be reproducable correctly in a 
soft/hardcopy of its documents. In this case these characters would be 
replaced, on the screen/printer, by (default or appropriately user-defined) 
"escape symbols". Quite similar considerations apply to the generation of 
the TELETEX or Greek codes by means of the keyboard available in a 
CSS machine. 

The situation is even worse with respect to control functions. While 
there are international and national standards for character repertoires, 
their codings and shifting between them, international agreements about 
the control functions as required for a "basic screen mode terminal" have 
not yet been achieved. CSS here tries to provide a view of this problem 
that might be commonly acceptable and eventually lead to agreements 
concerning basic screen mode terminals. 

As this whole area is by far too complex to be discussed adequately 
in this overview paper, the reader is referred to [21], where the current 
CSS decisions concerning character repertoires and terminal control 
functions as well as this standardization background, are explain in 
detail. One of the most important implications (of the flexibility of the 
CSS, concerning character repertoires) is that both editors available on 
any CSS machine will be able to cope with ISO 2022, [19]; they there-
fore may be called "ISO 2022 editors", [20]. 

2.3.3.2. Language Independence 

The CSS man machine interface is highly multilingual. It allows 
each user to choose one from several implemented command/message 
sets by means of which he would like to communicate with his CSS 
machine. This comprises inputting of commands as well as output all 
messages of the system including error messages and help files. 
Command/message sets derived from the subsequent languages will be 
available, as a standard feature, on any CSS machine: English, German, 
French, Italian, Danish, Dutch, Greek - the easy provision of additional 
languages should be anticipated by the design of actual CSS machines. 
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2.3.3.3. User Friendliness 

Another important feature of the CSS man machine interface is its 
user-friendliness for beginners: CSS command languages are very close to 
the respective natural languages. As an example one might send the 
document idnamel to the CSS user suname' by typing 

send document dname to uname 1) 

or in German 

sende Dokument  dname zu uname 

Another example of this userfriendliness is the (multilingual) help 
facility always available on C.SS machines. If a CSS user does not know 
the precise syntax or semantic of a command, say the 'help' command, 
he can either use the on-line explanation of the command by typing e.g. 

h_e_lR send 

or he can build up the command in direct cooperation with the system. 
In order to do this he types the requested command as far as he knows it 
and terminates this input by a question mark and a <CR>. The system 
responds with all possible choices still left to the user at this point in 
time. lf the user e.g. does not know how to continue the send command 
after having specified the document name, he types 

send document dname ? 

The system then would respond with 

to => 

If necessary the user can terminate his next input again with a question 
mark and <CR>, etc. - until the command is completely input. 

For the more experienced users shorter (i.e. less "talkaktive") com-
mand languages obviously are more adequate and therefore are also pro-
vided by any CSS machine. The CSS user manual, [18], does not only 
describe and explain the man machine interface. In addition,  it contains 
a tutorial section which should help beginners to achieve, by explaining 
the most typical CSS sessions in an elementary manner, a first under-
standing of how to use the CSS machine. 

1) 	In the subsequent examples, the elements of the command 
language are highlighted by underlining them. This highlighting 
shall serve, here, for ease understanding of this text. When actual-
ly typing commands, this underlining is not performed. 
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3. 
FUNCTIONALITIES PROVIDED AND REQUIRED 

After the discussions given in this paper so far it probably is obvious 
that, within the full spectrum of electronic office functionalities, the 
functionalities of the CSS are located pretty distant from each other, 
while the MOTIS/MHS functionalities are located much doser to each 
other (and this seems to hold also for the DIA functionalities). There-
fore an attempt to provide an idea of this full spectrum of electronic 
office functionalities could start best from the CSS functionalities - and 
so we shall procede in this section. 

Systems such as CSS are support mechanisms facilitating the realisa-
tion of computer based application systems - but they are not yet these 
application systems, and they are even not yet perfect support mechan-
isms. The purpose of this section of this  paper is to clarify this by com-
paring the functionality provided by the CSS (as it has been outlined in 
section 2.3) to several aspects of the ftuetionality actually required in 
an electronic office system. We procede in two steps, firtsly showing 
that the "support functionality" of CSS should be considerably improved 
in the future, and secondly explaining very briefly some typical and fre-
quently needed "office functionalities" which CSS does not provide at all. 

3.1. 
Improved Support Functionality Required 

Three issues here seem to be very urgent, namely improving the CSS 
document exchange functionality, the CSS document exchange control 
functionality, and the CSS document handling functionality. Obviously, 
this list of issues and their subsequent explainations would deserve to be 
extended considerably; nevertheless we restrict ourselves to pointing out 
a couple of key ideas, only, leaving the rest to be discussed in papers to 
corn e. 

3.1.1. Improved Document Exchange Functionality 

In section 2.1 those functionalities from this area already being 
covered by international standardisation have been briefly explained. 
Note that the CSS functionality only covers a tiny section of what is 
being described there: Just the document exchange by means of 
TELETEX facilities, but none of the items a) to g) and none of the sub-
sequently described functionalities. 

3.1.2. Improved Document Exchange Control Functionality 

There is a variety of situations where a CSS user would like to know 
on what CSS machine he could get at some specific document, the name 
of which he knows and which is being circulated among some set of CSS 
users. These requirements can only be met, if there is one (or several) 
CSS machine(s) permanently keeping track of all the document exchanges 
between this set of CSS machines. A further step of improving this 
monitoring process would be to allow to specify, for a document to be 
circulated, the periods of time which it may reside at anyone of the 
users being specified in its circulation list and to have the controlling 
CSS user being informed if a delay occurs (i.e. if a period set is being 
violated). 

Another set of control issues arises from maintaining address lists 
and access lists: Keeping track of the distribution of addresses (access 
rights) is absolutely cruzial for providing the functionality of changing an 
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address (access right) which occurs in the address (access) list of several 
CSS users. 

In simple cases a single CSS user being the controller would suffice. 
But in more complex CSS applications, obviously several of them would 
be required. As usual in large administrations as well as in modern com-
puter technology, one would define an appropriate and application depen-
dent hierarchy of such controlling CSS users — and this implies the 
requirement of the functionality for handling such hierarchies of con-
trollers. 

3.1.3. Improved Document Handling Facility 

With respect to document handling CSS presently is restricted to 
using character coded information. V/hile the use of other codings is 
anticipated (by allowing for code switching according to ISO 2022), both 
the editors provided would not support handling of documents containing 
facsimile sections or graphics. But these capabilities of the CSS editors 
would be essential for maidng CSS attractive for offices dealing with 
advertising or with patent documents. Without these capabilities, such 
documents could be exchanged between CSS users, but it would be ques-
tionable whether they could display/print them completely and it would 
be sure that they could not manipulate them by means of their editors. 
There are international standards/recommendations for the coding and 
presentation of facsimile and graphics information and which were to be 
taken into account when extending the CSS editors in this way; these are 
the 1.73 and TCD6.1, [13] and [22], discussed in [21]. 

Another important step into this direction would be to extend the 
capabilities of the CSS editors such that they could handle ODA docu-
ments, as described by the new international standards for office text 
sYsterns, where these ODA-documents could be encoded (or "marked up") 
according to X.409 or to SGML, [1] or [7], respectively. An extension 
of this kind of the CSS editors would be necessary in order to meet the 
requirements of the publishing/printing houses. 

3.2. 
Office Functionality Required 

The functionalities discussed in section 3.1 were merely document 
oriented — they had not yet to do with particular office applications. 
But there is a huge area of so frequently occuring and/or so typical 
office activities that national and/or international standards have been 
developped for them. The purpose of this section is not to outline 
specific extensions (as discussed in 3.1) of CSS required for taking these 
activities into account, but only to indicate some of these office activi-
ties. Scheduling and accounting/payment may serve for this purpose. 

In order to support scheduling activities frequently taking place in 
administrations, CSS should provide the office functionality to automati-
cally determine for the various committees of an administration what 
meeting dates for them would not overlap each other, which  documents  
would be needed in these meetings (by scanning their agendas) and 
automatically provide copies of them on the participating CSS users' 
machines, etc. 

In order to support the accounting/payment activities frequently tak-
ing place in a distributed organisation, CSS should provide the office 
application functionality for setting up of accounting structures at the 
various sites of this organisation, for the updating of these accounts by 
payments made to/from them and for keeping track of these payments, 
etc. . For this area, a large series of international standards has been 
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agreed on, such as the banking/trading/shipping standards. Documents 
conforming to these internationals standards should be automatically pro-
cessable by CSS. 

4. 

CURRENT STATE AND FUTURE DEVELOPMENT 
OF THESE ELECTRONIC OFFICE SYSTEMS 

The current state is very easy to describe: Firstly, there are rumours 
about prototype implementations for all three kinds of electronic office 
systems and secondly, it is sure that presently none of them is in wide 
spread use, yet. 

The development in the near future, say middle of 1984 to the end 
of 1986, is also quite obvious — while it seems to be premature to make 
strong statements concerning the later years to come. Thus we will res-
trict ourselves, in this section, to this two years period. 

4.1. 
The MOTIS/MHS Perspectives 

The MOTIS/MHS standards/recommendations are publicly available, 
have a reasonable technical maturity in many parts and are recognized 
to be commercially extremely interesting. Thus implementations of dif-
ferent software houses will become available, on the open market, within 
these two years. But these early implementations %vill have to overcome 
three serious kinds of problems (in addition to the problems, any early 
implementation of a large system inevitably has). Firstly, these systems 
will have to deal, due to their specification, with a variety of legal 
issues and with accounting — and until now no practice is established for 
settling issues of this kind in advanced systems. Secondly, just as is the 
case in other international standards, there is no unique authority sup-
porting the introduction of products conforming to them into the market 
(for example, by guaranteeing their standard conformance) and therefore, 
initially, interworking between these implementations would hardly be 
possible. 'Thirdly, parts of the MOTIS/MHS standards/recommendations 
are still for futher study, i.e. are not yet agreed on, at all. Hence the 
period of time required before systems of this kind will be actually 
accepted in large numbers by the market extends clearly above two 
years. 

4.2. 
The DIA Perspectives 

Introducing DIA systems into the market is left to a unique author-
ity, to IBM. But the larger the number of products of a company is, the 
slower it must move when introducing a new product affecting several of 
the previous ones. In addition, it seems not to be clear at  ail, whether 
the DIA is really intended to be IBM's main product in this area: DIA 
comes closely interrelated with DCA, [5], which partly is in competition 
with an other important IBM product, with SGML, (7 ) . Finally, the 
functionality to be provided by DIA needs a much clearer specification 
before it can be reliably evaluated by potential customers. Consequently 
it should not be expected that DIA systems will rapidly come into use in 
large numbers. 

100. 



4.3. 
The CSS Perspectives 

The perspectives of CSS look much better. Firstly, the architectural 
definition of CSS, [3], carefully avoids tackling any legal or accounting 
problem. Secondly, CSS machines are running already on the ICL/PERQ  II  
(England), PCS/CADMUS 9000 (Germany), Olivetti/M24 °tale, as well 

as on the IBM-PC, the Sperry-PC, the COMPAQ, and within a very short 
time CSS will be available on a large series of other PC's (such as the 
ICL-PC, the NCR-PC, the Siemens/9781, the Philips/3100,  the 
Panasonic-PC, ...); in addition, it is available on (or very easily portable 
to, at least) all UNIX machines and shortly also on MS/DOS and CPM 
machines. The communications services usable in these cases are dis-
cussed in [14]. Public operation of a series of pilot C.SS machines shall 
begin with the first ESPRIT week, Brussels, Sept. 10-14, 1984. Thirdly, 
the design specification for this CSS implementation [23], its full imple-
mentation documentation including its C/PASCAL sources [24,25], its 
installation manual [26], its port package [271 as well as training 
material for using CSS [18], will be publicly available at extremely low 
cost Fourthly, the specification of a CSS test sequence, [281 will be 
provided allowing to check, whether an other CSS implementation or a 
port of a CSS machine still complies (as far as this can be determined by 
this check) to the CSS specification; the CEC will  set up an appropri-
ately structured authority for maintaining and updating this test 
sequence. 

Taking into account these facts (and the flexibility of CSS, as 
described in section 2.3) one should expect to see a very large number of 
CSS machines installed, in the period of time being discussed here. More 
precisely, the expectation is to see CSS rapidly become as popular as 
products such as LOTUS or MULTIPLAN. Products such as the latter 
two are very helpful tools for local use of a single PC, the CSS should 
become the tool for integrating several PCs and other computers into a 
distributed electronic office system. 
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During 1983 the french government has elaborated a new policy on 
telematics and standardization. 

The new plans took effect from January lst 1984 on and were followed 
by a new law on standardization. 

The first step was the redistribution of responsibilities between the 
ministerial departments and the establishment of budgetary aids to the 
new industrial deployment. 

The Department of Electronic and Computer Industries - DIELI - has 
been changed roles and does not support all the endeavour of baching 
and planning the industrial development but the electronic products 
and those products concerning the wide public. 

So matters concerning electronic circuity, videotubes, magnetoscopes 
and hi fi equipment fall under the responsibility of the department. 

On 	the 	other 	hand 	matters 	concerning 	the 	matters 	of 
Telecommunications, Computer industrial planning production (Bull, for 
example) and marketing as procurement policy of the administration 
have been turned to the Direction Generale des Telecommunications 
which is not salely responsible for telematics (as we say in Europe) 
but also for every sector concerned by the industrial planning, 
producing and applying computers. 

Thus one of the proposals made in the report on information society by 
Nora and Minc in 1975 has found its issue by unifying the planning of 
industrial activities in computer industry and telecommunications in 
standardization the two thriving forces are according to these 
decisions the communications labs, CNET and the national manufacturer 
Bull (new name for CII Honeywell Bull). 

The induStrial aspects are considered in the following sectors 
established within the Direction des Affaires Internationales et 
Industrielles (DAII) : 

Buratics 
Informatics 
Software. 

Next to that all aspects concerning users in the public and private 
domain stay within the responsibilities of DIELI. 

So standardisation for high level protocols will be closely followed 
by the two directions of the ministry and BNI. 

This topic has two aspects, one being the development of an 
architecture for services under the public network for the wide public 
this is under development by CNET and the overall architectural plans 
as the protocols induced are called Architel. A presentation of 
Architel is been done diaring this workshop. 
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The 	other 	aspects 	handle 	the 	implementation 	of 	architectures 

concerning 	from the manufacturers and mainly Bull, 	which have 

presented their architecture DSA. 

However there are still open questions on how compatibility will be 

achieved on the session layer, Architel has decided BAS level and Bull 

was in favor of BSS layer. 

Questions remain if Architel will be using the presentation layer and 

it is open since this layer remains under development in ISO. 

All these problems are not without effect to the development of the 

main public use of services and have to he elaborated quickly as the 

first simple applications with cheap terminals begin to be spread 

through out France and mainly Paris and the Northwest area where 5 

millions terminals will be given to the phone users if integrated 

services are pushed forward them the strategy will be unitary and 

plans have to be in conformity between the public services and the 

ones offered by the individual companies one of these strategies is 

presented in the paper by Mr BRON of Bull for the EIES Network. 

I have to add now the conformance and testing questions. The problem 

is also divided between the two aspects public providers and private 

providers. 

For the public providers Architel team will set up a testing center at 

CNET in Paris. 

For the private providers BNI is working currently with AFNOR on the 
procedures to be followed so that a maximum of consensus is reached 

with the participation of private firms who wish to get a conformance 

test on a volontary basis. 

The procedure includes the setting up of a management committee under 

the responsibility of BNI and the running of tests class by class by 

different test centers accredited by the management committee. 

AFNOR will deliver the conformance certificate on the basis of reports 

provided by BNI. 

This results from an enquiry led by BNI on 50 firms of those 13 users 

and 37 implementors the study is presented during this workshop hy 
Mr LAGASSE. We heve concluded  • hat the user community wishes, beyond 
any certification label and conformance testing, information and 

development services in order to facilitate the choices in options in 

the protocols and be supported in the development of up to date 
protocols. 
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The part icular  actions mentioned here are the immediate results of the 

Telecommunications strategy plan and in conformance with the French 

IXe economiC plan. The development of strategies in french telecoms is 
shown schemetically in figure 1. 

'Fig  I : Schéma  d.  chfitarmombon (rune perique de dealoppement awl Télécommuneadons 

Prioriy is given in the following programmes : 

1. Promote research and innovation 

2. Develop communication indastries 

A special attention will be given to small firms consumers of services 
or producers of small industrial units. 

Particularly research programs will be supported for audiovisual 
services after the creation of economic conditions giving the capacity 
of their absorption by the users. 

Ref : Telecommunications et le 9e Plan 
Revue Française de Telecommunications — Janvier 1984 — 
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National Policies in OSI in the UK 

K A Bartlett, Department of Trade and Industry, UK 

Background  

The importance of standards in Information Technology (IT) was 
recognised in the UK by the formation of the 'Focus' committee in 
1981. This committee, composed of senior technical personnel from 
IT supply industry and users of IT systems is chaired by a Minister 
from the Department of Trade and Industry. Currently, the chairman 
is Mr John Butcher. The committee was charged with identifying 
priority areas for standardisation, seeking ways in which that 
standardisation could be accelerated and the results applied to the 
benefit of UK supply and user industries. 

The decision in early 1982 to concentrate (initially) on standards 
for Open Systems Interconnection and Local Area Networks resulted 
in the formation of the Information Technology Standards Unit (ITSU) 
within the Department with responsibility for providing support for 
UK work on OSI and the rapid introduction of OSI standards into 
service in the UK. The technique adopted was that now known as the 
Intercept Strategy. This gave a high profile to the activity with 
a focus for the associated educational activity. 

The major element of the Intercept Strategy is the introduction of 
emerging OSI standards at the earliest possible time in their develop-
ment consistent with those standards having attained technical (and 
political) stability. Thus, early in 1983, a list of OSI standards 
was published with indications of where it was thought that they 
could be suitable for the intercept treatment. This list also 
recognised that some standards which were urgently required would 
not be sufficiently far advanced and that some 'interim' recommenda-
tions would have to be made. 

State of Play  

Published Recommendations 

The first intercept recommendation have been published in the UK. 
They take the form of 'source' documents backed up by Technical 
Guides. The source document are, typically, ISO Draft Proposals or 
Draft International Standards. These establish the basis for the 
recommendation. However, for a number of reasons, these documents 
need to be accompanied by additional text and this makes up the 
Technical Guide. 

One important responsibility of the technical guide is provide 
tutorial information as this type of standardisation is fairly new 
and complex. Another responsibility is to remove any remaining 
ambiguities which remain in the source documents - whether these 
arise accidentally through incomplete editing or deliberately in 
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order to obtain agreement on difficult points! The third reason 
for the guides is to tighten up the specifications and make 
recommendations on the use of the many options within the standards. 

The recommendations published so far cover : 

- the Network Layer 
- the Transport Service and Protocol 
- CMSA/CD local area networks 

The Network layer recommendations are complex and will actually 
consist of several recommendations which reflect the different 
environments in which the network service must be provided. 
Existing publications cover the overall requirements of the layer 
and specific recommendations on the network service over X25. 

Although not subject to the 'intercept' classification, a detailed 
standard on the Cambridge Ring local area network (slotted ring 
technology) has been developed as a British Standard. 

Supporting Activities 

A pilot test and reference centre has been established at the 
National Computing Centre, Manchester. This is the subject of 
another presentation at this conference but may be only the first 
of a number of such centres. It is not yet clear how they will 
be used, if they are commercially viable and how they should 
operate in an international context. 

A number of OSI Feasibility studies have been made. These are 
studies of new systems which might benefit from the immediate 
application of open system standards. The first completed study 
concerned a data entry processing system for Customs and Excise 
data on imported goods. This showed that OSI would greatly assist 
in the interworking of different computer systems located at ports 
throughout the UK and speed the flow of data between them. Other 
feasibility studies examine the opportunities for these standards 
in banking, warehousing and distribution and the supplies depart-
ment of a major local government authority. 

The Customs and Excise system studied under the feasibility 
programme is now being examined as a possible demonstration project. 
This would show that equipment from several suppliers could 
Interwork using OSI in order to support the particular application. 
It is necessary to undertake such a demonstration, using real 
traffic both to test the standards 'under load' and to show that 
compatible interpretations can be developed by suppliers. 

A number of 'Implementors Groups' have been set up to allow those 
who are responsible for developing products which incorporate the 
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standards to meet and discuss problems which may arise in the 
course of implementation. These groups are seen as the major 
source of comment on the practicality of the standards, their 
documentation and the use of test and debugging facilities. 

A number of strategic studies of communications requirements have 
recommended that OSI should be the basis of networking and that the 
Intercept recommendations provide a suitable and immediate route 
to this end. Among these are one on Port and Cargo handling, 
one from the Department of Health and Social Security, one from 
the Ministry of Defence and another on the development of 
government telecommunications services. One of these (DHSS) has 
already resulted in a set of OSI based procurement specifications. 

Future Activities 

An Intercept recommendation on the session service will be released 
in the next few weeks and it is hoped that one on File Transfer 
could be available by the end of the year. The rapid progress 
on standards for electronic messaging made in CCITT is such that 
Intercept recommendations on this are also expected within the 
calendar year. 

Whilst progress on terminal standards continues to be unsatisfact-
ory, it will be necessary to make interim recommendations covering 
this important area. Such a recommendation covering character 
terminal service based on CCITT recommendation X29 (but utilising 
a session service) will probably be available in late 1984. 

The availability of interworking standards  has raised expectations 
in other areas and there is considerable pressure for elementary 
standards for text processing and document interchange. This is 
the subject of a current study and it is possible that interim 
recommendations will be made this year. 

The application of OSI to microcomputers is a subject of special 
interest and 2 studies are underway - both hoping to show that OSI 
is applicable to these machines in spite of their smaller resources. 
It is essential that microcomputers can interconnect and interwork 
with larger machines without the necessity for intervening gateways 
and protocol converters. One of these studies is biassed towards 
local areanetworking. The development of a test centre for local 
area network technologies is under consideration. This is an 
example of a facility which could complement that provided by NCC 
for the upper layer protocols. 

Outstanding Issues 

Obviously, the major concern of the UK at this stage is to ensure 
that our interpretations of the OSI protocols (as given by the 
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Intercept recommendations) are aligned with those made elsewhere. 
Thus, we are actively participating in current discussions aimed 
at establishing a European activity on IT standards. It is likely 
that these discussions will show results in the next few weeks. 
OSI standards will be the subject of the initial harmonisation 
activity but other standards will follow. The object is to harmonise 
interpretations, develop compatible implementations and thus unify 
the interworking aspects of IT systems. It will probably involve 
the development of a set of test facilities. 

Whilst it is somewhat easier to organise this harmonisation within 
Europe, it is essential that no continental divisions should 
appear in the development and use of OSI. Thus we will continue 
to seek consultation with other countries on this important subject. 
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ACTIVITIES OF THE COMMISSION OF THE EUROPEAN COMMUNITIES 

IN THE FIELD OF OSI 

MICHEL - S. AUDOUX 

Commission des Communautés Européennes 
Task Force Technologies de l'Information et Télécommunications 

200, rue de la Loi 
1049 BRUXELLES - BELGIQUE 

Standardization activities have always been a major concern for 
the Commission of the European Communities. They are directly 
related to the achievement of a more efficient internal community 
market and have a direct relationship to the Treaty of Rome. 
In the field of Information Technologies, standardization is one 
of the major activities of the Commission and the specific field 
of OSI has recently emerged as a top priority. Such activities are 
carried out in different areas which correspond to various projects 
or programmes and which cover a wide spectrum of tasks reaching 
from the support to the preparation of standards to their 
application at the user level. 

1. SUPPORT TO OSI ACTIVITIES WITHIN THE MULTIANNUAL DATA 
PROCESSING PROGRAMME. 

A large part of this programme is devoted to standardization 
activities which are managed with the assistance of a specific 
advisory group: "the Working Group on Standards - WGS -". Within 
this framework an OSC subworking group has been entrusted with the 
task of looking at the problems of OSI standards. 
The projects which are aiming at applying OSI standards for data 
interchange have been of special interest to this group. 
This group had already identified the need for and organised the 
creatiOn of a tutorial document in OSI and a catalogue relating 
other standards to OSI, another document is now under a study 
contract of the Commission and will put the emphasis on a tutorial 
approach to the upper levels. 

2. ENSURING THE EMERGENCE OF RESEARCH ACTIVITIES AROUND OSI. 

Within the framework of the COST 11 the Commission has 
traditionally supported the research activities in the field of 
networking and high level protocols. A recent concern of the 
research community was due to the difference which could be 
observed in the implementation of OSI within the various research 
projects on networking. In spite of the fact that all were 
referring to the implementation of the same international OSI 
standards sufficient small differences of interpretation remained 
to demonstrate the difficulties of intercommunicating which could 
be expected in sponsored community wide cooperative projects. 

116 



For instance, if a minimum of agreement does not exist on the 
lower levels, joint research on higher level might be jeopardized 
at the stage of implementation. Several experts led by Professor 
Zander have proposed that the research teams should make some 
efforts to foster cooperation on the specifications referring to 
the basic international standards. A separate paper (The ESPRIT 
Information Exchange System and European Harmonisation Activities 
in R & D Networks, by N. NEWMAN and C. HORN) gives more details on 
the work done in this area. 

3. THE PROMOTION OF OSI RELATED PROJECTS. 

The Commission has tried to promote projects and programmes which 
are aiming at practical application of OSI standards. INSIS is an 
interinstitutional programme which has been proposed to improve 
the exchange of information amongst the European institutions 
(e.g. the Commission, the Council of Ministers, the Parliament,...) 
and between these institutions and the 10 Member States adminis-
trations. The CADDIA programme was launched to tackle similar 
problems within the specific areas of information interchange of 
the Customs Union and Common Agricultural Policy. Electronic 
transmission of customs forms and more generally better agree-
ments on Trade documents interchange can improve the efficiency 
of the exchanges through the Community and at world level. The 
progression of these two programmes is linked to the implementation 
of standards but it is already apparent that they are strongly 
dependent on the degree of maturity of emerging standards which 
should become one of the key ingredients of their success. 

It should be noted that full benefit of OSI standards for such 
programmes would be reaped only if the layers 6 and 7 correspond 
to the user expectations. 

4. THE GROWING SUPPORT FOR OSI. 

The need for open communication on the basis of internationally 
recognized conventions which correspond to OSI standards is now 
widely recognized. The requests of users and the efforts of 
various administrations have recently received the backing of 
twelve of the major European manufacturers of IT products who have 
officially declared their support for the early implementation of 
the OSI standards. This convergence is complemented by a growing 
awareness of the need to implement the CCITT recommendations in a 
more harmonized fashion in the field of telecommunications. This 
has encouraged the Commission to propose to reinforce the 
Community standardization activities in these areas and should 
normally lead to practical measures to foster the implementation 
of OSI standards. 
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HARMONISATION ACTIVITIES IN R&D NETWORKS 
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Commission of the European Communities 
Task Force for Information Technology and Telecommunications 

200, rue de la Loi 
1049 BRUXELLES - BELGIQUE 

INTRODUCTION : ESPRIT 

In February 1984, the European Community launched the European 
Strategic Programme for Research and development in Information 
Technology (ESPRIT). The aim of this major programme, managed by 
the Commission of the European communities, is to enhance the 
effectiveness and competitivity of the Community's IT industry 
through financial aid to pre-competitive R&D projects which 
involve industrial and academic partners in more than one member 
state. As the projects involve collaboration on R&D work at the 
pre-competitive stage, substantial economies of scale are 
expected, as the results of this work will be made available 
throughout the ESPRIT industrial Community itself. 
The major fields of endeavour are: 

- advanced micro-electronics 

- software technology 

- advanced information processing 

- office systems 

- computer integrated manufacture. 

During the preparatory phase leading up to the ESPRIT programme 
itself, it became apparent that an Information Exchange System 
(IES) would be required to allow participants in projects, spread 
across the Community, to communicate messages, documents, files, 
software and graphics between themselves and with the Community's 
and member states' administrations' programme and project 
managers, thus overcoming the effects of geographical separation 
and enhancing the overall effectiveness of the Community's R&D 
efforts. 

THE INFORMATION  EXCHANGE SYSTEM (IES) 

It was realised from the outset that the IES would have to cater 
for a very wide variety of users, operating systems and 
transmission  methods, and that the days of creation of new 
networks to serve individual communities had passed. Furthermore, 
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the necessarily unstable and constantly shifting nature of the 
user population and the rapid pace of technical progress, meant 
that it would be impossible to analyse once and for all the 
requirements of the users and build a system to suit them, only to 
find that the system, once built, was out-dated and would not be 
used. Hence a strategy was elaborated for the gradual creation of 
the "global logical network", in parallel with the provision of 
services such as electronic mail, conferencing and file transfer, 
and the development of the tools and services to be provided in 
the future. Thus the IES consists of : 
- a set of operational services 
- a set of development activities. 
It is thus an open-ended evolutive system, which maximises inter-
connectivity through adherence to international standards, in 
particular those of the ISO Reference Model for Open Systems 
Interconnection, and through the fostering of adherence to these 
standards by other network users and by the providers of equipment 
and services for networking, including the Community's major IT 
manufacturers. 	 • 

THE EUROPEAN HARMONISATION ACTIVITY 

At the same time as the ESPRIT IES was being defined, several 
member states were in the process of defining or setting up 
logical networks for their own research communities. Apart from 
the UK which had been the first to set up a network infrastructure 
(the Science and Engineering Research Council's SERCNET and the 
Universities Regional Computing Centres' network, now combined in 
JANET), the plans were most advanced in the Federal Republic of 
Germany (Deutsche ForschungsNetz, DFN), Denmark (Centernet), 
France (Architel) and Italy (OSI Rete Italiana Dati Eterogenea, 
OSIRIDE). All were firmly committed to implementing OSI standards, 
and the UK, having been the first in the field, was in the unique 
position of having already implemented a layered protocol structure, 
in the form of the UK coloured book protocols. Furthermore, the 
urgency with which work had to progress had led to the definition of 
standards intercept strategies. 

Those responsible for the planning and design of these networks, 
including the ESPRIT IES, noted that unless they co-ordinated 
certain technical choices amongst themselves, they were likely to 
implement them using incompatible options and classes within the 
OSI standards. This would inevitably mean that users on one 
academic network would be unable to communicate with their 
colleagues in other countries without passing through relays. 

This situation led to an initiative by Prof. Dr. Karl Zander of 
the Hahn-Meitner Institute in Berlin, responsible for development 
of the DFN, to harmonise the choices made for the national 
research networks, under the auspices of the ESPRIT IES activities 
of the CEC. An initial meeting was held in Brussels on the 20th 
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October 1983, at which it was agreed it was necessary to ensure 
maximum interconnectivity with minimal additional effort, and to 
work towards the "global logical network", at least on a European 
Community scale. 

The three interested parties were seen to be users, suppliers and 
standardisers. Thus representation was invited at the outset from 
the Community's Working Group on Standards' Open Systems 
Connection Group (WGS-OSC) and from industry and CEPT observers. 
Their presence was seen to be essential in order to ensure that 
work proceed against a background of adequate knowledge of the 
standards, industrial and PTT contexts, and to ensure feedback. 

Following agreement that the first priority was the harmonisation 
of options within the OSI standards, meetings of specialised sub-
groups were convened in November and December 1983 and in January 
and February 1984 on the network, transport and session layers of 
the OSI model and on the "Triple X" (X3, X28 and X29) 
recommendations of the CCITT. A further joint meeting with the 
Working Group on Standards' Open Systems Connection Group also 
took place in January to identify the issues requiring 
harmonisation in the LAN area. 

A meeting of the parent committee took place in Brussels on the 
16th May 1984 to take note of the work of the specialised sub-
groups and to discuss directions for further work. 

In essence, the detailed results have given rise to draft 
recommendations on the Common use of OSI Standards (COS 
documents)* which are being circulated for comment within the 
wider community represented by the WGS. Comments are expected to 
be discussed by the WGS in July this year, and it is expected that 
the refined guidelines will be implemented within the research 
network architectures of the member states. 

In conclusion, while the actual creation of standards is the 
responsibility of the standardisation bodies (in particular CCITT 
and ISO), the European Harmonisation Activity concerns all aspects 
of logical network coordination and management, including the 
adoption and interpretation of standards. The results so far 
obtained would not have been possible without the very significant 
contributions of many individuals involved in the international 
standardisation process. 

Copies of COS documents can be obtained from the secretariat of 
the WGS at the authors' address. 
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ABSTRACT  

As an organization responsible for fostering the developnent of a decentralized 
bibliographic network in Canada, the National Library of Canada, has used the 
OSI model to develop a number of application level protocols. This paper 
describes the main features of applications protocols for file transfer, 
interlibrary loan, acquisitions and directories that are being developed for 
a bibliographic network. Our experience to date forms the basis for a number of 
observations and conclusions concerning various ungoing efforts to develop 
application level protocols. 

INTRODUCTION  

In 1980, the National Library of Canada undertook to foster the development of a 
decentralized nationwide bibliographic network, (i.e., the interconnection of 
bibliographic systems through OSI protocols).( 1 ) The inherent features of 
the OS1 Reference Model made it technically feasible and politically 
acceptable for the various Canadian library, publishing and information systems 
to interlink with each other as nodes in a network.( 2 ) To facilitate the 
evolution of standard bibliographic services, the development efforts were 
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concentrated on four application level protocols to be used by service providers 
and users alike. Protocol specifications have been completed for file transfer, 
interlibrary loan, acquisitions and work on directories is in progress. These 

protocols were developed by Canadian experts on OSI working under contract to 
the National Library and guided by the Task Group on Computer/Communications 
Protocols for Bibliographic Data Interchange.( 3 ) Test implementations are 
being undertaken by Development/Advisory Groups to ensure that the protocol 
specifications will meet the operational constraints of a wide range of 

institutions. Figure 1, summarizes the phased development of the four 
application protocols and gives the dates on which each phase was or will be 
completed. 

PHASE 	1 	2 	3 	4 	5 	6 	7 
Application 	Service 	Protocol 	Sample 	Protocol 	Protocol 	Service 

PROTOCOL 	Model 	Spec. 	Spec. 	Program 	Assessment 	Implementation 	Trial 

FILE TRANSFER 	Used ISO 
prel. version 	Apr.82 	Aug.82 	Mar.83 	May 83 	Jan.84 	Apr.84 

VERSION 1 	Mar.82  

VERSION 2 	Jan.84 	Mar.84 	May 84 

ILL 	iNet 	Mar.83 	June 83 	Partially 	May 84 	Mar.84 	Aug.84 

experience  	in 6  

ACQUISITIONS 	Dec.83 	Feb.84 	Mar.84 	Aug.84 

DIRECTORIES 	Mer.84 	Apr.84 	June 84 

FIGURE I: PROTOCOL DEVELOPMENT MILESTONES .  

FILE TRANSFER  

The file transfer protocol, developed over a year ago, was modelled on the 
March, 1982 ISO draft FTAM service and protocol.( 4 ) It incorpprated the 
value-added services of the intelligent network (iNet)  trial) and the 
terminal handler devices that front-ended the connection of a number of library 
systems to a packet-switched data communication network. This implementation 
deviated from the evolving ISO FTAM standard in that it lacked a session layer 
service and the network layer did not conform to X.25 in that it used terminal 
emulation procedures to accommodate the terminal handler front-ends. 

Our first implementation could thus be considered a poor man's file transfer 

that is providing the participants with operational experience in transferring 
machine-readable bibliographic data, in the ISO-2709 communication format, 
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from the National Library's IBM mainframe to four libraries using DEC, Geac, 
Honeywell and CDC computers. Extensions are currently underway to allow the 
participants to submit files of search requests to the National Library and to 
receive reports of search results as well as retrieved records. Figure 2 
illustrates the current status of our FTP implementation and pending 
extensions. 

Since both the iNet trial and the terminal handler oriented interface to the 
packet-network were perceived to be temporary expedients, a second version of 
the file transfer protocol specification was developed based on the current ISO 
FTAM draft proposal, DP8571. Various omissions and extensions were incorporated 
to meet the anticipated needs of the existing bibliographic network environment. 
Only a subset of the file access and file management service elements were 
deemed useful and extraneous parameters were omitted from the file transfer 
service elements. Extensions were made to the FTAM presentation layer data 
encoding specifications based on the consultant's anticipation of the eventual 
ISO presentation layer standard. 

LFUlD _— 

1. record search and transfer initiation - terminal to host. 
2, File transfer - host to host. 
3. Search requests - host to host - to start early 1985. 
4. Record selection and conversion - local support function. 

Figure 2 - File Transfer Environment 
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Our experience to date indicates that it will be impossible to achieve near term 
implementation of a standard ISO file transfer protocol within the anticipated 
Canadian bibliographic network. ISO FTAM standardization is incomplete and 
commercial applications software will not be available for some time. Library 
requirements for file transfer applications will force libraries to undertake 
individual implementations of the FTAM protocol and to refine these 
implementations as service experience accumulates. The extent to which various 
other industrial sectors may compromise the file transfer standard by 
implementing subsets of the ISO FTAM service primitives and parameters is 
open to conjecture and the availability of commercial implementations. 

INTERLIBRARY LOAN  

The interlibrary loan protocol 	(ILL) represents an application specific 
elaboration of the Pc protocol defined by the CCITT message handling 
service.( 8 ) The ILL protocol will permit libraries to exchange messages in 
order to control the interinstitutional borrowing and lending of library 
materials. It Incorporates: the iNet trial experience with composing, 
transmitting and controlling ILL messages via electronic mail facilities, the 
message formats used in trade data interchange( 7 ), the capabilities of an 
automated interlibrary loan system defined by OCLC Inc., and the message types 
and data elements being defined by ISO/TC46/SC6/WG1( 8 ) and service 
guidelines developed by the International Federation of Library Associations and 
the Canadian Library Association. A sample implementation of the protocol, 
supported by a directory of ILL participants, will be demonstrated at this 
seminar by Leigh Swain from the National Library. Figure 3, illustrates 
extensions to the sample implementation to provide a protocol assessment 
facility plus a user training system, which will also be demonstrated by Gregor 
Bochmann from Cerbo Informatique. 

A service trial is being planned for the third quarter of 1984. It is expected 
that the existing communication interface to the electronic mail facilities 
provided by the two national common carriers will be extended in the near future 
to link with the Message Transfer Agent entity provided by the university-based 
Canada Net implementation( 9 ) of the CCITT Message Handling Services. 

In addition to anticipating Canadian implementations of message handling 

services, the ILL service trial may test expected carrier provided interworking 
services for telex and electronic mail. Thus users of existing telex and 
electronic mail services will have access to standard interlibrary loan services 
even though they lack the control and service support inherent in a full 
ILL protocol implementation. The current specification recognizes tle service 
classes, partly to accommodate the perceived needs of telex users and also to 
permit libraries to utilize a subset of the ILL messages if they wish to 
exercise minimal control over items that they lend or borrow. Preliminary 
discussions have identified the need for a subsequent version of the protocol to 
include ILL invoices and service management data. 
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Figure 3 - ILL Testing n User Training Facility 

ACQUISITIONS  

The acquisitions protocol i% message-oriented and modelled very closely on the 
interlibrary loan service.( 10 ) It provides for intersystem communication 
of purchase orders, invoices and status messages. All user data in the initial 
implementation will conform to the BISAC fixed field formats( 11 , 12),  de 
facto standards for the North American publishing industry. The acquisition 
protocol specification recognizes the existence of various formats for purchase 
order and invoicing data and anticipates the need for conversion services. 

Development of the protocols and planning for a service trial have been 
especially arduous due to the need to accommodate constraints imposed by the 
relatively simple automated systems within the publishing industry. By contrast 
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acquisitions systems capabilities and requirements are much more complex within 
the library community. The challenge is to unite through OSI two industrial 
sectors that have a common interest but highly incompatible systems and record 
formats. 

Most publishers and book-sellers are small and their business transactions 
include the purchase and sale of office supplies as well as books. Accordingly, 
microcomputer based systems will probably be the most popular and multisector 
standards and implementations the most affordable. It is likely that subsequent 
extensions to the acquisitions protocol will require industry needs such as 
customs clearance, freight consolidation and bills of lading, etc. to be 
recognized and incorporated accordingly. 

DIRECTORIES  

The Bibliographic Common Interest Group concluded during the iNet trial 
that directories were an essential support service in an open network and 
recommended that the National Library develop a directory protocol. Contractors 
were chosen in February 1984 and work is progressing on the service 
specification. While we expect to harmonize our efforts with the work of the 
recently appointed Special Rapporteur for directories in CCITT study group VII, 
it is apparent that the current development schedule may make this rather 
difficult. 

The functional model for the bibliographic network directory( 13 ) proposed a 
number of functional modules, including: forms management, access support, 
directory and thesaurus services, security control, a user interface and network 

management functions such as accounting and thesaurus update. It was assumed 
that the directory service should be designed to enable a knowledge worker 
(i.e., a professor, a secretary, a librarian, etc. with a need to obtain 

information) to gain access to a variety of information services, including 

electronic messaging. A knowledge worker should be able to identify systems 
that; (1) would provide references (citations) to primary information sources, 
(2) support acquisition of information through purchase or loan of the 

information source, typically a published document; (3) enable the relevant 
information to be recorded in machine processable form and (4) allow the 

knowledge worker to supplement the source information with original data and to 
generate a new document, as required. 

The current directory contract and schedule calls for protocols to be specified 
for the user interface, directory/thesaurus search and update, security 

functions and remote access. Since the directory service and data base 
searching functions are applications independent the Task Group on Computer/ 
Communications for Bibliographic Data Intercham recommended that the director, 

protocols use the work in ISO/TC46/SC4/WG5 on a common command language for 

information retrieval( 14) end the ANSI Z39 Subcommittee D work on a search 
and retrieval protocol,(15) to the extent possible. The directory service 
will follow the international standards for message handling services to ensure 
compatibility with the interlibrary loan and acquisitions protocols. 
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OBSERVATIONS  

Judging by the volume of documents alone, ISO and CCITT have indeed made 
astounding progress in developing standards for open system interconnection. 
These standards and working documents have provided invaluable assistance to the 
various individuals contributing to the development of standard applications for 
the projected decentalized nationwide bibliographic network in Canada. None-
theless, the extent of OSI standards activity and documentation does provide a 
number of challenges. 

Since the presentation and application layer standards are still at the pre-DP 
stage, library specific application protocols are being developed in Canada, the 
U.S.A.( 16 ) and presumably in other countries on a best guess basis of the 
eventual scope and division of service elements among the two top most layers. 
For example, the current deliberations and eventual standardization of the 
common application service elements may require major revision to applications 
that have already been defined. Since applications level protocols may be 
message-oriented or connection-oriented, all application standardization efforts 
must make this choice. These selections are being made in the absence of 
guidelines from ISO and CCITT concerning the strengths of each orientation and 
the consequences for interworking of applications. 

Tutorials are not available to assist user understanding of such generic 
standards as file transfer, message handling and virtual terminal. Definition 
of application specific user requirements in relation to these standards can not 
help but suffer from the lack of explanatory information. Consequently, these 
generic standards may need to be refined as awareness of their potential 
increases and experience in their application matures. 

The need to test the OSI concept within operational environments plus the 
existing ISO organizational structure appear to be minimizing the potential for 
coordinated standards development by ISO technical committees. 	For example, 
while TC154 has been defining the trade data element directory( 17 ) 	(a 
standard to identify and define the data elements that comprise commercial 
documents such as purchase orders, invoices, customs clearance, etc.), TC97/SC18 
has been defining an office document architecture( 1 8, 19) and other 
standards for presentation of all kinds of documents including forms and 
invoices. While these two technical committees were working on their respective 
standards, the North American publishing industry defined formats for invoices 
and other commercial instruments which will be incorporated in the acquisitions 
protocol that we are currently implementing. In due time, we expect to submit 
the acquisitions protocol to ISO/TC46/SC4/WG5 which has the mandate to develop 
protocols in the field of documentation. The end result of these respective 
efforts is the development of three sector specific standards for invoices or 
three versions of one application incapable of interworking. 

At least one national standards body has recognized the consequence of 
proliferating sector specific standards in an open network. Accordingly, the 
Office Information Systems committee within the British Standards Institute has 
started to create a data element directory that could be used in data 
processing, banking, office automation and even library applications. Promoting 
the use of identical names and definitions for data elements common to multiple 
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applications is a logical starting point for improving the prospects of 
applications interworking. By incorporating the data element directory into an 
automated data dictionary/data directory system (DD/DD), standards organizations 
could offer OSI protocol developers a common view of user data to be 
communicated as protocol parameters. Furthermore, values for coded data 
elements contained in a DD/DD could provide the registry function which has been 
identified as necessary for maintaining an authorative and current source of 
valid parameter values. 

CONCLUSION  

The limited experience within the Canadian bibliographic community with OSI 
application level protocol development, implementation, and testing is 
sufficient to observe that OSI provides a technically feasible and politically 
acceptable basis for the development of standard bibliographic services. These 
services will become bibliographic sector specific unless ISO and CCITT make 
further efforts to ensure that service elements common to various applications 
can use common application protocol service elements and common data naming 
conventions and definitions. 

While it could be argued that the OSI Reference Model was purposely designed to 
accommodate the real world diversity among applications, this diversity will 
impede interworking of applications and impose data processing overheads on 
applications that interwork through extensive presentation layer services. 

To minimize the potential threat to applications interworking, ISO and CCITT 
should take steps to ensure that the various technical committees and working 
groups are well informed of each others activities and that appropriate liaisons 
and coordination is established for all applications that share common service 
elements such as information search and retrieval. 

It is encouraging to see that the OSI standards are being developed for 
management, security, commitment, concurrency and recovery controls as well as 

other functions required to support application protocols. Some effort is even 
being exerted to examine needed extensions to data base management systems and 
computing languages to support OSI applications. 

In spite of the challenges that confront ISO and CCITT standards development for 
open systems, greater efforts must be made to demonstrate the potential and 
benefits of OSI to end users. The best way to turn sceptics into believers, is 
to provide them with a user friendly implementation of an application they 
understand. 
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Summary 

Considering 

- the current status in data and office communication which can be characterized 
- by a rapidly stabilizing international standardization process 
- but product implementations still based on vendor specific or nationally 

regulated architectures 
- the growing user need for unrestricted communication 

twelve leading information technology manufacturers in Europe - AEG, BULL, CGE, 
GEC,ICL, NIXDORF, OLIVETTI, PHILIPS, PLESSEY, SIEMENS, STET and THOMPSON - 
have jointly proposed to the European Commission a programme for the 
implementation of Open Systems Interconnection (OSI) standards from 1985 
onwards. 

The proposal aims to encourage and support early implementations of OSI standards 
in order to ensure that OSI soon becomes a practical reality. 

It comprises the following elements: 
- a selection of (CCITT/ISO or ECMA) OSI standards which the twelve companies will 

implement in their products from 1985 onwards 
- the definition of demonstrator projects showing the interworking of products 

(from different suppliers) implementing such standards 
- proposals for public procurements to these international standards. 

The twelve companies hope and expect that their initiative will find the acceptance 
of users, administrations, PTTs, researchers and other information technology 
suppliers and will thus lead to harmonization in Europe and beyond. 
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This report is based on a proposal of the ESPRIT Industry Group to the Commission of 
the European Community for establishing a European Information Technology 
Standards policy. 

Contents 

1 History and Present Situation 
2 Benefits of Public Standards 
3 Objectives of the Proposal 
4 Elements of the Proposal 
5 Selection Criteria for Standards 
6 Highlights of the Selection of Standards for the Initial Step 
7 Selected Functions and Standards for the Initial Step 
8 Extensions Envisaged 
9 Further Steps 

I History and Present Situation 

During the past 10-15 years the Commission of the European Communities set up a 
number of programmes and projects to support the European information 
technology (IT) Industry. 

In the Dublin Summit of 1979, the member states agreed that an essential element 
for the development of information technology in Europe will depend on the 
creation of a community market through standardization. 

EC Commissioner and Vice President Davignon stated in December 1982: "It is vital 
for the growing of information technology market to have standards. This does not 
mean the harmonization of existing products, but defining standards in advance of 
new technology to speed up the process of innovation anddevelopmenC-. 

The proposal outlined in the following is a response to this challenge. 

In the beginning of 1983 the ESPRIT Industry Group which is formed by twelve 
leading European information technology firms created an "ad hoc group on 
standards promotion and application". 

ESPRIT stands for "European Strategic Programme for Research and Development in 
Information Technology". The programme includes the coordination of R&D 
activities in the area of information technology in the EC member states. 

Members of the ESPRIT industry group are the following companies: 

Bull 	France 
CGE 
Thomson " 
AEG 	Germany 
Nixdorf 
Siemens 
Olivetti 	Italy 
STET 
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Philips 	The Netherlands 
GEC 	United Kingdom 
ICI 	. 

Plessey 	- 

The mentionned ad hoc group was asked by the European Commission to make a 
proposal for an EC standards policy in the field of information technology to become 
part of the extension of the Pluriannual Plan of the Commission. 

It was clearly stated in the terms of reference that the group is not at all doing any 
standardization work. This standardization work will rather continue in the existing 
national and international bodies. 

2 Benefits of Public Standards 

The rapid decrease of costs of information technology products leads to a wide 
diffusion of products into different parts of organizations. 

In order to make effective use of those diffused products, communication between 
them is necessary. Applications for this communication are for example 

- access to data bases 
- document exchange 

and many others. To achieve the unrestricted communication as required, it is 
obvious that every product in such a system has to follow certain system-wide rules. 

It can be further envisaged that beyond internal communication the inter-
organizational communication is increasing. Thus, if a user's system ocre—s not support 
this inter-organizational communication, it might weaken his competitive position. 

It is commonly recognized that no single supplier is capable to provide all necessary 
products for a network system. In case a user has decided to obtain information 
technology products only from one supplier, he will often be "locked in". 

In addition to these functional aspects, a user is often interested in installing a multi-
vendor system because of economical reasons. The availability of advanced 
information technology products from many suppliers is growing rapidly and herein 
lies the current challenge, namely the need for such products to mterconnect and 
interwork. 

As mentionned previously, interconnection and interworking can only be achieved 
through the adoption of publicly available standards. Those standards must be 
publicly controlled in order to guaranty and promote fair competition between 
suppliers. Therefore, international standards developped by all parties concerned - 
namely manufacturers, users, scientists and others - in the existing international 
standardization organizations are the key element for creating Open Systems that 
provide unrestricted interworking. 

Besides these advantages for users of information technology systems, public 
international standards offer benefits for manufacturers by providing for wider 
international information technology markets and access to OEM products. 
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3 Objectives of the Proposal of the Twelve 

The development of international information technology standards is not only a 
costly but also a time consuming process. In the past, the urgent need for standards 
necessitated national solutions of administrations in several countries. 

Therefore the proposal of the Twelve aims to meet the following objectives: 

- support of the international standardization process by providing early 
implementations of existing or forthcoming standards in parallel with the 
standardization process 

- early availability of advanced products reflecting the technological progress 

- substitution of national interim solutions 

- promotion of acceptance of international standards by the user community 

- practical limitation of options in standards 

In prosecution of the proposed policy, it is expected that 
- genuine competition to the benefit of the user community will be possible and 

lock-in to private standards avoided 
- the confidence of the user community to international standards is increased so 

that the use of products from different vendors respecting the relevant OSI 
standards becomes the natural choice. 

On the contrary, it is not in the intention of the Twelve to develop standards in 
competition with the existing standardization organizations. 

4 Elements of the Proposal 

The proposal of the twelve European firms of the ESPRIT Industry Group comprises 
the following key elements: 
- The Twelve have expressed their common agreement to a selection of 

appropriate OSI standards. They have committed themselves to the 
implementation of the selected standards in their products beginning 1985 and 
they intend to provide a full catalogue of competitive interworking products. 

- It is intended to perform demonstrator projects to show in multi-vendor 
environments 
- that products supporting the proposed standards exist and really do work 
- that these products are offered by different suppliers and 
- that the international standards provide a technically sound solution for 

interworking. 
- It is expected that the adoption of this standards policy by the European 

Community and the Member States for public procurement activities additionally 
furthers the stated objectives. 
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5 Selection Criteria for Standards 

For standards to be applied in this policy it is essential that: 

- the standards are authoritative and under control of independent 
standardization organizations having appropritate international recognition. 
Those organizations are primarily CCITT, ISO/IEC and ECMA. It should be noted 
that the Twelve strongly appreciate the current close and fruitful collaboration 
between these organizations. 

- the standards are forward looking 

- the standards are ratified or - where this is not the case - the standard proposals 
are mature and stable, e. g. ISO-DIS, CCITT Draft Recommendations 

- the standards are suitable for conformance testing. 

6 Highlights of the Selection of Standards for the Initial Step 

The selection of standards can be characterized by the following: 

- All relevant and currently available PTT carrier services are supported, viz 
PSTN, C.SDN and PSDN. 

- Also included are LANs, beginning with CSMA/CD and Token Bus. LANs are 
architecturally considered as distnbuted end systems. 

- As functions independent of specific carrier services the following are provided: 
- exchange of documents over the public Teletex service 
- Electronic Mail 
- definition of structure of documents being interchanged 
- support of character mode terminal services 
- definition of character sets for multi-lingual operations 
- manipulation of graphical information 
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PSDN I  LAN  ECMA TR 14 
ECMA TR 20 

I PSTN, CSDN 

Selected Functions and Standards for the Initial Step 

ECMA TR 21 

ISO 8073 	 ISO 8073 
X.29 	Classes 0 and 2; 	 Class 4 

optionally cl. 1, 3 

NULL 

	

X.25 L3 	 T.70 - 3 
(5.70-3) 	 CMA-92 

	

X.25 L2 	 T.70 - 2 	ECMA-82 

	

• 	 (S.70-2) 
ECMA-90 

Token Bus 
ECMA-81 

	

X25L1 	 X21/V24 

ECMA-80 

X.28 

' 	Transport 
Service 
ISO 8072 

EC Information Technology Standards Policy: Proposed Selection of Functions and Standards: 
Transport System, Initial Step 



public/private 

Message Handling Tel etex 

private 

Document 
Structure 

Character 
Codes 

Graphics 

T.60 (S.60) 
F.200 

T.61 
(S.61) 

T.62 
(S.62) 

X.4xx 
(X.MHSy) 

X.215/ 
X.225 BAS 

Standard 
ECMA-xy 
(M IDA) 
June 1984 

ECMA-84 

ISO 8326/ 
8327 
BSS/BAS 

ISO 
6937 

CEC 
SIC 

D-511 

Selected Functions and Standards for the Initial Step 

CCITT: T.73 
(S.a)/ 
X.420 -SFD 
ECMA/ISO: 
ODA/ODIF 

GKS 
Funct. Spec. 

ISO 6937 

Transport System 

EC Information Technology Standards Policy: Proposed Selection of Functions and Standards 
Higher Levels: Initial Step 



8 Extensions Envisaged 

As soon as practicable and in correlation with the progress made in the 
international standardization, the technical scope of the standards policy should 
be extended to include the following items: 

Within Transport System:  

ISDN 
LAN: Token Ring Technique 
PABX Interfaces to Hosts and Terminals, as currently under consideration in 
ECMA 
Network Layer: 

- ISO DIS 8348 on Network Layer Service 
- ISO work on X.25 and X.21 Convergence Protocols 

Connectionless Transport Services and Protocols 

Higher Functions 

- ISO work on File Transfer, 
- ISO work on Job Transfer 
- Virtual Terminal, based on existing interim methods 
- Facsimile Group 4 
- Graphics: Protocol Aspects, namely VDINDM and CEPT Videotex 
- Interactive Videotex 
- Layer Management 

9 Further Steps 

A team of acknowledged experts in the different  aspects of standards policy from 
the European information technology industry has drawn up details of a first 
phase of the proposed policy as mentionned above. It represents an agreement of 
major European information technology suppliers, taking full account of 
achievements and work plans of the recognized international standardization 
bodies. 

This first phase of the policy definition has now to be completed by refinement 
activities which mainly include the selection of options. 

This proposal should now be processed by the Commission with interested parties, 
namely users, administrations, PTTs, research institutes, and other suppliers of 
information technology products, so that the detailled formal proposal can be 
available for the Council of the European Community for consideration and in 
order to make final decisions for adoption in January 1985. 

It is hopefully expected by the Twelve that this proposal and especially the 
selection of OSI standards contained herein will be harmonized with similar 
activities outside the EC Member Countries and will thus lead to harmonization in 
the area of data and office communication in Europe and beyond. 
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MANUFACTURERS VIEWPOINT IN OSI 

J. DEBLASI - CBEMA/USA 

POINT DE VUE DES FABRICANTS SUR OSI 

J. DEBLASI - CBEMA/USA 
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SPMC/83-131 
Revised April 11, 1984 

Recommended Verification Procedures  for 
Systems  Using osi Standards  

Introduction 

Today there is strong national and international interest in developing 
verification (Note 1) approaches for customer premises equipment to be 
attached to telecommunications networks. The objective of these approaches 
can range from preventing harm to the network to assuring compatibility with 
protocols and standards requirements associated with services and user 
applications within the framework of Open Systems Interconnection (OSI) 
which is under development in ISO and being utilized by CCITT. 

This paper supports the notion that the best verification procedure possible 
1s one in which a manufacturer can self-verify his product against a 
standard set of criteria using a standard methodology. 

Background  

Traditionally, network providers have, in many cases, performed extensive 
tests (NPO - Network Provider Option) of telephone equipment to assure 
prevention of harm to the network and compatibility to network. Information 
equipment assurance, e.g. the requirement for end-to-end compatibility of 
the user premises equipment has been satisfied by the competitive 
marketplace and considered a matter between the customer and the supplier. 

As the telecommunications environment has evolved, regulatory attachment 
procedures have become more flexible. In the United States, the only 
requirement today for attachment to the public switched telephone network is 
basically to demonstrate that the equipment will not harm the network or 
network personnel. Such requirements can generally be viewed as falling 
within OSI Layer 1, the physical layer. 

At the same time, in the new environment there are requests from network 
providers to establish verification processes to assure compatibility of 
customer premises equipment with the network, e.g. at OSI Layers 1-3 for 
packet services. Where network providers in addition also supply a 
standardized subscriber service (Note 2), such as teletex, verification 
processes could address the related standards of OSI Layers 4-7. Users also 
ask suppliers to verify end-to-end compatibility Of equipment; such requests 
could address functions at OSI Layers 4-7, as well as at OSI Layers 1-3, 
e.g., WDLC. 

Positions  

In recognition of this evolving environment and the request for 
verification, the following positions are established: 
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1) Justification 

Before any verification process is initiated, the objectives should be 
understood and the methodology and criteria clearly defined. The 
process should be justified economically and technically, and should 
address true user requirements. It should not be used for establishing 
non-tariff trade barriers, control over industry or market limitations, 
and it should have a minimal impact on the introduction and installation 
of equipment into the marketplace. 

2) Specification  of Tests and Verification Methodology  

Wherever verification is desired or required, it should be the minimum 
required to achieve the intended purpose and be performed against 
documented, Agreed-to specifications which have been internationally 
developed. The protocols to be verified, the test and test criteria, 
and the responsibilities should be properly identified and any 
requirements should be based, to the extent possible, on a single set of 
internationally accepted standards. The verification methodology and 
criteria should be included in the development of the relevant standards 
by the international committees. 

For example, certification (Note 3) for attachment to networks at OSI 
Layer 1 should be limited to that necessary for avoidance of harm to the 
network and network personnel (Note 4). 

The verification of equipment beyond these considerations adds a 
dimension beyond previous attempts to promote compatibility in the area 
of information systems, and care has to be taken not to discourage 
technological advances in this area. It should be kept in mind that 
harm to the network  ad  compatibility of equipment with networks does 
not have the same significance and does not require the same approach. 
Before verification processes for equipment compatibility are initiated, 
the objectives must be understood and the methodology and criteria 
clearly defined. 

It should be noted that the verification process is applicable only to 
the procedures and protocOls externally accessible between systems, not 
to those functions internal to the system. 

3) Requirement  for Testing  

In all cases a self-verification procedure (MTO-Manufacturer Test 
Option) shall take precedence because of efficiency, inherent 
capability, lower costs and flexibility of test methodology. 

At present there are a number of subscriber services specifying higher 
level protocols for end-to-end compatibility and more can be expected. 
In order to allow design and testing of equipment to be connected to 
those services, it is assumed that network providers document the basic 
standards they adopt together with their selected options. Preferably 
the requirements for verification should be satisfied by the competitive 
marketplace within the framework of voluntary compliance with agreed-to 
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test procedures. These information equipment verifications have been 
and should continue to be a matter between the customer and the 
supplier. It is recognized that some network providers may require 
certification of compatibility with subscriber or network services. 
Even in these cases, this requirement is satisfied by a 
self-verification approach. 

Notes: 

1. Verification  is the process of determining whether an implementation 
conforms with a set of specified protocols. The term certification  is 
used when a formal statement is made of conformance of equipment with a 
standard or specification. Depending on the country, certification may 
be mandatory for some requirements, e.g., related to safety or 
attachment to telecommunications services. The official approval 
granting permission to connect (which may require mandatory 
certification) is called, variously, registration, homologation, 
agreement  to attach  or type  approval.  

2. Standardized subscriber services are public services where some level of 
end-to-end compatibility of customer premises equipment is required. 
Included in this category are services such as teletex and telefax. 
These are services that permit any subscriber to communicate with any 
other and therefore require a standardized mode of operation and 
agreement on some end user procedures. These services should be 
considered in contrast with network services (leased circuit, circuit 
switched and packet switched) where end-to-end compatibility for 
equipment is not addressed by the network provider. For these services, 
the user has complete freedom to specify the protocols and functions in 
the equipment above those specified by the network services. 

3. The certification of user provided equipment should not be confUsed with 
the procedures used by telecommunication agencies to procure customer 
premises equipment to be offered as part of their service. These latter 
procedures define a choice of equipment satisfying detailed technical 
design and performance specifications. 

4. The objective should be to ensure uniform protection of the network from 
possible harm caused by the connection of the customer premises 
equipment. 

The procedure should protect against: 
- injury to network personnel, 
- damage to network equipment, 
- interference with metering signals, 
- transmission  signal characteristics that could affect 

other network subscribers (e.g. maximum transmit level), 
and 

- inadequate line termination (e.g. earthing symmetry). 
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VERIFICATION PROCEDURE - OSI 

REASON FOR 	TYPE OF 
OSI 	FUNCTION 	VERIFICATION 	VERIFICATION  

PHYSICAL 	SAFETY/HARM 	MTO OR NPO 
LAYER 1 

PROTOCOLS 	PROCEDURE 	MTO 

LAYER 2 	PROTOCOLS 	PROCEDURE 	MTO 

LAYER 3 	PROTOCOLS 	PROCEDURE 	MTO 	. 

LAYER 4 	PROTOCOLS 	PROCEDURE 	MTO 

LAYER 5 	PROTOCOLS 	PROCEDURE 	MTO 

LAYER 6 	PROTOCOLS 	PROCEDURE OR 	MTO 
REQUIREMENTS 

PROCEDURES 

LAYER 7 	PROTOCOLS 	PROCEDURE OR 	MTO 
& 	REQUIREMENTS 

PROCEDURES 

MTO = MANUFACTURER'S TEST OPTION - SELF-VERIFICATION BY 
MANUFACTURER. 

NPO = NETWORK PROVIDER OPTION - VERIFICATION DONE BY 
NETWORK PROVIDER. 
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USER AND MANUFACTURERS VIEW ON CONFORMANCE TESTING 

J.P. LAGASSE/J. SIDI - BNI/FRANCE 

POINT DE VUE DES UTILISATEURS ET DES FABRICANTS 
SUR LES TESTS DE CONFORMITÉ 

J.P. LAGASSE/J. SIDI - BNI/FRANCE 
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1. INTRODUCTION 

Telecommunication protocols for Open System Interconnection are now 
well engaged in the standardization process, at the international le-
vel. 

In parallel with the elaboration of the relevant standards work has 

been done in France by the RHIN project, in United Kingdom by the NPL 
(National Physical Laboratory), in Germany by the GMD (Gesellschaft 
fUr Mathematik und Datenverarbeitung), in the U.S.A by the NBS (Na-

tional Bureau of Standards) to develop methods, tools and test sys-

tems in order to be able to perform conformity testing. 

If we do not want standards to remain like "dead letters", we must 
perform conformity testing. 

In such an objective the setting-up of a conformity testing center 
for software implementing standardized protocols is a necessity. 
Around the conformity testing service other accompanying services 
such as information, training, technical assistance, help to develop-
ment, arbitration offer a range of services allowing the promotion of 
the Open System Interconnection. 

2. A MARKET RESEARCH, WHY ? 

With the arrival of the wide range of standardized protocols, two 

kind of new needs appear : 

- informations as precise as possible on the standards of these pro-

tocols, on problems about the development of software implementing 

these protocols, on trial and conformity testing services of these 

protocols implementations, 

- arbitration between conformant implementations in cases of inter-
functionning troubles. 

In order to propose solutions to satisfy these needs, the setting- up 

of a Conformity Testing Center has been thought off. 

In order to know the motivations and real needs of potentials users, a 

market research has been done. 

The purpose is indeed to provide service to different categories of 
users : 

-implementors of protocol software, 
-users of protocol software, 
-consulting organization or companies. 
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The needs or each individual category of potential user of the center 
are different and may be complementary. It has been thought important 
to improve the knowledge of the potential users and their needs so to 
be able to better satisfy them and provide efficient services. 

This study /1/ done for the DIELI (Direction of electronic and data 
processing industries, belonging to the Ministry of industry and 
Research of France), had two goals : 

-to study the needs in the field of conformity testing for telecommu-
nication software, 

-to infer the services to be provided by a Conformity Testing Center. 

3. HOW THE MARKET RESEARCH WAS CONDUCTED  

3.1 SAMPLE OF THE POPULATION STUDIED 

Whe tryed to cover the representativeness of the different categories 
of organizations or compagnies : 

-the implementors  of telecommunication software whatever hardware 
used, 

-the users  of telecommunication software and particularily the ones 
using, as parts of their systems, the software developed by the pre-
vious category, 

-software and consulting houses being able to act as implementors or 
as users or as both categories, 
-consulting organisms as users group and so on. 

But due to time limitation all the potential users have not been met. 

3.2 THE DIFFERENT STEPS 

To proceed, the work has been splitted in four steps : 

-preliminary definition step for the preparat,ion of the document 
being used as support of the market research, 

-telephone call and first contact with the targeted potential users, 
-presentation of the Center provoking reaction of potential users, 
-analysis and synthesis of the results. 

4. PRESENTATION OF THE SERVICES OFFERED BY THE CONFORMITY TESTING 
CENTER 

The list of thu proposed services by the Conformity Testing Center is 
the following : 

1-Information on tools and  methods for  conformity testing in order to _ _ . 
allow a simr, le and costless setting-up of the conformity tests by 
the user of the Center, 
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Information on conformant  products, by an easily accessible public 
list, 

3- Conformity Testing  of a software by the people of the Center, 

4- Trials  in a self-service access mode in order to allow users to 
directly perform tests as a debugging aid for preparing the offi-
cial conformity tests, 

5- Technical  assistance for  the development  of the software for stan-
dardized protocol, 

6- Assistance  to the setting-up of services of  conformity tests 
oriented on the internal methods of the Center, 

7- Training  on Standardized telecommunication protocols, 

8- Training on the development technics for software on telecommuni-
cation protocols, 

9- Training on the conformity testing methods, 

10- Arbitration between several telecommunication software normally 
conformant to the same standard, 

11- Selling  of conformity test tools, 
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S1 5 THiS, OF TUF REStIrS 

5.1 THE INTERVIEWS 

ANSWERS RECEIVED : 

- Users 	 13 
- Implementors 	 37 

50 

DISTRIBUTION OF ANSWERS : 

-FOR THE IMPLEMENTORS 
0 10 	20 	30 	40 

Public organism 

Private organism 

Implementor 

User 

Consultant 

.0 

34 

	 31 

11 

.16 

N.B. : the same organism may belong to several categories as listed 
here7upon. 

-FOR THE USERS 
0 	10 	20 	30 	• 	40 

Public organism 	. .3 

Association 	...3 

Private organization 	10 

Implementor 	9 

User 	13 

Consultant 

N.B. : The same organism may belong to several categories as listed 
here-upon 
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CCITT (46) 

BULL (29) 

INCOME IN MILLION OF FRENCH FRANCS : 

0 	 5 	 10 	 15 	 20 

less than 40 	 7 
from 	40 to 	200 	 5 
from 	201 to 	800 	10 
from 	801 to 1 200 	 - ., 
more than 	1 201 
no answer 	 9 

ARCHITECTURE, NETWORKS AND PROTOCOLS USED : 

The items are listed in the order they have been the most frequently 
mentionned, with the number of mentions between parenthesis : 

IBM 	  (49) 
with SNA 	 (28) 
with BSC/3270-2780 	 (21) 

17 

with X.25 	  (28) 
with X.28,X.29,X 3  	( 9 ) 
with Teletex 	 (6) 
with X.75  	(2) 
with X.21  	(1) 

with DSA 	  (22) 
with VIP  	( 7 ) 

DGT-ARCHITEL 	  (16) 
Specific (any kind) 	  (12) 
ISO : OSI 	  (10) 
ETHERNET  	(7) 
ECMA  	(5) 
VIDEOTEX (as in TRANSPAC actually)  	(4) 
DECNET  	( 3 ) 
UNIVAC  	(3) 
BURROUGHS 	  (2) 
TYMNET  	(2) 
OSCI (civil aviation)  	(1) 
ADP  	(1) 
CDC  	(1) 
IPS (SHARP)  	(1) 
GIXINET (Local Area Network)  	(1) 
RCI  	(1) 
NABTS  	(1) 
HP 3000  	(1) 
NAPLP  	(1) 
MTFTP  	(1) 
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5.2 MAIN RESULTS 

5.2.1. Interest shown for the different services 

The results are given in percentages, the figures related to the 
significant services are underlined. 

-FOR THE IMPLEMENTORS  : 

PRESENTED SERVICES 	 E. 	VU 	U 	LU 	S 	NA 

.Information on tools and methods , 46 	44 	3 	2 	0 	5 

.Information  on conformant 
products 	 34 	29 	3 	23 	3 	9 

.Conformity  testing 	24 	46 	3 	19 	0 	9 
, 

.Trials 	 17 ...._ 	64 	0 	11 	0 	8 

.Technical assistance for the 
development 	 0 	44 	3 	30 	18 	6 

.Assistance for setting-up 
conformity testing services 

.Training on standardized Tele-
communication protocols 

.Training on development services 
for software 

.Training on conformity teSting 
methods 

.Arbitration 

.Selling of conformity testing 

	

12 	41 	3 	24 	9 	12 

	

24 	49 	3 	15 	6 	3 ____ 

	

9 	44 	0 	35 	9 	3 

	

9 	43 	6 	26 	9 	9 

	

24 	35 	0 	21 	12 	9 

tools 	 6 	31 	11 	29 	9 	14 

E : Essential - 	U : Usefull - 	 S : useless 
VU : very usefull 	- LU : Less usefull 	- NA : no answer 
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-1, 0  THE USERS  : 

PKESENTED SERVICES 	E 	VU 	U 	LU 	S 	NA 

.Information on tools and methods 	38 	25 	6 	25 	0 	6 

.Information on conformant 
products 	 44 	28 	6 	17 	0 	6 

.Conformity  testing 	35 	41 	6 	0 	12 	6 

.Trials 	 19 	25 	6 	19 	25 	6 

.Technical assistance for the 
development 	 12 	24 	6 	6 	41 	12 

.Assistance for setting-up 
conformity testing services 

.Training on standardized Tele-
communicat  ion  protocols 

.Training on development tech-
nics for software 

.Training on conformity 
testing methods 

.Arbitration  

.Selling of conformity testing 
tools 

20 	27 	7 	7 	27 	13 

	

12 	47 	18 	12 	6 	6 

	

14 	18 	9 	27 	27 	5 

	

21 	21 	5 	21 	26 	5 

	

56 	17 	0 	17 	6 	6 .._._ 

	

6 	6 	6 	29 	41 	12  

F : Essential 	- 	U : Usefull - S : useless 

VU : very usefull 	LU : Less usefull 	- NA : no answer 
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5.2.2. List of added services 

The service added by the implementors  are (the number of .citation is 
given in parenthesis) : 

1- Performance evaluation (3), 

2- Access to the specifications through a videotex data base (3), 

3- Hiring of tools (2), 

4- Access to the reference implementation (i.e. formal description, 
source of programs) (2), 

5- Services oriented to de facto standards, particularily for confor-
mity tests (1), 

6- Methodology (tests plans,...) (1), 

7- Legal assistance, 

8- Broadcasting of information related to : 

.standards from ISO or for manufacturers like BULL, and giving the 
current status and the synthesis of the forecasted evolutions, 
.differences between standards on the same topic, 
.current status of the standardization in foreign countries, and 
particularily information related to public networks. 

The service added by the users are : 

1- Assistance in the choice of protocols, software using quality cri-
teria, 

2- Data base on protocol experts, 

3- Service providing technical documentation, 

4- Services like the one offered by the center for evaluation and ex-
perimentation of software products, 

5- Exchange information system using teleconferencing or electronic 
mail facility, the information being on pragmatic experiences 
(avoiding any kind of advertising). Answers to the questions may be 
given by experts of the Center, but also by other people using the 
system, 

6- Data base on conformant products, extended also to non conformant 
products performing the same services, 
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7- Early information on products irJpiementing standards, 

8- Global approach of the problem of system interconnection and pro-
tocol use, using a method, like 1-1111.SE /2 1, 

9- Transfer of development tool3 for example for the realization of 
specifics protocols, 

10- Synthesis on standards and Pccess to formal descriptions, 

11- Assesment of non standardized protocols. 

Global remarks 

The service added are not really new, but are mainly precisions or ex-
tensions added to the presented ones, the items added concern : 

- information more precise and more pedagogic, 

- widely used non ISO standards, 

- improvement of eValuation and comparison about the products for 
which the Center gives information, either on qualitative or 
quantitative aspects. 

5.2.3. Specific remarks concerning  •the  list of Conformant  products  

The number of time a same remark was issued is given in parenthesis. 

From the implementors  point of view this list may help : 

- to improve the knowledge about the market and the concurrence (12), 

- to save time and improve quality in the answers to call for tender 
2 
), 

- to "advertise for our products" (2), 

- to facilitate the choice of a product (2), 

- to enlarge marketing information, 

- to prevent developping an a/ready existing product, 

- to compare performances, 

- to improve networking engineering, 

- to minimize the risk in allowing to choose conformant products, 
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- to know compatiblo 

but, 

- may lead to some lost of income for implementors of specific softwa- 

re, 

- may oblige to run conformity tests in order to be in the list as 
other manufacturer in the same field, and that for marketing rea-
sons. 

From the users  point of view, this list may help : 

- to choose more rapidly compatible products (5), 

- to know the state of the art, and prevent to re-do it (5), 

- to orientate investments, 

- to know more than one supplier for the same products, through neu-
tral informations, 

- to get a more precise information about the choosen options of ana-
logous products, and be able to know what to do with them, 

- in defining call for tender referencing conformant products, 

- in the improvment of productivity, 

- in making comparisons with IBM products, 

- in finding alternative solution to IBM products, 

- to improve the quality of the choice, 

and the usefullness of the last may be improved by giving comparisons 

between analogous products. 

5.2.4. Synthesis of remarks concerning the setting-up of a Conformity 
Testing Center  

The remarks of users are related to ten topics. 

1- - Relations with standards : the notions of test, validation, confor- 
mity, certification need to be better defined or standardized ; the 
notion of "nearly conformant" need to be studied ; as standards 
can't be verified at 100% , we must avoid the syndrome of the 

• 	measurement of physical scale ; in relation to the application of 
standards the Center is indispensable. 
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2-Relations  with analogous Centers inside France : the  creat  ion of 

such a center must he coordinated with the one of the Test Center 

for ARCHITEL standards. 

3-Relations with analogous Centers  in foreign countries : the wish 
for the existence of such relations has been formulated. 

4 -Relations  with existing and de-facto standards : the weight of the 
existing is heavy, the users wishes that some effort would be done 
to take in account existing and de-facto standards originated from 
main manufacturers (but obviously this is outside the initial 
objectives of the Center). 

5-Guarantee given by the Center : the level of guarantee given by the 
Center need to be studied further, but on the contrary the Center 

must not be involved in acceptance of hardware. 

6-Economics : users are aware of economics interest and possible ear-
nings, but wish some comparisons on a quality-price basis between 
different products tested by the Center ; the most important bene-
fit would come from the obligation of positive results to confor-

mity test for system proposed in answers to call for tender. Such a 
Center would be usefull for the promotion of the french telematic 
and inside France a tool for the industrial policy. Concerning the 
price of the different services, their level should be defined 
according to the kind (public, private,...) of organism using 

them. 

7-Information  given by the Center  : this information should be broad-

casted as fast as possible or should be accessible by widely used 
media. A data base of existing operationnal validated solutions 
-really working- should serve as a model, that can also be used 

for the definition of needs. 

8-Technical : two distinct actions are requested : 

a) the Center should be able to rapidly follow the technical evo-

lutions on standards, 
b) the Center must situate its action in front of main manufactu-

rers. 

9-Quality of the services : the services offered must be perfect and 

far ahead, on the technical and commercial aspect, the services 
offered by suppliers ; but the Center must not take a part of the 
job of the software and engineering houses. The services need to be 
set-up rapidly. They need to be completed by methods and tools, and 

in theses areas the most concerned is the conformity service. The 

aspects relevant to interworking, must take priority upon the 

performances. The Center may play the role of an association of 

approved experts. 
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10-Global topics : such a Center may provide an action plan in three 
points : 

-rise the discussion to the level of the problems of the users, 

-provide arbitration between top people in order to solve complex 
problems, 

-enlighten the user on the tendencies of the moving standardiza-
tion's tarEet. 

The setting-up of such an action plan is necessary and urgent. 

The remarks of the implementors  are related to seven topics : 

1- Used tools : the tools used by the Center should be commercialized 
and have some extent to the lower levels (physical, link, network), 
or to other standards, in such a case the tools should be accessi-
ble directly, and not only through TRANSPAC, or easily transfera-
ble. 

2- Economics : the real use will mainly be concerned by the price of 
services ; the price of each service should be carefully tailored 
and clearly given, and this after each service having a precise 
definition. 

3- Quality of the service : the quality of the service is dependent on 
the competence of the staff of the Center, one way to achieve this 
is to maintain the staff closely in contact with the industrial or 
public organisms working at the top level in the field of telecom-
munication. 

The Center must have an important documentary stock in order to be 
efficient in the information services. The response time should be 
adequate and the interactions between the Center and the users 
deep ; for example, the trial service should be completed by tech-
nical assistance explaining in more details the results of the dif-
ferent test in case of errors. 

The Center must not introduce performances limitations on the tes-
ted systems. Test suite should be made available in order to 
strengthen the internal tests of manufacturers. The services must 
follow precisely the standards and the de-facto standards. 

The information about the conformant products should be extended to 
the reference implementation and give for example more precise in-
formation on implementations caracteristics like the number of ins-
tructions for the used language, the classes (or subset) implemen-
ted. The Center must play an expert role and audit the various so-
lutions in a network architecture. 
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A subscriber based servict should be set- i . foi  access to the 
documentation service and to th assistance services. Is an 
, xtension of these services forecasted for new telecommur'cation 
services ? (as for example for TELECOM 1 -telecommunications by 
satelite using X.21 recommendation- or for foreign public networks 
like TYMNET and TELENET). 

4- Quarantee given by the  Center  : for some people the Center must 
issue a label and be the responsible for "law and virtue". 

5- Functionning and relations with the environment  

The Center must be independant of the DGT (Direction Générale des 
Télécommunications depending of the Ministry of Telephone Telecom-
munications and Mail) and al3o of manufacturers. The transparency 
of the functionning must be achieved : the method for testing 
conformity and the associated procedures must be published. 

The Center must not be a "frozen big organism", in ,.each case when 
necessary it may leave some work to other organisms or compagnies 
more performant in the domain and in most cases give the 
responsability for assistance to engineering compagnies. 

Concerning the staff of the Center the positions are opposite : for 
some the Center must not hire people in engineering compagnies, but 
fo,.-  others it is the reverse. The reason of the latter's position 
is to guaranty a high technical level and :) guaranty Knowledge of 
industrial realities. 

The questions about the access to the list of conformant products 
is the following : is the access checked and are foreign compagnies 
allowed to access the list ? 

The creation and opening of such a Center is desired as soon as 
possible. 

6- National and International impacts 

The Center must reinforce the independance of France. It also have 
an important role to play to facilitate export by giving to manu-
facturers the names of organisms to contact for geting information 
on the local interpretation of standards and about the test and 
certification procedures on foreign markets. 

The, international  cooperation with analogous Centers is wished but 
some people are not sure of its efficiency due to the fact that the 
industrial interest in foreign countries are not necessarily 
convergent with our ones ? Anoher question is : can we avoid to 
have to revalidate in the foreign countries ? 
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The Center must not blindly npproved US products ; it must also 
require that the foreign products have a french documentation, in 
order to protect the internal market in the same way the Germany as 
succeeded. 

Will the tests Center become a de-facto oblied way ? Will it be a 
constraint ? Or will it be more neutral, encouraging and helping 
organisms or compagnies working in the field of Open System 
Interconnection ? 

7- Overall  aspects  

.111e manufacturers already having their own tools think that such a 
Center is useless. For others, it may arrive too late. It may be a 
logical complement to the RHIN pilot project oppening an informa-
tion service easily accessible. In fact the information and trai-
ning services have received a lot of interest. 

The Center is a real need, but, on one hand is function must be mo-
re precisely defined, for trials it is fully necessary, for certi-
fication somes mistrust anl some fear exists. On the other hard it 
is necessary that the authorities -if it is them that set-up such a 
center- have the will to invest knowing that incomes may only come 
in few years late. 

6. SERVICES TO SET-UP AND PRIORLLIES 

Following the answers given by potential users, a progressive set-up 
is proposed splited in two phases, a first one in short term, and ano-
ther one in medium term. 

This approach in two phases allows on one hand to set-up gradually the 
Center, beginning by the most priority services dedicated to informa-
tion and on the other hand to prepare the setting-up of the test con-
formity services in parallel with the conclusion of standardization 
actions forecasted for the end of 1984 or the beginning of 1985, rele-
vant to the levels of presentation, session and transport. 

6.1. Short  term  

(1) Information service an OSI standards providing mainly : 
(11) access to references  of documents (IS, DIS, DP), 
(12) access to clearly understandable synthesis on : 

(121) the current status 
(122) the perspective Gf evolution on the technical le-

vel. 
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(121) the relations (differences,...) between standards 
of different associations ECMA..., or CCITT recom-

mandations 

(124) the dates of stabilisation of the differents docu-
ments on importants votes 

(125) some concrete examples of use standards in a real 
and usefull environment. 

Synthesis need to be done on an historical and correlati-
ve aspect (where standards come from), and on a prospec-
tive aspect. 

(13) Access to formal descriptions and reference implemen-
mentations allowing : 
(131) to aleviate a description ambiguity (in the 

natural language description) on some precise 
point using the formal description. 

(132) to know the caracteristics of reference implemen-
tations relevant to : 
-complexity, 
-volume of code (memory space) and this for each 
class, subset, in order that the choice on the 
functional level can be done knowing the realiza-
tion constraints. 

(2) Training services providing mainly : 

(21) a general training service aiming to introduce stan-
dards on a pedagogical level for users non familiar 
familiar with the telecommunication field. 

(22) a training on development of software protocol service 
focusing on : formal description technics, industrial 
methods for software manufacturing (including dedicated 
languages for protocol implementation), this service is 
linked to the service (13) of access to formal descrip-
tion and reference implementations and also to the ser-
vice (3) on information on the tools and procedures for 
conformity test. 

(3) Information service on tools and procedure for 
conformity testing providing mainly : 

(31) the description of test conformance methods, 
(32) the description of test conformance tools, 
(33) the description of test conformance procedure, 
(34) the reference of ISO documents relevant to that sub-

ject, 
(35) the test suite. 

The more appropriate access forms are documents broadcasted 

on demand, updated if necessary and then broadcasted another 
time. 
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( 5 ) 

6.2. Medium  term  

(4) Self service for trials providing mainly : 

(41) communication establishment capability using the le-
vels : 
-transport, 
-transport + session 	presentation for a virtual 

device 

(42) capability to remotely pilot the behaviour of the 

test driver, for example using an asynchronous device 
closely located to the implementation under test 
(called command terminal), 

(43) capability to get on the command terminal the synthe-
tic of Information while the test is running. 

The conformity test service providing mainly : 

(51) the functionnal caracteristirs of the test reponder 
that need to be implemented over the implementation 
under test, 

(52) access and triggering of test suites using the same 
mechanism as for the access to the test driver in 
self service, 

(53) execution and control of the conformity test, 
(54) issuing the results of conformity test (number of 

errors, nature and condition of occurence), 
(55) indication of the success of the conformity tests 

with the capability to include or to not include the 

product in the list of the conformant products. 

(6) Information service on the conformant products, offered on 

a subscriber base. 
Information being broadcasted and accessible as follows: 

(61) by answers to the generic question "what are the name 

of the products that implement level N on hardware 

(or system) S", 
(62) the informations given are : 

-the name of the product, 
-the name of the supplier and its address, 
-the essential informations in relations with stan 
dards : 
.level, 
.reference to the standard document, 
.options/classes tested. 

-caracteristics of the tested implementation (langua-
ge, memory space used,...) 
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( 7 ) Arbitration service between conformant products providing 
maInly : 

(71) formal audit service for analysis causes of errors du-
ring  inter functionning, 

(72) a pragmatic expert service on errors interfunctionning 
errors using tools like CERBERE for analysing the errors 
and trying to indicate the solutions. 

7. CONCLUSION 

The presentation of the Center and this study seem to receive a favo-
rable welcome. 

The information and training services have been introduced only as 

complementary services to the conformity test service in the aim to 
inform about the functionning of the Center and to facilitate the use 

of conformity tests. However theses services have received greater 
interest than forecasted. 
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INTRODUCTION 

The Canadian  Business  Equipment Manufacturers Association (CBEMA) is a 
non-prcfit association of about 60 companies in the information proc-
essing, office equipment and office furniture industries. Member 
firms' 1983 sales exceeded $6 billion, approximately 20% of which were 
export generated. 

CBEMA member firms supply many types of business equipment which use 
telecommunications services and has therefore been active for many 
years in legislative, regulatory and standards w-ltters related to 
telecommunications. Many CBEMA members have a strong interest in OSI 
and  several are active on the Canadian OSI standards Committees. 

CANADIAN EXPERIENCE WITH TESTING AND CERTIFICATION 

While our members' experience with testing and validation of OSI pro-
tocols is limited at this early stage in the evolution of OS1, our 
members have considerable experience with testing and certification in 
two areas: electrical product safety, and telephone network attach-
ment. As we feel that our experience in these areas is valuable when 
considering OSI testing and validation, I would like to review this 
experience before moving on to discuss OSI. 

0 Electrical Product Safety  

In Canada the authority for ensuring that products which plug into 
the electrical power network are safe, lies with provincial agen-
cies. These agencies, working together, have accepted the Canadi-
an Standards Association (CSA) as the accredited agency to develop 
standards for electrical product safety and to certify all pro-
ducts which plug into the network. Thus we have national stand-
ards and a nationally accepted certification agency for product 
safety. 

The development and maintenance of the standards (they vary some-
what by product type) is done on a consensus basis by balanced 
committees representing all interested parties. 

The verification that products meet the standards and the result-
ing certification of such products is carried out by the CSA. 
Over the years the CSA have developed a range of procedures to 
meet the needs of their clients, including procedures where quali-
fied manufacturers perform the required testing and labeling in 
their own development and manufacturing sites around the world. 

Our members experience with these testing and certification proce- 
dures is very positive. The manufacturer testing option saves 
considerably in both time and money and has shown conclusively 
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that, with a minimum  of oversight, manufacturers can be trusted to 
meet the safety requirements without mandatory testing by a third 
party. 

o Telephone Network Attachment 

Our experience with the standards and procedures required to 
obtain certification for attaching to the telephone network  has 
taught us another lesson, one that is not so positive. 

The situation here is quite different from that of the product 
safety area in that we do not yet have standards which are 
accepted on a national basis, and in our view, we do not have suf-
ficent flexibility in the certification procedure to permit test-
ing to be done by the manufacturer at the manufacturing location. 

Here we have a situation where mandatory testing and certification 
is centralized and originally was all conducted in a government 
laboratory located in Ottawa. More recently, it became possible 
to have the testing conducted in accredited non-government labora-
tories or test facilities located in Canada. However, interna-
tionally based organizations can not conduct the required testing 
at their development locations around the world. Such a situation 
results in added cost and considerable delay in obtaining the nec-
essary certification. 

We have learned a lot from the testing and certification experience in 
these areas and as a result have formed opinions on the type of test-
ing and verification that we think will best serve the marketplace for 
OSI based products. 

Several of our member firms are now in the process of developing pro-
totype products using the OSI standards that are emerging. While 
these projects are not announced and I am not at liberty to discuss 
them with you this morning, we have learned enough with these develop-
ments to remain convinced that the views we formed a year ago are 
sound and that the validation approach we propose will work in the 
marketplace. 

BASIC POSITIONS ON  OSI TESTING AND VALIDATION 

At the workshop in Paris last year, I presented CBEMA's basic posi-
tions on testing, validation and certification and related them to the 
OSI environment. While considerable progress has been made since that 
time in understanding the nature of the conformance and validation 
issues in an OSI environment, I am pleased to report that this under-
standing has been supportive of our basic positions. 

As these positions are strongly held by CBEMA members, I think they 
bear repeating in summary form, as follows: 

Manufacturer's Views and Experiences in Testing and Validation 
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1. As conformance.to osi standards is not a matter dealing with the 
safety of people or property, there is no need to consider manda-
tory certification procedures to  ssure compliance with OSI stand-
ards. 

2. OSI standards conformance deals with the issue of compatibility 
between equipment and systems which in our view can best be dealt 
with through the development of international standards for the 
conformance requirements and verification techniques. 

3. verification of and attestation tc conformance to OSI standards 
should be carried out primarily by product and service suppliers, 
augmented by user or third party confirmation as required by the 
marketplace. 

It must be possible for OSI product developers to implement the 
conformance and testing standards within their organizations and 
to unilaterally verify and attest to the conformance of their pro-
ducts. 

Where third party testing and verification facilities are devel-
oped, they should be offered on a market driven basis to users and 
product developers. Such facilities should be offered on a com-
petitive basis and should not be the monopoly of government aaen-
cies. Such facilities could, however, be subject to accreditation 
by appropriate national authorities. 

4. Once international standards for conformance and validation are 
agreed, attestations of conformance by manufacturers or accredited 
third party test houses should be accepted internationally. 

VIEWS ON OSI CONFORMANCE AND FORMAL DESCRIPTION ACTIVITIES 

We have been following the progress of the work on OSI conformance 
testing and formal description techniques and would like to make the 
following points: 

o We strongly support the work in ISO to develop International Stan-
dards for OSI protocol conformance. In our opinion, the objective 
of such Standards should be to allow verification that an OSI 
based product will operate directly with other OSI based products. 
Our hope is that such standards, once developed and adopted inter-
nationally, should eliminate the need for independent country lev-
el testing, verification, or certification requirements. 

However, in the development of the OSI Standards care must be tak-
en to only standardize the extexnally visible characteristics that 
are necessary to ensure conformance and not to attempt to stand-
ardize system internals, or to establish rigid testing procedures 
which could restrict the innovation of OSI system implementers. 
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o  We strongly support the work in both ISO and the CCITT to develop 
formal description  techniques for unambiguously specifying OSI 
protocols. We also urge that the effort being made by thse 
organizations to ensure a single technique be continued. 

o 	Finally, we would like to express our hope that as these standards 
emerge internationally, they are adopted by the national standards 
authorities in a consistent manner around the world. 
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Position of EUROBIT 
concerning open systems for communication  

EUROBIT welcomes basic solutions for open systems within the 
framework of internationally agreed standards and supports the 
coordinated efforts of national and international standardi-

zation bodies referring to this consignment. 

The promotion and use of standards val id  all over the world is 
a precondition for easy world-wide communication, and should 

therefore be an important concern to all politicians and 
economists responsible for it. Governments and leading asso-

ciations of those countries playing an avantgarde realizing 

open systems, as well as all supranational organisations 
involved are required to strenghten their efforts. 

So EUROBIT supports the targets of the international "open 
systems interconnection-workshops” that provide improved mutual 

information and advice, guiding the actual open systems-activi-
ties to an equal-balanced realisation in the participating 
countries. This includes the development and the provision of 
suitable test and analyzing procedures covering the higher 
ranking levels of the ISO-reference model. Therefore it is 

essential that industry, research institutions and the legal 

authorities should cooperate intensively. 

In order to avoid adverse national intercept-strategies and not 

generally adopted features within the world of open systems 
interconnection, EUROBIT advises to secure the same outcomes of 

different national introduction concepts for open systems by a 

competent and qualified body. 

A successive meeting to the previous open systems interconnec-
tion-workshop '83 in Paris, taking place at the end of May in 
Ottawa, Canada, should especially consider these problems and 

emphasize the following topics: 

- providing topical information and mutual consultation 

- nationally and internationally backing of open systems 

interconnection by drafting references for levels 5 
and 6 and avoiding additional strategies other than 
those which support international OSI standards or OSI 
standards candidates 

- drafting and using consented test criteria and test 
procedures on open systems' protocols 
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- validating and certificating of standards conformity 
- coordinating of national projects which practice the OS 

references 

- ensuring conform schemes for future aims of open system 
interconnection -standard ization 

- integrating open systems interconnection references into 
new system environments (operating systems, OSI management) 

Clearly, there is a need for early national and multilateral 
initiatives. The information exchange descrIbed above should 
not, however, lead to the unnecessary duplication or replace-
ment of existing standards channels. 

Frankfurt, 8th May 1984 
Hn/Qu 
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CONFORMITY TESTING AND CERTIFICATION 

TOPICS 

o 	OSI POSITION OF EUROBIT AND VDMA 

o 	OS! SUPPORT OF GERMAN STANDARDS 
INSTITUTE DIN 

o 	DIN PROPOSAL ON CONFORMITY TESTING 
AND CERTIFICATION 

W. BRODBECK 
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CONFORMITY TESTING AND CERTIFICATION 

EUROBIT/VDMA OSI POSITION  

o 	SUPPORT AND ADHERENCE TO ONE SET OF INTERNATIONAL 
STANDARDS 

o 	SELECTION OF SUBSETS DEPENDENT ON APPLICATIONS 
AND NOT ENFORCED BY REGULATIONS 

o 	HARMONIZE OSI STANDARDS ACTIVITIES TOWARDS 
CONSISTENT IMPLEMENTATION CONCEPTS ON A 
WORLDWIDE BASIS 

o 	WORLDWIDE SYNCHRONISED INTRODUCTION THEREBY AVOIDING 
FURTHER NATIONAL INTERIM SOLUTIONS 

o 	EMPHASIS ON TESTING AND DIAGNOSING PROCEDURES 
FOR HIGHER LAYERS 

W. BRODBECK 
4/84 
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CPNFORMITY TESTING AND CERTIFICATION 

DIN 	OSI POSITION 

o 	DIN SUPPORTS OSI AS AN INTERNATIONAL STANDARDS 
ACTIVITY OF 

ISO 

- 	MAXIMUM BENEFIT TO MANUFACTURERS AND 
USERS BY ONE SET OF INTERNATIONAL ST 
SUPPORTING FULL RANGE OF APPLICATIO 

- 	TO ASSURE COMPATIBILITY BETWEEN 0 
SYSTEMS, FORMAL DESCRIPTION TECH 
AND TEST METHODOLOGY HAVE TO BE 
BY AN INTERNATIONAL STANDARDIZ 
EFFORT 

- 	ACCEPTANCE AND SUCCESS OF 0 
LARGELY DEPEND ON RESOLVIN 

OF CONFORMITY 

W. BRODBECK 
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CONFORMITY TESTING AND CERTIFICATION 

OBJECTIVES OF DIN PROPOSAL:  

0 	ESTABLISH VOLUNTARY CONCEPT FOR INTERNATIONAL 
CONFORMITY TESTING AND CERTIFICATION 

0 	DEFINE RESPONSIBILITIES OF ISO AND NATIONAL 
STANDARDS BODIES 

0 	ADDRESS AUTHORIZATION OF TESTING LABORATORIES 
AND TEST METHODS 

o 	MANUFACTURER'S OPTION FOR SELF-TESTING OR TEST 
BY INDEPENDENT TESTHOUSE 

W. BRODBECK 
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CONFORMITY TESTING AND CERTIFICATION 

BASIC ASSUMPTIONS OF DIN PROPOSAL 

- TO REFLECT ISO/IEC GUIDELINES 

- TO USE INTERNATIONAL AND NATIONAL STANDARDS 
BODIES TO THEIR FULL EXTENT 

- TESTING AND CERTIFICATION LIMITED TO  STANDARDS  
CONFORMITY 

- SPLIT OF RESPONSIBILITY BETWEEN TESTING 
LABORATORY AND CERTIFICATION BODY 

- NATIONAL CERTIFICATES TO BE RECOGNIZED 
WORLDWIDE 

W. BRODBECK 
4/84 
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CONFORMITY TESTING AND CERTIFICATION 

CONCLUSION  

EVOLUTIONARY CERTIFICATION CONCEPT 

- GROWN AND TESTED BY DIN IN VARIOUS STANDARDS 
AREAS 

- ADAPTED TO COMPUTER SOFTWARE 

o 	VOLUNTARY APPROACH 

- RECOGNIZES NEED FOR DIRECT CUSTOMER/ 
MANUFACTURER RELATIONSHIP 

- NEITHER MANDATORY NOR REGULATED 

o 	BASED ON INTERNATIONAL STANDARDIZATION 

- WORLDWIDE RECOGNITION OF TEST RESULTS 
ACHIEVABLE 
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OUTILS OPERATIONNELS POUR 

LE TEST DES PROTOCOLES DE 

COMMUNICATIONS 

OPERATIONAL TOOLS FOR COMMUNICATION 

PROTOCOL TESTING 

JP. ANSART 

Directeur du Projet RHIN 

Agence de l'Informatique 

Tour FIAT 

92084 Paris la Défense 

RESUME 

Une fois les protocoles normalisés 
implantés sur différents systèmes, 
il faut disposer d'outils : 

- de mise au point 
- de test de conformité 
- de mesure et d'arbitrage 

Nous présentons une série d'outils 
CERBERE, GENEPI, STQ, opérationnels 
offrant l'ensemble de ces fonctio-
nalités pour les niveaux 4/5/6 de 
l'OS!.  

ABSTRACT 

Once the standardized protocols have b 
implemented on different systems, ther 

is a need for tools for 

- debugging 
- conformity testing 
- measure and arbitration 

We present a set of operational tools 
offering all these functionalities for 
layers 4, 5 and 6 of OS!.  
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1. Introduction 

As soon as a distributed system involves several components 

build by different parties - e.g. users, suppliers—.. - and 

communicating using protocols, setting up the system does not 

end with the protocol design and implementation steps : 

verifying that the components conform to the protocols - i.e. 

that the equipments really respect the protocols when running 

is also en important task. . 

1.1. Purpose of testing and testing tools 

First, testing tools should provide help for debugging 

implementations while building the system. This includes 

mainly two  aspects : 

- checking that the equipment correctly run the protocol 

- checking the robustness of the software against abnormal 

situations : reaction to protocol errors made by another 

party as well as to transmission errors (i.e. errors 

signalled by the (N-1)-service). 

Testing tools should also provide help for performing 

acceptance testing : when a component of e  network is 

installed by ità user who may have baught 	it from a 

supplier, the user should be able to verify that : 

- the equipment conforms to the protocol, 

- the range of options really supported conforms to what is 

claimed to be supported by the supplier, 

- the equipment has a acceptable degree of robustness, 

- the performances meet the users requirements. 

Finally, after equipments have been put into an operational 

network, the experience has shown that there is a need for : 

- arbitration facilities : in the case of abnormal behaviour 

it is of prime importance to be able to designate without 

ambiguity the faulting equipment 

- online measurement facilities : this cover traffic 
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measurement (in order to anticipate the possible evolution 

of the network topology) - as well es specific protocol 

performance measurement (like the ratio between the number 

of data messages versus control messages) in order to 

prepare the next versions of the protocols themselves. 

1.2. Specific constraints for testing tool in an open 

environment 

For systems under test which have implemented en interface 

permitting direct access to a specific layer, it will be 

possible to test this layer, provided that the lower layers 

have already been tested. 

If this is not possible, combined testing of layers will be 

necessary. 

For exemple, once the transport layer has been tested in this 

way the session layer may be tested. Then after this, it will 

be possible to test a virtual terminal protocol or a file 

transfer protocol. Conversely if the transport layer 

interface is not available, but the session interface is 

available, the transport and session layer will be tested 

together, before the VTP is subsequently tested. 

This flexibility is of prime importance because system will 

make the choice not to exhibit particular interface for 

perfomance or architectural consideration : e.g. an X25 chip 

does not provide external access to the layer 2 service 

interface. 

An other fundamental constaint for a testing tool is its 

ability to accommodate different versions of protocols : if 

the cost for building the testing tool when changing the 

protocol is higher that the equipment production cost, then 

the testing tools will never be used.— This aspect is very 

important when several versions of a protocol are 

experimented. This property is sometimes refered to es 

'protocol independence' of the testing tools [ANS 8 87...] . 

We present briefly three testing tools developped by the 

Agence de l'Informatique in France fANS-9 83, DAM 82,BON 83, 

FER 833. 
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2. The STQ system. 

The STD system is based on two  main  components 

- the reference system 

- a distributed application which uses (and exercices) the 

service provided by the reference system and the 

implementation under test. 

The distributed application contain mainly two parts : 

- a test driver which is the active part executing  e  scenario 

- a test responder acting as a passive system which responds 

to the stimuli sent by the test driver via the (N)-service. 

The test driver and the test responder are cooperating in 

executing a scenario. 

A scenario is a set of commands requiring (N)-services. The 

test driver transmits to the test responder the commands to 

be executed in (N) -SDUS of a previously opened (N) - 

connection. To some extend the responder may be viewed as an 

interpreter which is remotely loaded by the active tester. 

Éxecution of a scenario is splitted into several phases, each 

of which starting with the transmission of the commands to be 

executed in the second part of the phase. 

Since the responder is a quite complicated program, it is 

important to reduce the cost of its production, as well as to 

ensure its correctness. In order to achieve fhese two goals 

the test responder is splitted into two parts : 

- one is the main program comprising the algorithm for 

command loading, interpretation end execution. This part is 

written in Pascal and portable. It is given to each potential 

client of the STQ test system. This part assume a (N)-service 

strictly identical to the theorical (N)-service defined by 

ISO for the (N)-layer under test. 

- The second part  deals with the mapping of the (N)-service 

abstract interface into the real interface available inside 

the implementation under test. This part is system dependant 

end shall be realized by the ower of the implementation under 
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test (I.U.T). 

Portable 
test responder 

Interface 
adaptator 

test responder 
theorical (N)-service 
interface 

Real interface to 
1 	(N)-entity 

the test responder 

The STQ system contains the following components : 

• the reference implementation runs the (N)-protocol 

• the management and configuration module allows for tracing 

the events, configuring the test (setting parameters and 

options) and also introducing errors and simulating 

abnormal behaviour 

• the test driver controls the execution of the tests and 

pilots the remote test responder(s) 

• the (N - 1) -service implementation runs protocols (N - 1) 	to 

1 in order to provide the (N-1)-service used by the (N)- 

entity. 

The scenario commands are divided into three subcategories : 

• the supervision commands allow the user of the system (i.e. 

the operator of the STQ test system) to set up the 

configuration, end activate/deactivate the trace end log 

facilities 

• the operator commands for buiding/modifying, loading/execu-

ting, starting/suspending/resuming scenarios. 

Automatic as well step by step mode of operation are 

available. 
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the scenario elements themselves : operation of the (N)- 

service, remote loading of the test responder, and 

execution of a distributed scenario (send/receive date, 

synchronize, echo...) 

A traductor based on an syntax analyser translates 	the 

external form of a scenario (i.e. a form suitable for the 

operator) into an internal4form (i.e. a form suitable for 

execution by interpretation). 

In order to perform tests starting from elementary tests end 

increasing the complexity and the completness, a scenario 

data base is also available. The tests recorded in the data 

base fall into four categories : elementary test for service 

availability, test requiring configuration, test of protocol 

options and parameters, test including error recovery and 

reaction to abnormal situation (error generation). Mono 

correction as well as multi-oonnection tests can be also be 

run. 

The components of a STQ systems. 

3. The CERBERE tool. 

CERBERE is a tool designed to be introduced between two 

equipments running high level protocols. One equipment is the 

197. 



e2 CERBERE 
r -  
I 	f Analysis 

el 
high level 
protocols 

1 
--t 

relay 
Ma...MR. 41M M. •01M. 

J Network 
service 

POU(X25) 

1 	1  I 	7 

implentation under test, the other one is the reference 

equipment (i.e. a testing center or an equipment previously 

tested). The CERBERE cannot provide directly  fore complete 

test system but is only a complementary aid. CERBERE is also 

usefull for arbitration and measurements in en operational 

network. 

CERBERE acts as a relay in layer 3, allowing for 

- analysing the use of the network service made by the higher 

level protocols 

- simulating errors in the network service 

CERBERE as an high level protocol analyser. 

CERBERE offers to its user an interface allowing for 

decoding/analysing the high level protocols contained in the 

network service data units. In parallel mocP the analysis is 

done simultaneoulsy with the relay function therefore 

guaranteeing that the traffic is not perturbed. In serial 

mode the analysis is performed before the relay function is 

called on, allowing for 'intelligent' perturbation of the 

network service (e.g. simulate a network disconnect when the 

high level commit protocol is in its 'window of 

vulnerability'). 

CERBERE also offers a lot of complementary services like 

statistic calculation tools, network usage cost computation, 

sophisticated full screen display of results, traffic storage 

on disk for defered off-line analysis—.etc. 
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Five prototypes of rERBERE are now operational end are  used 

for analysis of OSI transport and session. A commercial 

version (based on Intel 8086) is expected before the end of 

84. 

4. The GENEPI tool 

GENEPI is a protocol date units generator which is 

independent of the protocoa : i.e. changing the protocol 

supported by GENEPI is an easy (and costless) task. 

- GENEPI is designed to manipulate conceptual objects 

involved into a (N)-protocol : (N)-PDUs, acces to  (N-i)-

service, 	mapping 	of 	PDUs 	into 	( N - 1 ) - S DU s , 

encoding/decoding... 

- the basic software knowns neither the format of the PDUs 

(the syntax) nor the semantic of the protocol : both are 

introduced by the user in the form of tables and automata 

that the GENEPI basic software uses to generate the (N)- 

protocol. 

Assuming that GENEPI is designed to generate (N)-PDUs, its 

basic software contains : 

• an implementation of the (N-1)-service 

• a set of commands to access the (N-1)-service 

. a set of commands to manipulate local variables 

. a set of commands to compose and send (N)-PDUs and to 

decode (access to the fields of) received (N)-PDUs 

• a facility for macro-commands 

a state automata-driver 

• trace, logging and display functions 

In the first stage the operator introduces the format of the 

PDUs in two differents way : the logical format describes the 

PDU's fields es "records" while the physical format deals 

with the (actual PDU's bit strings end the mapping between 

logical and physical formats. 

GENEPI can be run in manual mode : the operator composes 

logical PDUs with the help of the system (prompting for each 

parameter), then the system encodes and send them. When 
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receiving, the system decodes the arriving PDUs and display 

them in logical format. 

Parameters values  con  be set to/assigned from local variables 

for speeding up the protocol operation. lhis mode allows to 

set up elementary - but significant-test of high level 

protocol in a very few days. 

An other mode - termed automatic - is also available : the 

manual operator is replaced day a set of interconnected state 

automata, which events are (N)-PDUs and (N-1)-service 

indications, and actions are GENEPI commands. Automatic mode 

permits to build acceptance test which can be run without 

the help of any operator. The system includes multiple state 

automata instances selection/manipulation, therefore complex 

functions like multiplexing - splitting - error recovery are 

easy to introduce into GENEPI. 

Finally the system provides for a multilayer testing facility 

in which PDUs of two adjacent levels (N and (N+1)) can be 

manipulated simultaneously. 

The GENEPI package has the network and transport service 

implemented as standard (N-1)-service : it can therefore been 

used for testing any protocol in layer 4,5,6 of the OSI 

architecture. It has been used to test the early 

implementations of OSI made by french suppliers and PTT. 

5. Conclusion 

Testing conformity of equipments to protocol is one of the 

key points for the OSI protocols development and use : the 

objective of OSI will not be achieved unless products are 

produced in conformance with OSI and tested for this 

conformance. Although some early testing tools are available 

- with promising results, there is one main area which has 

not really be tackled so far : how can the specification 

tools automaticaly produce the testing tools : 

- deriving the test scenarii 	automatically form 	the 
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specification 

- implementing . the testing center automatically form the 

formal specification of the protocol 

- generating automatically analysis programs to be run in an 

'observer' (like CERBERE). 

Although a tool like LISE produces test scenarii as a result 

of the validation process, the number of scenarii is too high 

for beeing used in practical tests and they are no tool for 

selecting a usable - and ssignificant - subset offering a 

appropriate test covering. 

Although implementations can be automatically produced from 

a formal specification, this does not address the problem of 

error generation and does not help for producing the test 

scenarii. 

The only area in which significant results have been obtained 

so far is in deriving an automatic observer form the 

specification of a protocol [AYA 79] or in deriving test 

seqUences for a state machine when the protocol is simple and 

no variables are usedl:SAR83, ANS-CAST-GUIT-RAF 84] . A tool 

called GAST has been developped at Bordeaux University in 

cooperation with the RHIN Project  CUIT  84 and has given 

early promising results in the area. 
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Abstract  

In order that the development and application of International 
standards on communication protocols such as the ISO OSI could 
succeed in providing truly Open System Interworking of various 
pieces of equipment from different manufacturers and across 
international boundaries, it becomes necessary to have a 
possibility to certify that a particular protocol implementation 
adheres to the given protocol specification. This certification 
relies on testing as the primary vehicle. The tests must, however, 
be developed only on the basis of the specification without any 
knowledge of the particular implementation form. We present here a 
brief description of a test system we developed, and the results 
of applying the various test sequences to two different 
implementations of the ISO Class 0 Transport protocol. 
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1. Introduction 

With the continuing development of international standards on 

communication protocols, such as the set of Open Systems 

Interworking (OSI) protocols [OSI 83], the communication between 

various makes of communication equipment, and across international 

boundaries, should become easier. Using public data 

computers and terminals in different parts of the 

exchange information provided that they agree on the communication 

protocols to be used. Although this agreement is the first 

necessary step towards OSI, it is not sufficient in itself. That 

is, it must also be assured that the protocol be correctly 

implemented in the various communicating pieces of equipment. 

The assessment of the adherence of communication protocol 

implementation to its specification relies on testing as its main 

tool [Boch82g, Rayn82]. The development of the tests and their 

application have rather particular properties and constraints 

which make them quite different in appearance than those created 

currently for testing hardware and software systems. Just to 

mention some of the main characteristics: 

- The tests must be developed strictly on the basis of the 
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(formal) protocol specification, and not on any knowledge of the 

implementation, since its structure may vary among different 

manufacturers. Therefore, most of the known software testing 

techniques [Howd 78] are not applicable. 

- In most cases, when testing a protocol implementation, the tests 

consist of two separate communicating counterparts. This may give 

rise to a synchronization problem [Sari83, Sari 84], for more 

detail see Section 2.1. 

- There is a great difficulty in developing any fault models which 

could simplify the test generation procedure. 

- Since the protocol (specification) usually ressembles a rather 

complex set of communicating automata whose description is 

extended through the use of programming language statements 

[FDT B, Viss 83, Boch 84], the various functional testing methods 

déveloped for microprocessors are not of much use either. 

- The protocol specifications are usually incomplete, and yet the 

reaction of the tested implementation in unspecified situations 

must be examined to determine for instance its robustness. 

- The test should not only examine the logical correctness of the 

implementation, but also its quantitative characteristics such as 

throughput, delay, error rates, etc. 

It is for these reasons that quite considerable amounts 
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work go around the world into 	the 	development 	or 	to:;1 

methodologies and the supporting test systems [Rayn82, Rudi 831. 

In our case, we have developed a test system and test 'seguence›; 

for the verification of the logical correctness of protocol 

implementations. We have applied it to the Class 0 Transport 

protocol [OSI TP]; nevertheless, the method is general and the 

test system is useable for protocols up to the application layer. 

Part of this work has been reported previously [Boch 82g, Cern 83, 

Maks 83, Boch 83f). In this paper we shall concentrate on 

describing the results of applying the test system / test 

sequences to two different Class 0 Transport protocol 

implementations. 

The next section (2) will briefly describe the test system 

architecture, Section 3 will outline the test generation method 

used, the subsequent section (4) will illustrate the two protocol 

implementations, while Section 5 will show the results of the test 

application with a description of typical errors detected in the 

implementations. Section 6 concludes the presentation. 
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ihe test architecture  

2.1. Uverall system architecture 

The test architecture used by the system is shown in Figure 

1. This architecture is.sometimes called "remote testing" since 

the protocol implementation under test (IUT) reside in one 

computer (or other kind of communicating equipment) and the major 

part of the tester (also called "active tester", or AT) reside 

remotely in another computer. The active tester in one computer 

and the IUT in the other computer implement the protocol of layer 

M and communicate through some network and the communication 

service provided by the protocols of layers up to (N-1). In the 

our case, the IUT imqlements the Transport protocol (layer 4 of 

the OSI Reference Model), and the communication with the active 

tester is reafized by a packet-switched data network (Datapaci 

using the X.25 access protocols of layerS 1 through 3. 

The IUT is tested by stimulating and observing the IUT at 

lts two major interfaces. These are the lower layer interface 

through which the IUT communicates with its peer (during the test 

session with the active tester), and the upper . layer interface 

through which the IUT provides its communication service to its 

- user. For testing purposes the user is replaced by a so-cal led 

"responder" which is part of the testing system. The responder  is  

a particular user module which interacts through the IUT and the 
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[ower communication layers with the active tester in view of 

performing a test of the IUT. 

For this purpose, the active tester and the responder 

perform a sequence of coordinated actions which allows them' to 

drive the IUT through a given sequence of input stimulations and 

to observe the resulting output from the IUT. It is important to 

note that in this architecture, there is no direct 

synchronization between the active tester and the responder,' 

ecept through the IUT. This has an impact on the possible test 

sequences, as discussed in [Sari  83, Sari 843 and mentioned in 

'.;ection I. 

ln our system, a complete test is partitioned into a certain 

number of individual "tests", which may be executed separately. 

Each test has two parts, the part executed at the active tester 

• ide and the part executed at the responder side. A so-called 

"tet. protocol" is executed between the tests which allows the 

initialization Of the different parts of the tests at the active 

tester and responder sides, and the exchange of status 

information at the end of each test. 

Furthermore, 	the control of the testing process, 	in 

particular the scheduling decisions for the different test, 

rei des  ln the active tester. Therefore, at the end of each test, 

the testing protocol transfers the results obtained by the 

reponder to the active tester. The latter then decides which is 
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the next test to be  run e  and transmits this information to thu 

responder side. The present implementation of our test system 

assumes that the responder parts of the different tests reside in 

the computer of the IUT in an executable form. Alternate methods 

of test loading are discussed in [Boch 83f, Maks 83]. 

As explained in more details below, a complete Testing 

sequence starts out with a so-called "basic" test which 

determines whether the IUT provides a basic communication service 

over a single connection If this test is successful, this 

communication service is then used for the execution of the 

testing protocol, which takes certain precautions (checksums and 

retransmission) [Maks 83] for the . case•that the communication 

service provided by the IUT is unreliable. The testing protocol 

is then used for executing further tests, as explained in Section 

2. 2 . Architecture of the active tester 

Figure 2 shows the major components of our active teter 

implementation. Further discussion of this structure may be found 

in EBoch 83f] and [Maks 83]. The following explanations erF 

added as background for the subsequent sections. 

The individual modules comprizing the PIT are written  as:  

independent tasks for the PDP-11 computer with the RSX-11M 

operating system. The support and test modules share a common 
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data region in which certain characteristics of the IUT are 

placed and modified as the various tests progress. Intertask 

communication and synchronization is achieved using SEND/RECEIVE 

and SEND_SY_REFERENCE/RECEIVE_BY_REFERENCE primitives of the 

operating system. In addition, there is a set of common 

procedures accessible by the tasks for 	performing 	TPDU 

coding/decoding and other often required functions. 

The individual tests exist as compiled Pascal tasks loaded 

upon request from the Sequencer module. The tests can in turn 

send printable log messages (traces • of  their evolution) to the 

Report Generator. modify IUrs characteristics in the Common Data 

Region, and indicate their termination status ta the Sequencer. 

general set-of procedures for inter-task communication and 

H tter management has been developed Llelak..› BM. lhese procedure 

avoid the copying when user data is passed from one procens to 

.\nother and • allows separate flow control for contrai and date 

interactions. These procedures are used in particular for the 

interface between the active tester and the (ideal) network 

service. (As will be seen in Section 4, the same mechanism is 

also 	used in the second implementation of the 	Transport 

protocol). 

Ihe "ideal network service" process was introduced in nor 

implementation mainly in order to shield the active tester tram  

certain deficiencies of the DEC PSI/CAN X.25 	:version 1) 

software package which provides the access to tne Datapac 

network. 
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3. The Test sequence derivation method 

3.1 GenPral considerations. 

Ns mentioned briefly in Section 1, protocol assessment testing 

may be divided into the following parts [Rayn 82, Boch 82g): 

a) Testing "protocol conformance", considering only the 

interactions of the IUT through the underlying network 

service with its peer entity. 

h) Testing "service conformance", considering in addition the 

interactions of the implementation with its user through the 

upper layer interface. 

c) Testing additional characteristics of the implementation that 

are not specified in the protocol specification, that is, the 

robustness of the implementation. 

d) Measuring performance and error rate parameters of the 

implementation. 

The points a) and h) above include the determination of the 

protocol options supported by the implementation. 

The tests to be described here are concerned only with the 

verification of points a), h) and c) : The so called qualitative 

tests. 

For simplicity, it is assumed that protocol testing proceeds 

by layers, that is, during the testing of protocol layer N it can 

be assumed that the communication service of layer N-1 is 
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correctly provided by the layers below. This is a reasonable 

assumption for testing the Transport protocol implemented on top 

Of X.25 virtual circuits. Nevertheless, the approach to the 

selection of test sequences as described here can be extended to 

the case when several consecutive layers are tested jointly. 

The remaining part of the section will address the problem of 

selecting test sequences which are not excessively long and yet 

being sufficient for detecting various implementation errors. We 

shall consider only the protocol and service conformance tests 

based on a formal specification of the Transport protocol. 

Any particular interaction, be it at the implementation's 

service interface, the control of the layer below, or at the level 

of the protocol data units (PDU), consists of the interaction type 

and of a series of parameters, some of which are optional or 

possibly having default values if not specified. Disregarding the 

parameters, a protocol specification may be described by a set of 

relatively simple cooperating sequential automata, having a 

limited set of (major) internal states. As such, their behaviour 

could be verified using tests based on Distinguishing Sequences, 

Set of Characterizing Sequences or Transition Tours [Boch 82g, 

Sari 82]. When parameter variations enter the picture, the use of 

such sequences is not that simple, for the length of the tests 

would grow almost without bounds (if data variations are taken 

into account, for instance). Therefore, the test sequences derived 

without considering the parameters can be used only as an 

expression of the constraints on the flow of control, and other 

means must be examined for shortening the effective length of the 

test sequences. 
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Without knowing anything about the structure of the 

implementation, a complete test would have to be exhaustive, which 

is practically impossible as mentioned above. The only way to 

reduce the length is to make certain assumptions about the 

structure of the (or any, for that matter) implementation, and in 

some cases about the type of (design) errors which could possibly 

occur. A similar approach was taken for deriving tests for 

microprocessors without knowing exactly their internal structure, 

e.g. [That 79]. Note, however, that here the various errors in the 

implementation are not due to hardware failures, but due to 

incorrect implementation. 

In general, a communication protocol with its service can be 

decomposed into various functions, for instance, connection 

establishment, quality of service negotiation, flow control, data 

contents, data transfer, connection clearing, etc. Each of such 

functions is controlled by its own set of internal variables 

(secondary state variables), may have a set of interaction 

primitives associated with them, and be in a specific way 

dependent on other functions or control them. The main structural 

assumption we make about an implementation is that the functions 

which are not directly affected by other functions within the 

protocol 	specification are also independent within 	the 

implementation. It thus means that any error in the mechanisms 

related to one function does not cause an erroneous behaviour 

the other (independent) function. Therefore, independent functions 

can be tested by varying parameters influencing one of the 

 functions independently from the others. The identification of the 

various functions can be done in an ad hoc manner as in [Cern 83, 
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Boch 83f] or, as we proceed currently, through the analysis of 

the flow of data, parameters and control through the protocol 

entity as given in the specification [Sari 84a]. knother 

publication is under preparation, in which the test sequence 

derivation method will be described in detail. 

The assumptions which we make about the type of faults are as 

follows: 

- The faults that influence parameters with possibly continuous 

Value ranges (such as data fields) do not produce errors in 

individual bit values in a way similar to hardware faults in 

memories, but rather influence the format of the parameter or the 

limits on its value range. We thus will not guarantee the 

detection of a hardware fault, affecting, for instance, a single 

bit in a particular position of the internal data buffer. Under 

these conditions the parameters are tested using similar methods 

as in software testing [Howd 78]. 

3.2 The test implementation. 

All the tests were first formally specified [FDT B], and only 

then converted by hand into executable Pascal programs or 

procedures with the exact operating system, Transport and Network 

service interface primitives. We plan to use eventually an FDT 

compiler [Gerb 83] for producing the major part of the FDT test in 

Pascal. 

Currently the Class 0 Transport protocol test system cOntains 
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16 tests, two of them verify that the implementation is capable of 

maintainig a connection with minimal and default parameter values. 

The first one of them is built into the tester and the responder# 

 and it is executed right at the beginning of the test session, in 

order to verify whether the implementation is capable of providing 

at least minimal services for initializing the more complex tests 

in the responder (See Section 2). 

There are 6 tests that verify to which extent the 

implementation supports different values of connection parameters 

such as PDU length, number of simultaneous connections at a TSAP, 

etc. Three of these tests initiate connections from the tester 

site, the other 3 from the responder site. 

The above tests are followed by a data transfer test for a 

single connection, and a test for simultaneous data transfer over 

several connections. The former verifies that the data is 

transferred without change, in correct order, that the service 

data unit length can be varied, that data can be transferred in a 

two-way simultaneous manner, and that flow control is handled 

correctly by putting as much pressure on the service and the 

protocol as possible, that is, submitting data transfer requests 

as fast as possible. The multiple connection data transfer test 

attempts to verify that no connection can be starved in terms of 

buffer availability, that there is correct flow control, and that 

there is no interference between the connections, such as mixing 

up of the connection reference numbers. 

Finally, the remaining tests verify the implementation's 

behaviour in unspecified situations. 

The application of these tests to the two Transport protocol 
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implementations is described in Section 5, Section 4 now will 

briefly outline the structure of the protocol implementations. 
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4. Class 0 Transport protocol implementations  

Both of the implementations to be described were built to 

execute on the DEC PDP-11 computer, under the RSX-11M V3.2 

operating system, and using X.25 network services provided by the 

DEC PSI/CAN software and the Canadian DATAPAC public packet - 

switched network. Also, these implementations were written (95%) 

in the PASCAL language, using respectively the Pascal I and the 

PASCAL II compiler from Oregon Software. They were implemented 

independently by two M.Sc. students as a part of their thesis 

work. 

The basis for the design of both of the implementations was a 

formal specification of the protocol [Boch 81b, Boch 83d]. In 

order to obtain the implementations these specifications were 

first completed for certain unspecified situations, and an 

appropriate implementation structure was chosen, including the 

process structure, the real interfaces, data structures and 

algorithms realizing the state transition machine. The overall 

structure remained, however, quite close to that of the extended 

finite state automaton of the specification. (Actually, some 

preliminary trials were made to use an FDT compiler [Gerb 83] to 

produce a major part of a reference implementation of the 

protocol). 

4.1 The first implementation (11). 

The first implementation made only limited use of the various 
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real-time services provided by the RSX-11M OS. In particular, the 

SEND, 	RECEIVE, 	and 	SEND BY REFERENCE, 	RECEIVE BY—  REFERENCE 

primitives were used only to exchange the identifiers of the data 

buffers used for a given primitive, rather than using its full 

power for exchanging descriptors of dynamically created regions. 

The protocol implementation thus consists of two tasks, one being 

the protocol entity, the other a buffer allocation task. The 

primary synchronization primitives are the Event Flags provided by 

the OS. Since the buffer region is fixed in size, and the buffers 

are shared by both the Transport Service user tasks and the 

Protocol entity, effectively flow control of one Service Data Unit 

at a time in each direction is instituted, each freed buffer being 

eventually returned to the management task. A similar strict flow 

control is imposed on the Control primitives, except for the 

DISCONNECT-request primitive, thus allowing such requests even 

when flow control is blocked. 

The protocol entity furnishes two Transport Service Access 

Points (TSAP), each permitting up to three Transport Connection 

End-Points (TCEP). That is, at most two different user tasks can 

be simultaneously using the Transport services. Although up to 

three TCEPs are provided per task, only a total of four can be 

active at any moment, since there are only four virtual circuits 

provided by our X.25 Network interface, and no multiplexing is 

provided in the Class 0 protocol. In order to simplify the user 

tasks' service interfaces, a set of simple procedures were defined 

to be included in the user tasks. These procedures handle buffer 

allocation and freeing, task synchronization, and the passing of 
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service primitives in a user transparent manner. 

The entire transport entity (including the Memory Manager) 

consists of about 10 000 lines of code and requires slightly over 

32k words of memory during execution. Part of this rather high 

memory consumption is due to various "patches" that had to be 

included in the entity to compensate for some rather incredible 

errors in the DEC PSI/CAN X.25 Version 1 software. Another part 

is due to the Memory manager and also due to quite large Protocol 

Data Unit (PDU) encoding and decoding routines. The latter could 

have been simplified had this part been written in a language with 

less strict type verification features, such as C or Mainsail. 

4.2 The second implementation (12). 

This implementation was built after I l and it benefitted from the 

experience gained previously. The properties of 12 are the 

following: 

- A system-wide buffer allocation and passing policy was adopted, 

as already used in the Active Tester (see Section 2). This 

eliminated the need for a Memory Manager task, since each task 

allocates its own buffers required for outgoing messages. All 

bilffers received from another task must be returned to that task 

(cannot be reused for sending out). In this way, even if a 

receiving task crashes, the owner of the buffers sent to the task 

and not yet returned is able to detect this condition and to 
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recover such "lost" buffers without having to restart the whole 

communication system, as was the case for H. 

- The entity was implemented with the ability to support 

simultaneously up to 9 Transport connections, of either Class 0 . or 

Class 2 type. The support of the Class 2 Protocol was a major 

enhancement, since this class allows for expedited data units, and 

multiplexing of several transport connections with individual flow 

control over a single network virtual circuit. 

- The particular protocol class to be used for a given connection 

is deduced from the User service parameters in the connect request 

primitive, and it is then negotiated with the peer entity. In 

other words, a Class 2 request may be lowered by the responding 

peer to Class 0 (it can never be majored). 

- The implementation need not worry about the various errors and 

deficiencies of the PSI/CAN X.25 Network software, since it is 

shielded by the "ideal" network layer already developed for the 

Active Tester system. 

- Flow control across the service interface is directly governed 

by the availability of buffers, thus the flow control at the lower 

protocol layers is not directly visible by the user. That is, the 

user may send data as long as he has buffers available. If flow 

control closes at the lower layer interface, the buffers sent will 

remain in system queues until flow control opens again. Since no 

buffers are freed in such a situation, the user will eventually 
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run out of free buffers and will stop sending. 

- The implementation was realized using the Pascal II compiler 

whose generated code is well optimized. Therefore, in spite of the 

increased functionality of the protocol entity, it occupies 

slightly less than 32k words of memory. 
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5. Test application and outcome  

5.1 The test procedure and environment. 

As the development of the two protocol implementations 

proceeded, they were incrementally tested using an interactive 

tester, until their construction was completed and no further 

errors seemed to exist as observed through this rather primitive 

testing mechanism: The interactive tester • consists of two CRT 

terminal operator interfaces, one connected at the IUT's Transport 

service interface, the other being connected as the peer entity 

directly at the Network service interface. At the Transport 

service side, the test operator can compose all possible Transport 

service primitives with their actual parameters and submit them to 

the IUT for transmission. At the peer side, the operator composes 

directly the individual Transport PDUs in a symbolic form, and the 

interface program encodes and passes them onti, the Network for 

transmission as a Network Service Data Unit. In order to Permit ' 

the construction of invalid PDUs, their content can also be 

specified directly in the encoded form. 

The interactive method, though very useful for the initial 

debugging of a new implementation has many limitations. 

Especially, the quantity of different situations which can be 

examined in a given time period is limited by the direct 

involvement of the human operator. Consequently, even if the ' 

implementation seems to be correct, there still may remain 

unverified parts of the implementation. At this point thén the 

automatic test system becomes very useful, not ohly as' the final 

225 



"certification" tool, but also as a development aid. On the other 

hand, it is not practical to use this fast test application tool 

during the initial developmental testing stages, since the 

relatively large quantities of minor errors (mistyping, incorrect 

variable names, etc.) would slow down the operation of the test 

system, without providing the implementer with a direct control 

and observation of what is happenning. 

For the test experiments described here, the tests were not 

applied in a real certification environment with assumingly 

"correct" protocol implementation products. Nevertheless, the type 

of errors detected by the tests on the two seemingly completed 

implementations provides a good indication of where typical errors 

may be expected even in final products submitted for 

certification. 

When the Il  implementation was tested, it was also the first 

time the test modules were executing in the real test environment, 

with a "real" implementation. Therefore, as it could • be expected, 

more than a half of the errors reported by the test system were 

due to faults in the tests themselves or the other auxiliary 

modules, such as the ideal Network interface and the associated 

buffer allocation mechanisms. Some of these were in turn traced 

further down to the ill-designed X.25 software mentioned 

previously. (For instance, no checkpointing of the user tasks and 

no DETACHment of allocated regions  cari  be done while X.25 I/O  is 

in  progress. Since the XRC receive primitive must be pending all 

the time, this caused many problems in buffer deallocation and 

task swapping. The result was a second shield task between the 

PSI/CAN X.25 software and the ideal Network Service Interface 
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task.) 

The report generated by the test system was analysed after 

each session, and an error log file was updated. For each error 

found (in the protocol or the test system) the log entry contained 

the date of the session, a description of the symptoms, the test 

name which detected the error, and eventually the location of the 

error and the correction applied. 

5.2 Test results. 

The number and types of errors to date (November 11, 1983), 

and some typical errors may be characterized as follows: 

For Implementation II.:  

Number and types of errors: 

- Total number of errors detected: 	46 (some having multiple 

faults) 

- Errors attributable to the protocol implementation: 20 

- Errors in the tester or responder nuclei: 4 

- Errors in the tests: 12 

- Errors in the overall test system buffer management: 	10 

(most due to the various ingenious ways for conturning the 

shortcomings of the X.25 software) 
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Some typical errors: 

- Deadlock during data transfer if two successive DT PDUs are 

received and the user does not accept the corresponding 

T—  DATA_indication fast enough. This error was due to 

decentralized flow control, one for the Service interface and 

the other for the Network interface. The "waiting for event 

flags" was concentrated in one place to correct the problem. 

- At some point, no XRC receive primitive is issued to the X.25 

interface for a brief period of time. Any network data unit 

received by the X.25 software during that very brief period is 

lost. Detected by an Unexpected Stimulations test which sent 

two CR PDUs one after the other. Under normal conditions this 

fault in the implementation would not be detected. 

- When a Class 2 CR PDU was received, without the Alternative 

Class parameter present, the Transport entity lowered the 

class to 0 and accepted the connection, rather than rejecting 

it. This error was due to differences in two versions of the 

Transport protocol specification, one used during the protocol 

implementation, and the other, more recent, during the later 

test development. 

For Implementation 12:  

Number and type of errors: 

- Total number of errors: 17 

- Implementation errors: 10 
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- Buffer management and passing: 3 

- Other, such as incorrect adaptation of the Responder to the 

new Transport service interface or misunderstanding of certain 

parameters in the tests related to data exchange across the 

Service interface: 4. (No errors in the tests.) 

Some typical errors: 

There were additional options sent in CR PDU, although 

forbidden in the Class 0 protocol. 

- Error in the fragmentation of Service data units into Protocol 

data units. Found by the-single connection data transfer test. 

- Under particular conditions buffers sent by the Network are 

lost by the Transport entity. Detected again by the data 

transfer test. 

- During the execution of the two-way simultaneous data transfer 

phase in the data transfer test, the speed of transfer kept 

slowing down to a final halt. (Note, this test puts as much 

pressure on all the interfaces as possible, so that all 

available buffers get eventually engaged in one of the system 

queues.) After a prolonged series of tests, the error was 

found in the Ideal Network Interface task, which used an 

incorrect register for freeing a buffer in a special 

situation. 

Although the examples presented above are not exhaustive, they 

are typical of the errors found in the implementations using the 

automatic test system. In general, there were very few errors 
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related to the logic of the protocol, to the sequencing of various 

actions. The majority of them could be classified as follows: 

- Different and incompatible versions of the Transport protocol 

specification were used in the tests and the implementation of the 

protocol. 

- Errors in buffer allocation or freeing. 

- Problems in flow control in special situations, either related 

to buffer management or synchronization (event signalling). 

- Reaction to unexpected stimulations reveals insufficient 

validation of various parameters of PDUs and service primitives, 

i.e., values out of range are accepted as correct, or accepted out 

of context. 

No deep analysis is needed to reveal that the great majority of 

subtle, difficult to detect errors occurred in those parts of the 

protocol implementation which are effectively left unspecified in 

the protocol standard, that is, left out as a local implementation 

issue. This is possibly due to the fact that these parts represent 

in many cases the more difficult parts of any real time system, 

and also because perhaps less time was spent in designing them 

than was spent on developing the protocol specification (which 

generally evolves over a number of years). In some cases, such as 

buffer management, passing and flow control across the Service 

interfaces, this non-specification is justified, since their 

implementation is strongly dependent on the operating system used. 

In other cases this omission is not good, eventhough the opposite 

would produce a long specification. This applies in particular to 

the handling of unexpected (and incorrect) situations, in other 
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words, to the robustness of the implementation. 	The 	last 

outstanding problem is the lack of stability in the protocol 

specification. It must be made known to all manufacturers of 

communications equipment to be certified, what version of the 

specification is being used. This version should not be changed 

rapidly, without sufficiently advanced warning to the prospective 

manufacturers. 
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6. Conclusion 

In thiS paper we have briefly described a system for testing 

protocol implementations, including the type of test sequences 

used, and have concentrated on the results of an experiment of 

testing two different implementations of the ISO Transport 

protocol, Class O. It should be perhaps underlined, that both 

implémentations, the test system, and the individual test programs 

were first formally specified using the FDT specification language 

[FDT B]. These spécifications were then completed to include 

details about buffer management and flow control, and hand 

translated into Pascal programs. 

The initial cleaning of the implementations was first done 

with an interactive tester by a human operator/analyst, in order 

to remove the most obvious errors, usually due to incorrect 

prdgram coding. Thereafter, the implementations were subjected to 

the automatically administered tests, each of which testing 

specific protocol functions and properties. The outcomes of these 

tests were registered in a log, which was later analysed for any 

trend in the type of errors found. 

It seems that the majority of errors were located in those 

sections of the protocol implementation which have no 

correspondence in the initial specification, and the most 

difficult errors were located in the buffer management and flow 

control mechanisms. Very few errors were found in the sequencing 

or encoding of protocol primitives and parameters; however, a 

number of errors were found in the validation of parameters, in 

particular in PDU's that were not in a valid sequence. 
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s robustness 

During these experiments we gained 	insight 	into 	tho 

structuring of tests in view of ease of implementation and 

administration. In addition, it became clear that many errors 

relate to properties of the implementation that are not specified 

in the initial protocol specification. It would therefore be 

useful, if a standard protocol specification were complemented 

with a specification of a typical implementation, which would 

include, in addition to the former, more detailed interface and 

buffer management descriptions, as well as an indication about the 

possible behaviour in "abnormal" situations. 

The behaviour in "abnormal" situations determines, among other 

things, how robust the implementation will be. Certainly this is 

of interest to any potential user of the implementation and some 

minimum of requirements should be defined by the typical 

implementation. Moreover, an indication of what is expected of an 

implementation in this respect would allow constructing more 

efficient and specific tests - at this moment various combinations 

of erroneous situations must be tried, they cannot be exhaustive, 

and thus the quality of the verification of the 

really left to the opinions of the test designer. 

Finally, it is important to stress the need for automatic 

testing. Although interactive testing is very useful, the more 

difficult errors in the implementation can only be found by a 

properly designed and administered automatic tests, because only 

then the protocol implementation  cari  be verified under "stress" 

and in rarely occuring situations. 
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PROGRESS AND VIEWS ON CONFORMANCE TESTING 

ABSTRACT 

Interoperability is the prime goal of OSI. 	To achieve this 
goal, internationally agreed conformance testing methodologies 
need to be defined. Recent work by many organizations on 
conformance testing has contributed significantly to achieving 
this goal. This paper outlines guidelines for conformance 
testing and examines some of the issues to be addressed. The 
paper emphasizes the advantages of this work taking place 
within the ISO framework. 

INTRODUCTION 

The primary objective for developing standards for Open Systems 
Interconnection (OSI) is to facilitate meaningful communication 
between heterogeneous systems provided by different vendors. 
Numerous OSI projects are developing and standardizing services 
and protocols based on the OSI Reference Model to achieve this 
goal. Currently, this work is at various stages of completion; 
the Reference Model, Transport and Session Standards have 
already been internationally agreed by both ISO and CCITT in 
technically identical sets of documents. A number of 
implementations of the OSI Transport Protocol have already been 
developed and will be publicly demonstrated soon. 

Now that the initial concepts of OSI are in place, attention 
must be turned to conformance testing. Interoperability is, 
after all, the main reason for any standardization and 
interoperablility is dependent on . conformance. As OSI services 
and protocols are developed, they must be tested to ensure the 
interoperability goal of OSI has been met.. This will require 
standardizing tests which can be used by organizations world 
wide to ensure any given Open System will be able to 
interoperate with other Open Systems. These tests may be used 
by many different groups: by vendors for self verification of 
the systems they sell, by customers to ensure products they buy 
will operate correctly with other OSI conforming products, and 
by organizations which may be offering various types of third 
'party verification services. 

Standardization of OSI Conformance Tests is properly the task 
of ISO. The development of the OSI Architecture, Service and 
Protocol Standards is currently taking place within ISO. Thus, 
this organization of experts is well placed, both politically 
and technically, to develop and standardize the conformance - , 
tests for OSI. The current, active liaison between CCITT and 
ISO will substantially aid in producing mutually agreed 
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conformance test standards. 

We are now at a point in the development of OSI standards where 
the work on formal description techniques (FDT), test criteria 
and test methodology currently under way in numerous countries 

must be pulled together in ISO to facilitate further OSI 
protocol development. Guidelines are needed by OSI protocol 
developers to aid them in designing "testability" into their 
protocols, writing conformance statements and test scenarios. 
As we begin to see the first implementations of OSI protocols, 
the urgent need for test standards becomes more pronounced. 

THE SCOPE OF CONFORMANCE TESTING 

The protocol verification process has as its scope 	the 
correctness of protocol data units (PDU) and sequences of PDUs 
with respect to test scenarios expressed in terms of abstract 
service primitives (ASPs). This includes the ability of an 
implementation under test to correctly handle erroneous PDUs 
and/or erroneous sequences of PDUs; it must be remembered, 
however, that error testing can never be exhaustive. 

RELATING ABSTRACT LAYER SERVICES TO TEST CRITERIA 

In theory, protocol conformance testing is simple. 	The 
protocol implementation being tested is treated as a finite 
state machine which must respond correctly to both the finite 
(but large) set of legal inputs and the infinite set of illegal 
inputs. While definitive and exhaustive, testing on this scale 
is clearly impossible. 

Therefore, practical conformance testing limits the set of 
inputs to the finite state machine to a reasonable size and 
ensures that the inputs selected are somehow "representative" 
of the type of inputs the protocol machine will have to deal 
with in actual operation. The inputs to the protocol machine 
are ASPs from test scenarios and protocol messages from a test 
driver. The protocol machine outputs generated in response to 
these inputs are checked for correctness. 

Thug, the achievement of efficient conformance testing lies in 
the judicious choice of the set of inputs and checking that the 
correct response is produced. Generating test scenarios and 
observing whether a protocol implementation under test behaves 
properly is relatively straightforward (but not necessarily 
easy) when it is possible to isolate and test a single protocol 
implementation. 

In real systems, however, protocol implementations are often 
embedded within the system and it is not possible to access the 
interfaces corresponding to the Reference Model Service Access 
Points (SAPs) (if, indeed, separate, identifiable interfaces 
even exist). Thus, in general, it is not possible to test a 
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protocol implementation as a single, isolated entity. Instead, 
test criteria and methodology must be developed which deal not 
only with the complex problem of selecting representative test 
scenarios, but must also deal with applying these scenarios and 
observing the results of their application indirectly. 

THE EFFECT OF LAYER MANAGEMENT AND SYSTEM MANAGEMENT 

The emerging definitions of OSI Layer and System Management 
further complicates the definition of test criteria and 
scenarios. Both types of management constitute another point 
of access to the protocol implementations and thus 
substantially influence the conceptualization of abstract test 
driver/interpreters. It must be noted that management accesses 
are abstract and, therefore, not subject to standaradization in 
concrete  ternis for test purposes. 

Synergistic effects between the management and normal control 
protocols will have to be guarded against in conformance tests. 
Guidelines for handling these effects may also aid in the 
development of the (as yet, largely undefined) layer management 
protocols. 

*TESTING LIMITED FUNCTIONALITY OSI IMPLEMENTATIONS 

Distributed processing makes extensive use of remote "servers" 
to provide specialized functions to a wide community of 
potential users. In the OSI environment, OSI protocols will be 
used to gain access to the specialized services being offered 
by "servers". 

Té .sting OSI protocols used in "servers" will present special 
problems. In many cases, "servers" do not require (and indeed 
can not use) the full capability of the OSI protocols used to 
make their services available in a distributed processing 
(network) environment. For example, a "file server" using FTAM 
to permit access to its files has no need to initiate a 
connection to provide its basic function. 

To reduce the cost to the consumer, suppliers of "servers" may 
legitimately omit the routines normally required in FTAM 
implementations to handle the establishment of out—going FTAM 
connections. This means, that unless test criteria allow for 
implementations not possessing full functionality, "servers", 
using OSI protocols and behaving in accordanee with the OSI 
standards, will fail standardized OSI tests. 

The problem of limited functionality iMplementations using OSI 
protocols must be dealt with in a well defined consistent 
manner. One solution which has been proposed for this problem 
is to require "servers" (and other non—full function 
implementations of OSI protocols) to be able to respond 
correctly to all received sequences of PDUs, but not require 
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them to be able to generate all legal PDU sequences; 	this 
implies that a "server" may refuse some ASP requests and not 
generate some ASP responses. 

COLLATERAL  TESTING  ISSUES  

While much of the current work on conformance testing has 

concentrated on testing a single layer at a time, the testing 
of multiple contiguous layers should not . be  neglected. It is 
anticipated that many OSI implementations will combine several 
OSI layers into one functional process in such a way that the 
interlayer interfaces are not readily available to a test 
driver. For example, Session and Presentation are layers that 
are often mentioned as being "combinable" in real 
implementations. At least for the long term, ISO conformance 
testing standards should provide for multilayer testing. 

Experience has shown that test drivers are in many cases more 
valuable as a development tool than as a straightforward 
pass/fail" tester. Strong economic arguments can be made for 
this dual use of test drivers. A test driver used as a 
development tool is often more general and robust than would be 
necessary for a "pass/fail" test bed as it must be capable of 
handling multiple errors and generating more detailed 
diagnostics 	than 	would 	otherwise 	be 	required. 	While 
considerations of this sort are largely a question of 
implementation, ISO conformance testing standards should not do 
anything to preclude test beds for OSI protocols being used as 
a development tool. 

Finally, the design of confomance test standards must not 
stifle innovation. OSI is not defined to halt growth, but 
rather provide a framework in which orderly growth can occur. 
There will be extensions to OSI protocols to take advantage of 
technological advances as they occur. As OSI standardization 
is an orderly process, these advances will not immediately be 
incorporated into official OSI protocol and test standards. 
Therefore, it is important that test criteria and methodology 
be tolerant of (transparent to) protocol extensions which 
vendors may make in trying to keep their OSI offerings up with 
the state of the art. 

PHASES OF THE VERIFICATION  PROCESS  

The protocol verification process has essentially three parts: 

1. Precise protocol specification 

2. Validation of precise specifications, and 

3. Testing of implementations. 

We are here concerned with those aspects of this process which 
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are 	generally 	applicable 	and fundamental to procedural 
approaches to conformance testing. In order to facilitate 
development of a satisfactory verification process for the 
emerging OSI protocols, the following steps are recommended: 

1. The prose versions of OSI protocols should be rewritten 

using a Formal Description Technique (FDT) to provide a 

précise and unambiguous protocol specification which a 

vendor can utilize in his implementation process. 

FDTs have been developed for this purpose by the ISO 

TC-97/SC-16/WG1 ad hoc group on FDT. Subgroup B is 

presently being applied to the Transport Protocol. 

2. After rewriting, the FDT protocol should be reviewed by the 

originators of the protocol (e.g. SC-16/WG6 for Transport) 
to ensure the proper interpretations were made in going 
frein the prose to FDT specification. 

3. The FDT portion of the standard should become the official 

protocol standard and the prose retained as a tutorial 
supplement, possibly in an annex. 

4. Comprehensive test criteria, 	test 	methodology, 	test 

scénarios and test environments should be compiled and 

standardized by the verification process working group. 
These tests should address at a minimum the following three 
levels of implementation: 

- The kernel set of services -- all implementations 

must include the kernel set; 

- The services which have multiple parameters for the 

same purpose (e.g. 	a 16 or 32 bit CRC) -- all 
implementations must select at least one of the 

parameters 	from 	each 	group 	of 	permissible 

alternatives; 

- The optional services which may be selected by 
particular implementations. 

5. The completed test documentation should be reviewed by the 

responsible working group (e.g. SC-16/WG6 for Transport) 
and circulated for national comment. 

THE IMPORTANCE OF INTERNATIONAL  ACCEPTANCE  

In conclusion, we would like to re-emphasize the role ISO 
should play in conformance testing. It is essential the OSI 
protocol verifcation with 	agreed 	test 	scenarios, 	test 
methodology, and test criteria be adopted internationally. 
Test procedures and parameters must be identical for each 
protocol implementation tested regardless of where or by whom 
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the testing is done, e.g. a vendor in Japan, a customer in 
Denmark, or a test center in UK. Internationally accepted 
conformance tests will benefit both consumers and vendors. 
Users can more realistically expect "interoperable" 
communication products and vendors will have a single, well 
defined set of tests to run to verify their products for sale 
in all countries. This will help reduce costs through 
economies of scale and make new technologies more quickly 
available for general use. We feel that ISO, with its liaisons 
to CCITT, provides the best possible forum for this to be 
achieved. 
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1. Introduction 

Current standardization activities on OSI Transport Layer vvithin ISO and CCIT`I' 

have made much progress towards stable Standards or Recommendationsm. We 

believe that the goal of the OSI standardization is that the users of heterogeneous 

computers and terminals can communicate with each other without any difficulties. 

In order to promote the availabilities and usabilities of public packet switched data 

network, we are studying the enhanced network service node, which supports the 

users' requirement of actual communications. The service items of this node are the 

stored and forward messaging service such as MHS (Message Handling System), 

directory service, and assistant and agent service for international database access, 

and etc. In order to realize these service node, the OSI protocols will act like the key 

roles. 

Considering with this background, we have implemented OSI Transport Protocol 

Class 0,1,2 and 3, and are implementing OSI Session Protocol in the initial target 

machine of VAX 11/780. In the case of the enhanced network service node, it will be 

appropriate that the service node can communicate with different plural user systems 

at the same time. Therefore, our implementation includes  the  simultaneous handling 

of plural Transport connections with different classes. ' 

Considering with the testing of OSI products, several methodologies have been 

proposed[2-51  and now under study. We have considered this situation and adopted the 

practical solution to the Transport Layer. In other words, we are planning to develop 

several testing programs which cover some special testing items such that the check 

of command/response behaviour based on state transition table, TPDU sequence 

numbering check, over-loading test and so on. Among these testing items, the check 
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of command/response behaviour is the core item and cover the main protocol 

mechanisms of Transport Protocol. We have described the Transport Protocol using 

the automaton model and developed the testing tools. 

This paper describes our implementation of Transport Protocol class 0,1,2 and 3 and 

conformance testing of Transport Protocol. 

2. Environment and Approach for Implementation 

2.1 Environment 

Before describing the actual implementation, it is better to explain our aim and 

environment of implementation. Currently the initial construction of public packet 

switched data network have already finished and KDD have provided VENUS-P data 

transmission service to the clients. From the Carrier's points of view, the next step is 

surely the enhancements of availability and servisability in the network services. In 

order to fulfill these requirements, we are constructing the experimental network 

service node, which is called the Network Service Center (NSC). The role of NSC is 

not limited to the communication processing such as protocol conversion and 

adjustment or message proccessing, but also included the capabilities of user support 

or agent service for the international multi-media database access and language 

translation, and etc. 

When the access t,o NSC is considered, it might be accessed by different types of 

client's systems. Fig.1 shows the communication scheme of NSC. NSC can be seen as 

an end system by the users, and can provide different network services to the 
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different users. In this sense, NSC can handle plural Transport Connections at the 

same time. 

Furthermore, it is better to mention about our target machine for implementation. 

Due to the experimental system, we have selected VAX 11/780 as a target machine. 

The operating system is VMS and newly developed Transport Protocol program is 

interface to the PSI (Packetnet System Interface) which can handle the X.25 interface 

provided by the system. Under this operating system, user programs are executed as 

processes, and the interactions between processes are performed using mailbox 

interface of this system. And also, the programs are written in C language, 

considering with the portability of the software. 

2.2 Approach for the Implementation of the Transport Protocol 

In order to implement the class 0, 1, 2 and 3 of Transport Protocol, the following 

approaches are adopted. 

(1). Plural TCs with the same or different classes can be established at the same time, 

and therefore, it is needed to realize a management function which controls the 

resources within the system unifiedly. 

(2). Try to realize faithfully the Protocol Mechanisms described in the 

Recommendation. 

(3). Class negotiation mechanism followed by the conformance statements are 

realized. 

(4). The interfaces between SL and TL, and TL and NL are defined based on the 

Service primitives and very similar to the PDU encoding. 
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Moreover, consideration have also been paid to the mechanism of TSAPs (Transport 

Service Access Points) and NSAPs (Network Service Access Points), multiplexing of 

plural TCs onto a NC, and the efficient identification mechanism of SC, TC and NC. 

Our implementation on this items are the followings. 

(5). The plural TSAPs can be permitted, however, since the relation between NSAP 

and DTE address is ambiguous in the Recommendation, the DTE address is directly 

mapped onto the NSAP address. And also a few TCEPs (Transport Connection End 

Points) and NCEPs (Network Connection End Points) can exist within the same 

TSAP and NSAP, respectively. 

(6). In the Rec. X.200[61, it is described that the CEP identifier includes SAP address 

within its body, however, less information is needed to distinguish each connection at 

the adjacent layer. Therefore Transport Service Connection Identifier (TS CID) and 

Network Service Connection Identifier (NS  CI])) are introduced. When the system is 

the initiator of TC(NC), TS(NS)  CI]) is assigned by SL(TL) and informed to TL(NL) by 

T(N)CONreq. Also in the case of responder, TS CID (NS CID) is assigned by TL(NL) 

and informed to SUTL) by T(N)CONind. In order to avoid the duplicate assignment, 

SL(TL) assigns the odd number and TL(NL) assigns the even number. 

(7). In the Rec. X.224, it is possible  to  multiplex different classes of TCs on the same 

NC, however, in this system, plural TCs with the same classes are multiplexed on the 

same NC. 

3. Software Configuration 

3.1 Methodology to configure the software modules 
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In the case of the software implementation which handles plural TCs with different or 

the same classes, the methodology to configure the software modules is needed 

considering with performance, extendability and simplicity of the implementation. 

Firstly, it is clear that the inherent protocol mechanisms of each class will be g-rouped 

as much as possible and executed as a process independently. And secondly, the 

functions to control each class or to manage unifiedly within the system, such that the 

assignment of TC on the NC, should be grouped as a process. We call the former as a 

Class Process and the latter as a T-Manager. Furthermore, in this system, we have 

implemented  TIN Interface which is handled the mappings of N primitives171  to PSI 

commands vice versa, and also S/T interface which is currently replaced by the 

Session Protocol Program. The software configuration of the system is shown in Fig.2. 

In this scheme, the functions of the Transport Layer are realized by T-Manager and 

Class Processes. 

3.2 T-Manager 

T-Manager handles the functions which need to be managed unifiedly, or the 

functions which can not pass to the Class Process. The followings are the main 

functions. 

(1). In order to manage the plural TCs, the system provide the TCMT (Transport 

Connection Management Table) for each TC as shown in Fig.:3. T-Manager manages 

this table. 

(2). Define the calling and called NSAP addresses by the calling and called TSAP 

addresses using the Address Mapping Table. 

(3). Select and decide the Transport Protocol class. In other words, in the case of 

initiator, preferred and alternative classes are decided by checking the actual 
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implemented class followed by the TooNivq . and ahso considering- with the Quality o t' 

Service  Q0S1 or the NC. Since the actual handlings of Qos in the Recommendation 

is still unclear for us, this system select the preferred and alternative classes in the 

way that the highly numbered of class become as preferred. In the case of responder, 

class is selected by the negotiation rules followed by the reception of CR TPDU. 

(4). Assign the local reference, which correspond to the source or destination 

references in TPDU depending on the situation. In the case of initiator, the 

assignment of NC and selection of its NS CID are performed. In the case of responder,' 

selection of TS CID is performed. 

These functions are performed followed by the TCONreq or CR TPDU during the 

connection establishment phase. 

(5). In order to decide the Class Process which will handle the actual TPDU, 

Separation and Association of TPDUs with TC and Demultiplexing are perform.ed in 

T-Manager. 

3.3 Class Process 

Class Processes are created separately corresponding to the class 0, 1, 2 and 3 of 

Transport Protocol. Each process handles the phase man agment and protocol 

mechanisms of its class. Also the plural TCs with the same classes are handled 

within this process. For example, the negotiations of TPDU size, use of extended 

format and window size are performed in this process. Also, this process issues the 

TPDU or TIN primitives according to the state diagram of its class. In order to 

manage each TC, Class Process use another table which include TCMT and 

additional parameters and variables. 

3.4 Information flows within the system 
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As shown in Fig.2, interactions between processes are performed using mailbox 

interface provided by VAX/VMS. The information flows in this system are the 

• followings. 

(1). When T-Manager receives T primitive from S/T Interface, it will search a TCMT 

of the TC by consulting the TS CID included in T primitive. Then the information of 

TCMT together with T primitive is transferred to the Class Process. 

(2). When T-Manager receives N primitive from  TIN Interface, two cases are 

considered. 

(i). In the case of NDTind primitive, it will first convert NSDU into TPDUs through 

Separation and then search TCMT by checking source and/or destination references 

and transfer TCMT together with TPDU to the Class Process. 

(ii)In other cases, it will search TCMT as a result of checking NS CID included in N 

primitive, and then transfer TCMT together with N primitive to the Class Process. 

On the contrary, when the Class Process receives TCMT together with one of T/N 

primitives or TPDUs, it performs the protocol mechanism and renew the information 

of TCMT. Then TCMT is sent back to T-Manager together with  TIN primitive if it is 

generated. Finally, T-Manager send primitive to T/N Interface or S/N Interface. As 

described above,  ail the informations exchanged between adjacent layer are passed 

via the T-Manager. 

4. Key considerations for Implementing each Protocol Mechanism 

In the Transport Protocol Specification, there are several Protocol Mechanisms which 

realize the functionalities of Transport Layer. The Protocol Mechanisms included in 

class 0, 1, 2 and 3 are shown in Table 1. These protocol mechanisms are not 
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completely independent, rather to say that the  rrelations between the mechanisms 

are very intimate. Therefore, it is better to describe the relation between the protocol 

mechanisms, and also how each mechanism is realized under the functional division 

of T-Manager and Class Process. 

4.1 Connection Establishment and Assignment to NC 

Connection Establishment is for the establishment of new Transport Connection, and 

consists of four processings which correspond to the reception of TCONreq, CR TPDU, 

TCONresp and CC TPDU. Assignment to NC is the mechanism to assign TC onto 

NC. These mechanisms are used during the connection establishment phase and both 

mechanisms work with so much correlated. Figure 4 (a), (b) shows self-explanetory 

the points how two mechanisms work under the functional division of T-Manager and 

Class Process during the connection establishment phase. In Fig.4, (a) is the initiator 

side and (b) is the responder side. These figures are only focusing on two mechanisms, 

however, Association of TPDUs with TC and Multiplexing are also correlated. 

4.2 Reassignment after Failure 

This mechanism is for the recovery from the NDISind in class 1 and 3. This 

mechanism is realized differently at initiator and responder side. In the case of 

initiator, Class Process realize this procedure. That is to say, when the Class 1 and 3 

Process receives NDISind, it will start TTR timer and issue the NCONreq using the 

same NS CID in TCMT of the former NC. In the case of responder, it will suspend the 

TCMT, start TWR timer and wait for the action from the initiator. When the 

NCONind is received, T-Manager handles the same procedure as that of the 

Assignments to NC, that is, to get a free TCMT, and set NS CID, NC status and NSAP 
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address. and send back NCONresp. At this stage. there are two TC11 .1Ts  ('or  the TC. 

When the NI)Tind is received . T-Manager searches for the suspending TCMT whose 

NSAP address pair and/or reference are the  sanie as that of TPDU du ring the 

Association of TPDUs with TC procedure. If there is, NS CID and NC status of the 

suspending TCMT will be renewed and send to Class Process together with TPDU 

and other TCMT is set free. Among the functionalities of Reassignment in responder, 

management of TC status and 11WR timer are performed in Class Process. 

4.3Multiplexing and Demultiplexing 

This mechanism realizes that the plural Tes can share the same NC. It is so much 

corelated with the Protocol Mechanisms of Connection Establishment and 

Association of TPDUs with TC, and processes as the followings. 

(1). Multiplexing at the connection establishment phase is performed within the T-

Manager followed by the TCONreq or CR TPDU. 

Demultiplexing at the reception of TPDUs is performed in the protocol mechanism 

of Association of TPDUs with TC within the T-Manager. 

In the context of multiplexing, it is better to describe how we handle the NDISind and 

NRSTind when the plural TCs are multiplexed onto a NC. 

I). When NDISind or NRSTind is received, T-Manager find one of TCMTs which are 

associated to these TCs, and send it to the Class Process together with the primitive. 

Class Process checks NS CID of this TCMT and find other TCs using the same NS 

CID. Then initiate a NRSTind or NDISind procedure to all TCs. 

NRSTresp or NCONreq corresponding to NRSTind or NDISind, respectively, is 

issued hy the TC which is firstly indicated the occurrence of NRSTind or NDISind. 

These operation is possible to minimize the information flows between T-Manager 
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and Class Process, under the implementation assumption that only the same class of 

TCs can be multiplexed onto a NC in this system. 

4.4 Connection Refusal 

This mechanism is to refuse the connection establishment when the responder receive 

a CR TPDU. This is realized in both T-Manager and Class Process. DR TPDU is sent 

back from T-Manager when it can not get a free TCMT or fail to find a appropriate 

class according to the negotiation rules. Also, DR TPDU is sent back from Class 

Process when the class dependent parameters negotiation is failed. 

4.5 Concatenation and Separation 

This mechanism is used to transfer plural TPDUs on a NSDU. Separation is 

performed in T-Manager as a first processing when it receives NDTind. Generally 

Concatenation is to chain plural TPDUs as a NSDU. Therefore, if we realize this 

mechanism, it should be necessary to interrupt a series of processing at the certain 

point using the timer mechanism etc. However, the program structure of this system 

can not allow to interrupt in-between a series of processing, this mechanism is not so 

well implemented. Only the case of the Reassignment after Failure procedures for 

multiplexing 'FCs, concatination of RJ TPDU for each TC is performed. 

4.6 Resynchronization 

This mechanism is to resynchronize the TPDU transfer in class 1 and 3 when the 

NRSTind is received or during the Reassignments after Failure mechanism is 

performed. In the case of NRSTind, it is possible to receive some TPDUs after 
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receiving NRSTind, and these should be discarded. During the Reassignment after 

Failure procedure, TPDU followed are pre-fixed according to the Recommendation. 

Therefore, from the implementation points of view, it is better to discriminate two 

' cases. 

5. Encoding of Service Primitives 

The interface between adjacent layer of OSI Reference Model is usually defined as an 

abstract way by the Sevice Definition. In order to implement the Transport Protocol 

in the actual system, it is needed to define the Interface Data Unit between SL and 

TL, and TL and NL. As shown in Fig.5, we have defined the format of service 

primitives very similar to the protocol encoding. 

6. Results and Discussions for Implementation 

Currently the Transport Protocol works well under the test program which is 

implemented in SIT Interface over the X.25 Packet Switched Network. (It is better 

noted here that  SIT Interface is no more exist and replaced by OSI Session Protocol 

Program at this stage of implementation.) 

(1). In order to estimate the program sizes of the Transport Protocol Program, Table 2 

and 3 indicate the number of the executable source statements of T-Manager and 

Class Processes written in C language. (Comments and blank lines are not calculated 

and also we do not use multiple statements.) These numbers are just for the 

examples, and may be changed depending on the programmers. IIowever we can 

estimate roughly the sizes of Transport Protocol Program. 

(D. In Table 3, the values of Connection Establishment in class 1 and 3 are relatively 

small. This is due to the fact that the CR or CC TPDU is created both in the 
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Connection Establishment and Resynchronization mechanisms  and therefore these 

program are realized in the common routine of these Class Processes. If we a dd th e  

number of the executable source statements of CR. or CC Tvini cratioii  in th e 

 common routine, the values of Connection Establishment in class 1 and 3 become 292 

and 309 respectively. 

t. In the case of Normal Release, the values in each classes are different due to the 

different release procedures. For example, class 0 is the implicit and others are 

explicit release. And also due to the fact that the numbers of state in class 1 and 3 is 

more than that of in class 2, and different procedure have to be taken when the Class 

Prncesses receive the TDISreq. 

(2). The software configuration adopted in this system seems to be an example, 

however the functionalities and modularities of T-Manager and Class Process can be 

applied to the other implementations. 

7 Approach for Conformance Testing based on Automaton Model 

7.1 Testing Methodology 

In the conformance testing for OSI products with various implerntntation strategies, 

the products will be tested through observation of their input and output responses in 

the actual communication. The special tester called protocol tester which generates 

the test sequences is connected to the product under test, as shown in Fig 6. The 

protocol tester sends the test sequences to the products and receives and examines the 

responses. 
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Since the OSI products have the layered structure according to the OSI Reference 

Model, the protocol program in each layer is modelled as a protocol machine, as shown 

in Fig.7. which has the following four kinds of inputs and outputs. 

• upper layer service primitives 

• lower layer service primitives 

• PDUs between peer protocol machines 

•signals to/from timers which are implemented in the layer 

(timer control signals and timeout signals) 

Among these inputs and outputs, the lower layer service primitives, PDUs, and 

timeout signals associated to them can be applied easily by the external protocol 

tester. However, upper layer service primitives and associated timeout signals 

cannot be controlled directly by the protocol tester. 

In this paper the following two kinds of testing methods are investigated from the 

points of view of handling upper layer service primitives. 

Method  1:  Additional software is implemented in the products for testing aid (Here 

we call Testing Aid.), and all of the four kinds of inputs and outputs are 

applied by the protocol tester. This testing aid enables to generate the 

upper layer service primitives in synchronism with lower layer service 

primitives and PDUs. ( See Fig. 8(a) ) 

Method  2:  Without any additional software in the products, all the inputs and 

outputs except for the upper layer service primitives are applied by the 

protocol tester. However, this method is also needed to use some 

indispensable upper layer service primitives for testing. These 

primitives are generated manually according to the instructions from 

the protocol tester through other route than the connection being tested. 

( See Fig. 8 (b) ) 
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In these two methods, Method 2 can be tested more easily than Method 1, but not all 

the behaviour of the protocol machine can be tested. 

7.2 Generation of Test Sequence using Automaton Model 

In order to generate the test sequence, the protocol machines are modelled formally as 

an automaton representing the behaviour of the corresponding standardized protocol 

precisely. When the protocol machine receives an input at the state of waiting for 

input, it performs a state transition to the next state and send output. In the 

automaton model, the intermediate states during the transition does not have 

valuable information and need not be taken into account. 

Protocol machine can be specified as a completely defined and strongly connected 

automat,on. Therefore generation of the test sequences for protocol machine for 

testing can be resulted as the identification problem of an automaton. The outline of 

the test sequence generation can be summerized as the fo1lowingsr 8). 

The protocol machine is specified as an automaton M. 

(Q, I, 0,8, w) 	 ( 1 ) 

Q : set of states, I : set of inputs, 0 : set of outputs 

8 :  Q X I ----- Q state transition function 

(Ai: Q X I ---- 0 output function. 

'The numbers of state and input of M are denoted by n and m respectively. The 

distinguishing sequence (DS) of the automaton M is denoted by XD. By sequence XD, 

the state is transferred form si to si(n and an output sequence Zi is generated in this 

transition. The sequence Zi is called the " chrasteristic output sequence " for state si. 

The transition sequence which transfers the state from si to si is denoted by X(si, si). 
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Zn  Z: zi(1) Z1 (1)(1) z1(ni) Z1(1)(m) zi(2) Z1( 1 )(2) 	 Z,, 

Z. 

The automaton is assumed to be in state Si at the beginning of the testing. At first , n 

states are identi fi ed using the input/output response as formula (2). In the following 

notations first row specifies the input sequence (X) and the second row specifies the 

output sequence (Z) which is generated in response to the input sequence. In the 

output sequence, only the response to the distinguishing sequence has described. 

X:  XD X(Si ( /), S2) XD 	 X(sn_1 (1), sn) XD 	 ( 2 ) 

Z2     Zn  

Then the state is transferred back to si, and the transition is confirmed. 

X: X(s11 (1), s1) XD X(si ( / ), s n ) XD X(sn 11) ,  SI)  

Z1 	Z11 

Then all the possible state transition from state si and output for every possible 

transition is tested. 

X : x1 XD X(S1 11)(1)(1), Sn ) XD X(Sn ( I ) , SI) X2 XD X(s1 (1)(1)(2), Sn ) XD X(Sn( I ) , 	•••• 	xm  XD 	( 4 ) 

---• 

 

Z: 

( 3 ) 

Z. 

In this case, state sn  is called the preceding state of si. Then the state is transferred to 

s2. Because the state transition si(i) —s2 for X(si(n, s2) is validated in the formula (2), 

X  : x(s i nich(m), si) XD X(Si ( I), S2) 	 ( 5 ) 

The state transition from 52 and output for every input xi are tested in an identical 

manner as formula (4). States s3, •... , sn  are also tested in a similar way. 

The state transition and the output of an automaton can uniquely be identified by 

this test sequence when total number of state of the automaton is known. Therefore 

under the limitation that protocol machine under test has the same numbers of state 

as given number, any error in the protocol machine can be detected, 
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8. Automaton Model of Transport Protocol 

The implementation of TP has some pluralities depending on the implementer in the 

Treatment of protocol errors and etc. For the purpose t,o manage the pluralities in the 

conformance testing, two different approaches can be considered. One approach is t,o 

specify the automaton model as an nondeterministic automaton in order that it can 

represent all the cases of the plurality. The other is to tune up the automaton model 

to specify the behaviours of the protocol program under test. In this paper, the latter 

approach is adopted. 

In the conformance testing, it is practical that the behaviour of the TP program under 

test is validated for one TC in one testing procedure. With respect to single TC the TP 

program acts as either an initiator or a responder of the TC. Therefore the automaton 

models of TP are specified separately for initiator and responder. 

In order to specify the automaton model of transport protocol for conformance testing, 

the state tables of Transport Protocol (TP) attached to the annex of Rec. X.224 should 

be modified to represent the whole behaviour of TP precisely. The followings are the 

additional states which we adopt during the specification of the automaton model for 

class O. 

In class 0, if it uses the ER TPDU in the Treatrnent of protocol errors, the state after 

sending a ER TPDU and starting TS2 timer is identified. These states are rather 

implementation dependent and, therfore, not described in the state table of X. 224. 

However, in the automaton model for the testing, it is needed to specify the error state 

explicitly. By adding this state to the state table of X.224, the automaton models of 
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TP class 0 initiator and responder are constructed as shown in '['able  4 and 5, 

respectively. 

9 Experitments for Conformance Testing of Transport Protocol 

9.1 Experimental Schemes 

In order to examine the two testing method based on automation model, we have 

performed the Conformance testing of OSI Transport Protocol class 0 developed in the 

VAX 11/780. The experiments have done over the X.25 packet switched data 

network. Fig. 9 shows the experimental system configuration for the testing method 

1. 

In this figure, testing tools such that Tester Process, Testing Aid, Test sequence file 

and Test result file are also prepared in the VAX 11/780. The Tester Process and 

Testing Aid are interfaced to the TIN Interface of the system. The functionality of 

these testing tools are the followings. 

(1). Test sequence file store the test sequence of OSI Transport Protocol class 0. 

(2). Test result file store the results of the experiment. 

(3). Tester Process controls the Test sequence file and Test result file, and performs 

the conformance testing in the following way. 

Ce. Read the test sequence from the file. 

;.e.). If the input is a T primitive, set this information at the user data of DT TPDU and 

send it to the product under test though NC. 

If the input is an N primitive or TPDU, send them to the product under test as the 

ordinary way though NC. 

(4 1). If the input is a timeout, wait for appropriate duration. 
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5 . Wait a response from the product under test and analyze the response. 

ti . The result will be stered in the Test result file. 

(4). Testing Aid is a subsidiary program which receive and analyze the test sequence 

from the Tester Process. As the result of analysis, it generates the T primitive or N 

primitive or TPDU input -which stimulate to the TP program with requested 

synchronization. 

The testing method 2 have examined in the same configulation as Fig. 2 without 

Testing Aid. In case that the T primitive input is needed, this information is 

instructed through off line and is stimulated through S/T interface manually. 

9.2 Experiments for Class 0 

Experiments are performed for initiator and responder separately. Since the same 

tendency is detected, we describe the case of initiat,or here. In the initiator of class 0, 

the DS should be defined for all the states specified in Table 4. In this case, it is 

possible to define identical DS for state A2 (WFCC), B (OPEN) and C (ERROR) where 

the NC is assigned and open. 

In the testing method 1, the DS and characteristic output sequences for each state are 

the followings. 

State = N(CLOSED) DS = TCONreq,NCONconf Output = NCONreq,CR 

State = Al(WFNC) DS = NCONconf 	 Output = CR 

State = A2(WFCC) 	DS = TDTreq,CC,TDTreq 	Output = e, c, DT 

State = B(OPEN)) 	DS = TDTreq,CC,TDTreq 	Output = DT, ER, e 

State = C(ERROR) 	DS = TDTreq,CC,TDTreq 	Output = e,  e , c 
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where ' indicates the no response. The preceding state of N. Al, A2, B and C are C, 

N, Al „1\ 2. and  B.  respectively. 

Figure 10 shows some examples of the test sequences and their results using method 

1. As shown in Table 4, there are 53 possible transitions in the initiator and all of 

them can be examined. The total numbers of input become 521. Also the size of the 

Testing Aid is 271 executable source statements written in C language, and it is 

small enough to compare with the size of TP class 0 program itself. 

In the testing method 2, the DS should be defined using only TPDUs and N 

primitives. However, it is not possible to define the DS for state N without using 

TCONreq. This indispensable input is generated manually followed by the 

instruction from the protocol tester, and hereafter is described by (tconreq) in the test 

sequences. The DS and characteristic output sequence in testing method 2 are the 

followings. (See Fig.11) 

State = N(CLOSED) DS = (tconreq) 	Output = NCONreq 

State = Al(WFNC) DS = NCONconf Output = CR 

State = A2(WFCC) 	DS = CC,DT,CC Output =  e , e, ER 

State = B(OPEN)) 	DS = CC,DT,CC Output = ER, e, e 

State = C(ERROR) 	DS = CC,DT,CC 	Output = E, E, E 

Among the 58 possible transitions in Table 4, 39 transitions can be examined by 

method 2. The total numbers of input become 401, and 59 of them are (tconreq). The 

examples of the test sequences and results are shown in Fig. 12. 

During the testing for class 0 initiator, some errors have detected such that the 

handlings of TDISreq in state A2(WFCC), and TDISreq, CC, NRSTind and NDISind 
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in state C(ERROR) using testing method 1, and all of above errors except TDISreq in 

states A2 and C using testing method 2. 

10. Conclusions 

The preceding sections describe how we implement the OSI Transport Protocol and 

how we perform the conformance testing based on the automaton model. These are 

just for the examples at this stage, however, we will continuously study the 

implementation of OSI protocols and their testing. Beside these, we have already 

implemented Session Protocol program and the testings of Transport Protocol class 1 

and 2 are studying. Concerning with the testing method, we feel that both methods 

will be used case by case effectively according to the situation of the products under 

test. 
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Table 1 Protocol Mechanism included in Class O. 1. 2 and 3 
_ 

	

Protocol Mechanism 	 Varia nt 	0 	1 	2 	3 

Assignment  to Network Conn. 	 • 	 * 

TPDU Transfer 	 * 	• 	* 

Segmenting and  Reassembling 	 * 	* 	• 	* 

Concatenation and Separation 	 • 	* 	* 

Connection Establishment 	 * 

Connection  Refusal 	 * 	* 	* 	* 

Normal Release 	 ùnplicit 	 * 

explicit 	 * 	* 

Error Release 	 e 	''' 

Association of TPDUs with 	 • 	• 	* 	* 
Transport Connection  

DT TPDU Numbering 	 normal 	 * 	m(1) m 

extended 	 o(1) 	o  

Expedited Data Transfer 	network normal 	m 

network expedited 	ao 	*(1 ) 	*  

Reassignment after Failure 	 *  

Retention until Acknowlegement 	Conf.Receipt 	 ao 
of TPDUs 	 AK 	 m 	*  

Resynchronization 	 * 

Multiplexing and Demultiplexing 	 * 	* 

Explicit Flow Control With 	 m 	* 

	

Without 	 * 	o  

Frozen References 	 * 	* 

Treatment of Protocol Errors 	 • 	* 	* 	• 

Ke 
* 	Procedure always included in class 

Not applicable  

m 

	

	Negotiable procedure whose implementation in equipment is 

mandatory  

o 

	

	Negotiable procedure whose implementation in equipment is 

optiona 1  
ao 	Negotiable procedure whose implementation in equipment is 

optional and where use depends on availability within the 

network service  

(1) 

	

	Not applicable in class 2 when non-use of explicit flow control 

is selected 
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Table 2 Pro(frant 	T-Alamtp-or 
Program Nlodult• 	 Size 

Main Uotitine ( including declination ,;tateinciitl 	:;11+ 
LI / Processing of «1' Primil iv( s 
PO Processing of N Primitives 	 -.•oi; 
I/O Processing of Class Process 	 131 
TCMT Management. 	 189 
Class Selection 	 215 
Selection of NC and its NS CID 	 29 
Separation 	 48 
Association of TI'DlUs with TC / Demultiplexing 	429 

Total 	 1792 

Table 3 Proffram - 
Program Module 	class 0 class 1 class 2 class 3 

Main Routine 	 363 	1178 	544 	1264  
Common Routines 	 389 	955 	497 , 1134  
Assignment to NC 	 46 	68 	46 	68  
TPDU Transfer 	 31 	24 	31 	24  
Segmenting and Reassembling 	148 	185 	226 	296  

Concatenation 	 54  

Connection Establishment 	254 	60 	247 	60  

Connection Refusal 	 40 	42 	43 	42 

Normal Release 	implicit 	23 

explicit 	 353 	59 	352 

Error Release 	 56 	 86  

DT TPDU Numbering 	 21 	19 	57 

Expedited Data Transfer 	 226 	206 	341 

Reassignment after Failure 	 162 	 186 

Retention until Acknowledgement 	322 	550 

of TPDUs  
Resynchronization 	 551 	 545 

Multiplexing 	 19 	10  
Explidt Flow Control 	 255 	385 

Frozen References 	 13 	13  
Treatment of Protocol Errors 	47 	24 	41 	24 

Total 	 1397 4184 2319 5405 
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Table 4 State Transition Table of Class 0 Initiator ( partly ) 

STATE 	CLOSED 	WAIT FOR 	WAIT FOR 	OPEN 	ERROR 

NC (WFNC) CC (WFCC) 

INPUT 	 N 	Al 	A2 	B 	C 

TCONreq 	Al 	Al 	A2 	B 	C 

NCONreq 

TDTreq 	N 	Al 	A2 	B 	C 
DT 

TDISreq 	N 	N 	N 	N 	N 

	

NDISreq 	NDISreq 	NDISreq 	NDISreq 
TS1 P 	 TS2 P 

NCONconf 	// 	A2 	// 	// 	// 
CR 

TS1 S 

NRSTind 	// 	// 	N 	N 	N 

	

TDISind 	TDISind 	TDISind 

	

NRSTresp 	NRSTresp 	NRSTresp 

	

NDISreq 	NDISreq 	NDISreq 
TS1 P 	 TS2 P 

NDISind 	// 	N 	N 	N 	N 

	

TDISind 	TDISind 	TDISind 	TDISind 
TS1 P 	 TS2 P 

CC 	 // 	// 	B 	 C 	C 

	

TCONconf 	E R 
TS1 P 	TS2 S 

DR 	 // 	// 	N 	C 	C 

	

TDISind 	E R 

	

NDISreq 	TS2 S 
TS1 P 

DT 	 // 	// 	C 	B 	C 
E R 	TDTind 

TS2 S 

E R 	 // 	// 	N 	N 	N 

	

TDISind 	TDISind 	TDISind 

	

NDISreq 	NDISreq 	NDISreq 

TS1 P 	 TS2 P 

- 	• — Notes (1). The intersection which is not logically possible is indicated by -fr. 

(2). And the other intersection contains next state, output and timer control signal. 

(3). In the timer control signal, S and P indicate 'start' and 'stop' respectively. 

277 



lass 0 Responder ( partly ) 

STATE 	CLOSED 	CLOSED 	WAIT FOR 	OPEN 	ERROR 

(NC closed) (NC opend) TCON RESP 
(WFTRESP) 

INPUT 	 Ni 	N2 	A 	B 	C 
, 	 

	

TCONresp 	Ni 	N2 	B 	 B 	 C 
CC 

TDTreq 	 Ni 	N2 	A 	B 	 C 
DT 

	

TDISreq 	Ni 	N2 	N2 	Ni 	Ni  
DR 	NDISreq 	NDISreq 

TS2 P 

	

NCON ind 	N2 	// 	// 	// 	// 

NCONresp 

	

NRSTind 	// 	N2 	Ni 	Ni 	Ni  

NRSTresp 	TDISind 	TDISind 	TDISind 

	

NRSTresp 	NRSTresp 	NRSTresp 

	

NDISreq 	NDISreq 	NDISreq 
TS2 P 

	

NDISind 	 // 	Ni 	Ni 	Ni 	Ni  

	

TDISind 	TDISind 	TDISind 
TS2 P 

CR 	 // 	 A 	C 	 C 	 C 

TCON ind 	. E R - 	E R 
TS2 S 	TS2 S 

DT 	 // 	N2 	 c 	e 	c 
E R 	TDTind 

TS2 S 

ER 	 // 	N2 	 A 	Ni 	Ni  
TDISind 	TDISind 
NDISreq 	NDISreq 

TS2 P 
. 	. 	.. 	.. 	. 	. 	. 	.. 	.. 	.... 

Notes (1). The intersection which is not logicaily possioieIs matcatea oy 

(2). And the other intersection contains next state, output and timer control signal. 

(3). In the timer control signal, S and P indicate 'sta rt ' and 'stop' respectively. 
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RHIN 

OUTILS OPERATIONNELS POUR LA 

DESCRIPTION, VALIDATION ET IMPLANTATION 

DE PROTOCOLES DE COMMUNICATIONS 

OPERATIONAL TOOLS FOR DESCRIPTION, VALIDATION 

AND IMPLEMENTATION OF COMMUNICATION PROTOCOLS. 

)P. ANSART 

Directeur du Projet RHIN 

Agence de l'Informatique 

Tour FIAT 

92084 PARIS LA DEFENSE 

RESUME 

L'utilisation de protocoles normalisés 
demande entre autre la disponibilité 
d'outils pour : 

- la validation du protocole (vérifier 
que le protocole est correct) 

- la description non ambigue de celui-ci 

Nous présentons deux outils opérationnels : 

- VADILOC/LISE pour la validation, 
- le langage PDIL pour la description, qui 

ont été appliqués aux couches OSI 4 et 5. 
De plus PDIL permet la production automati-
que d'implantation. 

ABSTRACT 

Use of standardized protocols requires 
among others operational tools for : 
- protocol validation (check for protocol 

correctness) 
- unambiguous description of the protocol 

We present two operational tools 

- VADILOC/LISE for validation 
- the PDIL language which have been 

applied to  OS!  layers 4 and 5. 
Moreover PDIL allows for automated pro-
duction of implementation. 
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LISE 

LISE s tool based on extended finite state automata (state 

automata with predicates). This form has been chosen since it 

is the more popular in the community of protocOl designers 

(je  suppliers, carriers, standardization committes). 

1. The concepts 

According to the OSI Reference Model an (N)-protocol is run 

by peer (N)-entities - 2 or more - using an-(N-1)-service and 

providing an (N)-service. 

The behaviour of 	each (N)-entity 	is described using a 

extended automata, by a set of transitions of the following 

form : 

<trans>:: = '('<event> <fromstate> <predicate> <tostate> 

<action> ')' 

< event>:: 	= nothing' <input-event> 

Nothing means that this a spontaneous transition which can 

fire et any time provided the state and predicate are as 

specified in the other part of the transition. 

<input event>:: = N-service request or response 

I (N-1)-service indication or confirmation 

t (N) -POU 

<from state> :- = state-name 

<to state> :: 	= state-name 

<predicate> :: = a boolean 	expression calculated 	using 

parameters of the event and variables. The variables are in 

fact an extension of the state of the process. 

<action> :: = <action-on-variable> <action-to-(N-1)-service> 

<action-to-(N)-service> 

<action-on-variable> :: = nothing set-variables 

<action-to-(N-1)-service> :: = nothin43end (N) - PDUIsend an 

(N-1)-service request or response. 

<action-to- (N) -service> : = nothin
\

g send (N) -service 

indication or confirmation. 
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Then a model of the (N-1)-service is introduced and the (N)- 

entities are interconnected through this model. 

We have gained from our experience that constructing the 

model of the (N-1)-service may be more costly than building 

the model of the protocol itself. 

For this reason LISE offers a set of predefined models 

corresponding to almost all existing networks. The predefined 

models are listed in section 5. 

After the model has been selected (or constructed by the user 

if none of the preexisting models fit into the (N-1)-service 

which is to deal with) the properties of the overall 

communication can be studied. This study may include : 

validation through global state exploration, simulation, 

study of properties. 

2. User interface 

LISE has been designed to be_an interactive tool , therefore 

it includes an ease-of-use user interface which essential 

features are : 

- a transition oriented editor including functions such as 

searching or deleting transitions using criteria like : 

list all transitions including a specific object as a 

component ... etc. 

- Save-restore a set of transitions into/from a specified 

file. 

- check the properties of a local state automata : connexity, 

pathes , cycles, sink state.. 

- list the objects (i.e. the compoments of the transitions) 

and their characteristics and ckeck them for consistency 

(for instance a state and a (N)-PDU shall not have the same 

name, or a (N)-PDU which never appears as the event of a 

transition cannot be an (N)-PDU1). 

The user interface also includes some facilities which are 

called on after a validation has been done - they are 

presented later. 

Finally it sould be noted that LISE is a bilingual system 

which proposes to its user to use either french or english. 
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3. Validation 

We will first consider the case of two (N)-entities and then 

describe the extension for n. Similerily we first consider 

the case of a simple (N-l)-service comprising two fifo queues 

without flow control (i.e. when the queues is full this is an 

error). 

The method is very simple an based on a global state 

exploration. As proposed in UALL 80] , starting from an 

initial global state in which both processes are in their 

initial state and the channels are empty, the reachibility of 

the system is build in studying all possible transitions done 

by the two processes. A data base contains all the global 

states and when a new global state is computed it is first 

checked against the already exiting global states in the data 

base and added to the database only if it does not already 

exist. The validation stops when the tree has been gobally 

explored  (le no new global slate can be created). 

The method allows the detection of three kinds of errors : 

- unspecified reception 

	

	: reception 	of 	an event ev, 

head of the channel Pi -> Pj, 

when the process Pj is a state 

S such 	that 	there 	are no 

transition 	<ev S predicate 

for which the predicate is 

true. 

- deadlock 

	

	: the global state of the system 

is such that no transition can 
be executed further. 

- non executable transition : at the end of the communication 

analysis a transition has never 

been executed. 

In case of errors the system may display upon request of the 

user an 'history' of the error. 

In parallel with the construction of the reachability tree of 

the communication, the global state automata is constructed 

(i.e. not only the global states but also all the transitions 

287 



between these states are put into the data base) and a new 

part of the user interface is then available : 

- display all or part of the global state automate 

- study its connexity, cycles .—(note that the deadlock 

detected by this method has less power that the liveness 

property in Petri-nets, which as to be studied through the 

connexity of the global state automata). 

- display communication scenarios : a global covering of the 

state automata is constructed and then the corresponding 

transition sequences are displayed. 

This can be used further either for protocol teatching 

purpose (a special extension of LISE, called a protocol 

teatcher is also available for this purpose) or as test 

suites when performing equiment testing. 

4. Simulation and properties study 

While in validation mode the system fires all possible 

transitions in every global state, when turning to simulation 

mode the system selects only one transition. This selection 

is done on a random basis. This mode is usefull when it turns 

out that a validation cannot be run due to a too high number 

of global states. 

An other feature allows to put low priority to transitions 

corresponding to error cases (for instances). Therefore where 

running a simulation the error cases are considered with a 

lowest probability that the normal operation cases. 

It is very well known that absence of deadlock does not proof 

that the protocol operates properly : it is very simple to 

build a (so-called) mutual exclusion algorithm which does not 

fall into deadlock but allocates the ressource more than once 

simultaneously. One of the key drawback of the state 

exploration method is that it provides no tool for verifiying 

that the protocol meet certain requirements. Such a feature 

has been added in LISE in the from of global assertions. 

A global assertion is nothing but a spontaneous transition 

which predicate can ckeck any compoment of the communication 
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- purge 

- complete 

(including the remote process, and the (N-1)-service). In 

fact the predicate of such a transition is true when then 

assertion is false and then the process goes into an error 

state. Global assertion have the highest priority in order to 

be still detected in simulation mode. 

5. (N - 1) -service models 

The basic (N-1)-service model consists of two fifo queues. 

LISE proposes to the user to build its (N-1)-service model in 

adding to this basic model any combination (except certain 

combinations which are senseless like datagramm and flow 

control or datagramm and expedited data) of the following 

properties : 

: the fifo queue can be purged on request', 

each direction independently. 

purge : the fifo queue can be purged on request, 

simultaneously, including a purge 

collision resolution algorithm (like the 

X25 reset). 

: the receiving process can block/unblock 

the channel and the channel can 

block/unblock the sending process. 

- expedited data : each element put in the queue can be 

characterized as normal or expedited - 

Expedited elements may bypass normal 

elements. All combinations resulting from 

bypassing are considered by the system. 

- datagramm 	: the order in which the elements are 

delivered is independent of the order 

they have ben put into the queue 

(misodering). 

with : similar to the previous one except last 

that the (N-1)-service may also loose 

any data. 

- flow control 

- datagramm 

loss 
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The properties selected by the user are represented in the 

from of parameters which are used by the 

validation/simulation algorithm when building the next global 

state(s). The systems also offers global variables which can 

be used to add user-defined properties to the (N-1)-service. 

This global variables can be checked/set in every transition. 

6. Timers 

As an important feature, the system includes a timer 

management facility. A property is added to the channels 

which is to define a minimum transit delay and a maximum 

transit delay for the elements put into the channel. 

An actual transit delay is attached to each element in the 

channel and initialized to zero when a process puts an 

element into a channel. When exploring the global states the 

validation algorithm : 

- does not deliver an element if its actual transit delay is 

less than the minimum. 

- forces the delivery of the element if its actual transit 

delay has reached the maximum, 

- progresses the time if no transition corresponding to a 

timer which has run out or to the delivery of an element 

having reached the maximum transit delay can be fired. 

"progressing the time" means : 

- increment by one the actual transit delay of every element 

in the channels 

- execute a user-defined action (like decrementing a counter 

modelling a timer which has been started). 

Unlike classical simulation system there is no 'virtual 

clock' in the system. (Such a variable would prevent the 

validation algorithm to ever terminate). 

7. Extension to n processes 

Although very powerful the main drawback of the system is to 

be limited to the study of the communication between two 

processes. An extension allowing to interconnect n processes 
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through a (N-1)-service has been recently developped. 

LISE in the n-processes version (model) 

In the n-processes version they n processes and n x n input 

queues. 

Before sending a message an action (written either in Pascal 

or in an adhoc •interpreted language) has to select the 

destination process and the destination queue in the process. 

If the number of processes is limited to two the default 

velue is 'the' queue of 'the' remote process therefore any 

automate  used with the previous version can still be 

validated. 

The validation/simulation algorithm again explores all 

transitions end builds the global states. 

A global state is a vector comprising 

- the state and variables of Pl...Pn 

- the global variables 

- the content of the interface channels. Q11...Qnn 

It is clear that the number of global states is largely 

growing with this configuration. Therefore if validation 

cannot be used, the system automatically turns to simulation 

mode. 
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8. Conclusion 

The LISE system is operational under Multics on a Honneywell 

68 large main frame computer and also under UNIX and SOL (a 

unix compatible system written in Pascal) or SM90 (a french 

multiprocessor architecture based on M68000). It has been 

used for validating exemple protocols (HDLC/X25) but also 

real protocol during their design phase: ISO Transport, ISO 

Session, file transfer. 

The format of the input (transitions) facilitates the setting 

up of the system since it is close to what is used by 

standardization committees. The global assertion feature has 

been felt of primary importance when validating the transport 

protocol [ANS-1 83] . 

The possibility to easy select a complex (N-1)-service model 

has been largly used when validating a subset of the OSI 

session protocol 1ANS-2 83] and has permitted to conduct a 

significant validation of this complex protocol in a short 

time. [ANS-3 82, ANS-4 82]  

The reader familiar with the french language may find in 

1ANS-5  83] a complete user's manual of LISE. 

New developments are in progress to allow composition of 

processes (i.e. not communicating via queues). 

PDIL 

PDIL (Protocol description and implementation language) is a 

language developped by the Agence de l'Informatique - and 

also a set of associated 	tools : a compiler (or more 

appropriatly a preprocessor) which translates a PDIL program 

into a PASCAL program a simulator which executes the PASCAL 

programs produced by the preprocessor and finally a set of 

run - time environments which allow to integrate the PASCAL 

programs into real operating systems and execute them as en 

automatic implementation of a protocol. 
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1. Concepts 

PDIL allows the description of both services and protocols. 

For describing a protocol the technique used in PDIL is to 

describe en (N)-entity running the (N)-protocol. When 

specifying a service, the corresponding  POIL  program 

describes it as a box. The main difference between this two 

units of description is that in the case of an entity they 

are service access point(s) at which the entity is offering 

service and service point(s) at which the entity is using 

services, while a service unit of description does not use 

other services. 

In general a service is not subject 	to automatic 

implementation but is only used for simulation purpose. This 

is the case when we describe a distributed service in the OSI 

sense (e.g. the transport service). However local services 

may also be described and - therefore implemented (e.g. a 

memory management service). We will focuss on entity 

description in the remainder of these lectures. 

1.1. Model and instances 

The unit of description in PDIL is in fact a model of an 

entity which represents all possible behaviours of an (N)- 

entity respecting a (N)-protocol. At implementation time a 

system will support one or more instances of this model, each 

instance beeing derived from the model in fixing parameters. 

The behaviour of each instance conforms to the behaviour of 

the model. 

1.2. Parametrization 

Four levels of parametrization are offered in the PDIL 

language in the following way : constants, types, variables 

and procedures/functions may be declared as "external" with 

the following semantic : whatever are their values, the 
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behaviour of any instance giving to them actual values 

conforms to the behaviour of the model which specifies the 

protocol. 

1.3. Machines, channels, contexts 

Entities in a system are communicating through channels. 

Channels are bidirectionnel  fifo queues which can be 

dynamically allocated and destroyed.  Additionnel intelligence 

can be attached to channels (for instance resolutions of 

collision when closing a channel). 

An entity can be splitted into several machines. As entities, 

machines communicate through channels (no shared memory). 

An (N)-entity does not need to know the internal structure of 

the (N-1) and (N+1)-entities (i.e. how they are splitted into 

machines). 

Inside a machine, several contexts can be dynamicaly 

created/destroyed. Therefore, a machine has the capability to 

multiplex several activities in parallel. 

1.4. State automata 

The behaviour of a machine is described in term of an 

extended finite state machine as follows : 

• The default context of the machine contains a major state 

and variables (minor states) for the overall machine. This is 

used for controlling the general behaviour of the machine. In 

general only a few states (like not-operational, operational, 

shutdown-in-progress) are used. Interactions asking for 

creation of new activites are processed in the default 

context (e.g. a new connection is rejected in the shutdown-

in-progress state). 

. Each created context contains also a state  and variables. 

When interactions dealing with an existing activity are 

received through a channel they are directed to the 

appropriate context in which they are processed according to 
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M-entity 

fi  
M-entity 

the state automata of the context. 

Channels are dynamicaly attached to context in order to have 

this association done automaticely for all interactions 

received via a channel. 

1.5. Addresses and service access points 

Entities are connected at service-access-points (SAPs). Each 

SAP is uniquely indentified by an address. 

When a channel is created the address of the SAP is given as 

a parameter. This allow several instances to be created in 

adjacent layers at implementation time, in conformity with 

the model. 

I-entity 

I-entity 

ISI 

I-entity 

I-entity 

IS4 

-entity 

SAPs 
--> SAPs 

Models of entities in 

layer (N) and (N+1) 

instances of entities 

in layer (N) and (N+1) 

use of SAPs for addressing instances of entities. 

Moreover this allows for separate compilation and 

implementation of the layers : adding new users only requires 

to change the SAP table in the system. 

2. Language features. 

The language used is an extension of Pascal. Pascal has been 

chosen due to its popularity, good structuration, typing 

facilities and the fact that it is standardized. 
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A unit of description starts with a header of the following 

form : 

entity namel providing - to name2 using (name 31,- name 3n); 

nemel defines the service which is provided. There could be 

several descriptions providing the same service. Each 

instance will use one of those at implementation time. Name2 

is only used internally to designate the potential users of 

the service. This header is used to provide linking 

information between separate descriptions of entities and 

services, therefore allowing for separate compilations. 

Name3i designates other services which are used by the 

current description. They shall be defined somewhere else as 

'namel' of other description. 

As is Pascal, labels,- constants, and types are then 

introduced, with the different that constant end types may be 

'external' (i e. not defined). 

The next section gives the components of the entity, mainly : 

- the names of the machines composing the entity 

- the name of the channels to be used 

- the structure for the addresses of the SAPs 

- the name of the interactions to be exchanged 

through the channels 

- the structure of the interactions in the form of 

Pascal records 

- the structure of the contexts and the state space 

of each of the state variable. 

Then the behaviour of the entity is specified in the form of 

a extended state machine, through constructs of the following 

form : 
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When interection-name 

From state-name 

Provided predicat 

to state-name 

action 

provided other-predicate 

from other-state-name 

When interaction-name. 

• 

3. Undeterminism 

One important feature of the PDIL language is that it allows 

to describe an undeterministic behaviour. This is of prime 

importance when describing protocol in order to avoid over-

specification. Undeterminism can be introduced : 

- in calling on external functions which return a result 

having a specified type but an undefined value 

- when more than one predicate (provided clause) is true any 

one of the actions corresponding to one of those predicate 

may be executed 

- spontaneous transitions may also be introduced : they are 

transitions which are not triggered by any external event - 

A spontaneous transition can fire at any time, provided a 

set of conditions based or the internal state of the entity 

is true. 
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4. Other facilities 

A state automata description implies that there are well 

identified events which are received in well known states. 

The problem in protocol description is that identifying the 

event itself is a part of the protocol description. 

Similarily identifying to which state automata instance the 

event applies is also a part of the protocol. 

When an (N-1)-SDU is received it is first necessary to 

recognize an (N)-PDU (i.e. identify the event), then find to 

what connection the PDU belongs (i.e. select the state 

automata instance) before applying the transition of the 

state automata. 

PDIL contains all the appropriate features for describing 

this part of the protocol. 

When an (N-1)-SDU is received it is first processed in the 

context attached to the channel to which the interaction 

carrying the (N-1)-SDU has been received. 

Then a special decoding function is called, which allows for 

recognizing the PDU and selecting the appropriate event. 

If necessary the parameters of the POU may be used to 

identify what automaton's instance the PDU belongs to. 

Then the appropriate context is selected before the state 

automata is called. 

Context can be selected by identifier or by criteria. Other 

constructs allow to apply one event to several contexts in 

turn (e.g. all contexts meeting a particular criteria). 

5. Abstract memory management 

Additionnaly PDIL includes a facilities called ' abstract 

memory management ' allowing to describe what happens to the 

data passed by the (N+1)-entity and the (N-1)-entity. A set 

of system calls (fragment, assemble, copy, forget, create, 

expand) are offered to the user for describing user-data 

manipulation. This approach offers tools for an unambiguous 

description of this important aspect of a communication 

protocol and has permitted to achieve automatic - and 
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efficient implementation. 

6. Automatic implementation end simulation 

Automatic implementation and simulation both rely on a 

compiler (a preprocessor) which translates PDIL source into 

PASCAL programs. 

6.1. The preprocessor 

The preprocessor - operational under Multics - translates a 

PDIL description into 

. a main Pascal program containing one 	procedure per 

interaction belonging to the entity. 

• a set of Pascal subroutines which may be either complete 

(i.e. they contain a completely programmed body) or to be 

completed by the user et  implementation time. 

• e set of tables containing internal information on the 

structure (machines, interactions...). 

The PDIL preprocessor makes the syntax checking and produces 

a Pascal code independent from the target system. 

6.2. Automatic implementation 

Automatic implementation is the creation of instances 

corresponding to the model previously described. The Pascal 

programs produced by the preprocessor should be completed (in 

order to become executable) : 

a) - with a run time environnement offering the system calls 

used by a PDIL description : mainly abstract memory 

management and channel management. 

h) - with some part of the protocol which may have not be 

fully specified (e.g. detailled encoding/decoding) 

c) - with the parameters and subroutines characterizing the 

instance. 
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N-1 )- layer (N-1 )service 

The run time environnement differs depending on the target 

system on which the automatic implementation is to be 

executed. But it has to be constructed only once per target 

system and can then be reused for any protocol implementation 

in any layer on the same system. 

The part h) refered to above is specific of each protocol and 

should be coded manually for each new protocol which is 

implemented. 

The part c) may be reduced to some simple tables or may be 

comprise some sophisticated subprogram depending on the 

protocol (like an algorithm to optimize local ressources). 

Our experience has shown that, when the run time 

environnement has been constructed for a given operating 

system, more than 90% of the code representing an 

implementation is obtained automatically. 

6.3. The simulator 

The simulator is nothing but a specific 	run time 

environnement which executes the code in a controlled manner. 

Simulation of the (N)-protocol requires that the (N-1) 

service has also been specified. A typical configuration of a 

simulation is given below. 

typical configuration of an (N)-protocol simulation. 
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As it can be seen in figure 10, the simulation also requires 

users in layer (N+1). The users excercize the service 

provided by the (N) entities. The usera are also written in 

PDIL as very simple (N+1) entities. They include spontaneous 

transitions representing all possible behaviours of the user 

of a the (N)-service. 

7. Conclusion 

From experience it appears that PDIL and the associate tools 

are really the basis of a protocol software factory. The 

preprocessor, the simulator and a run time environnement on 

INTEL RMX 86 are operational. A lot of protocols in layer 

2,3,4 and 5 have been specified using PDIL UNS 6 Bijand the 

experiments of automatic implementation on RMX86 are very 

promising - more  than 90% of the code is produced 

automatically and the mean time for implementing a protocol 

in reduced by more than 70 % compared with  traditionnel  

implementation methods for protocols. New experiments are in 

progress using UNIX and SOL. 

PDIL is close to the work developped  et the Montreal 

University by the team of C.V. Bochmann [BOC 8 2]  , at NBS 

[BLO-TEN 82] and also to the language currently in 

development by ISO/TC97/SC16 DSO 8-83]  . 

Overview of PDIL in english can be fund in [ANS et al-7, 198 

and the reader familiar with the french language will find in 

[FHARI 83] a complete specification and user's manual of 

PDIL. 

(ANS-1 80 ) JP. ANSART Formal Validation of the OSI 

transport protocol - research report FDT 7534 

RHIN Project - Agence de l'Informatique. 

(ANS-2 83) 	JP. ANSART Validation de la session ISO - 

Rapport de recherche - Agence de l'Informatique. 

(ANS 3-82) JP. ANSART Validation de la session ECMA 75, 
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rapport de recherche RHIN-1DT7517. Agence de 

l'Informatique. 

(ANS 4-82) 	JP. ANSART Validation de le session Architel 

(ISO BCS). Rapport de recherche RHIN. Agence de 

VI nformatique. 

(ANS 5-83) 	JP. ANSART Manuel opérateur LISE. Document RHIN- 

FDT7539. Agence .  de l'Informatique. 

(ANS 6-83) JP. ANSART Formal description of ISO transport 

and session in PDIL - Computer printout 

Agence de l'Informatique. 

(ANS7 et all)JP. ANSART, V. CHARI, M. NEYER, O. RAFIQ, D. 

SIMON Description, Simulation and Implementation 

of communication protocols using  POIL.  ACM 

Austin - March 7/9 1983. 

(ANS-8 81) 	JP. ANSART, Test and certification of 

standardized protocols, in D. RAYNER and RWS 

Hale (editors) Protocol Testing - Toward proofs 

- Volume 2 pp 119 126 NPL 1981. 

(ANS-9 83) 	JP. ANSART : STQ, CERBERE and GENEPI tree 

testing tools for implementation testing in 

EUTECO (th Kahn  editor) North Holland 1983. 

(MA  79) AYACHE JM, AZEMA P, DIAZ M. Observer : a concept 

for on-time detection of control error in 

concurrent systems IEEE Int. Symp. on fanbt - 

Tolerant computing Madison USA 1979. 

(BER-MEN 83) B. BERTHOMIEU, M. MENASCHE Analysis by State 

enumeration of time Petri nets Proc of IFIP 

congres Paris, Septembre 1983. 
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(BLU/TEN 82) TP. BLUMMER, RL. TENNEY A Formal specification 

techniques and implementation method for 

protocols. Computer Network 6, pp 201-217 1982. 

(BOC 82) CV. BOCHMANN et al Experience with formal 

specification using an extended State transition 

model. IEEE trans. on communication - Decembre 

1982. 

(CHARI 83) 	V. CHAR I,  D. SIMON,  JR. ANSART Manuel operateur 

de PDIL - Agence de l'Informatique. 

(ISO-1 83) 	ISO, Open Systems Interconnection - Basic 

Reference Model IS 7498, 1983. 

(I 50-7 83) 	ISO/TC97/SC16/WG1/DFT - Subgroup B. 

(MER-FAR 76) PM. MERLIN, DJ. FARBER Renoverability of 

communication - protocols - implication of a 

theoretical study. IEEE trans. on 

communications, pp 1036-1043. 

(WES-1 78) 	CH. WEST, General technique for communication 

protocol validation IBM J.R & D, Vol 22, July 

1978 pp 393-404. 

(WES-2 78) 	CH. WEST, P. ZAFIROPULO, Automated validation of 

a communication protocol : the CCITT X21 

Recommendation IBM J.R & D, Vol 22, January 1978 

pp 60-71. 

(ZALL 80) P. ZAFIROPULO, CH. WEST, H. RUDIN, DD. COWAN, D. 

BRANT Towards analysing and synthetizing 
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Vol COM-28 404 pp 651-662, April 1980. 

303 



IMPLEMENTATION AND TEST ACTIVITIES AT NBS 

J. HAEFNER - NBS/USA 

ACTIVITÉS D'IMPLÉMENTATION ET DE TESTS AU NBS 

J. RAEFNER - NBS/USA 
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Network Protocol Implementation and Test Activities at NBS  

R. Blanc and J. Heafner 

A primary objective of the NBS computer networking program is to develop 
testing methodologies to support the development and implementation of computer 
network protocols. 

In support of this objective NBS has laboratory activities where prototypes 
of draft protocol standards are implemented and tested in a variety of 
communications environments (e.g., global networks, local networks, office 
system networks) supporting different applications (e.g. file transfer, 
message processing) on different kinds and sizes of computers. The primary 
purposes are to advance the state of the art in measurement methodologies for 
advanced computer networking technologies, and to determine protocol implemen-
tation correctness and performance. 

NBS views testing as a cooperative research effort and works with other 
agencies, private sector companies and other countries in the development of 
methodologies. 

The test methodologies developed at NBS are well documented and the testing 
tools themselves are developed with an objective of portability and are made 
available to many organizations engaged in protocol development and implementa- 
tions. 

NBS has eight laboratories where testing methodologies are developed and 
prototype implementations of draft standards are developed so that they can 
be tested for correctness and performance in a variety of communication 
and application environments. As these methodologies mature NBS invites 
commercial participation for collaboration in refining the testing methodologies. 

Network Protocol Laboratory 

Work in the network protocol laboratory has resulted in prototype implementations 
of middle and high level protocol standards (actual and proposed), formal 
description techniques to enable machine readable specifications of standards, 
specification compilers which are applied to generate the actual computer 
code from the specification, test scenario generators which use the formal 
descriptions as input and as output generate a set of test scenarios, and a 
complete testing methodology for testing external implementations against NBS 
reference implementations. This laboratory is connected to a commercial X.25 
public data network, to the DoD data network, and to a local area network 
which is based on IEEE standards all for cooperative testing purposes. At 
this time over 135 organizations have agreed to assist NBS in the development 
of the testing methodologies and as a by-product receive NBS assistance in 
the development of prototypes based on international and future international 
standards. 
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Satellite Communications Laboratory 

This new laboratory is currently under development with resources donated 
by a major provider of satellite services and by a major manufacturer of 
computer systems. The objective of this industry/government cooperative 
research effort is to test international standard protocols over satellite 
communications where very high band width and long propagation delay impact 
performance. 

High Speed Network and Multiprocessor Laboratory 

This laboratory is testing standard protocols at very high communication 
speeds (50-100 megabit). NBS is working in cooperation with a number 
of computer manufacturers to specify the techniques for communications 
at these very high speeds. This effort is evolving toward support for 
communications among multiprocessors in a parallel computing environment. 

Videotex Laboratory 

NBS has started a laboratory effort to develop a set of quantitative 
measures to determine the correctness of implementations in terms of the 
North American Presentation Level Protocol Syntax Standard. NBS has started 
this effort at the request of ANSI and the computer and communications 
industries in the United States. This effort is being done in cooperation 
with six computer manufacturers and communication service providers and the 
Department of Communications in Canada. A cooperative effort is currently 
being negotiated with the Electronic Communication Laboratories of NTT in 
Japan. 

Public Data Network Laboratory 

NBS has developed a set of verification techniques which can by applied 
by any organization to determine compliance with Federal Information Processing 
Standard 100, the Government's X.25 Standard for interfacing host computers 
to public data networks. These techniques were developed in consultation with 
major computer manufacturers and communication service providers, and have been 
made available to the industry as well as Government agencies. The Department 
of Defense has developed a military specification based on the NBS standard, 
and is applying the NBS developed verification techniques. 

Network Security Laboratory 

The NBS security laboratory deals with the development of encryption techniques, 
verification techniques and notorization techniques to provide technical 
security for network systems. This effort is performed in cooperation 
with other Federal agencies and over 20 organizations in the private 
sector. 
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Local Area Networking Laboratory 

The local area networking laboratory has resulted in performance measurement 
and correctness techniques for the testing of local area networking standard 
specifications. Work to date has concentrated on one variety of local 
area networking technology. A cooperative effort with a major U.S. 
manufacturer is being negotiated to provide NBS with an additional local area 
networking technology. This effort in conjunction with the network protocol 
laboratory is supporting a cooperative research effort among 16 major U.S. 
corporations on the implementation and application of international networking 
standards. The results of this effort will be demonstrated at a major national 
computer conference in the near future. 

Computer Based Office Systems Laboratory 

In this laboratory network protocols, messaging and document interchange 
protocols are implemented in microprocessors connected to local networking. 
The objective is to test the performance of these protocols in microprocessors 
of the type that could be embedded in communicating word processors and 
desktop computers to ensure that these international standards are also 
applicable to those environments. It is expected that collaborative 
efforts with industry and other countries will be negotiated in the very 
near future. 

307 



NCC PILOT TESTING CENTRE 

I. DAVIDSON - NCC/UK 

CENTRE DE TESTS PILOTE DU NCC 

I. DAVIDSON - NCC/R.U. 

308 



A TESTING ENVIRONMENT  FOR OSI PRODUCTS  

by 

1.C.DAVIDSON 

THE NATIONAL COMPUTING CENTRE 

309 



LONTENTS 

1. THE NEED FOR TESTING IN OSI 

2. TESTING AND THE PRODUCT LIFE-CYCLE 

3. THE INVESTMENT REOUIRED 

1. THE ROLE OF THIRD PARTY TESTING 

5. THE NCC APPROACH 

• TESTING EXPERIENCE 

FUTURE DEVELOPMENTS 

3. CONCLUSIONS 

310 



I.  THE NEED FOR TESTING IN 05 1 

Tho yet' v  essence of Open Systems Interconnection iOSI) is 

that it provides a common set of rules which will enable 

dissimilar systems to communicate with each other. In many 

ways OSI is concerned with achieving for data communications 

what we already have with voice communications over the 

telephone networks - reliable and flexible interworking 

between end-users on a world-wide basis. The main reason 

that telephone communication has been so successful is that 

there has been, in large measure, international agreement on 

the need for a common set of standards in telephony. This 

has been reinforced by the subsequent definition of, and 

adherence to, these standards. 

The lessons learned form the telephony world are just as 

applicable to data communications. Already there is consid-

erable international support for the the standardisation 

work for OSI. Now that some of the standards that are 

reaching a stable state we can anticipate, in the near 

future, the appearance of products designed to implement 

those standards. Obviously products from different sources 

will have to communicate with each other in real situations. 

The question that both users and suppliers will be asking is 

"How can we ensure that this communication is both success-

ful and reliable?" There are two parts to the answer: the 

standards must define the rules for communication as clearly 
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and unambiguously as possible: and products claimed to sup- 

port OSI must demonstrate strict adherence to these rules. 

Thorough product testing can make a real contribution to 

both these  objectives.  Not only can it expose deficiencies 

within the products tested, it can also highlight problems 

with the standards to which they are designed to conform. 

This paper addresses the problem of achieving both thorough 

and consistent testing of OSI products. It is particularly 

concerned with the pioneering activity of "third party" 

testing for OSI. which is being developed at the National 

Computing Centre in Manchester. We believe that this is a 

particularly effective way of meeting the various testing 

needs of the OSI environment. 
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2. TESTING AND THE PRODUCT LIFE-CYCLE 

Most OSI products will be software programs which implement 

one or more of the layers of the OSI Model. Thus they will 

have a similar testing requirement to any other software 

product, the distinguishing features being the complexity 

and riaour of this requirement. 

,Testina of any software product should not be considered as 

just a "one-off" exercise. There will be a number of occa-

sions throughout the life-cycle of the product when testing 

is appropriate. These can be summarised as'follows:- 

ta) PRODUCT DEVELOPMENT: There are many times during the 

development phase of a product when testing is required. 

For communications software there are special problems dur-

ing the later stages of testing, when it necessary to under-

take live exchanges of information. All too often this can 

be limited to the product communicating with itself. For 

OSI this is not sufficient. The special feature of such 

products is that they should be able to communicate 

correctly with similar products produced by other manufac-

turers. This can be very difficult to organise prior to 

such products being installed on user sites. 

(b) PRODUCT ASSURANCE: Many suppliers have separate internal 

organisations charged with vetting newly-developed products 

prior to their release on the market. Their main concern is 
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the Quality of those products, and the extent to which they 

meet the original specifications. Part of those specifica-

tions will be the appropriate OSI standards. Thus they are 

concerned with testing for conformance to those standards. 

Realistically this can only be achieved by controlling and 

monitoring live communications exchanges. Experience shows 

that this requires considerable effort and investment. 

(c) PRODUCT ASSESSMENT: Independent assessment of a wide 

range of products is not a new idea, although it is not very 

common amongst software products. Increasingly it is seen 

as a necessary ingredient for the success of OSI. It is the 

most economic method of providing a consistent mechanism for 

testing for conformance to the OSI standards. It is confor-

mance to these standards that is the key to successful 

interworking of open systems. As already indicated it is 

best established by testing products in live situations. It 

should also be noted that this testing can readily be 

extended to explore such additional important factors as 

performance characteristics and a product's robustness to 

errors. 
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(d) PRODUCT ACCEPTANCE: When a product is installed at a 

client's site it should be thoroughly tested to establish 

that it functions correctly within that particular environ-

ment. The methods adopted for this, and their rigour, vary 

enormously, depending upon both supplier and user. For com-

munications applications particularly, acceptance is an 

activity which should not be skimped. If it is the user may 

have a heavy price to pay in the future. 

(e) PRODUCT MAINTENANCE: Even after a product has been 

accepted for use in an installation the testing requirement 

may still exist from time to time. Products are enhanced; 

the systems in which they reside can change; or faults may 

be exposed which had not been apparent earlier. Thus  test-

in  g may be required for diagnosis purposes or it may be 

required to demonstrate that any changes made work or, at 

least, have not introduced any additional problems! Again 

thoroughness of testing is important. 	There is always a 

temptation to be less than strict in these situations. The 

answer is to recognise that they will occur, and to prepare 

accordingly. 

(f) ARBITRATION: This is one particular aspect of testing 

required once a product is installed on a user site. It is 

peculiar to communications products and it is worthy of 

separate consideration here. As testing of communications 

products can never be exhaustive, we can anticipate occa-

sional situations where two dissimilar products encounter 
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problems when attempting some form of communication with 

each other. There can be real difficulties in deciding 

where the fault lies, especially as a number parties are 

implicated. This can be a source of additional cost and 

lost time in solving the problem. 

It  cari  be seen that there are many occasions within the life 

of a product that testing may be required. This should be 

recognised form the time the product is initially conceived. 

If this is done the product can be designed for ease of 

testing, and to take advantage of specific test mechanisms. 

The prime benefit will be fewer problems when the products 

are in use, and what problems there are should be easier to 

rectify. Users should benefit through less disruption to 

their operations; suppliers should benefit through lower 

development costs and maintenance overheads and, of course, 

through having happier users! 
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3. THE INVESTMENT REQUIRED 

The last section concluded with a suggestion that products 

should be designed to take advantage of specific test 

mechanisms. "What are these mechanisms?" you may ask. For 

OSI the development of such mechanisms is exercising the 

minds of many organisations around the world. In the United 

Kingdom the Protocol Systems Group of the National Physical 

Laboratory has been working on the problem since 1980. 

Their solution will be outlined later. Similar activities 

are in progress in Universities and Research Establishments 

in Australia, Canada, France, Germany, Japan and the USA, to 

name but a few. PTT's and some computer systems suppliers 

are also active in this field. 

Although, as one might expect, different groups have dif-

ferent ideas about the solutions they prefer, all would 

agree on two things; there is a need for rigorous testing in 

OSI, and that its achievement is not a trivial task. OSI 

standards are quite complex. The products which will imple-

ment them will be similarly complex, and the testing mechan-

ism required will reflect this. Experience to date has 

shown that the effort required in developing such test 

mechanisms is at least as much as that required to develop a 

product, and probably considerably more. Thus the invest-

ment required for producing OSI products and their associ-

ated testers is considerable, typically in the hundreds of 
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thousands of pounds range. This can lead to any of three 

conclusions:- 

- the development costs will be such as to discourage 

potential developers from trying, thus reducing the 

range of choice for users; 

- attempts at cost reduction will lead to some products 

being less well tested than they should be, leaving 

users to be more exposed to problems than they have a 

right to expect; 

- costs of OSI products could be at such a level as to 

depress the market demand for them. 

All of these factors will mitigate against the success of 

OSI. The question then arises - "How can this be 

prevented?", or from a more practical angle - "How can the 

conflicting requirements for consistent and rigorous testing 

be reconciled with the reduction of product development 

costs?" The rest of this paper discusses one practical 

solution being offered by the National Computing Centre 

(NCC). 
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4. THE ROLE OF THIRD PARTY TESTING 

As already indicated the idea of an independent agency  test-

in g a range of different manufacturers' products, particu-

larly for their conformance to standards is not a new one. 

In some industries it is normal practice, especially where 

manufacturers wish to attach some label indicating confor- 

. imance to particular standards. Within the communications 

industry it usual for manufacturers to submit their products 

to PTT's for approval for connection to public networks. 

Within the computing industry, however, independent testing 

is the exception rather than the rule. Compiler testing is 

really the only current software testing service available 

in the United Kingdom. The National Computing Centre runs 

such a service for COBOL and FORTRAN compilers 

For the majority of existing test services, the prime incen-

tives for manufacturers to use them have been because of 

mandatory requirements to do so, or because there is a mark-

eting benefit to be gained. In the case of OSI products 

there is an opportunity to introduce an additional dimension 

to the idea of third party testing - that is to offer to 

both suppliers and users a viable alternative to providing 

their own private testing mechanisms. There are consider-

able economic and technical benefits to be gained from using 

"ready made" test facilities rather than developing one's 

own. The economies are made by reducing both the develop- 
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ment and maintenance costs of a product. The technical 

benefits result from having access to the fruits of a 

variety of research and development activities in OSI test-

ma, and to a source of expertise in testing and OSI itself. 

It is this additional dimension that enables third party 

testing organisations to meet the complete range of testing 

requirements discussed earlier. In doing so they offer an 

additional ingredient which is vital to OSI, that of con-

sistency of testing. If everyone "does their awn thing" 

some products will be tested more thoroughly than others. 

Use of publicly available facilities not only puts everyone 

who uses them on the same footing, but does so the highest 

rather than the lowest level. 

One thing should be made clear about third party testing for 

OSI. In the UK it is most unlikely that there will be a 

statutory requirement to have products tested by such a Test 

Centre. Thus product assessment by a Test Centre will gen-

erally be a voluntary decision by the supplier of a product. 

It may be, in certain circumstances, that potential users of 

such products will have a preference for products which have 

been independently assessed. That again will be a voluntary 

decision. While some may think that independent assessment 

is an unnecessary burden, I believe otherwise. It should 

viewed as a benefit to all concerned. Suppliers can benefit 

on a number of counts. It should reduce the number of 

"bugs" in delivered products, firstly by the very fact of 
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testing by someone other than the developer, and secondly by 

the incentive for the developers to ensure that their pro-

ducts "do well" at assessment time. It can also provide a 

mechanism for purging a product of errors as it matures, 

through the rules applied for assessment. This has been the 

case with compiler testing. Finally it can provide a power-

ful marketing tool, if used correctly. Users will benefit 

from having better products to choose from, and a better 

basis on which to make their choice. 
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5. THE NCC APPROACH 

In the foregoing sections the need for thorough testing of 

OSI products has been expounded. The factors which need to 

be taken into account in meeting this need have also been 

discussed. It is apparent that the problem is not a trivial 

one. In fact OSI could compound the problems already 

experienced in the data communications field, if the ques-

tion of testing is not tackled effectively. The opportuni-

ties presented to the computing community by OSI are such 

that it is imperative that we cannot afford to fail. We can 

be encouraged by the fact that the significance of testing 

in OSI has been already recognised, and early enough for 

solutions to be both effective and timely. 

A brief insight has already been given into the level of R & 

D activity into the subject of OSI product testing. The 

real worth of this activity is only realised when the 

resulting tools are used in real situations, i.e. for the 

direct benefit of suppliers and users of the OSI products. 

This is where the National Computing Centre is able to make 

a contribution. With funding support for the UK Department 

of Trade and Industry (DTI) it is developing a radical new 

venture, an independent testing service for OSI. This is 

known as NCC COMMS-AID, COMMS-AID being an acronym for COM-

Munications Software Assessment and Interactive Development. 

Currently the service is a pilot phase designed to explore 
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the viability of this concept. 

NCC COMMS-AID has the objective of providing a comprehensive 

set of test tools for OSI products. These tools can be used 

in a variety of different ways, and it is our intention to 

ensure their applicability for each of the maior testing 

situations identified earlier. In establishing the service 

it has been our deliberate policy to bring together in one 

place the results of some of the R & D work in this field 

from around the world. Currently we have two test systems 

at the NCC. The first is a Network Layer Tester, developed 

at the National Physical Laboratory (NPL) in the UK. The 

second is a Transport Layer Tester, developed at the 

National Bureau of Standards (NBS) in the USA. We antici-

pate installing one or more of the range of tools developed 

at the Agence de l'Informatique (ADI) in France in the sum-

mer of 1984. Hopefully other systems will be added to our 

portfolio in the future. This should permit us to support 

the Session Layer particularly, and probably higher layers 

as the standards for them become more mature. 
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What then is the nature of the service being offered? It is 

basically a remote testing facility for products designed to 

implement single layer protocol standards of the OSI Model. 

Currently the Network Layer and the Transport Layer are sup-

ported. Remote testing means that the testers are located 

at the NCC in Manchester, and the products tested are 

installed on the the client's own systems. The connection 

between the two is via PSS - British Telecom's X.25 based 

public data network. The testers are active insofar as they 

both generate test data and interpret responses. One very 

important feature is that they can be controlled either at 

the NCC or the client's site. It is this remote access 

feature that makes them particularly attractive as develop-

ment aids. The testing architectures for the Network and 

Transport layers are shown in Figures 1 and 2. They differ 

because they have been developed by different organisations. 

Full descriptions of these systems can be obtained via 

references in the bibliography. 

Our policy is to build up support for as many layers of the 

OSI Reference Model as practicable, initially concentrating 

on testing over wide area as opposed to local area networks. 

Within each layer the test systems will be configured to 

support the testing needs of the product life-cycle. As 

time goes by we will develop a significant source of exper-

tise in both testing and OSI. This will be a valuable 

resource upon which the OSI community will be able to call. 
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The main features of the service are as follows:- 

a)PROVISION OF DEVELOPMENT AIDS 

The complexity of OSI products and the corresponding 

test mechanisms is such that development costs could 

be prohibitive for all but the largest organisations. 

At NCC COMMS-AID we can offer test facilities virtu-

ally "of the the shelf". They are sophisticated test 

systems designed to give the developer the testing 

capability required to produce quality products. 

With the remote access facilities a client can "dial 

up" the test system he requires, when he requires, 

and run the tests he requires. He also has a ready 

source of assistance relating to use of the systems, 

understanding of the standards, or development of 

special additional tests. Use of these facilities 

provides considerable scope for savings in develop-

ment costs and time. 
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b)PROVISION OF ASSESSMENT AIDS 

Formal assessment of OSI products is proposed as a 

means of increasing the probability of reliable 

interworkinq between open systems. Three mechanisms 

are possible:- 

- first party assessment - assessment of the product 

by the implementor of that product. 

- second party assessment - assessment of a product 

by a user or potential user of a product, or a pro-

curement agency, 

- third party assessment - assessment by an indepen- 

dent agency. 

Obviously NCC would propose the third party mechanism 

as the option to be preferred. Independence, con-

sistency, expertise and economics are only some of 

the reasons for this view. This is not to say that 

our facilities could not be used for this purpose by 

other parties. 	Product assurance is a private form 

of formal assessment by first parties. 	Benchmarking 

by potential users is a viable form of use by second 

parties. The real point is that NCC COMMS-AID will 

have the tools and expertise to meet many of these 

requirements. 
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c)MAINTENANCE OF A REGISTER OF ASSESSED PRODUCTS 

The full value of formal assessment is only realised 

if the fact that a product has been so assessed is 

well-known. Thus NCC COMMS-AID will maintain and 

publish a Register of such products. Suppliers will 

be able to quote the relevant entry on the Register 

in marketing their products, and users will be able 

to consult it when choosing products. As products 

are often subiect to change entries on the Register 

are only valid for a specific period. 	Continued 

presence 	on the Register will involve a re- 

assessment. It should be noted that an entry on the 

Register does not represent a qualitative judgement 

of the product by NCC - rather it records that the 

product has been tested. Any judgement must be the 

province of others, but should be based upon the 

detailed test results. These may be obtained from 

MCC or the developer of the product, depending upon 

circumstances. 
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d)PROVISION OF ACCEPTANCE/MAINTENANCE AIDS 

The "user-site" requirements for testing have already 

been identified, and the facilities of NCC COMMS-AID 

can meet them. The main point to note here is that 

the user system should be easily configurable for 

testing. This is a factor that users should take 

into account when specifying requirements for their 

OSI products. 

e,ARBITRATION AIDS 

The need for arbitration was discussed earlier, as 

was the potential for problems in this area. Perhaps 

the most acceptable and effective way of solving 

these problems is to use a third party with expertise 

in °SI testing. NCC COMMS-AID sees the arbitration 

role as an important and necessary part of the ser-

vices it offers. 

f)CONSULTANCY AND INFORMATION 

Expertise in testing OSI products 	requires a 

knowledge of the tools used, the standards to which 

they relate and the concept of OSI itself. This 

knowledge is a valuable commodity. It is one which 

we want to make available to existing and future 
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members of the OSI community. In this respect NCC 

COMMS-AID will complement existing services of the 

NCC itself. 

It can be seen that we have an ambitious technical pro-

gramme. This, coupled with our determination to make the 

service economically attractive to our users, should make it 

a valuable and significant force in the promotion of OSI. 

The NCC has been supportive of OSI within the standards-

making bodies (BSI & ISO), and will continue to do so. Now 

it is providing a more visible means of practical support, 

and one which will be adaptive to the needs of the OSI com-

munity. 
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6. TESTING EXPERIENCE 

NCC COMMS-AID is a very new service. We are currently in the 

phase of building up experience in using the test systems, 

and to do this we obviously need products to test. Testing 

the tester is quite a difficult activity to arrange, espe-

cially when the development of the tester precedes that of 

most of the products. However this is a problem which must 

confront any developer of products and their test systems, 

not lust third party test centres. 

In fact with the Network Layer system we are rather better 

placed than most developers. When NPL started their 

development work they chose to base their tester on an 

existing protocol, colloquially known as "Yellow Book", as 

the corresponding ISO protocol was not then well defined. 

Yellow Book is one of a number of protocols primarily used 

by the academic community in the UK for their own network. 

The consequence is that there already exist a number of dif-

ferent implementations which are candidates for testing. 

At the time of writing we have experience of testing four 

different implementations. This has confirmed that NPL have 

developed a very good tester. It has also demonstrated the 

need for such a tester. The implementors of the products 

tested did not have the advantage of having access to this 

system, or one like it, during their development. This has 

been demonstrated by the number of faults we have been able 
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to detect. 	Most of the testing we have done has concen- 

trated on the first set of tests applied to an implementa-

tion, to establish the range and characteristics of its ser-

vice interface. Yellow Book defines eight service primi-

tives. Errors have been detected in implementations of all 

of them. It would not be surprising if this "hit rate" was 

also experienced with the more complex tests that follow. 

Already the value of this type of tester has been amply 

demonstrated. 

For the Transport Layer we have, unfortunately, no testing 

experience to relate at the time of writing. The test sys-

tem is still being developed for use in the UK. At NBS, 

however, there is a major programme of cooperative testing 

in progress. This involves many manufacturers, who are pro-

ducing Class 4 implementations. In addition to debugging 

these implementations this exercise is also helping to 

enhance NBS's system. The UK will benefit from the experi-

ence gained as NCC COMMS-AID incorporates these enhancements 

into its own system. The NBS programme is supporting a col-

laborative demonstration of an OSI application. One thing 

is certain: this demonstration would not have been possible 

within the timescale set without the availablity of the NBS 

tester. Thus we have further evidence of the value of third 

party testing in OSI. 

331 



FUTURE PLANS 

In general terms our plans for the future are to extend the 

range of the Service, while ensuring commercial viability. 

More specifically these plans must concentrate on short-term 

objectives. These relate to the successful completion of 

the pilot phase, scheduled for the end of 1984. Success in 

this context would mean having established that NCC COMMS-

AID can become commercially viable within an acceptable 

time-frame. While funding support from the DTI has been a 

very necessary factor in the launch of the Service, it will 

not last forever. Hence we must be able to estimate when 

income will exceed expenditure. 

On the assumption that the economics are satisfactory, the 

technical plans start from the current base level. We have 

installed, at the NCC in Manchester, test systems for the 

Network Laver and the Transport Layer. The first can test 

two different protocols: the UK Yellow Book already referred 

to; and the ISO X.25 Convergence Protocol - X.25CP (DPXXXX), 

which provides the ISO Network Service (DPXXXX) over the 

over the current X.25 networks. Future development efforts 

are concentrated on X.25CP, with the possible addition of 

testing the latest revision of X.25 - X.25(1984). For the 

Transport Layer the base system currently addresses only two 

of the five Classes of the Transport Protocol (2 & 4). 

Future enhancements to include the other Classes (0,1 & 3) 
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are planned. 

The coverage of Layers 3 and 4 of the Reference Model will 

thus be reasonably comprehensive. Obviously we must provide 

a similar degree of coverage for the higher layers. Here we 

are dependent upon the availability of suitable tools, and 

stable standards to test against. The Session Layer is the 

most promising candidate, and there are good prospects of a 

system for this layer being available in the UK in 1984. 

For the layers above Session the conditions are not yet such 

that a definite commitment can be made. 

Our plans for the future also include addressing two wider 

issues relating to OSI testing. These are Standardisation 

and Harmonisation. The link to standardisation is obvious - 

part of our testing is concerned with conformance to stan-

dards. But our particular concern is that the standards 

contain only requirements that are testable, and that there 

is no doubt about the meaning of conformance to them. There 

is also the question of whether or not the standards should 

include tests. These issues are being addressed within the 

relevant ISO committees, and the NCC already contributes to 

this work. Increasingly in the future our contribution will 

be based upon practical testing experience. 
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Harmonisation relates to the activities of third party Test 

centres as a whole. NCC COMMS-AID will not be the only such 

centre.  However many there are, it it seen as very impor-

tant that their activities are related in some practical 

way. In particular we would to ensure that methods used 

were such that the same product tested by different centres 

obtained the same results at each. If this was so then 

there should be no technical reason why the results of for-

mal testing in one country could not be recognised as valid 

in another, thus reducing the overall cost of such testing. 

Achieving this will require considerable effort, and may 

take some time. However the need has been recognised, and 

some preliminary work on this issue has already commenced. 
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8. CONCLUSIONS 

This paper has identified the need for thorough testing of 

OSI products. It has indicated the level of investment 

required, and the consequences of not making such an invest-

ment. It has mainly been concerned with the proposition of 

adopting third party testing as an economic and technically 

effective solution. 

Third,party testing of software, especially over the whole 

life-cycle, is a new and radical approach to tackling a for-

midable problem. As with most new ideas the responses to 

these proposals will range from enthusiasm, through scepti-

cism, to opposition. Let those who have doubts not overlook 

the size of the problem, or the track record to date of com-

munications software in general. OSI has been conceived to 

meet an urgent and growing need. It has the advantage that 

the testing issue has been recognised early in its develop-

ment, and thus this particular solution is a timely one. 

Third party testing is not the only solution that could be 

adopted, and it certainly does not exclude others. I 

believe, however, that it has the potential to play a maior 

role in the anticipated, and much needed, success of Open 

Systems Interconnection. 

I.C.DAVIDSON, THE NATIONAL COMPUTING CENTRE th  March J.984 

335 



COMPATIBILITY TESTS FOR TELEMATIC SERVICES 
EXPERIENCES WITH THE PETRUS TEST CENTRE 

MR. J. OTTO - FERNMELDETECHNISCHES ZENTRALAMT/FRG 

TESTS DE COMPATIBILITÉ DES SERVICES TÉLÉMATIQUES - 
EXPÉRIENCES AU CENTRE DE TESTS PETRUS 

MR. J. OTTO - FERNMELDETECHNISCHES ZENTRALAMT/RFA 

336 



JUL  26194  

COMPATIBILITY TESTS FOR TELEMATIC SERVICES 

EXPERIENCES WITH THE PETRUS TEST CENTRE 

Jens Otto 

Fernmeldetechnisches Zentralamt 
der Deutschen Bundespost 
P.O. Box 5000 

D-6100 Darmstadt 

The PETRUS test centre of the Deutsche Bundespost offers 
protocol test facilities for Teletex and videotex data 
base protocols. The test system is based on DEC-computers 
POP 11-24 and VAX 11-750. The test-software has been de-
veloped by Danet, a software-house in Germany. As opera-
ting system software, UNIX IS/3 is used. 

The Teletex test application allows remote and automated 
tests of the Telelex protocols defined by CCITT Recommen-
dations. The test results can be communicated to the test 
user immediately. 

The videotex data base protocols are based on X.25, EHKP4 
and EHKP6. The Tests are controlled and evaluated by the 
PETRUS central system. Extensive and precise tests can 
take place within short time. 

With the PETRUS test system, a new generation of protocol 
test equipment has been introduced. The installation of.  
the PETRUS test system allows the Deutsche Bundespost to 
accept the responsibility for the compatibility of 
protocol implementations. 
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1. The Telematic idea  

With the introduction of CCITT - regulated Telematic 
services, the national telecommunication authorities 
intend to place attractive telecommunication services 
at the general publics disposal under economically 
reasonable conditions. 

Typical for a Telematic service is that the characteris-
tics of the service and the facilities of the terminal 
equipment connected to the service are completely des-
cribed in CCITT Recommendations. 

Based on these recommendations, the national telecommuni-
cation authorities are able to introduce the service. 
The characteristics which are available to the subscribers 
to a Telematic service are world-wide identical. 

2. Telematic protocols and compatibility  

The protocol specifications for new CCITT-regulated 
Telematic services (c. g. Teletex) follow the guidelines 
of Open System Interconnection (OSI). 

In the past, it was considered a serious handicap if, 
owing to a lack of standardization, communication between 
systems produced by different manufacturers was prevented 
by incompatible protocol specifications and implementa-
tions. 

An Open System is intended to permit unrestricted communi-
cation between the various components produced by 
different manufacturers. All network components -  ter-
minais, transmission units, central equipment - have to 
interwork with each other fully compatible. 

• • • 
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Fig. 1 describes the protocol structure for the Teletex 
protocols and the relationship to the ISO architecture 
model. 

ISO layer 	 CCITT Recommendation 

7 	application 	 S.60, F.200 
.- 	 

6 	presentation 	 S.61 

5 	session 	 S.62 

4 	transport 	 S.70 

3 	network 
S.70 with reference 

2 	link 	 to X.21, X.25, X.75 

and S.71 1 	physical 

Fig. 1 	ISO and Teletex protocol architecture 

In Fig. 2 a more general structure is given which groups 
the Telematic protocols into several groups: 

ISO layer 	 procedure groups 

7 	application 	 application 
dependent 

6 	presentation 	 network 

5 	session 	 independent 	application 

independent 4 	transport 

3 	network 	 network 

2 	link 	 dependent 

1 	physical 

Fig. 2 	Grouping of telematic procedures 
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o network dependent procedures 
which define the specifications for the various 
networks involved (e. g. for PSTN, PSPDN, CSPDN) 

o network independent procedures 
which define the specifications for the higher 
protocol layers and which should be completely 
network independent 

o application independent procedures 
which describe the general transport, session 
and presentation layers and are application 
and network independent 

o application dependent procedures 
which describe the application or service 
dependent specifications. Only here, the 
application dependent requirements for e. g. 
Teletex or Facsimile or Mixed Mode shall be 
defined. 

In Telematic services, the telecommunication authorities 
are responsible for the unobstructed interworking of all 
network components. This commitment can be fulfilled by 
the following measures: 

o provision of protocol spezifications which are as exact, 
detailed and unambieous as possible. 

o provision of efficient imOementation support to the 
manufacturers 

o provision of a thourough type approval procedure 

• • • 
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As an example for the complexity of Telematic networks, 
Fig. 3 shows the network configuration for Teletex in 
Germany. 

Fig. 3 Network configuration 
Teletex 

3. The PETRUS system  

Particularly important for ensuring compatibility are 
software - supported protocol test methods. 

Therefore, the Deutsche Bundespost developed the PETRUS 
system, a computer based, module-structured test system 
for Telematic protocols. 
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The PETRUS components are given in Fig. 4 

Fig. 4 Petrus configuration 

The PETRUS hardware consists of two DEC computers: POP 
11/44 and VAX 11/750. As operating system, UNIX - IS/3 
is used. The software language is C. 

At present, the PETRUS system allows compatibility tests 
for Teletex terminals and for Third Party Computers 
(External Computer = EC) of the Videotex system. 

• • • 
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The protocol specification for Teletex terminals has 
already been mentioned. The protocol specification for 
the EC is - at the time being - based on a national 
standard. It follows also the protocol structure of OSI. 

With PETRUS, remote tests via the public networks can be 
performed. Tests can be activated by the PETRUS operator 
as well as by the engineers at the manufacturers labo-
ratories or by the maintenance staff in the regional 
offices of Bundespost. 

3.1 PETRUS mode of operation  

The test system allows two different modes of operation. 

The simplier mode is provided by the confidence test. 
In this case, the ITU dials a PETRUS port and starts 
communication. After the establishment of the first con-
nection, the PETRUS system reserves the port for the 
exclusive use of this specific caller for a certain 
period. The test system checks the correctness of all 
communication activities and indicates erroneous events. 
Such events may be invalid or unexpected protocol data 
units or invalid parameters etc. They are reported as 
diagnostic messages in a specific file. 

A test session is aborted by the PETRUS system after the 
test session time out of 10 minutes. 

After the test session, the PETRUS system is going to send 
the diagnostic file as a normal document to the IUT. If 
this is not possible e. g. due to a incompatible implemen-
tation, the diagnostic file is kept on store and may be 
communicated to the site, where the ITU is installed, by 
other communication means or may be printed out locally. 

The confidence tests allows effective and automatic tests 
of the communication protocols. All errors that happen 
during normal communication are detected, analysed and 
reported. 

Special attention is drawn to the 10 minutes time out of a 
test session. This indicates that the automatically opera-
ting PETRUS system stopsthe well-known time consuming 
operator assisted test session of the past which sometimes 
took more than one day. 

The second mode of operation allows tests with exception 
generation. Specific test drivers are provided for tests 
of the various protocol layers. For the Teletex protocol, 
these test drivers were developed in accordance with the 
test procedures harmonized by the CEPT. 
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Figure 5 describes the functional components 
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Fig. 5 Teletex test functional 
components 

for the tests with exception generation. The test is 
operator controlled by the VT 100 terminals attached to 
the PETRUS system. The internal control is performed by 
the test controller, a specific software package. The test 
drivers (TD 1 ... TO n) can be activated by the operator 
from the VT 100 terminal. The Teletex communication system 
is a software package which is performed as an error free 
reference implementation. Exceptional cases are activated 
by the test drivers. Before a test session starts, a test 
profile can be defined, which allows a combination of test 
sessions so that a test sequence can be carried out. 

The PETRUS mode of operation so far described especially 
applies to Teletex. 

344 



For another Telematic protocol family which is at the 
time being unter implementation - the interactive video-
tex protocols for the external computer communication - 
the similar principles have been choosen. 

4. Experiences with the PETRUS system  

With the PETRUS test system, efficient and fast implemen-
tation and compatibility tests can be performed. 

In the Bundespost Teletex network, more than 5500 Teletex 
terminals have been installed. This terminal quantity 
consists of more than 50 different terminal types produced 
by nearly 30 different manufacturers. 

The list of Teletex terminal manufacturers, who got 
approval to connect their Teletex terminals to the 
Bundespost network, is as follows (June.1984): 

Beaugrand 	Kneisner 
Burroughs 	Molekular 
CTM 	 Nixdorf 
DATAPOINT 	Olympia 
DeTeWe 	Philips 
Olivetti 	RAYTHEON 
DEC 	 Ricoh 
egs 	 SEL 
Ericsson 	Siemens 
Exxon 	TEKADE 
Hasler 	T. u. N. 
Hermes 	TOSHIBA 
IBM 	 Triumph Adler 
Ki - deks 	Wang 
Kienzle 

All the terminals, produced by these manufacturers, can 
communicate with each other fully compatible by the 
manufacturer independent Teletex protocols of CCITT. 

The compatibility of all these protocol implementations 
could be achieved by the test resources provided with the 
PETRUS system. 

Concerning the implementation of the national protocol 
specifications for the Videotex ECs, there is at the time 
being also a strong request for test facilities. The Bun-
despost is going to introduce in the next months a new 
videotex system, which allows more functions and better 
facilities for the access to Third Party Computers (EC). 

• • • 
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The specification for the communication protocol between 
the EC and the videotex centers is based - at the time 
being - on a national standard. 

Here, implementation support is given for about 20 imple-
menters. The test results so far reached indicate that 
also for the videotex EC communication compatibility will 
be reached. 

5. Conclusion  

The methods to reach compatibility for Telematic terminals 
as described in this paper are in great demand. 
Especially, the provision of the protocol test system 
PETRUS got wide acceptence. 

The test methods are not only required for implementation 
support and for an approval process. It became also 
evident, that a continous demend exists - for the 
performance of protocol tests even after approval or cer-
tification to test e. g. new software releases or to get 
information about the quality of software implementation. 
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OSI AND INTERNATIONAL GATEWAYS  7  

1. 	Introduction  

This paper seeks to highlight some OSI issues which will be of major 

importance in promoting implementation of international public open 

systems. 

The issues identified have been found by experience, some times 

painful, to be particulary troublesome in the international arena. 

A fundamental factor in international interconnection is that the two 

ends are under control of two different administering authorities, 

whose common point is formal standards, and that the international 

gateway must tie together two ends after different national 

elaboration of those standards. 
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2. 	Specific Issues  

Issue 	As provided in the Application layer, authorization to 

communicate and of charging for services are essential functions. 

Discussion 	What can be more absurd than the present situation whereby a 

subscriber to the packet-switched data networks, now on 

international reality, must register with an application 

provider by mail, and is billed by the same avenue. 

With international credit cards it is now easier to bill 

internationally for goods than for application services. 

Some commercial possibilities are: 

many application providers will want guaranteed payment 

rather then risk international bad debts; 

. 	network providers might act as agents for foreign 

application providers, but probably only for large ones; 

there will be opportunities for brokers, agents, sub-

contractors, credit-reference agencies - every conceivable 

commercial relationship. 

OSI Impact 	The authorization and chaking function will be decentralized 

over systems and international boundaries. 

111M 
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Issue 	System-wide options in standards play havoc with international 

interconnections and gateways. 

Discussion 	Provision of system-wide options in standards has little penalty 

for systems which come undelsingle management body, but this is 

not the case for international interconnections. The certain 

outcome of defining a range of overlapping options is that 

different systems will select different packages of the options, 

with the likely results, that either: 

a substandard international service only can be provided; 

Or, 

. 	complex and expensive international gateways must be 

developed to perform conversions, which may not solve all 

problems anyway. 

Good international standards contain a small set of basic modes 

which are to apply in all systems and which are capable of 

meeting most requirements with reasonable efficiency. It is . 

generally more important to have a small number of modes than 

optimum efficiency. 

OSI Impact 	The mandatory features of the transport layer of the reference 

model need careful consideration, if gateways at the transport 

layer are to be avoided. 

1M. 
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Issue 	Multi-link connections with multiple conversions can be 

unmaintaineable. 

Discussion 	Where the differing system-wide option problem arises more than 

once in a connection, the conversion process can lose such vital 

information as why a connection failed. Supervision of auality 

of service is then largely impossible. 

OSI Impact 	A specific analysis of multiple conversions is very desireable. 
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MOD «Oa 

International directories will need to be much superior to 

today's manual and paper based operation. (Even the current 
international exchange of telex directories between carriers 
doesn't work.) 

Issue 

Discussion 	The concept of the directory is included in the reference 

model. Practical directory implementations could entail: 

. a standardized data base maintained by each open system of 

addresses/names; 

. an internationally standardized set of primitives for 

access of the data base; 

. a directory gateway in each system able to translate 

between the international primitives and plain language of 

the calling application/party. 

OSI Impact 	International development of OSI will be critically dependent on 

standards for directiories. 
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Issue 	Good ouality of service doesn't just happen; a network of good 

automatic systems doesn't constitute a good automatic network. 

Discussion 	To achieve good quality of service, network performance must be 

measured, and problems rectified. Two complementary approaches 

are used internationally: 

• off-line analysis of call records from past weeks; and, 

• on-line analysis of activity of the past few hours. 

Both approaches use: 

• supervision of connection success by destination and by 

route; 

• analysis of indicators of connection failure. 

The more complicated the communications system the more effort 

needed to promote ouality of service. 

The networks with the worst performance are the ones least aware 

of the problem. 

OSI Impact 	Gateways will need to observe quality of service for: 

• session connections; and, 

• transport connections. 

Standardization of failure indicators in these layers is most 

important. 

Supervision of Quality of service at the transport layer will 

help solve the present problem in current networks of poor 

end-to-end performance. 
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presentation 

session 

transport auality of service supervision 

network optimization 

3. 	Viewing the Gateway Against the Reference Model  

Layer 	Possible Functions  

application directories 

• subscriber charging 

• international accounting 

• auality of service supervision 

network 	network crossovers 
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t. 

I - INTRODUCTION 

The smooth development of telematic services and their 

accessibility by the largest number of users require that ma-
ximum cross compatibilities be ensured among terminals, data 

transmission and broadcast networks, informatic systems and 

networks, and the variety of telematic services. 

In order to permit such cross compatibilities and to 

ensure openness of communication networks, the French Telecom-
munications Administration has decided to base the whole of 

its policy for development of telematic services on a unified 

architecture of telematic protocols and interfaces, open to 

public networks and informatic systems. 

This architecture, referred to as ARCHITEL, is based 
on applicable recommendations of CCITT and ISO, and in parti-
cular on Open Systems Interconnection standards jointly deve-
loped by ISO and CCITT. 

II - THE ARCHITEL COMMUNICATION ARCHITECTURE  

11.1. The OSI model of ISO and the CCITT was the star-

ting point for Architel. However, simply respecting the seven-
layer structure of the OSI model is insufficient. To achieve 
their objectives, notably in terms of compatibility and evol-
vability, the CENTRE NATIONAL D'ETUDES DES TELECOMMUNICATIONS 
(CNET) engineers had to produce layer-by-layer specifications 

for protocols defining the rules and formats for exchanging 

data between open systems. 

11.2. The psysical, data link, and network layers nor-
maly communicate through the Transpac network by means of the 

X.25 levels 1, 2, and 3 protocols recommended by the CCITT 

(2). Other cases (leased circuits, LAN, etc..) are accomodated 

with similar compatible protocol arrangements. 

11.3. The transport layer uses the protocol defined 

jointly by ISO and the CCITT (3). Two of the five protocol 

classes have been chosen for Architel. Class 0 - the simple 

class - provides the minimum functions for end-to-end trans-

port. Class 2 - the multiplexing class - is used for current 

telematic services, featuring multiplexing and flow control 

functions so that several calls can make simultaneous use of a 

single virtual circuit. 
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11.4. The session layer employs two subsets of the 
protocol jointly developed and recently adopted by ISO and the 
CCITT (4). Architel strongly contributed to the success of in-
ternational standardization here. 

Éxisting telematic services make use of the Basic Com-
bined Subset (BCS), for simple dialog management without res-
tart functions, and the Basic Activity Subset (BAS), which in-
cludes restart functions and is thus well suited to document 
transfer. The BAS subset is totally compatible with the ear-
lier CCITT Recommendation S.62 for teletex. 

11.5. Work is not yet complete within the internatio-
nal standards-setting bodies on the presentation layer proto-
col. While benefiting from the past and continuing work of 
these bodies, and integrating existing standards and recommen-
dations, Architel is therefore one step ahead of international 
developments. It defines a generic virtual terminal service 
and protocol applicable to various types of real terminal in 
telematic, data communications, and electronic office applica-
tions. 

11.6. The application layer protocols are necessarily 
specific to each application. French experts are, for example, 
contributing to the development of message-handling (messa-
ging) standards by ISO and the CCITT, these standards being 
then incorporated in Architel. 

References 

(1) ISO 7498 and CCITT X.200. 

(2) DIS 8208 and CCITT X.25. 

(3) DIS 8072 and DIS 8073 
CCITT X.214 and X.224 

(4) DIS 8326 and DIS 8327 
CCITT X.215 and X.225 

DIS = Draft International Standard (ISO) 
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III - APPLICATIONS OF ARCHITEL 

The Architel protocols are already applicable to tele-
matic services like Videotex, Teletex, Facsimile, and Message-
handling (messaging), with both direct and indirect benefits 
for users. 

The protocols will also be used for internal purposes 
by the French Telecom and other users. 

VIDEOTEX SERVICE, 

FIGURE 1 

111n111 
ARCHITEL : AN ARCHITECTURE FOR COMMUNICATION 
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ARCHITEL and  VIDEOTEX 

The Vidéotex service provides users who have an appro-
-elate terminal - typically a standalone Minitel unit - with 
access to nationwide host computers and databases for obtai-
ning information or completing transactions (figure 1). The 
access network to these hosts consists of the public switched 
telephone network (PSTN) on the user side and the Transpac 
packet-switched data network on the host side, with interwor-
king between the PSTN and Transpac assured by a set of Vidéo-
tex access points. 

One of the basic functions of each access point is to 
act as a terminal concentrator. In the current version of the 
French Vidéotex network, message interchange between host com-
puters and access points is by means of the elementary X.29M 
protocol (i.e. X.29 modified to accomodate Vidéotex terminal 
features like function keys). With the support of ARCHITEL in 
addition to X.29M, the functions of the access points will be 
considerably enlarged, as explained further on in section IV. 

111.2. ARCHITEL and TELETEX and FAC -SIMILE  

Beyond the basic Teletex already included in ARCHITEL, 
allowing the transfer of alphanumeric documents, ARCHITEL pro-
vides for evolution to mixed mode Teletex allowing transfer of 
documents with alphanumeric and graphic data on the same page. 

Document transfer by group IV fac-simile service will 
also be catered for under the same conditions. 

The use of the Teletex terminal in the framework of an 
interactive service (interrogation of a data base) is also an 
extension authorized by the structuring of the ARCHITEL proto-
cols. 
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111.3. ARCHITEL and MESSAGE HANDLING 

The use of ARCHITEL protocols between message handling 
centers allows implementation of a wide range of functions de- . 

..fined at an international level by CCITT, making it possible 
"to provide for message transfers between all types of termi-
nals and data communications and computer systems. 

111.4. ARCHITEL and TELEINFORMATICS and OFFICE AUTO- 
MATION 

The international OSI standards embodied in ARCHITEL, 
specifying an architecture and communication protocols for 
open systems interconnection, apply to telematic services as 
well as office automation and informatic networks. 

The core retained by ARCHITEL in these international 
standards covers the great majoriéy of current user needs in 
these three areas and may be extended as needs grow. 

This is why the Direction Générale des Télécommunica-
tions has decided to systematically use ARCHITEL for its own 
technical network management, business and office data commu-
nications applications. 

Lastly, conformity of ARCHITEL with international 
standards incites computer manufacturers to provide early sup-
port of ARCHITEL in their networking products so that the 
ARCHITEL protocols can be employed by companies to their pri-
vate computer, data communication and office automation net-
works. 

IV - THE ARCHITEL PROTOCOLS for VIDEOTEX 

ARCHITEL places the Vidéotex communications within the 
framework of the OSI reference model. The basic idea is for a 
host open system at the service provider end to communicate 
through open relay systems (Transpac nodes) with another open 
system at the customer end. This customer-side system consists 
of user + terminal + PSTN + Vidéotex access point, as illus-
trated in figure 1. 
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IV.1. Transport layer  

Both the transport layer protocol classes 0 and 2 se-
lected for Architel among the five OSI classes can be used in 

. tVideotex. 

IV.2. Session layer  

The videotex service requirements impose use of the 
Basic Combined Subset (BCS) of the OSI session layer capabili-
ties, with operation in the Two-Way Alternate (TWA) mode. This 
corresponds to relatively simple dialog management with half-
duplex transmission between the communicating entities. In 
particular, the service requires the exchange of typed data of 
limited size, independently of whose turn it is to transmit. 
Other options of the BCS subset are not employed. 

IV.3. Presentation and Application layer  

The main functions in the Architel Virtual Terminal 
Protocol (VTP) concern image structuring, data entry by form 
filling, optimization of transmission, and dynamic rerouting 
of presentation layer connections, as detailed in the next 
subsection. 

a) - In regard to image structuring,  the Architel VTP 
uses a document structure described as a series of pages 
(screen-pages in videotex). Each page is itself divided into a 
set of superimposable rectangular subimages called blocks. 

The Architel VTP specifies how to create and manipula-
te  documents, pages, and blocks ; and in particular how to 
write coded graphic or semigraphic characters in the blocks, 
with coding as per CCITT recommendation S.100. 

b) - For data entry by form filling,  the Architel VTP 
allows the service provider to define a data entry program 
which can be remotely loaded from the host and executed at a 
access-point. This data entry program is made up of a sequence 
of subprograms and specifies the role of the access-point in 
user-system dialoguing. 

The program reduces the processing load at the host 
and improves the service offered to the user through enhanced 
dialog management. Each subprogram defines : 
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- the field to which the subprogram applies (a field 
is a logical structure made of a series of blocks), 

- how to inform the user that he  or  she can act on 
this field, 

- checks to be made on entered characters, 

- how to display in the field the characters keyed-in 
by the user, 

- maximum allowable inactivity time at the user end, 

- actions to be performed at the access-point for spe-
cial events like entry of a non-allowable character or the 
user pressing a function key. These programmed actions are 
either local actions for displaying subimages and/or witching 
to another data entry subprogram, or communication actions for 
storing the current state of the data entry sequence and spe-
cifying information to be transmitted to the host. 

Standard data entry programs corresponding to typical 
dialogs can be permanently stored at access-point. They are 
directly accessible by all hosts, without the need for preli-
minary over-the-line loading, and give users the appreciable 
benefits of uniform and stable dialogs. 

c) - ARCHITEL also optimizes transmission  and genera-
lizes the concept of "default values". To each type of object 
handled by the Virtual Terminal Protocol there corresponds a 
default object or model defining-for each parameter the value 
to be taken when it is absent in the description of such an 
object. 

Each virtual terminal data structure thus has an asso-
ciated structure model or active profile defining the context 
of the presentation layer connection. A profile also specifies 
the allowable operations on these models,  1.e. the set of va-
lues which can be attributed to any parameter. 

Through combined use of these models and a library of 
protocol elements Which can be remotely loaded at access-
points and dynamically invoked, the Architel Virtual Terminal 
protocol allows costs to be minimized by avoiding multiple 
transmission of repetitive elements. 

• • •/ • • • 
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't 	d) - Lastly, Architel provides for dynamic rerouting 
of presentation layer connections.  Under certain conditions, a 
host can instruct an access-point to replace the current pre-
sentation layer connection by a connection towards another 
host, without any action by the user. The initial connection 
can be released or simply suspended. In the latter case, the 
access-point restores the earlier context when the initial 
connection is re-established. This function greatly facilita-
tes the distribution of applications over several computer lo-
cations. 

e) - The structure of the Architel Virtual Terminal 
protocol also permits smooth extensions to the videotex servi-
ce and in particular : 

- new facilities such as management of user terminal_ 
peripherals (smart card readers, printers, etc...). It should 
be noted here that CNET  is currently expanding the ARCHITEL 
VTP with security functions based on the use of smart-cards. 

- new types of user terminal, including alphaphotogra-
phic and alphageometric terminals. 

V - ASSISTANCE TO USERS OF ARCHITEL 

Within the French Telecom. Administration, the CENTRE 
NATIONAL D'ETUDES DES TELECOMMUNICATIONS (CNET) provides sup-
port and assistance to ARCHITEL users both inside and outside 
the administration. 

CNET issues and updates Technical Specifications for 
Use of ARCHITEL protocol (ARCHITEL STURs). 

The documents relative to the STURs may be ordered 
from the CNET by contacting : 

CNET/PAA/MGA 
38/40, rue du Général Leclerc 
92131 ISSY LES MOULINEAUX (FRANCE) 

CNET provides technical assistance in use and imple-
mentation of ARCHITEL STURs according to a procedure of "ques-
tions and answers on STURs" carried out with each project 
using ARCHITEL. 



The ARCHITEL test center set up by the PARIS A CNET in 
- 2 liaison with the CCETT provides users with assistance in deve- 
> loping, debugging and conformity testing on systems and ins-
tallations using ARCHITEL protbcols. The initial tool kit in 
the ARCHITEL test centre is largely based upon the experience 
gained in TRANSPAC and the TELETEL - 3V experiment, and upon 
the research and development conducted in the RHIN project of 
the French Agency for Informatique. 

VI - CONCLUSION  

Users requirements will not be satisfied by isolated, 
non-communicating, specific services and systems. Data-proces-
sing systems, telematic services, and telecommunication servi-
ces will have to be combined into global information systems 
tailored to the needs of each entreprise, each user. This 
integration implies in particular that all these components be 
based on a common communications architecture, universally 
adopted as an international standard. 

ISO and CCITT have been working together to define 
the kernel of this overall communications architecture, known 
as the "basic OSI architecture" which covers most of current 
users' need.The challenge now is to ensure that these 
standards are actually put into effect within commercial 
products and services. The responsibility of meeting users 
requirements by making OSI a reality is shared among all 
providers of products and services. 

As far as it is concerned, the French Telecom. Admi-
nistration has made its decision clear since the beginning of 
1982 by launching ARCHITEL. Other parties are also going along 
the same lines ; similar initiatives are being developed in 
other European Countries, a number of computer manufacturers 
have announced similar intent, and recently, 12 major european 
manufacturers participating in the ESPRIT project have agreed 
to base their interconnection on OSI standards, too. 

This general move towards OSI to which ARCHITEL brings 
a substantial contribution will benefit to all parties : 
users, manufacturers and service providers. 
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The Esprit Information Exchange System ( IES) is an 
infrastructure to support collaborative R and D projects in 
information technology within the European Study Program in 
Information Technoloy (ESPRIT) launched in 1984 by the Euro-
pean Economic Commission. The work is being carried out by a 
consortium of 6 industrial partners. 

The EIES will provide the electronic mail ,  telecon-
ferencing ,  document handling and transfer, file transfer , 

 remote login services which are necessary for cooperative R 
and D work. 

The project aims at a maximum cGnnectivity of potential 
users through the use of Open Systems Interconnection ISO 
services and protocols ,  and starts with an implementation 
under UNIX. 

After a short description of the objectives of the pro-
ject ,  the paper descrioes the detailed architectural choices 
made for the interconnection of local area networks and wide 
area networks; the addressing scheme is discussed ,  and some 
considerations given to the management aspects of the net-
work. Finally the main choices made for the implementation 
under UNIX are described. 
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1. Introduction 

1.1. Functional objectives of LIES 

1.1.1. Overall aim of LIES  

EUS  is to provide services to the ESPRIT programme ,  
and wilt be potentially available to support collaborative R 

• 	S D projects of other kinds throughout the European Commun- 
ity. 

It addresses the requirements and recommendations of 
the IES Panel Report ( IES 82). These can be summarised as 
providing the following set of services between Ileterogene-
ous machines and terminals located within the member states 
with a maximum use of public networks and services: 

message passing 
document transfer 
file transfer 
remote login and job execution 
software transfer 

The project is performed by a consortium of six 
partners Bull. GEC. ICL. INRIA. Olivetti and Siemens with 
suecontracts to University of York. University College Dub-
lin, and the Stichting Mathematical Centrum of Amsterdam, as 
a pilot project of the ESPRIT programme. 

1.1.2. Project overview 

The project is essentially a software development and 
integration project. It implements an operational network 
providing the services listed in 1.1.1 between the contrac-
tors.  Alter a phase of timing and debugging it is intended 
to be made available to all ESPRIT programme contractors and 
suocontractors. Its target connectivity is shown in figure 
1. and can be described as follows: 

In a first step. UNIX is used as a starter operating 
system on different machines from each contractor,  in 
order to provide a basis for initial portable develop-
ments. The SOL operating system is used as a possible 
alternative to UNIX. SOL is a European UNIX -like sys-
tem developed by INRIA in France. which offers a UNIX 
compatible software environment CGIE 833. 
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Initial connectivity is provided between UNIX or UNIX 
like systems by UNIX specific facilities (cu.uucp) used 
over X25 public data networks. This safeguards 
existing UNIX applications for communication (mail. 
news ...) 

- In parallel. an  OSI session service interface is 
developed, relying on ISO session and transport proto-
cols and on X25, in order to give to UNIX the visibil-
ity of an ISO Open System. 

- This allows for the implementation over this interface 
of 	CCITT/ISO 	defined 	applications such as file 
transfer,  message handling system and enables com-
munication with non UNIX systems implementing OSI pro-
tocols without a need for a gateway function,  as shown 
on figure 1. point 2. 

- A store and forward service to non EIES UNIX systems 
using ?STN. is provided through the Stichting Mathemat-
ical Centre of Amsterdam, as shown on figure 1. point 
1,  which already provides this service for the European 
UNIX Users Group (EUNET). 

- Asynchronous terminals. or systems emulating them, can 
connect through PSTS or the PAD service of PSDN. 

- PPT telematic services teletex, videotex and facsimile 
will be directly connected up to the point•where they 
support OSI protocols. Specific gateway developments 
will take into account differences  as shown on figure 
1. point 4. 

- Connection to proprietary network architectures not 
offering an OSI visibility will be possible through 
gateways. depending upon the needs of Esprit users  as 
well as connection to other non-OSI networks of use in 
R and D projects. as shown on figure 1. point 3. 
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1.2. Phased lapleaentation 

Figure 2 shows the diagram of a phased implementation 
of EIES over a three years time period following the 
Preparatory Study performed between November 1982 and July 
1983 CUBI 83) which showed the feasibility of the program. 
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1.3. List of standards applicable to year 1 of LIES  

1.3.1: General 

This section gives a List of all the standard protocols 
which will be used in the EIES project during the first 
year; for each protocol,  a reference is given to the stan-
dard document which defines it, specifying which options , 

 subsets or classes tif any) are to be taken into account. 

It should be stressed that the set of standards used 
for LIES  is a subset of the set of OSI standards which a 
group of 12 European manufacturers proposes to support in 
their products. 

1.3.2. X.25 

The X.25 protocols used in the LIES  project are the 
protocols defined for physical link and network layer by 
CCITT in its X 25 recommendation CCCI4$0]. The only signifi-
cant definition for the EIES project is the Network Level 
standard: for the Lower Layers no definition has been pro-
vided it is possible to use the data link LAP and/or LAPB 
and the physical interface X.21 and/or X.21 bis ,  provided 
that the system is able to connect to alt the national X.25 
packet switching data networks that are involved in the pro-
ject. 

The addressing structure used through the Network Layer 
is the one defined by CCITT in its recommendation X.121. 
ECCI 38] 

41 

1.3.3. LAN protocols and LAN-WAN gateway 

The LAN protocols used in the EIES project are the pro-
tocols described in ECMA 80.81 and 82. Reliable transport 
over the LAN is provided by using ISO transport class 4 and 
LAN/WAN interconnection is achieved according to ECMA TR 21 
EECM 21] 

1.3.4. Transport 

The Transport protocol used in the EIES project is the 
one defined in the ISO DIS 8073 (DIS 8072 for the Transport 
Service) CISO 72 and 73]. In particular. class 2 and 3 
will be implemented over the X.25 environment,  and class 4 
wilt be implemented over the CSMA/CD environment. Special 
care is taken through implementation rules to provide for a 
maximum efficiency of the protocol on the LAN while preserv-
ing full conformance. 
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1.3.5. Session 

The Session protocol used in the LIES  project is the 
one defined in ISO DIS 8326 in particular the Basic Com-
bined Subset (BCS) as defined in the ISO DIS 8327 is imole. 

 mented [ISO 26 and 273 

The BCS includes the following Functional Units: 

a) Kernel functional unit 

b) half-duplex functional unit 

c) full-duplex functional unit. 

1.3.6. Administration 

While administration is restrained in the first year to 
Local statistical information gathering care is taken that 
the information contents is in tine with current ISO TC97 
SC16 WG4 work. 

2.  LIES  Architectural Choices. 

The LIES  Network Architecture is strictly derived from 
the ISO-OSI Reference Model nevertheless ,  it was necessary 
to make some choices in particular areas such as LANs and 
the Global Network Layer i  which are described in this sec-
tion. 

The rationale for these choices has been derived mainly 
from ECMA TC24 documents; in particular most of the defini-
tions used through this section have been taken from the 
ECMA TR 21 CECM 213. 

2.1. LANs in the EIES project. 

2.1.1.  LIES  LANs and the OS!  Reference Model. 

Two alternative solutions exist for LAN integration 
an OSI environment : 

1) A LAN exists as the information transfer means between 
the various elements comprising an End System or a 
number of End Systems. 

2) The LAN exists as a subnetwork of the ' OS!  Global net-
work for the  purposes of interConnectfng complete End 
Systems. 
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EIES conforms to the recommandation of ECMA TR/14 (ECM 
141 which defines "protocol sets" incompatibility where 
interworking is required between equipment from different 
suOreliers to Provide for internetworking between equipment 
from different suppliers attached to the same CSMA/CD 
baseband LAN subnetwork. 

The project decided to use the ISO 8072/73 Class 4 pro-
tocol on LANs #  and to adopt a back-to-back transport class 
2-3/class 4 gateway for LAN-WAN interconnection; this 
correspond to Case 1 ,  retaining the LAN as an externally 
invisible component of an End System. 

Following this approach  the gateway between the End 
System LAN and the Global Network incorporates a Transport 
Layer Relay masking all protocols at and below the Transport 
Layer in the LAN. 

The Transport Layer Relay is not externally visible; it 
may be regarded ,  in effect ,  as an element-of a distributed 
form of End System Transport entity externally visible as 
any other End System Transport entity. 

The protocols operating on the LAN above the Transport 
Layer become externally visible and must conform to OSI 
Standards. 

2.1.2. End System Architecture. 

The double choice of seeing the LANs as a single End 
System and of using the protocols defined in the document 
CECM 141 has as a consequence that the EIES view of a LAN in 
an OSI network conforms with that descrioed in CECM 21]; 
some concepts taken from this document are recalled in the 
following. 

In such an environment. the End System is hierarchi-
cally divided into two physical components; the division at 
the layers 5/4 boundary offers a convenient separation of 
functions ,  and it is attractive to consider an interface 
mechanism based on a LAN using layer 4-1 protocols. 

The most important component of the Distribute° End 
System is the Gateway (called Distributed System 
Interworking-Unit (DSI) in the following). 

The DSI conforms to the applicable provisions of ECMA 
TR/20 CECM 203 a DSI together with its associated distri-
buted End System components is addressed like a normal End 
System; the relay function in the DSI determines the mapping 
of the externally known Transport Addresses onto the 
addressing scheme used internally on the LAN. 
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In the case of a connection request made from a system 
on the LAN to an external system. the DSI must be given suf-
ficient information for it to determine the Transport 
Address  of  that externat system. 

2.2. Global  LIES  Network Layer. 

2.2.1. The Network Layer structure. 

The Network Layer has the goat of dealing with all the 
prootems related to the different sub-networks which betong 
to the overall network, providing a homogeneous service to 
the Transport Layer. The Network Layer is currently divided 
into three subtayers 3a. 3b and 3c. 

An X.25 subnetwork includes a layer 3a with lower 
layers; it provides more services than those needed to sup -
port the standard global Network Service; all these services 
will not be made available to the global Network Service 
users in order not to complicate the Transport Protocols and 
in order to avoid the need for enhancement of any possibte 
further subnetwork that does not provide these services. 

2.2.2. The LIES  Network Layer. 

The EIES project will use Public Data Networks (PDNs) 
such as: ITAPAC. EURONET. TRANSPAC, DATEX-P. PSS, etc.; 
these follow the CCITT X.25 Recommendation and are to be 
interconnected via retay systems. according to the interface 
specified in CCITT X.75 Recommendation (the interface 
between two PDNs specified in X.75 is quite similar to that 
in X.25). 

Using this addressing facility. the EIES network may 
see all the different PSNs as a single subnetwork. 

As previously defined. the EIES LANs are not seen as 
subnetworks (or better: are not seen at all) and so it is 
possible to say that the LIES  network has only one subnet-
work; therefore. the Global  LIES  Network Layer consists of 
just a single 3a layer. 

3. Addressing in the EIES. 

The EIES network uses only standard protocols and 
exactly conforms to them; when implementing a reat network 
it is however, necessary to define a wide set of details, 
taking into account the final users requirements. the physi-
cal configuration. the kind of service to be provided and so 
on; in doing this. great importance must be given to the 
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a) 

b 

C)  

definition of the addressing structure. 

In this section the addressing structure of the LIES 
network is described; in particular,  the elements (Names and 
Addresses) which are going to be used through the different 
layers are specified  and the transformations which will 
aPOly to them. 

For the first year,  the project is concerned with the 
protocols up to the Session only. therefore only the 
addressing problems related to the first 5 layers have been 
taken into consideration; in the following  the users of the 
Session are generally referred as "Applications" or "Users". 

As a first choice, it has been decided to support only 
a single type of address at the User interface (the Session 
Layer interface) to simplify the address management in the 
Communication Layers. 

It has to be noted that a single address type does not 
impose any real restriction on the Application Layer; the 
chosen type is general enough to support any reasonable 
addressing policy,  and it is possible to implement Applica-
tion Level Servers which translate the address type a User 
wants to use into the LIES  one; such translations will not 
be provided during the first year. 

3.1. The address type at the User Interface. 

Several address types may be taken into consideration 
when defining a network implementation : 

Flat Address: an address with no internal structure 
which is constructed without reference to any lower 
Layer address. 

Hierarchic Address: an address which is constructed 
relative ta a lower layer address; it consists of 
the lower layer address plus a selector component 
as suffix (it specifies a Service Access Point 
relative to a tower layer Service Access Point). 

Partitioned Address: An address built from a set of 
nested addressing domains which is constructed 
without reference to any lower layer address. 

The LIES  project has adopted the hierarchic address 
type; this means to specify at the Session Layer Interface 
the three address elements necessary to Identify the remote 
S-SAP, the remote T-SAP and the remote N-SAP. 

Reasons for this solution are the following: 
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a) it is natural s  given the network architecture EIES is 
going to have (in particular the T-SAP information is 
necessary to indicate to the Remote Transport Layer 
which Session Entity on which Distributed End System 
Component it is required to connect); 

b) it has a general meaning ,  so it is easy to map on it 
each policy EIES wants to implement at Application 
Level; 

c) it is easier for the communication software to manage 
such an organization because the translations are Lim-
ited to the minimum and they are only on a one-to - one 
basis (names to addresses). 

3.2. Addressing and Naming in the Communication layers. 

The address elements which are passed through the 
interface with the upper layer are described ,  then it is 
explained what they are used for and which transformation is 
applied to them. 

A set of definitions is listed below in order to make 
clear the symbolic addressing names used in the following: 

- A at Session User; 

B = System in the LAN; 

- C =  Site  

- BC = System in the global network; 

- D = DIE  address in the X.25 subnetwork; 

- E = Ethernet address in the LAN; 

The corresponding OSI terms are: 

- S_SAP = ABC; 

- T_SAP = BC; 

- N_SAP = D; 

3.2.1. Session Layer. 

The Session Layer receives from the upper layer three 
address elements. named "A". "3" and "C". 

"A" is used by the Session to identify the remote 
Application 	with 	which a Session Connection must be 
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established; the Session will keep it until an adequate 
Transport Connection is available and will put it into the 
Connect SPDU which will be sent through the Transport Con-
nection. 

The receiving Session Entity will use it to identify 
the local Application to which the Connect Indication should 
be delivered. 

"B" is used to identify the remote Session Entity with 
which a Transport Connection is required; it may assume two 
values: 

* Case 1: "3" = 0 or missing 
this means that the session user has to connect to a user 
Local  to the same system "B" ,  without passing through the 
Transport and the X.25 subnetwork; in this case the ses-
sion entity gives an S_CONNECT indication to the session 
user "A". 

* Case 2: "B" <> 0 
this means that the session user wants to connect to a 
user resident on a remote Systems  in this case the ses-
sion entity issues a T_CONNECT request to the lower 
entity (the Relay and/or the Transport Class 4); "B" is 
given by the Session to the Transport. 

"C" is used to logically identify the remote End System 
and is given by the Session to the Transport. 

The Session Entity does not perform any transformation 
on the address elements it manages. 

3.2.2. Transport Layer (Class 2 and 3). 

The Transport Layer (Class 2 and 3) receives from its 
users (the Session and/or the Relay) two address elements. 
named "B" and "C". 

"B" is used by the Transport to identify the remote 
Session Entity with which a Transport Connection must be 
established. 

"C" is used to logically identify the remote End Sys- 
tem. 

When an adequate Network Connection is available. the 
Transport will keep "3" and "C", put them together (making 
"BC") and will put it ("BC") into the Connect TPDU which 
will be sent through the Network Connection. 

The receiving Transport Entity will use "B" tb identify 
the Session Entity local to the End System to which the 
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Connect Indication is delivered. 

"C" is transformed by the sending Transport Entity into 
the Network Address "D". 	This transformation has been 
introduced to isolate the upper communication Layers ,  and 
the high level addressing schemes from the possible Global 
Network configuration changes. 

"D" is given to the Network Layer to identify the 
remote Transport Entity with which a Network Connection is 
required. 

3.2.3. Network Layer. 

The Network Layer receives from the upper layer one 
address element. named "D". 

"D" is used by the Network to identify the remote Tran-
sport Entity with which a Network Connection must be esta-
blished; the Network will put it into the Connect NPDU which 
will be sent through the Global Network. 

The Global Network will use it to identify the Tran-
sport Entity to which the Connect Indication should be 
delivered. 

The Network Entity does not perform any transformation 
on the address elements. 

3.2.4. Transport Layer (Class 4). 

The Transport Layer (Class 4) receives from its users 
(the Session and/or the Relay) two address elements. named 
"8" and "C". 

It tests "C": 

* Case 1: "C" = 0 or missing 
this means that the User has to connect to a User local 
to this Site. -without passing through the X.25 subnet-
work. 
In this case the Transport Entity searches through an 
internal table for the Ethernet address "E" associated 
with "B" and sends directly a CR—TPDU to the Transport 
Entity identified by the Remote System Name "8" ,  directly 
through the Ethernet. 
The Transport will keep "8" and "C". put them together 
(making "8C") and wilt put it ("8C") into the Connect 

. TPX1 which will be sent through the Ethernet Link. 
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* CASE 2: "C" <> 0: 
this means that the User has to connect to a User 
resident on a remote Site. passing through the X.25 sub-
network. 
In this case the Transport Entity will keep "8" and "C" 
and put them together (making "BC"). Afterwards the 
Transport Entity will send a CR-TPDU to the Transport 
Entity of the Gateway. using its "well_known" Ethernet 
address "E". specifing in the Called T_SAP Field the "BC" 
parameter. 

3.3. Names and Addresses Formats. 

In this section the formats for all the address ele-
ments identified in the previous sections are described. 

For each address element the format conforms to what 
specifyed in the ISO or CCITT documents. when available. 
The Session User Address "A" length is 16 oytes maximum [ISO 
271; there is no internat structure. 

The System Name (in the Global Network) "BC" length is 
not defined CISO 73]; the EIES project uses a length of 16 
bytes. "8" length is 8 bytes  Long as well as the site name 
"C". They have no internat  structure. 

The length of the called/calling DIE international data 
number is 15 digits maximum (CCITT Document AP VII-No. 11- 
E). It has an internat structure. 

The Ethernet Address "E" length is 6 bytes CECM 82]; 
its  Internat structure is defined in the standard and the 
LIES  project conforms to it. 

4. Network Management Software for the first year. 

Within the OSI architecture , the needs for managing the 
addressing structure and for gathering statistics is related 
to the handling of the special problems of initiating, ter-
minating  and monitoring of activities for harmonious opera-
tions; these needs are collectively addressed by the network 
management components of the OS! architecture. 

The software which performs all these network manage-
ment functions may be divided into two different groups: 

1) the software which has to be enbedded in the communica-
tion software to interact with the protocol entities; 

2) the software which is outside the communication environ-
ment and which manages the different tables in which the 
management items have to be stored and 	collected. 
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Software +---•+•-...+ 

updating and modifying them; it also provides a Manage-
ment Service through a User Interface to a Local Network 
Manager. 

The Network Management Architecture for the first year 
is very simple; it just provides a local operator with an 
interface to access the services provided by two System 
Management Application Entities (SMAEs), which allows a User 
to control the different tables. 

The different SMAEs are not connected among themselves , 
 neither through the X.25 subnetwork nor through the local 

LAN. 

I 	I 	I 
I 	SMAEs 	I 	+ Operator 
I 	I 	I 
+ + + 	+ 
il  

Communication 
	+ 	1 

Tables j-+ 
I . I 

5. Non Standard Usage of the Network. 

EIES users will have access to services other than 
those based on the Session Layer. Such a facitities will be 
provided; in particular it will be possible: to support a 
PAD connection over the X.25 network for connecting to 
remote asynchronous terminals; to connect through the X.25 
Network the EIES Users to database centres (DIANE ...) and 
to use UUCP over the Transport Network. 

5.1. PAD Connections. 

This kind of connection has to support two differint 
environments: the first is to behave as a MOST-PAD in order 
to allow an asynchronous terminal to access the system 
through a remote PAD; the second is to behave as a PAD-
Terminal in order to permit a user of the system to access a 
remote database system such as DIANE. 

The impact that these connections have on the address-
ing structure is different ,  depending on their types; in 
particular. the PAD-Terminal behaviour has no impact on the 

May 16 ,  1984 

385 



addressing. since the connection is always outgoing and 
therefore there is no problem concerning the destination of 
incoming X25 calls; in the other case , the problem does 
exist: the X.25 service ,  when analyzing an incoming call , 

 has to be able to understand if it is a call generated by a 
remote Transport Entity or by a remote PAD-Terminal in order 
to know to whom it has to deliver the indication. 

In order to provide the X.25 service with a tool to 
manage this situation ,  it is necessary to adopt the X.29 
encoding of the X.25 call request User Data field. not only 
for the PAD-X.29 connections but also for the normal Tran-
sport generated requests, in order to be able to distinguish 
between the two cases. 

The solution is to code in the first of the 4 octets of 
the call user data fields reserved for the protocol identif-
ier by the X.29 recomendation. the value "00-000001" for PAD 
connections and the value "11-000000" for Transport ones 
(DTE-DCE use). 

5.2. UUCP sessions. 

UUCP is used during the first year of the project as 
the only file transfer.available in the EIES network: from 
the point of view of layered communication protocols it is 
seen by the Transport layer as another Session Entity; this 
means that any instance of UUCP ,  both on a Single End System 
or on a DE Comportent must be associated with a T-SAP. 

It is clear that these T-SAPs are completely separated 
from the others used by the Session Entities ,  and it will 
never be possible to establish a Transport Connection 
between two T-SAPs belonging to the two groups. 

The address management toots available for the EIES 
project are able to manage this second T-SAP group too ,  but 
no tool is provided to avoid an attempt of interworking 
oetween the two groups. 

6. EIES Implementation Overview. 

6.1. General. 

In this section the major choices for the implementa-
tion of EIES services under Unix are descrioed; perhaps the 
most important choice which has had to be made was to decide 
which of the services should be implemented in the Unix ker-
nel and which should not. 

The choice must balance the increased performance of a 
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kernel implementation against the danger of reducing the 
overall efficiency of the operating system by overburdening 
the kernel. 

Because of their intimate links to the hardware and the 
need for high performance. the X.25 and Ethernet drivers 
must be implemented in the kernel; there are also good rea-
sons for preferring a kernet implementation of the transport 
service: again on the ground of efficiency and also because 
the required multiplexing and de—multip(exing are easier to 
implement; however,  for the other services  the choice is 
not so straightforward. 

A flexible approach has been adopted. which includes 
the following features: 

a) 	Two implementations of the /SO transport service class 
4 are proposed,  one in the kernel and one in the user 
environment: this will cater for small kernel Unix 
machines on a LAN and will also allow a comparison of 
performance of the two implementations. 

b) The architecture for the User level services is such 
that modules can be moved from kernel to user level in 
a relatively straightforward way. 

c) A homogeneous approach to the user level services has 
been adopteds based on an Inter—Process—Communication 
mechanism; again this results in great flexibility. 

d) Crucial features of the communications between dif-
ferent user level processes will be implemented as ker-
nel devices; these drivers will be used by all user 
level services ,  so that a small investment in kernel 
code is effectively used. 

A further important criterion concerns the portability 
of the Unix implementation; it is relatively straightforward 
to add new drivers to the Unix kernel; in particular, this 
can be done without having access to the source code of the 
existing Unix kernel, consequentely kernel modifications 
have been limited to the addition of drivers ,  which can then 
be readily installed on other machines. 

The implementation proposals are based on Version 7 
Unix 0; however. as a further aid to portability. upward 
compatibility with System III and System V Unix has been 
aimed at; when features were required which are not part of 
standard Version 7 Unix, these later versions of Unix have 
been used as a model. 

As a further aid to portability 	and to facilitate 
eventual 	changes  In  implementation details,  procedural 
interfaces to each service have been defined, which can be 

May 16, 1984 

387 



readily mapped onto either Unix system calls ,  if the service 
is implemented in the kernel ,  or onto a set of primitives 
for communication between user processes. 

6.2. EIES Pseudo Device. 

In our software architecture the task implementing the 
OSI n-entity is related to the Cn+1)-entity by a server 
user relationship. and again the top level entity is the 
server of the final. user. 

In order to allow for a common process interaction 
scheme with such a relationship. an  Inter Process Communica-
tion mechanism has been introduced. IPC is one of the two 
functions of the "EIES driver", the second one is to provide 
an eventually non_blocking interaction mechanism between a 
task  et user level and a server in the kernel. The IPC 
mechanism introduces a multiple wait scheme s  so that a 
server is never blocked waiting for a particular event ,  but 
eventually only on all events it must serve. 

In our environment ,  each entity which implements a pro-
tocol is provided with a special port with a "port name" 
known by any other entity that has to interact with  it  this 
special port is used by the entity to receive special mes-
sages ,  that is ,  newly created port names or system messages. 
Each entity is always able to listen on such a port; that 
is ,  a message on that port is always delivered to the 
entity. 

An entity at user level  (in the Unix sense) is allowed 
to interact with its server only through the EIES driver: in 
particular, if the server is in the kernel. the EIES driver 
interface will mask an access to the specific Protocol 
Handler. 

6.3. Kernel Memory Management Pseudo Device. 

The purpose of this pseudo device is to avoid multiple 
copying of data; data is copied into a chain of buffers once 
only ,  and thereafter it is manipulated using a chain iden-
tifier: the transfer of information between user processes 
is accomplished by passing the appropriate chain identifier. 

A number of primitive functions for the creation ,  des-
truction ,  assemblage and fragmentation of chains of data 
will be provided by the memory management pseudo device. 

On transmission , an application process copies data to 
the memory management pseudo device; this copy creates a 
chain of data buffers and a chain identifier is returned. 

May 16 ,  1984 

388 



The communication services use this chain identifier to 
add headers. fragment data, etc. before the data is passed 
eventually to a communication coupler. 

On reception,  the memory management pseudo device 
copies data into a chain of buffers and provides a chain 
identifier to the lowest layer of the communication protocol 
services. 

The different protocol layers remove their headers and 
possibly concatenate data before passing a chain identifier 
to the next higher protocol layer; eventually the user data 
is copied into user space by the application process 0; 
thus, only one data copy is required for both transmission 
and reception. 

7. Conclusions. 

- A survey of the main implementation choices made for 
the EIES has been made. It is to be noted that these choices 
are fully in Line with the set of OSI standards recommended 
by the group of twelve European manufacturers. 

It is noticable that only in the next years of the pro-
ject wilt. OSI applications oecome availaole, thus allowing 
distributed applications with non UNIX systems implementing 
OSI protocols. 
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Abstract 

The ARPA-Internet includes more than 800 host computers and 100 computer networks of various 
types and vendors, all interconnected for a variety of resource sharing applications. 

This paper describes some of the experience of the DARPA community that is relevant to current 
international efforts towards Open Systems Interconnection. In particular, the architecture of the 
ARPA-Internet, application experience and some performance issues related to protocol 
implementation are discussed. 

1.  Introduction  
The ARPA-Internet of the U.S. Defense Advanced Research Projects Agency (DARPA), includes more 

than 800 host computers and 100 computer networks, all interconnected for a variety of resource 

sharing applications. 

The computers come from a variety of vendors, DEC (dominant), IBM, Honeywell, Burroughs, Xerox, 

Prime, Sun and Symbolics to name several, have various operating systems, and range from main 

frames to personal computers. There are many different network types also from a variety of vendors. 

The major long-haul networks are ARPANET, a 56 Kb/s terrestrial network, and SATNET a 64 Kb/s 

transatlantic satellite network interconnecting the USA and Europe. There is also an experimental 

wideband (3 Mb/s) satellite network, WBNET. These networks interconnect a variety of local 

networks, including rings and buses, and a packet radio network of mobile hosts. There is also a 

gateway to Telenet, a public network. 

The main user applications operating over the ARPA-Internet are mail, file transfer and remote 

terminal access. These have been operational for more than 10 years, although their specifications 
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and implementations have evolved. 

The ARPA- Internet is a realization of the objectives of current international activities to standardize 

protocols for Open Systems Interconnection (0S1). As DARPA pioneered the concept of OS1 they 

naturally had to develop their own set of "OSI" protocols. Their experience is probably the greatest 

available in the concept of OSI. As such it is very relevant to current international developments. 

This paper describes some of the DARPA experience, in particular, user applications, network 

interconnection, the DARPA protocol architecture and selected features relevant to OSI, performance 

issues, and the DARPA approach to implementing new protocols. 

2. User Applications 
ARPANET, which preceded the ARPA-Internet, was originally conceived to enable the sharing of 

remote computer resources. The objectives included the ability to access remote data bases, files and 

special purpose computing facilities, and to utilize computers in different time zones for load-sharing. 

Today, remote file transfer (FTP) [Poste! 80], and remote terminal access (Telnet) [Davidson et al 77] 

to interactive systems are used extensively, and have been operational in one version or another 

since 1972. Remote Job Entry (RJE) however has not found extensive use, although it was specified 

in 1972. To explain this we must consider the user environment. Most users were computer 

networking researchers who were interested in developing advanced systems. Also, they generally 

had their own terminals. Extensive use of remote special purpose computers or time-zone load 

sharing did not eventuate. Instead, Telnet was commonly use to experiment with different operating 

systems and FTP was used to transfer programs and documents. RJE functions, when needed, could 

easily be achieved by using Telnet and FTP, although not as neatly. With little user demand RJE was 

not developed extensively. 

Computer mail has become the dominant application, yet this was hardly mentioned in the initial plans 

and not foreseen as a significant use. But once early systems became operational, as early as 1972, 

its use spread rapidly. Thus as it turns out, human ideas are the main resource that is shared. 

Today, the main user applications operating over the ARPA-Internet are Mail, FTP, and Telnet. These 

applications have generally been sufficient for the DARPA community. New applications can often be 

built on these without need for further changes to operating systems. For example, MOSIS, the 

DARPA custom integrated circuit design service, is implemented above the mail system. 
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3. Network Interconnection 

Research into the interconnection of heterogeneous computer networks commenced within the 

DARPA community in the early 70's. When plans for extensive network interconnection with 

ARPANET commenced around 1976, resource sharing applications had already been operational for 

more than four years. It is interesting to note that international standardization efforts initially 

concentrated on host-to-host protocols with less consideration of network interconnection. 

A primary design aim of the ARPA- Internet was to define a suitable model for interworking to allow a 

minimum impact on existing applications and networks and to meet appropriate military objectives 

such as su rvivability, security and precedence. Other assumptions were the existence of a wide 

variety of network characteristics, both now and in the future; the need to be able to support both 

real-time-voice and data; and the need to support broadcast applications and mobile hosts. This lead 

to the choice of a datagram based Internet Protocol (IP). Greater detail is given in [Postel, Sunshine & 

Cohen 81a; Cerf & Lyons 83]. 

The most significant features of IP are inter-network addressing, and fragmentation to cope with 

differing maximum packet sizes of different networks. Inter-network routing is done by gateways 

attached to the networks being interconnected and is independent of intra-network routing. 

4. Protocol Hierarchy 

The hierarchy of the DARPA protocols is shown in Figure 1. The architecture has been considered in 

several papers [Cerf & Cain 83; Padlipsky 83; Cohen & Postel 83a] only a summary of the significant 

features is given here. 

Central to the hierarchy is a common Internet Protocol that decouples internet routing from specific 

network routing and provides a common interprocess communication service on which host 

protocols can be built. This has been an essential feature that has allowed rapid expansion of the 

ARPA-Internet to include a wide variety of new network types, especially considering the rapidly 

growing numbers of local area networks, without impacting existing implementations. The 

International Telegraph and Telephone Consultative Committee (CCITT) and the International 

Standards Organization (ISO) are now considering the concept of a global internet sublayer as part of 

their OSI standardization efforts. 

The protocol structure forms a hierarchy. There is no restriction on the functionality of a particular 

layer of the hierarchy. Protocols are within the same layer merely because they utilize the same set of 

support protocol services. This feature contrasts strongly with the ISO/CCITT Reference Model of 
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Open Systems Interconnection, which tries to restrict the allowed functionality of a particular layer, 

although there are different protocol classes. The DARPA approach provides an extensible structure 

into which new protocols can be added in future, at the most appropriate place in the hierarchy. Note 

in particular that gateway protocols such as GGP (Gateway-to-Gateway Protocol) and EGP (Exterior 

Gateway Protocol) are in the same layer as transport protocols such as UDP (User Datagram 

Protocol) and TCP (Transmission Control Protocol) because it is most appropriate for them to utilize 

IP directly. The functionality of the two sets are very different. 

Also, there is no restriction on what position in the hierarchy an application can be implemented. The 

MOSIS system is a three layer protocol in itself, that is implemented on top of mail. The mail system 

could be Telemail, ARPAmail, MCImail or some other. There could be several different mail systems 

interconnected by relays [Cohen & Postel 83b]. The DARPA model copes well with this real situation. 

The use of mail relays also illustrates that "application" protocols are not necessarily "end-to-end". 

4.1. Presentation Functions 

Presentation functions for the conversion between a local data representation and a common 

intermediate representatiorifor data transfer, are included within the appropriate application. 

Telnet has been used as the presentation protocol for the control functions of FTP. But this does not 

imply that FTP is above Telnet in the hierarchy. The interface between Télnet and FTP programs 

differs for different operating systems. Some use common subroutines and some don't. The latter 

approach often gives better performance as not all Telnet procedures are required for FTP. 

Telnet uses a fixed common intermediate representation for data (USASCII). This is adequate for a 

low traffic protocol and for the control functions of FTP. However it may reduce the performance 

undesirably for the data transfer part of FTP. Thus the ability to negotiate the selection of the native 

data representation of one host is included. 

4.2. Connectionless Services 

The major services which operate in the connectionless mode are the Name Service and the Trivial 

File Transfer Protocol (TFTP). They use the User Datagram Protocol. 

The Name Service provides dynamic binding between resource names and locations. Whenever a 

human interacts with a user program for Telnet, FTP or Mail, a name is usually given to indicate the 

destination computer. To make a connection the name has to be translated to an address. The Name 

Service must be able to provide this binding function rapidly. The connectionless transport service 
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provides the best response as only one packet is transmitted in each direction. 

TFTP provides a simple block-at-a-time file transfer implementation for personal computers. 

Other connectionless services are the Time Service which personal computers can use to initialize 

their time-of-day clocks, and the Echo Service which is useful for testing and debugging. 

Although they don't provide user services as the above protocols do, the gateway and network 

management protocols, GGP, EGP, HMP (Host Monitoring Protocol) and ICMP (Internet Control 

Message Protocol), also operate in the connectionless mode, but use the Internet Protocol directly. 

ICMP is an integral part of any IP implementation and hence is considered to be within the internet 

layer.- 

4.3. Protocol Identification 

In order to be able to differentiate between adjacent protocols within the same layer it is necessary to 

have some form of protocol identifier at each layer that is passed to the next layer above. 

It is also necessary to have a version number to allow old and new implementations to work 

concurrently during a transition period, which could be several years. 

For the ARPA-Internet, computers are identified by their 32-bit Internet address, transport layer 

protocols are identified by their 8-bit Internet Protocol Identifier, and application protocols are 

identified by their 16-bit port number. 

Application servers such as file, mail, Telnet and name servers, are identified by allocating them "well 

known" port numbers, which are globally reserved. The first 255 port numbers are reserved 

specifically for this. Thus there is no need for an extra protocol layer between the transport and 

application layers or an extra server to assign a transport port number to a particular service for a new 

session. 

This approach has the possible disadvantages that you need a separate connection for each service 

being accessed and you need a separate server running for each application. In the case of DARPA, 

where the services are quite distinct and not too great in number, there is no penalty. An advantage of 

the DARPA approach is faster response. An alternative approach is used in the Xerox Network 

Systems Architecture [Xerox 81a & 81b1. They have a special connection allocation server defined at 

a well-known-port, which runs all the time. It allocates a transport layer port number for new 

connection requests and spawns an appropriate server process that is associated with the assigned 
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port number. Applications are typically defined in terms of a sequence of remote procedure calls. The 

remote procedures are identified by globally known program numbers and procedure names. Thus a 

single transport connection to the remote procedure server can execute any of the remote 

procedures. This facilitates the development of new applications using existing procedures. 

5. Performance 
The ultimate measure of a protocol implementation is the performance achieved relative to the 

maximum achievable. With protocols designed to work under adverse conditions it is easy for 

inefficiencies to be masked. Human users may not even be aware of this as they often do not know 

what to expect. Thus performance testing and tuning is an important responsibility of the 

implementer. 

In many ways achieving the best possible performance is more difficult than achieving logical 

correctness. There are no formal methods currently available to help. 

Performance of an application is affected by many things, such as network characteristics, host 

operating system features, how the protocols are structured in relation to the operating system, the 

transport protocol flow control and retransmission strategy, and use of knowledge from adjacent 

layers. DARPA experience in these areas are discussed in [Clark 82a, 82b, 82c; Haverty and GunAritz 

83].  Some of this experience is summarized below. 

5.1. General Implementation Considerations 

Some common causes of protocol inefficiency [Clark 82c] are high process scheduling times in the 

host operating system, data copying, small packets, failing to optimize for the common case and byte 

manipulation. 

Protocols implementations should generally be structured to minimize the number of process 

schedulings required to complete a data exchange, which means minimizing the number of 

asynchronous interfaces in the structure. 

Small packets reduce efficiency because there is a significant per packet overhead, especially when 

process scheduling is involved. 

Typically, the majority of protocol code handles uncommon events. Processing should proceed in the 

order of the most likely event. For instance, retransmission queue handling should be optimized for 

discarding successfully acknowledged packets, not retransmitting unacknowledged packets. 
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Byte manipulation includes software checksums and presentation functions such as character code 

conversion. 

In TCP implementations, the checksum is typically the most time consuming, often 30%, followed by 

data copying. 

5.2. Transport Protocol Optimization 

As the majority of data is transferred via a connection mode transport protocol it is important to make 

it work as efficiently as possible. One  difficulty is that transport protocols need to work over a variety 

of network types from high-speed low-delay local area networks to relatively slow long-haut  networks. 

They must also work over several interconnected networks. It is difficult to implement a transport 

protoPol that will work well under all cases. Much experience has been gained by the DARPA 

community in this area. 

Critical to the performance of a transport protocol are the window adjustment policy for flow control, 

the data acknowledgement policy, and'the setting of the retransmission timeout [Clark 82a; Postel 

81b; Wood 81]. 

5.2.1. Window Adjustment 

One window adjustment problem that can occur with TCP is silly window syndrome (SWS) [Clark 

82a]. This results when there is almost the maximum allowed quantity of unacknowledged data in 

transit and a small packet has been sent for some reason. When the sender receives an 

acknowledgement of the small packet indicating a full window is available at the receiver, he can still 

only send another small packet because of the data already in transit. This leads to the continual 

sending of small packets until there is a pause in the data being sent. This is very inefficient utilization 

of network resources as maximum packet sizes are not used, and inefficient use of host resources as 

there are many more acknowledgement interrupts than necessary. Throughput reductions of more 

than an order of magnitude are typical for file transfers. The problem is simply prevented if the 

receiver only advances the window by suitable minimum increments or the sender only sends data in 

suitable minimum sized units when more is waiting. 

In the case of the ISO/CCITT Class 4 Transport Protocol (TP4) [ISO 84] the window credit can only be 

rotated by increments equal to the maximum data unit size, so SWS cannot result in poor utilization of 

network resources. However, in cases where the maximum network data unit is small (say 128 

octets), host inefficiencies can still occur. If the network interface will accept multiple packets it would 

be more efficient to wait until the flow control window will allow several packets to be sent in a burst, 
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in the hope of receiving a single acknowledgement 

5.2.2. Acknowledgement Strategy 

Efficiency can also be improved by reducing the number of acknowledgernents returned to the data 

sender. Each will involve an interrupt and possibly process scheduling. Based on experience with 

TCP [Clark 82a; Wood 81], guidelines for sending acknowledgements in TP4 could be: 

- Whenever the end of Transport Service Data Unit (TSDU) flag is set, as this may indicate 
that all data has been sent for the moment. 

• Whenever the maximum acknowledgement holding time has expired, as advised at 
connection establishment. Values of half the retransmit timeout have been used 
[Wood 81]. 

- Whenever the receive window credit has reduced to half the maximum. 

• If data is to be sent, concatenate any held acknowledgement in the same Network Service 
Data Unit (NSDU). If acknowledgements are not held, the ability to "piggy-back" them in 
this way can rarely be utilized. 

The second and third points complement the sender policy, suggested above, of sending data in 

reasonably sized bursts in order to reduce the number of acknowledgements. 

By implementing such policies, [Wood 81] has reported process-to-process TCP transmission rates of 

348 Kb/s between interface units on an 825 Kb/s Mitre bus local area network. This is an 

improvement of a factor of 10 over some implementations. 

5.2.3. Retransmission Timer 

Another important factor is correct setting of the retransmission timer. For the ARPA-Internet it has 

been found essential to compute this dynamically to cater for a variety of network characteristics and 

to correctly respond to changes in network and host conditions. First order linear recursive averaging 

has been found to work well [Postel TCP; Clark 82a], as follows: 

smooth round trip time, SRTT = A * SRTT + (1 - A) * (ack time - send time) 

timeout = min[ upper bound, max[ lower bound, B * SRTT] 

where A = 0.8 to 0.9 ensures smoothing over the last 8 to 15 measurements which will take account 

of the variable acknowledgement holding times and brief transients in network conditions; B = 1.3 to 

2.0 allows for variability particularly when local host processing is dominant; upper bound = 60 s; 

lower bound = 1.0 s covers cases of very low round trip delay such as sending to oneself for testing. 

For the wide variety of networks in the ARPA-Internet, A = 7/8 and B = 2 give reasonably good 
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performance. Recent experiments [Mills 83] have indicated that faster adaption should be given to 

increasing delay trends. A = 15/16 when the delay is decreasing and A = 3/4 when the delay is 

increasing gives better overall performance. The need to include packet length in the calculation has 

also been indicated. 

5.2.4. TPDU and Buffer Size 

With TP4 it is necessary to select the maximum Transport Protocol Data Unit (TPDU) size at 

connection establishment. As this is also the unit of flow control credit it should not be set larger than 

necessary to hold the largest TSDU, which will depend on the application. Otherwise, receiver buffers 

will be used inefficiently. Where the maximum TSDU exceeds the maximum NSDU size allowed by the 

network connection, the maximum TPDU size should generally be set equal to the maximum NSDU 

size  to most efficiently utilize the network service. 

To achieve adequate throughput for file transfers the buffer size at the receiver must be sufficient to 

allow multiple TPDUs in transit. At least two TPDU buffers should be allocated. Beyond this 

improvements will depend on the TPDU size and network delay characteristics. With small packets 

and long delays more TPDU buffers are necessary. The necessary buffer space is typically given by: 

buffer space = (throughput capability) * (round trip time) 

If incoming data can be processed fast enough the window may be able to be set greater than the 

total buffer space [Clark 82a]. 

For example, the TCP implementation in Berkeley Unix 4.2 allocates 2K octet buffers and use DARPA 

standard internet packet sizes of 576 octets. For operation over ARPANET, which has 56 Kb/s links 

and a typical round trip time of 0.5 s, this implies a maximum throughput of 32 Kb/s. Typical resulting 

FTP throughputs range from 9 to 25 Kb/s. 

5.2.5. Testing 

Finally, another aspect that needs to be considered in implementing transport protocols is testing. 

Because robust protocols hide inefficiencies and errors from the user it is desirable to build good 

monitoring facilities in from the start. In part icular, numbers of retransmissions and error recovery 

activations should be counted. In testing it is often a good idea to disable retransmission. 
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5.3. Information from Adjacent Layers 

Often there is information available in one layer that can be used by another to improve its e fficiency 

[Clark 82b]. Several examples follow. Source quench messages in the internet layer, reported by 

congested gateways should be used by the transport layer to reduce the transmission rate. The 

occurrence of a retransmission timeout at the transport layer can be used by the internet layer to 

initiate a check whether a gateway is still up, rather than continuously sending echo messages to 

monitor the gateway. Error reports from lower layers should be passed to higher layers where they 

can often be usefully used. e.g. by a human user. If a remote terminal protocol is operating in remote 

echo mode the transport protocol acknowledgement may be able to be concatenated with the echo 

returned from a higher layer if the transport module knows to wait. 

6. Implementing New Protocols 
The DARPA approach to implementing new protocols has typically followed the following sequence: 

- define an initial specification, 

- 3 or more people independently implement the protocol, 

- test cooperatively and discuss improvements and problems, 

- issue a revised specification for general implementation by new people, 

- repeat cooperative testing and discussion. 

The specification process is iterative, with implementation experience being an important part of the 

cycle. 

Scenario testers have often been talked about for testing new implementations but as yet none have 

been developed. It is interesting to note that a large system has successfully been developed with a 

variety of independent implementations and no central test facility. This is probably reasonable for a 

research community like DARPA but would not be satisfactory for the commercial world where new 

products need to be ce rt ified for customers who don't have reasonable access to the implementers. 

7. Conclusion 
A great deal of experience has been gained by the DARPA community in the field of resource sharing 

between heterogeneous computer systems over heterogeneous computer networks. This experience 

is very relevant to current efforts to achieve such resource sharing internationally over public 

networks. 
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This paper has tried to summarize some of the DARPA community's experience that is relevant to the 

OSI work. 
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THE INTRODUCTION OF OSI IN THE CSIRONET COMPUTER NETWORK 
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Canberra, Australia 

ABSTRACT 

CSIRONET is an Australian Government computer service bureau which provides 

a variety of services throughout Australia via a private packet-switching 

network. Interactive and batch computer services are provided on 

mainframes from a variety of vendors. The network has been totally 

developed by the CSIRO organization. It has approximately 160 nodes, which 

perform switching, concentrating, and device-driving functions. They 

support over 1000 directly-connected terminals, 260 RJE peripherals, and 

gateways to the public carriers and a number of private computer 

installations. 

CSIRO . perceives OSI as providing the ultimate solution to many of the 

heterogeneous networking problems it has faced in the past. It is 

therefore contributing to the formation of the ISO standards, conducting 

OSI-related research, and planning for the early introduction of OSI 

protocols in its service network and products. 

OSI and portable programming are key elements in current developmental 

programmes involving interconnecting of subnetworks and provision of 

high-level facilities, especially a CSIRONET-wide file transfer service. 

Portable software interfaces and .code will be used to implement OSI 

components in systems from different vendors. 
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1. OVERVIEW OF CSIRONET 

CSIRONET [1] was developed by, and is operated by, the Division of 

Computing Research of the Commonwealth Scientific and Industrial Research 

Organisation (CSIRO). The major function of the Division is to provide 

computing bureau services, primarily for government departments and 

agencies, throughout Australia. CSIRONET gives access to a variety of 

general-purpose mainframes and specialized computing facilities for over 

-4000 users. CSIRONET is also a vehicle for Divisional research and 

development activities. The network has evolved to its present 

configuration over a period of 13 years. 

Figure 1 illustrates CSIRONET geographically. The network is centred in 

Canberra, where most of the mainframes and specialized facilities are 

located. Central mainframes, which support interactive and batch user 

services, include Control Data Scope (Cyber 76) and NOS (Cyber 835) 

systems, and three FACOM OSIV/F4 systems. A Cyber 205 supercomputer is 

presently being installed. Specialized facilities include an on-line COM, a 

Braegen automated tape library, a graphics laboratory, and a back-end 

database machine. The central facilities are interconnected by a NSC 

HYPERchannel local area network [2]. Host systems at other sites include 

an IBM VM/CMS system providing a general interactive service, and several 

DEC VAX/VMS and RSX-11M (PDP-11) systems. 

Remote access to the host facilities is via an Australia-wide 

packet-switching network, comprising approximately 120 DEC PDP-11 nodes, 

and 40 new-generation microprocessor nodes [3]. The nodes perform 

switching, concentrating, and device-driving functions. Over 1000 
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interactive terminals, 260 batch peripherals, and 60 dial-in ports connect 

to the network. 

All of the above host facilities and the netiork are managed by the CSIRO 

Division of Computing Research in an integrated manner, e.g. common 

accounting system, common user-authorization system, centralized system 

software maintenance. In addition, a number of user-managed host computers 

of varying manufacture are connected to the network. There are also 

gateway connections to external networks, including the international 

packet-switching services and a number of UNIX and DEC-10 networks in 

Australian universities. 

2. MOVING TOWARDS OSI 

CSIRO perceives OSI as providing the ultimate solution to the many problems 

of heterogeneous computer networking it has been forced to cope with in the 

past. Unfortunately, it will be several years before OSI support will be 

generally available on all the systems comprising CSIRONET. CSIRO will 

therefore be required to provide its own solutions to many system 

interconnection problems for some time. CSIRO has resolved to employ OSI 

principles and protocols as much as possible in these interconnections, 

with a view to compatibility with future OSI offerings from the system 

vendors. 

In OSI terms, CSIRONET contains a number of basic subnetworks: 

(a) the CSIRONET packet network, comprising CSIRONET nodes and 

leased Telecom lines; 

(h) the HYPERchannel local area network; 

(c) various vendor-oriented connections, e.g., IBM 

408 



3270-protocol links between FACOM hosts and network 

front-ends. 

The OSI end systems (sources and/or sinks of data) are CSIRONET host 

computers, CSIRONET peripheral devices, or systems accessed by external 

networks. The relay systems between CSIRONET subnetworks are generally 

front-end or gateway nodes. 

To achieve an orderly phase-in of OSI, the following two requirements are 

considered most important at this stage: 

(1) In every end system, a functional equivalent of the OSI 

Network Service must be made available by the subnetwork 

to which it is connected. This will permit the building 

of subsystems in the end system to support applications 

using OSI higher-level protocols. 

(2)Where relay systems are provided to external subnetworks 

(e.g., the national and international packet-switching 

services), these are constructed in such a way that 

OSI-compatible applications in CSIRONET end systems can 

. 

	

	communicate in a fully standard manner with external 

OSI-compatible applications. 

As part of a collaborative research programme, CSIRO and Telecom Australia 

Research Laboratories have designed a common Network Service 

(Network-to-Transport Layer) software interface specification [4]. This 

will enable both organizations (and possibly other collaborators) to 

produce compatible implementations of software on either side of the 

interface. 

Figure 2 illustrates how it is planned to provide the OSI Network Service 

in the major CSIRONET hosts, using various subnetworks. It also 
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illustrates how CSIRONET systems will be able to communicate with other 

031-compatible  systems via public packet-switching services. CSIRO is 

presently developing portable software to present the common Network 

Service interface above any connection to the CSIRONET packet network. 

CSIRO is also working on a portable implementation of the OSI Transport 

protocol, classes 0 and 2. This will be located above the Network Service 

interface, independent of which subnetwork is below. It is expected to 

demonstrate this software in operation in international OSI trials later 

this year. 

3. FILE TRANSFER AND SPOOLING 

Inter-host file transfer is very important on CSIRONET. Apart from 

providing user data transfer services, it is essential for network 

management, including distribution of network software, accumulation of 

accounting inÉormation, etc. Spooling to remote printers and other RJE 

peripherals is also important, as large volumes of batch job output must be 

deliver:ed to remote users. A common subsystem, CNFTS, was designed to 

support both inter-host file transfer and spooling. 

In order to provide compatible file transfer and spooling services on a 

number of different host types, the CNFTS implementations make extensive 

use of portable programming techniques. The CNFTS software comprises a 

common component which is fully portable across all implementations, and a 

dependent component for each system type. The dependent component provides 

a high-level language interface to the operating system services, file 

system, etc. The most complex parts of CNFTS are in the common component. 

Implementations of CNFTS are now running on FACOM OSIV/F4, IBM VM/CMS, DEC 
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VAX/VMS and RSX-11M systems. An implementation on CDC NOS is close to 

completion. Implementations on a number of other system types are in 

progress. 

CNFTS uses the CNFTP file transfer protocol, which is a high-level protocol 

capable of operating over any underlying connection-oriented network. 

CNFTP is based on the British "blue book" file transfer protocol [5], with 

modifications to satisfy special CSIRONET requirements. Recent extensions 

to CNFTP have been influenced by the draft OSI File Transfer, Access, and 

Manipulation (FTAM) protocol [6]. The CNFTP protocol has itself undergone 

evolution over approximately five years. 

The implementation of CNFTP is entirely within the common component of 

CNFTS. This has made it very easy to change the protocol - it is necessary 

to modify source code in only one place. Even major changes, e.g. to 

incorporate OSI protocols, can be made relatively easily. 

It is planned to progressively phase the OSI protocols into use in CNFTS. 

The first stage will involve introduction of OSI Network and Transport 

layers, while continuing to use CNFTP as the higher-layer protocol. A 

subsequent stage will involve replacement of CNFTP by the OSI 

Session/Presentation/FTAM protocols. It is believed these protocol changes 

can be made without significantly changing the CNFTS user interface. 

However, the resultant system will be able to transfer files to 

non-CSIRONET OSI destinations in addition to CSIRONET destinations. 

4. CONCLUSION 

This paper has briefly summarized the activities in CSIRO aimed at phasing 

the OSI protocols into use on CSIRONET. Further details can be obtained 
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from references [7] and [8]. 
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Figure 2. Provision of OS  I Network Service on CSIRONET hosts. 
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SUMMARY  

This paper describes the experience gained during the 

development of the networking product, ISONET. A first 

implementation, in Spring 1983, relied very heavily on the host 

micro-computer's operating system. In order that the product 

could be further developed to run on a variety of computers, 

it was made portable. The ISONET product and aspects of its 

design and implementation are described. 
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INTRODUCTION  

There is a widespread user requirement for products to support 

distributed processing and computerised general office 

functions. Any product in order that it can fulfil this 

requirement needs to satisfy two criteria : it must have a 

long-term future and it must be available on a wide range of 

computer types. 

The ISONET product satisfies both these critera. Firstly, it is 

based on the Open Systems Interconnection (OSI) protocols which 

are internationally agreed protocols. Secondly, it has been 

designed to be portable enabling it to be implemented rapidly on 

a wide variety of computers. 
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THE PRODUCT  

ISONET is a networking product based on the OSI standards. It 

is implemented as a layered product in software, with each layer 

supporting recommendations from internationally accepted bodies 

such as ISO, CCITT, IEEE and ECMA. Only the lower five layers 

of the OSI Model are currently implemented. 

At the lowest layer, the Physical layer, ISONET supports a 

variety of transmission media from Ethernet to the services 

provided by the PTTs. The interfaces to these media are defined 

by the IEEE and CCITT in the IEEE Standard 802.3 CSMA/CD Access 

Method and the CCITT Recommendations V.24 and X.21/bis. IEEE 

802.3 enables computers to link together over the Ethernet Local 

Area Network (LAN). Of the CCITT recommendations, the former 

enables computers to connect locally with one another or via 

telephone links and modems; the latter enables computers to 

access public or private data networks. 

At the next level, the Data Link layer, ISONET supports two 

common link protocols : LLC and HDLC  LAPE. The first, LLC, is 

defined in the IEEE Standard 802.2 Logical Link Control and is 

used in conjunction with LANS. Both LLC-1 and LLC-2 are 

supported. The second, HDLC LAPB, is defined by both CCITT and 

ISO and is used with point to point networks and private and 

public data networks. 
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Layers 1 and 2 within ISONET are not always separated from one 

another. There are, now available, micro-chips which support 

functions of both these layers. Generally, these chips or 

chip-sets provide most of the functions up to the middle of the 

Data Link layer je  framing, CRC checking, collision detection 

and some retransmission due to error detection. Standards, too, 

cross layer boundaries : the IEEE recommendation 802.3 is not 

wholly contained within the Physical layer since it also defines 

Medium Access Control a component of the Data Link layer. 

The Network layer in ISONET is divided into two sub-layers : an 

Upper-network layer and a Sub-network layer. The highest of 

these the Upper-network layer uses X.25 (1980) Network 

Convergence Protocol. The Sub-network layer supports access to 

data networks using the CCITT Recommendation X.25. 

At the next level, the Transport layer in ISONET implements the 

error detection and recovery class (Class 4) of the ISO 

Transport specifications DIS 8072 and DIS 8073. Only the 

connection oriented protocol is supported. 

The highest level in ISONET is currently the Session layer. 

This layer is an implementation of the ECMA-75 Session Protocol 

Standard-Subset A. ISONET presents a procedural interface to 

the top of this layer called the Session Interface. 
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The ISONET product includes two end-user facilities which 

utilise the Session Interface: a File Transfer Facility and a 

Remote Printer Facility. The former comprises a pair of 

programs: a File Transfer Utility (FTU) and a File Transfer 

Server (FTS). FTU and FTS enable users to transfer data files 

of different formats from one computer to another. The latter 

also comprises two programs: a Printer Utility (PU) and a Remote 

Printer Server (RSPV). PU and RPSV enable users to share a 

common printer for print spooling purposes. 

ISONET currently operates under the operating systems CP/M-86, 

CCP/M-86, MS-DOS, CTOS and VMS. Support for Unix is underway. 
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THE DESIGN AND IMPLEMENTATION  

The design and implementation of ISONET has followed three major 

development phases from an early operating system dependent 

release to the current portable version. 

The first release in Spring 1983 known as ISONET-SE, was 

developed for a specific environment : an Ethernet-like local 

area network of microcomputers running the MP/M-86 operating 

system. A number of factors and considerations influenced the 

design of this initial release : 

- data should not be copied unless absolutely necessary; 

- the number of tasks should be kept to a minimum in order 

that context switching is not a great overhead; 

- a layer of the OSI model can be modelled very closely by a 

task running under an operating system; 

- communications software requires timer facilities and 

rapid responses especially at the lower layers; 

- the implementation environment is purely local, therefore, 

running Transport Class 4 over a connectionless Link 

service is sufficient as detailed in ECMA TR/14. 
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These factors and considerations led to the design depicted in 

Figure 1. ISONET-SE comprises the Session, Transport and Link 

layers; the Network layer is implemented as a null layer. Each 

layer is implemented as a single task running under MP/M-86 (the 

null Network layer is merged into the Transport layer for 

efficiency reasons). Additionally, a Timer Task is provided to 

generate timeouts for the Transport Task. All software in 

ISONET-SE is written in MS-PASCAL; special extensions provided 

by the compiler are fairly extensively used. 

The tasks in ISONET-SE are in priority order : the highest 

priority task is the Link Task, the lowest is the Session Task. 

The structure of each task is very similar : each has its own 

input queue from which it reads event messages for subsequent 

processing. Requests to lower layers cause an event message to 

be placed on the lower layer task queue. Likewise, an 

indication for a higher layer causes an event message to be 

placed on the higher layer task queue. 
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User programs link together with the Session Interface to have 

access to procedures to enable inter-process and inter-node 

communication. These procedures generally queue event messages 

on the Session Task input queue or read their own input queues 

(there are two queues per session, one for normal flow and one 

for expedited flow). 

Data is passed between the tasks in ISONET buffers which 

belong to a shared memory pool. Data copying is prevented 

through a system of appending headers to the front of the 

buffers when they are passed downwards and similarly stripping 

headers off when they are passed upwards. 
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ISONET-SE has one major drawback, a result of its very specific 

implemenatat  ion  : it cannot readily be moved to different 

environments. It was for this reason that work began on two 

parallel ISONET developments sharing the same portable design : 

ISONET-SA and ISONET-SXE. ISONET-SA is functionally similar 

to ISONET-SE; ISONET-SXE incorporates extra functions primarily 

Network layer and LLC-2 software. (Since both developments 

share the same design, the term ISONET is used whenever it is 

not necessary to distinguish between the two developments.) 

A number of design and implementation decisions were taken to 

achieve true portability. These decisions were based on the 

premise that operating system dependency and non-standard 

programming languages are the greatest barriers to portability. 

The first decision was to incorporate an executive into ISONET 

thereby removing the dependency problem existing in ISONET-SE. 

Whilst portability was the main factor in this decision, it was 

felt that this would improve efficiency due to the reduction in 

context switching and probably reduce total memory occupancy due 

to the smaller number of tasks. The ISONET executive provides 

the following functions: 

- a priority driven scheduler mechinism; 

- queue management routines; 

- buffer management routines; 
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timer managment routines. 

ISONET software, therefore, has available to it all the 

executive functions it requires. Porting from one environment 

to another is made more easily since only the internal executive 

software needs modification. 

The second decision taken was to standardise on PASCAL as the 

programming language and constrain its use very closely to the 

ISO-PASCAL definition. This was based on the knowledge that 

most computers support compilers for the PASCAL language and 

that most of these are super-sets of the ISddefinition. 

A third decision taken was to have a centralised place for 

the development and management of ISONET. This was chosen to be 

the in-house VAX minicomputer in preference to a cheaper 

microcomputer due to its more extensive programmer 

deveopment aids and peripheral support. An example of this 

is the macroprocessor which is used very extensively in ISONET 

to overcome the different PASCAL compilers problem. Currently 

all source files are maintained in ISO-PASCAL and MS-PASCAL with 

macro-definitions differentiating between the two. ISONET, 

therefore, exists in master form from which specific 

implementations are produced. 

Lastly, a common device driver interface was defined in order 

that Link layer tasks would not require to be changed whenever a 

new communications device was to be supported. 
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The ISONET-SE concept of one task per layer has been continued 

in this current ISONET phase. The exception to this is the 

Network layer of ISONET-SXE where two tasks have been 

implemented : an Upper-network Task handling routing and 

relaying and a Sub-network Task handling access to X.25 

sub-networks. Figure 2 illustrates the design of ISONET. There 

is no Timer Task since all timer facilities have been 

incorporated into the ISONET executive. 

The priority order effective in ISONET-SE is maintained. The 

use of queues to pass events between layers is also similar to 

ISONET-SE. 

The management of data buffers is under the control of the 

ISONET executive. Again, the copying of data is kept to a 

minimum. 
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CONCLUSION  

The migration to a portable ISONET has already proven to be a 

success. The essential goal, portability, has been achivied 

since the time taken to transfer to a different computer has 

been reduced to an acceptable level : in some cases as little as 

a few days, in others less than three months. Additionally 

other advantages have arisen. Software testing time has been 

reduced since all but final system testing can take place on the 

development computer prior to porting. Also, the software 

maintenance effort has been minimised due to ISONET being held 

in a master version form. 
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CADDIE 
AN INTERACTIVE DESIGN SYSTEM FOR SPECIFICATION, 

VALIDATION, IMPLEMENTATION AND TESTING OF PROTOCOLS 

Born Pehrson,Ivan Christoff, Steffen Weckner 
Computer System Laboratory 
Uppsala University,Sweden 

This paper discusses some basic concepts, design techniques and 
desirable properties of CAD tools for protocol design and testing. 
The paper also describes Caddie, an interactive computer aided 
design system prototype which is being implemented in Uppsala. 
Caddie supports specification, validation and implementation of 
communicating systems including rtrotocols. It provides an 
interactive "design environment" based on a data-base in which 
design object models on different levels of abstraction are 
available. The models can be subject to manual design, automated. 
design by design procedures implementing algorithms for analysis 
or synthesis, validation by simulation or real-time testing, and 
translation into a target system implementation language. 

INTRODUCTION 

Much effort is devoted to the development of systematic procedures for the design of hardware 
and software for computer systems. General surveys can be found, e.g. in (lue80) and 
[IFIP83). One specific area in this field is the design of communication protocols (Sun82) 
which, due to their well-defined characteristics, earn special attention. There is a need 
for such systematic procedures, and tools supporting them, within the different 
standardization bodies currently designing protocols for connection of open systems. There 
will also always be the need for design of protocols implementing special services required 
in embedded distributed systems. 

Systematic design procedures should help the designer to decompose complex systems into 
comprehensible components, describe the behaviour of the components and their interactions, 
and to validate a design against given specifications. They should also help the implementor 
to minimize the number of errors due to false interpretations, and the potential user to 

judge if the service provided by the design conforms with standards used in the environment 
where it will be used. 

Formal desian techniaues.  
As a basis for the development of more systematic design procedures for complex systems, the 
objects and activities involved in the design process should be formalized. There are several 

reasons for this: 

- formal specifications help avoiding ambiguity 

- there is a point in being as abstract as possible during specification of a design in order 
to give the designer as much freedom as possible in the implementation phase 

- it is sometimes possible to find formal proof procedures which make it possible to automize 
synthesis or verification that synthesized results meet their specifications. 

- when there are no formal specifications, formal techniques still facilitate reasoning about 
desirable properties of a design. Safety properties assuring that no bad things (e.g. 
deadlock) will happen and liveness properties assuring that good things (e.g. progress) will 
eventually happen can be proven. 
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- when no formal design procedures are devised, formal descriptions can still be executed for 

testing or simulation 

In the choice of mathematical tools, there is a trade-off between descriptive and decisive 
aspects [GuP83]. The technique chosen specification should be both powerful enough to allow 

a convenient description of the protocol ,  and simple enough to avoid ambiguities and 

facilitate analysis and synthesis. For example,  the classical finite state machine model has 

a very limited descriptive power. However, if a problem can be described in this model, all 

relevant safety and liveness properties can be decided. If the descriptive power is 

increased, undecidable questions might be introduced. It is thus desirable to have a 

spectrum of formal techniques available in the design process. 

Description of complex systems in terms of abstract components is discussed further in the 
next section. 

The desion orocess  
The design process can be considered as a sequence of design activities, manipulating a 

number of design objects according to rules prescribed by the design goals. By applying the 

rules, the number of implementation alternatives are successively reduced to one. Design 
activities are performed by a designer to make specifications ,  analyses, syntheses ,  and 

implementations of abstract components. 

The design object model is a formalization only of the design objects in the design process 

and says nothing about how to design them, i.e. about the design activities and the criteria 

governing the choices between implementation alternatives. A general model of the design 
process is illustrated in figure 1. The involved design procedures will be discussed further 
in a later section. 

Figure 1. The Design Process 

1. Design problem formulation and environment modeling: The design problem should be 
formulated in terms of a set of relevant variables describing the environment in which the 
target system is going to function (the user). And a design strategy providing the criterion 
against which the target system performance will be measured. 

2. Service specification: The service required from the target system is derived from the 
information provided in step 1. 
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3. Implementation specification: Constraints affecting what technology can be used for 

realisation of the target system (hardware/software) are used to select possible protocol 

specifications 

4. Implementation: Efficiency related criteria, e.g. leading to design decisions of hardware 
geometry and memory allocation of software, are used to select possible implementations. One 

possible implementation is selected. 

Some design procedures can be automated some must or should be performed manually by a human 

designer. A computer aided design system thus should provide a design environment where the 
designer can let the CAD-system manage all descriptions and where it is possible to mix 

automated and interactive manual design procedures. 

The traditional design environment can be characterized as a toolbox. It consists of a number 
of separate tools, such as editors, parsers, compilers, debuggers, design programs, etc. The 

coming approach is the integrated design environment. It is characterized by the following 
principles: 

- top-down hierarchical design. Specifications are broken down hierarchically by stepwise 
refinement into implementable components. Conformance between abstract specification and 

refinements should be possible to prove. 

- incremental design. Parts can be modified separately without effects on other parts. 

- integrated design. The same basic component model is used for all kinds of components. This 
makes it possible to unify the design activities. 

Some activities are possible to automize, as design procedures. In a subsequent section, some 
aspects on the design activities and design procedures are discussed. 

Validation and conformance testing 
Validation means to find out if a design functions as intended. The design is thus evaluated 
according to some performance criterion given as a formal service specification or as a set 

of properties to be fulfilled by the design. Some different cases are validation of ,• 

- formal service specification against desired service. This is a test of how well the user-

oriented service specification is formulated. It can be validated by experimental simulation 

or testing only. 

- protocol specification against a formal service specification or performance criterion. 
This step should be formalized and automated as far as possible. 

• - conformance between a protocol entity implementation and a protocol standard. This is an 

identification problem, i.e. to find out if the implementation is of the kind prescribed by 

the standard. 

SPECIFICATION TECHNIQUES 

In this section, formal techniques for specification of services and protocols are discussed. 

A communication protocol can be viewed as the behaviour of a set of interacting entities, 

which communicate by exchanging messages. A description of a protocol then consists of two 
parts: 

- the structural specification of which entities are involved and their interconnections 

- the specification of the behaviour of each entity. The joint behaviour of all entities 
defines the protocol. 
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Basic concepts  
Before discussing different approaches to description of structure and behaviour we will 

discuss some basic concepts. We will discuss description of system components in the form of 

abstract independent processes and their communication by means of communication protocols. 

The approach to use an abstract component model as a unifying framework for descriptions of 

different kinds is related to the abstract data type concept [LiZ741 or extended type object 

concept tGLS72]. 

Soecifications and implementations.  Specification of complex systems means making abstract 

formal descriptions of structured system components and their communication. The purpose of 

formal descriptions is to facilitate analysis and synthesis in the design process. 

Specifications describe functionality of units in terms of black box models. i.e. input- .  
output relations or functions. The specifications are stepwisely refined in the design 

process via implementation specifications into an implementation. Implementations describe 

how the functions are provided or realized. Specifications may give only abstract rules for 

computations in the sense that limits for characteristic variables of the system 

functionality are given, not trajectories. 

jndeoendence and communication. Communication means exchange of information together with 

awareness of the presence of information (synchronization). i.e data and control information. 
Independence means that processes in general have no common (global) state and are not driven 

by a global clock. 

Communication of data between processes must be accomplished.either through output-to-input 
connections (message-passing) or by establishing a tighter coupling between the processes in 

the form of common state variables (shared data or block-structure). Communication of 
control confirmation can be accomplished either by output-to-input connections (asynchronous. 
event-driven dataflow) or by the receiver polling the data variables driven by its own clock 
(self-timed or globally synchronous systems). 

If there is a medium connecting the communicating parties this medium will have to be modeled 
as a process itself. 

Descrintion of structure 
Tools for description of structure are layered architectures ,  message-passing structures and 
block-structures of components. 

Architectures and lavers. Structurally complex objects may be formalized in terms of 
architectures in order to reduce the complexity. An architecture structures a Complex system 
into layers providing an hierarchical definition of the system on successively higher levels 
of abstraction. This approach has been used e.g. to specify functionality of complex 
communication systems tIS074983 and to describe computer systems [Lava6. Wat81], see figure 
2. In each layer ,  the service primitives of the next lower layer is used to semantically 
define the service primitives of the next higher layer. On the lowest level the semantics are 

postulated or axiomatically defined. 

A layer can be regarded as a machine with the specified service as behaviour. If the machine 
is complex ,  it can be composed of entities (components) connected in a message-passing 
structure or refined into block-structures. The layer is described by the connection 
structure and the behaviour of its components. 

Functional and implementation system architectures.  A complex system with a layered 
functional specification is mostly implemented in a layered manner. The specification. i.e. 
the functional system architecture, is then mapped on an implementation system architecture. 
If the system is to be implemented by means of computer technology ,  the implementation system 
architecture is a computer system architecture (figure 2 right). Criteria for how to choose 
this mapping are discussed in [PeF833. 
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Figure Z.  Layer.  of Communication and Computer System Architectures 

The specification of a level and the underlying layer should contain 

- a description of the purpose of the level 

- i service specification of the level in terms of service primitives 

- an implementation specification of the layer consisting of a set of connected components 
specified in terms of the service primitives of the next-lower level and interaction 
primitives for the interactions between the components in the layer. 

- a service specification of the next-lower level and rules for how the next-lower level 
service is used 

Message-passing and block-structure. Components can be connected into a message-passing 
structure (figure 3). It defines a network of communicating independent components on the 

same level of abstraction. 

-› 1-> < 	 entity-1 entity-2 

Figure 3. Example of 	ge passing structure 

A structure built on a stepwise refinement of the functional description of a component is 

called a block-structure. A block-structure thus is a hierarchical decomposition of a system 

into components which together provide the behaviour of the abstraction (figure 4). 

Protocol entities and their substructure:  When specifying a protocol which is integrated in 

a communication system architecture, such as the OSI reference model ,  it is natural to define 

the entities and the next lower layer as refinements of a global system representing the 
service provided by the layer , as illustrated in figure 4 (left). All layers in the OSI 

model have the same structure: the peer entities and the underlying layer. The entities can 

be further refined if it is desirable to modularize their specifications. 
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Figure 4. Examples of block-structures in three levels 

Reference models for protocol entities have been suggested by FDT-groups within ISO (ISO.A)  
and COST-11-bis [AIM]. In the reference model for an OW entity proposed by the COST-11-bis 

FDT-group, the modules communicate via channels. A channel consists of two semi-channels, one 

for each direction, between two Information Points, each Information Point being a pair of 

one output point (OP) and one input point UP) of the same module. A semi-channel is at one 

end connected to an OP of one module and at the other end to an IP of another module. 

Further, each semi-channel can be either queued or unqueued. 

The units of information exchanged by the modules are contained in output (input) 

dictionaries of the output (input) variables. There is a -finite number of types of 
information, each type having a set of parameters. 

An OP (IP) of the reference model corresponds to an output (input). An Information Point is 
a pair of one input and one output variable with the same name. 

In the COST model, an OSI entity is structured into three subentities (figure 5). The 
interface modules Cl and U contain all the local implementation matters concerning the N/N•1 

and N/N-1 interfaces respectively. P contains all what is visible by the peer entities. 

( N-1)IDU 	(N -i)DU 	IN-11PDU 
Figure 5. The COSI proposal for a protocol entity reference model 

Description of behaviour  
A description of behaviour consists of data elements and procedure elements. 

Behaviour elements: 	consist of data elements, describing input, output and local state 
variables, and procedure elements defining functions or relations on the data elements. 
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Input values can be modified only by a connected component, and read only by the component 
itself. The output values can be modified only by the component itself. When an output 
variable is changed, the input values of all connected components are changed simultaneously. 
Transport delays can be specified by means of a delay component in between. The local state 
variables can only be accessed and written by the component itself or its refinements. 

Each Variable in the data elements can have a set of associated attributes, such as 

- a value and an initial value 

- a type and/or a domain indicating possible values. This could be the set of messages of 
type "typed-record" which can be exchanged via the connection. 

- it is queued or unqueued. The value of an unqueued variable is one element, that of a 
queued is a queue (the default is unqueued) 

it is destroyed or not when read (only input variables) 

- a connection. This is a system and the name of an output (or input) variable to which this 
variable is associated. 

- an association with a variable in an abstraction (upto) or refinement (downto). This is 
applicable, to inputs and outputs only 

In addition to the predefined data-types it should be possible to define new ones. The scope 
of a data-type declaration is within the specification of the respective system and all its 
refinements. The data-type "record", taken from Pascal has been added. 

To model information units which are exchanged by modules (service and protocol data units), 
a typed-record type is introduced. A typed-record consists the name of the data-type and 
possibly one or more parameters. When an output message is generated, a value is given to 
each of these parameters. 

Procedure elements: define relations and functions on the data elements. Relations define 
abstract specifications of sets of behaviours. Functions specify unique behaviours. They 
provide the input-output mapping, the next-state mapping and/or the next-output mapping. It 
should be possible to use different function-types, such as finite state machines with 
extensions, programs, nets, logic expressions, etc, and to define new function-types. 
Examples of function-types are discussed below. 

ForMal description techniques.  
In this section, some formal systems that can be used for specification of behaviour 
(function-types) are discussed. A common semantic model making it possible to transform 
descriptions between formalisms is desirable. In general, such systems have different 
descriptive power. Some systems comprise mechanisms for hierarchical description and 

structural reduction. In some cases, there are associated theories which can be used for 
synthesis of more refined or abstract objects, or for analysis of desirable safety and 
liveness properties. The model states what syntactic elements correspond to each other in 
the different theories. Some natural correspondencies of this type are well known, e.g. 
between finite state machines, regular expressions and regular grammars. Others have to be 
further investigated. 

Programming languages. ISte76] The conventional way to obtain a formal description of 
design objects for some automated analysis procedure, such as simulation, is to use a 
general, or a special purpose, programming language. Sometimes the descriptive power of such 
a language is needed to give a comprehensible description. A program can be executed for 
testing or simulation. However, it can not easily be used for a formal analysis since the 
specification language seldom is associated with a calculus or proof rules. Since the syntax 
is little restricted, the specification may also be ambiguous and/or incomplete. 
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Abstract machines.  A more formal way to describe behaviour is in terms of abstract 

machines. The machine is defined in terms of state transitions. The transitions are fired on 
internal or external enabling events and generate other events. Examples of abstract machine 

models are 

Finite state machines  (FSM) IH0U79.13oc7111. A state transition function ,  given as a table 
specifying from states ,  enabling inputs ,  generated outputs and to-states for each transition. 
defines a finite number of transitions which on input events generate output events and take 

the machine from the current state to a next state. Independent machines can be synchronized 

via labeled transitions (connections). 

In figure 6, a simple FSM description is given. The description declares name s  intial value 
and type of the inputs and the output ,  name and type of the state variable, and a table which 

gives the possible transitions between different values of the state variable. The table is 
given as a structured free property-list where the top-level gives the state variable name 

and its associated table, the next level in the table gives from-states and their associated 
set of transitions. Next level gives transition groups according to input variables. Finally 

each input value defines a transition which consists of a list of output-channels and values 
and, as the last member ,  the to-state. 

jvstem tvoe  Receiver = 
Aksluelim A:FCh; 
jnout  R := 0 :bit; 
putout  Ui:= 0 :bit; A := 0 :bit; 
mitt x:=idle :(idle,wnr): 
function  L.  

Table (x (idle (It (1 (1.1i 1 A 1 wnr))) 
wnr (R (I) (Ui 0 A 0 idle>: 

Endsvstem;  
Figure 6. An FSM description of a four-cycle-handshake receiver 

Extended finite state machines  (EFSM) [Boc80]. To increase the descriptive power of FSMs, 
infinite minor state variables and more complex enabling predicates are allowed. This 
approach has been used by subgroup B within the ISO  POT-group IISO.B] and is also one 
alternative in the specification language Asyl of the Caddie-system from Uppsala [PeP83]. In 
figure 7, an ASYL/EFSM description DoP831 is illustrated. Transitions are described using a 
programming language type construct rather than as a table. The technique is a combination of 
the finite state machine approach and the programming language approach. The result is a 
specification technique which is more expressive than a pure finite state machine technique 

but still retains its clear structure. In an appendix, a specification of the connection 

establishment phase of the ISO/CCITT Transport Protocol is provided. This specification uses 
an extended Asyl/EFSMsyntax which is not yet fully implemented. 

A module is characterized by a state space (context) and a set of transitions. It has a local 
state variable which assumes values in the state space. A transition changes the state and 

can thereby cause the module to act ,  e.g. generate output messages. A transition is 
characterized by the following attributes: 

- a module state in which the transition occurs (from-state) 

- an enabling event, such as an input event, which has to occur for the transition to be 

executed. The enabling event can be omitted, in which case the transition is called 
spontaneous. 

- a module state after the execution of the transition (to-state) 

- possibly one or more actions which are executed during the transition ,  such as generation 
of an output event 
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A transition is considered to be an atomic event. The specification of a module may be non-

deterministic in the sense that, in a given state and under given conditions, several 

transitions may be possible. In this case any one of the possible transitions may be 

executed. 

System type  A = 
Input 	p 	0 :message; 
State 	x :=x1 :(xl,x2); 

nr:integer; 
Function  EFSM; 

from xl when p.message provided  message.data 	0 

to x2 begin nr 	message.data gel; 
Endsystem; 

Figure 7. Illustrates the ASYL/EFSM-type description 

Petri net theory  provides a more general state machine model in which concurrent 

transitions are allowed (Petal). A transition can have several enabling input events and 
generate several output events. The output events from one transition are input events for 

new transitions. Extensions of different kinds have been made to facilitate specification of 

protocols [Diaz82]. 

Denotational and generative methods.  These methods describe objects in a more abstract, not 
always executable, way. 

- path expressions originate from regular expressions which are equivalent to finite state 
machines [H0U791. The behaviour is described by an expression representing sequences of 

events. Extensions of regular expressions to deal with concurrency have been suggested, e.g. 
in (CaH74,Lau81). 

Path expressions and abstract machines are associated with language theory. The sequences of 
input and output values to and from a component can be considered as sentences in a language. 

The language can be specified by its grammar consisting of production rules in the BNF-

notation. The analysis of a sentence, a parse, constitutes a computation. 

- other methods, such as Milners Calculus of Communicating Systems (CCS) [MiI80] provide 

algebraic calculi based on expressions representing recursive functions. CCS has been used 

as a basis for a specification language developed by the subgroup C within the ISO FDT-group 

[ISO.C]. 

Logic systems.  Logic have been used extensively for specification of sequential programs 

and combinatorial networks. For first order predicate logic there are inference rules which 

make it possible to define logic languages for computations, e.g. prolog. An extension to 

modal logic called temporal logic provides temporal operators useful for specification of 

behaviour and thus for specification of concurrency and sequential networks [Hai83, 8oc82]. 

The syntax in formal logic consists of rules for forming "well-formed formulas". The 

semantics is postulated in the form of truth tables and axioms. 

THE DESIGN PROCESS 

In this section we will discuss the implications of the design principles mentioned in the 

introduction combined with the abstract component approach discussed in the previous section. 

Design Methodology  
Incremental design is facilitated using the detcription techniques discussed in previous 
sections. As soon as an appropriate protocol for communication between components has been 

fixed, the components can be specified and modified independently. Typing of data variables 
provides a basis for immediate error detection in the design process when components are 

connected. Availability of different function-types facilitates the use of a technique 

suitable for design of the individual component. 
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Integrated design is supported by the fact that the same component structure can be used for 

description of objects in different architectural layers. Suitable formal methods imbedded in 
convenient description languages can be used for specification of component behaviour. 

A top down design methodology can now be described by the following scheme: 

1. Make a layered specification of the desired functions from the design goals in terms of 
abstract component structures. This constitutes a functional system architecture. If the OW 
environment is used, relate your specification to the OW layer- and entity-structure. 

2. Specify the behaviour of the entities and their subentities in terms of data and function 
elements 

3. Assign all function elements of all components in all layers of the functional system 
architecture to layers in the implementation system architecture taking into account such 

factors as flexibility, efficiency and security. If the system used for implementation is a 
rigid computer system, all functions may have to be implemented as application programs. 

4. Partition the function elements into classes. All functions assigned to the same layer in 
the implementation system architecture and defined on the same data-structure are collected 
in the same class. 

5. Specify these classes as new abstract components in the implementation system architecture 

6. Evaluate against the design problem performance criterion 

Design 	activities  
The design process can be considered as a process of stepwise refinement creating a design. 
The abstract component approach makes it possible to formalize the design activities as well. 
We will here discuss some basic design activities. 

Refinement. The refine activity is a central activity in the design process. It means to 
decompose the system to be refined into components, and then connect (if relevant) and define 
the components. The refine activity thus can be divided into the more basic system- creation 
activities decompose, connect and define. The stepwise refinement concept has been 
thoroughly discussed by several authors as a constructive design technique. 

Abstraction is the reverse activity of refinement. As such, it is useful for verification of 
that synthesized refinements together provide the abstract function specification. Sometimes 
it is also desirable to make an abstract model of an existing system specification, e.g. when 
analyzing it from a particular aspect. 

Semi-automatic desian Drocedures,  Some design activities are possible to automatize or 
support interactively. For example, there are analysis procedures available for proving 
properties of systems such as complete specification, reachability, stability, absence of 

deadlocks, and, in some specific cases, algorithms for synthesis of refinements and 
abstractions. This is discussed a bit further in next section. 

VALIDATION 

Validation of a design means to assure that the components together preserve the functional 
specification. There are different ways to achieve this: 

- it is sometimes possible to design a synthesis algorithm which can be proven to produce 
correct decompositions from a formal specification. The validation is then performed once and 
for all when proving the synthesis algorithm correct. 

- sometimes one can verify formally, in every individual case after the decomposition has 
been made, that the components together fulfill the formal specification, i.e. that the 
system really works. 
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- often there is no complete formal specification to verify against, or the verification is 
too difficult to perform. It might then be necessary to prove that the implementation 
specification has some fundamental properties which are necessary but perhaps not sufficient 
to provide a reasonable function. Examples of such properties are safety functions such as 
absence of deadlocks, reachability, stability, etc, and liveness properties of different 
kinds ensuring progress. 

- sometimes there is no formal procedure what so ever devised. It is then necessary to 
validate the decomposition by simulation or some sort of testing procedure. However, it is 
seldom possible to perform exhaustive simulation or testing. These methods thus can only 
detect the presence of errors not their absence. The purpose of a test session should be to 
make the user more confident that, if his implementation would malfunction, it would do so 
during the test. 

Traditional design methods use procedures of the fourth kind. During the last decade, methods 
of the third kind have been developed (Sun82). There are very few results so far of the first 
and second kind. 

Property proving 
Reachability analysis IZaf80) is a well-known method for verifying protocol correctness by 
property proving. This technique provides means for detection of specification errors, e.g. 
incomplete specification, unreachable states, cycles, deadlocks, etc. For complex protocols, 
however, the method leads to state explosion. 

The technique is to find all global states which the protocol can reach when started in an 
initial state. A global state is determined by the values of all state and input/output 
variables of the participating entities or their modules. 

During the reachability analysis a tree is built, where the nodes represent values of the 
global state. The root node is the initial state, as given in the specification. The 
descendants of each node represent all possible global states which can be reached via 
transitions in the 'different modules. In general, the tree will have a circular structure. If 
the number of reachable global states is finite, the building of the tree will terminate. 
With the tree as a basis, it is possible to analyze the behaviour of the protocol. E.g. 
deadlocks manifest themselves as nodes without descendants. 

Verification açiainst formal service specification  
A general method to verify a design against a formal service specification is to synthesize a 
specification of the abstraction from the component specifications by eliminating as many 
events as possible according to a given equivalence criterion. For example, if the criterion 
prescribes observation equivalence without timing considerations, only externally 
controllable or observable variables should remain in the model. 

Structural reduction tPeh83] is a method to synthesize an abstract specification from a set 
of communicating components described by state transition models. Before the reduction is 
performed, the components must be specified and connected to describe the implementation. In 
a design system this could be accomplished by specifying component-types from which instances 
can be created and connected. 

A protocol specification can thus be reduced into an abstract function specification which 
can be compared too the service specification for verification. If a suitable equivalence 
criterion is used, the result of a structural reduction is, from an external point of view, 
equivalent to the implementation specification. It is this case enough to use the service 
specification in the further design work to represent the component. This kind of 
incremental design and verification procedure reduces the state explosion problem. 

Tools for a similar method is provided by the expansion theorem and the restriction operator 
in Milners Calculus of communicating systems [MiI80, GuP83]. 
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Simulation and testino  
These methods are more experimental methods of protocol assessment. They prove to be useful 

when a protocol is too complex to be verified using an exact technique. Further ,  testing is 

the only way when we want to find out if the protocol design realizes the service we had in 
mind and if the physical target system really functions the way it was modeled. Testing will 

be discussed in a later section 

IMPLEMENTATION 

An implementation is an operational specification which is executable in the target system 

environment. An interactive design environment oriented specification has to be translated 

into the more efficient target system environment oriented specification. The translation 

involves elimination of symbol tables , allocation of channels and storage for the data 

elements and 'translation of function elements into target machine service primitives. 

In the toolbox-type of a design environment ,  a straight forward approach to implementation is 

to use a pre-processor which translates a formal specification into a program-skeleton 

written in a general programming language. Necessary details are added manually and the 

program is compiled and down-loaded into the target system. In the integrated design 
environment ,  an implementation is just a more refined specification which is operational and 

executable in the target system environment ,  efficiently enough to satisfy the design 

criteria. 

An advantage with the latter approach is that the different descriptions can be kept uniform 
to make it possible to preserve correctness properties ,  and thus to support incremental 
design. 

CONFORMANCE TESTING 

This section will deal with testing of protocol implementations. We will point out what one 
sould test for, present some of the leading groups in the field, and discuss our plans for 
the development of a remote testing system. A joint testing project with Canada and Australia 
is presented briefly. 

Standardization work in the computer communication field is lead by sub-committees of ISO and 

CCITT. Official standards already exist for the 3 lowest layers of the ISO model (physical, 

link, network). Work is currently done on the Transport protocol and higher level protocols. 

Even with existing protocol standards there can still be a problem when a connection is set 

up between two machines. Does the connection function 'properly' and is it reliable 'enough'? 

In order to answer this question one has to find out if: 

- The service provided by the protocol is 'enough' for the application we have in mind. 

- The protocol is specified correctly so that the 'wanted' service is prOvided. 

- The protocol implementation realizes the specification correctly. 

- The hardware functions 'properly'. 

Testing deals in general with the two later problems. Some properties of the IUT 
(Implementation Under Test, see figure 8) one should test for are: 

- Reaction to erroneous input sequences at both interfaces. 

- Correct implementation of the service primitives at the upper interface. 

- Behaviour under normal conditions. the IUT and a peer entity should provide the 
communication services covered by the service specification. 
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- Protocol functions such as, expedited and normal data transfer, parameter negotiation, flow 

control, multiplexing, blocking and concatenation of data units etc. 

Such tests are called qualitative.The other type of tests that can be conducted on the IUT 

have to do with performance and reliability of the provided service. These numerical measures 
depend on the choice of protocol class and the quality of service requested. Such tests are 

called quantitative. 

Work on protocol testing has been done lately at several establishments [Ka183]. Some of the 

leading groups are at: the University of Montreal in Canada, National Physics Laboratory 

(NFL) in Teddington (England), Agence de l'Informatique (ADI) in Paris (France), National 

Bureau of Standards in Gaithersburg (USA), Joint Research Centre (JRC) in Ispra (Italy), and 

Gesellschaft fur Mathematik und Datenverarbeitung (GMD) in Darmstadt (Germany). 

There is a growing interest in creating test centres that can test protocol implementations. 

Such test centres already exist, e.g. at JRC and GMD. 

The two most common physical architectures for testing protocol implementations are shown in 

figures 8 and 9. 

The simple architecture is shown in figure 8. The entire tester is located at the Test 

Center's computer system. A client's IUT is tested through a remote connection over a public 

data network. 

The IUT is considered to be a 'black-box', for the puposes of testing, which means that the 

Tester is not able to tell whether the IUT is a single process or a combination of hardware 

and software. Only the two interfaces of the /UT are visible, the upper one providing the N-

Service, and the lower one using the (N-1)-Service. 

To test the IUT thoroughly, there is a need to specify a special user, called Responder in 

figure 8, which can be controlled to generate predictable test-sequences. The Responder is 

implemented by the client since it is fairly machine-dependent. 

The Test protocol, is a non-standard protocol for communication between Tester and Responder, 

defined specifically for testing purposes. It can not fit into a layer of the ISO-model since 

it is not used for OSI. 

This architecture can for instance be used for testing at the Transport level and above, 

given that the lower layers provide a reliable communications medium. 

Test protocol 

—N protocol-- 

Communication medium 

Figure 8.  A  simple physical architecture. The entire tester is 

located at the Test Centre system. 

Most of the qualitative tests mentioned earlier can be performed in this archtecture. The 
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only drawback is that the IUT's behaviour can not be verified under network error  conditions  

Le. such error conditions can not be generated at will. 

The advanced physical architecture makes it easier for us to 'set' and 'read' the state of 

the IUT by introducing a portable unit - the Local tester. 

The Local tester is inserted at the client's site between the network access point and the 
lower interface of the IUT. It can be used in several different modes: 

- Transparent mode. MI the packets are given to the IUT without any modification. The only 

data collected is for performance measurement and statistic-al purposes. 

- Active mode. The Local tester can be made to generate errors at wilt since it has all the 
lower layers implemented. This way the reaction of the IUT to errors in the lower layers can 
be checked. 

TEST CENTRE CLIENT'S SITE 

4-Test protocol-h 

e—N-protocol---h 

4-Test protocol-h 

4--N-protocol---h 

L-----Communication  medium—'  e 	  

Figure 9. Advanced physical  archi tecture.  The pr 00000 1 tester is 

now split  bet 	 the Test Centre system and the Local tester. 

- As a complete tester. The test session is conducted entirely at the client's site. The only 
need for a remote connection is to report the test results to the test centre. 

Our activities on protocol testing started a couple of years ago when a simple X.25 protocol 
tester [Chr821 was implemented in order to create an environment where customers connected to 
SUNET could carry out test on their X.25 implementations. 

We are currently planing to develop a Remote Tester for assessment of Transport Protocol 

implementations. So far we have implemented an echo function above the Transport level, and 

two simple Relay protocols which will be tested with Canada and Australia as communicating 

parties. The project shedule is to have a working Responder by the end of the summer, and a 
complete testing system by the end of 1984. 

AN INTEGRATED DESIGN ENVIRONMENT 

A design system based on the principles discussed in this paper can be divided into a number 
of subsystems according to figure 10. 
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Figure 10. Subsystems of an Interactive Design System 

The user interface should support designer - design system interaction, i.e. interpretation 
of both graphic and text-based languages. The interaction consists of design commands and 
design object descriptions. The command language and the object description languages could 
be different or integrated into a common language. The command language should include 
commands describing primitive design activities, like creation of primitive and composed 
design objects, and mechanisms for defining more complex design procedures. The object 
description language should provide elements for description of structure and behaviour of 
process-units. 

The data base should contain all the information about the design objects that must be 
maintained during their life-time. Different kinds of structures on the data-base objects 
should be supported, such as object versions, configurations, releases, private and common 
libraries, etc. 

The translators (compiler/decompiler) should perform translations between the user-oriented 
syntax and the internal representation of design objects. The design procedures implement 
more complex algorithms for analysis and synthesis of design objects. The run-time system 
facilitates execution of operational specifications, by simulation or in real-time. The 

implementation subsystem supports translation of a detailed specification into CAM-
instructions for hardware production or into target software. 

Caddie - an Intel:mated Design System prototype 
Caddie [PeP83] is an Integrated Design System prototype developed in . Uppsala. It is a CAD-

environment for design of objects which can be represented as processes. It contains 

translators in both directions between the specification language Asyl [PaP82] and an 
internal representation. The translators have been implemented using Laddie, an automatic 

tool for language design [Par82). Caddie also provides a multiprogramming environment for 

execution of objects called Concurrent-Lisp, an extension to lisp, and algorithms for 

analysis of objects and synthesis of new objects. A subsystem for translation of a final 

design into an efficient target machine code or hardware is being developed. 

The specification language Asyl is based on an abstract unit of process description (entity) 

called system. The language supports definition of system-types and creation of instances of 

such types. A system can be refined hierarchically into subordinate systems called 
refinements of their common abstraction. A system can also be connected with other systems 

into message-passing structures. System instances can be used as data in algorithms for 

analysis and synthesis and are executable. The behaviour of a system is described by input, 

ouput and local data variables together with functions defined on the data. 

Different function types can be used depending on what descriptive/decisive power is desired. 
Currently the function types FSM, EFSM and PROG are implemented. Asyl/FSM is a finite state 
machine function-type which is specified in terms of a state transition table. The 

descriptive power is low but complete automated formal verification is supported. Asyl/EFSM 

is an extended finite state machine function-type based on the ISO 97/16/1/FDT/B language. 

The descriptive/decisive powers of Asyl/EFSM and Asyl/Prog is that of a Turing machine. 
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Asyl/PROG is an infix extension of Lisp. Asyl/CCS, based on the ISO 97/16/1/FDT/C language is 

currently being implemented. 

An operational system specification is executable provided it has an executable function 
element. It is possible to control timing by physical time events generated externally (real-

time execution) or by abstract time events generated on internal conditions (simulation). 
The real-time execution mode can be used to test a specification on-line against some test 

service (rapid prototyping). In simulation mode, each timed module has a local clock which is 
updated during execution by user-provided timing-specifications for each transition. If no 

timing specification is provided,  the action block is considered to consume no time. A 
transition is atomic in the sense that it cannot be interrupted during its execution. 

The Caddie system is partly implemented and has been used for aiding the verification of a 
fairly complex voting protocol providing a fault-tolerant service (Gun83]. Caddie is 
presently implemented on a Nord-500 computer system in LISPF3, a Fortran-coded portable Lisp-
system (subset of Interlisp) developed in Uppsala. During 1984. Caddie will be ported to a 
Lisp-oriented personal computer workstation with graphics which will be delivered spring 
1984. 

The current interactive interface in the current implementation is restricted to an 
interactive line oriented text editor combined with a translator. The translator performs 

interactive syntax checking of Asyl-expressions and translation of object descriptions into 
an internal format stored in the data-base, and translation from internal format to Asyl-
syntax. In the new implementation there will also be a graphic Asyl syntax. 

• 
CONCLUSIONS 

Complex man-made systems must be rigorously specified and verified in order to function. In 
order to manage growing complexity, computer based tools must be used. The design techniques 
deScribed in this paper provide a powerful theoretical basis for design of an integrated 
design environment. 

Powerful personal computers, which since recently are available, provide the hardware 
necessary to support true interactivity. It is therefore possible to exploit the advantages 
of integrated interactive design systems and test them on more complex design examples in 
industrial environments. 

In Uppsala we follow this line to build a CAD environment for the design of embedded 
distributed systems. 
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1. Until the early seventies, the Australian Department of Defence 
comprised four separate government Departments (Defence, Navy, Army and Air 
Force), each with its own Minister. 	These four Departments were amaigamated 
under a single Minister for Defence in 1974. 

2. Defence formally entered the computing field in the early 1960s when 
it installed the first of several Honeywell mainframes for administrative 
computing tasks. 	Between then and amalgamation in 1974, the Defence ana 
Services EDP Centres in Canberra designed and developed a camprehensive range 
of computer-based systems for administrative functions such as Pay, Personnel, 
Finance, Supply and related Logistics functions. 

3. On amalgamation, the Department established the Computing Services 
Division ((SD), headed by First Assistant Secretary Computing Services (FASCS), 
to manage these systems on behalf of Defence and the Service Offices. This 
amalgamation  coincided with a major conversion pcoject involving transfer of 
all Honeywell-based systems to newly acquired Sperry -UNIVAC equipments. 

4. From the mid-1970s therefore, CSD resources were committed almost 
exclusively to the conversion of the original Honeywell-based systems for 
operation on the new equipment. This major conversion coincided with adoption 
of a unified approach towards  administrative  computing for Defence and the 
Services. 

5. The moratorium on system enhancement and on new EDP projects, which 
had to be imposed during conversion to ensure that the timely transfer was not 
jeopardised, caused considerable user dissatisfaction. This was accentuated by 
the rapid changes in technology which the user perceived as advantageous to him 
but which were out of reach due to lack of resources. The user perception was 
that the computing function was stagnating. 

6. In 1980, the Computing Services Policy Committee (CSPC), which has 
membership at Deputy Chief of Staff level, with overall responsibility for 
computing policy and resources, mounted an infrastracture study to review the 
Department's administrative ccmputing function and to determine: 

where snould Defence computing be heading; 

• what supporting infrastructure is needed; 

what are the most appropeiate organisational arrangements; and 

• what is the resource bill? 
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7. 	The DCIS recommended three far reaching policy recommendations 
relating to Defence administrative computing: 

Decentralisation of computing on a functional basis. 

Development of a Strategic EDP Plan. 

Standardisation ct the computing  environnent.  

8. 	These major policy recommendations were considered by the CSPC in Feb 
82 and the recommendation on Strategic EDP  Planning  was appeoved. Ihe other 
policy recommendations (decentralisation, standardisation) were conditionally 
approved, subject to a study to be conducted on the implementation of these 
recœmendations. Tais study was designated the Defence EDP Systems Integrated 
Network Environment (DMINE) Implenentation Study. 

elotegiGLEPEuedân 

9. 	The DCIS findings coincided with the Government directive on the 
subject of strategic ADP planning. Such a plan ccmprehends what has been 
achieved in the past, what is being achieved in the context of the budget year 
and what the Department aspires to achieve in the succeeding three years time 
frame. 

10. 	Defence has long followed that planning course through its Five Yéar 
Development Programme (FYDP) but tended to be somewhat passive in setting its 
longer terni ccmputing goals. This aspect has been the major  area needing 
attention in Defence Strategic EEP Planning. We will need to direct our 
computing resources into projects which meet corporate objectives rather than 
respond to requests as they emerge (from the articulate rather than the 
needy). Resources matched to corporate priorities is the anticipated pay-off. 

ZUMMUeifidgiQD 

11. 	The recognition of user dissatisfaction, the fact that demands are 
growing at about 25% per annum, the improvement in EDP literacy amongst users 
and the need to align authceity and responsibility are all potent factors which 
point strongly to adopting a measure of decentralisation of the computing 
function. The alternative of centralisation, for example, would require a 
doubling of CSD every five or six years if demands are to be met. Further, 
technology, (and particularly the micropeocessor) is making it possible for 
user management to take computing to every level of his functional 
responsibility. The well extablished 'User Eevelcped Computing System' pàlicy 
is a manifestation of decentralisation in practice. 

12. 	The concept envisaged is that decentralisation will be arranged on a 
functional basis (eg. Supply, Personnel, 1>chnica1 Services) which recognises 
Eefence organisation. It will be contrclled and cautious in that the CSPC will 
review each system in turn to establish that the functional area involved is 
ready to accept responsibility and to establish the level of resources to be 
pcovided. In all cases, policy,  and technical standards will be retained under 
central control. 
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13. 	The standardisation concept is the key policy initiative which will 
allyw decentralisation (and which will condition the Strategic EDP Plan). The 
need for interoperaticn between echelons of the same system, between Defence 
systems, and between those systems and external systems is well established. 
Without a standard computing environment, decentralisation would result in 
incompatibility and in costly and ccmplicated arrangements to enable 
interoperation of disparate systems. 

14. 	The DESINE Study recognises that a standard computing environment 
must be provided in order to: 

meet user's perceived needs for decentralisation; 

facilitate implementation of the Strategic Plan; 

permit decentralisation without loss of effectiveness; 

provide for interoperability i.e. cammunication between 
systems; and 

provide for compatibility i.e. exchange of software between 
systems. 

keelztarkaafadmiriamat 
15. 	The standard environment must permit: 

• ready exchange of data between camputing systems; 

• understandability of the data between systems; 

• understandability of the request for data between systems; 

• interchangeability of equipment; 

• reduction of manpower costs in terms of manpower skills; 

• reduction of manpower costs in terms of training; 

reliance on manufacturer provided software; 

• evolution to internal computing standards; and 

portability of software between systems. 

DESINE-Concept 

16. 	In summary, the aim of DESINE is to prescribe a set of standards 
which will collectively provide a framework for Defence administrative 
computing. 
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17. The DESIRE standards must include a Network Architecture within the 
framework of the 190 OSI Reference Model. 	In the pcesent day  environnent  
where network architectures still tend to te largely supplier specific, Defence 
has no choice but to select one network architecture which will became the 
Eetence standard. This network architecture must conform to the existing OSI 
standards and its supplier must be committed to its onward development in 
accordance with future OSI standards. Defence will thus adopt an evolutionary 
appcoach towards its ultimate goal of full 06I, although, for example, 
established standards such as X.25 and X.21 should be able to be adopted 
immediately in the communication layers. These standards are capable of being 
implemented in the Defence Integrated Secure Communications Network mum 
which will pcovide secure ISEN services to the Department for the remainder of 
this century and beyond. 

CŒBBilliCeigraaggàidagentalCIUM 

18. The DESIRE concept of distributed pcocessing, to support Defence 
administrative functions Australia-wide, requires special consideration of 
communications arrangements. The transport arrangements must accormodate the 
range of requirements inherent in the Defence  environnent. 	The diagram at 
Annex A indicates the basic requirement to provide a secure transport facility 
fce classified data and the option of secure or unsecured transport facilities 
for non-classified data. 

19. DISODN is designed to provide facilities for transmission of 
classified data, whilst the national carrier, TELECOM Australia, has the 
capability to provide for transport of non-classified data. 	Further, it 
should be possible to provide, if necessary, classified transmission over 
point-to-point TELECOM leased lines, given suitable encryption facilities 
pcovided by Defence at the transport interface. 

20. Note that the DESIRE concept requirements include circuit switéhing, 
packet switching and point-to-point options. 	The option Chosen for a 
particular computer-to-computer conversation will depend on whether cc not data 
is classified (DISCON will be the general carrier for classified data) and on 
the nature of the "conversation". For transaction type processing, either 
packet or circuit switching may be used. For higher volume transmissions, the 
preferred option will be circuit switdhing and, beyond that, dedicated 
point-to-point facilities. 

21. In summary, DESIRE has a requirement for communications transport 
facilities, both classified and unclassified, which will provide circuit 
switching, packet switching and point-to-point options. 

etaDàLe 

22. The computing standards which the Defence environment must establish 
are of two kinds: those dependent on the network architecture selected and 
those which are independent. 
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23. Independent standards include those for: 

Project Control 

Systems Analysis 

System Design 

System Programming 

Programming Languages 

Applications Software Packages 

Documentation 

24. Dependent standards include those for: 

• System Software incorporating 
Network architecture capability 
Operating System 
Data base 

• Communications Transport Facility 

• Transaction Format 

• Office Tédhnology 

• Local Networks 

DEalle.Tallicagatetiaa 

25. CSPC has assigned a multi-discipline team, including technical 
specialists and user representatives, to develop and implement the DESINE 
concept. This DESINE team reports through FASCS as Executive mber to the 
CSPC. The team has been in place for the past 12,months and is currently 
involved in a tour of overseas facilities and organisations with a view to 
firming up on the technical standards most appropriate for Defence and most 
attuned to international standards, particularly those related to the ISO OBI 
model. 

26. The definition, approval, and promulgation of those standards defined 
above as independent of any network architecture is proceeding in an 
evolutionary manner. For example, a single project management methodology has 
been adopted for all but the smallest projects. Independent standards can, in 
general, pecceed without consideration of issues associated with network 
architecture. 

27. The dependent standards cannot be defined since they depend on the 
particular network architecture selected. However, an examination of available 
architectures will enable the required characteristics of the dependent 
standards to be specified, such that they meet Defence requirements without 
unduly restricting the range of potential suppliers. 
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28. 	The network architecture and the dependent standards wiil then be 
selected in association with camputer acquisitions for major projects wbich 
provide the scope for the range of standards envisaged. 

2Liggiurdentretèmermcncept 

29. Until a multi-vendor camputing network becomes a practical prospect, 
through international standards for OSI, Defence systems must be limited to a 
compatible range of harddare and software implemented by a prime contractor. 
The range may include products of more than one company, but the prime 
contractor will be responsible  for  ensuring that they are compatible an 
installation and are maintained in that condition. The prime contractor will 
also be responsible for ensuring that the systems supplied under the contract 
comply with existing international standards and are cammitted for onward 
development in accordance with future standards. 

30. It is Defence's preference that a prime contractor be selected rather 
than the alternative of several contractors co-ordinated ty Defence staff. 
Hodever, it is recognised that evaluation of the tenders may identify that a 
prime contractor solution is neither practicable nor cost effective. 	Should 
that prove to be the case then the alternative solution would have to be 
adopted. 

31. The proposal is to adopt five year contract periods. 	Contract 
arrangements will be reviewed for each period to determine the best approach. 
Options would include prime contractce, panel period contract and Defence 
co-ordination of contractors. 	Factors affectin9 the decision would include 
practicality, cost effectiveness, progress in OSI standards and suppliers' 
progress in implementing those standards. 

32. Tender evaluation for the first five year period will be particularly 
significant because it will result in selection of major DESINE standards. 
The associated request for tender will incorporate: 

. DESINE requirements, especially those for network architecture 
and the ability to acquire systems throughout the ccmputing range 
from office gystems through to very large mainframes during 
contract life; 

specifications for a major redevelopment project, which has 
requirements throughout the computing range, micro to mainframe, 
and which is in all respects ready to begin implementation; and 

acquisition requirements for other significant projects due for 
implementation in the first year of the contract period. 

33. As part of our pre-tender activities, we are holding peeliminary 
discussions with camputing suppliers in order to define the relevant facilities 
and capabilities becaming available in the product ranges and the vendor's 
commitment to international standards. 

lluratrellisIS.altrat 

34. Historically, Australian participation in Government ADP acquisitions 
has been minimal. The Australian user base is small in relative terms and is 
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divided between the tedhnical ideologies of the major competing manufacturers. 
The non-standard nature of the imported equipment and the technology generally, 
has served to inhibit the growth of an Australian computer manufacturing 
industry. Australian content has been confined to minor items of equipment, 
same software, consumables, and same technical support. 

35. The growing movement towards OSI means that local equipment and 
software houses can produce items of international application. 	In such a 
standard, and hence wider, market place, there is every incentive for 
Australian industry to produce more of the local requirement for camputing 
equipment and software whilst seeking ever wider and expanding export markets. 

36. It is unlikely that Australia will attempt mainframe production. 
There is, however, every prospect for local involvement in smaller scale 
equipments, including personal computers and microprocessors, as well as the 
traditional areas of peripherals, software, consumables and support. 

37. We propose that a briefing be given to Australian industry as soon as 
'possible in which the proposed Defence acquisition strategy and its commitment 
to OSI will be explained and stressed. 	We believe this will give Australian 
inoustry the best possible chance to position itself to take advantage, not 
only of the Defence strategy, but also of the growing market here and overseas 
which the move to international standards will make available. 	For their 
part, it will be useful for Australian manufacturers to do all in their power 
to advance the interests of international standards. 	Official Government 
support of the standards would go a long way to assure manufacturers that there 
is a prospective market for their products if they comply with those standards. 

38. The other important element of the proposed Defence acquisition 
strategy is that the prime contractor will be required to prefer Australian 
products wherever these show cost benefit. 	This aspect will be emphasised in 
the proposed industry brief. 

flirrLiflg  

39. The planning timef rame  includes acquisition of the first system under 
DESINE standards by early 1987. The interval until then will be dedicated to 
examination, consideration, selection and formal promulgation of standards 
together with the associated acquisition, through tender and contract activity, 
of thefirst standardised systems. As stated earlier, Eefence intends to 
evolve its  standards as international standards evolve. 	The prospect is 
therefore, that all Defence EDP systems will operate under international 
standards by the turn of the century. DESINE is the necessary tool for Defence 
to adhieve this goal. 

17 February,1984 
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OSI DEVELOPMENTS 

IN 

FINANCIAL INSTITUTIONS 

D.A. SHEPPARD 

Canadian Imperial Bank of Commerce 
Commerce Court Postal Station 

Toronto, Ontario 

INTRODUCTION  

Open Systems Interconnection was created to provide a broadly accepted, 

generally applicable framework and procedures for the interworking of 

information processing systems. The financial services industry is an 

information-based business that, increasingly, is looking to computers, 

networks and terminals to improve the speed, efficiency and effectiveness of 

its business activities. Since all financial "  institutions must exchange 

information with each other on a regular basis, the need for ways to organize 

information flows while permitting product and service innovation and freedom 

of choice in systems development has become critical. This paper reviews 

current efforts to establish OSI as the preferred set of standards for 

interbank communications, and makes some general observations relating to the 

introduction of OSI into the banking environment. 

FINANCIAL INSTITUTION COMMUNICATIONS REQUIREMENTS  

Financial services have always been built on a base of standards, especially in 

areas associated with funds transfer. The present move to computerized funds 

transfer systems, which are popularly referred to as N EFTS", is simply one more 

step in the evolution from: 

banknotes and currency, through 

money orders and similar documents, 
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- cheques, 

- telegraphic transfers, 

- magnetic tape exchange, to 

- on-line electronic transfer of funds. 

For each of these stages, standards have been created and voluntarily adopted 

to permit controlled, accurate and effective funds transfer. The components of 

these standards can be generally described as: 

- the delivery system,  encompassing the mechanism, medium, and 

protocols for information exchange; and 

- the message,  which is defined in terms of its format, syntax 

and contents. 

Electronic funds transfer (or, more generally, financial information exchange) 

is no more than an implementation of familiar standards within a different 

technological environment. Whereas the movement of funds via banknotes has 

been accomplished using secure courier or mail as the delivery mechanism, an 

electronic funds transfer message can accomplish the same result using the 

facilities of modern computer communications links. The medium becomes 

erectronic instead of paper, and the protocol for effecting the transfer shifts 

from the manual exchange of recognized documents and signatures to the use of 

identification codes and automatic authentication techniques. 

When using telecommunications media the standards must deal with a technically 

more complex world, must protect the information against new sources of error, 

must prevent invasion of privacy and fraud, and must enable the full 

realization of the value-adding and cost-reducing benefits of automation. 

Because of the on-going and rapid evolution of the underlying computing and 

communications technology, banking standards are expected to evolve 

substantially over the next few years. Adoption of a formal reference model 

for the exchange of financial information will minimize the impact of 

technology changes while continuing to permit each participant to set 

independent rates of business change. 
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Banking telecommunications usage can be classified as Bank-to-Bank 

(International and National), Bank-to-Customer, or Bank Internal. Just a few 

years ago, at least in Canada, the emphasis was on establishing terminal 

networks to service the corporation itself, with relatively few interfaces to 

the external world. The five largest Canadian banks each have large networks 

to connect their branches across Canada, for batch processing of cheques and 

for remote printing of reports. The Canadian Imperial Bank of Commerce, for 

instance, has over 5000 terminals serving more than 1500 branches spread across 

the 5600 kilometer width of Canada. 

Recently there has been much discussion of Bank-to-Bank networking. This is 

not just for traditional applications, such as bulk transmission to replace the 

manual exchange of tapes. A wide range of batch, message and interactive 

traffic covering both financial transactions and general business 

communications, including electronic mail, digitized image retrieval/exchange 

and network management, are being considered. The last application, network 

management, has not normally been looked upon as -a common application but will 

become more and more important as the number of "peer-to-peer" connections 

increases. 

The development of cheap but powerful terminals, office computers and home 

computers will accelerate the pressure to establish Bank-to-Customer links, and 

the financial institutions must try to meet the demands in order to gain (or 

maintain) market share. If this happens outside a standards framework, the 

problems everyone has today with interfacing will be greatly magnified. Not 

only will there be an interconnect problem between the financial institutions, 

but there will be thousands of customers with a wide range of devices, 

including obsolete applications software and hardware in some cases, to be 

considered. 

Thus the financial institutions, having now recognized the strategic role of 

communications in business development, are looking for tools and techniques to 

organize and manage their communications resources. A common "blueprint" or 

"framework" is essential if this challenge is to be met in a rapidly changing 

technological  envi uronment. 

464 



RATIONALE FOR A FORMAL FRAMEWORK FOR COMMUNICATIONS  

It is the combination of complexity and evolution which dictates the need for a 

clear framework within which banking standards can be defined and enhanced. By 

defining a modular structure through the framework, it becomes possible to 

uncouple the implementation of new or modified standards from one another. 

This will initially permit interim or partial implementations of standards, and 

will facilitate n plugging- in"  newly developed or enhanced standards as they 

become available and are supported by advancing technology. 

Modularity is, as well, an approach which supports the definition of various 

levels of system implementation or system function. Member organizations could 

select the level which best meets their capabilities and requirements while 

remaining fully compatible at the selected level with all other members 

regardless of their level of implementation. 

A standards framework, and in particular one such as the OSI model, provides a 

number of significant advantages including: 

- the ability to divide a complex environment into a number of 
manageable entities; 

- the control of time-phased implementation, modification, and 
replacement of individual standards components; 

- the means to mix general standards with unique and tailored 
standards; and 

- assistance in defining and managing multiple levels of system 
function. 

Canadian banks individually, have recognized the advantages of and have adopted 

communications architectures such as IBM's SNA for Bank Internal systems. 

There is now a growing recognition of the need for, and the difficulties of 

achieving, a common architecture for interbank communications 

STANDARDIZATION PROCESSES IN BANKING  

As noted above, banks have always had standards - even though such familiar 

items as the dollar bill are seldom thought of as a standard. Banks have a 

number of processes for the creation of standards. 
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At the international level the most important, of course, is the ISO. TC68 is 

the Technical Committee for standardization in international banking. Under 

TC68's direction are a number of WG's and SC's, as shown in Table 1. 

TABLE 1 
ISO/TC68 - BANKING 

WG1 	- DATA ELEMENTS 
WG2 	- VOCABULARY 
SC1 	- BANK DOCUMENTS AND ACCESS DEVICES 
SC2 	- BANK OPERATIONS AND PROCEDURES 
SC4 	- SECURITIES 
SC5 	- TELECOMMUNICATIONS MESSAGES IN BANKING 

TC68/SC5 is the Subcommittee with particular interest in the telecommunications 

environment and facilities. It consists of three Working Groups, as shown in 

Table 2. 

TABLE 
TC68/SC5 - TELECOMMUNICATIONS MESSAGES IN BANKING--  

WG1 	- BANK-CARD ORIGINATED COMMUNICATIONS 
WG2 	- TELEX MESSAGES 
WG3 	- BANK TELECOMMUNICATION MESSAGES 

The national level usually includes voluntary groups or committees. In Canada 
we have the Canadian Bankers Association and the Canadian Payments 

Association. The CPA's primary role is to administer the cheque clearing 

system in Canada (which is reported to be one of the world's best) and to 

promote the evolution to electronic funds transfer. The CBA provides a forum 

for discussing the common interests of the banks and for establishing standards 
for the chartered banks. 
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There are also industry bodies that provide "de facto" standards. The most 

obvious of these is SWIFT - the Brussels-based Society for Worldwide Interbank 

Financial Transactions. SWIFT currently serves more than 1000 banks in over 30 

countries and has transported more than 200 million messages since 1979. SWIFT 

is evolving into a general message exchange network for the international 

banking community. VISA International is another interbank network providing 

bank card services. 

OSI DEVELOPMENTS IN THE FINANCIAL INSTITUTIONS  

At its meeting in May, 1983 TC68 passed the following resolution: 

liTC68, RECOGNIZING THE IMPORTANCE TO FINANCIAL INSTITUTIONS OF 

EMERGING STANDARDS BASED ON THE REFERENCE MODEL OF OPEN SYSTEM 

INTERCONNECTION, SUPPORTS THE OBJECTIVES OF TC97 TO PROMOTE 

INTERWORKING AMONG INFORMATION PROCESSING SYSTEMS - AND RECOGNIZES 

THE BENEFITS OF A LAYERED APPROACH TO SPECIFICATION OF 

COMMUNICATIONS PROTOCOLS AND SERVICES." 

Shortly thereafter, in a New Work Item ballot, TC68 members agreed to the 

following project (68.5.4): 

TITLE:  ADOPTION OF THE REFERENCE MODEL ON OPEN SYSTEMS 

INTERCONNECTION AND RELATED TELECOMMUNICATIONS SERVICE AND 

PROTOCOL SPECIFICATIONS. 

	

PURPOSE:  - 	REVIEW TC97 STANDARDS FOR APPLICABILITY TO TC68. 

	

- 	DETERMINE WHETHER TC68 SHOULD ADOPT OSI AND DEVELOP 

BANKING-SPECIFIC LAYER 7 PROTOCOLS. 

Finally, in accepting the work item from TC68, SC5 decided to accommodate 

negative  ballots on the work item ballot by doing preliminary research to 

specify standards prior to formally starting a new working group. This was 

initiated at its September,1983 meeting through the following resolution: 
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"SC5 AGREES THAT IN LIAISON WITH NATIONAL TC97/SC16 MEMBERS, EACH 

P -MEMBER WILL UNDERTAKE A RESEARCH STUDY ON BANKING REQUIREMENTS IN 

THE AREA OF OSI USING THE QUESTIONS DETAILED IN DOCUMENT 68/5 N104 

AS A GUIDELINE AND SUBMIT BY JUNE, 1984 NATIONAL POSITIONS AND 

RECOMMENDATIONS ON HOW SC5 SHOULD PROCEED." 

The intention of the research is to provide a more detailed work statement and 

to examine how OSI fits with the standards currently being developed in WG's 1, 

2, and 3. 

The deadline for completing the work has not yet passed and so decisions as to 

further work have not yet been made. Note, however, the expressed desire for 

collaboration with TC97/SC16 - an activity not typically catered for very well 

in ISO procedures. 

NATIONAL RESEARCH ON OS! IN THE FINANCIAL  INSTITUTIONS  

Canada has responded to the TC68/SC5 request for research by forming a uTask 

Force on OS!"  that includes members of the Canadian Advisory Committees on OS! 

(CAC/TC97/SC16), Banking (CAC/TC68), and the Canadian National Study Group on 

CCITT (SG I, VII, IX, and XVIII). This group has held a number of meetings 

since January, 1984 and has completed an interim research report that presents 

Canada's views on the question: Should the Reference Model of Open 5ystems 
Interconnection be applied to banking communications applications? 

This report is now under active review by the financial institutions and should 

be forwarded as a national position in the near future. The report recommends 

OSI as the architectural basis for Bank-to-Bank and possibly Bank-to-Customer 

systems interconnection, and confirms the proposal to establish a new WG in 

TC68 to harmonize and progress standards in the area of OSI. 
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Additionally, the proposed Canadian report recommends the development of 

Application Layer models for business services and the incorporation of Formal 

Description Techniques into the standardization work. Within Canada, work is 

proceeding to examine the fit between current SC5 standards and OSI Layers 6 

and 7. 

Currently, the only other country to submit a report concerning OSI is the 

United Kingdom. The concept of OSI in banking is supported and it is stated 

that the United Kingdom would not support the adoption by SC5/WG4 of any 

approach other than OSI. In the USA a task force has been formed to do the 

research and a report is being prepared. 

SUMMARY AND OBSERVATIONS  

Financial institutions around the world are beginning to respond to the efforts 

of TC97 in the area of Open Systems Interconnection. Emerging requirements 

within the industry appear to be satisfied by the stated intentions of OSI 

standards, and the growing support by suppliers is encouraging. There are, 

however, a number of issues that should be considered in the future, some of 

which relate more to the introduction/ implementation of OSI than to the 

creation of the standards themselves. 

One important area can be classified as "technology transfer". It is important 

that OSI concepts and designs become common knowledge among potential "users" 

such as the financial institutions. It has become evident that this education 

process does not happen effectively among peer ISO/TC's, and that the flow of 

information from ISO to outside organizations is even more restricted. At 

present this void is being taken up by the appearance of courses and consulting 

seminars, but this is not sufficient to capture major segments of industry. 
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It is important that the efforts of uearly adoptersu such as the National 

Library of Canada be well publicized. These leaders will provide the 

confidence and experience to persuade other, more conservative organizations to 

follow. In some areas leadership such as the uIntercept Strategyu of the UK 

can be invaluable assistance to users who have not been actively involved in 

the actual development of the standards. Similarly, vendors and carriers can 

provide much guidance at the strategy level by being more public with their 

product plans in the area of OSI. It seems that the technology push/market 

pull question is at work here - users must adopt OSI to create the demand, but 

users are the least involved and least aware of the progress of the effort. 

In summary, it has been said that OSI is the megatrend of communications. The 

banking industry has begun to recognize OSI as a potentially powerful tool, but 

is looking for the REALITY  of OSI products and implementations to build up 

their confidence and commitment. 
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OSI.ACTIVITIES AT THE TELECOM RESEARCH LABORATORIES 

F. SYMONS - TELECOM AUSTRALIA/AUSTRALIA 

ACTIVITÉS OSI DANS LES LABORATOIRES DE RECHERCHE 
DES TfLÉCOMMUNICATIONS 

F. SYMONS - TELECOM AUSTRALIA/AUSTRALIE 
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OSI ACTIVITIES 

AT THE 

TELECOM AUSTRALIA 

RESEARCH LABORATORIES 

F.J.W.Symons 
Telecom Australia Research Laboratories 
Melbourne, Victoria, Australia 

SUMMARY 

•0verview of OSI related activities 
at TRL 

.internal 

.cooperation 	— national 
— international 

•selected details of OSI research 

.major outcomes 

•comments/recommendations 

Second International Conference 
on the Introduction of Open 
Sytems Interconnection Standards 
22-25 May, 1984 
Ottawa, Ontario, Canada 

TELECOM AUSTRALIA 

National telecommunications operating 
company 

Partners 	— OTC(A) — International 
— AUSSAT — Satellite 

Switched Networks 
• telephone (+ DATEL) 
• telex 
• packet (AUSTPAC) 
• future 

Non Switched Networks 
• analogue leased 
. digital leased 
• special services 

Telephone Lines 4,500,000 

Revenue M$3500 

. Staff 	80,000  

TELECOM AUSTRALIA 
RESEARCH LABORATORIES 

(TRL) 

Applied Research for Telecom 
Australia 

Wide range of technical disciplines 
involved in telecommunications 

500 people 

support orderly development of 
national networks, especially 
in introduction of new technology 

involvement in wide range of 
standardisation activities, 
including OSI 
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B. TRL & OSI TECHNIQUES 

. Specification using Formal Description 
Techniques 

.CCITT 
Specifications and 

.Services 	Description Language 
•Protocols 	(SDL) 
•Interf aces 	•Numerical Petri Nets 

(NPN) 

• Modelling and Verification of Services 
and Protocols 

TELECOM INTEREST IN 
INTERNATIONAL STANDARDS 

.Telecom authorities have long and successful history in 
development of international standards, especially telex 
and  telephony, based on CCITT standards 

Example of International Telephone Network 

.500 million telephones 

.universal, ready access 

.equipment from large number of suppliers and with 
life times of up to 40 or 50 years 

.Need for Multi User Multi Vendor Data Communication 
has focussed attention on OSI standards and framework 
as basis for orderly development 

.Ongoing standardisation affects all  aspects of 
œtivities of telecommunication authority 

.common channel signalling network 
— CCITT No.7 

JSDN 

.multi media communication 

.evolving OSI framework required 

TRL & OS1 LAYERS 

• Reference Model 

• Network Layer 

• Transport Layer 

Session Layer 

• Message Handling 

• Service Conventions 

. Naming (and Addressing) 
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C. 	TRL & OSI OTHER 
(APPLICATION) ASPECTS 

• Quality of Service 

• Internetworking 

• Service lnterworking 

• Relaying/Routing 

• Network Management and 
Maintenance 

. Conformance 

• Architectural Developments 

STUDIES OF UPPER OSI LAYERS 

Studies are proceeding into aspects of the 	per  3 layers 
concerning provision of customer services such as: 

— messaging services; 

— directory services; 

— virtual terminal service for 
interactive applications; 

— mixed mode and service interworking. 

The following activities are in progress to support these 
studies: 

— a Session service has been developed; 

— a Transfer server has been developed 
for a message transfer service based 
on an established session; 

— Message Handfing Services and 
protocols are being studied; 

— Presentation service is being developed 
as basis of mixed mode interworking 
studies. 

D. TRL & OSI EXPERIMENTS 

•flexible X25 DTE 

•vehicle for research 

.testing and performace 
analysis of AUSTPAC 

.message handling 

.SIMULATION 

.protocol and signalling system 
verification using PROTEAN 

•ISDN REFERENCE MODEL 
it is  apparent  that the ISDN access, networking, and 
intenvorking protocols are potentially complex. 

Attempts are bein9 made to apply the knowledge and 
experience gained in the development of the OSI Reference 
model and layer definitions to the ISDN application. 

The Telecom Research Labs has been actively participating 
in work within CCITT to develop an ISDN Reference Model 
based on 2 types of information flow: 

— User information flows; 

— Control information flows; 

— Management functions to map 
between these as necessary. 
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. HISTORY 

• CCITT 

Telecom and 
very active 

• SAA 

, generally low 

OTC(A) 

key 

TELECO \A AUSTRALIA 

TELECOM AUSTRALIA 
AND TRL IN NATIONAL 

OSI PERSPECTIVE . CURRENTLY 

• SAA increasingly active 
•identify Australian needs 
•selecting ISO standards if suitable 
•facilitating Australian contributions 

more Government Departments 
,Defence 
•CSIRO 
•0TC(A) 
•Telecom 
.industry 
•users 

.CCITT 

,Telecom, OTC(A), 
more interest CSIRO industry and 

other Government Departments 

. COVERGENCE OF INTERESTS 

TRL INTEREST AND 

ACTIVITIES IN OSI 
TEREST I\ OSI 

•nterest 

•Network Operator 

.Service Provider 

.Large Purchaser 

.Large User 

•ALL levels OSI 

•0ther Aspects 

•Quality of Service 

•Relaying/Routing 

•Interworking 

•Service Interworking 

•Naming/Addressing 

•Management and 
Maintenance 

•Specification 
Techniques 

•High level of interest in 
all aspects of OSI 

•constraints — small size, 
limited scope to attend 
meetings, 

•Selective, concentrate on 
several particular areas 

•Activities 
.layers 
•techniques 
•other (application) aspects 
•experiments and simulations 
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TRL COOPERATIVE RESEARCH TRL FIELD TRIALS 

• CSIRO 

•Development and Application 
of Protocol and Service 
Specification and Verification 
techniques 

.Specification and Implementation 
of Network Service and Transport 
Service 

internetworking 

• UNIVERSITIES 

interconnection of UNIX based 
University Network with X25 
public network AUSTPAC 

•KDD(Japan) and OTC(A) 

•CCITT No.7 CCSS Oct83 to Mar84 
.cable(2400) and satellite(48000) 
.Levels 1, 2 and 3 
•complex signaling system 

with some network 
management features 

* 1•IDEPENDENT implementations from 
CCITT specifications mostly in SDL 

•CSIRO, OTC(A) and DOC(CANADA) 
Ottawa Demonstration 

OUTCOMES OF NO.7 FIELD TRIAL 
OUTCOMES OF TRL ACTIVITIES 

• No.7 Field Trial 

• Universities 

• CSIRO  

*.different implementations of the 
specifications of complex systems 
can be compatible and interwork 
effectively PROVIDED that the 
systems are specified using an easily 
understood formal description technique 
such as the CCITT SOL 

.a few discrepancies between the narrative 
text and the SOL diagrams were 
cfiscovered, and easily corrected 

.suitable values of timeouts and other 
parameters were identified 

.some possible system oscillations and 
instabilities were identified and minor 
corrections proposed 

.extensive versatile monitoring and analysis 
equipment is needed for such systems 

.there is considerable value in nominating a 
series of standard sets of values of 
parameters with optional values, in order 
to simplify bilateral agreements 
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OT TA UJ FIELD TRIAL. 

Uppsetiq 

‘.A./e.oicrn 

VAX 11/780 
(tie PSI Y-25 Software) 

X.25 
9.6 Kbit/s 

D oc. ,  c. A ta DPI  

(AUSTPAC  

Telecom Research 
Labs,  Melbourne  

Telecom Packet 
Switching Service 

OTC, Sydney, 
Intermational Service 

BASIC CONFIGURATION 	OTTAWA FIELD TRIAL 

CSIRO, 
East Melbourne 

[IDDP-11/60=i 

TRL 
Clayton 

[ X 11/786 
L 	. 

TRL 
Clayton 

POP 11/24 17;1-  
PDP 11/60 

, AUSTPAC 

L_ 

Midas 

X.25 Software: 
VAX — DEC PSI. 
PDP Ils—TRI X.25 DTE. 

POSSIBLE EXPANDED CONFIGURATION 
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- - -k  	 - 	  

I NETWORK SERVICE PROVIDER 

[

ENTITY 
TRANSPORT] I_ TRANSPORT 

ENTITY 

VAX X.25 
PSI 

FRALXWORK I STUB (Testing 
I Echo, Relay) 

eTRANSPORT PROTOCOL 

" 

VAX PSI N  II Driver  
IJANAGBENT and 
ROUTING 

N eSIRIDnet 
"Driver 

CS1ROnet 

N NETIIIORK SERVICE INTERFACES 
7 TRANSPORT SERVICE 14TERFACES 

SOFTWARE STRUCTURE FOR TRANSPORT AM) 
NETWORK LAYER LIKIEUENTATION 

Win 
Preen 

*Inuits, Other 
Softiœe 

TRL/CSIRO SPECIFICATION AND 
IMPLEMENTATION OF NETWORK 

SERVICE AND TRANSPORT 
SERVICE 

.Network Service (CCITT/ISO) 

.support connections across different 
types of networks 

.uniform end to end communication 
to layers above 

.key area to simplify interworking 

.defined in abstract way by functions 
provided by Network Layer (NL) in 
terms of service primitives 
(or interactions between the NL 
and user) and allowable sequences 

OUTCOMES OF DEFINITION AND 
IMPLEMENTATION OF NETWORK 

SERVICES 
.Objectives 

Enhance X25(AUSTPAC) and (CSIRONET) to 
Provide Network Service with wide 
applicability 

.NS not yet fully defmed by CCITT/1SO 

.mcike complete 

.make formal definition of NS using NPNs 

From abstract NS definition of NS primitives 
develop Network Service Interface Protocol 
(MP) between user and provider of NS 

.each primitive represented by one 
or more signals 

.issues not covered by NS definition 

.segmentation of data 

.flow control 
seset procedures 
.interface management 

.additional signals defined 

.formats X409 Presentation 

°specification of NP 

.NPNs and SDL 

°verified by PROTEAN 

.Develop Software specification and 
implementation of NIP suitable for 
networks 

.SDL documentation 

.portable software 

.Application (and need) as common general 
purpose interface protocol in end systems 
and gateways, providing or using Network 
Service for a variety of networks 

.also used for transport layer interface 

Being used in Ottawa Field Trial 
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TRL WORK ON FORMAL 
DESCRIPTION TECHNIQUES 

.Some in cooperation with CSIRO 

.Rapporteur for CCITT Q39/VII 1981-84 

.CCITT Specification and Description Language 
(SDL) since 1973 

.Extensive use for Protocol Specification 
and Description 

.X25—LAPB and Packet Level 

.DTE and DCE X25 Implementations 

.Transport Protocol Classes 0 and 2 

.CCITT No.7 and ISDN protocols 

.Numerical Petri Nets (NPNS) since 
(1976) 1979 

.Specifications of 

.Transport Protocol 
Classes 0 and 2 
.Transport Service 
.Network Service 

TRL AND FDTS - 2 

.Outcomes 

.SDL 

.suitable for protocol specification 

.inadequate for service 
specification 

.abstraction 

.non determinism 

.queue descriptions 

.NPNs 

.especially suitable for service 
specifications 

.amenable to formal verification 

.define interprocess communication 

.levels of abstraction 

TRL AND FDTS - 3 

.Results of CCITT Q39/VII 1981-84 

.X250 in 1984 Red Book • 
.compromise between basic SDI_ 
(2100, Z101) and ISO subgroup B 

.New Question for 1985-88 

.further work on extended finite 
state machine description techniques 
with target of common text with ISO 

.new developments to meet requirements 
not completely met by X250 

.Abstract Data Types 

.Temporal Ordering Language 
(ISO Subgroup C) 

.Numerical Petri Nets 
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_ _  _J  

DEFNMON OF VERFICATION , 

Does the (N)—Protocol, communicating via 
the (N-1)—Service, conform to the (N)—Service 
Specification? 

TRL APPROACH TO PROTOCOL 
VERIFICATION TRL PROTOCOL VERIFICATION 

METHODOLOGY 

STEP 

1. DESCRIPTION 

2. PARTITIONING 

3. SUBSYSTEM 
SPECFICATION 
(OPTIONAL) 

4. SUBSYSTEM 
MODEL 

5. SYSTEM MODEL 

6. ANALYSIS 

7. MALOPERATION 
DETECTION 

*.STEPS 4 TO 7  

TECHNIQUE 

NARRATIVE 

BLOCK DIAGRAMS 

PSTDs (SDL) 

NPNs 

NPN 

RS, CFG 

Examine CFG 
RS 

AUTOMATED 

TRL PROTOCOL VERIFICATION 
APPLICATIONS 

.Transport Protocol 

.X25 link and packet level 

.Transport and Network Services 

.PCM Line Signalling (R2D/T6) 

.ISDN D channel ç' 92 0  

TRL PROTOCOL MODELLING AND 
VERIFICATION DEVELOPMENTS 

Formal syntax and semantis for NPNs 

.Structuring relationships, and presentation of 
complex NPNs of different levels of abstraction 

.Argdysis of relationships between High Level 
Petri Nets 

.NPNs 

.Predicate -- Transition Nets 

.Coloured Petri Nets 

.Analytical techniques to minimise the state 
explosion problem 

invariants 
reductions 

.enhancement of PROTEAN Automated Tools 
.NPN input and manipulation 
Execution modes 
.Graphical input and display modes 
lialoperation detection alOgorithms 
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TRL PROTOCOL VERIFICATION 
EXAMPLE 

.ISDN D Channel 

.Draft Q920 — single frame Operation 

.Protocol modelled with NPNs 

.No loss and lossy transmission medium 
modelled with NPNs 

.Analysis using PROTEAN 

.Ma'operations detected 
.duplication of frames 	( with lossy 
.loss of frames 	 or no loss 
.combinations 	 transmission 

.Protocol redesigned, based on alternating bit 
protocol 

.tested with PROTEAN 

.no errors detected — with high degree 
of confidence — but not exhaustively 
tested 
.submitted to CCITT April 1984 
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SPECIAL COMMENTS FROM 

TRL EXPERIENCE 

• Need for better more self 
sufficient documentation of 
international standards 

• Need for easily used FDTS 

•fundamental and practical 

.enable verification to be 
performed at earliest possible 
stages 

Need for validation/proving 
trials/demos of OSI in parallel 
with developments 

INTERNATIONAL ASPECTS 

NATIONAL NEEDS, 
ESPECIALLY AUSTRALIA 

national  OSI poky setting body 

•interim national standards setting body 
.potential in CSIRO/TRL/001 

•greater purchaser — supplier — network 
operator  coordination  

.greater coordination between 
Universities, CSIRO, Telecom, OTC(A) 
and Industry 

•more indigenous design and development 

•perhaps national protocol assessment centre 

•seeking advice from other countries with 
coordinated national programmes 

REFERENCE LIST OF PAPERS 

. see List of TRL papers 
• resolution of conformance problems 

•protocols 
•services 

• greater recognition of importance 
of easily used formal description 
and analysis techniques for 
specification, and early 
verification of services, 
protocols and interfaces 

• more practical international 
cooperation such as Ottawa 
demonstrations and trials of 
independently implemented OSI 
systems 

482 



TELECOMMUNICATIONS VIEWPOINTS ON OSI 
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2nd International Conference on OS1 
22nd to 25th May 1984 

Ottawa, Canada 

TELECOMMUNICATIONS VIEWPOINT ON OS1  

Presented by Northern Telecom 
on behalf of EEMAC 

EEMAC is the Electrical & Electronic Manufacturers Association of 
Canada. This paper presents the views of Northern Telecom, the 
largest member of EEMAC, on open Systems Interconnection (OSI) 
and the need for "open" communications to allow effective inter-
working of computing and telecommunications products. Northern 
Telecom committed to such "open" communications when it announced 
its OPEN World program in 1982. 

NT's OPEN World  

OPEN (Open Protocol Enhanced Networks) world is a market driven 
product commitment in which Northern Telecom is investing $1.2 
billion over 5 years. It encompasses the.entire range of Northern 
Telecom products, although this paper uses just one product exam-
ple, the SL-1 PBX, to demonstrate OPEN World principles. 

Definition of "Openness" within OPEN World 

There are three major aspects to open protocols within Northern 
Telecom's OPEN World: 

1. Implementation of other manufacturers' protocols within NT's 
products, e.g. IBM 3270. 

2. Commitment on the part of NT to work with DP vendors and 
other equipment suppliers to achieve effective product inter-
working. This commitment includes willingness on the part of 
NT to open its own protocols to other manufacturers through 
licensing agreements, e.g. 	SADM (Synchronous Add-on Data 
Module) and CPI (Computer-PBX Interface) licence agreements 
for the SL-1 PBX. 

CPI is an important interface which allows PBXs to operate as 
Local Area Networks and which provides for private network 
circuit switching in an OS1 environment. In the longer term, 
NT supports adoption of ISDN primary rate access procedures 
for Computer-PBX interworking. Submissions have already been 
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made on such a standard to the EIA TR41 committee in the 
United States. 

3. Commitment to developing public standards and applying them 
to NT products whenever they are available and it is appro-
priate. 

OSI in the OPEN World 

Northern Telecom, through its research and development subsid-
iary, Bell-Northern Research (BNR), has a long history of active 
participation in public standards development. Historically, as a 
telecommunications equipment manufacturer, Northern Telecom 
directed a significant amount of its public standards activity 
toward the CCITT on network protocols such as X.25, Common Chan-
nel Signalling System (CCS) Number 7 and ISDN basic primary rate 
access. However, recognizing that OSI standards are key for data 
communications, Northern Telecom, through BNR, has become 
increasingly more active in OSI standards forums, and has been a 
strong supporter of efforts to achieve common standards on OSI 
between the CCITT and ISO. 

BNR has supplied CCITT rapporteurs for Message Handling standards 
activities (1980-84), and more recently on Directory Systems, BNR 
has also undertaken CCITT/ISO liaison roles with the objective of 
achieving consistency between CCITT recommendations and ISO stan-
dards. 

Within its OPEN World, Northern Telecom is committed to adopting 
and encouraging the use of 05 1 standards to effectively achieve 
multi-vendor system interconnection. This approach is viewed as 
being more cost-effective than having each vendor implement the 
other's protocols. Northern Telecom is also committed to use of 
the OS1 Reference Model as the basis for its own protocol archi-
tecture, wherever appropriate, to achieve interworking between 
its own OPEN World products. 
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Telecommunications 
viewpoint on OSI 

Richard Gillman 
Northern Telecom 
EEMAC 
Ottawa, Canada 

Outline 

• Introduction 

• Northern Teleconi's 
"OPEN World" 

• The open concept 

• Role of OSI in "OPEN World" 

• Summary and conclusions 
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Electrical and Electronic 
Manufacturers Association 
Canada (EEMAC) 

• To support and strengthen 
Canadian industry 

• To achieve consensus 
on issues (e.g. standards) 

• To promote government and 
public awareness 

Northern Telecom (NT) 

• Large international 
telecommunications company 

• Pioneer of digital switching 
(e.g. SL-1 PBX, DMS Family) 

• Worlds largest supplier of fully 
diaital switches 



Northern 
Telecom 

(NT) 

Bell 
Canada 

30% 70% 

Bell 
Northern 
Research 

(BNR) 

I 	Bell 
Canada 

enterprises 

NT/BNR relationship 

Northern Telecoms' 
"OPEN World" - 

OPEN = Open Protocol 
Enhanced Networks 

• Market objectives are 
summarized by the 5 C's: 
- Continuity 
- Compatibility 
- Congeniality 
- Control 
- Cost-effectiveness 
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The OPEN World 

TI PHONI 

Ill E PHOM 
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MANAGF MI NI 
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LICIFIONK 
SWITCHED 
NI TWORK 
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TE F P n IONI 

DISPLATPHONI 

SI. PBX 
corerftotua 

ENHANCED 
DISPLAYPHOM 

Lqo ' « 	 Egel NI "G ell  
INTERFACE _ 

A 

DIGITAL 
DATA 

NETWORKS 

DATA 6. WORD 
PROCESSING 

APPLICATIONS ADO-ON DATA 
MODULE , 

/e- Loc. 

. NETWORK 
AREA -1" 

\II GENERAL 

PROCESSOR 
BUSINESS 

COMPUTER 

The  OPEN World .ntegratecl Informahon management system berg developed by Nonhern Telecom Is depleted. wah a yenety of 

sysfems equoment networks and serwees under the control of an SI PBX 	 -)ne -ntegrated evelyeg system 

Other manufacturers" 
protocols 

• NT will selectively implement 
other manufacturers' protocols 
to meet marketplace demand 

• Examples on SL-1 PBX: 
- IBM 3270 emulation 
- IBM 3278 switching 
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Opening NT protocols 

• NT is making protocols 
available through Interface 
Licence Agreements 

Opening N'T protocols (corn' (I) 

Examples: 

Data 
terminal-1  SADM I—  NT sl.,1 	I Other 

PBX 

I CPI  
I Computer 1 

Key: 
SADM – Synchronous Add-on Data Module 
CPI 	– Computer to PBX Interface 

networks 
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Computer to PBX Interface 
(CPI) 

• Interface Licence Agreement 
available from DEC or NT 

• Interface consists of: 
- CCITT standard DS-1 rate 

facility 
- Standard A/B bit in-band 

signaling 
- Data rate adaption protocol 

ISDN based Computer 
to PBX standard 

• NT proposals into Electrical 
Industries Association (EIA) 
for an interface based on 
CCITT ISDN primary rate 
access standards 

• NT is actively participating 
with all parties in the formation 
of such a standard 



Commitment to standards 

• NT is committed to developing 
and applying public standards 

• Historically, worked in CCITT on 
network protocols 

• Played a leading role in X.25 

General opinion 
on OSI standards 

• OSI standards are urgently 
needed 

• Completion of layer standards 
near 

• Commonality between ISO 
and CCITT essential 
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OSI participation 

Application layer 

• CCITT Message Handling 
Systems 
(Rapporteur: Ian Cunningham) 

• CCITT Directory Systems 
(Interim Rapporteur: 
Douglas Steedman) 

OSI participation (cont'd) 

OSI layer standards 

• Presentation layer: 
active participant 

• Session layer: 
CCITT/ISO liaison 

• Transport layer: 
CCITT/ISO liaison 
CCITT protocol editor 



Target applications of OSI 

Multi-vendor inter-connection 

• OSI, manufacturer-independent 
(neutral), protocol standards 
will provide a cost-effective 
solution for multi-vendor 
inter-connection 

Target applications of OSI 
(cont'd) 

NT protocol architecture 

• NT will adopt the OSI 
architecture, rather than invent 
its own architecture, for 
distributed 'value-added 
services' 
(e.g. messaging) 
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Summary and conclusions 

NT is taking a pragnnatic 
approach to "openness" in its 

OPEN World 

Summary and conclusions 
(cont' d) 

• Selective implementation of 
other manufacturers' protocols 

• Opening its own protocols 
through Interface License 
Agreements 

• Commitment to developing and 
applying public standards 



Summary and conclusions 
(confd) 

OSI is the 'target' set of neutral 
data protocol standards for 
multi-vendor inter-connection 

NT is adopting, where 
appropriate, the OSI architecture 
as its internal inter-product 
data protocol architecture 
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APPLICATION OF OSI TO THE INFORMATION NETWORK SYSTEM 

H. WAKAYAMA - NTT/JAPAN 

APPLICATION DE L'INTERCONNECTION DE SYSTÈMES OUVERTS 
AU SYSTÈME RÉSEAU D'INFORMATION 

H.WAKAYAMA - NTT/JAPON 
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to the Information Network System 

Hirofumi WAKAYAMA, Hisashi NAKATA, Tsukasa KAWAOKA 

Yokosuka Electrical Communication Laboratory, NTT, 

P.O.Box 8, Yokosuka, 238, Japan 
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1. Introduction 

NTT has proposed the INS (Information Network System) concept for integrated 

telecommunication services in the coming era which will include non-telephone 

as well as telephone services. For this purpose, NTT's Electrical 

Communication Laboratories orim are carrying out comprehensive research and 

development projects including a pilot plant test called the "INS Model 

Systeffr. 

In the INS, new teleammunication services will be realized according to and 

enhancing the ISDN concept. These INS services need to be sharable among 

various kinds of communication eguipment from different manufacturers. For 

this purpose, establishment of standard communication peotocols for the INS 

has great importance. 

On the other hand, from the viewpoint of economy and efficiency, it is 

indispensable to utilize the greatest possible amount of existing 

communication resources. Thus, the migration method from the existing network 

environment to the INS is also of great importance. 

In this paper, ECLs' activities toward realization of the INS are discussed 

from the viewpoint of the network architecture related technologies indicated 

above. First, the INS concept and service features are examined to clarify 

the network architectural requirements for the INS. Then, principles are 

shown to establish an integrated network architecture based on NTT's existing 

network architecture, DCNA (Data Communication Network Architecture), taking 

into account the OSI standardization activities. Finally, activities in ECLs 
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concerning OSI implementation and network migration methods toward the INS 

are discussed. 

2. MRS Services and Architectural Requirements 

2.1 MIS Services 

(1) 1RS Concept 

The coming advanced information society will demand "less expensive",  "more  

convenient° and "more diverse" communication services. These social demands 

have led NTT to launch the concept of the INSM2)  which consists of the MS 

network and user premises subsystem. The INS network  concept  may be regarded 

as an enhancement of the ISDN concept and centers on the following two key-

points: 

(a) At the heart of the INS network is a digital communication network which 

will provide transparent data transfer service for telephone signals as well 

as all kinds of non-voice signals such as facsimile, data and video signals. 

For this service a reasonable tariff structure will be applied based on the 

amount of communicated information. The INS network will also utilize the 

• existing telecommunication networks. 

m The INS network will include communication processing nodes which carry 

out the functions such as signal format conversion, protocol conversion and 

information storage, thus enabling the interconnection of various types of 

user premises eqipment; or which, in combination with information processing 

centers, provide more versatile services, such as information database access 

and directory guides. 

The conceFtual structure of the future INS network is in Fig. 1. 
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(2) Classification of Services Provided by the US  Network 

The services will be classified as follows (Table 1): 

(a)INS bearer service 

Transparent data transfer service will be provided in this class. Circuit 

switching and packet switching service will be included. Such  non-transparent 

data transfer services as compressed voice information transfer will possibly 

be provided also in this class. 

(b)INS tele-service 

Supplementary services to enable successfull  end-to-end communication will be 

provided in addition to the INS bearer service. This class of service falls 

into two types; 

(i)Type 1 tele-service 

Interœmmunicability confirmation service will be provided by the INS network 

to assure the coincidence of user premises equipment concerning their 

information media type. Such media types as voice, coded data, facsimile, 

still-picture and hanàwriting picture are identifie& 

(ii)Type 2 tele-service 

Various communication processing services will be provided in addition to 

Type 1 tele-service by utilizing information storage, conversion and 

forwarding facilities supported by communication peocessing nodes in the INS 

network. 

2.2 Requirements on Network Architecture for the MNS 

The technologies related to the INS can be classified as follows: 
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c0 Fundamental technologies; common technologies necessary to each function 

level in each subsystem (LSI, fiber optics, software etc.) 

(2) System technologies; common technologies necessary to realize each 

subsystem by utilizing fundamental technologies (transmission technologies, 

communication and information processing technologies etc.) 

( I) Network Architecture technologies; technologies necessary to interconnect 

subsystems (pectocols, performance standards etc.) 

To realize the INS at an early stage, NTT is now carrying out technological 

confirmation through a pilot plant called the "INS Model System" (3)(4) 

 constructed at Mitaka and Musashino area near Tokyo. 

So that the INS network facilities will be realized in an effective and 

economical manner and that interconnectivity among user premises equipment 

from different manufacturers will be aàsured, there is a need to 

systematically standardize their various signalling and information transfer 

functionalities. For this purpose it is necessary that standard communication 

peotoccas for the INS (hereafter called "INS protocols") be established with 

hierarchical structure enabling an improved modularity and flexibility of ENS 

communication functicm 

Requirements of primary importance to the INS protocols are: 

(1) Unified concepts and terminologies  to assure consistency among various 

protocol specifications, which can commonly be applied to real products of 

different manufacturers. 

(2) Standardized peotocol specifications, 

- each of whàch can be registered for "open" use, 
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- which will meet multi-media communication requirements in the INS, 

- some of which can meet the Japanese language information processing 

requirements, 

- among each of wtdch functional duplication should be as less as possible 

for the purpose of economical and successful communication. 

Because the INS communication environment is "open" in the sense that the INS 

network assures the highest connectability among various user premises 

equipment, the concepts of the OSI architecture model may be applied to 

establish the INS protocols. 

As to the first requirement, utilization of the OSI Reference Model may be 

the best way to meet the requirement as well as to maintain conformance to 

the OSI standards. 

Concerning the second requirement, utilization of the OSI protocols is of 

primary importance also. Concerning higher level protocols, however, 

utilization method of the existing protocols of the above menticaed Character 

should be studied, taking into account the progression of the international 

standardization activities on OSI. It is also important to enhance OSI 

standards to meet the requirements specific to the INS in Japan such as 

Japanese language information processing capability. 

3. Network Architecture Development in Japan 

3.1 061 Standardization Activities 

Network architecture development activities in Japan have been actively 
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pursued since the late '70s (5) . The main network architectures already 

delmlicçed and put into practical use are listed in Table 2. Most of them are 

aimed at implementation on their own products and improvement of their 

productivity and maintenability.As a result, it has become difficult to 

construct large scale computer networks comprising of eguipment from 

different manufacturers. Accordingly, establishment of a new network 

architecture commonly applicable to sachbeterogeneous network environment 

has become an urgent task. DCNA is a network architecture developed to meet 

this requirement- aiming at similar objectives to OSI and preceding its 

standardization. 

Concerning OSI standardization activities, major manufacturers and public 

organizations are actively attending and contributing, by referencing 

technical achievements of DCNA and other private network architectures. The 

national activity organization is established and corresponds almost exactly 

to the. international organization. As for  ISO/TC97/SC16 activity, an SC16 

national subcommitee and four working groups are established under a national 

technical commitee which corresponds to ISO/TC97. Through these activities, 

technical documents such as ISO International Standards and CCITT 

Reommmendaticas are discussed for adoption and for reference in the network 

architecture of each member company and organization. Current status 

concerning adoption of OBI standards in DCNA is described in the next 

section.  

The Japanese Industrial Standards Commitee is promoting activities to 

establish JIS's corresponding to the OSI standards. A JIS for the OSI Basic 

Reference Model (ISO 7498) is already available, and draft JIS's for OBI  
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standards on the Transport and Session Layers are under stuobr. 

3.2 DOM and its Relationship to OSI 

DCNA (6)  is a network architecture developed, through a joint project with 

four Japanese manufacturers, by NTT. It has been giving good results in 

development activities on various computer network related equipment such as 

DIPS (renden-kosha Information Processing S 'stem), DDX (Dendenkosha Digital 

Data Exchange) and many kinds of data terminal equipment including facsimile, 

data telephone, etc. 

(1) Development Philoeophy 

It is summarized from two viewpoints as follows: 

- As a matter of policy; 

(a)positively adopt such OSI related international standards as X.25 and 

RDLC. 

(b)actively contribute with technical achievements of DCNA to OSI 

standandization activities. 

(c)make the technical contents "open" to assist the popularization of 

heterogeneous networking in Japan. 

- Technically; 

(a)enable interworking of various types of computers and terminals from 

different manufacturers, 

(b)facilitate efficient utilization of various teleDmmunication networks, 

especially the public packet switched network based on X.25. 

(c)allow sharing of application related input/output, processing, and 
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storage resources in remote locations. 

(2) DCM Structure and its Belati'anehip.  to the OBI Standards 

The DCNA project began in April, 1977. The first version of DCNA manuals 

appeared in 1978. It has been revised several times as shown in Table 3. 

Recent extensions (7)  included functions to control multi-media 

communications, which enable mixing aural and visual information with 

character-coded data by utilizing the existing telecommunication networks. 

Also included were functions to support the OBI protocols such as transport 

layer protocol and multi-link control procedure, and to cope with the 

requirements newly raised in the course of DCNA product development. 

In the latest published version(8) , which consists of nine volumes, technical 

contents of DCNA are compatible with those of OSI standards up to the OSI 

transport layer (layer 4). Relationship between the layered structure of DCNA 

and that of OSI is shown in Fig. 2. 

(3) DCNA Applications - Example - 

DCNA product development and network construction have been put into practice 

since the beginning of the DCNA project, and have progressed considerably up 

to now as shown in Table 4. A typical example of a large scale heterogeneous 

data communication network is the Nationwide Domestic Banking Network. 

Another example is the Chemical Substance and Bibliographic Information 

Database Network, which is now under development. 

As described above, DCNA is considered to have played an important role in 

the field of interworking among computers and terminals in a heterogeneous 
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environment. This preceded  OBI  standardization and peovided a common set of 

logical structure and peotocols, including higher level protocols (e.g. for 

file transfer, job transfer, database access ). 

Future extension of DCNA according to the progression of OSI standardization 

is also expected. In this case, it should be noted that preparation of a 

method for the existing  DA  network to migrate to the full OSI environment 

will become very  important.  

33 Network Architecture Enhancement for the MS 

The OSI session layer specification became a DIS in 1984. Following that, 

specifications on the presentation and application layers are also rapidly 

becoming stable as the result of great effort within the ISO activity. In 

ccrrr also, supporting the OSI reference model as the common basis with ISO, 

upper layer specifications, such as teletext  videotex, MHS, G4 facsimile and 

mixed-mode teletex t  are being actively developed. 

As discussed before, DCNA lower layers already have conformance with  OBI  

standards, and upper layer specifications necessary to develop data 

communications peoducts for the coming INS environment can also be considered 

to be ready for use. Thus, for the objective of the INS protocol 

establishment, it is thought that enhancing DCNA in a manner to maintain 

compatibility mainly with future OSI standards on the upper layers is the 

best way. 

For this purpose, the following stepwise approach will be taken. 
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(1) interim mean 

In order to develop specific products for specific application, a set of 

higher layer (the presentation and application layers) protoccds as well as 

protocols below the session layer should be available. Many of those higher 

layer specifications are still under development in ISO and CCITT. 

The resulting approach is, therefore, that DCNA higher layer protocols will 

be applied for the time being, and that those international standards on the 

upper layers shouldbeintroducedafter completion of their specification 

development. 

At this stage DCNA high level protocols and OSI upper layer protocols will 

coexist both as network architecture and as their realization in real 

products. Therefore, the relationship and interconnectivity between the two 

protocol systems need to be studied. 

( a) Finalization of the MS protocols 

In the appropriate future, OSI specifications will replace those of DA as 

far as the functional scope of the two overlaps. Thus, unified 

specifications, which will have conformance to the OS I standards, will be 

established as the INS protocols. 

As described above, establishment in early stage of the standards on the OBI 

upper layers is desired in order to finalize the INS protoccls. Also expected 

is development of these protocol specifications as sets of function oriented 

protocols, like DCNA basic communication processing protocols in the function 
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control level. From this viewpoint, activities on upper layer standardiza-

tion, such as VT, Jim, FEAM and OSI Management work in ISO/TC97/SC16, are of 

great importance. NTT will continuously contribute to these activities by 

utilizing technical achievements of DCNA and the INS. 

4. INS Psalization based on OBI  

The preceding steps will eventually lead to the realization of the INS by 

utilizing the concepts and protocols of CeL 

Toward this goal, research and development activities on INS protocol 

products will Feogress according to the following two approaches; 

- new product development and interconnection in conformance to the OSI 

standards, thus forming a new interworking environment, 

- interconnection method development for existing networks to the new 

interworking environment, thus enabling.  gradual migration of the existing 

networks to the INS networking environment. 

4.1  New OBI  Products Developeent for the MS 

As described earlier, effectively applicable OSI protocols are to be concrete 

up to the OBI application layer as function oriented sets of communication 

functions. For this reason, trial implementation of OSI protocols is 

currently centered mainly on those prcvided by CCITT. 

one  example is the Japanese-language teletex terminal which realizes a subset 

of the CCITT recommendation on teletex with additicoal provisions specific to 

509 



Japanese text processing. Another example is the CAPTAIN (Character and 

Pattern Telephone Access Information Network) system, which adopts the alpha-

photographic option of CCITT's draft recommendation on videotex. Other trial 

implementations are directed to MRS, G4 facsimile, telewriting, mixed-mode 

teletext  etc. 

On the other hand, project setup is under study to realize a communication 

management program (CMP) for DIPS, which is expected to provide upper level 

package programs with a communication access method according to the OSI 

session layer service definition. Those package programs are expected to 

perform function oriented protocol processing according to the OSI urper 

layer specifications. 

4.2 INS Network mrt•Tfoorring for Restimg Products 

- 

NTT has a great amount of networking products based on existing DCNA 

specifications, as described earlier. Moreover, terminal eguiment, which 

does not support protocols with hierarchical structures, is also still in use 

in many of the existing data communication networks. 

It might be possible to replace those existing products all at once by new 

OSI products, but it is not a practical solution from both an economical and 

a technical point of view. Rather, it seems to be realistic to keep those 

products and networks intact and to enable gradual migration to the INS 

environment, by providing interface boxes between the INS network and the 

existing networks for use in the migration stage toward an INS. 
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Concerning functionality of these interface boxes, two kinds of conversion 

functions, INS user-network interface conversion and upper layer protocol 

conversion between Osi and existing DCNA, are under study at Yokosuka Dam 

(1) MS  User-network Interface Conversion 

It is required to convert the existing terminal interface into an INS user-

network interface, which corresponds to C6I layer 1-3 peotocols. This is done 

by an interface box called an INS terminal adaptor, attached outside the 

terminal equipment, SO that those terminals are connected intact to the INS 

network. 

The adaptor is also expected to provide OSI layer 4-7 protocol processing 

functions so that the existing terminals can benefit from the INS network 

facilities with multi-media information transmission capability and other 

more versatile and strong features than in the existing telecommunication 

networks. 

The adaptor is expected to be applicable to the existing terminals as 

traditional personal computer, telephone and facsimile terminals. Major 

functions are as follows: 

(a) Conversion function of a V/X interface into an INS physical interface 

(layer 1) and an INS call processing interface (layer 2-3 protocol in a 

signalling channel) 

(b) Protocol peocessing function for information transfer up to the network 

layer (layer 3) 

(c)Layer  4-7 protocol peocessing function to enable access to communication 

gocessing facilities peovided in the INS network and to enable end-toP-end 
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communication with new OSI products 

The following services are expected to beccste possible: 

(a) Center access service from existing terminals via the INS network in 

order to utilize application packages for graphics information processing, 

Japanese text and speech processing, etc. 

(b) Audio-visual conferencing by utilizing the personal computer and the 

telephone 

Fig. 3 shows the schematic diagram of the INS terminal aiaptor. 

(2) Protocol Conversion between existing DM and C6I 

In the course of evolution of data communications networks toward the DIS, 

both OSI products and existing DCNA products will be connected to the INS 

network. They can not, however, be mutually interconnected to share resources 

among them because of the differences of upper layer protocols. 

A solution to this problem is needed in order to make resource sharing and 

interworking possible among them. 

A protocol conversion method between the higher layer protocols of existing 

DCNA and those of OSI is under study to meet this need. The study is now 

centered on protocol conversion at the level of the OSI session layer, 

considering the current standardization status of OSI upper layer protocols. 

It is expected to also cover conversion at the presentation and application 

level. 
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These protocol conversion functions would be installed either 

- in the INS network as a part of communication processing facilities 

sharable among all user equipment connected to it, or 

- in the DCNA end system itself by incorporating an CSI upper layer protocol 

processing package and a peotocol conversion package. 

Because each of these two types of conversion has its own field of 

application, a sharable conversion module design is expected. 

Functions to be supported by the DCNA-ŒI  gateway are: 

(a)Virtual resource format conversion between OSI and DCNA (e.g. for files, 

jobs, terminal input/output devices) 

(b)Address conversion of resources including application process 

(c)Information format conversion related to network operation and 

administration such as accounting, error reporting, etc. 

Services expected are: 

(a) Document interchange service between DCNA terminals with document control 

functions and teletex terminals 

m DCNA computer center access from teletex or videotex terminals, etc. 
(c) Distributed application processing that needs access to DCNA virtual 

files and, at the same time, C6I virtual filestores, etc. 

Selected OSI peotocol subsets mappable to  DA  protocols will be made open, 

thus enabling other network architecture pcoducts to make access to the DCNA 

network via peoposed C6Ipeotocol subsets, thus making the existing DCNA 

network "open". 
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5. Conclusion 

Experiences in application of DCNA to NTT's data communication systems as 

well as to many other systems, have proved that  DCA  can be regarded as an 

early realization of 081, standards for which are currently being develcped 

by international organizations. Examination of the INS concept and service 

features proved that MI standards can be a base of the network architecture 

for the INS. This provides a unified and efficient mean by which a variety of 

computers and terminals can be interconnected through the INS network and 

cooperate to share resources for computing, storage and communications.  Ulna, 

further enhanoanents of DCNA are expected in order to maintain comeetibility 

with future (SI  standards mainly in concern of the upper layer standards. 

Concerning products for the  ENS,  an upper layer protocol processing package 

will be developed, for the time being, according to DCNA specifications. In 

this case, such interface boxes as an OSI-ECNA gateway and an INS terminal 

adaptor  will  be prepared, thus enabling gradual and smooth migration of the 

existing networks toward the INS. This approach will also contribute to 

popularization of (SI standards in the real networking environment. 

On the other hand, further enhancement of (SI standards is expected in order 

to augment upper layer functions, such as multi-media communication control 

and database access, which are commonly required in an integrated 

application envirorment. This enhancement will make it a basic and rational 

framework in which communications and information processing will be realized 

and provided most efficiently to users of the INS as weLl as of OBL 
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NTT will continue to contribute actively to the OSI standardization and 

popularization activities through application of OSI to the INS, Information 

Network System. 
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Fig. 1 — Future INS netsoplic 
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Table 1 - INS Service Classification & Examples 

Service Class 	Service Examples 	Service Network Configuratic 

INS Bearer Service 	- Digital Circuit 	DSU 
Switdhing 

[WM/3 113D%) 	c'4}Z 
- Packet Switching 

INS 	Type 1 	- Telephone 	Telepho 
Tele- 	- Facsimile 	-- 
service 	- Teletex 	Zle  /H-- 

Type 2 	- Voice Storage 	FAX 	Teletex 
- Facsimile Store 

and Forward  

- Videotex  
- Message Handling 
- Media and Protocol 
Conversion 
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Table 2 - Network Architectures in Japan 

Name 	Company 	 Product Example 

At1A 	Mitsubishi 	 MELŒM series 

lbshiba 	 110SIMC/1CC6 series 

DI A 	 P1JOS series 

DŒ 	Oki 	 Terminal/Snall computer 

Fujitsu 	 FACCM M series 

Hitachi 	 liner M series 

NIT, NEC, Oki, 	 DIPS series, PCOS series, 
Fujitsu, Hitachi 	 M series, Terminal/Snall computer 
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Table 3 - Progression of DCNA Development 

F.Y. Version 	Main Items 	Service Image 

1977 	1 	asic Concept, 	Message oriented communication 
Data Link Control, 	among remote locations 
Trans?ort Control, 	(best utilizing the x.25 public 
Function Control, 	packet switched network) 
Virtual Terminal, 
Network Management  

1978 	2 	+ File Transfer & Access 	Sharing of files in 
remote locations 

1979 	3 	+ Job Transfer, 	Sharing of computer power and 
+ Database Access 	database in remote locations 

. 	 - 
1981 	4 	+ multi-media control 	Méssage oriented communication 

+ Distributed processing 	using data terminal, telephone 
and facsimile 

1982 	5 	+ OSI Transport, 	Data transfer to and from  061 
+ Kanji DB access 	products 

; indicates nine volumes of DC NA specification [Note] 
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Table 4 - EXamples of DC  NA Products 

Mainframe + Cam. processor 	Small canputer/terminal 

NTT 	EŒPS series + 7400CCP 	Dr-4831C [OEMS] 
[1040S + CMP + DEIMS, etc.] 

NEC 	ACOS series + N7299SA 	N6308-03 [DIOS] 
[ACOS 6 + NPS-IA] 

Hitachi 	mime m series + H-6228 	T-590/15 =et] 
PODS 3 + VTAM + NCP] 

Fujitsu 	FACOM M series + F1806 CCP 	T1530R [TMDS] 
[OF IV + vrAm + recip] 

Oki 	 DOP-80 [FTAM] 

Univac 	Series 1100 	 Series 8 [DPS 11, OCP] 
[OS 1100 + CMS-3RX + DP-M1] 

Note; 	hbte; [ denotes software system name 
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USER REQUIREMENT CONCERNING OPEN COMMUNICATION SYSTEMS 

T. STEINBRINCK - DATENZENTRALE SCHLESWIG - HOLSTEIN/FRG 

EXIGENCES DES UTILISATEURS EN MATIÈRE DE SYSTÈMES 
DE COMMUNICATIONS OUVERTS 

T. STEINBRINCK - DATENZENTRALE SCHLESWIG - HOLSTEIN/RFA 
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User Requirements for Open Communication 

Systems (Data and Text) 

Tilo Steinbrinck 

Datenzentrale Schleswig-Holstein, 

ADI-Germany, CECUA (Confederation of 

European Computer User Associations) 

Postfach 17 80, D-2300 Kiel 1 	GERMANY 

ADI, the German Computer Users Association (member of CECUA = 

Confederation of European Computer Users Associations) has 

compiled in a study by a committee a list of the factors con-

sidered negative by present-day users of data and communi-

cation systems: 

- lack of mutual compatibility between office automation 

systems; 

- between database systems; 

- between telecommunication systems; 

- between designs of application systems. 
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End-users  can be defined as 

- users with little or no knowledge of electronic data prOcessing 

who do, however, have specialized knowledge in certain fields, 

e.g. librarians, judges, pharmacists, salesmen, secretaries, 

etc., and who occasionally use EDP facilities, e.g. to retrieve 

bibliographic references; 

- users who have completed a course of dp-training and regularly use 

terminals which constitute, so to speak, their work-stations, 

e.g. data typists, engineers with CAD/CAM systems. 

- users who operate terminals on an occasional basis for the pur-

pose of retrieving or transmitting various types of data, e.g. 

travellers (for weather forecasts, train times, etc.) bank-

account holders, or occasional users in various types of school. 

A line must be drawn between end-users and intermediate users, 

who can be defined as 

- users who are familiar with automatic data processing systems 

and participate (as managers, analysts or programmers) in the 

development and maintenance of user-program-systems; their 

'knowledge is often limited to an individual manufacturer's 

system. 

In the ADI etudy a distinction is made between end-users and inter-
mediate users only where absolutely nesessary. 

On the other hand, system egeneers  and systems programmers are 

not put into the EDP userrcategory and are treated as computer 

experts with considerable insider know-how. The parts of commu-

nication systems (hardware/software) requiring substantial 

specialized knowledge for their design, production and opera-

tion are to be treated as remote from the end-users. Layers 
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4, 5 and 6 of the OSI reference model therefore fall into this 

category, and even layer 7 includes a number of elements be-

yond the grasp of the typical non-expert who uses these ele-

ments. 

The ADI study pinpoints the needs of end-users and intermediate 

users in the light of present knowledge and experience, with 

a view to enabling them, by making use of modern means of data/ 

text communication, to carry out their industrial, commercial 

and administrative tasks more easily and more efficiently: 

their jobs must not be rendered more complex than they already 

are: the aim of the study was to formulate sets of criteria 

and basic suggestions for progress along what appear to be 

promising lines of improvement and simplification. 

The description of some of the negative aspects of the present 

situation intended to ensure their recognition and, where 

possible, their elimination so as to render EDP systems easier 

for users to handle. 

Although the "users interface" is all he actually sees, the 

user is more or less aware of all the system components and 

more particularly of their shortcomings/incompatibilities. The 

/ purpose of the amended is figure is to show the users's pa*dems  in the  

form of a relatively schematic model. In this model, the speci-

alized operator's task is presented in layers. From the user's 

standpoint, the layers start with the keyboard, which he en-

counters first, and thence extend to the screen, the distri- 

buted computer and, via the telecommunication network, to the 

mainframe computer. For practical reasons, it is necessary to 

provide for interaction or data transfer, on a compatible basis, 

between these different systems. The technical operation of the 
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whole must be rendered possible by components in and between 

the different layers. This schematic diagramm does not show the 

processing operations. The diagram is a highly simplified 

representation of reality and leaves out prodessing resources, 

for example. Next to the functions are shown the conventions 

required by special application, in the relevant business 

branches e.g. travel bureaus, airlines etc., together with 

application programmes. 

The intelligent workstation should offer the user full task 

execution and interaction with other applications/workstations. 

The top layer shows the keyboard (dKb) the user's input facility. 

(The functional elements at the workstation which are on distri-

buted devices are shown as distributed (=d).) 

The layer below this is the user's workstation screen (dSc). 

To work with his local system, the user needs a command language 

(dCl). 

The decentralised data bank (dDB) for local data storage is close 

to the workstation. 

To enable the user to work with the central application, data 

communication elements (dDC/cDC)  are needed on both sides  of the 

telecommunication system (TC). 

The deepest layer is the central data bank facility (cDB). 

Every application system contains a different combination of 

these basic structural elements; in certain cases the distributed 

part of the system is less functionally structured and is far 

simpler (i.e. unintelligent). 
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A link to OSI 7 level model exists only in the field of tele-

communications (Tc). 

This structured function model shows clearly that the OSI  

7 level model is not enough to provide real compatibility 

to open communication systems. 

It is obvious that level 7 in the OSI model must be replaced 

by some more levels. Measures must be envisaged to achieve 

compatibility in the levels of the ADI-CECUA functional 

structure model: 

- Keyboard (dKB) 

- Screen and screen routines (dSC) 

- Decentralized command language (dCL) 

- Decentralized data bases (dDB) 

- Decentralized data communication routines (dDC) 

- Centralized data communication routines (cDC) 

- Centralized data bases (cDB) 

If this structure is studied in more detail and compared with 

measures already implemented it will be seen, for example, that 

steps have been taken to create a "virtual terminal" at levels 

dKB, dSC, dCL,but that other areas have been neglected. The 

CSMA and Token Bus standardization packet covers for example 

areas dKB, dSC and dCL, the compatible interfaces in the German 

Public Administration can be Lucatetd to cDB and cDC levels. 

Clearly, if unimpeded communication is to be achieved all these 

levels will either have to be standardized or equipped with 

standardized interfaces or gateway functions. 
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In addition to the "structured functional model" ADI also holds 
the view that compatibility should be achieved in the fol4owing 
fields: 

- Compatibility 

Compatibility 

- Compatibility 

- Compatibility 

- Compatibility 

- Compatibility 

- Compatibility 

- Compatibility 

manufacturers 

for graphics 

in programMing languages 

in general operating system functions 

between data base systems 

in data descriptions 

for the generation of on-line programs 

in interrogation languages for data-banks 

of data-communication routines of different 

and the carriers 

The ADI committee considered ways and means of creating real open 
communication systems and has compiled another catalogue of 

requirements for this purpose, viz. 

- Availability of low-cost integrated communication networks in 

accordance with the basis reference model for open communica-

tion systems by post and telecommunications bodies; 

- The establishment of communication capability between work-

stations produced by any manufacturer and to the data-pro-

cessing systems of any other manufacturer as well as to the 

application programs used in conjunction with the communica-

tion modules; 

- Therefore the creation of an overall system of standards to 

achieve the requisite compatibility of hardware and software 

products from different manufacturers and the portability 

of application programmes. 
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- The creation of a simple control language, not manufacturer-

or equipment-specific for the operation of the users' equipment 

at the workplace - with commands in the national language. 

- The institutionalization of practice-based text and monitoring 

of adherence to the agreed communication protocols, conven-

tions and standards with certification by acknowledged insti-

tutions (test houses) 

The ADI summarizes the requirements which users have with re-

gard to open data processing and communication systems and 

their components as follow: 

Portability 

of 

users application programs 

to link up with an easily managed 

standardized 

(operator- and user-friendly) 

compatible 

hardware and software system 

capable of open communication 

comprising 

compatible 

terminal, telecommunication and computer components 

with compatible functions 

for 

initiation, 

transmission, 

final and interim storage 

of data and texts 

plus access to the above 
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"OSIRIDE" - AN ITALIAN ANSWER TO OSI 

MR. LENZINI - CNR INSTITUTO CNUCE/ITALY 

"OSIRIDE" - UNE RÉPONSE ITALIENNE A L'INTERCONNEXION 
DE SYSTÈMES OUVERTS 

MR. LENZINI - CNR INSTITUTO CNUCE/ITALIE 
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OSIRIDE: The OSI Italian Computer Network 

F. Caneschi, E. Gregori, L. Lenzini, C. Menchi, E. Zucchelli 

CHUCE, Institute of the Italian National Research Council 

Via S. Maria 36, 56100 Pisa, Italy 

ABSTRACT 

The networkinr policy adopted by the Italian National Research Council is 

described as the scenario where the OSIRIDE project has been developed. After 

a short description of the OSIRIDE aims and constraints, the technical choic-

es made for the OSIRIDE layers are detailed. Finally, the state of the art of 

OSIRIDE is briefly described. A particular emphasis is put on the 

description of the parameters, classes, functional units, subsets and options 

in the various layers of the OSI architecture which have been chosen for 

OSIRIDE. 

INTRODUCTION 

The policy followed in the last few years by the Italian Uational Research 

Council (Consilio Mazionale delle Ricerche — CNR) on the distribution of 

computer facilities has been based on the following choices: 

Computing Power Distribution — The growing demand by national scientif-

ic/technical users for computer facilities has made the institution of 

CNR computer centers indispensable in areas where users exceed a certain 
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critical threshold. In recent years, different CUR computer centers have 

been established in Torino, Nilano, Bologna, Genova, Firenze and Frascati 

in addition to the already existing one at CNUCE Institute in Pisa. Oth-

er centers will be instituted in the near future. 

In some areas where computer structures supported by Universities already 

exist, CNR has, apart from the proposal for the equalization of the tar-

iffs for researchers of both organisations, also stipulated agreements 

(in Roma, Napoli, Palermo) so as to optimize the use of existing public 

computing resources. 

Differentiation of hardware — CNR has maintained a position of equidis-

tance in its relationship with computer manufacturers, encouraging in 

this way differentiated choices for different areas. In addition to main 

centers, several mini and micro computers from different manufacturers 

are running within CNR Institutes. 

Networking — The ever growing and diversifying demands from the field of 

research, the scantiness of professional staff, the limitations of finan-

cial resources and the cost of software and hardware make it difficult 

for one single computer center to provide the extensive range of facili-

ties required by the different fields of research. The interworking of 

different computers through a public data network allows the integration 

of facilities offered by the individual computing centers, with a conse-

quent qualitative and quantitative enlargement of the overall computing 

facilities which would otherwise be impossible. 

In addition a new technical factor is appearing in the form of Local Area 

Networks (LANs)in various CNR Institutes with the result that networking 
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should progress in the direction of interconnecting these LANs, rather than 

individual computers. The resulting  environnent  is shown in Fig. 1. 

Fig. 1. 	OSIRIDE environment 

This interconnected  environnent  should also be used as a basic communications 

tool for providing an information exchange system to support national pro-

jects. Interconnection of this environment with other national and interna-

tional (e.g. ARPANET) networks is also forecast. 

MANAGEMENT EXPERIMENTATION OF RPCNET 

Right from 1979, CNR has been experimenting on the networking part of the 

above mentioned policy by using RPCNET: a packet switching distributed com- 

puter network [1] developed in the '70s by CNUCE in collaboration with other 
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scientific partners. 	For reasons of practicalness and prudence, a limited 

number of computing centers using IBM and IBM compatible machines were chosen 

and through RPCNET [2], an experimental management project was started which 

led to the operational RPCNET service. The results obtained are described in 

[3]. However, RPCNET, which was designed and implemented in the first half 

of the -70s, was not adeguate to implement fully the policy previously 

sketched, because of two big constraints which cannot be released in an "ev-

olutionary" manner, but rather with a completely different approach: 

- the homogeneity of the RPCNET implementation (only the VM/370 implementa-

tion is currently running) does not allow an integrated network of com-

puters of different manufacturers; 

- the RPCNET protocols [4] do not comply with the new emerging standard 

protocols within ISO. 

These drawbacks could be eliminated with a considerable effort in re-program-

ming RPCNET both with new protocols and under different operating systems: 

this would require up to tenths of men-years. 

OSIRIDE: OBJECTIVES AND CHOICES 

In order to get rid of these limitations without losing the experience gained 

in designing, implementing and managing RPCNET, in the first half of 1982 CNR 

started a project called OSIRIDE(1) (Open Systems Interconnection su Rete 
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Italiana Dati Eterogenea — OSI on Heterogeneous Italian Data Network). °STR-

IDE is mainly aimed at offering a uniform accessible set of communications 

and information services for unsophisticated users who want to cooperate in 

the framework of national (and possibly international) research programs. 

Besides, system programmers can use tools such as ISIDE [5] in developing 

their own services. To achieve these objectives the following choices have 

already been made: 

— Adoption of a network architecture which fully complies with the OSI Ref- 

erence Model (OSI/RM). 

— Subnetworks must be interconnected in such  •a way that, to their users 

(i.e. transport entities), they would appear as part of one Global Net-

work, and further, that future subnetworks could readily participate and 

thus extend the Global Network. In the first OSIRIDE implementation, the 

Global Network will include ITAPAC (the Italian public packet switching 

network) and Ethernet subnetworks. Satellite, high speed ground based and 

several types of LAN (in addition to Ethernet) subnetworks are envisaged 

for future OSIRIDE developments. 

— Common and user—dependent services will be provided by OSIRIDE 

The first implementation will include bulk data transfer and file trans-

fer. Future OSIRIDE developments may include electronic mail, computer 

conferencing, document storage and retrieval, video conferencing and 

information services. Additional specialised 	services may also be 

required. 
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Within OSIRIDE, each project group may also develop and provide special-

ized (user dependent) services such as development environments and pack-

ages. 

- Design of a Management System for managing and coordinating the complexi-

ty and sophistication of the overall OSIRIDE system to allow political, 

administrative and technical decisions. Operational tools will be needed 

to appraise the usage and performance of OSIRIDE. 

OSIRIDE: GLOBAL NETWORK LAYER 

The OSI Global Network Service is provided between Network-Ser-

vice-Access-Points (tISAPs) located in the communicating OSI End-Systems. 

Current work within ISO defines, for the purpose of interconnecting subnet-

works, a sublr..ring within the Network Layer. Using the sublayering tech-

nique the sul)netl.orl - s are then interconnected in such a way as to provide the 

appearance of one single uniform Global Network. The subnetworks considered 

within the first implementation of OSIRIDE are: 

- X.25 packet-switching (provided by ITAPAC); 

- Ethernet (only for DEC machines). 

Given the connection oriented nature of Public Data Networks (ITAPAC) and 

considering the development of Ethernet already available on DEC machines, it 
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was agreed for ease of implementation that the connection—oriented Network 

Service would be used to interconnect the above mentioned subnetworks. The 

OSIRIDE Global Network Service Primitives and parameters are a subset of 

those defined in ISO/DP8348 Rev. (november 1983) with the following exclu-

sions: 

- The N—Expedited Data Transfer service primitives; 

because they are not required by the OSIRIDE Transport Layer 

- The N—Receipt Confirmation service; 

because the D—bit is not supported by ITAPAC and because the classes of 

transport protocol [6] selected within OSIRIDE do not make use of it. 

- NS—User Data parameter in the Network Connection release service primi- 

tives. 

The rationale behind this choice is twofold: 

o 	delivery of this data is uncertain 

o 	the OSIRIDE Transport Layer does not use this parameter. 

Only the throughput and transit delay QoS parameters are considered in OSIR- 

. IDE version 1.• 

This choice was motivated by the fact that only these two parameters have a 

commonly ap;reed meaning. It was also agreed to use the 7.121 hierarchical 

address structure. 
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Provision of OSI Connection Oriented Global Network Service on the X.25 sub- 

network 

Provision of the OSIRIDE 	Global Network Service on top of ITAPAC is 

achieved by using the ISO X.25 Subnetwork Dependent Convergence Protocol spe-

cified in DP 3472. Within °STRIDE, the use of X.25 arises from two sources: 

1. Communication across ITAPAC which inherently offers X.25; 

2. Communication across Ethernet which does not inherently offers X.25, but 

over which DECNET and X.25 are being used as enhancement protocols. 

The elements of X.25 considered herein are those.applicable to both cases. It 

should be noted, however, that for case 1) the normal LAPB protocol provides 

the Data Link Service, whilst other Data Link Protocol may be used for case 

2). The precise details for the latter case are given in the next section. 

Similarly, some features and facilities of the packet-level may not be 

applicable for case 2) but in any case they are not visible through the Glo-

bal Network Service boundary. Only those facilities and features which are 

proper to the Global Network Service are thus specified in this section as 

OSIRIDE requirements. ISO DP 3208 is the reference document, and the relevant 

elements are eetailed in [7]. 

A summary of the most important requirements is given below. 

Alternative Connection Establishment Procedure (not used) 

In the first ()STRIDE implementation, the X.25 Connect Request provided by 

ITAPAC has enough room for the required addressing. 

M—bit Procedure (mandatory) 
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This bit is not used in the first OSIRIDE implementation. 

Reset Procedure (r“andatory) 

The i'.eset procedureE shall be implemented, and used in one—one correspondence 

with il—RESET primitives. 

Clear Procedures (mandatory) 

The Clear procedures shall be implemented, and used to convey N—DISCONNECT 

information. 

Throughput Class Negotiation(nandatory) 

Throur;hput Class Ner,,otiation shall be implemented and used in relation to the 

Transport Service QoS request for throughput. The Global Network Service 

defines two values for each direction, the target and the minimum acceptable. 

The throughput class of Y.25 requested corresponds to the tar7et: if the X.25 

negotiation procedure leads to a value below the minimum acceptable, the net-

work connection shall not be provided. 

Global Network Addressing 

The callin,7, an(' called address fields of X.25 Call Request and Incoming Call 

packets are component parts of the Network Service calling and called address 

parameters of the N—Connect Pequest and N—Connect Indication primitives. 

The called address of the Call Accepted and Call Connected packets is a com-

ponent part of the Respondirw, Address parameter of N—Connect Response and 

U—Connect Confirm primitives. 

Provision of the calling address in Call Request packets, and called address 

in Call Accepted packets is a mandatory requirement. However the OSI Network 

Layer adOressing is concerned with NSAPs. X.25 conveys addresses with mean-

itrs in accordance with X.121. These addresses correspond to DTE/DCE inter-

faces (i.e., physical media connections to terminals).  No  additional means 

are provided in M.25 for addressing a specific NSAP within the End—System. 

X.121 addresses are limited to a maximum of 14 digits and digits  may take on 
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values of 0 through 9 only. However this is not a constraint for the first 

OSIEIDE itcplenentation. Extra addressing information which together with 

the X.25 address comprises the NSAP address can be conveyed as Subnetwork 

Dependent Convergence Protocol parameters in the Call Users Data field 

according to the alternative Connection Establishment Procedure (see also ISO 

DP E472). 
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Provision of OSI Connection Oriented Network Service over Ethernet 

This is achieved by neans of the X.25 Gateway Access  (sec  114:,. 2) which is 

desirned to ake the full capabilities of the CCITT X.25 Packet Level inter-

face available to user prorams residing anywhere in a DECnet network. To 

accomplish this, 7.25 Gateway access communicates with the DECnet system 

which is the DTE on the Y.25 network, over a DECnet logical link. X.25 Gate-

way Access protocol (.‘_ssages are exchanged over the logical link to make the 

facilities of the Packet level Interface available remotely. 

OSIRIDE Transport Layer 

In what follows, the choices made for the OSIRIDE Transport Layer are 

described. The basic documents are the related ISO Draft International Stand-

ards [10] [17]. 

Transport Service 

The ()STRIDE transport service includes all the service primitives defined in 

[10]. 

Quality of Service (QOS) parameters for Transport Service 

OSIRIDF will allow the negotiation of the following QoS paraueters: 

Throughput - The default value indicates  "dont care" i.e. (L:ive me as 
- - 	• 	 _ 

much as possible up to the specified maximum). The Transport protocol 

neo.tiates - tbe•throuClput aceording—to the-lollowing criterion._ The..inir 

tiator of the transport connection requests the target value and the min-

imum acceptable value. The "dont  care" criterion is obtained if the 

minimal acceptable value equals the minimal throughput supported by the 

Network Layer. 
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Transit delay - The default value indicates "dont care" i.e. (give me 

the lowest possible transit delay). The Transport protocol negotiates 

the transit delay according to the following criterion. The initiator of 

the transport connection requests the target value and the maximum 

acceptable value. The "dont care" criterion is obtained if the maximum 

acceptable value equals the maximum transit delay supported by the Net-

work Layer. 

Resilience - This parameter has only local significance, and is used by 

the OSIRIDE Transport layer to perform selection of either class 3 or 

class 2, according to the user's requirements. 

Transport Addressing 

It was decided that the transport address should be the Clobal Network 

Address (see above) plus a local transport suffix TSAP-ID). 

In the OSIRIDE environment the TSAP-ID length is two octets. 

Transport Protocol 

The initial transport protocol implementation supports class 2 only. Class I 

shall be added only if the frequency of network signalled failures is unac-

ceptable. 

Options 

The possible options are listed in Fig.3. 
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+— 	 +---+— 	+ 
1 OPTION 	IISOIOSIRIDE I 
+— 	 +— —+-- 	+ 

1 Expedited data 	IUIS 	1 
I No expedited data 	!NIS 	I 
+— 	 +-- +— 	+ 

I Flow Contra] in Class 2 	IMIS 	I 
I No Flow Control in Class 210IS 	I 
+— 	 + +— 	+ 
1 Normal format 	IMIS 	I 
1 Extended format 	I 0 1 NS 	1 
+— 	 +— +— 	+ 

Key: 
M — flamiatory 

0 — Optional 
S — Supported 
NS — Mot Supported 

Fig. 3 . 	Transport options 

All the OSI mandatory options are supported. No Flow Control option was also 

included in onalm because it is believed that in some cases the use of this 

option guarantees a good cost saving. 

OSIRIDE SESSION LAYER 

The first osirinr implementation for layer 5 [19] provides for the Session 

Layer services and protocol as defined by ISO in [8] and [9]. 

The ISO Session protocol defines a number of Functional Units, which charac-

terize the session connection and are negotiated at establishment time. 

The Functional Units are grouped into subsets, which are used at the Service 

level to better identify the session connection characteristics. 
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In what follows, the choices made for the OSIRIDE Session layer are 

described. The basic documents are the related ISO Draft International Stand-

ards  [8] and [9]. 

Session Service 

The first OSFRIDE implementation is based on a subset which includes the fol-

lowing Functional Units: 

- Kernel 

- Half Duplex 

- Full Duplex 

- Negotiated xelease 

- Minor Synchronize 

- Major Synchronize 

- Resynchronize 

- Typed data 

As the first implemented OSIRIDE application is the File Transfer, which does 

not need the TypeC Data service, this service is not implemented in the first 
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OSIRIDE version, althour. h the proper handlin 	of the related protocol ele- 

rentE; is performed  in the OGIRIDE session protocol. 

Quality of Service parameters for Session Service 

The quality of a session connection is described by means of the Quality of 

Service (QoS) parameters. In °STRIDE, some of them are not implemented,  soue  

are forced to a 5.iven value, and others are left to the user's choice. 

Not implemented QoS parameters 

The C:oS parameters which are not implemented in °STRIDE version 1 are: 

- session connection protection 

- session connection priority 

- session connection establishment delay 

- session connection establishment failure probability . 

- transfer failure probability 

- session connection release delay 
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- session connection release failure probability 

Not user available QoS parameters 

Sone QoS parameters are implemented, but the SS-user cannot set their value. 

These parameters are: 

- optimized dialogue transfer, which is always set to yes; 

- extended control, which is always set to yes. 

User available QoS parameters 

The parameters which can be set by the SS-user are: 

- throur,hput 

- transit (Inlay  

- 	session connection resilience 
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Session Protocol 

This clause is based on the ISO Session Protocol [9], with the simplifi- 

cations which have been decided for OSIRIDF. 

Functional Units 

For the selection of the protocol Functional Units, the same discussion as in 

"Session Service" applies. 

Connection Identifier 

A Connection Identifier parameter is provided to enable the SS user to iden- 

tify this specific session connection. This parameter has no effects on the 

Session Protocol rachine (SPM), but may he used for accounting and/or statis-

tic purposes. It is set by the initiator of the session connection, and it is 

not changed, but transmitted back in the ACCEPT message. The Connection Iden-

tifier Parameter is made up of three subfields, that are: 

- 	Calling  55-User  Reference (24 octets maximum) 

- Common Reference (10 octets maximum) 

- Additional Reference Information (2 octets maximum) 
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In OSIRILE version 1, only the first subfield is implemented, namely the 

Callin;'; SS-User Reference. The other two fields are not set when sending a 

CUNIŒOT protocol message, but are not considered as protocol error if 

received. This is to ensure compatibility with other implementations. 

The °snip!: format for  the  Calling SS-User Reference parameter is: 

<Calling SS-User Reference> ::= <OSIRIDE identifier> <Application> <time> 

<OSIRIDE identifier> ::= <binary nuber> (1 octet) 

The OSIRIDE identifier is a binary number univocally assigned to each OSIRIDE 

End-System when it is connected to ()STRIDE. It is used by the Transport 

entity to retrieve the Transport Address (see above). 

<Application> ::= <characters string> 

The Application is a character string coded in ASCII which identifies the 

initiator of the session connection, as it declared itself to OSIRIDE. Its 

length is fixed to 16 octets, right padded with blanks, if necessary. 

<time> ::= <year> <month> <day> <hour> <minute> <second> 

The time which is coded in the connection identifier is expressed as a string 

of 6 octets, each of them representing the related figure as a binary number 

(for the year, the last two digits are considered). 

The SSAP Identifiers associated with the initiator and the acceptor are pro-

vided by the OSIRIDE Access Pethod [5]. It is worth reminding here, however, 

that those addresses are coded in ASCII, and the acceptor address is used by 

the receiving session entity to identify the user which the connection 

request is directed to. The initiator address corresponds to the <Applica-

tion> value of the Connection identifier paranieter. 
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OSIRIDE FILE TRANSFER 

The OSIRIDE File Transfer is based on the ECMA-55 standard. 	This choice is 

due to the following reasons: 

- No ISO standard protocol was defined at the time the OSIRIDE project 

started (June 1982). 

- The ECI1A-85 standard has alredy been implemented by some manufacturers. 

- The next-to come ISO standard will probably not 	differ significantly 

from the EC:1A-5 standard. However, the feeling of the OSIRIDE project 

team is that converting an ECMA-85 , implementation to an ISO implementa-

tion would not cost too much. 

As the ISO File Transfer, the EC1A-85 File Transfer is based on the Virtual 

File concept. Uithout going into details, which can be found in [11], it is 

worth saying here that defining a Virtual File System allows the definition 

of a real file system independent protocol for transferring files, and that 

the "protocol" part of the File Transfer becomes independent of the real file 

structure. 

napping functions from real to virtual formats and vice versa are not dealt 

with in the OSIPIDE File Transfer Facility implementation specifications, but 

are subjects of different papers, like [12],[13],[14] and [15] in the OSIRIDE 

context. 

The Virtual File Model is structured into subsets, which allow for a growth 

from a simpler structure to a more complex one. The first OSIRIDE implemen- 
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tation is based on the subset named "kernel", with the "unstructured" 

extention. In what follows, the Virtual File Attributes which constitute the 

()STRIDE subsets choice are described. Some attributes are mandatory within 

the chosen subset, others are optional. Only some optional parameters are 

supported, as described in Fig. 5 pag. 22. 

Virtual File Protocol 

The protocol defined between Virtual File System is called Virtual File pro- 

tocol. As in the case of the Virtual File System, even the Virtual File pro- 

tocol has been structured into substets, by grouping Virtual File Service 

Primitives. The Virtual File Protocol defined by ECMA in [16] is divided 

into three subsets: 

- 	Kernel, with the following service primitives: 

o F COMNECT 

o F RELEASE 

o F DISCONUCT 

o F ABORT 

o F_END_CROUP(2) 
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I Attribute 
+— 	 +— 	+— 	 

il 

I 

I M 
I NM 

Izt 
+--- 

NM • 
NM 
NM 

File name 
File password 
ccess control list 

History attributes 
File structure 

File data type 
File current size 
File maxt-lum size 
'ecord sequence 
Direct access 

Record size type 

Record size 
Key position 
Key length 

4— 

Key: 
1 7 mandatory 
1.1:1 = Not  mandatory 

Supported 
Supported 
Not supported 
Not supported 
Supported both "flat" 
and "unstructured" values 
Supported 
Supported 
Supported 
"Dy  position" only 
"By position" and 
"By no means" only 
Supported both "fixed" 
and "variable" 
Supported 

Not . supported 
Not supported 

+— 	  

Fic,. 5. 	OSIRIDE Virtual file attributes 

o F SELECT FILE 

o F RELEASE FILE 

o F OPEN FILE 

o F CLOSE FILE 

o F.BECIN DATA 

o F DATA 

o F_END_DATA 

553 



o F AtORT DATA 

— Basic file nanagement extention, with the following service primitives: 

o F READ ATTRIBUTES 

o F_CREATE_FILE 

o F DELFT!: FILE 

— Restart extention, with the following service primitives: 

o F RESTART 

o F_CDECKPOINT 

Although a recovery mechanism has been studied, the OSIRIDE File Transfer 

Protocol is based on the first tWo subsets, i.e. the kernel and the basic 

file management extention. In what follows, the implications of the OSIRIDE 

recovery mecbanism in choosing the File Transfer Protocol options and subsets 

are explained. 
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The OSIRIDE recovery mechanism 

Accordiniv to the MIA File Transfer Protocol, when flat files are transmit-

ted, the transmission is performed on a record-by-record basis, i.e. only one 

record is sent at a tine. 

This means  tint, in case of network failure, the previously interrupted tran-

smission niay be easily restarted, if the number of the last sent record has 

been recorded. There is no need, therefore, for an explicit checkpointinr 

mechanism, which is implemented by the F CHECKPOINT service primitive, nor is 

the service provided by the F_RESTART primitive necessary, at least in the 

first OSIRIDE implementation. 

This led us not to implement the Restart extention subset. 

On the other hand, the recovery mechanism must use the open-identification 

and restart-position parameters of the F OPEN FILE service primitive, which 

are supported only if the Restart extention is supported. 

From the preceding considerations, it becomes clear the choice that has been 

made for OSIRIDE, which is: 

- All three subsets are formally supported in OSIRIDE, that is, support for 

all three of them is indicated in the E_CONNECT service primitive. 

- The implementation of the service primitives which constitute the Restart 

extention, i.e. F_RESTART and E_CHECKPOINT, is not mandatory in OSIRIDE. 

- The OSIRIDE File Transfer [17] does not use such primitives. 

The OSIRIDE File Transfer is a facility which interacts with the end users 

of the osiniu environment. As such, it cannot be described as a set of con- 
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ceptual services, but rather as a set of commands, issued by the OSIRIDE 

users through a command interface, which invokes the services of a standard 

protocol. 

OSIRIDE MANAGEMENT 

As no DP or DIS were (and still are) available in this area, the OSIRIDE pro-

ject team had to design a set of services and protocols to fill up this gap 

[19]. In terns of facilities, the OSIRIDE management provides for: 

Alarm Handling 

An alarm is sent to a Technical Support Center (TSC) for its analysis and 

solution when a fault is detected in any of the OSIRIDE component. Technical 

Support capability may or may not be local. In principle a TSC for each man-

ufacturer involved in the project is envisaged. 

Diagnostic Handling 

In general, the report provided by an alarm is not detailed enough to allow 

an inmediate determination of repair action. The Network :lanagement System 

nust have facilities for further isolating the fault until there is a high 

degree of certainty as to the repair responsibility and scope. This usually 

involves the run of special programs that measure detailed aspects of OSIRIDE 

operation in both the frequency and tine domain. 

Data Collection 

It is the ability to record each End—System traffic in order to determine 

End—System usage and to detect potential overloads. In particular for each 

osinIDE Application Connection, information such as number of bytes exchanged 
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(sent/received) during the life of the Connection, times at which the Con-

nection was established and released are available for accounting purposes. 

Software Distribution 

t:ew versions of OSIRIDE software modules and lists must be distributed to the 

appropriate End—System. For this reason a capability for controlling and 

updating the network software on each End—Systems is present. The real OSIR-

IDE configuration is stored in a well defined End—System, named Network Con-

trol Centre (MCC), from which it can be retrieved if necessary. Software 

Distribution operation is controlled by NCC. However the real software dis-

tribution is performed by an End—System called Distribution Host (DH). In 

principle there is a DU for each computer make. 

Report Generation and Presentation 

The OSIRIDE anagement has the capability to automatically and periodically 

genernte any required set of reports and distribute them to the appropriate 

personnel. Mot only is there a set of prespecified displays, such as an 

event log and a status summary, but there is also a capability to create 

additional output to suit the needs of operations, systems, and management 

personnel. For example, there is a way of narrowing the scope of the event 

log to focus on events of a certain severity level or relating to specific 

OSIRIDE components. There is a way to display selected traffic or performance 

data, but only as the need arises. 

Transparent Transfer Command 

It is the capability to transfer a command, issued by an OSIRIDE operator, 

transParently to a remote End—System according to the syntax and semantics of 

the related End—System. Only authorized users can make use of this capabili-

ty. 

Notify 
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iy neans of this capability an active application can notify its availability 

to accept connection requests coming from remote End-Systens. In this way, 

it nay be avoided: 

- that applications start timeouts or loops to retry connection establish- 

uent if the remote counterpart is not active(3); 

- that functions are implemented in any End-System to activate applications 

when connection requests arrive. These functions, which may te applicable 

only to applications already known by the Network, would in fact limit 

the flexibility, which is a requirement of the research environment where 

OSIRIDE is running. 

Any application which requires a connection to,a not yet active counterpart 

nay ask the retwork to hold its request until the related notify arrives. 

OSIRIDE  IMPLEMENTATION CHARACTERISTICS 

The implementation of the OSIRIDE architecture in various heterogeneous con- 

puters shall: 

- 	not require modifications to the operating systems; 

this implies that up-dating and maintenance of the OSIRIDE software 

should he as independent as possible from those of the operating systems 

under which the OSIRIDE software will work. 

558 



- 	be easily up-datable; 

this implies that implementation shall keep pace with the evolution 

undergone by the services and protocols in the different layers of the 

OSI/RM (this process will stop when these services and protocols have 

reached the IS (International Standard) stage). 

- he easily comprehensible; 

this implies that implementation shall be fully documented according to 

specifications supplied by CNR. 

- co-exist with the network architecture provided by manufacturers. this 

implies that OSIRIDE shall work in parallel to SNA, DNA, etc. 

STATE OF THE ART 

As of December P.M, after one year and a half from the project kick off, the 

work done can he summarised as follows: 

- The implementation specifications for the Transport Layer, Session Layer, 

File Transfer and for the OSIRIDE Management System are available; 

- The implementation of the OSIRIDE architecture into the various computer 

manufacturers operating systems (CDC (NOS), DEC (VMS), IBM (V1/370), UNI-

VAC (EXEC)) is defined in terms of processes interacting with each other 

and with the related operating systems. 
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- The mapping functions between real and virtual file systems are also 

Oefined for the four operating systems mentioned above. 

- 	12 7 -t1ot.2 Centers have already been sorted out by CNR and their intercon- 

nection to ITAPAC is under way. 

The OSIRIDE implementation is expected to begin in a few months. 

NOTES 

1. Osiride (Osiris) was the Cod of the Syrian Cult, the son of Earth (Ceb), 

the father, and Sky (Nut), the mother; husband and brother of Iside 

(Isis) and father of Oro. In the myth, Osiris (Summer) was cut to pieces 

by his brother Seth (Winter) and recomposed and reanimated by Isis and 

becane the Cod of the Underworld. He was later avenged by Oro who killed 

Seth. He was worshipped by the Syrians and the Egyptians by a constant 

cult and was the Cod of Fertility (in fact, he impersonates Nile), of 

Sumner and of the Underworld, representing in this last case the personal 

salvation of every dying man. 

2. Support for this primitive is optional and not supported in OSIRIDE. 

3. Dy not active application we mean an application which did not declare 

itself to its communication software, or which resides on an End-System 

not reacheable at the moment. 
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DEMONSTRATIONS 

CHAIRMAN: O. MONKEWICH, DOC/CANADA 
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DEMONSTRATION FACILITIES 
AND METHOD OF PRESENTATION 

This session was devoted to a series of live demonstrations of OSI 
international interworking and operation of protocol testing tools and 
services. Ten organizations from five countries were involved in a total of 
five demonstrations. The demonstrations were presented in sequence, one at a 
time, with approximately thirty minutes alloted per demonstration. The order 
of the demonstrations was determined according to the number of independent 
international data connections required for each demonstration and the 
expected difficulty of establishing the connections. 

The data communications facilities made available for the demonstrations 
are shown in the attached figure. Six independent X.29 access lines to the 
DATAPAC network were made available on six VT-100 terminals. The Department 
of Communications demonstration also had X.25 access to DATAPAC. In 
addition, X.21 acces to circuit-switched network was provided. Tariff 
arrangements had been made to access data networks in thirty-five different 
countries via Teleglobe Canada gateways in Montreal. 

An audience of about seventy observers were seated in a theatre-style 
seating arrangement while the terminal information was projected onto two 
six-foot video projection screens. The demonstrations were augmented by 
vugraph presentations. 
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OSI 1984 - OTTAWA KAY 22-25  

NCC/NPL DEMONSTRATION  

Ian Davidson, NU 
David Rayner, NPL 

SYNOPSIS OF SLIDES 

1. Introduction to Demonstration. 

2. Architecture for Network Layer Testing. 

3. Architecture of the Active Tester. 

4. Off-line analysis. 

5. Example of a Test Specification. 
(part of Test S3 in NPL's Test Definition Language TDL). 

6. Configuration for the Demonstration: 

Note 1: terminal connection to the Active Tester was through an 
X.29 call via Datapac, IPSS and PSS (UK) to NCC's 4160. 

Note 2: terminal connection to the Test Responder was through an 
X.29 call via Datapac, IPSS and PSS (UK) to NPL's 4085. 
The 4065 at NPL was not used for this demonstration. 

7. Summary of Test S3. 

8. Time Sequence Diagram for Test 53. 

9. Summary of Test S14. 

10. Sequence ot subtests for Test S14. 

11. Time Sequence Diagram for subtest MINCALL. 

12. Time Sequence Diagram for subtest S14 - 1. 

13. Time Sequence Diagram for subtest S14 - 2. 

14. Time Sequence Diagram for subtest 514 - 3. 

15. Time Sequence Diagram for subtest CHKCNTS 
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Network layer testing 

• Architecture of test system 

• Development and testing tools 

• Test specification 

• Demonstration 



Architecture network layer 



Active tester 



Post test analysis 



TEST 	S3; 
TEXT PARAMETERS 

sample of data; 
ADDR PARAMETERS 

called address, calling address, 
recall address; 

INITIAL ACTION 
INITIALISE 0, 8; 
CONNECT REQ 0, called address, 

calling address, "Quality", "Text-S3"; 
NEXT wait for accept; 

END 
STATE wait for accept; 

EVENT 
ACCEPT vac, ra, qsa, eta; 

ACTION 
COMPARE PARMS ACCEPT; 

NEXT accept params ok?; 



Test 
responder 

Configuration 

4160 
active 
tester 
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TEST S3 

To determine whether the IUT supports 
incoming data with push 

• Establish connection 0, 
• Send test data 

• Wait to ensure no adverse effects 

• End test 



Test driver Test responder 

TEST S3 

CONNECT 

ACCEPT 
u, 	 DATA 
a, 

PUSH 

timeout 

DISCONNECT 
DISCONNECT (response) 



TEST S14 

To determine whether the IUT supports recalls 
(DISCONNECT, CONNECT) 

• Establish connection 
• Change mode of test responder 
• Check mode correctly set 
• Check incoming calling address 
• Perform recall 
• Reset mode of test responder 
• Retrieve message counts 
• Check message counts 
• End test 



Test S14 

Sequence of subtests 

• MINCALL 

• S14 

• CHKCNTS (S14CNTS) 



Test driver Test responder 

START TEST 

CONNECT 

(Check Accept) 

ACCEPT 

Test S14 

Connection  Establishment  (MINCALL) 



Test S14 

Test Responder Mode change (S14) 

Test driver  

TDRP (Change mode): 

TDRP (Give mode) 
co 
0 

(Check mode) 

TDRP (give calling 
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INTERNATIONAL INTERCONNECTION 
USING  OS!  TRANSPORT PROTOCOL 

O. Monkewich, Department of Communications, Canada 
M. Maksud, University of Montreal, Canada 
S. Weckner, University of Uppsala, Sweden 

The purpose of this experiment was to demonstrate the fundamental claim 
of OSI that protocols of different manufacture, using standards documents as 
the only common basis for their implementation, can interwork, Figure 1 
illustrates the routing, the international data networks and the terminal 
equipment used to demonstrate this. 

The protocol used in the demonstration was the Class 0 Transport 
protocol. At each location, different user programs were implemented above 
the Transport layer according to the role of each location in the 
demonstration. At the Canadian location the user program provided an 
interactive means of requesting connection establishment, data transfers and 
connection clearing. At the Swedish location the user program responded 
automatically to establish a second connection - and relay subsequent messages 
after appending time and place to the received data. The relay program 
running on top of the Australian Class 0 Transport protocol could not be 
fully tested in time, consequently, the Australian link had to be left out to 
ensure fluent presentation. It is expected that this portion of the 
interconnection will be completed shortly. 

Figure 2 shows the Class 0 Transport architecture executing at the 
Department of Communications in Ottawa. The incoming interactions and the 
outgoing interactions to and from the local Class 0 task were recorded in a 
trace file. The trace file resulting from the interconnection with the 
Class 0 Transport residing in the Nord 500 computer at the Uppsala Uniyersity 
in Sweden is given in Figures 3, 4, 5 and 6. 

Both the Canadian and the Swedish Transport protocol implementations 
were able to support multiple Transport and Network connections. The 
demonstration of interwoking began with T CONNECT req originated on TCEP1 of 
the local Transport layer. Once the Neterk condiction was established on 
NCEP1, a TCR TPDU was sent automatically to the remote Transport entity. The 
remote Transport responded by initiating a Network connection on NCEP2 of the 
local Network layer and then sending a TCR TPDU. This resulted in a 
T CONNECT ind on TCEP2. The local operator then responded by accepting the 
fikoming connection request and the subsequent exchange of TCC TPDUs 
(designated as TCA in the Figure 5) resulted in T CONNECT conf (T ACCEPT ind 
in Figure 5) on TCEP1. This completed two indepéaent  Transport  "annections 
on which data could be sent and received in either direction. 
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T-CONNECT_REO 
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FIGURE 3 

N-CONNECT-REO :  N-ACCEPT-IND 
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INCOMING INTERACTION ***** 
WELL CODED 	 = TRUE 
INTERFACE 	 = TSAP 
FROM USER ADDRESS 	= 20400536 USER #1 
TCEPI 	 = 	1 
TS PRIMITIVE 	= T_CONNECT_REO 
CALLED ADDRESS 	= 12405015403 0000001 
MAX LENGTH  OF.  TSDU FRAGMENTS 	= 125 

OUTGOING INTERACTION ***** 
INTERFACE 	 = NSAP 
NS PRIMITIVE 	= N_CONNECT_REO 
CALLED NETWORK ADDRESS 	= 12405015403 
VIRTUAL CIRCUIT 	= 	3 
WITH REVERSE CHARGING 	= FALSE 
WITH HIGH PRIORITY SERVICE 	= TRUE 
CONNECT DATA 	= ???? 

INCOMING INTERACTION ***** 
WELL CODED 	 = TRUE 
INTERFACE 	 = NSAP 
NS PRIMITIVE 	= N_ACCEPT-IND 
VIRTUAL CIRCUIT 	= 	3 

OUTGOING INTERACTION ***** 
INTERFACE 	 = TPEER 
VIRTUAL CIRCUIT 	= 	3 
TPDU 	 = TCR 
INITIAL CREDIT 	= 	0 
REFERENCE OF SOURCE ENTITY 	= 	1 
PROTOCOL CLASS . 	= CLASS_O 
OPTION 	 = NO OPTION 
CALLING TRANSPORT ADDRESS 	= 20400536 USER #1 
CALLED TRANSPORT ADDRESS 	= 12405015403 0000001 
MAXIMUM TPDU SIZE 	= 	128 



USER #1 

T_CONNECT_IND 

CLASS_O 

TCR 2  

N_ACCEPT_REO 

N_CONNECT_IND 

INCOmING INTERACTION ***** 
WELL CODED 	 = TRUE 
INTERFACE 	 = NSAP 
NS PRIMITIVE 	= N_CONNECT_IND 
CALLING NETWORK ADDRESS 
WITH REVERSE CHARGING 	= FALSE 
WITH HIGH PRIORITY SERVICE 	= TRUE 
CONNECT DATA 	= ???? 

OUTGOING INTERACTION ***** 
INTERFACE 	 = NSAP 
NS PRIMITIVE 	= N_ACCEPT_REO 
CALLING NETWORK ADDRESS 
VIRTUAL CIRCUIT 	= 	4 

INCOMING INTERACTION ***** 
WELL CODED 	 = TRUE 
INTERFACE 	 = TPEER 
VIRTUAL CIRCUIT 	= 	4 
TPDU 	 = TCR 
INITIAL CREDIT 
REFERENCE OF SOURCE ENTITY 	= 	18 
PROTOCOL CLASS 	= CLASS_O 
OPTION 	 = NO OPTION 
CALLING TRANSPORT ADDRESS 	= 0000001 
CALLED TRANSPORT ADDRESS 	= 20400536 USER 11 
MAXIMUM TPDU SIZE 	= 	128 

OUTGOING INTERACTION ***** 
INTERFACE 	 = TSAF 
TO USER ADDRESS 	= 20400536 USER #1 
TCEPI 	 = 	1  
TS PRIMITIVE 	= T_CONNECT_IND 
CALLING ADDRESS 	= 0000001 
MAX LENGTH OF TSDU FRAGMENTS 	= 125 

FIGURE 4 
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TCA 

INCOMING INTERACTION ***** 
WELL CODED 	= TRUE 
INTERFACE 	 = TSAP 
FROM USER ADDRESS 	= 20400536 USER #1 
TCEPI 	 = 	2 
TS PRIMITIVE 	= T_ACCEPT_REO 
MAX LENGTH OF TSDU FRAGMENTS 	= 125 

OUTGOING INTERACTION ***** 
INTERFACE 	 = TPEER 
VIRTUAL CIRCUIT 	 4 
TPDU 	 = TCA 
INITIAL CREDIT 	= 	0 
REFERENCE OF DESTINATION ENTITY = 	18 
REFERENCE OF SOURCE ENTITY 
PROTOCOL CLASS 	= CLASS_O 
OPTION 	 = NO OPTION 
CALLING  TRANSPORT  ADDRESS 	= 0000001 
CALLED TRANSPORT ADDRESS 	= 20400536 USER #1 
MAXIMUM TPDU SIZE 	= 	128 

INCOMING INTERACTION ***** 
WELL CODED 	= TRUE 
INTERFACE 	 = TPEER 
VIRTUAL CIRCUIT 	= 	3 
TPDU 	 = TCA 
INITIAL CREDIT 	= 	0 
REFERENCE OF DESTINATION ENTITY = 	1 
REFERENCE OF SOURCE ENTITY 	= 	19 
PROTOCOL CLASS 	= CLASS_O 
OPTION 	 = NO OPTION 
CALLING TRANSPORT ADDRESS 	= 20400536 USER #1 
CALLED TRANSPORT ADDRESS 	= 0000001 
MAXIMUM TPDU SIZE 	= 	128 

OUTGOING INTERACTION ***** 
INTERFACE 	 = TSAP 
TO USER ADDRESS 	= 20400536 USER #1 
TCEPI 	 = 	1 
TS PRIMITIVE 	= T_ACCEPT_IND 
MAX LENGTH OFTSDU FRAGMENTS 	= 125 

T_ACCEPT_IND  4 	I T_ACCEPT_REO 
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PROTOCOL TESTING FROM REMOTE SITE 

M. Maksud, University of Montreal, Canada 
O. Monkewich, Department of Communications, Canada 

A broad description of the remote testing experiment is illustrated in 
Figure I. The Department of Communications laboratory in Ottawa was used as 
the Test Centre running the Active Tester. The University of Montreal 
laboratory in Montreal acted as a Client System running the Implementation 
Under Test (IUT) and the Test Responder. The two systems were interconnected 
through the DATAPAC network using X.25 access protocol. 

The test architecture and test sequences used in this demonstration were 
presented by G. v. Bochmann during Session 4 of this conference in his paper 
entitled "Protocol Validation and Testing". The main feature of this test 
system is that it was designed to test each function of the protocol 
independently and in a predetermined sequence. For each function, a pair of 
tests are executed simultaneously, one at the Active Tester site and one at 
the Responder site. Once a function of the protocol is tested and the status 
of its execution is recorded the tests are automatically removed and the 
connection is cleared. The test loader protocol loads the appropriate tests 
to test the next protocol function determined by the completion status of the 
previous tests. For each test a new connection is established and 
subsequently cleared. 

Figure 2 illustrates the various modules of the Active Tester and the 
associated system commands that control the progress of the testing process. 
Sixteen pairs of tests are available to test sixteen protocol functions and 
protocol parameters. The Sequencer steps through the tests in a 
predetermined order which is modified by the execution status of the previous 
tests. Although the Sequencer performs this function automatically, it may 
be halted manually, its test sequence modified and then restarted. A test 
loading protocol resides on top of a tested communication service with 
minimal service quality through the IUT and carries out the loading of the 
successive tests. The tests, during their execution, send printable traces 
of their evolution to a Log File, modify IUT's characteristics in the Common 
Region and indicate their execution status to the Sequencer. The contents of 
the Common Region may be examined manually, modified and dumped to the Log 
File for record. 

Two tests were executed to demonstrate testing from remote site. One of 
these was the Quality of Service (QOS) test which is briefly described here 
for illustration of the main principles involved. There are two tests 
corresponding to the QOS negotiation, one for which the connection is 
initiated by the Active Tester and one by the Responder. These tests 
enumerate the possible values of the max TPDU size parameters of the CR and 
vary the QTS req parameter of the T CONKEtT rig primitive. QOS tests are 
done with c6Fsecutive connections, Une per liOS value applied. Figure 3 
illustrates the sequence of PDU's and primitives for the test initiated by 
the Active Tester. The sequence is repeated each time increasing the 
TPDU size parameter of the CR, starting with the default value. The 
enuMFration is stopped when the TPDU size not supported by the IUT is 
reached. 
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GERMANY 

X.21/TTX \ 	ye 	X.25/X.29 

DARMSTADT 
GERMANY 
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Public 
'X.75 	'Packet Switched 

Networks 
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'X.1 

OTTAWA 
CANADA 

CANADA 

Public 
Une  Switched 
Networks 

TTX-device 
Siemens  T4200 

Li ne  mude 
terminal 

SIEMENS/FRG 	 GMD/FRG 

Joint Venture of Siemens and GMD  

to Demonstrate  

Open Computer Communications  

Dr. K. TRWL, GMD 
I. Survey  

Siemens and GMD (a German National Research Center for Mathematics and 
Data Processing) work closely together to promote open communications. 
Within the field of computer communications Siemens computer systems are 
prepared to handle CCITT- and ISO-defined protocols and CCITT-regulated 
TELEMATIC-services. At this conference it will be shown that TELETEX-
communication between a dedicated TTX-device and a Siemens mainframe is 
possible and that TTX-letters on the host side can be produced and re-
trieved over a line mode-terminal attached to an X.25-network. 

II. Configuration  

The demonstration comprises the following configuration: 

Mainframe 
Siemens 7.541 
with FEP 9687 

Fig.1: Configuration 

Fig.1: Configuration 
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TTX-User-Agent 

1  
TTX-Message Transfer Agent 

Layer 5-/ 
S.62-Protocol Handler 
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Layer 4 

Layer 1-3 

S.70-Protocol Handler 

X.21 	X.25 

7.541 

Fig. 2: 

Siemens Mainframe 7.541 

with FEP 9687 

9687 

SIEMENS/FRG 	 GMD/FRG 

The TTX-terminal is connected to the TTX-network, which is a circuit 
switched network operating at 2.400 bps, both in Canada and Germany. The 
line mode-terminal reaches the PAD (Packet Assembly Disassembly Facili-
ty) of the packet switched network via the public switched telephone 
network. The PAD converts the X.28-protocol of the terminal into the 
X.25/X.29-protocols within the packet-network. 

The Canadian packet-switched network is coupled with the DATEX-P-network 
in Germany, following the CCITT recommendation X.75. 

The Siemens mainframe 7.541 in Darmstadt/Germany is directly connected 
to the circuit and packet switched public networks.The differences of 
the interfaces to these networks are handled by the front-end communi-
cation processor TRANSDATA 9687, the higher protocols by the host. The 
TTX-application is implemented in the host (see fig.2) and consists of 3 
parts: 

- the S.70 transport protocol handler (organized as permanent process) 

- the TTX-message transfer agent (TTX-MTA) handling 
the higher layer TTX-protocols according to the CCITT-recommendations 
S.62 and S.61 (organized as permanent process) 

- the TTX-user agent (TTX-UA), which allows user access from local or 
remote terminals, also including X.28-terminals connected to an X.25- 
network. 

Circuit Switched Packet Switched 
Network 	Network 
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SIEMENS/FRG 	 GMD/FRG 

III. Main Aspects  

1. Usage of CCITT-regulated protocols and services  

CCITT-defined protocols and CCITT-regulated services are excellent 
means for open communications and are a guarantee for compatibility. 
Siemens has always promoted open communications and has aimed for 
direct support of CCITT-defined interfaces and protocols as a natural 
part of its systems. The GMD, also interested in developing and sup-
porting open communication services, produced pilot-implementations 
of these protocols and interfaces in order to offer CCITT-regulated 
services as early as possible. This demonstration shows that world-
wide communication over various public networks and by means of dif-
ferent kinds of terminals, protocols and services is easily obtainab-
le, if CCITT-recommendations are observed. 

2. TTX-software integration in the mainframe  

TELETEX as an important communication service, based on the CCITT-Te-
letex recommendations, should not only be possible between dedicated 
TTX-devices or TTX-capable textprocessing systems. 
Many textprocessing applications are running on mainframes and there-
fore it becomes more and more important to open host systems to the 
TELEMATIC-services. 
The integrated support of CCITT interfaces and protocols within the 
mainframe in contrast to the 'black box'-approach with external adap-
ters, is the more attractive and flexible way of supporting communi-
cation services, because it offers full access to the session service 
interface and allows therefore to upgrade e.g. a TELETEX-implementa-
tion to TEXTFAX (CCITT S.a) or Message Handling (CCITT X.400ff). 

3. Global network service and network independant hi9her level protocols  

Our TTX-implementation makes full use of the advantages of the net-
work independant transport protocol S.70 (identical with the ISO 
transport protocol class 0). 
The sanie software can be used for communication over different kind 
of underlying networks since the network service offered by them is 
the same when the CCITT-S.70 conventions are observed. This 'global 
network service-'concept (each network should provide the same net-
work service) is not only promoted by the CCITT, but also by ISO. 
It is therefore possible to have a TELETEX-communication over line 
switched networks as well as over packet switched networks. 

4. Transport- and session-service interfaces for programmers  

The communication software in the mainframe has been constructed in 
such a way that the transport service or, in addition, the session ser-
vice is offered over general purpose interfaces. 
This is important in order to allow easy implementation of further 
newly invented communication applications: they can be implemented as 
user programs on top of the available transport and/or session 
services. 
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/2627-6151854=GMDDA 	/84-05-25-15:39/001-001 p 3029-5011082=sil 
From 
B. Struif, GMD Darmstadt, Rheinstr. 75 
W. v. Pattay, Siemens AG Munich, Otto-Hahn-Ring 6 

To 
the Participants of the 2. Conference on Introduction 
of Protocol Standards of OSI 

Ladies and Gentlemen, 

we are happy to have you with us for this demonstration 
of transatlantic communication, using internationally 
standardized communication protocols at all levels. 
Different kind of networks as well as different kind 
of end-systems are envolved. 
Teleprocessing uses public telecommunication services! 

If you are interested in a dialog with us or if you 
are looking for further information, please send us 
your address by using the demonstration equipment or 
contact one of the following persons present on the 
conference: 
Mr. Wortmann 	German Ministry of Interior, Bonn 
Dr. Truoel 	GMD, Darmstadt 
Mr. Haberzettl 	Siemens, Munich 

This letter was produced on the Siemens mainframe 7.541 
in Darmstadt/West-Germany. 

Yours sincerely 

Bruno Struif 	Walter von Pattay 

Darmstadt/Munich, 25.5.84 
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NATIONAL LIBRARY OF CANADA  

INTERLIBRARY LOAN (ILL) PROTOCOL & ILL WORK STATION 

G.V. Bochmann, University of Montréal 
L. Swain, National Library of Canada 

The National Library has developed a prototype automated ILL workstation based 
on a standard protocol compatible with the Open Systems Interconnection (OSI) 
architecture. 	This protocol specifies the message formats, message types and 
sequences of message exchange. The prototype that has been developed provides 
user-friendly message preparation and control of ILL transactions. 	A common 
delivery service interface was developed to access two telecommunications 
services: 	Fnvoy 100 (Bell) and FOS (CNCP). 	The ILL protocol and prototype 
software will be tested in 1984 and general release is expected in spring 
1985. 

ILL PROTOCOL 

The ILL protocol uses a common interface to commercial message delivery 

services and uses the OSI lower layer functions as provided by the various. 

telecomunications services. The ILL protocol is intended primarily for use 

with intelligent workstations capable of automating some aspects of ILL 

transaction processing such as message preparation and status reporting. 

However, it is also sufficiently flexible to permit the use of less 

sophisticated equipment .e.g., dumb ASCII terminals and Telex/TWX devices. 

The format specified for ILL messaging is based on an internationally accepted 

format for trade document interchange, i.e., the format provided in the 
"GUidelineS for Trade Data Interchange developed Within the United Nations 

Economic Commission for Europe" (GTO1). The message format is compatible with 

Telex/TWX to accommodate the projected 3 to 5 year use of such machines 

following inauguration of the ILL service. At the same time, the format is 

machine  processable, permitting automatic preparation and interpretation by 

intelligent F%vi:eS particularly for automated forms filling. The format is 
sufficiently 	flexible to permit message preparation in 	a number of 

envi  ronments.  

The data  «lents used in the message format were adapted from the ILL service 
specification and the ISO nata Element Directory for ILL applications being 
developed by ISO/TC46.1.SIWG1. 

The ILL protocol is one of several draft protocols for bibliographic 

applications that are under development at NLC. A number of Canadian library 

representatives have been asked to serve in a consultative/advisory role for 

these developments. The membership of the ILL Development Advisory Group 

which is intended to represent a broad cross-section of the library community 

includes titiclnal Library of Canada; CISTI; Carleton University; Canadian 

Library  Association;  university of Alberta; Université du Québec; Ontario 

Ministry of Citizenship and Culture, Libraries and Community information 

Branch;  Hl- LAS;  nova  scotia Provincial Library. 
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PROTOTYPE ILL WORKSTATION 

fmong the nany features supported by this prototype workstation are the 
following: 

- it facilitates message preparation by enabling the user to enter 
information, in a structured manner, into attractively displayed forms; 

- it verifies the arcuracy and cempleteness of entered information and ensures 
the legitimacy of messages according to the current state of an ILL 
transaction; 

- it allows message preparation one at a time or in batches; 

- it takes care of the details of message transmission -- the user does not 
have to worry about how messages arrive at their destinations, only who to 
send them to. 	Nor does the user need to worry about the format of 
transmitted nessages; this is handled automatically by the system; 

- it keeps track of the status of all outstanding loan transactions and 

permits the user to retrieve such information. For example, the system can 

display and print a summary of all loan requests from library with symbol 

code 00XX tha': are OVERDUE; 
- it permits unUended reception of messages at user-specified times without 

requiring subscription to the costly auto-delivery option provided by common 
carrier electronic mail services; 

- it permits automatic printout onto blank paPer of received ILL messages, 
thus elininating the need for pre-printed forms; 

- it provide -, a friendly menu-driven user interface which allows the user to 
select and initiate various system activities in a convenient fashion, while 

providing short-cuts for the experienced user who knows the activity 
selection sequences and wants to minimize delay; 

- it includes an extensive help facility which provides detailed explanations 
of menu selections and error messages; 

- it allows a user ('. ith proper authorization) to view and update the contents 
of the directory of ILL participants; 

- it provides two levels of access control (system and user) to ensure that 
the system is used only by authorized personnel; 

- it supports many other utility functions which facilitate ease of use; 
- it will provide a bilingual version in general release. 

600 



III  

INTERNATIONAL CONFERENCE ON INTRODUCTION 
OF OPEN SYSTEMS INTERCONNECTION... 
--Proceedings. 

TK 
5105.5 
165 
1984 

DATE  DUE  
DATE DE RETOUR 

LOW1MARTIN No. 1137 




