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1. Introduction

Computer communication protocb1s ave‘used‘for ddta ¢ommunie
catwons and d1str1buted data processing. The widesprédd dpp1icatioh.'
- of such systems and the 1ncreas1nq need - for 1nterconnectxon and
'interchangeab1111y of sysiem components makes compat1b111ty an. 1mp0rn1 ,~
tant issue. During the elaboration of protocol standards»for dapa
commun‘icatibn9 the CCITT ahd the subcowmittées SC-6 and SC 16.of
ISO/TC 97 have 1dent1f1ed the need for more prec1se protoco1 descr1p~_
~‘t10n methods A prec1se description of a protoco1 is needed during. .
its design, as a reference document for - the ana1ys1s of its corwectu
- ness and eff1c1ency The: same reuerence documeni may serve 1atew
- as the basis for the impiementation of the pronoco? in d1fferent
‘,systems The descr1pt1on 01 “the protocol standard 15 useds 1n add1t1on9 ,
to judge whether a g1ven protocol 1mp1ementat1on meets the requ1wements o
" of the atandard S1nce a protocoT descripc10ﬂ in p1a1n Tanguage, as
‘used for most ex1sn1ng snaﬂdardss1s usua11y not very preulseg often

incomplete, or contains: ambigu1tics9 it is not the best: candtdate for
,the reference document ment1oned ~Formal protocoT descript1on methods d
have been deveioped to overcome the d1ff1cu1ties of" natuwa? language

descrwpuions [1] .

Alreddy sofme k1nds of state d:agrams ‘have been,used for
__descr1b1ng formally some aspects of certain proLocoT staﬁdards

[2, 3, 4] These approaches to more prec1se proLOLoi descr1pt1ons}»
'seem to go 1n the w1ght dwecﬁwﬂ9 a1though ln the case of the
:packet 1evel procadures of X.25 scme d1ff1culi1eg hdve been pointedl

out for the state. diagwam approadh Laken [b 7]






The objective of this study is to advance the app11cat1on of
formal description methods for obtaining precise spec1f1cat10n of
ﬁrotocol‘standards, and in particular, to determine a formal description‘
method based on state diagrams suitable for use in 150 and CCITT9~taking

into account existing description methods.

2. . Results of the Study

The main result of the study are. the contributions to IS0
“and CCITT given in the Appendices and commented_on below. They contain

theff0110w1ng three points which go beyond prevjous work 1in the area:

-{a) Principles for the specinication of communication sevv1ces and

Ergggggig. Within the context of a layered arch1tecture of communica°=
tion systems, as developed in the 1SO Subcomm1ttee on "Open Systems

“Interworking” (TC‘97/SC 16) and the CCITT Special Rapporteur's Group |
on "Layered Models of Pub1fc Data Network Services Applictions"-(Study
 Group VII), the 1mp0rtahce of service specifications and formal protocol .
specifications, and their relationship within;ﬁhe aréh1te¢tuvea haVe

been pointéd out. ({See Appendices 1, 2 and 4).

(b) Towards a language for formal protocol specifications:

-The contributions point out a general method, and an approach to. -
"deve1oping a language for describing protocols, baSed 6n;ﬁhe differéht
approaches to formal descriptions mentibned above, This method is
‘demonstrated by a formal description of the link set-up and clearing
procedures of the LAP B of'ons (Tevel 2}, (See Aphendices Tg 3 and
4). '




(c) Communication seryice:descriptions: A possible method for formally
Spécifying communication serviCes is presented, It is demonstrated by

a description of the Tink layer service provided by an HDLC protocol
(see Appendices 1, 2 and.4)° We note that the methbd has also been

used for describing the service of a transport protocol [8, 9] .

The paper of Appendix 1 was submitted to ISO/TC 97/SC 6
- Working Group 1 meeting in February 19799.as a f0110w«up to previous
cohtributions from Canada [4] and Germany [5] on the state diagvam

description of HDLC.

The papers of the Appendices 2 and 3 were submitted to the
CCITT/SGVIT Special Rappokteur's meeting On‘fLayered Models..." in
February 1979. | |

The paper of Appendix 4 is a Canadian contribution to"ISO/TC 97/
SG 16. It is written in the form of a comment on the ReferencéjMode1
for Open Systems Architecture (SC 16 N 117, November 1978) and suggests

improvements to the text of its Annex E on "Fromal Description Techniques'“°

3. Conclusions and future developments _‘

‘As a general conclusion we note that the results of this
Study represent some -small and, hopefully, usefuT contribution on a
long way to go. Although fost individuals and groups involved in the’
design of communication protocols and standards. find the work on formal

description techniques impohtant and useful, this work is usually




considered an item of lower priority comparedlto the development

of the communicatioh procéduves and protocols of the systems.
Theretore only few 1nd1vidua1s-and.groups are actively involved in
this work.u In order to follow up the contrﬁbutions made by this study,

we foresee thé following points for further study:

(a) In coi1aboratién with the interested parties within Working
Group 1 of 1S0/TC 97/SC 6, to e1abofate a Comp‘lete9 formai
specification of the HDLC Tink layer protocol (balanced and

unbalanced case).

;(b) To aﬁpTy the principles and description methods‘prbposed in _‘
the Appendices 2, 3 and 4 to other existfng pwotoc61 standards,
and new systenms undef develppment. ‘In particuTaP:v | |
(b]) Forma'l (aﬁd preciée) description ofvthe‘V1rfUa1 Circuit:

"end-to-end" service. o | |
- (b2) Precise descriptions of the sgrvices‘provided‘by the
transport, SeSSion‘and presentation control iayevs of the
Open Systehs Architecture (IS0) or Public Data Nétwork
Service Applications (CCITT). | :
(h3) Application of formal protocol descbiption techniques

during the design of new protocol standards.

(c) To develop verification tools for system designs that use the

proposed formal description methods and language.

(d) To.develop methods for verifying that a reé1‘system9 which
implements a standard Tayered architecﬁgve; abides 10 the

rules of the given communication standards.
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ISO/TC97/SCG N § 5 ED“%*
January 19/9 )

IS0
INTERNATIONAL ORGANIZATION FOR STANDARDIZATION
ORGANISATION INTERNATIONALE DE NORMALISATION -
TC97/5C6

DATA COMMUNICATION: PROJECT 16

Source: Canada

Title: Comments on state diagram descriptions

T. Introduction and. conc1usf0ns

Proposals for developing a state diagram description of the HDLC elements
and classes of procedures were veported in documents N1569 and N1543. The
present paper develops further certain issues which were brought up in

the mentioned documents. The main conclusions are the fo1low1ng'

- For ease of understanding, the protocol description shou1d be
structured 1nto severa] modutes.

- An exact uef1n1i10n of the communication service provided by the
= protocol should be developed (possibly in collaboration with SC16).
The provision of the service should be exp11c1x1y shown by the state
diagram description.

- The mentioned documents agree in- many pOThLS There are differences
- in the format (but not meaning) of the descr1pt1on language, in the
functional interfaces between the modules, and in the amount of -

detail to be 1nc1uded in the descr1ption

= The state d1agram description should have a one-to-one correspondence
with the HDLC stdndarq
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2. Modular structure

2.1 The state diagram description should be structured into a:humber of
modules, with the result that an HDLC station is built out of a certain
number of such modules, some of which are optional.  The following modules
are identified: -

1. AResponse mode control module (determines response mode and P/F bit
control). The following module types are-distinguished:

(a) Primary

(al) two-way alternate mode
(a2) two-way simultaneous mode

~(b) -Secondary in NRM"
(c) Secondary in ARM

. 2. Link set-up and disconnection modu]e The following module types are
d1st1ngu1shed - : :

(a) Unbalanced primary
(b) Unbalanced secondary
(c) Balanced

3. Information sending modu1e Depend1ng on the complexity of the. check~
‘pount1ng operation, the f011ow1ng module types may be d1sx1ngu1shed

(a) General

(b) NO-REJ (on1y app11cab1e with a No-REJ type of 1nf0rmat1on :
receiving module in the opposite stat1on) .

(c) Simple (only app11cab1e with a response mode contro1 module
of type (al) or (b) in the saime station).

~.4. Information receiving modu1e The f011OW1ng moduTe types are
d1st1ngu1shed . . . ,

(a) No-REJ
(b) With-REJ
'etcf

5. Optional modules, such as Identification, OnenwayrReset§~etc..
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12,2a,A typical HDLC station contains
L. a_response mode control module,
- a link set-up and disconnection module, and | | .
© -~ -an information sendiné or receiving moduTe (or both) dépending on the neéd;-‘

For .example, an HDLC station following the balanced class of procedures
(DP 6256) would contain modules of the types 1 (a2), 1 (¢), 2 (c),
3 (a), and 4 (b). ‘ A

3. Link layer service definition

3.1 IS0/TC97/SC16 is developing a layered architecture for Open Systems
. (see for example SC16 N117 or SC6 N1727) in which the HDLC classes of

procedures are typical protocols for the link layer (layer 2). The part
of the Tink protocol to be described by state diagrams (i.e. the rules
for sending commands and responses) represents only a sublayer within
the link layer, as shown in the figure below. ' ‘ §

layer 3 o o
[ e e rules for sending commands and responses
layer 2$ - PR N coding of commands and responses |
PR N transmission error detection
: \‘ . e . | frame delimitation and transparency
'layer 1 DR : | : ' ’

3.2 It is important to give an exact specification of ihe communication
service provided by the Tink layer to the layer above. The service is -
provided through the upper layer interface. Different forms of interfaces
‘may be adopted in different systems. Therefore the definition of the ser-
¥1ce should be, as much as possible, independent of the particular inter-
ace. » ~ -

3.3 As an example, Annex 1 gives a definition of the service provided

by an HDLC protocol. The definition uses a set of abstract "service

primitives”. A service primitive is an element of the provided ser-

vice? making abstraction from the particular interface. A service -

p?1m1t1ve may be invoked (i.e. its execution may be initiated) by either

- side, the link Tayer or the layer above. It -may provide for the . ' :
exchange of parameter values. o .
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3.4 The way how tho service is provided by the protocol may be
defined by including, in the state diagram description of the protocol,
the execution of the service primitives. As an example, Annex 2 .
shows how the service primitives defined in Annex 1 could be included
in the descr1pt10n of the Tink set-up and disconnection module given

1n N1543.

4, Module interfaces -

The following module interfaces must be considereéd:

4.1 The layer interface through which the communication serv1ce is prov1ded
£0 the next higher layer (see sect1on 3). A

4 2 The interface to the next lower sublayer of the 11nk 1ayer for send1ng
and receiving commands and responses.

4, d Inter-module = functional 1nter1aces must-be defined in the.étate diagram
~descr1pt1on '

4.4 The interface with the 1ink manager is 1mp1ementat1on dependent (not
spec1f1ed by the HDLC standard)

'5: Comparison of state diagram description languages

5.1 The description languages used in N1569 and N1543 are based on similar
concepts: The state of a module is defined by the place of a "token" in a
diagram and the values of certain variables. -When certain conditions are
satisfied, transitions may be triggered, which involves the executson of an
Aact10n and changes the state of the modu1e

5.2 “In both cases, . a rudimentary high-level programming 1anguage is used
“to describe the conditions and actions that relate to the variables.

. 5.3 N1543 uses a simple state diagram plus a table containing the definition
. of conditions and actions for describing the transitions, whereas N1569

uses annotated state diagrams, including the definition of conditions and
vact1ons in the d1agram Both methods are equ1va1ent

_ 5 4 The functional interfaces between the modules of a stat1on (point 4.3 ‘
~above) are described differently in the two documents. SRR

6. Equ1va1ence between the state diagram descr1pt1on and HDLC standard
specif1cat10ns _ . :

6.1 It is proposed, that a state d1agram protoco] descr1pt1on shou1d be
developed which corresponds to the HDLC standard specification. It.
should also consider the operat1ons at the layer interface througn wh1ch
the communication service is provided to the “user“. : :

6.2 In addition, a more deta11ed description. cou]d also be usefui as an
1mp1ementat1on guide.

6.3 The protocol descr1pt1on of document N1569 contains many deta1]s which
may ge gart of an 1mp1ementai1on guide, but wh1ch are not spec1r1ed in the
stan ar A




- -  1S0/TC97/5C6 N1764

Annex 1: Service provided by an HDLC protocol

.30
¢

- %=

+
¢
)

List of service primitives (at the layer interface of a given station)

SM : Set Mode primitive -initiated by the ent1ty using the service

(in Tayer above)
SM : Set Mode primitive>initiated by the HDLC station

uns. SM : Unsuccessful Set Mode primitive

DISC : disconnection initiated by ...

'DISC : .disconnection initiated by .

Send (data): primitive for sending a data block

Receive (data): primitive for receiving a data block

Status functions

- c¢ircuit-inoperable : true..false (becomes true after "too many"
retransmissions) C ‘ -

- outstanding : 0..7

~ not- yet sent 1ntegér

Notes: (a)  The arrows ™" and ™" 1nd1cate which Tayer 1n1tiates the

2‘

primitive. "™ means "" or ",

ib; The status functions do not influence the operation,

¢) The " Send" and " Receive" primitives are provided by the
Information sending and receiving modules, respectively.
The other primitives are provided by the Tlink set»up and
disconnection module

Local rules for using the primitives

The possible orders of execution for these primitives at a given -
station are defined by the transition q1agram below. The data
- parameter of the Send or Receive primitives is arbitrary, provided
its length 1s not too long (€ 2 max).. The status functions may -
“be called any time (between the execution of primitives). ‘

3 SM
r"m-ﬁ%‘ ,,us"’"“"'" mwm%\‘
Dis~ X T e
connected |- ¢ uns.SM ..
o
}ﬁ' DISC

2

¢ nsQSM

Note: This diagram represents an abstraccwon of the opovation of

+he HDIC orotocol at the given station.
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Global properties of the service primitives

(a)

(b)

(c)

For each (successful) Set Mode primitive executed at the end of
the 11nk where it is initiated, there is at least one executicn:
of such a primitive at the same time at the other end.. (This

{s not in general true for the DISC primitive; for example, in
the case of a circuit failure, a primary station may execute.the .
DISC primitive without the secondary noticing), ‘ -

The sequence of data parameters passed by the Receive primitives
between two consecutive Set Mode executions is identical to the
sequence of the first data parameters passed by the Send primitives
at the opposite side of the link between two corresponding

Set Mode executions. ' . \ S

Refering to (b) above, if n_ and n_ are the numbers of Receive
and Send executions, respecgivelygsthen (n_ - n.) is =0, and
11es between not-yet-sent and (not~yet«sen§ + oUtstanding).
(iae.-(nS - n%) data parameters (data blocks) are lost).
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Annex 2: Service primitives in the protocol definition

The service primitives defined in Annex 1 may be included in the def1n1t1on
of the link set-up and disconnection module, given in section 5 of the Annex
bf N1543,. by making the following changes to the protocol description:

(a) For the primary station:

(al) Include “LSM—request“ as additional concxtton (enabling pred1caLe) ‘
of the SXRM transition, '

(a2) Inc1ude " DISC- request“ as add1tiona1 condition of the DISC
transwt1on : 4

(a3) Include "SM- confirm" as add1t10na1 action of the UA transwt1on
starting in the Wait-for-SXRM-ack state.

(ad) 1nc1ude WDISC~confirm" as additional action of the UA trans1t10n
starting in the Wait-for-DISC-ack state

(ab) Include an additional transition from the Wait-for-SXRM-ack state
- to the Disconnected state, with the enabling predicate "circuit

inoperable" {which is 1mp1ementat1on dependent) and the action
"SM-failed".

(b) For the secondary:

~(b1)  Include "MSMY as additiona1 action of the SXRM transition.
~ (b2) Include "TDISC" as additional action of the DISC transition.

Notes:

(1) The ™SM" (or "¥DISC") service primitive is realized by the succession
of the signals "\ SM-request" and "iSM-confirm" (or "$DISC-request"- and
"W DISC-confirm", respective]y) Similarly: "¢uns SM" §s realized by
"} SM-request" followed by '} SM-failed".

(2). The possibility that the secondary station requests a disconnection

: by sending a DM frame is not included in the description of N1543.
Therefore, in this case, the "'DISC" primitive is only executed in
the primary station, and the "$DISC" primitive only in the secondary.
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Question: ~ New/VII R _ ‘ Original: English

| Dateﬁ January 1979
SOURCE: Debartment of Communicationé: Canada
TITLE: Some principles for the specification of communication

services and protocols.

1. Introduct1on _ - ' . - 'i

1.1 Th1s paper was prepared by a Canad1an expert at the request of . the.
Federal Department of Communications. The purpose of this paper is to
expose some principles which should be followed when writing specifications
for communication services and protocols. The paper shows a direction for
developing a general method of writing formal service and protocol
specifications, which should contribute to the improvement of the quality
of descriptions of standard specifications. This paper concentrates on
general principles and the specification of layer services. A companion
paper ("Methods for exact protocol spec1f1cat1ons") cons1ders methods for
.forma] protoco] specifications.

1.2 The paper relates to points 8 and 9 of Attachment I of Annex -1 .of
COMVII No. (Report of. the First Rapporteur Meeting on Layered Mode1s )
to point 2 of Annex IT, and points 1 and 5 of Annex IX. '

1.3 As examples of formal specifications, the Appendix contains a
specification of the service provided by the X.25 LAP B link layer, and a
~spec1f1tat1on of the LAP B 1ink set-up and d1sconnect1on procedure is
g1ven in the companion paper. :
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2. Conclusions

2.1. The architectural model for PDN services should be developed to
include exact specifications of the services prov1ded by each of the
identified layers.

2.2. The definition of a layer service includes three parts: (a) the
list of abstract "service primitives", (b) Tocal rules for using the
service, and (c) global ("end—touend") propert1es ‘

2,3. The definition of the service provided by a given layer is-an.
abstraction of the 1ayer and the Tayers below. It is the logical
basis for the operation of the layers above, and serves as reference
for the validation of the protocol. .

3. Specification of communication standards

3.1 What should the description of a communication system layer include?

The following elements should be defined for each standard communica-
tion system layer within the architectural modeT of PDN services and
applications:

(ag Relations between entities, connect1ons, etc which exist within
the layer and their relationship to such objects in the adJacent layers.
In particular, this part deals with multiplexing.. :

(b) The service prov1ded by the Tayer
(c) The service required from the layer beTow

(d). The protocol followed by the entities of the tayer. ‘

The protocol is usually defined by giving specifications for the

entities of the layer. This includes the specifications of

(i) the format of the data-units exchanged between the entities
through the layer below, and

(i1) rules determ1n1nq the order in which these data units may be

- exchanged in order to provide the service of the layer.

»3.2. "General principles

3.2.1. The remaining part of this paper concentrates on methods for
formal specifications. Formal specifications -of layers and entities
~seem to be necessary for obtaining workable, exact and non-ambiguous

. communicat{on standards. However; formal specifications should be
complemented with informal descriptions of why's and how's, written in
natural Tanguage with diagrams, examples, etc. -
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3.2.2. It is probably necessary to dispose of seyeral levels of
descriptions ranging from high level (probably incomplete and ambi-
guous) to detailed, complete and unambiguous levels (probably not.
easily legible). ‘ o :

4,

Exact service definitions

3.1.

The following considerations relate to points (b) and (c) of section .

4.1. Abstract service primitives

4.1.1.

" The service of a layer is provided through the upper Ta er

interface. Different forms of interfaces (for the same service) may
be adopted in different parts of a distributed system. Therefore the
definition of the service should be, as much as possible, independent

of the particular interface through which it is provided.

4,1.2. A pbssib1e~method is to define a'parti¢u1ar service by a
set of abstract "service primitives". A service primitive is an

- element of the provided service, making abstraction from the parti-

cular interface. A service primitive may be invoked (i.e. its -execu-
tion may be initiated) by either side, service providing and using
layers. It may provjde for the exchange of parameter values.

4.1.3. As an example, the Appendix contains a list of service -
primitives for the service provided by the X.25 LAP B layer to the
X.25 packet layer. - ' o *

4.2. Order of execution

4.2.1.

Usually, the service pﬁimitives that may be executed by .a

given entity may not be executed in an arbitrary order and with arbi- °
trary parameter values. The permissible executijon orders and para-
meter values must be defined. This involves (&) local rules, and (b)
global "end-to-end" properties. The global properties are essential

for defining the communication service.

4.2.2. These considerations are illustrated by the service provided
by the X.25 LAP B layer (sece Appendix). A local rule , for example,
states that the DCE must execute successfully the Set Mode primitive
before it may execute a Send primitive for sending a packet over the

Tink.

Global properties, Tor example, state that the successful execution of

a Set Mode primitive by the DCE 1s always accompained by a simultaneous
execution of such a primitive by the DTE, and ‘that the next Receive
primitive at the DTE delivers the same packet to the packet Tayer

which was provided as parameter for the execution of the Sénd primitive.
at the DCE. o
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5. Specification of protocol standards

The following considerations relate to point (d) of section 3.1.

5.1T. A formal specification should be a generative definition, i.e.
such that all possible interaction sequences may be generated.from the
definition. This is in contrast to time- -Space sequence diagrams and
similar methods which ave useful for showing certain features of a
protocol, but only define some possible interaction sequences.

5.2. Only those aspects of the operation of the entity should be
defined which are required for obtaining compatibility with the

peer entities. Clearly, additional aspects of the operation could be:
described, but these aspects should rather be called "possible impie-
mentation choices" or "implementation guide" (and not be part of

the standard).. .

5.3. A genera1 approach to formal, generative prototoT description s
expTa;ned in a companion paper ("Methods for exact protocol specifica-
tion" ' a o

5.4.1. We note that the specifications for a communicating entity, which
include specifications for the interaction with the entities in the
layer above, cOntain more details than the definitions of the service
primitives and their Tocal rules of execution at the service interface.

- 5.4.2. For example, the local rules for using the service of the

X.25 LAP B layer, given in section 3 of the Appendix, do not contain
all the details of the LAP B protocol, as defined in X.25. They are
much simp1er, and easily derived from the spec1f1caL10ns of the LAP B
entity9 given in the compan10n paper.

5.4.3. The protoco1 of a layer may be validated by show1ng that the -
global propertwes of the service provided can be deduced from the
operation of communicating entities and the propert1es of the service
provided by the 1ayer below.

4.4. Therefore, the specification of the service of a given layer
1s an abstraction of the protocols which- are executed in the given
layer and the layers below.
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APPENDIX |
‘Service provided ‘by the'LAP'B'léyer of X.25

- 1. List of service primitives (at a local service interface):

4 SM : Set Mode primitive initiated by the entity using the service
(in layer above) (only in DTE) o '

+ SM : Set Mode primitive initiated by the entity of the layer in

“question (only in DCE) o

uns. SM : unsuccessful. Set Mode primitive (only in DTE)

DISC : disconnection initiated by ... (in DTE and DCE) .

DISC :  disconnection initiated by ... (only in DTE)

Send (data): primitive for sending a data block

Receive (data): primitive for receiving a data block

Status functions:

- circuit-inoperable: true..false (becomes true after "too many"
retransmissions) - o

- outstanding : 0..7

- not-yat-sent: integer

Notes: (a) . The arrows "t" and "4" indicate which layer initiates the
primitive. ™" means ™" or "". ,
(b) The status functions do not influence the operation.
(c) The " Send" and " Receive" primitives are provided by the
information sending and receiving modules, respectively.
The other primitives are provided by the 1link set-up and
disconnection module o -

o

2. Local rules for using the primitives

-The posstble orders of execution for these primitives at a given
station are defined by the transition diagram below. The data
parameter of the Send or Receive primitives:is arbitrary, provided
its Tength {is not too long (< £ max). The status functions may

be called any time (between the execution of primitives).

S 4 ——
T | —— X" ¢ Send (data)
s A ————
Dige L %“““:3% Connected.
s T4 ouns . SM ‘
connected | : » . Recai data)
e YR Receive (data

s

+

"
%3



| AMIg=-2,2
- 20 - -

Global properties of the service primitives

(a)

()

(c)

For each (successful) Set Mode primitive executed at the end of

~the 1ink where it 1is initiated, there is at least one executicn

of such a primitive at the same time at the other end. (This
is not in general true for the DISC primitive; for example, in
the case of a circuit failure, a primary station may execute the

- DISC primitive without the secondary noticing},

The sequence of data parameters passed by the Receive primitives
between two consecutive Sét Mode executions is identical to the
sequence of the first data parameters passed by the Send primiti-
ves at the opposite side of the 1ink between two corresponding

Set Mode executions. '

Refering to {b) above, if n_ and n_ are the numbers of Receive
and Send executions, respec%ive1y,sthen (ng - ny) is =0, and
Ties between not-yet-sent and (not-yet-sent + outstanding).
(I.e. {ng - nr) data parameters are lost).
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Question: New/VII =~ . . , ‘ - Original: English
| Date: January'1979

- SOURCE: . Department Of Communications: Canada

TITLE: Methods For Exact Protocol Specificationé

3. Introduétion

1.1 This paper was prepared by a Canadian~expert at the . request of the
Federal Department of Communications. In view of the large number of
different protocols which are and will be developed for PDN services,
methods for exactly specnfy1ng these protocols should -be available.
Difficulties with using natural language protocol descriptions suggest
to complement plain language desar1ptions with exact formal spe-
cifications.

1.2 A general approach to formal protocol descriptions is presented,
which is based on the concept of "states and transitions”. The .
purpose of this paper is to point out the need for a formal protocol
specification method, and to suggest a general d1rcct1on for developing-
such a method. _

2. . Conclusions

2.1 Methods for formally specifying protocols exist. They give
rise to concise and exact definitions which are re1at1ve1y under-
standable. » :

2.2 Formal specifications Shbu?d be elaborated for the new protocols
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of the different layers of the Layered Mode1,iand should be considered
as complements to the protocol descriptions in plain language.

2.3. Tormal specifications of existing protocol standards should be
elaborated and could be added to the recommendations in the form of
an annex. . (The Appendix contains a partial spec1f1cat10n of the
X.25 LAP B procedures).

2.4, Agreement on a method and 1anguage for forma1 protoco] spec1f1-
cations 1s needed. For this purpose, the approach shown in the
Appendix is proposed.

3. Ffamework for formal specifications

This paper considers a layered system architecture, where the protocol

description is given in terms of a specification for the interacting

- entities (see also the companion paper "Some principles for the
specification of communication services and protoco]s")

3.1 A formal spec1f1cat1on should be a generat1ve deﬁmtmn9 i.e.
such that all possible interaction sequences may be generated from
the definition. This is in contrast to time-space sequence diagrams
and similar methods which are useful for showing certain features of a
protocol, but only define some possible interaction sequences.

3.2 To make the specifications of a given entity more simpie and
understandable, it is often advantageous to consider an entity to

"~ be buiit out of several modules; controlling different "sublayers",
each performing 5eparate "functions™. ‘ .

_3,3 An entity (or one of 1ts modules) is defined by its possible
states and transitions between these states. The possible states are
~ defined by . _
(a) a transition diagram (containing a finite number of "places"), ovr
(b) a set of variables (the "local variables" of the entity), each
of which may: assurme. a certain set of values, or both," (a) and (b)

3.4, At each 1nsxdnt in time, the entity eather is in one of the ,'
possihle states {defined by the places containing a "token" and/or

the values of the local variables), or executes a transition, 1n which

case the state is undef1nud

3.5. A transition.is'defined by (a) a condition which must be’
satisfied before the transition may be started, and (b) an action
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which is executed during the transition. The cond1t1on may depend on .
(al) the placement of tokens in the transition diagram*,

(a2) the values of local variables, and

(a3) received "signals” through the interaction with other Tocal

a entities or modules.

The execution of an action may invo]ve

(b1) a new distribution of tokens in the transition diagram*

Ebz) new values assigned to local variables; and :
b3) the sending of "sionals" to other Tocal. ent1t1es or modulés.

3.6. An exampie, defining the LAP B Tink.set-up'and~dﬁsconhection
procedure of X.25, is .shown in the Appendix.

'4. Local interaction between entities or components

This section is concerned with the interaction between entities

of two adjacent layers through the layer interface, as well as
interaction between entities or modu!es within the same layer through
a functional 1nuerface

4.1, The execution of a single "service pr1m1t1ve" (see definition in-
the compan1on paper), which, in an abstract form, describes the provi-
sion of an element of the service to an entity in the Tayer above, may
appear to the entities involved as several distinct "signals"

For example, a Set Mode primitive, initiated by the layer abOVe, is
realized by the succession of the SM request and SM indication signals
(see Appendix). ‘

4.2. Several other schemes may be useful for defining formally the -

Tocal interaction of system modules, such as for 1nstance :

- direct coupling [see ref. 1, 2] ,

- hierarchical coupling [see vef. 2 s3] s '

~ reading or vriting access to 10ca1 variables of other eniinies or
modules, .

- state linkage [see ref 41,

5. Possible repﬁesentations 0f‘forma1 specifications

5.1, Spec1T1caL1ens such as decribed in sect1on 3 may be represented

* We leave for further study whether only one token er d1agram is
allowed (transition diagram of "finite state" type? or whether the -
number of tokens may vary (as in the case of Petri nets)
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in many different, but equivalent ways. To simplify the reading of

such spec1f1cat1onsg it is important to adopt an appropriate repre-
sentation in which the specifications are written. An important objec-
tive is to obtain (as much as poss1b1e) concise and eas11y understandab]e
specifications. :

5.2. The following are some examp]es of represéntat1ons that have
been used for spec1f1cat1ons 1n a framework q1m11ar to the one of
section 3:

5.2.1. Use of a high-level programm1ng language, - for 1nstance spec1fy1ng
a transition by "when <condition> do <action>".

5.2.2. Naming transitions in a graphical diagram and def1ning the
transitions in a table, using elements of a programming language for.
specifying the conditions and act1ons [ see for example Appendix, and
ref. 21 . ' . ‘ _

5.2.3, Defining, within the diagram, the conditions and actions of the
transitions. [See vef. 4, 53 in ref. 5 actions are written into a box
to d1st1ngu1sh them 1rom cond1t1ons] :

5.2.4. Use of flow charts. This approach was adopted for the SDL
("Speccf1cat10n and Description Language" defined by CCITT, see ref. 6)
which may be adapted to the framework described in section 3
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" APPENDIX

‘Formal specification of LAP B 1ink establishment and

“¢learing procedure executéd by the DCE

-Transition diégram: When—p011ed

—~ When-DISC
dis- ‘
connected
When-DM | RN\ When-
. - DISC
—t 7/ When- Set-up Dis-
 FRMR DISC ‘ connect
condition '
FRMR--
repeated ,
‘ FRMR
,‘fnformation s
transfer
NS < |
Receive M. Transmit
New-
Packet

Local variables:

Count: 0..N2 {retransmission count)

V(S) : 0..7 send state variable)

VéR) ¢ 0..7 (receive state variable) -

v(B) : 0..7 %buffew state variable)

Unack: 0..7 last unacknowledged sequence number

When-pb11ed _

‘ _Time-out |

disconnected,
request

DISC-request

Only needed
during the -
information
transfer phase
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Definition of transitions

~Notation : X _stands for reception or transmission of an "X" frame
*depend1ng whether " X " represents a condition or action,: respectively.
(We note that the transmission error detection, frame format, frame
detimitation and bit stuffing are handled by sublayers of the

LAP B which are not described here). ~X stands.for the execution

of the service primitive "X" (at the layer interface abOVe) The

following service pr1m1L1ves are cons1dered
TtSM : Tink set-up or reset
“tDISC . Tink disconnection
*1SEND(data)*E sending a packet (data)
“*RECEIVE(data) . yeceiving a packet (data)
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Reference to
‘ ‘ ' ‘ s « - pertinent section
Name : Conditien ) Action o . of X.25
set-up - _SABM_ {received} . “1SM_::;NA_3 {send UA} - 2.4.5.
v - | V(S) = 05 Y(R) = 0;
‘ V(B) = 0 (reset buffer pointer);
. o . stop timer | |
Disconnect | _DISC_ {received} TADISCT 5 _UA 5 stop timer 2.4.5.3
When-DISC | _DISC_ {received} _DM_ {send DM} -~ . 2.4.5.4.1
When-polied | veceived poll bit = 1| DM_ : _
FRMR | ...(see X.25, | _FRMR_ {send FRMR } S 2,498
section 2.4.10) : o
When-DM _DM_ {received} “iDISCT ; - 2.4.9.4
FRMR- | received command - | _FRMR_ ‘ / 2.4.9.4
repeated except DISC, or - ' ‘ :
 DISC-request| ...(see X.25, “TRDISCT; DM : start timer; 2.4.9.3
. - |section 2.4.10.2) count = N2 L -
Time-out Time-out and DM _; start timer; ‘ 2.4.5.4.2

- \.tv’: . .
count’= 0. count = count - 1

Some transitions during the information phase

New packet | YSEND(data)” - lace data _parameter into V(B)th teception of
o - and buffery V(B) = V(B) + 1 " new data from
_ V(R) # Unack A the layer above
CTransmit © |V(S) # V(B) CI(N(S) = V(S); N(R) = V(R)3: - transmission of
‘ N - and ' information = V(S)th buffer) ; an I frame '
V(S) < Unack -+ . ' '
L moduius -2 V{§) = V(5) + 1 2
Receive - CTN(S)sN(R) sinf)_ TTRECEIVE (data = inf) 3 " reception of
. and ‘ -

V(R) = V(R) *+ 1; Unack = N(R) the next

SIN(S) = Y(R) expected I frame
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Source: Canada

Title: Coments on formal description techniques

1. Introduction and conclusions : o ' ' S~

This paper contains comments on Annex E of N 117 on formal description
techniques for specifying the Open Systems Architecture. The sections

2 through 4 of this paper apply to the sectiens E2 through E4, :
respectively, of the annex of Ni117. Most of the paragraphs of these
‘sections should be included in the text of the Annex E to the Reference
Model. ‘ : ' L :

‘2§ Need for service definitions

2.1 The definttions of the services provided by the different layers
of an Open System are an essential part of the specification of the
Open Systems Architecture. The architectural medel remains vague as
long as the logical chavacteristics of the layer services ave not
elearly specitiad, - o : :

2.2 Therefore, the precise definition of the Architecture should

include the parts listed below. This could be stated in a section

of ‘Annex £ of the Referance Model under the title "Elements constituting
a description of a computer communication architecture®. (The topic of
ﬁegtiﬁn E.2 of Annex. E of N 117 deals essentially with the first part
elow) . : : : '
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2.3 The following parts should be defined for each standard Open
System layev: ' '

(1) Relatfons between entities, connections, etc. which exist within
the Tayer and their relationship to such objects in the adaacgnt layers.

{2) The service prbvided by the Tayer}
(3) The service required from the Tayer below.

(4) The protocol followed by the entities of the layer.
“The protocot 1s usually defined by giving specifications for the
entitlies of the faver. This includes the specifications of
(4a) the format of the data-units exchanged between the entities
through the Tayer below, and :
(4b) vrules determining the order in which these data. units may be
exchanged in order to provide the service of the layer. -

“Defining a Tayer service

3.

3.1 The service of a layer {s provided through the upper layer inter-
faca. Different fovms of intertaces (for the same service) may be
adopted 1n different parts of a distributed system., Therefore the
definition of the service should be, as much as possible, independent
of the particular interface through which 1t is provided.

3.2 A possible method for specifying a layer service s based on abstract
"service primitives”. A service primitive is an element of the provided
service, making abstraction from the particular interface. A service
primivive may be {nvoked [1.e. 1ts execution may be 1nit1atad% by ,
etther side, service providing and using layers. It may provide for the
exchange of pavameter values, For specifying a particular service, a

sat of service primitives wmust be defined. :

3.3 For certain considerations, it is not necessary to distinguish
whether the service primitive is initiated by the entity using the
service or the entity providing 1t. (For example, a "confirmed caill
requast” and an "accepted Tncoming call”, in X.25, give rige to the
same connectdon). This should be supported by the notation for
service primitives (see for example Amnex 1).

3.4 Usually, the service primitives that may be executed by a given
entity may not be executad in an arbitrary ovder and with avbitrary o
parameter values. The permissibie execution orders and parameter values

must be defined. This favolves {a) tocal vules, and (b) global “end-to= = .
end” properties. The global properties are an essential part of the
communication service definition. o -
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3.5 These conbuderaLiOﬂ@ are 111ustrated by the exampie of Annex 1. /.
which gives a possible definition of the 1ink 1ayer service. The
definition {s structured into three parts:

263 11st of service primitives (fnm’s’z’ahzea .i‘e:z?mna*i;e, Send, Recezve) B

b) local rules,
(c) global properties.
A local rule, for example, states that an entity using the service
must execute successfully the Initialize primitive before it may execute
a Send primitive for sending a data unit over the link. Global -
properties, for example, state that the successful execution of a
Initialize primitive by one entity is always accompained by a simultaneous .
execution of such a primitive by the peer entity, and that the next.
Receive primitive executed by the latter delivers the same data unit
which was provided as parameter for the execution of the Send primitive
by the former. _ ;

.40’ Specification of protocol standards

4. General

4.1.1 A formal specification of a protocol should be a generative defi-
nition, 1.e. such that all possible interaction sequences may be
generated from the definition. This is in contrast to time-space
sequence diagrams and similar methods which are useful for showing
certain features of a protocoi, but on1y define some possib1e interac-
:tien sequeagﬁg .

45162 Only those aspects 01 the operation of the entity should be
defined which are required for obtaining compatibility with the . -
peer entities. Clearly, additﬁunal aspects of the operation could
be described, but these aspects should rather be called "possible
1mplem;ntat1@n chotoes® or "1mp3ementation guide“ (and not be part
uf the standapd) . A \

4.1.3 To make the speaﬁffcatians of a given entity more simple and
understandable, 1% {s often advantageous to consider an entity to be
buitt out of several modules; controlling different "sublayers”,

&ach perforining 5@p&mame “1ungtion¢“n .

4, e Use of pPOgDiU %pﬁai1icQtion&

4,2,1 For protocol v&%i;icam}nn during tha des%gn. The correct

operation oFf the protocoel of a layer may be verified by showing that

the global ﬁkﬂpe:ﬁ%@g of the service provided can be deduced from the

~operation of communicating Pnt1ui@s in ?h@ tayer and the propertie ot
the service pruviaad by the :ayer below. ~
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4.2.2 As a guide for designing real implamentations: OF course, 1t is
not forpidden to votiow the specitication of a protocol standard and
additional aspects of operation (see point 4.1.2 above) as a .
design example. In fact, 1f the architecture is properly done, .ii:.
achieving some "good" partitioning of function from the layeved struc-
tire concept, one may recommend such a practice. Nevertheless, a
number of technical differences between a protocol description and an
actual product, such as stemming from requirements for different levels
of parallelism, can be forsean. How close an actual implementation
will be to the correspending protocol description remains an implemen-
tation choice. o ) ' o - ,

4.2.3 For verifylng that a veal system abides to a standard architecture:
There seem to be three approaches to this verification, namely

(a) To verify that the system behaves in accordance with the
specifications of a proper set of protocols. :

" (b) To verify that the system functions correctly in a context where
it 1s connected with other systems that abide the Open Systems
Archi{tecture and protocois.

(¢} To record a log of the service primitives executed during the
v operation of the system, and to check that this log could have
been genevrated by a system abiding the Open Systems Architecture
and protocois. (Note: This approach seems to be easier to automate
than the other approaches. However, only the execution sequences
oceuring during some particuiar testing will be vgrified).

4.3 Methods for formal p?stac01 specifications

Agreement on a wethed to be used for the formial specification of the
protocols used in the Open System Architecture is desivable. The
Tollowing paragraphs present a possible approach to such a method.

4,3.1 Deseription of entities

4.3.1.1 The protocol of a layer {8 specified by defining certain rules
for the behayviour of the entities in tha layer. The behaviour o¥

an entity may be describad by the following model of statas and
transitions., . .

4,3.1.2 An eﬂtityQ{s defined by its possible ététesg and transitions
between these states. The possible states are defined by .
() a transition diagram (containing a finite number of. "places"), ov
{b} a set of variables (the "local variables® of the entity), each of
which may assume a certain set of values, or both, (a)and (b).

1
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4.3.1.3 Ai each instant {n time, the ent1ty e{ther 15 in one of the
‘possible states (defined by the places containing a "token" and/or

the values of the iocal variables), or executes a transitions 1n which
case the state is undefined

4.3.1.&4 A transition is defined by (a) a condition which must be
satisfied before the transition may be started, and (b) an actien
which 1s executed during the transition. The condition may depend on
' §a1) the placement of tokens in the transition diagram*,
azg the values of local variables, and
(a3) received “sfgnals" through the interaction with other 10ca1
entities ov m@duibso _ .

The execution of an action may nvolve
b1) a new distribution of tokens in the transition diagram*,
- (b2) new values assigned to local variables, and
- (b3) the sending of "eignais" to other 1oca1 ent1ties or modu\es.

4.3.1.5 » An exammen defining the LAP B Tink set—up and disconnecticn
procedure of X.25, 1s shown in the Annex 2. A .

- 4.3.2 Local interaction betWeen‘éntities -

This sention is concerned with the interaction between entities of :
two adjacent layers through the Tayer {nterface, as well as interaction
“between entitles (or nodules) within the same layer throuqh a functional
fnL@Piﬂﬁtn . .

4.3.2.1 The exeuuiloﬁ of & éinqle “service primitive” (see section 3.2),

which, in an abstract fcvmp described the provision of an element of the
service to an entity in the layer abeve, may appear to the entities

involved as several distinct "signals". For example, a Initialize primi-

tive, fnitiated by the layer above, 1s realized by the success1on 1 of the
: Inw? reguast and Inix Aﬁdicdtion s1gna1s (se@ Annex 2).

4 3.2,2 Several @Lh@F scheines may be usefui .evddefining formally the
tocal interaction of system modules, such as f@r 1ﬂstance
- divect coupling ([ see vaf. 1, 21 , . .
= hierarchical coupling [ see vref. 2 237 '
= peading ov writing access o Tocal varﬁab1@§ of oth@r entities or
. -modules, -, ‘
- state linkage [se@ vef. 43

%ile Teave tor Furthmw studv whether only one token er diagram 13?'
allowed (transition diagram of "finite state” type§ or whether the
number of tokens may vary (a% in the case of Petrd nets).
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4,3.3 Possible vepresentations of formal spec1f1cations

4.3.3.1 Specifications such as described in section 4.3.1 may be
represented in many different, but equivalent ways. To simplify the
reading of such specifications, 1t is important to adept an appropriate

 representation in which the specifications are written. An important

ohjective is to obtain (as much as possible) concise and easily under<

- standable specifications.

- 4.3.3.2 The following are some examples of representations that have |

been used for specifications in & framework similar to the one of

section 4.3.1: :

(a) Use of a high-level programming language, for instance specifying
a- transition by "when <condition> do <action>'.

"(b) Naming transitions 1n a graphical diagram and defining the

transitions in a table, using elements of a programming language
for specifying the conditions and actions [see for example Annex 2,
and vef. 21 . : . . ‘ ‘ .

;(c) Defining, within the diagram, the conditions and actions of the

transitions. [See vef. 4, 5: in ref. 5 actions are written into
a box to distinguish them from conditionsj .

f(d)' Use of flow charts.. This approach was adopted for the SDL

- ("Specification and Description Language" defined by CCITT, see
vef;iﬁ) Xh1c? may be adapted to the framework described In
section 4.3.1. : ‘ ‘
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Annex _1: Service pVOV1ded by an_HDLC protocoi (example of a 1ink
lawer seryice)

1. List of service primitives (at the Tayer interface of avgiven'station)

$Init: Initialize primitive in{tiated by the ent1ty us1ng the service
(in Tayer abOVe)

tInit: Initialize primitive 1n1t1ated by the HDLC station (ent1ty of the
Tink Tayer)

<

uns. Init: gpsuccéssfu1 Initialize primitive
t Term : Termination initiated by ... |

I Term Termination init1ated by o«

<

- Send (data): primitive for sending a service data unit

-

‘Receive (data): primitive for receiving a service data unit
Status functions ‘

- circuit-inoperable :  true..false (becomes true after “too many"
retransmissions) _ ' :

- outstanding Q,.7
- notwyet»sént : * integer A
Notes: (a) The arrows ™" and ™" indicate which layer initiates the

primitive, 1.e. the entity below or above the service
interface, respectively. "¢" means ™" or "

(b) The status functions'do.not,1nf3uenue the operation.

2. Local rules for us 1nq the pr?mlt1ves

The possible orders ‘of exacution for these primitives at a given
station are defined by the transition diagram below. The data
'parameter of the Send or Receive primitives is arbitrary, provided

5 Tength is not too Tong (< £ max). The status functions may be
ca11ed any time (b\tween the execut1on of pr1m1t1Ves)

' § Intt )
_ lﬂisw‘ j:ij:jff“mm““ i " § Send (data)
c@nnected * v ouns. Intt e
- t Receive (data)
. O s )
2 ¢ Term

} uns, Imt '

Note: This d?aqram repreqents an abhstraction of the operat1on of
the HDLC protocol at the given, station (operation of the Tink
layer protoco1), as described in Annex 2.
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Global propérties of the service primitives

(a)

(I.e. (n

For each (successful) Initialize primitive executed at the.end of
the Tink where it is initiated, there is at least one execution
of such a primitive at the same time at the other end. (This

is not in genera1 true for the Terminate primitive; for examples in
the case of a circuit failure, the entity using the service at

the primary station may execute the Terminate primitive without the
secondary noticing).

The sequence of data- parameters passed by the Receive primitives

between two consecutive Initialize executions is. identical to the
sequence of the first data parameters passed by the Send primiti-
ves at the opposite end of the 1ink between two correspond1ng :

1n1cia1lze executions,

Refering to (b) above, if ny and. n are the numbers of Receive
and Send executions, respect1Ve1y, then (ng - ny) is =0,and
1ies between not-yet-sent and (not- et-sent + outstand1ng)

g " N ) data units are lost).
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Anhex 2

“Formal specification of LAP B link establishment and
" '¢learing procedure executed by the DCE

' When-poTTed

Transition diagram:
| _ When-DISC
dis-

connected
When-DM.-
4 When-potled
' . _ Time-out
./ When- Set-up Dis- _
FRMR DISC connect / disconnected,
<icond1tion : i y o request
8 Set-up Set-up
repeated A _
' FRMR < 1 DISC-request

/information ¥
transfer e

Recewve \u) Transmit
New=
Packet

Local variables:

Count: 0..N2 Evetransm1ss1on count) o

V(§) = 0..7 send state variable) © ) Only needed
VéRg s 0..7 (receive state variable) -~ ~} during the
V(B) = 0..7 gbufrﬁr state variable) ' “information
Unacks 0..7

last unacknowledged sequence number transfer phase
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Definition ofvtransitions :

Netation : X stands for reception or transm1ss1on of an "X" frame
depending whether " X " represents a condition or action, respectively.
(We note that the transmission error detection, frame format, frame
delimitation and bit stuffing are hand]ed by sublayers of the

" LAP B which are not described here).. X stands for the execution

of the service primitive "X" (at the 1ayer 1nterface abOVe) The
following service primitives are cons1dered

rInjt ¢ Tink set-up or reset
"t Term : 1ink discomnection _
“ISEND(data) : ‘sending a packet (data) 
ffRECEIVE(data)fz Y‘éce‘ivihg‘a”packe‘t' (data) -
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‘Reference to

count # 0

count = count - 1

‘ oo pertinent section
~ Name Condition Action . of X.25
Set-up _SABM_ {received} T InitTs_UA s {send UA} 2.4.5.1
V(ST = 95 Y(R) = 03 |
V(B) = 0 (reset buffer po1nter)
_ . ) _ stop timer
Disconnect | _DISC_  {received} “ATerm 3_UA_; stop timer 2.4.5.3
When-DISC | _DISC_ {received} - | _DM_ {send DM} 2.4.5.4.1
When-polled | received poll bit = 1} DM o
FRMR ..(see X.25, _FRMR_ " {send FRMR } 2.4.9.4
section 2.4.10) ' S
When-DM _DM_ . {received} HTérm 2.4.9.6
FRMR= 1 received command _FRMR__ 2.4.9.4°
repeated except DISC9 or ‘
o SABM - |
DISC-irequest| ...(see X.25, “% Term 3 _DM_3 start timer; 2.4.9.3
_ _sectiOﬁ 2,4n10.2) count = N2 :
Time-~out Time-out and _DM_3 start timer; . 5.4.2

2.4

Some- transit
New packet.

Transmit

Recaeive

Tons duﬁing the information phase

“ISEND(data)” - g?ace data parameter into V(B
uffery V(B) = ( )+

- and
V(B) # Unack
V({s) = V(B)

an
N(S) = V(R)

LONE) = {S)s N(R) = V(R)s

. and. : informagion = V($)t th buffer) ;
V(s) < Unack +
modufus - : V{s) = v{s)'+1
_j(N(S)BN(R),inf)h, “TRECEIVE (data = inf)
and V{R) = V(R) + 1;

Unack = N(R)

)Lh'

,FeceptiOn of
new data from
the layer above

transmission or

can | frame oo

reception . of

. the naxt

axpected I frame







