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ABSTRACT

ThlS report deals w1th the design of networks for
support of various .electronic information services, including
word processing and office automation, eléctronic mail, ‘banking
. and electronic funds transfer, automated reservation systems,
‘teleconferencing, computer aided instruction including via home
terminals, health care, library and. other information systems,
automated utility meter reading and computer-to- computer com-
munlcatlons

The network design problem is formulated as a constrained
- optimization of network cost, delay or reliability with respect
to one or more of data link capacity, link flow or topology.
Source~to~destination traffic and component -costs are specified
at the outset, although it is recoghized that these are often
inaccurate estlmates subject to rapid change. Exact design
solutions may be obtained, but only if the topology 1is flxed at
the outset

Message queuing at network nodes and various multiplexing
schemes are cons1dered in detail, and their affect on network
performance 1s establlshed

Network operation and management the area of our greatest
.1gnorance, is consldered under the follow1ng speclflc top1c
headings: date link control, data link error control source-i
-destlnatlon control, priority quéuing, adaptlve routing, flow
control buffer management and radio network prqtocols '

The need for additional study is indicated with respect to
the following specific topics: improved estimates of cost and
traffic trends; 1ncorporatlon of our (or some other) proposed
rellablllty measure as a formal de31gn constraint; further study
‘of modified contention multiplexing schemes; development of topo-
logical’ design methods which generate efficient hierarchical
networks; - improved knowledge of minimal requlred overheads as well
as ways of achieving these for both data link controls and source-
to-destination controls; improved understanding and realization
of adaptive routing and flow control as well as nodal and desti-
_Hnation;buffer design and management; study of radio network routing

problems; and serious study of distributed data base des1gn,.
1nterprocess communication and 1nternetwork1ng.
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I INTRODUCTION

' I-1 Computer-Communication Systems and Services

It is now éost;effective to.interconnect geographically
.separated computers. and user terminalé for purposes of sﬁaring
hardware, éoftware,band dété, and for burposes of terminal—toé
terminal communications tKl, K2, R1, Sl]. Thus, users are ﬁoﬁen—
tially able to commﬁnicate’with each othér énd with wvarious
ccomputers. Interactive dataicommunicatioh is now a reality
whose growth will continue, and will lead in due éoﬁrse to a-
vgfiety of eleétronic information éervicés-(EiS).

(__Séﬁvices which either exist now or are potentially.

“available include:

l. word processing and office automation{iMl, Oi, Oé, Fﬂ 5
2. electronic mail [ H1, L1, M2, W1, R2l};
3; banking'énd electronic funds transfer (o1, Fr2, s2, P2, Ml];
4. reservation systems for airlines, hotels and other trans-
| portation»and hospitality facilities'[Ml, M3];
5. teleconferencing [Vl, L2, J2];

6.'computer4aided instruction, inecluding via home terminals
[M1, B1; P3, H2, C1]; :
7. health care and hospital information systems.[Ml,.K3, Kk,
" R3, 83, skl; -

8. remote accessing of information files detailing library
books "available, ﬁransporﬁation'schedules, weather fore-
casts, and coming events [Ml,'Bl, cl, SS];

9. automated reading of utility meteré [Ml,'Bl].

These and other services are described in detail elsewhere
as'indiéated by thé above references.
In an earlier repoft [Dl] it is argued that the cost of a

specific electronic¢ information service :will be reduced if a variety -




Qf'relatea_sérvices are available to sﬂafe various common costs.
For examplé, thé cost .of supplying a singie business eétablishment
with a word prbcessing system to assist in ddcument preparatioﬁ
might be prohibitive.A However, if an electronic mail service and
én electronic funds transfer capaﬁilit&'wéré also avaiiable; and
if. many ﬁusiness estabiiéhments were able to share(thése services,
the per—uni£ costs of each to any one business migh£ well bé
acceptable. Thus, the emergence of a number of different electronic
informatidﬁ services over a relatively short time frame is likely.
A;though'varying estimates as to the eventual size of the EIS
industry.are_évailable [K5, Ph]; most agreefthat.the‘industry will
'contribute significantly to the gross:naﬁional product of our post
industrial society.

‘Mubh'of,the work to date has involved fixed terminals ser-
:vibed by_terrestria1 nstworks. However, there is growinglinterest
.ip employing satellites as well as radio networks for use in remote
areas or with mobile terminals [k6, R4].

| 'The early work‘in‘interacﬁivé data communications iﬁvolved
communications between computers, aﬁd between expert users and
computers [Al,-KQ, ce, Sl,_S6]. Because of the obvious extension
of this:éarlier interest to a variety of applications, we conéider
fhe;design of networks to support electroﬁic-information services,
which include computer cqmmunications.> |

Aétual nefworks, both operatioﬁél and planned_are described

in & variety of referenmces [ S51, Ke,'ve; P1, €3, 86]. Schwartz [56 ]
“_iﬁcludes a relatively briéf but‘complete description of four repre-
séntativé networks selected from approximately a dozen different

networks in North America, Europe and Australia..
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I-2 Major System Factors

| The broad array of EiS sﬁbject matter motivates subaivision
of the relevant'material into relatively disjoint, manageable
pileces. Examination of the various-éerviées leads to isolation
of the following four separate but related factors-{CQ, Dl]:'

1. computer-communication network analysis and design

2. man-machine interfacing

3. organization and management. of distributed data bases
L

. socio-economics.

The first item above is the subject of the present report.

Involved here is the interconnection of computers anhd user ter-

minals_via'a network whose topology, data link capacity and data
link flow must be specified, along with network managément proce-
dures for controlling message flow in such a way that network

perfofmance as measured by message delay, reliability and through-

“put is cost-effective. A more rigorous definition of the network

design problem is presented in Chapter 2.

The fact that many industrialized countrieé have or soon

will iﬁplement networks for support of EIS services motivates the
© growing interest in internetworking, which involves communication
between_users or resources in different networks [RS, ST, Ch]. The

'present.rePOrt'deals solély with intra-networking, where many

problems still remain unsolved.v Iﬁproved understanding of these

prdblemé, particularly network dpération and manaéement and neﬁ—

ﬁork protocol design are essential‘ﬁo effective internetworking;
. Man-machine interfacing involves two related matters:.

1. conversion of text, spéech, and images into. electronic

form either for "understanding" by machine (the pattern

" recognition or scene analysis problem) or for reconstruction



.

.or irreversible. .

‘at some later date (the source coding ?rbblem);
2. design of terminals to enable users-to interact with

other users, computers and data banks.
An earlier report [Dl] provides a detailed summary of those

efficiencies which can and cannot be achieved in coding speech,

-monochrome ‘images, color images, and text. This same report .

provideé an introduction to the-design and evaluation éf ﬁser'
terminals. -The need for furthe? work in términal design is clearly
indicaﬁed.

" Data base aesign involves specification of data structures
as well as prSéedures and arfanéements for rétrieQing,"storing, 4
updating aﬁd processing. data. Design goals include veféatility;-
appliéatiéﬁ independence and ease of maintenance. Versafility
includes provision for obtaining answers to quesﬁions not speci-
figally anticipaﬁed by thé data—basé deéigner. Virfually all

design efforts have involved centralizedlrather than distributed

 data base ébnfiguratibns. A éentralized data base stores [Mh, M5,
KT] all data at one site. Digtributed data bases involve storage
at several locations, in which case relétionships between the data

" base and the network interconnecting these cannot-bé ignored [C5,

B2, FSI. Now is an appropriate time to consider these inter- .

'reiationships, in order to avoid -errors that might prove costly

Socio-economics includes a multitude of difficult socibf"
logical conéiderations includiﬁg security and privacy of infor-
matioﬁ'on the one hand, and public access to information and
érevenﬁiqn«éf.its unwarranfed_manipulafion on the other. The

relevant sociologidal_aspects are discussed (but not fully resolved!)



in a variety of publications [M1, C1, Pk, K5, V3, s8, A2].
Economic matters are considered in an earlier report‘[Dl]
under three subheadings:

1. cost of supplying electronic information services
2. demand for services

3. economic options for goﬁernmeﬁts

Clear reiatiénships exist between supply costs and the network
desigﬁ problem; specifically, the latter involves the arrangement
of daﬁa.liﬁks, concentrator-multiplexors, computefs, and édmputer
peripherals tb prqvide a specified grade of. service at minimum
cost;.?There is also a clear'réiationship'between the cost of
,trahsﬁittihg»a ﬁessage and the number,of:bits required to encode
ﬁhé_meésége; %he séurce coding-problem, therefore, relates to
economics. Various literature reféreﬁces dealing fith one or more
aspeéts éf.EiS egpnomics are available [Bl, B3, €1, D2, H3, M6,
N1, P4, P5, P6, R1, T1] .

Finally, we list several references of a general nature
which are recomménded as further reading_oh.various aspects of.“
the network design problem [Al, Ké, M7, V2, P1, W2, P7; C3, B1,

Bk, s1]. .

_I—3 Outline and Summary of the Report
. - The followiné defailed summary replaées summafieé which
might"otherwise_conclude each chapter.

vChépter 2 deals with the fqrmulafion of the network'deéigﬁ
pfoblem, as well aé reiated mattefs which include repfesentative
_‘EIS applications, tréffic charaéteristics, componént costs and
cbst tfénds, performance criteria and circuiﬁ, message and packe£

‘switching.




Even a brief examination of.reﬁresentative EIS applications
indicates that traffic will consist of bofh file transfers iﬁvolving
ﬁeSsages of.length frém 10h to lO7 bits and interactive conver-
~sationalimessagés of a few hundred bits. Existiné EIS traffic
statistiés are sparse, and are subject to the rapid and continuing
changes characteristic of a growth industry. Existiﬁg traffic
'daté tends to support exisfing mathematicai ﬁodels which employ
Poisson message afri&als; geometric message lengths, and Gamma-
‘distributed inter-character and inter-burst times.

':Network-performance criteria include a&erage message delay,
hessagé traffic throughput and network reliability. Related to
but separate from reliability-aré Sensitivity‘of network pérfor—
mance to éhanges in_design.data and nefwork adaptability tqisﬁch
changes.

Although the trend of decreasing real costs of communication
links,‘memopy and CPU's will likely continué, difﬁerent,rates Qf
. decrease are indicated for different items, énd ih the_caée Qf
‘memory and CPU's, not.easily forecgstt. Any decrease-in softwaré
éosts,due to standardization might be foéet by increases in progress
cémplexity. These cost-uncertainties proﬁide obvions difficulties
fér thdse whd.muét design on the basié of~anticipated césts.‘
| BecauSe messaée delay 1is nbrmally averaged over all network
traffic, individual usérs may experience éonsiderablé variations
ébqut the‘avefage. Network management policies including'méésage
priority assignment strategies, flow control and adaptive routing
are needéd to reauce the'effects of delgy variations seen by indi-

vidual users.



The fact that reiiabilipy'ié not normally included.af

' thé outset as é forﬁai netwbrk design COnstrainf is deemed a
Weakﬁess in existing design ppoéeaures. A formal definitipn of
réliability_is proposéd which represents the fraction of traffic
unable pd reach its destination be¢adse of link or node failures.
‘Ité linéarity‘with respect to network flowé facilitates its incor-
po?apioﬁ into existing analytical design procedures.

.As.proposed, the network design problem involves optimi-
vzaﬁion of either cost, delay.or reliability with respect to the
_nefwork'variables_while.the other two cfiteria arg.constrained.
;Sensipivity and adaptébility is.aséesséd by observing the effects
on the performance critepia when design variables such as netwopk
:fraffic and network component cost are faried.

Because'EIS applications involve bpth donversational ané
file_traffic, packet switching‘Seéms prefer;ble terither.message
or qiypuit‘switch;ng.' Unfortunately,-a definitive comprehegéive
_.comparison between QirCuit meésage and packet switching is iacking,
.as_ 1is a'viable~analypica1 procedure for‘optimizing packet lengfh;
-Existing evidence inaicateé that network performance is not
strpngly affected by packet length vériatibhs about the optimum;

.Because_ﬁéssagés_are genefated gt irregularpintervals‘and
are of unpredictablé length,pQueues fgrm at network nodes. Chapter
3 presents results enabling éalculation of.delays experienced by
.single.mesgages or papkets Which must queue for service. The
effects of actuél'meSSage length distribution on gueuing délays
aré‘cpngidered. Fof unimodal distributions, queuing delays are-
npt:strbngly depeﬁdenp on the actual length.distribution.

Differént_message streams are often required to share a



ph&sicai channel, particularly Whefe satellite of radio iinks are
ﬁséd."Thé remainder of Chapter 3 'is devoted to considering various ’
multiplexinghschemes and their effects on message delay and
thrdughput.

Frequency division or timé division multiple access is seen
ﬁo be poorly sﬁited to EIS data traffic whose low-duty cycle and
bursty character requires.a high bandwidth channel af infre@uent
and random times. Spread—spectum multiple access is suited to
Sﬁch.tréffic and warrants further evaluation.'

'JiOthér,multiplexing schemes include contention schemes such
as pure épd slotted ALOAH where a uSer'accesseé a shared.channélv
ﬁith little of.no regard for other éhannél users. "Collisions"
‘between users necessifate retransmission, hopefuily in a way which
will avoild répeatedvpollisions. Delay and throughput equations
ahe.bresénted for véfious multiplexing strétegies, inclqdiﬁé thSe
involving pure gontention, pértial cqntention, or no.con%ention
(roil¥call polling). EachAmﬁltiplexing.SChemé is favourable in
.a speéific"eﬁvironment. Contention schemes are easily implemented
and-useful in;light traffic situations; Modified conteptioﬁ Scﬁemesf
ﬁhigh-result from unequal assignment_of trangmitfer powers to

various users, channel Sensing, or dynamic channel reservations

are better in heavy traffic.situations. Pblling is useful in
heavy traffic when delay requirements or number of users are not
too high; ‘-Delays which result ffom interéctions'of gueuling and
réﬁransmissiohs caused by collisigns are analyzéd. The need for
édditional study and'evaluation of modified~bontention schémes
ié indicated. |

Chapter 3 also includes-a brief discussion of modems,‘since



these are major deterﬁinants of the actual fate at which .data caﬁ

. be transmitted at a specified efrcr rate. Itiié noted that modem
turn-around time arises from echo suppfessér reversal and"sjnchroni~
sation; ééch of these operations may cause 150 ms delays with-the.
result that full—auplex réther than half—duplex transﬁission is a
-virtual’necessify when delay requirements  are stfingént}

~Chapter L4 provides a reasonably'compléte summary of existing
:netwdrk design procedures. Optimization of pointfto;point link
.capacities'can be readily achie&ed for both continuous and discrete
 cht—vs—capgcity_functions. Recent link optimization studiés have
included ALOAH multiplexed sateilite links; Link optimizatiqn in
imodified conténtion multiplexing situaﬁion requires simplified |
approximate fits to delay—vs—throughput curves.

Optimization of (non—adaptivg) link traffic flows is ﬁoséible
using flow déviation to obtain the (unique) optihum_flows. Joint
;bptimizatipnAof floﬁé:apd capacities is more diffigult, and involves
.pandbm selection>of initial solutions Whiéh»will normally yield
’differenﬁ local minima, from which the smallest is selected as ﬁest.

Various approaches are available for joinf optimization of
the topology, capacity and .flow of centfalized netwérks which ﬁa&
ﬁse éithep dataAconcentrators or multi@fopped lines. besign algo-
?ithms which Dbegin by partitioning net%ork nodes into clusters
followed by optimization of each cluster seem best.

Algorithms:fof designiné disfributed networks ére a#ailable.
Those which do not use clﬁstering_include 5ranch‘éXchange, conéave
ﬁrénch,eliminaﬁion and cut saturation. The algorithms yield net-

works which differ considerably in topology but seem comparable in




‘>

buted network design: Backbone switch nodes interface the local

initial constraint on the network's hierarchical structure.

'networks are required to prevent prohibitive growth in the size

10

cost and performance. One design approach involves partitioning

of the design problem in local access network design and distri-

networks to the distributed high—speed network. The approach

simplifies the original design problem at the expense of an

Recently, clustering has been employed in the design'of
singly—cohnected hiérafchical distributed netwbrks., Extension
of the method to yield mﬁltiply—éonnected networks seems feasible.,

For networks with a large number (2 1000) of nodes, hierarchical

of the nodal routing tables and routing update ﬁraffic. In such
networks routing is via a set of gateway nodes in various hier-

archical‘nodal clusters. Such a routing strategy.increases message

path length as well as messége delay, but the increases seem to

- be more than offset by decreaseées in nodel buffer Qosts~and‘delays,

and reduced levels of routing update fraffic.

Arguments are presented tb show that as traffic level‘ih-
créases; cost/bit transmitted should decrease. The arguments are

supported by results from actual design studies which, however,

do not fully consider network operation and management costs,

fncluding traffic overhead.
Although several methods exist for network design, the

best topological layout, link capacity assignment and traffic flow

'assignment, as well as ﬁhe resulting optimum performance cannot

normally be defermined. Further study is needed to combine

‘clustering approaches for distributed network design with hier-

archical routing considerations. The fact that EIS network traffic
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and node.locaﬁiOHS will chanée rapidiy during the EIS industry's

growth years motivaﬁes inﬁlusion of sénéitivity and adaptability

measures in design procedures. The need for a formal reliability
cénstraint was noted earlier.

Chapter 5 deals with the area of our greatest -ignorance,’
ﬁamgly network operation and>management,Aand network protocols.
dur subdivision of subjecf matter is somewhat arbitrary bdbut con-
_venient,vahd includes data link controls, data.link errors and
error control, priority queuing, adaptive routing, flow cdntrol,
buffer design and management, squrce—destinétion contréls and
radio nefwork protocols. |

Data link controls (DLC's) enable nbde—to—node transmiésion
6f messages or packets by initiating tfansmission, terminéting
.fransmission, providing word (frame) syﬁchronizatiqn énd combat-
~ting link.errdrs. DLC's can be assessed in terms of efficiency,
which is based on control o#erhead, and reliability? which ihvolfés
the probability qf successful node-to-node transmission. Although
existing DLC's are reliablé,'they seem iﬁefficient; 35 percent of
 € fully loaded ARPANET carries DLC information. The minimum- |
reqpifed DLCAinformatiop-as well as ways of achieving this minimum
has been considered, but only for highly idealized and rather.ﬁn—
réalisfic sitﬁations. Two importént parameters fof which_obtimi—
Zafion has been successfully considered are synchronization prefix
length aﬁd-ARQ retransmission period. | |

| Statistical fluctuatiohs in both short term and long:tefm
traffié as welljas'data_link:degredations motivate adaptive routing,

which should improve network performance over that for fixed routing
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éincé the latter does not fuily exploit témporarily underﬁtiliied
links. Both centralized and distributed'aéaptive routing algo-
rithms are currently used ianYMNET and‘ARPANET, respéctively.

. However, ﬁuch remainé to be learhed regarding adaptive rputing
including the optimal division of centralized ahd‘distribuged
>control, selection and updating of inforﬁation on ﬁhich to bqss
routiné decisions, routing .algorithm develépment and aésessmenﬁ,
and routing update overhead minimization.

Flow control includes those measures used to preveﬁt'an
-individual uéer or grbup of users from hoafding network resources.
Viftually-éll flow control:scheﬁés.pérmit gﬁtry of a packet to a
'heﬁwork oniz 1f sufficient buffer sthaée is available and has
;Béen.alioéated somewhefe along the source-destination.route and-
rejegts packets either.iﬁitially or duriﬁg transit_iﬁ the buffer
occupancy in'either é:portipn or all of the network exceeds some
threShol@; A multitude of strategies coﬁsistént with thesé_two
qqnsfraints exist, and analysis of.these various.strategies seems
very difficult. A general>program recentlyAdeveloped-fpr simulation
6f variéus specific strategies seems promising. |

:.Flow_cdntrol ié closely tied to priority queuing_and adaptive
routing,.although_the relationships ére_not fully undersﬁood.
?riority-queuing delays can‘be calculated for a variety.of priority
'disciplines, and can be used to reduce.average message delay bj
giving priqrity to short_mességes. Priofiﬁy schemes can aiéo be
used for flow énd congestibn control by limiting entry of or dis-
cafding frém the.network low priorit& messages, and by”increasing

the priority of messages which have been a long time in the network.
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Effective managémént of both nodal.énd desﬁina#ion bufférs
reduces buffér storagé coét. 'Complete partitioning dedication of
buffer space to various outgoing links ds well as complete sharing
of bﬁffer space among all outgoing links is inefficiegt‘iﬁ comparison
ﬁith'cdmﬁromise scheﬁes involving'partial sharing énd partial dedi-
‘cation. These latter schemes require additional study and evaluation.
‘.Actually, buffer costs should be obtimized with link flows, link
capacities andanétwork topology during network design.

Source-destination controls (SDC'S); often called end-to-end

cohtrols,:are similar to DLC's i

a

nh. that 8DC's perform ﬁhe function
of syﬁchronization, error contrdl, and ihitiationhand terminatiqn
of messagé transmission. However SDC'S operate at the end—ﬁo;end
multipacket messagé level whereas DLC's operate on single packets
étithe~nodeeto—node level. SYnchronization,involves‘ordering of
packets.ét.the destination prior to delivery to the.user. Varia-
tions iﬁ squrcé—déstination packef transmission times resulting
frqmldifferenceg in_rqﬁtes, retré,némissions_5 or differihg'nédal
delayé virtuaily prqhibit calculgtion.df soufce—destination message
delays.or delay distributions. As a result destination reaséémbly
.ﬁuffer overflow calculations are impossible and must be determined
either by simulation or by observation of opefatihg networks. .éne
. might expecf_end—to—end message delay for a particulér.message type
fo approximate a Gamma diétributiéh, but evidence to subport or re-
‘fute this conjecture seems unavaiiable. " Even a pfeliminary stuay
similaf to the one on ﬁLC'é deéling with calculatioﬁ and realiza-
tion'dffminimum required SDC ovefhead seems unavailable.
Ipﬁeregt'in.packet radio networks is increasing, péfticularly

for use in remote areas or with mobile terminals. The broadcast
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‘feature of packet radio éreétes both opportunities andlproblems,
the latter inclﬁding potenfial network overload from generation
of mulﬁiple cbpiesiof a'single packet. Special routiﬁg algorithms
are réquired which pfevent packet»pfbliferatibn while maintaining
<nefwork féliability. Qu#ntitativé stuay regarding £he design and
operatibnAof packet radio networks is in itS.infahcy.

The importance of-and_motivatioh for imfroved understanding
.pf network management issues is provided ﬁy.knowledge that manage-
ment-informatioﬁ aCcounts.for What is uhdoubtedly én unnecessarily
1arge'fraction of the total network traffic; approximateiy 90% of
ﬁhe~ARPANET_traffic.is ovérhead traffic'[K2, 861.

Ekcluded from the present study are considerations re-

garding protocols for communication between processes [ST, W3, C6].

The.problem_iies beybnd_the scope of network design, and involves

fundamental considerations regarding procedures and minimal infor-

mation ovérhead néeded,to initiate, terminate,vand reliably provide

for conversations between processes linked Dby ﬁnreliableAcommunif
cation facilities. Our current,understanding of the fundamentals

of interprocess communication is minimal.

I-4 Recommendations for Further Study
Listed’belbw are topics which warrant further study:

i. Because any network design must rely to some'éxtént
Qﬁ network component costs and traffic.data, improved
" costs and £raffic estimates as weli'as.trends_wéuld
bé’uséful. Potential usér‘demandland governmeﬁt actiohs
including subsidies will .affect traffic and.possibly-
costs;, the_potential effects of such actions are not

fully understood.
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Efforts should be made to‘modify existing network
design procedures or to develop new'procedurestwhiqh_

incorporate reliability at the outset as a design =

.constraint. Of particular interest is the quantitative

reliability measure proposed in_Chapter 2 which defines
the reliability (actually unreliability!)as the fraction
of traffic unable to reach its destihation because of
link or node failures. The effects of this constraint

on network topology, data link flows, link capacities,
and design costs and complexities warrant thorough study.
Definition of sensitivity and adaptability measures for
incorporation into network design proceddres as Well'as
for evaluatiom of network designs would be useful.

A thorough assessment. of spread spectum multiple access
for EIS data traffic multiplexing is warranted.

Further study of modified contention multiplexing on
satellite, radio and other shared channels 1is needed.
Such_modifications reduce system performance degredatioms~

resulting from "collisions" between two or more message

.streams‘ Optimigzation of system parameters, sensitivity

‘of message delay and throughput to parameter settlngs

and_trafflcpstatlstlcs, and implementation cost cons1der—
ations are of specific interest. Such a study sheuld

include delay interactions~resulting from queuing and

retransmissions caused by "collisions". Also of interest

is the approximation of delayurs~throughput curves by

relatively simple expressions to facilitate network design.

The need for further study on the topologlcal design of
distributed networks is clearly indicated. A major
problem is to devise design procedures which generate
large networks having acceptable delay, cost, throughput'
and rellablllty as well as the capability for message

routing which avoids large nodal buffer and traffic over-

-head costs associated with routing and routing updates

One promlslng approach involves merglng of a d1str1buted

network des1gn procedure based on nodal clusterlng w1th
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recent results for hieferchical routing in large net-

works. o

The high overhead associated with data link controls

(DLC's) indicates the need for a fundamental study

whose objective would be to determine the minimum amount

of DLC overhead required under realistiec network conditions,
and to devise efficient and reliable DLC's which approaéh
this minimum.

Additional_study onAadaptive routing is warranted.

Issues of importance include optimal division of centra-

lized and distributed control of routing, development of -
effective routing algorithms and minimization of routing

update overhead.

Flow and congestion control is not well understood and

requires additiohal study, which should include priority
queing, adaptive routing end buffer management coneider-
ations. _ ‘

Further -study is required.to devise buffer allocation
strategies which compromise cemplete buffer shating with
total.buffer.partitioning and subsequent dedication to
outgeing.links or incoming destination messages. Efforts
should be made to incorporate buffer costboptimiZation\
Vith optimization of 1link flows, 1link capacities and
topology. | ‘ , 4

Source to destination (or end-to-end) controls (SDC's)
enable delivery of multipacket,messages from source to
destination. Fundeﬁental studies are needed to determine
the minimum SDC overhead required as well as impiementations
Which.approach this minimum. Also‘needed are estimates
end-to-end message delay distributions to facilitate re-
aesembly buffer optimization and flow control. ‘
Pecket radio networks offer new challenges, including the
need for roﬁtihg algorithms which avoid packet prolifefa—
tion while meintaining operationai reliability.v '
Related to network design are distributed data base design,
interprocess.communication.and internetworking. Each of

these broad subject areas require detailed study to
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facilitate implementation of electronic information

services,
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II FORMULATION OF THE NETWORK DESIGN PROBLEM

‘II-1 Representative Electronic Information Service (EIS)
Applications ) ' '

Formulation of the EIS network deéign problem is facili-

tated-by considering ﬁriefly.soﬁe applidatiéna to bé served by
thé network.. As noted in Chgﬁter 1, typical applications in?lude
word pr§¢essing M1, o1, 62, Fl, N1], electronic mail [H1, L1, M2,
W1, Rl], banking and electronic funds tranéfer [Jl, F2, Sl; P1,

M1, Bl] and.point—of-salé systems [M3; M1].

| Word_proqessing includes the assembly of documents\from
-stéred text segments, text éditing, s?elling correction and‘final
doéument preparation. Although specific word procéésiﬁg system -
configuratibns vary wiaely, a system wéuld normall& iqclude a key-
board,_a CRT display, digital storage, logic for searching, re-
trieving; updating and editing stored information; énd a-harécopier
[Ol, 92]._ A_typiqal system user ﬁould be a 1aWyer.wh6 must prepare
affidavids and other documents coﬁprising standard.paragfaphé.or
Vminof variations thereof . Fof example, a moftgage would be pre-
éared b& manuélly typing the name, éddressAand oqcupation of -each
of the.parties. Appropriate paragraphs would then be retrieved

from storage, edited, and assembled for proofreading and subsequent

hardcopying. Special non-standard clauses could be inserted manually

prior to final hafdcopy pfoduction;

Several individuals équld work simultaneously on the pre-
parationAof a single document prbvided éach wqued on a different
 éegment. The individuals could be-in différent geoéraphical loca-

tions [N2,-P2; B3] provided each had:aCCess via a terminal to a
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central storage and processing facility. Alterrnatively, several

femote'users could prepare their own individual documénts, with the
central location being used for storage of standard text segmeﬁts,
processing, and storage of software for text editing and assembly.

In its initialAconfiguration’an electronic mail system

 migh£.éonsist of electronic mail centres (EMC's) located at various
.popuiation centres throughout the country. Paper mail would be

"brought to an EMC for conversion via faésimilie scanners or optical
bhgractef readef54to an electronic format suitable for fransmission

:pver a data link to a recipient EMC. "Mail" stored digitally on

magnetic tape would alsd be brought to the EMC for transmission.

"Mail" could be transmitted via data lines from the senders' pre-

‘mises to the EMC. Recipient EMC's would store received "mail"

électronically for delivery. For recipient users havihg appropri-

ate facilities, distribution would involve delivery of either the

actual magnetic tapes to the recipient's premises or transmission

of electronic signals to the recipient user's electronic storage

facilities. For other'récipient users, electronic mail would be

con#erted at the recipienf EMC to hardcopy format for conventional

hand delivery.

An electronic mail facility would undoubtedly féstér new
kinds of message comﬁﬁnication. For exémple, voice gram [Kl] has
been proposed; the senders voice would be converted‘to digital

format, transmitted as "mail", and later reconstructed. Acoustic

-transducers would be required at the sending and receiving end of

the system. A voiée—gram system would obviate the necessity for
preparing and sending a letter if a called party could not be

reached,_a situation which occurs, allegedly, with a probability-
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of at léast 0.9 on any given a£tempt [Kl]. Voice-gram might be .
attractive for use with mobile terminals, since many vehiclés
already possess the required transducérs, modems and antennas.

Hand-held terminals have also been proposed [REJ for use
as terminaieinteffaces .to elgctfonic-informatidn systems. Such
terminals ﬁouid complement and possibly replace existing paging
‘systems and might be useable as terminals in automobilésiandkother
vehicles.

Financial institutions are currentiy in various stages éf
autbmation.- In many banks a teller can visually examine a daily
computer printout detailing an account's current status. In some
banks the information is available within a few seconds via a key-
Board—display which commuhicétes with a CPU which sﬁores, reprievés,
and.ﬁpdates each account. The number of banks with electrénic cash
dispensefs continues to increase.

Closely related to_banking and"électronic funds trgnéfer“
(EFT) are point-of-sale (POS) Systems_[Ml, M3]. Terminals at
péshier stations communicate with a CPU which uses ihfofmatién
feceived to debit or'cfeditvcustomer.accounts, update-inventbries,
V&nq‘record sales commissions.

It is not difficult to visualize a mgrging“by"stages‘of‘
électronic banking and fOS systems. Accounts at rétail outléts
ﬁould communicate with or be merged with bank accounts. Many kinds
of financial transactions would then be executéd électroniéally,
with actual cash payments eventually being reserved for pgyment

of the small corner grocer, delivefy boys and parking meters.
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II-2 Network Message Statistics
Pérhaps the mﬁst significént fact concefning message stat-

istics for EIS appliéations isAthat aétuél data is very écarce.
As-inaicdted'in‘the previous section, most implementaﬁions afe
éither recent, in progress or'pending. Obtaining actual data is
expénsiVe and time-consuming, dnd in many cases virfually impossible
Wifhout causing some nefwo?k-disru?tibn‘or violation of_propfietary'
constréints. It is often argued that ghanges inherent iﬁ a growtﬁ
industry would soon rendef any exisfing statistics obsolete.

.'A model for the average'trafficrrij ffom location i to
loéatidn‘j, proposed by Zipf [Zl]'and subsequently used by Klein-

-fock [k?] defineg

= P. P,  (e2-1
Y Py P /le. ( )

Where Pi,aenotes theApopulation of the region contgining location
.i.apd dij.deﬁotes the geographical diétance'between locatigns ?
'and j. Uée of (2-1) requires_definition~of‘regions, which pre-
senés immédiate difficulties. Distance dij would often rquire
'modifidgtion to account for political, cultural and geographic
",béuhdaries. NonetheleSs, the model has intuitive appeal.
Concerning.the disfributions of message lengths, timeé be-
tween méssage characters ahd times ﬁetwéén messaées in interactive
éomputer—communication applications; some data are available [Dl,
F3j. Onelstpdy-fF3J dealé Witﬁ long holding times ofibetween 15
and.30 minﬁtes while another [Dl] deals with shor£ holding times
of between one and two minqtes. Lpng holding times are tyﬁical
of businéss and scientific‘applications‘rquirihg extensive com-

putation as well as transfers of long data files. Short hold
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' fimes occur in enquiry-resﬁonse systems ‘involving on—line.bahking,
Acredit_chéckiﬁg aﬁd production control.

.Boﬁh studies show the chénnel to be idle'much bf the‘time.
In 1ong‘h01ding time situations, the user is active apﬁroximately
5% of the .time and the response'computef'apprqximately 30% of thé
time [Féj. In short hold situations the activity times ére 15% .
' and.35% for the user and éomputer, re5pec£ively [Dl].i'This par-
tial channel utilization is aléo pfeSent in voice systems, and -
.several proposals have been made for transmitting data during these
idle periods | A2, R3].

-'In dealing_with message arrivals, it is-of the'greatest;-
ahaiytiCal convenience to assume that messages‘arrive independently
offeéch other, in thch case the probability of exgctly n meésages

arriving during a time interval.T is [Ph]:

P '(f) = (ki)n exp‘(kj) ‘ L (2-2)

where k¥ is the average message arrival féte. Traffic_étatistics
:[F3]Su§port the Poisson assumption which_implies exponential-inter-
arrival £imes; |

In both studies [Dl} F3] cited earlier the times between
phafacters or bursts of characters is well approximated by é
Gamma distribution’whése pfoﬁability density functioﬁ fx(U) is as
follows [Ph]:

+1. . .
b+l b exp(-cU) UsSo .
o (2-3)
0. ‘ ‘ UZ o0

where T'(.) is the Gamma function, and b and ¢ are non-negative

constants which define the distribution. The first and second
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'momenté~of the distribution are, ?éspectively,

B(x) = (b+1) /e ‘ o (2-1)

(0+1) (0+2) /2. (2-5)

where E [.] denotes expeéected value.

The ratio ¢>= E(xg)'/Eg(x) is also of interest in evaluation

queuing delays (see Chapter 3). Fdr~the Gamma. distribution

P = (b+2)/(b+1) ' (2-6)

Fig. 2-1 shows both f_(U) and @ (b). It is seen that £ (U)

 has a single peak at U=Db/c and that 1€ch<E 2. If b-» 0, P is
maximized and the resulting distribution ié'eXponentiai.ﬁith mean
‘value l/c{ If b «»00, ¢ = QO and b/c remains constant, then the
- constant (impulse) distributién of length b/c results. The Erlen-
-gian'distribution is a Specialvcase of_the Gamma distribution and
results when b is reétricted to integér values‘[Mh],.in which case
f(n+l)=n! [P4].

Message length distributions -are often approximated by the

.geometric distribution

g(1) = (1-p)'t7p - (2-7)

"where integer 1 is the discrete message length and parameter p
definesvthe average message length which equals p‘l‘[SE].. For
iong messages the continuous exponential distributién with den;ity
,funéfion s

ce U > 0

£ (U) = ' _ (2-8)
- 0o - U 0

AN
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¢ a)

.‘W’)

'(b)

Fig. 2-1 Gamma distribution (a) Density function

fX(U) (b) Moment ratio. . .
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ﬁiﬁh_méan length cil is used to gldsely approximate the géometfic
distribution. The means of the two distributions are equél if
c=p. The study by Fuchs and Jacksdn [F3] indicates that the geo~
ﬁetric distributién is a'reasondble fiﬁlto most of their message
1eng£h data.

.The fact that EIS applications include both file tfansfers

b to lO7 bits [K3] and inter-—

.involving long mességes (typically 10

active cgnvérsations_in§olving short messages (typiéally 20 to

600 bits [KB].) suggest a bimodal message length distribution.

No singlé unimodal message length distribﬁtion‘in the ﬁiérange

seems to offer a suitable fit to the two types of data [K3, Rk,

Kh]. From theée discussions one reaches the following conculsions:
1. BEIS messages show enormous variations in lengfh.

2., Actual message statistics are sparse.

"3. Message statistics and traffic estimates may be subject

to rather fapid and continuing change.

‘b, Network design pfocedures should recognize items 1-3

above.

II-3 Network Costs and Performance Criteria

An.important.and often underemphasized aspect pf system
analysis,.design.and evaluation is the sélection of perfofmance
qfiterié; which shquld be meaningful, quantitative, measurable and
analytically tractable.

o Appropriaté EIS network pgrformance'criteria ipcludev"
message delay, message thfougﬁput and netﬁork reliability. Each
of tﬂese ié briefly discussed below following discussions of‘nef-
ﬁork costs.

Cq$ts include hardware items su¢h'as data channels,
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eoncentrators, multiplexors, buffer stdrage, and CPU's as well_as
‘software for network operation and management.
Construction costs for terrestrial data channels increase

stepwise with capacity,and linearly with distance [02, D2, D3,

Dh]. Rental costs increase stepw1se with both capac1ty and distance

[ﬁQ, ﬁ3, DL, Gl]. Representatlve cost schedules show that costs
incfease_more slowly than capacity and for rental costs, more V
slowly than distance. Cost—vs-distance.relationshiés afe often
further complicated by rate variations resultihg from provincial
"or state jurisdictiéns traversed by ddta links.

| The ll percent per annum decrease in terrestrlal cost in
.the USA since 1960 [R5] is due to 1mproved solid state technology,'
;ncreased subscrlber volume, and increased modem data rates as
explained~in Section 3—2,_ Further real.(excluding inflation.con—
siderations) cost decreases of 50 percent per decade (7 percent |
per annum) seeh'likely during the next twenty years [D2, R3].

The technologlcal breakthrough Whlch mlght precipitate a further
,large cost decrease is the realization of fibre optic channels [03]

Satéllite data channel costs have decreased at a rate of

L0 percent per annum during the past few years [RS]; It_seems

unlikely that this rate of decrease will be sustained as the tech-

~noiegy matures.

»Coheentrator and multiplexor costs increase Vith data
haﬁdlinghcapacity, but at.a rate Which decreases as”the capaeity
increases [Fh,_T;, 02]. :However, when these are used as components
for.hodal switches in distributed networhs, the cost:seems‘tg in-
ereaseAlinearly with the number of terminations [R3]. Imptoved

'miCroproéessor and LSI technology will undoubtedly result in sub-
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stantial cost decreases in concentrator, multiplexor and swifch
costs in ﬁhe coming years. |

Buffer stdrage costs include an overhead cost plus a factor-
. Whiqhitends to-iﬁcrease linearly wifh_the capacity of any one tyﬁe

‘of storage medium. A variety of media including semi-conductor

memory, core; disc, drum and tape are available. The slower the
memory- access speed, the lower the cost per bit. " Large decreases
in core and disc costs seem unlikely [DQ]. Maghetic tape costs

may decrease if signal design and detectionvtechniques used on
bandlimited data transmission channels (see Section 3-2) can be
modifigd to increase data packing density [MS]. Increasing the
packing dénsity would also decrease the access time.. Drasfic cost
reductioné in semi~conductor memories are not-expgcted; however,
foréca#ting here is difficult [HQJ. Optica;, magnetic bubble and
thin film stofage methods are emerging technologies which offer
,some likelihood of}further co;t reductions and fast accéss rates
’[Ch,.H3,A32] . Accurate predictions of éosts aﬁd.availability
dates 1is extremely difficult.

CPU costs have deéreaséd by a factor of 10 over the past
fivé years, and will likely-continue to decrease Substantially,
[DQ]in pqrt beéause of improvements in LSTI and miCroprocessor
technology}

Software costs have increased 6ver time to the point where
thesehbften constitute the major cost comppnent_of a network.

The foilowing comments provide_somé appreciation fof software
coéf trends [DQ]:

1. The pfogramming cost per phrase remains constant

over time.
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2. The cost per phrase increases with program'size;
if a 1000 phrase program cost $5.00 per phrase a
10,000 phrase program might cost $10.00 per phrase.

3.-ﬂThe cost of writing a program for a specific task

'decreasgs at an annual rate of 25 percentf
As network'ﬁanagement protdcoié become sfandardizéd, one
- would éxpect SOftware.costs‘to decrease by virtue of item 3 above.
Anothér trend is for sqffware design to become a formal-engiﬁegring
‘diséiplihe:ﬁith aésociatéd cost controls. However, pfbgramﬁers
Qfﬁeh work as artisans who do not alwa&é.conform to a diséiplined
mould.-

| The-coét of é:network is the sum cost of ité component

parts. The fact that various componehts exhibit different rétes
-'of-cost change pésés difficﬁltieé for network designeré,'who must
attempt to anticipate césts in effect when.the network is to be in
AdpeiaﬁionP and who must consider the. sensitivity offfhe nefwofk.
dgsigﬁ to cost éhangeé.(

Useriﬁerminal and local file_storage costs are not discussed
here, siﬂcé théSé afe nét normally regardéd as network costs.
Thesé_bosts, as well as potential demand for EIS services aﬁd
éffeéts.of government policies on_costé and demand are considered
fn-an earlier report by the author [D5].

Message delay is of utmost concern in on—line dpplicatiqns
involving interactive dialogue; included here is onfliﬁe compu%ing,
banking,:point—df—séle and #ord prqcessing. Message dglay is
usually defined as the time between the offeriné of thé last
character’of a message to fhe data link and the last charactgr's

arrival at the destination. Network delays occur because of the
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Vfiniie raté at which~data is transmitted over a channel, queues
.which form at nétwork nodes, nodai procéééing'delays which includé
assignﬁéht of messages to approPriate outgoing 1iﬁks,‘m0dem turn-
1around times, and retransmissions ﬁecessitatéd_by data link'errors,
network component failures, or conténtion multiplexing collisions.
Delays of from 2 to 3 sec. with é 1 to 2.sec. vafiance is normally
-considered reasonable and acceptable [u6, R6]. Resﬁonse.behaviour
-eipected by on-~line users of electronic informatioh Servicés‘is
‘similar to that expected of-other humansvfMS, R6, K5, D6, HL, F5J.
| ﬁelay usually imlies an average over all data in. the pét—'
work, often at the busiest time of day. The delay as Ségn‘by an
individual usér can vary considerably from.the average; simiiarly,
‘an individual user's variance can be different from that for the
hetwork; To include ihdividual user delays as explicit'pérfdfmance

priteria in design would be compﬁtatipnally prohibitive and probably

ineffective because of the unreliability of individual user‘staﬁistics.

-Alternaﬁives,td maintaining satisfactory performance for individual
jﬁsers include priorities for'g.fee,'cﬁngestion cgntrol) ahd ada?tive
routing; as explained»in Chépter fm_ |

bata throughput'is anOthér performance measure of interest.
Throughppf is theifotal data traffic from soﬁrce to destination
per~uni£ time. |

ReliaBility is of interest for obvious reasons. The-dif~
ficulty in deciding upon an appropriate definition for_reliability
islreflected.in the number of alternative definitions wﬂich have
been'ﬁroPosed [WE, T2, V1, 03, L2, H5, H6, K6, F6} Fr, F8,.DT,\CS,
A3, AL]. )

Reliability criteria are often characterized as either



3l

.determinietic or probabilistic [W2]. Detenministic criteria are
-based on measures 1ndicating the number of network iinks or nodes
that can fail w1thout disrupting network operation [W2 T8, A3,
.T2].‘ Deterministic criteria were originally based on the presumed
exietence of a hnman adversary with knowledge of the network
structure and therefofe indicated.how difficult’it would be for
snch an'edversary to completely disrupt commnnication. Determi—
nistic criteria are besed on network‘topolog& and graph theoretic
‘concepts and do not normally provide quantative measures ofithe
degree'of delay or throughput Qegredation'caused by non=uniform
mlink‘traffic.

Probabilistic reliability criteria [W2, F7;4K6,‘D7? 5] are
‘more'appropriate for EIS applicatlons because they tend to indicate
the degree to which a-network fails to perform as intended. Pro—
babilistic measures include the probebility that two network nodes
'eelected et rendon willAnot be able to communicate, or tne pnoba—
bllity that all operating nodes will be converted to the network
by at 1east one link or the expected fraction of communicating
nodevpairs., Some probabilistic criteria are rather etrongly de-
pendent on topology. For examnle, when nodes are tirtually 160
percent reliable and all links are eqnaliy.unreiiable ané fail
independentlj of each other, one can enumerate the number of net-
work,statee which resuit in a disconnectea network,bcalculate tne
probability of each state,{and eumAthese to obtain:the probabiiity
of a disconnected network, |

There seems to be no network design procedure wnich formallj

incorporates reliability as a design constraint. Some procedures
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include ad-hoc constraints such as hali nbdes.must terminate at
least two 1iﬁks fof reliaﬁility furposes."1 Reliability is_ofﬁen
asseSSed‘folldwing completion Of'the design proéess. In the next
section we propose a formal reliability constraint for inclusion
»at’the éutSet of the network design process.

Reiatéd to but distinct froﬁ reliability are sensitivity
and adaptability. . Sensitivity relates to the amounts by which
© various pefférmance criteria change in ré5ponse to changes‘ih
design’information such as data link costs, traffic or link failure
?robabilities. Sensitivity is particularly important when the
origina;.design information chénges often.ana by large amounts.
Adaptability_is closely reiated to sensitivity,and indicates the
.eése with which an original nétwork design can actually be modified
in.response to changes in design data.

The EIS:industry is subject to changing rate structures and
cqsts.ofAtechnoiogy, and to grqwth industry traffic changes. Be-
cause fhe ambunts and timing ofvsuch changes.are not éaéily pre_
dicted, sensitivity and édapability considerations are important.
Like reliability,lthey are not normally incorporated at.fhe outset
in the netVofk desigqabrocedure and are often ignored altogefher
until ngtwork oﬁeration~and management is.conside;ed,_ Wé woul@ '
propose that neﬁwork designs be subjected to sensitivity Studies,

.and be evaluated as to their adaptability.

II-4 Network DeSign.Problem Statement

In analysis and design of large systems problem formulation
is of utmost importance. Problem formulation 1nvolVesAspécification

of a system model which is sufficiently accurate to represent the

~
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salient aspecfs'of system behaviour, sufficiently simple toipermit

- meaningful analysis and.system evaluation, and sufficiently flexible
}to accOmmddate,modifidations. Problem forﬁulation and mathematical
modelling is normally an iterétive procedure in which the model

is improved as more is learned from studies of earlier modelé and
from expefiments suggestéd by these m&dels [83].

Iﬁ designing iarge, cOmplex Systéms, one does not usually
insist on optimum designs, particularly when the design datsd is
sparse and subject to. change. Efforts are devoted instead to
avoiding crippiing non—dptimaliﬁies gnd to obtaining good sb;u_
tiéns which remain éood or are'easi;y modified if the desigh data -
éhangesf

Fig. Q—é shows an electronic information netwbrk consisting
of Nvekternal nodes at which are located termihals, computers,
épmputér peripherals or memdry storage banks, and internal (back-
boné) nodés which store and forward messages whose final dgstination
is normally an external node. The’network"consists of Mulinks..
Some'iinks carry_traffic in one direction dnly, yith the result
that tréffic_can flow over a pair of such links in both directions
alopé a path between two nodes to prdvide full—aupleg (FDX) operation.
" Some nefwbrks or(porti&ns'of networks use half—dﬁblex (HDX) 1links,
in ﬁhich case traffic can flow in either one direction or the other
but.not both at the same time. In the HDX case the totgl traffic
A iﬁéludes the two'one—directioﬁ.traffic cémponents. Some lines
(normally HDX) support terminals in multidrop fashion, in Which'
case the number of terminals operating>on the line at any one‘time

.is restricted.
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.The data usually specified at the outset is the traffic
.matrix [r], defined in Section é-e. Eithef a&erqgé message delay
of netwgrk cosf is optimized subject to a constraint én the other
qugntity; “As notéd éarlier5 reiiability is not norméliy incor-
: éorated at the outset as a formal‘design c0nstraiﬁt, but is con—.
sidered later in an ad-hoc way. '
| The design variables are ﬁany and include data link -
éépacities, data link traffic flow, mesSagé routing which ﬁay be
eifher fixed or édaptive, nodal buffer size and organization,
net%ork_topologyp.dgta channel multipiexing or pqlling techﬁiques
and congestiﬁn control étratégies. |
Défine'iofallnetWOrk cost;‘average delay, unreliability
and throughpﬁt; respectively, as D, T, U and Y. It follows that
N N _ ,
Y= I T o1, o (2-9)
i=1 j=1 :
In (2-9) Y denotes the level of nétwork ﬁraffié; a k-fold increase
ih Y impiies a k-fold increase iniall matrix éntries Tige
If the cost is thg performance meaéure then for a given

;sét:of network variables
D =D (T, U, Y) - (2-10)

Oné expects an increase in T, an increase in U_or a decfease in

Y to reduce'D. On the basis of thé discussions in Seétion 2-1,
the cost per bif D/Y shOula decrease with an increase in y. Such
behaviour has been observed [D3]. |

With delay T as thg performance measure

T'= T (D, U, Y) o : (2;11)
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'Ap increase in D, which implies high capacity data links and/or
more data links, as>ﬁéll as a.decrease in U or Y would'normally
“reduce T. |

If Ti and ki denote, respectively, the avergge delay and
.message arrival rate on link i, then [Kh]‘

T =
i

nes=

(Ay /Y) T, - (2-12)
1 .

Notg thﬁt (2-12) does not require that any assumptions regarding
the independence of message arrivals at nodes. However, for
:anglytical pufposes_evaluation of the noda; delays Ti does require
‘thejassumption that messages arrive independently dt.each node.
"The éalculation of Ti for queuing and various chénnel multiblexing
techniques is-ponsidered in Chapter 3.

| It is important to realize that T in (2-12) doés not
represent average delay for messageé which are broken into smaller
'meséages or packets for transmission by the network,_butvfor the
packéts tﬁémselves. Delay for the.original message ié‘always of
primary interest, but difficult to calculate since the individual
. packets eXpérienCe different delays [06; Sh]. Small values Qf T
in (2-12) for message packets does imply reduced delay for original
ﬁéssages [sk] (see Section 5-8). “ | |

Simulation studies indicate that average.deléYS calcuiated

using the independence aséumption are reasonably close to observed
delays [KE], Efforts have been made to include the effects of
depgndencies in message delays [KT, RT, KB]; howéver these approaches
are either topologicaily restrictive or analytically unwield&. One

could argﬁe that because of the imprecision and continual changes
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in deta used for desigh, the independence assumption will likely .
yield networks heving performance'cheracteristics comparable to
thpse whieh might result if more accurate delay calculations were
Semployed. _From such arguments it follows that efforf should not
~be sbent on ‘the difficult task of.improving our understanding of
eueuing and message flow dependencies, but rather on the improved
management of networks designed using impreeiSe data. Others
would argue that improved management itself requires better(know;
ledge of message statietics and depehdencies.
eAs noted in Section 2-3, network cost is the sum total of

'all_component'costs. Costs are sometimee assigned solely to data
links for convenience, in which case nodalsand operating costs are
divided and adﬁed to link costs.

| It remains to define ﬁnreliability U.. We propose the .

following definition; with n as the total number of network nodes:

S | _
P. A, + E U, (= Ai)] (2-13)

17 Y 5=1 9 node j

U =

<
M=

i
where P; is the probability of failure of 1link i, Uj the proba-
bilityeof failure of node j and % A; denotes the sum total

o node Jj
of traffic passing through node i. The definition.in (2—13)'in—

eorpbretes both»lihk and'node failures,_and‘implicitiy assumes
the failures are statisticelly independent. This latter assumﬁtion 3
is not always realistic; for example, in-radio.networks environ-

mental disturﬁances ﬁey cause ail nodes and links in a regiop to

fail simultaneously.[B3). However, the statisfical independeece
aesumﬁtien is>reasonable_in many situatioﬁs, and is normally

employed in reliability‘calculations fWE, B3].
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The reliability measure in (2—13),repre8ents the fraction

of traffic unable to reach its destination because of link and

node failures, and indirectly incorporates most other unreliability
»measurés including_sachias time between failures and mean time to

repair  [C5, D7J. Analysis using the above definition of U is often

simplified if nbde failures are incorporated with link failures

in which case

1 ¥ | | '
Us=g3 3 Alpy * ZU;) (2-14)
i=1
JEA;
where z includes those nodes which terminate link i. Equation

JEA;

- (2-1h) assumes that failure of a node involves total failure in

the sense that all communication through the node is disabled.

Incorporation of node failures with link failures has been pro¥
posed by Aggarwal [Ah]f |

The definition in (2-13) or (2-1&) invelves link flows xi
és-ﬁel;.as'ﬁetwork fépology ﬁhiqh‘affects both p; and U;. It is
hot.ﬁnreasbnable to assume that.pi ié proportional to the length

of link i. The more links which terminate on node j, and the

larger. X A; the larger will be the amount of buffer storage

node.j =t

and processing capacity at node j; hence the larger'Uj}'

The actual link capacities C; may affect U through the

T For example, P for cable of capacity Ci

may‘be lower than that for the same length of microwave channel-

of capacity xCy where x>1, even.thcugh Py is independent of Cj

for any one type of physical channel.

As with delay T in (2-12), U in (2-13) and (2-14) applies
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not directly to the original messages Whiéh may have been de-

mcbmposed_into.smallerApackets, but to the packets themselves.

The feiationship of packet to message reliability is considered

vih'Section 5-8.

We noted earlier that the varianceU‘T2 of the average

delay T was of interest. If the delays Ti in (2-12) are stati-

"stically independent, as is dsually assumed, then

T2 = B (A, Iy) anP (2-15)
LIS RS AR
where dﬁe'is_the variance of nodal average delay T,. Section 3-3
i Ly f%-* R . . .
considers the calculation of - 0&?.
. : 1

.The,hetwork.design problem involves optimizaﬁion of one
ﬁerformance variable with respect to network variables, with con-
straints Qn the remaining variables. Traffic level. Y is ﬁormally
specified at the outset. Either gdst of delay is normally selected
as the variable to be optimized, with théuother constrainéd.: We
wouid élsb advocdte a constraint on the reliability. In fact,
it would be of interest to examine the effect of optimizing U,

whilelconstraining T and D. What type of network would result?

He~d0n't know.

Sbme assessment of the network's sensitivity and adapta-
bility is obtained by varying design data such as traffic rij

and component costs, and observing the effects on D, T and U.

II-5 Circuit, Message and Packet Switching

‘During the early years of telephony digital circuits and

the associated technology with its inherent flexibility was non-

‘ ‘existent..~ Virtually all switChing was performed manually. Many
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parties shared a single local line, and a common -form of enter-

tainment was to listen to & neighbour's conversations: The above

type bf system used circuit (or line) switching, whereby the con-
versing parties held physical circuit connections until -completion

of their call. While circuit switching d4id (and still does) provide

for a dédicated connectién between two users, ﬁhe‘time taken to
establish the connection, the ratﬁer high probability of a busy
signal on oné or more of the component links and the unavailability
of the circuit to other users during periods of silence (which
constitutes ét least 50 perce?tuof the call time [R3} makes.circuit
switching'inefficient for EIS applications.

. Telegfaph systems, many of which originated with the rail-

roads, vere and are used to transmit coded messages. In early

systems messages arriving at a switchingtcéntre were réceived and
stéredAon punched paper tape. The tape holding the inc§ming mes-—
sage wvas placed in~appropriate outgoing tape readers fdr trans-
mission to the next node. fhe message was transmitted even if
subsequent links in the total communication path between éource
and deétination were temporarily unavailable. The price.of this
gpnyeniénce includes message storage facilities at each node;.as
well as‘variable nodal delays of unknown magnitudes.

Packet switching involves decomposition of a message into

fixed-length packets and transmission of these individually,  pos-

‘sibly over'different~rputes, to the message destination where

nessage reaésembly occurs. Packet switching is particularly
attractive when many intermediate nodes lie between the message's

origin and destination. "As soon as the first packet of a message
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.is receivea by the first»node in the éhain; it can be forwarded
wvhile the nexf packet.can be sent from the origin to the,firét
hode. If there are more intermediate nodes than ﬁackets in a
givéﬁ message the enﬁire meséage can‘be moving towards its deéti;
nation with each paéket on a different link. This pipelining
effect reauces_the source—tojdestination message delay [Kh;_Szj.
For.example, if.a méésage consisfs of y packets and must traverse
A links, the time fequired forvtransmiSSion will ﬁe 1/y timeé
that required using message switching. The above statement ignores
‘quéuing:delays, packet overheads, nédai processing and‘packet ré—
tranémissipns, Packetizing mé;;ages can reduce the potentially
iarge nodal'storage reqﬁired to handle very:long messagesland
can provide for additional flexibility regarding meésagé trans-
mission prio?ities.  Thus, single message packeﬁs'can be int¢r—
iéaved'withAa sequence of packets froﬁ a long message which ﬁay»
have_no“ufgency regarding delivéry time.

The above discussions as well as analyses described in
ChaptérAB motivate_use of either message or ﬁacket switching
when traffic is bursty, in which case a high bandwidth low duty-
~cycle channel‘is needed. Lbng file<trapsfe?s, on the other hand,
ﬁoﬁld seem £d<favouf circuit_switching. AWhen traffic consists of
' ﬁoth inﬁeractive converéations and file transfers,_packet switching
is indicated, for reasons stated in the previous paraéraph. Packet
‘switchiﬁg involves ﬁroblems additional to those inherent in message
éwitching, which probléms include paékefs arriving at the desti-
‘nation out of sequence, in duplicate or not at all [sk, Kk, Rh].

The decision as to which form of switching to use is not an
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easy one. Some studies have beeﬁ éohducted'in order'to_compare
switching techniquesl[CT, Iy, MT], but a comprehensive treafmént
seems_unavailable. Because wé do not yet-fully undérstand‘all'the
igsuéé involved in thé_design of packet-switched networks,vﬁarti-
culgrly the issués involviﬁg netwprk management and protocols;
afdefinitiVe comprehensive comparison of switching methods seeﬁs
unlike;y.at pfesent. Howevér, enough ié known cdncerning the
advantages, design and operation of packet switched‘networks to
warrant their continued use and study.
The important issue of packet length poses difficulties

[sh, R4U]. TIf H is the packet overheéd,lincluding bits for packet
 synchronization, addressing, error detectioﬂ and' L. the packet's
_maximum length, the following facts are relevant [Rh]:

lr..The ratio of useful information to overhead (L-H)/H
and hence the network throughput Y increases as L
iﬁéreases. ' . ' ' . -

2. ~The larger L, the larger the probability of a packet
error and subsequent retransmission, with an accom-
panying reduction in throughput if the error rateAis
too high. Retransmission strategies are considered

in Sections 5-3 and 5-8.

‘3. Increasing L inéreaseé network delay for short pécketé
which must wait in a queue behind one or more long
packets, some oOr all of vhich may‘be a  part of a'long
méssage. This particular problem can be obviated by

" giving short packets priority over long packets. HoW—
ever this queuing discipline discriminates against iong
meésagés. 'Priority disciplines are considefed in

Section 5-4.

4. It is desirable to make L sufficiently large that most

message lengths will not exceed L. In this case, over-
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heads and occurences of oﬁt—of—sequence packet

arrivals at the destination are minimized.

5. The larger the number of nodes betwéen source and
‘destination, the shorter the desired value of L in

view:of delay reductions via the pibeline effect.

Issues affecting packet length considerations appeaf in
.Secfions 3-8, 5-2, 5-3, 5-L and 5-8.

The feﬁ quantitative results available suggesﬁ that network
“performance does nof change rapidly as the packet length varies
about the apparent optimum value [Rh]. The need for more infor-
mation regarding. selection of packet lenéth, particulérly as thg
'selecﬁion relates to_hétwork manégemeht ;hd protocols, as well as
nodal buffer size and management, would be useful [RL, Kk, c6, sbkT.
| The routing of EIS messages over two orAmoreinétwqus which
may‘usé different switphing mechanisms requires considerations
iﬁvolving interconnéctioﬁ_or integration of various types of
networks_[FQ, Jo, c8, shi. - Interest continues to grow reg&rding.

%his matter.
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‘IITI MESSAGE QUEUING AND CHANNEL SHARING

III-1 TIntroduction and Overview

Tﬁe primgry purpose of this chapter is to'present results.
“ﬁhiéh~enable delays experienced by single messages .or packéts
~;n_an BIS network to be calculated.

Becausé messages arrive at nodes at irregular and randomly
spacga"time ihtervals, queues may form. Delays due to queuing
ﬁhenAensue, even thbugh-the average message.rate is less than
‘the channel Eapacity. Section 3-3 preseﬁts equations whereby
qﬁeuing.delays and delay variantes éan be obtained for Poissoﬁ
messagé arrivals Vith arbitrafy message length distributions.

Different message streams may‘share a data channel, in
4ﬁhich case multiplexing is required. Sectionf3—h considers non-
contention multiplexing, including frequenc& division and time
divisioh_multiple access. Spread sﬁectrum and pu;ée addreés
.-mgltiple access.are'a}so considered, altﬁough these involve_some
degree.of conﬁenti§n. - Non-contention schemes are seen to be un-
.suited to EIS applications which generate»highlybbursty traffic.
Contention‘multiplexing implie; that various usefs.or{'

" message streams attempt to utilize a channel with little or no
regard for the behaviour of other users; As a result,.users may
"collide", and each must.retransmit his message, hopefully in a
ménﬁer which prevents another collision. Séction 3—5‘sumﬁarizes
delay and throughput results fof pure and slotted ALOAH contention
multipiexing, |

Various strategies have been proposed to reduce delay. and

throughput degredations due to contention "collisions". Some of
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 these'are considered in Section 3-6. Fnrtner study is warranted
in this area.

.Section 3-7 deals with the interaction of queuing delays
“and contention collisions, a subject whish has not received much
attention.' Section 3-8 discussing polliné, a scheme whereby each
user sharing a channel does notttransmit.until S0 instructed.
Polling avoids collisions but often at.the expense of reduned
thrnugnput and increased delay.

| Nolone accessing scheme is best in all situations. Con-
tention schemes are best in ;;gnt traffip;,particularly wnen link
.propagstiqn delays ars large in‘comparison with messsge or packet
length. Heavy traffic favours modified contention multipleking
or polling. The sshemeAwhich is best will depend.on the'specifié
.1channe1 and traffic parameters.

Modems are important components  of any data communication
‘system, and are considered briefly in Sectinnn3—2. Although the
discussiqn is necessarily brief, the important problems including
signal and receiver dssign, syndhronization-and implementation

are considered.

III-2 Modems

"quem" is an acronym for modulator-demodulator. A modu-
lator conVerts symbols or more generally, symbol sequences into
signals for transmission over a physical communication‘channel.
A demodulator converts received signals into~received symbol.
,sequences. |

A -tradeoff exists between the speed and accuracy with which

symbols can be transmitted [Wl, L1, L2, Rl]. When channel band-
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width W is narrow in the senée that the‘symbol rate is comparable
'to; or larger than Wfl, multiamplitude signalling may be used to
reduce ﬁhe channel band!rafef The number of usable amplitude
levels depénds on the desired transmission érror probability and
‘<§n the signal-to-noise ratio af;thé.receiver input. When the':
symbol rate is much less than W—15 redundant'channel coding can
- be gsed to make full use of the available_bandwidth5 thereﬁy
1reduéing data transmission errors [L1, L2, L3, Wl]. |

Fig. 3-1 shows aﬁ often used linear time-invariant model
fof a physical communication ch@nnel. The filter H(T) may |
écﬁuall& be pfesent, or may be implicitfin a bandwidth constraint
on the modulator output signal s(t). Noise n(t) is often mbdellea
as a wide;éense stationdry Gauséian random process [Wl, Ll,.LQJ.-

Consider a sequence of data symbols F- RPN -}

s & —N - IA . o O_ N-‘ « » L)
and 'a pulse shape p(t). Define ‘
' o .
: = hN [ - R -
g(t) = I a, p(t-kT) - (3-1)
where T.is the basic symbol period. The transmitted signal s(t)

in.Fig.'3-1 may be either amplitude or angle modulated by g(t).

The data symbols ay

bols, or may be subdivisions of these as when each message symbol

may be identical to the original message sym-

is represented by a unigue bif sequence,Adr may be combinations
of the 6riginal seguences.

The modem desién problem is easily stated: specify pﬁlse
éhape p(t) in (3-1) aﬁd the.reéeiver to operate on the received
‘éignal r(t) to minimize the probability of a symbol_érror at a

épecified data rate. Alternatively the data rate may be maximized
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for a spécified error prdbabiiify, Either ér both of the peak
br average power of s((t) is normally c0nstfained. -

DuringAthe past decade rapid and sustaingd progfess has
béen.achieved on AM modem design [Bl, Tl,.Sl, 1, F2, F3, LL,

M1, ci1]. 1n 196? Berger and Tufts [Bi? 71) determined the best
pulse shape and linear receiver, the latter a lﬁmped filter fol-
lowed by a tapped deiay line which, in practise usesva fihite

number of taps. Salz [Sl] used (non-linear) decision feedback

to improve the performance of the linear equalizer. Care is
required to ensure feceiver-étability [02]. ReCently.a tapped

deiay line f@ilowed by a Viterbi decoder [F3, Fh | has-béen used

to further improve_performancé to the point where multiamplitude
«quédrative PAM has been used to obtain bit rates in excess of 12 Kbs -
Aand.bit.érror rates of 10—3 or better on standard_ﬁelephpne channels
With(approximatelyA2800 Hz of useable bandwidth fF2,AFl, Mil.

-The number of useable PAM.levels depends on the signal-to-
hoiseJratio at the receiver; a tradeoff exists between‘fhe number
ievels and the 5aﬁd raﬁe T in (3%1). For éhannels satisfying a.
Nyquisﬁ distortion criterion [Ll], the symbol error probability'

‘Pe can be expressed in terms of.thé number of symbol levels L (the.'

in (3-1)) and the ratio of

number of discreet values assumed by 8y

the received signal—to—noise'poWér'S/N as follows:

- 1 3 8,1/2
P= 2(1-5)Q (= §) (3-2)
a0
where 1 w2/ " :
: A Q(x).=JEﬁ~'g e ¥ /2dy . ' (3-3)
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In céntrast with the AM cése, little progress has beén
achieved in optiﬁiziﬁg either the pulée shape p(t’ or the re-
" ceiver for angle‘modulation. Tﬁé difficulties arise ffom the

.proﬁlems inherent in determining spectravforvgngle modulated
" signals [11].

in-line—switchéd ?efworks, the response H(f) in Fig.A34i
'is not known‘priorAto the establishment of a circuit, with the
?esult that?adaptive receivers are often used to achieve high
Qdata rétes ﬁLl, c1, Dl]. In 1iﬁeér equalizers the delay 1iﬁe faps
fére adjgsted_adaﬁtively qsing a steepest.descent ér other suitable.
-aigorithmé [Ll, Cl, D1]. The Vitérbi algqrithm is inherently
>adaptive [Fh].

One of the most difficult problems. in data communiqations
is syﬁchronization, which is required at the symbdl and word le#el
[32] and ultimately_at the process level. Carrier synchronization
3Cé£_be éyoided by use of incoherent detection téch%iquesI[Ll, L2,
~W1, S2].‘.Sjmbol é&nchroﬁizatidn_inVolvés saﬁplingifhe_recgiQef
'foutput at a time whiéh'will minimize thé_érror propabiiity fMQ;
L1, L2, S2, u1]. .Word synchronizations ére'éonsidéred in Chap}er
.5 invcdnjpnction with data link control.

When the data rate is sufficientl& low thét intersymbol-~
interference.is‘ﬁégligible, symbol synchronization is réther easily
'aChieved“by correlating fhe received dafa stream with time—shifted
;replicas of thé modulator pﬂse[LQ, s2, s3].. The time—shiffing
and correlgtion can be implemented either Serialiy or in_parallgl
S lne]. When intersymboi—interférence is present, symbol syﬁchfqhi—

zation is much more difficult, and normally involves use of zero-
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cfossings'dr maximumAeye openingsﬁ[Ll, M2, D1, Ul; Ql].

Adaptive eqﬁalization and symbol synchronization are of

particular interest to designers of interactive data communication

systems because of time deléys inherent in these bpefatidns; Whehi

. halffduplex date links are used, the above time delays can occupy'
. from 100 to 200 ms [D1], which is in addition to the 150-200 ms

. needed to reverse echo suppressors [D1]. The future may see more

effort to.design signals and receivers to reducé symbol synchroni-
: | A '

zation times, possibly at the expense of slightly lower data rates.

- The time required to establish link data transmission motivates

uée of dédicated fuliLdupiek_éh;nnéiE. ’ .: I
| Cpnsiderable effort is being exbended'to'reAﬁce the'cosi"

of modem implementation [H1, V1, D1]. Efforts are_also Beiné

expended in modeliing fibre optic channels tq facilitate design

of suitable modems [Gl, H2, M3, P1, R2, T2].

III~3 Message Queuing at:Network'Nbdes

[

in this.section queuing theory fesults of immediate concern
to oﬁr study aré summarized. Queuing theory and.ifs applications
afé diécussed.at‘léngtﬂ in various reéeferences [Kl, K2, K3, R3, sk,
Kk, 85, 86].
B Fig. 3—2 shows a network node fed by meSsagéS;from input
chahnelsll to n. The avérage méssage arrival ratée on input channel
i and depafturg rate én'output channel‘j-are Ci.and Aj, respéctiﬁeiy.
The message lengths aré yi'and‘xj5;as shpw#,

Tﬂe node in_Fig. 3-2 may represent a buffered data terminal
operating in transmit mode, in which casevn=l, a reéeiVing ter@inal

ih which case m=1 or an intermnal netwdrk node: with n>lvand m>l.




60

- ANODAL BUFFER
STORAGE

'~\ ' .
M MESSAGQE . z

I".‘ P Wj‘\ ﬁl)“'%’* . | . .. ' rb_ &\+‘t\ C L\ Aanne l 8

C, WA a‘\-\ﬁ'\(f \ S,

Fig. 3-2° Queuing of messages at a network Hode.
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Messages arriving on any incoming.channel»i will normally be
destinéd for different output channels. Infinite nodal buffer
storage is assumed. Effects of finite.bﬁffers afe considéred in
Sections U4-10 and 5-7.

Thé'éverage waiting time for the gqueued messages and the
waiting time variance depend?on.message arrival ana length distri-
butions and the qﬁeue service discipiine. If the incoming:message.'
afrival rates are Poisson, ‘the @essages destined for each output
~channel also have Poisson . arrivals ﬁith rate Ai=k %hefe
| !

A=3 n, C, S (3-4)

whefe hj‘is the fraction of messages onvinput channel: j destine@
‘for output channel i [K1, k2, P2].

Thg average time fhét a message walls in the queue for
service is [K2, Mh,_SS]_

——

A X2 je(1-0) O (3-5)

=
]

[Di‘((l—p)] [ x2 /232 (3*6)1

where X denotes the mean Value'of message length X=X

22 =

X“ = the mean sqﬁared length and
P = AX (3-7)

The variance Q#zof the waiting time W is [K2]




T2 w? & Ax3/3(1-p) o (3-8)

= ﬁg» +[p§2/(1-p)] [ ;?’/3%3 } (3-9)

The average méssage delay T includes the average time .

,required to remove the message from the queue'in Figi 3-2. Thus
T =X + W
= : B, -2 oy
= x[l + (D/(l—p)ﬂ[kx /2x )} (3-10)
and -— " . o
d2 - x% 4 ¢ (3-11)

T ' : v’-W"‘l

. o . .
Wheretg is the wvariance of T.
' 2

As expected, T and W are proportional to X, while d; -and

5 | - o
}g, are proportional to XE. It is seen that T, W, U&-and (z_all

,inqreaseirapidly as p'»1. Thus, a lafge utilization'factorip not

only increases the average Waifing and delay times, but also in-

M i PO
" creases the variance of these tines.

Equations (3-6) and (3-10) appiy-to any priority queuing

" discipline which selects messages independently of the message

lengths [KE]. Ipcluded in this class is the familiar first-come-

first- served (FCFS) discipline. Equations (3-8) and (3-10) apply

only to the FCFS discipline, howéver Assignment of high priorities

to short messages reduces W QKE MS] The reduction'is particu-,

larly When (o] 1s close to unlty LMS]

‘Knowledge of either Wlor T and the coiresponding variance
enables determination of the 'probability that the instaneous delay

t or waiting time w will exceed a specific value, provided.that't
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,fbr.w'can be dpproximated by a,known"probabiiity distribution .

() or-fw(u),. If P(t<A) and P(w<B) dencte, respectively, the

B

- _probability that delay t<A and waiting.time W<B_then

A ‘ . . .o
-P(b<A)=S £, (u)du o “i.(3—12)~-

0 1 ‘
P(W<B)::S - f(u)du 4 - (3-13)

0 | - N

Martin [ML] argues fhat ft(u) and f%(u) are'well approximated

by  Gamma distributions with parameter R = (T/‘%)Q, and the traffic

>Studiés‘cited in Chapter.2 tend to support this assumption.

Knowledge of ft(u) is of interest in estimating the amount of .

buffer capacity required at each node. (Seé Section 5-T).

Distributidns fx(u) of the message length xi=x.in Fig. 3-2

fCah_be expressed in terms of the component meésage length distri-

~butions fC (u) as. follows:

J
. '_ n gi ’ . o ) o
£ _(u) =.§ g fC.(u) . S (3-1L)
J=1 J
It folloys‘that . . :
a ' 5 n gy [t k » |
Xt = iEi A,[ ; ]fgj(a) ) (3-15)

From (3-14) and (3-15) it follows that if all input channels

e

"have identical message length distributions, fx(u) and xk are

identical to fC (u) and Cj , respectively, for j=l,2,...,An.
S i : : .
Both T in (3-10) and W in (3-6) depend on the ratio

® = x2/ ie which is shown in Fig. 3-3 fof various message length
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distributions. Ratio ® is seen to ?ar& from 1.0 for a constant
distribution to 2.0 for the'e#ponential distribution..~The expon-
eﬁtial distribution is often used to calculate delayé in computer—
cbmmunicatiqn networks’in wvhich case waiting time We and delay Té

are as follows (See also Fig. 3-L):

W= p% /(1-p) - (3-16)

e
T = X /(1-p) | (3-17)
‘ — 3
Since x° = 6 x for exponential message lengths
O@z = we2 + 29§2/(1—o) (3-18)
: e
2 5 -
g~ = x + J " - (3-19)
Te e Vo

Recall from Section 2-2 that the Gamma distribution, by
appropriate choice of its two parameters b and ¢ could represeht‘
both the Gamma and exponential distribution, and that for all

choices of b and ¢, 1 < ® € 2, Thus, it is not unreasonable to

“expect that for unimodal distributions W and T are largest for

the exponential distribution and smallest for constant message
1enéth. Since exponentiai message lengths are often assumea in
calculafing'f, the aétual'value_of T will éften be smaller.

In those situations where the node in Fig. 3-1 is an internal
network -node, the delay seen byﬂmessages destined for another node

includes in addition to T in (3-10) a propogatidn delay P and nodal




Fig. 3-4 Waiting time W_/Xx and delay Te/i for
exponential message lengths.
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f

processing delay K. If significant overhead information is trans-
mitted along with the actual dﬁta over an output channel of capacity
. and (ul)"l denote, respectively, the average length

in bits of data packets and all packets (including data and control

packets) then

T = W o+ e P + K (3-20)
and
- | Mulc e | (3-21)
pltce=x | 2 -

If'exponentially distribﬁted.messagé lengths are assumed -
for all packéts, then. (3-20) reduces to Kleinrock's-[KZJ formula,
since. ® = 2 in this case.

The above discussions assume continuous message lengths.

"In those situations where message lengths are short (12.50 bits)

discrete length distributions are used, and the above results are

easily modified [s5] as indicated in Section 2-2.

Illjh Non-Contention Multiplexing

Time division multiple access (TDMA) and frequency-divisidn

‘multiplé access (FDMA) are non-conténtion multiplexing schemes,

since dedicated time slotS or ffequeﬁéy baqu; réspecti%ely,'are
available for éommunicatién. We also include'puise address multiple
access (PAMA) and spread specfrum'multiplé access (SSMA) under non-
éonténtién multiplexing, even though a:user's transmissions may

bé éuﬁject to severe interference when many other users are

active [87, $8]..

Addressing is inherent in all four schemes. In FDMA and
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TDMA the.demodulatbr monitors the éppropriafe frequency channel
or time slot, respectively. In SSMA, demodulation is via a par-
ticuiar pseﬁdo—random waveform, and in PAMA via a sequence of
pﬁlées with a_distinct time;frequency pattern'[ST, 88]. SSMA and
PAMA are particularly suited for transmission security and privacy;
jamming of é particﬁlar frequency band wili nét obliterate trans-
mission and gﬁessing the correct pseudo—random.wavgform or pulsé
sequence is -very unlikely. The sender is also identified by the
frequency (in FDMA), time slot (in TDMA), psehdo-noisefwaveform
(in SSMA) and pulse paftern (in PAMA).

FDMA offers implementation simplicity (network timing is
not required) and compatibility with mﬁch existing'equipment.

When non-linearities are involved, as in satellite repeaters

~operating in saturation, intermodulation products -reduce the

useablg repeater outpuf power in which case someyéo*ordination
may bé rgquirgd among-up—link user power.

TDMA requires network timing, however, mutu§l ihterference
among various users' signals is obviated, as is the need for power
co—ordinﬁtion.

Neither FDMA nor TDMA aré particularly suited to bursty,
lodeuty—cycle EIS data traffic. Fig. 375 (a) shows M separate

FDMA or TDMA channels of capacity C;;. Fig. 3-5 (b) shows a single

shared channel of capacity C. If all message arrivals are Poisson,

if ki= A and Ci= ¢ for all i=1,2,..., M, and if all messages have
the same length distribution then (3-10) yields delays T, and T

for Pigs. 3-5 (a) and (b) as follows:

r_=(u/uc)(1 + [p/(1-p)] @/2)  (3-22)
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Al e C, e
A, e C;
|
|
|
Ame > C. —
a)

H

2. C;

L=

C

(b)

Fig. 3-5 Illustrating FDMA and TDMA (a) M separate .
channels -of capacity C/M (b) Single shared.
channel of capacity C. ' :
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T o= Ta/M Co | *(3-23)

©
it

A/uc . | o (3-2k)

From (3-22) to'(3-24) it follows that if all messages

queue for one shared high-~capacity channel, rather than for

several dedicated low-capacity channels of equal total capacity,

then'average message delay 1is reduced. This statement épplies
for arbitrary values of Ai and Ci’ provided delay T is averaged

over all M message sources. Analysis shows that TDMA, provides

‘a slightly smaller delay T than FDMA, at the expense of additional

circuitry for timing control [TS].

SSMA involves multiplication of a narrow-band data wave-
form by a wide-band pseudo-random binary waveform,'foilowed by
tfanslatioh of the qdmposite signal via amplitude or angle modu-
lation to the désired frequency band [Al,'SY, 58],.'Demoduiapion
iﬁvolves conversioﬁ of the received signal to the basebandsfol—
lowed'By multiplica£ibn using the same pseudo—random'ﬁaveform‘
émployed at the transmitter. The resulfing signal is then match-
filtéred prior to detection of egch data bit. If the data bits
a?e fectangular pulses then the matchéd filter is a simple integ-
ratorf~ |

SSMA noisé is caused mainly by other users whose wideband

‘signais appear as noise to the user in question. Thus, if there

are M-1 other users, if the total received power is P, if N is.
the thermal noise power spectral density at the receiver, if W

and B denote, respectively, the system and message bandwidth. then
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for equal user transmit powers and no intersymbol interference,

detectability a° is as follows (87, s8] :

2 K 2 (P/MB) -
ac. = { ”
LOM-1) /M1 (P /W) +N (3-25)
AWhefe constant K .= 1 for a linear channel and K = II/L for a hard-

limiter channel. For large M, (M-1)/M =1 with the result that

a®~ 2k (P/N)(W/B) - (3-26)

M W + P/N '

Fbr‘coherent detection, the bit—error probability p is

as follows:
' lo's)

exp(—yg)dy (3-27)

d

For irncoherent detection of the carrier siénai
p = (1/2) exp (-d/2) (3-28)

Increasing W/B increases 4 and reduces P.
Results which inciude'in%ersymbol interference are also
available [Hé];
© SSMA does>not require centralized timing control. Some
user:powerlco—ordination is requiréd to prevent low powef useré

from encountering unacdeptably low detectabilities. This state-

‘ment applies.particuiarly to hard—limiter channels; since strong}

signals tend to capture the limiter .and weak signals suffer a
factor of four suppression beyond tha£ for a linear repeater

[a1, s7, s8].
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- 5SMA channels are characterized by a’fime¥variation in

-the number of users M and therefore in error probability p which

varies as l/M;. Proposed.remedies include variation of the message

bit duration 1/B [c3, HM, ch]. Each user either monitors his

own transmissions or those of others and thereby observes the

detection reliability, or is so advised via a return channel.

The user then adjusts his message rate accordingly. When satel-

lite channels are involved the 0.26 sec. rOund—tripvdelay_requirés

a 0.13 sec. prediction of the channel occupancy. If the occu-
4 L ,

'pancy‘variation raté'greatly exceéds 0.13_ o2 7.7/5691,:then,§re;

diction accuracy is poor. ARPANET [K2] packet duration is 22.5
msec,, with the result that channel occupancy prediction. is
required 12 packet slots in.adfance; an impossibility. Typicdlly,

round trip time for radio networks is approximately 0.05 msec. ,

or 0.5 percent of a'lOOO—bit packet at rate 100 Kbs. Here occu-

pancy prediction is viable.

Finite buffer effects at ﬁransmittér“and receiver mqéﬁ
also be‘considered in selecting SSMA-fransmission fates; In
particular, rates which cause buffer overflow or underflow must
be avoided [CL]. Finite buffer size may seriously 1imit.pér~
forméhce [Ch]. o

| By inéreasing their trénsmit‘power, a few SSMA usérs could
ensure reliable transmission at all times, at the expense‘of

lower pdwer users. Some users would probably be prepared to pay"'

for this.high power pfiority.

Attractive SSMA features include assured channel usage

withoﬁt fégard for other users, albeit«at.possibly 1ow data or
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high erfor rates for which clear tradeoff exists. .Jamming and
uﬁauthorized decoding of transmissions ié_difficult. Implemen—
tation complexity is moderate. | |

Disadvantages of SSMA iﬁclude.synchronization delays in
high noise environménts and:ineffiéient cﬂahnei usaéezif P/NWS;l
[88]. The latter objection isjovercomeiby using multigmplitudg
signailing [Ll]~as ekplained in Section 3-2 or by des;éniﬁg‘éignals
and‘receivers to combat intersymbol interference [H3]. Synchroni-
zation time_increases would occur a£ low data rates which could
tolerate such increases, or in high error fate.en§ironments which
would fequire retransmissions éven with rapid synchrpnization.

The uﬁilify.of SSMA for EIS multiﬁlexing éeems anAopen,qugstion;
In PAMA each .symbol is representéd by a sequence of N
pulsesiin one of B:different frequency bands. _Thus, if the pulseé
Aare_binary, there are_ENB different combinations. A user may be |

assigned one pulse sequence for a mark and another fof;space.
PAMA s&stems offer f;ekibility and relative impiementation éimplif
city. User power co—ordination and timing are not reqﬁired.<
HOWevéi, timing can increa;e thg numﬁer pf useré which can be
‘active at any one time; if two or more pulses in a given f%e—
quency slot oveflap in time, the Qverlap(may.destroy all:puISes
involved in the overlap, and possibly each user's entiré'pulse
éequence unless error—correcﬁion is used. Without user'timing
:co—ordination overlaps will occur whenever pulses are éepargted-
by less thén 2D sec. where D is thé pulse width. .If all pulses
are bitesynchronized then pulses will either overlap completely,
or not at all [K2, K5], with the result that the required pulse

~separation interval is reduced to Dt[KQ, A3].
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As. PAMA users increase in number beyond a cértain.limit,
throughput decreases as more messages requife retransmission.
If too many users attemﬁt-access retransmissions increase aﬁd
the throughput drops to zero, as explained next in considering

ALOAH accessing [K2,-K5, A3) which is a specialized PAMA scheme.

III-5 Contention Multiplexing

In contention multiplexing users access a channel and

retransmit following "collisions" with other users.

Let g=1l-p be the successful transmission probability and
G the Poisson rate of éeneration of packets per packet duration
D. Since collisions will again occur with certainty if all re-

transmissions are scheduled exactly T sec. later, actual retrans-

mission time is varied about the nominal time dinterval T th, LS].

Assume that any user in an infinite populatidn has at most

one packet awaiting retransmission. Walting time Q is calculated

as follows:

Q = Tgp + 2fqp2 + ...+ irqpi'+
= Tqp 4 % p!
dp i=1
= Tp/q
Thus,
o/t = p/(1-p) = (1-a)/q - | (3-29)

Similar analysis yields

2 _ 2, P P D _
<£ =T (l_p)(Pg_P+2) - W (3-30)

As expected Q —» 0 -as p —» 0.
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For a slotted ALOAH channel with messages (or packets) of
length D and an infinite user popuiatibn [ar, x2], q=e“G where G

includes both original and retransmitted packets. For pure ALOAH,

e 2C, Pécket‘throughput 8=f(G) where f(G) equals ce” % for
slotted ALOAH.and Ge_QG'foripure ATOAH. (In slotted ALOAH, users

q:

éeék‘access énly at fixed time intervals of width D; in pure ALOAH
tfansmission occurs at any fime [A3, k2].) For élotted ALOAH, S
is maximized for G=1 in Which.case S=1/e. TFor stable operation
G«1l, in which case S< 1 and S=f(G) increases monotonically with

G. ‘Thus

o/t = exp (£71(s)) -1 | (3-31)

For pure ALOAH , stability requires GiiC.S which makes
S£1/2e.

As expected Q increases with G, slowly at first and then
moré répidly as G=- 1. If G>-lvfor a -time, ﬁhen the cdliision
prébabiiity increaseé to the poiht where throughput falls. Nor-
mally G varies with time; and the way in which G vafiesvdetermines
whether retransmission backlogs ciear, ér increase to drive the
throughput.to zero. ALOAH channel stability is considered in
Chapter.S in conjunétion with flow control. | |

Message delay T = d+Q where d is the data link pfppogation
time. TFor a satellite channel d4=0.26 sec.

The above analysis excludes delays resulting from ran-
domizing the retransmission interval. Consider slotted ALOAH
with retransmission during one of K randoml& selected time slots

of width D followin receipt of a retransmlission order. Analysis
: g : ) . .
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yields [K2J:

T_4a,,a [a k-1 | i

5 = p 1+ T [ ot t T3 J | (3-32)
o -K~-S .

q = -[eXp(-G/K) + G exp (—G)] e (3-33)

K

aQ, = [e“G/K e~ C } [efG/K + G e G ]K—l‘e"s (3-34)
. K .

1—e*a
wl(k-1) /6] e C
8 = th/(l+q—qt) o : . _ (3-35)

where q and Q. denote the successful transmission probability
of newly generated and retransmitted packets, respectively.
As with the simpler case considered initially, T increases

with S, slowly at first and then nore rapidly.aS'S'approaéhes.its

maximum allowable value.

Delay T vs throughput S can be plotted for various values

‘of G, X, and d4/D. "Such plots have been obtained [K2, K5, Lh] for

a finite number as.well as an infinite number of users. For
anaiytical simplicitj it is ‘desirable to.obtainvsimpler albeit
approximate equations relating the various system paraméters;
Lgm's.[Lh] data for up to M=10 users is closely approximated by
the following expression, where a(M) represents degredatioh of

chaﬁnel capacity due to collisions, b(M) is a scale factor used

to fif curves in the vertical direction, d is the 1link propagation.

time, and A the paéket generation rate:

+ b(M) A o1
2(D a(M)=A) D

T = 4 + (3-36)

1
D
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Fig. 3-6 shows a(M) and b(M) is M, where a(l) = 1 and, as
"M w0 a(M) approaches 1/e fof slotﬁed ALOAH and 1/2e for psre
ALOAH as expected. |

One can 1egitimately enquire as to the effects ;n delay T
and throughput S when the usual slotted ALOAH assumptions of in-
finite user population and identical user message lengths, trans-—
mitter power,,and tfaffic rates are relaxed. Some results are
svailable for these more general sitﬁations. ForAbure ALQAH
channels, throughput is maximized when all users generate packets
‘'of fixed and equal length [A3, FS], When users generate packets
at different rates, however, throughput may increase [AB, K2].
If one user generates most of the traffie his collision proba-
bility wili be low, while that of the other:users will be high.
The“largeAuser's-throughput and therefore the average throughput
will_be-high; with low delay. The throughput and delay of the
other_users_will:approach that of an iﬁfinite user population.
Analysis shows that for an infinite user population, throughput
increases and delay desreases when a few users generate most.of
. the trafrfic [K2, A3].

ﬁhen transmitter power vsries among users overall channel
thfoughpﬁt is increased via channel capture. ' In collisions with
low power ﬁsers, high power users' transmissions are not obli-
terated. When a low power user encounters collisiqn, he,must
retransmit. . Thus, the high ﬁower users' throughput-incfeases
aﬁd delay decreases, while that for the loﬁ_power users remains
unchanged. Metzner [Mé].showed that division of users into Pwo

power groups increases overall throughput by approximately 50%.




Number of

" Users M a(M)

o O O O
N
no
(0]

489

Fig. 3-6 Parameters a(M) and b(M)'{HB].
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Abramson |[A3] has obtained some throughput results for situations
where users are distributed on an annular ring centered on a

central transceiver node. As noted earlier, differing receiver

"power levels among users is, in effect, a priority assignment

scheme.
Most of the available results for graded user power involve
throughput calculations. Délay vs traffic offered is not as

readily available, although derivation of delay equations would

' follow the approach illustrated at the beginning of this section

or in Lam {Lh}.

Comparisons of pure and slotted ALOAH with FDMA and TDMA
show the former to be much better in terms of lower deléy for a
given throughput except in those instances whén traffic offered
Ggrpb, in which case ALOAH techniques show vanishingly small
throughput and delay which grows. without bound [KZ, T3], Per—
forménce cbmparisons with SSMA and other PAMA techniques seemn

unavailable.

ITT-6 Modified Contention Multiplexing

Some of the modifications proposed to improve contention
multiplexing throughput and delay are considered here.
Metzner [M6 | showed that optimum partitioning of users

into two power categories inereases utilization from 1/e (36.8%)

%o 53% for slotted ALOAH and from 1/2e (18.L%) to 26.5% for pure

ALOAH. Optimum division of the users into 18 power categories

resulted in 90%,utiliiation, assuming that users are not obliterated

by collisions with those in lower power categories {M6].

As noted earlier, power imbalance implies user priorities.
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Arpribfity—for—fee system might be attractive, although users

 would not likely split optimally into classes [S9]. To achieve -

optimal partitiohs, users might regularly rotate among various
power classes ip a way consistent with their priority needs.
Priority asSignment complexities and power ranges reqﬁired to
effect:capfure by a user ovei those of lower priqrity would esta-
blish practicél limits to the numbér of priority classes.

| When a radio network node 1is accessed by terminals with
equal power but varying distances from.a repeater node, terminals

r units from the repeater will not be obliterated by those a

.distance mr (m>1) from the repeater. Abramson [A3] has considered

this situation and shows, among other things, that with -traffic

spread uniformly over an area, throughput equals 0.5 for slotted

"ALOAH, which exceeds the 1l/e throughput when all terminals are

~equidistant from the repeater.. Here again ?ower differentials at

the site of collision improves throughput.

Ahother way to.improve throughpuf and delay is to employ
user carrier sensing [k2, T3, Th,'K6]; provided the round trip
time 1s much less than méssage (or packet) duration. In noh— |
persistent carrier sensed muitiple access.(CSMA) each termiﬁal
(6rfnoge)_with data to transmit monitors fhe channel and operates
as follows [K2, K6].

1. If the channel is idle, the terminal transmits its packet.

2, If the channel is busy, transmission is‘rescheduied to
some later time in accordance with a delay distribution,

and the algorithm is repeated.
Non-persistent CSMA can be operated in either the unslotted
or slotted (synchronized) mode. TImplicit in the discussion here

is the assumption that each terminal can "hear" all others in the
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An alternative to non-persistent CSMA is p-persistent

CSMA which operates as follows:

1. If the channel is sensed idle, then with probability p

the terminal transmits its packet, and with probability

1-p delays its transmission d, sec. where d is the link

propagation time.

If at this later time the channel is

idle, the above process is repeated, otherwise trans-

mission is rescheduled according to a delay distribution.

2. If the terminal senses a busy channel, it waits (persists

in sensing) until the channel is idle and then operates

as 1. and

2.

Throughput has-been obtained for unslotted and slotted non-

persistent CSMA as

well as for p-persistent CSMA [K2, K6, T3] with
G as the amount of traffic. offered per packet length D and a = 4/Dj
throughput S is as follows [K2, Tui]:
Nonpersistent CSMA:
-aG .
Ge ) :
] G(l+2a)+e“2G (3737)
Slotted nonpersistent CSMA:
S aGe-aG " (3-38)
~ l+a-e~aG : '
p;Persistent'CSMA:
-aG 1
- P MH+P i
(1-e )Ps otPs(1-lo) (3-39)

S =

. —aG; =1 - :
(1-e ) [ at no+at(17no)+1+a] +all

Constants T, %, P

S

, P 1 ana M, are defined eléewhere [K2; K61.
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_Plots oflS vs G for a <<l show both slotted and pure ALOAH
schemes to be inferior to the various CSMA schemes. The persistent
schemes show highest throughput for G< 1 while the non-persistent
schemes are best fof G;>>1f FSr a >>1, in which case the 1link

propagation time is much greater than the packet length, the ALOAH

schemes are best, since any information obtained from channel

sensing is ancient history. (See Fig. 3-7).
For thé'various CSMA modes average packét delays can be
calculated by recognizing (G/S)-1 to be the retransmission rate

relative to the throughput. Thus, for nonpersistent CSMA [K2, K6]

- 1) (25+1+B+i) +1+a . (3-k0)

=
i
Wi

whergii is-thé mean of the uniformly distributed retransmission
dela&-and B is the normalized time to receive an ackngwledgement
of aHSuccessfully transmitted packét.

| The above discussion of CSMA aésﬁmes thatAany terminal can

hear;aii.the others sharing a common band. If some terminals are

hidden from others, then CSMA performance deteriorates. For ex-

ample, 1f all N users accessing a centraljnode are divided into
two grﬁups of N/2 users each, and'if all members of egch group

are hidden.from all members of the other grbup then £he maximum
thfoughput bf nonpersistent aﬁd l—pgrsistent CSMA schemes falls

from 0.82 and 0.53 to 0.29 and 0.27, respectively, which is midway

" between the maximum throughput for slotted and pure ALOAH.

To -combat the hidden terminal problem, busy-tone multiple

‘access (BTMA) may be employed. In BTMA the node being accessed by

a grbﬁp>of;terminals uses a small portion of the shared channel to



ACCESS SCHEME , " MAXIMUM THROUGHPUT

pure ALOAH .

0.184

slotted ALOAH 0.368

l-persistent CSMA 0.529
- slotted l-persistent CSMA 0.531
non-persistent BTMA 0.70

O.l-persistent CSMA 0.791

non-persistent CSMA 0.815

0.03-persistent CSMA 0.827

slotted non—pérsistent CSMA 0.857

1.000

-perfect scheduling

' Fig. 3-7 Maximum throughput for various multi-

plexing schemes: a = 0.01 [K2].
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indicate.its(ﬁnavailability. A terminal with a waiting packet

observes the channel for T sec., and then decides whether or not

d

the channel is busy; T, should be optimized [K2, 4] .

d
When a »>1, a portion (l-k) W of the shared channel band-

width W can be used for reserving transmiésion slots and thereby

"avoiding collisions. 1In the request answer-to-request (RAM) scheme

[TB]_the control channel is further subdivided into one request and
one answer channel. Terminals with messages to transmit access
the‘request channel using either pﬁre or slotted ALOAH multi-
‘plexing. The requests are veyyﬁshort and_specify“the termingl's
identity_and the message length. The anéwer channel, on-which
contention is aﬁsent is used to send the time at which the terminal
in question_is to transmit. Transmission of the actual message on
the maiﬁ channel occurs without collisions.

The average message delay T and the delay v@riance is
rea@ily thained by first observing that. |

T = T, +T, ' (3-141)

where ‘I‘l is the time between request generation and receipt by

2

~a central station, and T, is the delay between the station's re-

~ceipt of the request and the completion of transmission of the

actual message. For ALOAH multipiexihg of requests:
T, =T, (8,) 2v b/ (1-kK)W (3-42)
where TA and_Sr denote the ALOAH delay and request input rate,

respectively, b _ the average number of bits per message, and v

m
the ratio of the length in bits of the request to the actual mes-

- sage. Equal capacity is assumed for the request agd answer channel.
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An approach similar to the one above yields T, for request

- transmission on carrier sensed channels [T3].

Similarly,

[ L1 M]Pﬁ .
Ty = [l—k *x T iow, W e (33

where A is the (Poisson) messagé-arrival rate, T the average time
to transmit a message on the message channel, and ¢ is as defined
in Section 3-3. The terms in (B—ﬁé),inélude transmission of the
answer to the request, time to transﬁit the message, qﬁeuing delay

for the message, and propagation delay of both the message and the

‘answer-to-request.

Delay T depends on k which can be optimized. In plotting

delay ‘T vs throughput S5, it is seen that as Svincreases; the re-

servation scheme is superior to pure and.slotted ALOAH as well as
to channel sensing schemes. - Also the reservation scheme becomes

superior to channel sensing as parameter a increases. Tor low

traffic levels, reservations incur unnecessary delay because of

the time needed to transmit reservation data. The number of system

parameters involved frustrate attempts to briefly summarize per-

formance comparisons; the reader is referred instead to the de-

1

tailed discussions in the excellent paper by Tobagi and Kleinrock

'[T3].

Other reservation schemes have been evaluated, including

one where the answer-to-request is fetained at the station until

‘the terminal iniﬁiating the request'is to begin message trans-

mission. This latter scheme seems at least as good as the one

considered in the above paragraph [T3].
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Regarding implementation, pure ALOAH is obviously the

 simplest, but also least effective in héavy traffic in terms of
delay and throughput. Improved efficiencies involve additional
costs of timing control, power level control, channel sensing or
a combination of these. Theée costs and complexities tend to
increase with reducéd collision probabilities which in turn in-
crease. throughput and reduce delay. An interesting cost study
whiéh ;ompares various satellite multiplexing_schémes with each

other as well as with terrestrial links is reported by Eric [E1] .

Further study of modifieq_cdntentién multiplexing schemes

PRI

is-plearly warranted. Optimization of system paiameters, sensi-
tivity of pefformance to system parameters and traffic_statistics
‘and implementation cost considerétions are of specific interest.
AlsSo of interest is.the approximation pf_delay—vé-throughput
‘curyés [k2, K6, T3, Th].for the various multiplexing schemes by
relépive}y‘éimple equafions like (3-36), to facilitgte.netwqu
deéign.van approﬁimation.like (3-36) seems: feasible, sinée delay-\
vs—tﬂroughput curves for modified contention schemes lie between
curves for unslotted ALOAH and perfect scheduling which involves

. delayé due solely to gqueuing.

IIT-T7 Contention Multiplexing and Queniné Interactions
Résults‘from preceding secti0ps Zombiﬁe to yield delays
ﬁhich océur when queues form at nodes'which use contention.aCCes—
sing of a shared channél._ Queuing delays were excluded from
analyses in the preceding two sections by assuming‘that ahy con-

tenaing node had at most one message awaiting access. (The

reservation scheme analysis considered queuing of the messages
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bﬁt nat the reéervétidns.)v

| Assume initiélly that each message must be acknowledged
as received,before the next message can be transmitted. The mean
service time X must then include delays which resulf from retrans-
miséibns. These occur freqﬁently ﬁeér maximﬁm throughputs, énd
- .in slotted anaApure A1,0AH accessing fetfansmission traffic con-

stitutes 63% and 72% of the total traffic, respectively. Thus

% = 1 4 4 s+ q (3-41)

1 ' 2
+ (= + + -
2Q (g +a) Q (3-45)
where U is the averagge messagé 1éngth, R the transmission rate
in bits, 4@ the 1link prbpagation time and Q the average waiting
time due to retransmissions, as described in Section 3-5.

. The total 'delay, including Queuing deiay W plus sefvice

time X is

T =W ¥ X
) - ‘
= AX°ch/2(1-p) + X - (3-46)
“ where P = AX and A is the (Poisson) arrival rate of messages at.
-the node; Determination of:¢7requires knoﬁledge of the distri-
bution of . A Gamma distribution with parameters selected to

yileld observed X and iz would }ikély yield reasonably accurate

. values of T [ML]. V |

The above mode of dberation would be used in CSMA and BTMA
_schémes where.d << 1/uR and might'be used in satellite applicatioﬁs,

even though d >>»1/uR. However another mode of operation would
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likely Be more appropriate for satellité.channels.- Messages in
the queue wéuld be transmitted one after the other, without
awvaiting acknowledgements of successful trgnsmissionsLi If an
acknowledgement to a pérticular message is not received after a
time-out interval then the messége is assumed lost, and rejoins

the Queue on a non-priority basis. For this mode of operation
X = 1/uR (3-47)

and T is given by (3-46), except that A now includes both new

‘and retransmitted packets.

The value of A to be used in (3-46) can be determined from

's = 5(G), where S/G is the probability that an attempt at trans-

mission is successful. If An denotes the arrival rate of new mes-
sages at any node, A = Gln/S, where S and G are defined in Section

3-5 and

p = (G/8)(A_/uR) . (3-48)

" Which of the two schemes is besf? The quéstion is a diffi-
cﬁit-one, énd is considered in Chapter 5 in dealing with data link-
errors aﬁa flow control.

In soﬁe situations, for reasons of flow control retrans—
missions would have priority over new messages, in which case the
delay for the second scheme would require inclusion of a priority
struciure in calculation of the gqueuing délay (see Section 5-U4).

An épproach like the one preéented above enables queuing
and retransmissiqn delays to be combined to obtain total délay for
other contention and modified contention accessing schemes. lThe

délay for the entire user population is calculated using
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M . . .
T = u Ki Ti’ where M includes all netwqu links as explained in

i=1
Section 2-k,
-Further studies on modified contention multiplexing sug-

gestgd at the_concluéion of Section 3-6 should include interaction

between gqueuing and retransmissions resulting from collisions.

ITT-8 Polling

Réll—call polling prevents collisions between messages
sharing a common channel. One central node éuccessively polls
the aécess nodes; a node holding messages sends some or all of -
these to the polling centre, after which thevnext ﬁsef is polled.

Time elapses while a node awaits polling‘during which time

additional messages may enter the nodal buffer. Further delay .

"occurs during actual message transmission. In transmitting mes-

sages from the polling centre delays occur because only one of
the M users can be served at any one time.

Mean delays for a group of M users sharing a polled channel

system have been determined [T3, KT7J]. For M users the"Waiting.

time W is:

1 1 Mr(1-X) :
5 STt : (3.—_119)

1-MX

where X and T denote, respectively, the mean and variance of the

number of T-sec. slots required to service messages arriving at a -

"nodal buffer during a T-sec. interval, and r denotes the number of

" T-sec. slots required for switching to the next node [T3]. The

normalized time delay equals W plus the packet transmission time.
To illustrate use of (3-45) assume that all transmitted data

consists either of bp—bit polling packets or_bm—bit message packets.
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Typically .10 € bm/bp Z 100. Let d be the propagation delay

between any terminal and the polling station, and Tp and Tm be
the transmission time of a packet and message, respectively.

Define a = d/Tm and b = Tp/d. In a packet radio environment

o~

- a = 0.01.

With T = d one time slot is required for the polling packet
to reach the terminal being.polled,'and one additional time slot
must elapse before the polling station can decide whether to

allocate the polled terminal or the transmission channel. Thus,
r=%b+2 (3-50)

If L = bm/bp = 100, then b = 1 and r = 3. If L = 10,
b = 10. and r = 12.
If packets arrive at each terminal with a Poisson distri-

bution with mean rate A then

X = ATm/d
= Ala : - © (3-51)
T2 = A./a2 . ,A (3-52)

Substitution of (3-50) - (3-52) into (3-b9) yields W.

. When bl it is sometimes convenient to define slot size

T = TP. In this case one slot equals a polling packet, and
X = AL o (3-53)
o2 = AL? - (3-54)

It is seen from (3-49) that when X - 0 and 0-»0,W=(Mr+l)/2.

In this case, walting delay is due solely to the‘delay experienced
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"by a terminal awaiting polling. In this situation, polling is

less desirable than contention accessing, since collisions would

rarely occur. However, whén channel utilization is heavy col-

lisions are commonplace, and polling prevents such collisions,

although_delays do occur while any individual terminal waits for

~the opportunity to transmit. Polling is useful When inherent delays

i

are tolerable or when the numbe}~of useré M is not too large.
Poiling delajs are less than thbse of non—pérsistent CSMA and BTMA
for p above a certain value [T3].

-The preceding analysis_issumes message flow fron términal
nodes to polling station. When flow is reversed r = 0, since the
central location need suffer no polling delay.. |

In some situations‘hub polling [S5, S8J is used to reduce

the ﬁime which elapses while the central station interrogates each

"node. As (3-49) shows, this time is a larger contribution to delay

under light channel utilization, since many_terminals must be
polléd, on the average, before one having-a Waiting messaée is
encountered. In hub pplling, a node cOmpletes iis transmission
and then sends directly to the ﬁext nqde on the polling 1list a
signai to begin transmission. Hub-pélling requires that terminals

be linked directly in loop fashion, and such a linking implies

-additional data channels and cost which may not be warranted if

the nodes are widely separated geographically.

Pack and Whitakef [PBJ have compared polling with contention
access for an on-line credit verification application.» The coﬁ—
parison 1is instructive, even though most of the system parameters

are fixed at the outset and not subjected to optimization.
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IV NETWORK DESIGN

IV-1 DNetwork Design: Variables and Constraints

The network design problem involves optimigzation of the

network topology, link capacities and link flows to minimize

.either:cost, delay or reliability with constraints on the

other two quantities. In some situatioﬂs»one or more of the
design variables may be specified, in which case optihizéfion
is with respeét to. the others. As noted in Chapter 2, a formal
reliability constraint is often omitted, although the degree of
netwdrk‘connectiVity may be constrained.

Sections L4-2, L-3 and L-L deal,.respectively, with .
optimization of link capacities, optimization of link flows,
and joint optimization of link flows and capacities. Sections
L5, k-6 and L-T7 deal with topological optimization of centrali-
zed networks.

Sections 4-8, L-9 and L-10 consider topological design
of distributed.networks. Section L-8 describes mgthdds fhat
avoid iniﬁial clustering of noaes. Sectiqn 4h-9 considers back-
bone node location which ariseé from subdivision of the problem
into sevéral simpler prdblems involvipg,lécal access network
design and distributed network design.‘”Section 4-10 considers
hetworkldesign via clustering, and relates this to the problem
of routing in large qetworks.

_Netwofk cost vs traffic level is considered within the
framework of economies of scale in Section 4L-11. Unresolved

issues are discussed in Section L-12.
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- IV-2 Data Link quacity Optimization

Optlmlzatlon of data 1link capac1ty is straightforward in
principle. Network topology and link flows are specified, and

éo, therefore, is the reliability U as defined in Section 2=,

-provided the 1link reliabilities are.independent of 1link capaci-

ties»Ci. It remains to select the capacity Cy of each data 1ink
to-minimize the_deiay T subject to a constraint on the total
oost D, or equivalently to minimize D subject to a constraint
an T. ‘

Two difficulties arise in practise. First, actual cost-vs-
capacity functions are Qiscreet énd discontinuous‘rather than
well~behaved and continuous funotions,aé explained in Section.2-3.
Socond, the algebraic expressions for T. and Doin terms of the
éystem capacities.may be .complex even if actual cost-vs-cépacity
relatlonshlps are approx1mated by well-behaved functions,

For centrallzed networks an algorlthm exists. for minimizing

the cost D subject to a constraint on the average delay'[Fl,.FE].

" For distributed networks either of the following two sub-optimi-

zation algorithms may be used 1If the number of discreet capacities

. or .data links is not too large [c1, GEJ:

A. Bottom Up Algorithm

l{ Assign the minimum availablé capacities to each link

2. Calculate network cost D

3. If D exceeds the maximum allowable cost D, stop and
accept as optimum the existing capacities. Otherwise

increment to the next available capacity the capacity
"of that link whose utilization factor @ is largest and

repeat steps 2 and 3.
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B. Top Down Algorithm

1. Assign the maximum available capacities to each link
2. Calculate network cost D
3. IfDK Dy stop; capacities resulting from the last
iteration. are accepted as optimum. Otherwise decrease
to the next available capacity the capacity of the
link for which p is smallest and repeat steps 2 and 3.
The above algorithms can be modified in an obvious way to
optimize T rather than D. If reliability U depends on capacities
C; through failure probabilities p; in (2-13) U can be checked at

eagch iteration. Capacity assignments which violate reliability

_constraints would be discarded.

The above procedure seems to generate capacity assignments
which are either optimum or close to optimum in most cases,

particularly when economies of scale as regards capacity costs

‘are modest [Gl,"GQ].

‘When the number of discreet capacities is large, stepwise

cost-vs-capacity curves may be approximated by cohtinuous functions.

Use of continuous functions ‘has the additional advantage of pro-
viding analytical insight to the dependence of network beha&iour
6n data-link capacities. Capacities so obtained would be replaced
by slightly larger discreet values when aqfually-realizing the
network.
:Consider a network with M point-to-point data links of

capacity Ci’ Further, assume:

1. independent Poisson message arrivals at each node

2.: infinite.nodal storage

3. identical message length distributions
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N 4., ‘message service which is independent of message length
5. error-free channels
6.  fixed routing of messages.

Recall that the average message delay

T =

™=

(As/Y) T4 (4-1)

i=1

. Wwhere Ai and T; denote, respectively, the message arrival rate

th channel, and Y is the throughput. Delay Tj

and delay on the i
‘is given by (3-20). Define d;(C;) as the cost of the i%h gata
channel of capacity Ci (i=1,2,..., M). Total data channel cost D,

. - wvhich may include termination costs is as follows:

(223

M :
D =% a; (cy) ‘ o (4-2)
Minimization of T involves minimization of

_ M- . .

¢=1+a[x a;(cy) - 0] (4-3)
i=1 : '

with respect to Ci (i=1,2,..., M) where Lagrange multiplierA'is

selected to satisfy the cost constraint (Lk-2).

‘Differentiation of (L-3) with respect to C, vields M
equations which are decoupled with respect to the capacities.
Such decoupling simplifies solution enormously and permits solu—-

.

from (4-2). The decoupling is due to the message arrival indepen-

|
\
) tion of each Ci in terms of multiplier A, which is then obtained .
|
|

dence.assumption on which (3-20) is based [K1, KQJ.
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‘If nodal processing time Pi=o and propogation delay.

K;=0 in (3-20), if ui=uil (average message length equals average

data plus control packet length) and if d; is linear in C; then

the optimum wvalue of Ci is as follows [Kl, KE]:

where. "excess cost" Dg

The resulting delay is

T

where the

simplify further:

j=1

is defined as follows:

Ajdy /ng
1

1

o

I
1=

M 2
n I Az ds )
Whe i?iv(' xl

average path length n is defined as follows

d=1 for all i=1,2,..., M then the above equations

(k=)

(h-5)"

(b-6)

(k=17)

(4-8)
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. y B _ .
De = D - % (Ag/u) _ (4-9)
S oi=1 :
Cy = Ay + C (1-1p) | Ay (4-10)
T
i=1
. ,
n Iy Ai/A
T = i=1 . ()4"11)
uC (1-np)
‘where
o =vme 1)

With 44 = 1 for all i, C=D where C is to total capaéity available’
for the network. |
It is seen from the above eguations that after sufficient
.capacity is assigned to handle the traffic on each link (i.é.
ii,= uci), "excess" capacitj is then assigned in proportion to er;.
As noted in Section 2e3,‘coéts tend to increase more ‘slowly
with capacity than linearly. If one assumes d; = dicf< where-
0<X<£1l, one finds that the optimum C; solves the following equa-
tions [K1]:

‘ (1=0)/,
Ci=(A3/y) - &1 Cy : = 0 (4-13)

where

g = (M /uv«Adi)l/Q . ©(h-1l)

Solution of (4-13) is readily accomplished using standard
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.iteration'techniques.

.Optimﬁm values of Ci would.ultimatgly be replacéd by
d:sgféet values. The sensitivity of T and D to changes in Cj
are'readily_ébﬁainéd>frdm the defining equation (k-1) and (3-20).
If Cifhi/ﬁ small changes in Ci caﬁse_larg§~changes in(Ti, with.
the fesuitvthaf_in such cases use of & value‘of Ci sliéhtly larger
than optimum would reduce T, considerably.

The pfeceding discussion is based on the minimization Qf
delay Suﬁjeét to a constréint on total coét D, If D is minimized
sﬁbjeéf to a constraint on Ti thg optiﬁum capacities and resulting

cost for the Case;di=dio+dici are as follows [GEJ:

Ci ='hi * A djkj ‘ x/rizw , . (k-15)
I L S N ’

m) ] (u-16)

{13 o B

M

Since D would normally decrease as T increases, either can

where T, 1s the maximum gliowable delay.
be optimiZed with’the other as a constraint. The résulting D yé T
conton would be the same in either case, as would the resultiﬁg
optimum vélue§~of Ci' |

The above analysis assumés'that all communication betweén
nodes“is via poiht—té;point links} ‘Few results are available for

capacity optimization when some or all are radio or satellite links
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:-which:inVOlve channel sharing using éontention Qr.modified con-
tention multiplexing. One recent stﬁdy [Hl] considers capacity:
':oﬁtimization of networks which inclﬁde a satellite repéater as
well as point-to-point links. The approach used involved approxi-
mation of delay vs throughput curves for satellite channels by
(3-36) followed,by fﬁrther simplifying assumptions to decouple

the M+l equations obtained by setting dT/dC =0 (1=1,2,...,M) and
dT/dCs=O; Cs is the satellite link capacity. A linear cost con-

straint is assumed; thus

M .

D =% 4,0, + d.C_ — _ (b-17)
i=1 o

where ds pertains to the satelliﬁe link cost. The average delay
M o _

r=a2[ = am e A ] (4-18)
=t i~ i s s
y i=1l . .

ﬁheré &iand Ti are for the point—ﬁo—point ﬁortién‘of the network,
and Y includes both point-to-point and satellite traffic. The
_appfoximation used to simplify the equations specifying the optimum

capacities is to subtract

B (k-19)

M Cy

o
A= (1o P2

from (L-18); in satellite applications A << T,
Using the above approximation, optimum values for the

capacities areée obtained, as follows:
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C, = Al + De o T3 | (i=1,2,...,M)
I T =

’ H izlufi+ fs/2 '_ (h“20>

£o0= a4, /uy (i=1,2,...,M) .
(L-21)
£, 0= dsxs /usy . ' (Ff22)

M

D, =D - §§l(dixi/u) + (a a_/u a(M))) (h-23)

The résulting minimum de

where~us equals. average

- The structure of
for networks consisting
culér the comments perta
ﬁroporfion to the produc
if W=l s dl=d2 = dm = ds
cal provided the satelii

with total traffic XM+1:

lay T is as follows:

M

AT+ (2 41, o+ Ar_/2)P (h-21)
i=1

Y ; De ‘

satellite message length and T = 0.26 sec.
the equations is evidently similar to those
solely of'pointFto—point links. In pafti—
ining to assigning.of "excess" capacity in
t of "excess" cost and f?; apply. In fact
then the two sets of equations are identi-
te channel is considered as a single channel

ks/a(M), and fM#l = fs/2.

The above -study [Hl] seems to ignore the effects of queueing
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delays on.the Satellité chénnel. Queueing delays éould be included
~with delays due-to.repransmissions caused bj collisions. It would
bé usefui to determine whether or not the fesulting delay-vs-
throughput curves for queueing with slotted ALOAH and other shared
chanhel-éccess schemeé.déscribed in Chapter 3 couid be fitted by
(3-36) &ith‘appropriate values for a(M):and b(M).

The study referred to abo#e [Hl] considered a ségond scheme,
called MASTER, in which packefs éuffering éatellité chapnel col—’
lisions were retransmitted via the‘poinf—to-point network, fhus
avpidihg repeated colliéions. MASTER.exhibited reduced delay in
thoée'éirpumsfances where satellite costs Wére high relative ton
poinf-to—point channel costs and the total traffic Y was relativély
low. Detailed résults appear in Huynh's. paper [Hl] .

»Further studies on the optimization and performance evalua-
‘tion qf;networks which use broadcast as well as poiht—to—point links
is warranted. As indicated earlier, one aspedt of such a study
w0uid inﬁoive approximation of del;y—vs—thréughput characterisfiés

to facilitate analysis and optimization.

. IV-3 Traffic Flow Assignment (Fixed Routing)

' Traffie flow assignment involves selection of the M link

flows &ifo minimize delay T, subject to the constraints

A Z wCy (i=1,2,...,M) : (4-25a)

jki} is a multiple commodity flow (h-25b)

satisfying the traffic matrix [r].




107

The first constraint requires that the flowfki"dn each
channel be such thatlinfinite queues be avoided. The second.con-
straint cénserves flow_at each network node, including traffic
origination and destination nodes.

Following our discuésions cbncerning reliabiiity, we would

recommend introductioh of a third constraint, namely

z u. . (u-26)

Node reliabilities may be included in‘failure'probabilities P; as .

explained in Section 2-k.

Cast, delay'and reliability averaged over tﬂe netwofk;depend‘
oﬁly on the link flows Ai, and not directly.on the way in ﬁhich the
multicommodity flows T3 contribute-toAthese }ink flows.  Thus,
different routing of the individual commodities may yield the same
average delay, cost and reliability. |

The flow assignment problem arises only for multiconnected

networks, in which case traffic from at least one source node i can

- flow to ét least one destination node Jj along two. or moré_paths.

In singly-connected networks there is a single unique path for each
sourée—destination traffic flow, with the result that tﬁe f;ow
assighment problem as such does not exist. | |

One can regard T as a mulfidimensional surface in M+l dimen-
sional épgce, with Al; A2; "'?'AM as the (constrained)_indepeg@ent

variables and T as the dependent variable. The required non-
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negativify of-{li} as well as capaéity and possibly feliability
constraints further restrict {Aiito a finite region of ?he fifst
éi c s AM hyperplane.. Flow conservation at
each node further restficts 3lii .

It is not difficult to show that 3T/3h.> 0 and 3°T/3A[>o0,
vhere T is defined in (4-1) and (3-20) so long as (U4=2l) is satisfied
and nodal processing Aelay K; in (3-20) is independent of {Aiz .

It then follows'that'T is a convex function of the flows Ay» with

the result that a unique set of }ki}exists to minimize T.

Determination of the optimalAflows‘Ai and the fractions of

Xi allotted to traffic with source node i and destination node J

(ﬁhe multicommodity flows) can Be sdlved_using-existing techniques
for multicommodity flow problems [Cl,Dl,HQ] . Unfortunately, these
techniques.are computationally cumbersome to the point that they

really can't be used in situations where flows must be optimized

hundreds ‘of times in applications iﬁvdlving not only optimization’

of {Ai} but also [Ci} and topology. For this reason, computationally
efficient or heuristic routing algorithms have been developed.
" Most flow assignment algorithms select initial values for

flows and iteratively update these until further changes result in

"delay reductions which fall below a threshold. Selection of the

initial "guess" is in itself an important problem, and has some
bearing on the speed of solution [Sl,FS,Kl] .
We do not consider here the details of the various available

flow optimization algorithms. The flow deviation (FD)_algorithm

'[Gl,Kl,Fh] is computationally éfficient and provides an exact (with

stopping tolerances) optimum solution. The extremal flow (EF) algo-
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fithm [Cl]'is also reasonably efficient and is also "exabt", and
can be extended to handle différent clasées (priorities) of mes-
sages. The quadient projection (GP) algorithm [S2] is again
fexact" and provides the routing of the individual multicomﬁodity

flows rij’ rather than the global flows~§k£‘, although it could be

‘modified to provide only these, if deéesired. This latter algorithm

seems primarily suited to routing determination in small networks
or -in those for which only a subset of the nodes communicate with
one another. The GP algorithm's rate of convergence\ndrmaily
excéeds fhat of the FD algorifhm, but.its'compléxity‘is greater.

| Following'determination of the-globai flows Xi, the multi-
comﬁodity floﬁs are determined and rputing.tables assigned_to each
ho@e. The rouﬁing table at nodé i consists of Nli entries, where
N and li.denote, respectively, the number of destination nodes and
nodgs 1inked,direqtly to node i . Each entry‘specifies the'fraction

of trafﬁic-ultimately destined for n@de,j-that is to be routed

through node i. For large networks having high conhécti?ity, the

routing tables will be so large thét effiéient network operation
wiil be jeopardized unless design procedures are modified to sub-
stantiaily reduce table length. This important matter is considered
in Section 4-10.

As they currently exist, flow assignment algorithms do not

incorporate a reliability constraint. Modification of the FD, EF

and GP algorithms would not seem to create substantial difficulties.
A study of the effects of such modifications on both the algorithms
and the.resulting networks would be of considerable interest.

Our discussion has presumed static flows which do not change
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once.specified; Adaptive routing, which involves changing {Aii in
response to changes in traffic and network conditions, is considered

in Chapter 5.

IV-4 Flow and Capacity Assignment

The' traffic flow and capacity aésignment problem involves
joint optimization of the flows {Aix and the capacities‘sci} .

Normally, network cost is minimized, subject to'a constraint on

- the average delay T. Additional constraints are those listed in

thé previous section foi flow assignment. ‘We would also.advocate-
a formal réliability constraiﬁt;}asAdiscusSed'earlier;

Cost D as a function of iki} and {Ci} consiété of many local
minima [Kl]. Global minimization involves selection of various
initial starting values for‘flows; followed by Jjoint optimization
éf capacities and flpws. Ifistarting flows are randomly selected,
it'is often.conjectured wifh apparent justification [GE] that, of
the resulting éollecéion‘of‘logalli optimum\networks; the one with
the lowest cost will be close to optimum,

When link capacities show a linear cost-vs-capadit& relation-
ship, cost can be expfessed‘in terms of flows, acéording to (L-16).

The resulting cost-vs-flows equation can then be optimized using

flow deviation, assuming no reliability constraint. If cost-vs-

capacity costs show a continuous power law behaviour, joint opti-

mization can again be implemented using (k-13), (4-14) and the FD

"algorithm since cost is again a concave.function of §Ai} [Gl,G2].

Fof a discreet cost-vs-capacity schedule, interative application
qfﬁthe flow deviation algorithmApreceded by either the top down or

bottom up algorithm for capacity optimization (see Section h-2)
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would be employed [G2,G1].

‘What is the difference in the networks and costs generated
by the various algorithms? . In general, we don‘t know. . However,

in using the FD algorithm with bottom up capacity optiﬁization, and

- with top down capacity optimization,. and in using FD with a power

. law approximations to cost-vs-data link capacities, the three

methods generated "optimum" 26-node ARPA networks whose costs
differed by less than 3%. The latter two methods yielded idgntical
ﬁetworks. Execution time for each aléorithm.was apﬁrOXimately 90
see. on an IBM»360/g1. computer.

The comments in the previous two sections regarding inclusion
of the formal reliability constraint (2-13) appiy here. The flow
optiﬁization procedﬁre would be modified to include the constraint,

while the ponstraint would affect the capacity optimizatioﬁ‘phase

'iny_if the failure probabilities were capacity dependent.

V=5 Topological Design of Centralized Networks Using

Graph Heuristics

A ééntralized network consisfs of a number of terminals whose
geographic location and average traffic rate is assumed known. All
traffic flow is between the terminals énd the central node which
may consist of a CPU housing. data bases or compufatiqnal facilities,
or a backbone or gatewvay node which is part of a large diétributed
high"spéedAdata network. The centralized hetwork design problem
involyes‘specification_Of the following [Bl,DZ] :

1. The number, location, capacity and type of generic
" access facilities (GAF) which may be a data concen-

tration, muitiplexeerr polling centre.
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2. The capacity and topological layout of the data

links.

Normally, centfalizéd netwofké conéist of a single'
uniqueApath from each_terminal ﬁo the central site (CPU), in
which caSeithere'is no need to solve avrouting problem:; all data
between the termihal énd CPU flows along this oné path.

The two.problems specified above are sometimes referred

to as the concentrator location problem and the términal layout

.problem, réspectively,~a1though there is no clear division between

these. 'The concentrator location problem involves'connectioh of
n terminals Ti to one of m concentrators Cj or to the central

site~CO, Define:

Cij - cost of the line connecting terminal i to
: concentrator j
dj - cost of concentrator J and its high speed
CPU line
K r . . ~ '
} 1, if Ti 1s connected to Cj
L 0 , otherwise
( 1 , if site j contains a concentrator
vy = * (4-28)
.0 , otherwise
The total cost
n m m ‘
D=x% % C,,X,.+ % d;y; (4-29)
i=1 g=1 31 j= 47
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~Since each terminal is connected to one concentrator (or

directly to the CPU)

(4-30)

m :
T X = 1 (i=1,2,..., n)

Since the capacity of each concentrator is limited,

e

X % ¥y, (3=1,2,..., m) (h-31)

i=1 i

If terminal connections tO‘tWO or more concentrators are
permitted, then (L-30) above can be modified in an obvious way,
as can (4-31) if concentrators of different capacities are
available.

The above formulation is .similar tb the plant, warehouse
and facility location problem; in operations research‘[sz .
SolutionS'normally employ either exhaustifé search or branch=-
and—bouﬁd procedures-[C3;S3,K3] . The pydblem infolves integer
linear programming reriring‘running times which tend to grbw
exponentially with the number of terminalsﬂ Extensions to‘layputs

other than star (as we have assumed) are not easily accommodated.

For these reasons, heuristic algorithms'are usually employed for

networks of practical size.

If concentrators are specified and located, then the

m _
term '21 d;¥y in (4b-29) is known. In this case, it remains to
J = * . .

assign terminals to concentrators. If each terminal is assigned

to a unique concentrator, the problem is the transportation

problem-[Bl,C3J for which methods of solution and performance
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bounds are available.
The difficulties inherent in obtaining exact solutions

for the concentrator location problem in practical situations

‘motivate heuristic algorithms, which generate good éolutions

without exéessive computation. The add [KE] and dro§ [FS] algo—‘
rithﬁs.are two such algorithns. | |

The add algorithm begins with all terminals assigned to.
the‘central site CO af cost Z.. - It then investigates each

0

concentrator site individually, and selects for placement of the

first concentrator that site for which solution of the terminal

assignment problem yields the largest cost-savingA The terminal
assighment pfdblem is easily solved ionnly one concentrator is
available, and must be solved m times. All terminal assignments
are then released, and the next concentrator is . placed at one of
the remaining m-1 sites. Again, the site which yields the largest

(further) cost reduction is selected. The procedure continues

‘-until all concentrators have been located. Thus, if there are

r concentrators and m>r sites, the terminal assignment algorithnm

,is solved approximately mr times. "Investigation of all possible

combinations of sites and concentrators requires m  computations,
a number which would normally be much larger than mr. The con-

centrator locations and terminal assignments resulting from

application of the above procedure are further optimized by

deleting some inefficiently used concentrators and reassigning
their terminals, and by moving concentrators from existing to
adjacent locations. Many variations are possible, in accordance

with available computing power.
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. The drop fFi} algorithm proceéds in the reverse direction

to the add algorithm. Initially, concentrators are located in

811l locations, and terminals are éssigned to more than one con-
centrator. Concenﬁratorskand terminal-concentrator links are
then_droﬁped the order dictated by maximum cost reduction. Many
variations in‘detaiied execution éf.the drop algorithm are
poséible.
. o .
Both the add and drop aléorithm, as well aé the integer
programming solution formulated earlier suffer from various
drawbacks, First, multidropped lines are not easily handled. “
Second, constraints on time delay and reliability are not directly
incorporated, although there is little scope for coﬁtrolling

reliability in a singly-connected centralized network. A delay

constraint can be incorporated by limiting each concentrator's

'total input traffic to a fraction of that of the high-speed line

between the concentrator and CPU in wﬁich case delay is obtained
using the queueing equations in Chapter 3. | |

Thg add, drop and other centralized network design\algo—
rithmslcan be applied iterativelya with concentrators established
during iteration k being regaraed as terminals for itefation k+1.
For the add and.drop algorithms, the number of concentrator levels,
as well és potential concehtrétor loéatioﬁs must be specified at
the outset and do not therefore emerge as an inherent part of the
design procedure. Although reliability is again virtually fixed
at the outset, delay can.be incorporated indirectly by limiting
concentrator input-to-output traffic_ratids. For example, if all

messages are exponential with mean length U, if nodal processing
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times and propagation delays are negligible and if utilization

factor P at each. concentrator is identical, then the average delay

T for terminal-to-CPU data is bounded by Np/(1l-p) where N is the
number of levels of heirarchy. . The fact that T may be less than
No/(1-p) is due to the fact that not all terminals will be con-'

nected to the CPU via N levels of concentration; some terminals

may be connected directly to the CPU. Similar reasoning can be

used to bound the CPU~-to-terminal delays.

IV-6 Topological Design of Centralized Networks Using
Multidropped Lines

If all communication is between terminals and a single

' CPU, multidropped lines are often used instead of concentrators

for reasons of lower_cosﬁ. If the entire set of n terminals is
to be conﬁected via a single multidropped line, then Kfﬁskal's
[KS] algorithm can be used to minimize network cost. Execution
of the algorithm, which yields a minimum spanning tree requires
approximately n2 operations. Suboptimﬁm algorithms [K6] can be
used to reduce the required number of operations. Prim's [Pl]
algorithm can also be uéed to obtain-a minimum spanning tree
ﬁsing n2 operations.:

In many sifuations, time’deldy constraints will require

that the number of nodes attached to any given line be bounded,

in accordance with (3-49). Algorithms for generating minimum

cost'netWorks in these situations are available, but involve

computation times which grow exponentially with the number of

nodes [Bi]. Typilcally, networks with more than 50 nodes require'

prohibitively large éomputation times.
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" Optimum algorithms facilitate determination of useful

bounds on network cost using branch and bound techniques

L, E1, KY]. Lower bounds on network cost are obtained

when constraints on the number of terminals per_lihe are re-

moved.

'~ Suboptimum algorithms are then used to design the actual

network. A number of subobtimum algorithms are available, dbut

network terminal arrangements.can always be generated which

confound the algorithms. The simplest heuristic involves a

minor

modification of Kruskal's algorithm. ‘An additional modi-

fication by Esau and Williams [EQ} improves the_algorithm further.

Virtually all existing heuristic algorithms are specializations

of a general class of algorithms [K6] which order branches between

nodes

et

rithm

- ) E WhiCh

IV-T7

according to a biased cost, which may change as the algo-
proceeds. Determination of the.bias defines the algorithm,

requires approximately n log n operafions.

Topolbgical Design of Centralized Networks via

‘Nodal Clustering

Clustering approaches to network design involve the

following steps:

1.

-

Grouping of nodes into clusters. Nodes in each

cluster should be "similar" to each other in some

sense, and "different" from nodes in other clusters.

Connection of the nodes in any one cluster to
concentrators, multiplexors or multidrop lines.
Post-processing to further improve the network

which results following steps 1 and 2 above.

- .Numerous clustering algorithms are available for a variety

of applidations [D3; K8, Al, K9]. We consider two algorithms

" which were used with subsequent design.procedureé-to generate
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nétworks_with lower costs than those obtaiqed using élternative
techniques. One technique, called>linear regression clustering
V(LRC) [Dl] was developed and‘used_to design éingly—connected
point~to-point networké.consisting of terminalé, concentrators

and a CPU. A second technique was used to design singly-connected
networks consisting,of terminais on multidropped lineé, concen-
tratofs and a central CPU fMi].

The LRC.algorithm [Dl] begins b&'employing linear regression
to fit the collection of all nodes, denoted by cluster PO’ by two
lines, the X-line and the Y-line which is perpendicular,té the
X-line. The line perpendicular to the one which'best fits the
termingl locétions weighted 5y the“peréuﬁit.léngth costs of the
daté;link of capacity sufficient to handle the termihal traffic:
defines the boundary between two néw clusters Pl and-P2 which

are subclusters of P The new clusters are then further sub-

0
divided'ih the same way, until all clusters comprise terminals
~who§e total traffic does not exceed that of the lowest‘capacity
conéentratorr |
Each cluster is then optimized as follows. Cluster Pj‘is
selected whose total terminal traffic does not exceedVCM, the
capacity of the largest available cohcentfatbr, and which was
thained by>subdividing a cluster WhOSé.tOtal tfaffic exceeds
CM' The cost.of the terminal~concentrator links, concentrator-
CPU link and concentratof itself is then totalled, féllowing
sélection of that terminal locafion at which the concentrator
shdﬁld be located to_miniﬁize this total cost. The same calcu-

lation is then repeated for all subclusters of Pj’ using concen~.

trators whose capacities are the minimum sufficient to handle the
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cluster's total terminal traffic.i The final design for cluster
Pj consists of that combination of‘conqentrators and terminals
which minimizes total cost for cluster Pj. Thus, in one situation

a single. concentrator of capacity C, may be assigned to cluster P

M 3"

In another situation, P, may consist of several smaller concen-

J

trators assigned to the varioué subclusters of Pj'-

The final step in design involves further cost reductions

by:

1. Moving all concentrators from terminal locations to
cluster medians.

2. Replacing concéntrator-terminal connections by

| terminal-CPU connections whenever further cost
savings result.
The LRC algorithm was evaluated by computer design of

" networks having from 100 to 500 terminals. The costs and perfor-

maﬁcé.caﬁabilities of the resulting networks were compared with
networks designed: using the add algorithm which is usually employed
for éentraliied ﬁetwofk design problems. in each case the same
randomly generated sets éf terminal locations were ﬁsed. In
comparispn with the add algorithm, the LRC algorithm shoved the
following advantages: ‘

1. The cost_of the LRC networks was 8 percent less.

2. The average délay was U0 percent less.

3. The.cost of adding new terminals and data 1links 1is
typically 50 perceht léss.

4. The computational cost of design is typically 20 times
less for 100 node networks, 85 fimes less for 300 node

networks and 150 times less for 500 node networks.
Examination of the resulting networks showed that the

LRC networks contain up to 50 percent more concentrators than
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networks designed usihg the add algqrithm. This‘larger number
of bonceﬁtrators feduces delay and facilitafes the addition of
new ferﬁinals to the network without large cost increases which
.otherwiée fesult from satﬁration of existing concentrator capacity.
As COnceﬁtrator costs decrease reiative totdata link qosts, the
relative attractiveness of the LRC algorithm increaseé.
The LRC study [Dl] demonstrates that the number; location
and interconnection of concentratdrs should not ﬁe specified at
the outset, but should evolve as an inherent part of £he design
'_propedure.
: A.difficﬁlty in the LRC algorithm appears following the
happy realization that the algorithm can be reapplied after the
first level of concentrators have been specified, located and
- assigned terminals. These concentrators can then be regarded as
nodes with.traffié equalling the assoclated terﬁinal traffic, and
thé LRC algorithm Ean be reapplied to yield second and.sﬁbsequently
higher level; of concéntration. Thé difficulty invdl?es_gontrol
of delay and, to a lesser extent, reliability during design.. As
explained in Section 4-6 and 3-3, delay depends on the number of
levels of cpncentration and link ﬁtilization, neither of which
would be épécified at the Outset,A One approach would be to. guess
. at the number of'ievels of heirafchy, and .require that equalndeiay
at each level. The concentrator utilization could then be speci—.
fied to meet deléy requirements. Design could be repeatéd for
" various initial gueéses as to the evéntuél number of heirarchical
levels. There are undoubtedly befter approaches whicﬁ are'awaiting
vdiscé&efy.

A-different clustering algorithm was devéloped.ahd used by
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:MacGregér and Shen [Ml} to design multidrop point—to—point

networks. Clusters of terminal nodes are formed by "rolling

‘ balaﬁced'snowballs".' Thus, two nodes closest together are selected.

If»thgée two can be put in the same‘ciusﬁgr without overloading
the'availaﬁle multidrop line capécity, they are temporarily
replaced By a»singlé.node at their centre-of-mass. This newly.>
formed COM node has weight equal.to the numﬁer of nodes in

the éiuster. >The clﬁstering process continues until no_remaining
pairs of nodes,-most.of which will be COM nodes, can be mefged.

Following the ciustering procedure, the add_algorithm is
employed to assess each COM node as a GAF (concentrator) site.
With‘those.sites showing the greatest cost benefits are associated
the-neighbouring COM nodes. The GAF sites are then moved to. the
best (ih.terms of overall cost) terminal 1ocationé, and a multi-
drop line léyout algorithm is used tb link the terminals in each
cluster to the GAF which is.connecﬁed directly to -the CPU.

The performance of the algorithm was evaluated by designihg
networks and comparing the resulting network costs with those o%
networks designed using the best previously developed algorithm,
the average tfee—direct‘(ATD) algorithm [Wl]. The ATD algorithm

converts the_multidrop'line layout problem to a point-to-point

_problem”by forming a cost matrix based on the average of the cost

of connecting two nodes through a minimum spanning tree and the
cost bf conneéting the nodes directly to the CPU [Wll. Both -the
COM and ATD algofithm used the add alg@r&thm for GAT site location,
both used the same multidrop line iayout procedure and both were
programmed using similar programming teqhni@ugs [Ml]. |

Specified at the outset were node locations and traffic,
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as well as the number of nodes per.line, number of.linés per
GAF, 1ine.and'terminét10n costs, and GAF costs. Randomly dis-
tributed sets of 50, lOO, 200, - and hOO.nodes were considered, as
were nodes randomly distribﬁted on the basis of‘population in
the USA.

‘Thé‘ATD networks showed a cost approximately 5 percenf
higher than the COM netwofks, except when limits to the number of lines
per GAFAfacility was removed, in which casé thé cost difference
was 0.5 percent. Netwérk cost increaSéd linearly with the number
of npdes when GAF'S of fixed capécit&'were used. The COM algo~-
rithm showed a lower.progrém execution cost, particularly for
ﬁétwofks having a large number of nodes. The COM and ATD execu-

tiqn coéfs (EC) were approximated by the following_equations,

'where N is the number of network nodes.

(2x1o‘u) N2 : (COM algorithm) (4-32)

10-% y2-5

EC

i

EC.

(ATD algbrithm) (4=-33)

The Wérk‘[Ml] referred to above did qbt directly consider
delay:or reliability; although average delay seen by the terminals
could be>calculated from the multidrop lihe-delgy equation (3—h9).
To this delay is added any delay resulting from queueiné_of mes-—
sages from(differeht multidrop lines at.the concentrators (GAF's).

Calculation of multidrop line reliability is straight-
forwvard ih principle;>failure proﬁability Py inlequation (2-13)
nmust bé modified in recognition that terminal i is active only
wﬁen it is transmitting o; being polled. The centralized nature

of multidropped networks implies thatilittle flexibility is availa-

'bility to design for reliability constraints.
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The linear cést-vs—number of.nodés behaviour iﬁ [Ml] may

seem.to contradict anticipated economies of scalé,A Such economies
would undoubtedly occur if several GAF levels were used or if
availabie GAF capacityAincreased with the nuﬁber>of terminéls.

- The COM algorithm ignores'nqde tfaffic levels in.forming
clusters. Refinemént to accommodate large traffic level variations
éould lead tb better networks when such variations are present.

Direct comparisons of network cost and performange of

multidropped networks against networks ﬁsing single~-dropped 1inks_

’

and concentrators seem unavailable.

IV-8 Topological Design of Distributed Networks:

Non-Clustering Approaches

In a distributed network, most or all nodeé are connected
to many oﬁher.nodes, and several alternate paths are available for
traffic flowing between two nodes.

Several techniques, all of them heuristic are avallable
for the topological design of distributed networks. Design involves
specification of topology, 1ink flows iki% and iink capacitieé {Ci}.
Constraints include average delay T, flow éonservation af;each node,
‘Af? UCi , and usually a heuristic reliability constréint; fo?
é#ample; that the nétwbrk be two-connected.

The branch exchange method (BXC) has been exployed to

I . .
design natural gas pipelines [GE], as well as survivable networks

ESHJ.and computer networks [Fl]. The method starts with an arbitrary

%opological configuration, adds a new link and removes an old. link
to maintain two-connectivity. Capacities and flows are then opti-
mized. If a cost-throughput improvement resﬁlts, then this topo-

logical transformation is retained. Otherwise it is rejected.
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If éll local transformations have béen explored, the topological
COnfiguTAtion is not modified further. Eifher a new starting topo-
logy is examined, or the best of the.existing networks is retained
as the solution to the optimization problem.

The concave branch elimination method (CBE) [GQ Yﬂ
applicable whenever actual link cost—vs-capacity curves are approxi-
ﬁéted by concave funétions; A fuily connected network is selected
at the outset, with flows {ki} and éapacities {Cij chosen to meet
all constraints. The flow deviation (FD) algorithm is then applied
until_a locally optimum network resulté. Once thé FD algorithm has
aSsigned a branch zero flow, the flqw qnd fherefore‘the cdpacity
remains at zero dﬁring all suﬁsequent_flow,iterations. Conse~-
quently, many branches are eliminated dufing execution. If K-
connectivity is required, the algorithm is terminated whenever thé
next iteration violates the K-~connectivity constraint. To obtain
several locally optimum networks, several Starting flows ére used. 
Once locally optimum networks are obtained further optimization can

be used to specify actual (discrete) link capacities and corres-

pondingly modified flows.

The cut-saturation (CS) algorithm [G3, Bl] can be regarded
as a,ﬁodificatioﬁ of the BXC algorithm whereby only thosé bfan;ﬁ
exchangesAWhiéh are likely to result in better networks are con-
sidered. The selection of potentially beneficial modifications
involves successive removal of links for which ki<<uCi, followed
by rerouting of data over remaining iinks. Saturated cuts (a ;ut is
an isolated set of links whose removal disconnects the network; a
cut‘isisaturated‘if Aiﬁiuci for each link in the cut) are then

identical, and links are then added to these cuts. The fact that
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most of the éossible branéh ekchanges-are rémoved from consider-—
étioﬁ permité near-optimal routing to be implemented at each staée
of the CS algorithm.

. The CS algorithm yields networks which are usﬁally better
than those obtained from.the BXC algérithm and comparagle to those
obtained using the CBE algorithm'[Bl,>G2]. The computational time
for the CS élgorithm'is much better than that for the BXC algorithm
and comparable to fhat for the CBE algorithm.

Lower bounds on cost for a given network throughppt can
be obtaineq by approximating link cost-vs-capacity curves by lower
envelopes. If links having these approximate chéracteristics>are
then used in a fully connected network, then the desired lower
bounds on network cbst are obtained by joint optimization of the
link flows  and capacitigs, without regard_for connectivity constraints.

Application of heuristic design methods to the 26—node:
ARPANET tdpology yields interestipg ?esulfs. First, the threé
differ¢n§ methods éited gbové yield networks with.different topo-
logies, but similar costs. Second, different methodé yield fhe
best networks, depending on the throughput.v. Finally, the coét
: of Heuristic methods tends to fall Withip 15% of that for networks
obtaiﬁed using bounds as described iﬁ th¢ previous paragraph.

For_aﬁ Arpanet nodal topoldgy with Y = 650 kbs, the CS
method seems best and yields a network hqving approximately 30 links'
and a cost of $0.135 bits/sec./month. With Y = 700 kbs the CBE

method seems best and yields a network with'approximately 60 links
and a cogt of $0.127 bits/sec./month. A natural cqn¢lusion is that

there are many good solutions to a networkvdesigh problém, and that
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'the'good'sblutions may differ considerably in topology, capacity

assignment and routing}

Virtually no information. is available concerning reliab-
ility'comparisonégtbr the effects on the deéign‘of a formal
réliabiiity éonspraint.

The methods cited above dé not generate new nodes not
specified at the outset of the design. It is conceivable that

genération of.these additionél nodes during design could further

reduée the overall network cost, in the same way that generation

of additional nodes_for concentrator location reduces_the:dost of

centralized networks.

IV-9 _Location of Backbone Nodes

Backbone nodes interface local access networks to a

distfibuted high-speed data network [H3, Rl]. Thus, each backbone

node is part of the diétributed network and is also thé central

node of a 1ocal access network. Attention to the backbone node
lodation problem is relatively recent.

“When potential backbone node locations are specified, the

" add algorithm approach can be used to locate these to minimize the

sﬁm of iocél access costs, distributed network costs and backbone
switcﬂ costs [H3]._ At each iteration the potential switch sites

are successilvely evaluated, and the oﬁe yielding the largest cost
reductioﬁ is selected. This procedure is then repeated by selecting
the next.test site from those reﬁaining. >In applying_the above
algorithm Hsieh et 4dl [HB] found the network cost to be rather
iﬁsensitiyg to the number of switches used in the neighbourhood

of the optimum; little changeé in cost occurred as this'number varied
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from 5 to 12 in a typical ﬁetwork design problen.

Although the drop algorithm [FS] approach seems not to
have been used to 1ocate_backboné nodes, it-ﬁould seem to be a
viable alternative approach. .initially, all potential locations
would be assigned backbone nodes, to which would be centrally
connectéd'local nodes. Backbone nodes would then be déleted
one at a time, with the corresponding local nodes being reas-
‘signed.. Those nodes offering the greatest overall network cost
‘Teduction would be selected for deletion.

Clustering of nodes has been used\fqr backbone node
location [H3]. If one assumes that local aécess éoéts dominate
total network costs, then backbone switches should be located
near'the centre of mass of the clusters' nodes to minimize local
access costs. The remaining problem is to define the clusters.
An approach similar to the one_usedAby MacGregor'and'Shen [Mﬂ
was used by Hsieh et al [H3] to select the best N backbone node
locations‘for_various N, and the total cost of networks subse-
quently_designed was found to be approximately 5% higher than
networks:designed:using the add algorithm.approaéh,.and relatively
'insénsitive to Qariations in N about the optimum value.

Networks obtimized following eithér random or manual
~selection of backbone sites were found to have substantially

" higher costs than‘those obtained using both add and cluster design
apprqaches. Thus, the'relative insensiti&ity to the number of
fackbone switches does not imply that their actual location is
unimpbrténtQ

Computation design costs favour the add approach for

smaller networks and the cluster approach for larger networks.
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The backbone nodé location pfoblem fesults from the
partitioning of the network desién,problem into lqcal acceés
désign aﬁd distributed network design. Such a partitioning
répiaces a complex design problem by several simpler problems,
but normally eliminates many design options. ,Thué, t@g.heir—
archical structure of the network is constrained as a Tirst step
in design as backbone nodes are restficfed as to number and
location.

In many situations, traffic matrixes detailing traffic
flow from each node 1in one local region to each node in all other
regions would be unavoidabie and, if évai;able, unwieldy.

Traffic patterns from arga—to—area,;aﬁd within each area would

be used as a basis for design. One migh£ therefore argue. that
partitigning the netwofk design problem into local access design
and distributed network design will avoid crippling non-opti-‘
malities. The couhter—argumént is that such a proceduré severely
constrains the network's heirarchical structure at the Qutset,
and that this structure shoula-evolve as an inherent part of the
design procedure ﬁhich would be. based on both area-wide and locai

traffic patterns.

IV—lO prblogical Design of Distributed Networks Using
Nodal Clustering

The LRC algorithm developed for the design of centralized
netﬁorké.was reéently extended to the design of singly-connected
distributed.nétworks [Dh]. Nodesrof specified location and
traffic ri,,where clustered as explainedﬂih Section 4-T7. Clusters

were then optimized by connecting nodes in subclusters to
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'conéentrators,.whiph were then connected to éoncentratorg in
néighbouring subclusters té minimiZe total cost of concentratoré_
v,and.data links. Concentrators so established were fhen regarded
as_new nodes with traffic eqﬁal to that of the nodes connected
to the concentrator, and the optimization was repeated until a
singly—cdnnécted network resulted. The resulting network showed
cosﬁ—vs;throughput characteristics QQ% better than those resulting
from a noﬁ—cluster design‘approach bésed on a search for good
networks [Dh]. The execution time éf the clustef design algo-
rithm was considerably better than that of the non-clustering
A approach._- |
| | ~The plustéring algoriﬂhm referreé to above needs_further
refinement. Direct control of average delay is presently diffi-
cult, since the ﬁﬁmbef of levels of network heirarchy, on which
delay depends is itself known only at the compietion of the net-
work design. The algorithm has been implemented for singly-
connected‘networks~only3 extension to.ﬁulticonnected networks
\seeﬁs possible at. the e#pense of increased cqmputation cost.
Reliability was not incorporated as a design consﬁraint,_although
reliabi?iti as given by 62;13) was calculated following completion
.of the nefworg deéign, and compared favoufably with that of networks
designed using the non-clustering approach. Incorporation"of
(2-13) as a constraint would seem to present no'significant
difficuities.

As noted in Section L4-3, roﬁting tables at each node
incréése linearly with the number of nodes N and with the con-
nectivity of the network. Unless_somevtype of heirarchical routing

scheme 'i1s used, the size of the routing tables will result in
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prohibitive nodal buffer storage costs ana prbcessing;delays, as
well as possibly prohibitive traffic overheads arieing from
routiﬁg table updates. The problem is iliustrated in.Fig. b1,
"where node 1 in eech'of four areas ﬁrovides for access to ﬁodes
-in three other areas. The destination address of any message
'would be represented by two two-bit numbers, the firsf of which
would specify the area and the second the local nodeu“ThuS5
routing tables at local nodes 2, 3, or 4 would need only'three
entriee per eligible oﬁtgoing link, while tables for any ﬁode 1
would need six entries per eligible oﬁtgoing link. If all_traffie
for a given destination were restricted to a single opfgoing link
(ﬁhich.could be changed adaptively), a total of 3Xh¥6Xh=36 routing
entries would be needed for the entire netﬁork. If non-~heirarchi-
cal routing were ﬁsed, 15X16=240 enﬁries‘would be required.
Heirarchical routing has been considered reeently'by‘
Kamouﬁ [KB,‘KlOJ_th showed for a class of "balahcedﬁ networks
that the minimum routing table length is echieved when m=1nN
heirarchical clﬁsters are used, in whieh case the average routing
table length 1=%elnN. The reeulting increase in communication path
length as measured by the average increase in the number of links
traversed in comparison with non—heirarchical routing was obtained
for symmetrical torus networks of varying connectivity. Even fer
non-optimum values of m=2 or m=3, the size of the routing tabdble
decreases considerably with only moeerate”path length increases.
The higher the connectiﬁity, the less the fath leﬁgth increese;
here.one sees a reason for high connectivify which seems to have
not been heretofore appreciated. Typlcally, for 1\I=10)4 and:méB,

a 10—2 reduction in table length resultsvat the expense of a path
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Illustrating hierarchical routing.
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length increase of approximately 50% [KB}.

"Kamoun [KB] also calculated degredatiéns ih delay and
throughput resulting from path length increases, assuming sym4
metrical nethrks with equal flows and capacities in all links,
and équa; noddl delays. Effects of routiné updateAtraffic was
inclgded by~using various relatiénships between update traffic
and network size. Effects of nodal capaéity constraints were
also considered.

Although delay and throughput degreddtions did acéoﬁpany
heirarchical routing,.these were moderate, did not normally expeed
féctors of tﬁo, were largest aéﬁN#ZCO and apﬁroached zero for
ldarge N.' The actual degredations.are erendent on the degree of

connectivity, number of cluster levels, and assumptions regardihg

update traffic level vs network size.

‘Although Kamoun's quantitative results are based on un-

realistically idealized network symmetricé and traffic levels,

his work cleariy demonstrates that ﬂistfibuted networks must use
heirarchical routing. It remains to develop netﬁork.desigﬁ pPro-
cedureé‘which incorporate routing table storage, associated

proceésing deléys and routing update traffic overhead as part of

the design procédure. Designsvwhich employ nodal clustering as

a first step seem appropriate, although the basis. on which clusters

are to be defined is not altogether clear at this point. Heir-
archical routing considerations would seem to favour clusters

consisting of maximum intra-cluster traffic and minimal inter-

‘cluster traffic‘[KB], where as non-routing considerations would

seem to favour clusteriné on the basis of'geographicél proximity

and traffic level [D1, DA].
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V-11 Effects of Traffic Level on Netwofk.Costs
vOf considerable.interest and importance is the dependence
of network cost on traffic throﬁghput Y.

Aesume for the moment that all enﬁries rij in phe traffic
matrix'[rj.are increased by the factor K, and that flows fkig and
:link capacities'sci} are also increased by K. Queueing delays at.
any node actually decrease by factor K es explained in Section 3;3,
‘although nodal pfocessing delays may increase somewhat because of
-the increased throughpuf. Unreliability U as defined by-(é—l3)
will inerease in pf0portion to increeses in P, which may accompany
incfeases in capacity, as explained in Section 2fh. Since link
and node costs will usually increase more slowly than capacity,

. the cost per bit transm¥tted Wiil decreaee as overall tﬁroughput

Y increases. For this reason ana because capacities need not
increase as.fastxas Y to meet existing constreints, networks

would be expected to exhibit positive economies of;scale, in so
far_as.capiﬁal costslare concefnedf We have yet te deal‘with manage-
ment_of.existing hetwerks, which involve operatipg costs, ihcluding
overhead traffic.

Confirmation regarding the.above costs—vsfthroughput
behayiqur is evailable. For exemple,tDirilten and Doneldson [Dh]
éhowia total_communication'cost per kiiofit of traffic of 150 for
~100 node networks, 110 for 300 node networks and 86 for 500 node
networks whose nodes areAfandomly positioned on a‘ﬁnil sgaure ﬁith'
edual and constant average traffic per-node. These cests do not
change very much when both.the average traffic per node and area
eovered increase linearly with the number.of nodes [Dh]. Geflg:

and Kleinrock [G2] report $Q15/bits/sec./month for a 480 Kbs
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thfohghput1
Quantitative results showing dependence of reliability

on throughput seem unavailable.

IV~12 Unresolved Problems in Network Désign
The following are among the unresolved network design
issues:

1. How does one determine the optimum topolog&, data link
capacity and link flows, given the external node loca-
tions and corresponding traffic matrix?

2. What are the performance characteristics of thé optimum
network? .

3.. How should heirarchical;rduﬁing cbnsideratibns“be

fvfofmaliy incorporated into the network design procedure?

h. What ‘is the.effect of formally incorporating .a reliab-

ility comstraint such as (2-13) into existing as well
as new design procedures? ' '

5.’ﬁow should networks be désigned to easily accommodate

: new users or changing traffic characteristics of

existing users.

Regarding items 1 and 2 and centralized networks, the
onlylway‘to know whether to use concentrators or multidropped lines
'is to actually design both types of nétWOrks to meet4statéd c;n—
straints, and to then compare the performance of the designs. vIt
may~be desirable to use both types of acceés in a single ﬁetwork;
however, studies detailing possible design approaches‘and resulting
network performance seem unavailaﬁie.

| 'Aitems 1-3 above relate to diétributed‘nethrk design.
Existing evidence indicates that a network's heirarchical structure
‘'should not be specified a-priori, but‘should emerge from execution

of the design algorithm, which should include buffer storage costs
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and delays which resﬁlt from the nodal stdrage of routiné tables.
Design of efficient heirarchical systems is a difficult problem
%hich arises in other confexts including multivariable:control,‘
transportatioh networks and governmental'structures.

Heirarchical routing favours networks having high con;
nectivity,iﬁ order to avoid large_path length increases and
accompanying degredations-in delay and throughput, as.exPlained‘
‘in Section L4-10. Cost consideraﬁions»seem to favour somé sort of
gompromiSe between‘high connectiviﬁy, which implies short links
and low link capacity, and lbw éonnectivity ﬁhich favoﬁrs a few
link; which, howe&er, have high capacity. Well-designed low and
high cdnnectivity networks seem.to yield_similar costs, through-
pﬁts and delays.

Reliability as defined by (2-13) also indicates a compromise
between high énd iOW'connectivity networks. High coﬁnectivity
implies low values ofvhi_and P dqe to‘sméll.flows on many short
links; low connectivity implies the opposite_effegts. Where the
compromise lies is ﬁnclear, partigularly if nodal reliabilities
are included.

iDgsign for accommodation to changing network usage seems
esséntia;, but seems £o receive little more than cursory consider-
atioﬁ. One afproach is to consider:the éffects that changes in
design data would have on the performance of an existing network.,
A more desirable apprqach would include aaapﬁability as an initial
_design constraint. Adaptability is important in order that networks
currently.under development or in operation can take advantage of
newﬂdevélopments which will undoubtedly occur during the coming

decades.
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v OPERATION AND MANAGEMENT OF NETWORKS ; NETWORK PROTOCOLS_

3

V-1 Network Management Issues
Network operation and‘management as well as design of

reliable and efficient network protocols is much less well under-

stood than is network design as considered in Chapter 4. 1In the

present chaptgr, somé of the important management and'protocdl
issues are discussed, and relationships between the issues are
indicated, insofar as these are presently understood.

Most of the discﬁssions pertain to thé delivery of indi-
vidual message'paékets from source to destinationl”‘séctipns L-2
and h;3‘deal with the reliable node-to-node delivery of individual
packets. Section L4L-T7 considers the sourde—destinétion delivery
of packeté.

Sections L-k, L-5 and k-6 discuss priority queuing, adaptive
routing and flow control. The gubject'matter is inter-~related and
involves'the>smoothing of tréffic irregularities gnd provision ofl
(hopefully) satisfactory service to network users.

| Sectiop h;S-considers special problems for Eroadcast radio
networks, which are of'growing interest.

The writing of this‘éhapter has been both exciting and
exasperating. New'inéights which continually present themselves
while reading the literature and extracting the imbortént issues,

ideas, and advances provide the excitement. The exasperation re-

-sults»from the realization that more time spent on study'would

yield additional insights and understanding of a vast subject
matter whose importance grows with the growth in EIS networks,

applications and users. As noted in Section 1-3, a large fraction
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(approximately 90 perceht in a lightly loaded ARPANET) of network

traffic is management overhead [x1, x2, k3].

V-E Data Link Coﬁﬁrols

JTransmissiQn of a sequéncé of data symbols from one node to
another:éannot bégih or conclude without some sort of contfél pro- -
cedure. The procedure must-include‘the means for a sendér to either
rqueét'permissidn for or adviéé of traﬁsmission, and to c&nClude

transmission. The actual transmission must be synchronized at

‘the word (frame) level, and errors must be deétected and corrected.

"It is generally agréed that the sole task of a daia_link control

(DLC) is to provide for node—fo-node delivery of error-free mes-
sages or packets [Gl, Si, K1]. DLC's provide for cdnversion of a
transmission link into a communication link.

Several approaches are available for implemenﬁing word
synchronization} Oné involves use of avprefix consisting of a
sequence 6f symbols, which sequence does not naturally occur in any
sequénce'consisting of prefix followed by text fpllowed by prefix.

The disadvantage of such a scheme is that the prefix required is

‘of length approximately equal to that of the text [82]. An alter-

nati#e is to use a prefix with favourable correlation propérties;
Barker sequences are often used fof such purposes [82, Ml], A
received symbol.étpeam ié correlated against the prefix, and the
location of correlation pegks establishés synchrqnizationf Success-

ful application of the method requires that successive data blocks

be independent. Considerable synchronization delay may result,

but-a short prefix can be used. The method is not suitable when a

single packet is to be transmitted, as in an interactive conversation.
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. Perhaps the most common word'syﬁchronization‘ﬁroeedure in-
volves use of a prefix whose otherwise occurrenee_is prevented by
bit stuffing [Sl, G2]; For exampie, the prefix 0111110 may be
eeleeted,_and its uniQueness is guaranteed by fbllowihg any se-
quence of four coﬁsecutive one‘e:in the text by. a zero insefted at
the transmitter and removed by the receiver.

Consider a segquence of binary symbols eonsisting of the
Oll..!lo ﬁfefix having m ones, followed by the k text bite. The
maximum number of'artificially stuffed zeros is [k/(m—lj] where
[X] denotes the smallest 1nteger which exceeds X. The ratio
g(m, k) of the maximum number of synchronlzatlon bits to the total

number of bits, including text bits plus synchronization bits. is

glm,k) = (5-1)

Differentiation of (5-1) w1th respect to m shows that

m = 1+ /iqminiﬁizes g, and'that the resulting minimum value is
' vE ( Vk+3) + k ' ' ‘
+ = -

(1+ VX, k) [T ( JEr3) + k ( JR¥1) ‘ (5-2)

o

Fdf large k, g in (5-2) appfoaches 1/ /X3 as k becomes
infihite, g approaches zero. |

For typical finite values»qf~k, g can be made reaeonably
small for appropriately selected values of m. For example, if
k = 100, the optimum value for m is 11, in which case g(ll,loo) =
O.l87. 'With k=900, the optimum m=30, in which case g(31,900) =

0.065. Thus, a 9-fold increse in text length resulte in a 3-fold
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decréase'in synchronization Qvérhead. Here we see confirmation of
the redﬁced overhead which accompanies an increase in text.or ﬁécket
length, as nofed in Section 2-5.

We have taciﬁly'assumed that only one prefix is used_pef
textisegment, and that a text segment pius prefix cOnétitutes.a
packet. Vif a prefix aléo terminatés a packet theﬁ an aﬁalyéis
similar to that above shows that h(m,k), the-ratio of :the ﬁaximuml

number. of synchronization symbols to synch plus text symbols is

2(m+2) + [k/(m-1)]
2(m+2)’+ [k/(m—l)] + k

h(m,k) (5-3)
In this case m = 1+ Jz7z1minimiﬁes h which approaches zero‘és k
becomes infinite. Fbr k=100 and 900, respectively, the.optimﬁm
values fqr m are 8 and 22. The resultinglvﬁlues of h are 0.259
and 0.092, respeétively. |

The above analysis deals with minimization"of the synch
overhead when such overhead is maximized due to bit stﬁffing fol-
lowing every m-1 text bits. The averdge o#erhead would, of course,

be less,'with the result that shorter prefixes than those indicated

above would minimize average overhead. The acfual calculétibn of
the avérage overhead seems difficult, and may require-simulation
technique;,

The above discussion also implies an absencé of symbol trans-
miésion errors. Errors may obliterate 'synchronization ﬁrefixes»and
may cause the spurious occurrence of prefixesvin the tex£ portion
of the transmittéd.sequgnce [s2]. Uée of cyclic redundancy checks
[L1, LQ} provides fof the dgteétionhof such errors. Some considera-

tion has been given to designing codes with parity check bit
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coﬂsﬁraiﬁts which enables both_errér deﬁection.(and/or correction)
aé weil as synchronization, however the efficiency (in.tefmé of
ovérhead) of these codes is rather low [82, M2; 83, H1, Sk, Tl].

‘ Different systems use different frame formdteé for data
link control'[Sl, K1, K2]. Recént efforts at standardization has
resulted in the format shown in Fig. 5-1 [51]. The American
National Standards Institute's (ANSI), Advanced Data Communication
Control Procedure (ADCCP) as ﬁell as the International Standards
Organization's (ISO) High-Level Data Link doﬁtrol (HDLC) and IBM's.:
Synchfopous Data Link CAntrol (sDpLC) all utilize't@e format in
Fig..5~l. Frame synchronizaﬁioﬁ‘is established ﬁith theugiduof
bit‘stuffing, as explgined above. The addréss and control fields
can be expanded in multiples of eight bits. The 16-bit block
-éheck uses the CCITT standardized polynomial.g(X)=Xl6+ Xlgf XS+ 1
and checks the address, control and information bit sequence. |

Three types of frames are used;iinfqrmation tfansfer (I)
frames, supervisory (S) frames, and unnumbered COnfrol (U) ffames.
The first is used for transmission of user informatibn_to ﬁhé spedi—
fied address. The control field is ‘used to record unacknowledged
packets. The S and U type frames are used for data link control
task34aé_déscribed at_the.beginning Qf thié section.
| In addition to word synéhronization, which has begh diécussed,

and error control which is consideréd in the next section, a DLC
must éd&ise the receiving node of>an impending message, and advise
regarding conclusion of transmissiqn. The variety of ways in‘Which
these funptions are impleménted are seen upon examinatiopvof ghe
various existing.and proposed DLC's [Kl, R1, Sl], For exémplé,

a DLC can‘either,request permiséion_to transmit a message or packet,
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and transmit upon receipt of such permission. Alternatively, the
bLC may transmit the message itself, in which case the receiving
node is merely advised of fransmission. Messages which cannot
_be accommodated, possibly becamse of filled nodal Buffers, must be
retramsmitted; The seeond‘alternative seems most efficient-unless
many retransmissiens are required.
-There is no established procedure for analysis of DLC's,

which should be both reliable and'efficient [Kl, X2, 85, 861.
Reliability implies that with high probability messages move from
node to node as desired; eff1c1ency 1mp11es that a small fractlon
of the actual trafflc is for COntrol purposes, and that message delay
and throgghput are not impaired. Reliability analysis normslly in-
volves either an exhaustive listing of ell,possibilities [Bl, S6, Rl],
or.the use of a state diagram (finite state machine) representatioﬁ
'[Dl, M3, ML, s6, G2, G3] to more readily determine the various pos-
sibilities, including those which involve improper link operation.

Efficiency analysis involves quantitative_determinatioﬁ of
how network cost as well as delay, reliebility and thrpughput for
actual message information are affected by a bLC. Once the DLC
has been articulated and anelysed for reliability, 1its quantiﬁétive
analysis for efficiency seems relatively easy, as indicated above
for synchronization and in the next section for error control.
However exact closed form solutions may have tp-be replaced by
approximations.

Analternatlve approach to DLC evaluation involves either
‘performance measurements durlng actual network operation: [Kl X2,

_KBJ or measurements on simulated networks. While this latter




146

approach.obviates the neceésity of acﬁual'analisis, and would
eventually be perfbrméd in ény case, its éarly ﬁse hés‘several
disédvantagés. These include meaéurement cost, lgck df inéight,_
and measﬁrement errors resulting from an insufficient number of
observations of some atypical but troublesome situations.

~Analogies exist between data link:pontrols and communicétion
between people.  Although constrained natural languages-havé been
‘widely sﬁudied [GE, Gh, H2], the useful épplication of these studies.
to DLC-aﬁalysis and design has been minimal [c2]. |

- Virtually nothing is.knbvn regérding éither‘the.minimal
‘amount of ovefhead reqﬁired for data link control:Qr the means of
specifyiné DLC's to achieve minimal overhead. The oniy sfudy [GS]
dealing with these difficult questions did so under the following
highly idealized conditions: arbiﬁrarly large networks which are
_.stable with regard to the number of users and-network‘traffic,
error-frée transmission, failure-free data links, fixed routihg,
and infinite nodal buffers. Gallager [GS] dgmonstréted‘that the
reéeiving node need be ddvised only of the. starting time-Af'meésage
transmission and either the lenéth Of-the message or the stopping
time if synchronizatiqn on a network-wide basis ig perféétly main-
tained. .He also.showed that as the'allowaﬁle node-to-node delqy
increasés, the required amount of link control overhéad decréasgs,
and suggested two (rather impractical) schemes for realizing tﬂis
decrease 1in overheéd. | |

The assumptions of error-free links, fixed routing, and
perfect netﬁork-wide éynghronization.iimit the utility of Gallager's

study which, however, may prove to be a uéefu1 b¢ginning for achieving
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reduced overhead for network operation and management.
The current status of DLC's can be summarized as follows:

1. Existing data link controls provide for reliable
" 'node-to-node communication and are beginning io be-
come standardized, but involve cénsiderable o?erhead,
 (epproximately one-third of the ARPANET traffic is DLC
"overhead in a heavily loaded network [K1].) -~

2. Knowledge regarding minimum required DLC overhead would
be extremely useful, as would means for achieving mini--

mum overhead.

V-3 Data Link Errors and Error Control

Disturbances Whiéﬁ cause some bits to be changed during
data link transmission necessitate adoption of measures.to control
such errors.

-Errdrs are usually cﬁaractérized either as'randoﬁ or as
“bursts [B2].  Forward error correcfion (FEC) codes have beenAde—
veloped to detect and/of'correct both types of erfo?s:[Ll, L23.
Normally, bufst~errors predominate and arise from switching
transients,.lightéﬁing, misaligned transmission equipmeht, main-
teﬁance disturbances and deep fades on microwave channels [BE].
Tbsts on Bell System channels indicate that the pfqbability that
more than m consecutive bits are in error in a block of n;=m bits
is

P(S-?m,n)-’l’a(m)nX | .- (‘5-1*_)

Constant a(m) increases as m increases. Constant X1 for n>10,
wvhich implies P(3m,n) in (5-4) varies linearly with n.
Although forward error correction is often considered and

much discussed, most operating systems use an automatic-repeat-
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'request (ARQ) strategy. Data to be transmitted is segmented into

k-bit blocks and r=n-k check bits are then added; these check bits
provide for detectién of all but a fractiég ot of_efror patterns.
Efror'detéction results in a request by the receiver to the trans-
mitter to retransmit the block coﬁtgining the errors.

Vafious ARQ strategies are availablev[BE,_ST, s8, B3, RE].
Stop-andfwait.ARQ involves transmiésioﬁ of a data block, a walit by

the transmitter for either a positive or negative acknowledgement

(ACK) and either transmission of the next block or retransmission

. of the cufrent block as required. Stoannd—wait'ARQ_storages only

the current message in the transmitter's buffer, but involves con-

siderable idle time, particularly when half—duplex lines which

require modem turnaround delays, are used (see Sebtion 3-2). Such
cases favour the use of long block lengths. However the probability
of a block error increases with the bioék length n, with the result
that the number of retransmissions increases with n.

Continuous ARQ requires éapability for simultaneous'two—way
transmission (full duplex), since transmissioﬂ-qontinues.until a
negative ACK (NACK) is received; at which time the message in error

and all subsequent messages are retransmitted. Continuous ARQ is

clearly preferable to stop-and-wait ARQ when both the-block error

raté‘and the time between transmission and receipt of the corres-
ponding ACK are not too large. Continﬁous ARQ fequires transmiﬁter
buffering of all unacknowledged messages, however.

A variation of continuous ARQ involves request for rétrans—
mission of only those messages in which errors have been detééted.

Such a strategy requires identification by the ACK of the message
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in Quesfion;: The result is a decfease inirétransmission.traffic
~but a small increase in packet @vérhead.. The biggest penalty;
howe#éf, is the ihcreased‘destinafionAbuffer storage ahd-opérating.
'difficultieéiwhich.accompany the-incfease in probabiiity-df out-
‘of-order packet érrivals, as explained in Sectioﬁs'SQG,,54T and 5—8.T
Thelrelative throughput J for both-stop—and—Wait and con-
~£inuous ARQ is as folloﬁs, where J is the.avefage nﬁmber df non-
check bits received divided by the tobal number ot transmittéd
chahﬁel‘bits (chips) including check bits_and retransmitted.bits

[B2, B3, 82, R2]: |

)
sSW

k(1-p(n))/(atD) (5-5)

J
c .

k(1-p(0))/(a+B(a)D)  (5-6)

In (5—5) and (5-6), k and n denote the numbeerf information
and information plus ¢heck bits, respéctively, P(n)‘#he block error
probability, and D the number of chips transmitted between thé end
of transmission of an n-bit block.and the recepfionAof the'qorres-
pohding-ACK. With D=n (5-6) applies to the modified continuous
AARQ Stratégy described in the prévious_paragraph. For.smail P(n)
(P(nfé]ﬂ-S) throughput reduﬁtions result ﬁainly_frdm parity.ofer_
héadAfor'error detéction,fsince ?efréﬁsmissions are inffequentAin
such caées.

A variation of the above continuous ARQ strategy involves
transmission of positive ACK's only; when the ACK is received by
the transmitter, the corresponding meésage or packét i5~discarded
from the transmitter's buffer. It a positive ACK is ﬁot received
 dﬁring a time-out perioq R, the porrespdnding.message_is autqmati—

cally retransmitted.
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Selectién.of.the appropriate valﬁé for R is, updn reflection,
a.rather complex matter. AToo 1arge.a value of R requires a‘lafge
buffer,.siQCe.the number of packets retained at the transmitter
'inéréases linearly with ﬁ, and causes undue delay of thqse re-
quifing eventual retranSmission. Too'smali.a value bffR results
>in the retransmission and'ultimafe duplication of succéssfully
transmittéd,blocks.

Sunshine [S5, S6].determined'relationships between the
average'ﬁacket delay and R, as well as between throughput and R,
'and'finally-between delay and tyroughput. The regulﬁs,‘shown for
specific distribﬁtions of node—fo—hode transmiséion delays, indi-
“cate ailinéar increase in‘delay"with R, with the rate of increase
rising as the channel degrades. Throughﬁutirises initially with R,
and then levels off. For typical Erlangian delay distribﬁtipns,
graphs of throughput-vs-delay suggest choosing R such that "mogt"
packets will havé been successfuily.transmitted in the absence of
1ink errors [S5, S6]. For exponentiai distributioné, the optimum
:R'is:ﬁot.as ciearly defined.

Several questions remain régarding the choice of R. Sunf
shine's resulfs use packet loss probability rather than the more
traqtable and measurable link error probability to characterize
errbrs. .Thé'variation of the 0ptimum'va1u¢ of R with traffic
1éve1 is not conéidered, although flow-controlsias well as nodal
buffer limitations would provide ultimate limits on actual network
traffic. A reaéonable approach is to optimize R for maximum |
traffic leVels. Lower fraffig levels will result in improved net-

work performance which however vill not be as good as that obtainable
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if R were also reduced with the traffic level.

In networks containing both terrestrial and satellite links,
large link propagation time differenées will dictate the use of
&iffereﬁt values of R on:ﬁhe two types of 1inks._

Transmigssion of NACK's to the transmitting node following 
detection of.paCkéf errofs by the”receiving node would encourage
larger values of time-out period R, since time-outs wéuld qcéur
only in those rare cases when either transmitted NACK's or trans-
mitted packets were not received. The larger R'would‘reduce dupli=-
cate transmissions? thereby redgcing retransmission overheads and
hence delay. Use of NACKfs wouid increase traffic o%erhead and
software costs, however. | |
| Tﬁe use of positive ACK's and retransmissions following a
time-out pefiod has been shown to be totally rgiiable‘in the absence
of data link errors [86], in the sense-tﬂgt péckeﬁs éiways reach
the.destination node without duplication, provided that»there is
no restriction on the number of retransmissions permitted ES6];

On the other hand the possibiliﬂies of 1link errors quarantees that

“no DLC exists which can, with certainty, avoid .both loss and dupli-

cation Qf_paékets [Blj.

Data link error rate and time;out periocd R>infl#ence the -
choice of packet.length.v ReductiOn of packef ovgrhead and number
of ACK's favours long packets. An increased data link error rate
favours shprt.packets, since vulnérability to errofs.resulting in
subsequent‘retransmissions increases with packet.length. Reduced
refransmission delajs and nodal buffer<storage favours short packet
lengths. All of these results were confirmed by chu [c2] who deter-

mined the optimum block (packet) length B, block overhead b, average
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meésage iength 1, channel error probability and R. Actual results
in thé form of curves were obtained for exponentially distriﬁuted
meséage lengths, and both random and burst errdr channels, for both-
stop—and—wait and continuous‘ARQ; The actual optimum B 1s rather

. broad. .Résults for selective ARQ are unavallable, élthough Chu's
approach could be extended to deal with this case.

It is not clear that ARQ is better than FEC. _The latter is
easily iﬁplemented using shift register logic [Ll,"LQJ. Correction
of_single—bit.apd selected‘multiplé—Bit errors, as well as burst
errors 1s also relatively easy,qglthough.the burst error codes
nérmally require long error—free.guard spacés [Ll, LEJ. Thé through-.
.put rate for FEC remains relativély insensitive‘to channel efror rate,
while the packet error probability increases with channel error rate.

| ARQ sygtems involve error detection only, which is easily
impleﬁented and, as noted earlier, leavesAfew.(Q—r).ef}ors undefected,
where r_is the number of check bits. ARQ adapts to channel'detér—
ibration”by reducing ﬁhroughput via retrgnsmissionéf

Simple FEC may be uséd in conjunction with ARQ.pnfhigh>error
rate channels, in order to avoilid large throughput degredatigns
“whichiaccompany high retransmission probabilities [BQ, B3, ST, $8].
An alternative ié to reduce data transmissién of the daﬁa link
modem, as explained in Section 3-2.

AWhen a feedback channel 1s available, implementation costs
and error performance would seem to faﬁour ARQ, although a convinecing
demonstration Qf its superioritj over FEC is unavaillable. ASuch»a
démonstration should include ARQ nodal buffer costs which would
vexcéea.those for FEC, since the latter need not retain\packets for

possible retransmission. These cost sdavings might be used to increase
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data link capacity or feliability, and to offset error correction
circuitfy costs. BSavings from software costs ésséciated with
A.generation of and accounting for ACK's Vould also be.available
for the improvement of systems using FEC.

Efforts to improve both FEC ahd.ARQ<strategies continue.
Much of the.FEC effort involves improved decoding of convolutional
bodes, which include Viterbi decoding simplifications.i Convqlu—
tiénal codes, although powerful in terms of efror correction; are
of limited use in computer communications; since information bits
are spread over many channel bit;séquences. Recent improvements
in ARQ strategies are of limitea applicability, since they involve
lmultiple transmissions of messages, a-strategy which is of interest

only when the channel is prohibitively noisy [ST7, S8].

V-l Prioriti Queuing

The analysis in Chapter 3 on queuing,-mulfiplexihg and polling
- did not specificaily cbnsider the effects of message service
pripritiés. In this section we consider priority schemes whereby
“all messages with priority p are served before:any with priority
p-1, p-2, ..., 1, where p is an integer; 1=p=<P. Our discuésion
here is a brief and limited sampling of a vast liferature'[Kl; Kk,
Jl, J2,:Bgto which the reader is referred for further details.
We haﬁe already considered the assignment of priorities by regula-
tion of transmitter power in ALOAH ﬁeﬁworks (see Section 3-6) anad
have seen £hat the result is an overall increase in throughput.
Priority may be preemptive, in which case any message being

served is discarded and returned to the queue immediately upon

arrival of a higher priority message.. In a nonpreemptive system,
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" service of a current message is not interrupted.
Assume that all messages in class i have Poisson arrival
rates ki; mean length ii,‘and utilization p, = Xiii. The rates

A, average length X and utilization factor P for the collection

of all messages is as follows:

P .
i=1 .
P oA, ‘
X =13 -}:"—}—( (5-8)
. 1 .
i=1
p = A_i
P
i=1
Further, define
’ . P =5 :
W, =i§ A, XT /2 (5-10)

Analysié shows that the mean waiting time Wi for messages in

priority class i is [K1]

Yo (i=1,2,...,P)

Vi *05;)(1-61 + 1)
- ; | (5-11)
P A .
. = O o} (5—12)

il
o

wherg QP+1
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»As expected, Wi does not-depend upon the parameters of
meséages in.loWer priority groups, except through WO:> The effect
of any waiting which occurs while service of messagés.of lower
priorit& is completed is included in WO.
Equation (5-11) can be used to assess the effect of assigning

priority 2 to short messages and priority 1 to long messages (Thus

P=2), Such a strategy would favour. short messages, including

acknowledgements and short control messages. In this case
W, = (0% + 0,X,)/(1-p,) - (5-13)
Wy o= (e Xy + R0/ (2-p -0,) ~(5-1k)

To be specific; let X, 10 %, = 1 and A, = A, = 0.5." This situ-

étion might correspond to classes 1 and 2 including messages and

ACK's regspectively; each message (except those retrahémitted) has

an acknowledgement. Then Ol = 10 02 = 0.5 and p'= 0.55. ASubsti—
tution into (5-13) and (5-1Lk) shows Wl = 1.18 and W2 = 0.53. With
no priority structure, W = 0.92.

Is the above priority scheme'desirable? Certainly the ACK's
wvait less time at the expense of tﬁe messages whose walting time
is increased. However, the message walting time is actually in-
creésed, siﬂqé most messages do néﬁ require retransmission. In
terms of reducing message delay fast ACK;s ére ineffective unless
retransmiésiop is needed. Since messages are retajned ih the £rans—
.mitting node's buffer until the ACK is received, the above priority
scheme will slightly reduce the required buffer storage, since the

round trip time (excluding actual transmission time) is Wl + W2 =



~ say, 50 percent, in which case X, = 0.05. Now W, = 1.16 and W, £0

- seems best. The non—pfiority scheme may be next best, since in
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1.71 vs 2W = 1.84. The one-way transmission time is 1 and 0.1 for
meséages and ACK's,respectively.
In many situations, ACK's can be included as part of a

message flowing in the same direction as the ACK. The ACK's

" overhead is thereby reduced, as is the overall traffic. If such

a "piggyback" strategy is used, ACK overhead would be reduced by,

~

1
since X' = 1.05 and Py = 1.05/2 = 0.55. The message waiting time

.increases from 0.92 to 1.16 but no waiting .is required for the

ACK's. The delay T for messages increases from 1.92 for the no

 priority case to 2.21 for the "piggyback" case.

b

On the basis of the above assumptions, the piggyback scheme

pra?tice it is actual message delay Which“;s of interest.

'if the shor£ messages in the above diécussion include other
control informatipn, such 'as routing update.infbrmation, then the
above-priority scheme méy actually.reduce_overgli delay, since
such information will provide for glternate paths which reduce
message delays. Again, "piggybacking" of control information is
desirable.

if shoft messages also include actual data packeﬁs (which
might vary from a minimum to a maximum length), then the above

two-class priority scheme reduces average message delay as noted

iﬁ Section 3—3._-Actually, short messages are favoured even in the
absence qf priority schemes, since thésé do not queue‘behind‘pagkets
which are part of a long message [M5].

If a cost of waiting Dp is assigned to each priority class,

it can be shown [Kl] that the priority scheme described above can



=,minimize the total cost

P : B
D=3 DN_ , , (5-15)

WherévD is the total cost and Né =‘XPTP is averagé number of é—
priority hessages awaiting service. | |
"Equations similar to (5-7) to (5-12) can be obtained for
preemptive priority disciplines. In fhis case, the ﬁighest
priQrity class P shows values of-WP and TP equal to those for
no-priority schemes, except that A, P, and X are replaced by lp,
DP and RP’ respectivély. » |
| The above discussion éan be extended to include time—dependent

prioritieS’[Kl]; for example the priority assigned to a message

awalting service might increase with the waiting time. -

Priority queuing has been applied with considerable success
to the evaulation computer job scheduling, for which various algo-

rithms are available. The results are of interestviﬁ the present

éontext, as indicated by a“cohsideration of the round-robin (RR)

scheduling algorithm, which is illustfated in Fig. 5-2. 1In RR

scheduling, each job receives service for a time interval which

is short in comparison with its length X, and is then placed at the
end of the job queue. Analysis shows that‘both the waiting time
W (X) and time to complete service T(X) for jobs of mean length X

and Poisson arrival rate A is

- Xp/(1-p) _(5-16)

=
>
H

=
>
]

X /(1-p) ' (5-17)

While -these linear dependencies are ekpected in the absence of
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Fig. 5-2 Illustrating round-robin-scheduling.




159

queuing, it is not obvious at tﬁe outset . .that they éhould aﬁply
wheﬁ queuing for sérvice is.involﬁed. The linear relationships
are attractive; otherwise users would either combine many short
Jobs into one long one if T and W increased more slowly than X,
or Woul@ break long jobs into many short Jjobs if the converse
wére true. The first strétegy would make waiting times very iong
for users with inherently short Jjobs, while the. second would add
undesirable overhead.

The RR aléorithm results provide a strong argument for
breaking.messages into packeﬁs much shorter than jhat of fhe
average-messageJ Héwever, paéﬁét overhead and other génsidefations
favour long ?ackets!

Algorithms exist which favour.long jobs over short ones,
and conversely [K1]. These algorithms can be adapted in a rather
obvious way to priority serviging of messages in computer communi-
catlion networks.

'We_defer to Section 5-6 discussions concerning the appli-

cation of priorities to flow control.

V-5 Adaptive Routing

Even though network flows Ai and the multicommodity
éonstituents are specified when the network is designed, the routes
originally assigned will normally require modification during the
course éf actual network operation, for the following reasons:

1. Statistical fluctuations in traffic will occur; -the

original design is normally based on average flows.

2. Some links will experience.prohibitively'high noise

levels and, in some instances, total failure.
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3. Usage will vary over the course of any time period.
In networks which span a wide geographical area traffic
levels will vary in accordance with time~zone dif-

ferences.

4, The traffic matrix [r] will change over time as new
users are added to the network and existing users

change their usage patterns.

Routing may be.either static, in which case routing remains
unchanged unless the network‘is redesigned or modified, or com-
pletely dynamic, in which case routes are changed continuously.
Between these two extremes lies quasi-static routing, in which
changes in routes occur only>é£ﬁspecified times aﬁd/or whenever
extréme situations occur.

Routing may be either distributed in which case routing
-decisions'may be made at individual nodes, or centralized in~
which case decisions.are'made at a central 10cati§n. A'mixturé
of distributed and centralized control is also possible.

Einally, routing algorithms may use either local or global
information.

One would like to ﬁse a highly adaptije strategy based on
global informatioﬁ. Unfortunately, phjsical realizability consi-
deraﬁidns;_including limitations on the fraction of the total
data traffic needed to transport status and other information,
prevent realization of this ideal. The objective, then is to
devélop routing strategiés which combine effective network operation
with low data overhead.

Adapﬁive routing should impfove network performance over
that expected for fixed rouﬁing, since the latter,dpes not fuily

exploit temporarily underutilized routes. Reliability would likely
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increase, since noisy links would be avoided, particuiarly when
alternate rdutes with low current utilization aré available. Strong
motivatidn therefore.exiéts for devising efficient and effective
adépfive routing algorithms.. Alfhough much effort.has been de-
vqted to the study and developmeﬁt of routing_algorithms, an
adequate underéfanding.of.the subject is as yet unavailable.

The following basic questioné arise:

1. What fraction of routing control shbuld be centralized,
and what fraction distributed? The same question arises
~in other contexts, including corporate management and

government.

2. What informatioﬁ should be used to generate routing

decisions?

3. With what accuracy should information used to generate

routing‘decisions be estimated?. How often should the

" estimates be updated? ﬁere we acknowledge that trans-
mission of routing informatioh reduces the network

capacity available for actual data.
4. How should roufing algorithms be assessed?

Other difficulties arise when adaptive rather than fixed
routiﬁg is used._ Packets may arrive out of order at the destina-
tions'causing buffer saturation and potential network deadlocks
as explained in Section 5-7. Routing 1oo§s may develop, whereby
ﬁessages circulate indefinitely among a set of interior network
nodes.

Rudin [R3] presents an excellent study and discussion of
various routing algorithms. He compares random routing,.totélly
centralized routing, and delta routing which combines centralized
and disfributed roﬁting control. Totally random routing [Ks] in-

volves no control and needs no control information, since messages
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are routed to outgoing links selected at random. The messages
exhibit random movement from node to nbde until they finaily reach
their destination. Random routing is very stable in the face of
changing traffic patterns, but suffers from long delays which
occuf from the pdssage_of messageé through a large number of
links [K5]. | | |
Centralized routing strategiés are based on a matrix with
enfriesAdij(t) which based on quantities ﬁij(t) and rij(t).[RBJ;
-theée latter two quantities denote, respectively, the amount of
information (number of message bits) at node i andwdestined for
node j,.and the capacity of the outgoing link from.node i to node
j. More generally [W(tﬁ] and [R(t)] ﬁith entrieshwij(t) and rij(t)
can be regarded as matrixes specifying the instantaneous work to

be done:by the network and the resources available to do the Jjob.

Quantities dij(t) are obtained as follows [R3]:

a;(8) = kdij(tfrn(l»-k) [vij(t)/rijw)]‘ (5-18)
Thus,(di.j depends on past estimates and a current update. Cons-
tantst and T are to be optimized to tradeoff update frequency T
and neﬁwork message‘ﬁhroughput. Updatiné_may be.synchronoﬁs or
asynch?onous, the latter resulting ip updates only when dij(tj.
changes sufficiently. Asychronous updates appear to result iﬁ
better performance ([R3]. |

| The overall delay in sending a message from a current node
i to final destination node j is estimated by adqing the dij(t)'s
for each link along a proposed path. If one path yields a con-

siderably shorter delay, the appropriate outgoing link from node i

is selected. Otherwise, outgoing link selection is based solely
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on the outgoing link queues at the”nbde-in-question. :The shortest
queue algorithm is a local algorithm whereby any giveﬁ node uses
a weilighted average the ngting time on each outgoing link and each
adjacent node's estimate of the time from.the adjacent node in
Question to the final destination. The threshold for deciding
whether or not to let tﬁe central cqntfol felinquish its roufing
decision to the lodal node is the parametér which specifies the
relative amounts of central and local control. Rudin [RS] did
not really address the important matter of éomputétional time
and complexity needed to perform the shortest path calculations,
Which are needed to make centréiized_routing decisioﬁs;

| Analytical comparison of the vafious,possibilifies seem
impéssible. Simulétion results on a limited humber of networks
indicdate lower delay for delta routing although proportional
"routing, a centralized scheme whereby a given commodity is routed
in split fashion over two outgoing iinks, is & close competitor.
in some sifuations [R3]._ Compafisons of network message throughput
are difficult to make; however, Rudin's resuits indicate somé in-
.crease in throughput (or reduced requiréd capacity for a .given
throughput) with optimized delta routing.

Attempts have been made to opfimize algorithms which are
solely distributed, in thé sense that all routing.decisions for
traffic at any node‘are'based solely on that node's routing table.
Gallager [G6] provides a loop-free algorithm wﬁiéh minimizes .
average message delay. Basically, the approach is to increase
flows~on links for which the incremental delay is smallest, and
to decrease flows on which fhe incremental delay ié largest. The

increméhtal_delay on any outgoing link is obtained by differentiation
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with respect to the flow along the link in question, aﬁd with

respect to the network's offered traffic. The first term can be
estimated from the formula for gqueuing delay by differentiation

of (3-20) and by substitution of the current value of the link

flow Xi. The second term is obtained from information sent from

_nodes lying on the path between the destination node and the node

in question. Unahswered is the question ae to the amount of eVer—
head information needed to operate the algorithm,»ahd the algo-
rithm's performance on operating networks.

A different approach to distributed routing optimization
was proposed by Segall [89] whe used optimal control techniques
to minimize the total time spent by ﬁessagee in each nodai buffer.

Thus, D 1is to be minimized where

AT o
D =J/’ [ z z X9 ( ] at (5-19)
bo £ S
where Xij (t) is the total traffic. at node i1 whose final desti-

nation is node Jj, tf is such that X(tf)=0 and D is the total delay

over the time interval [to,tf]. The sums are over all nodes in

the network. Delay functional D is to be minimized with respect

to the multlcommodlty flows ulﬁ, whlch denotes the flow along the

'11nk from node i to node k with j as the final destlnatlon, subJect

to the following constraints:

x.9(t) S 0 (5-20)

" =0 all i, k ‘ (5-21)
1k » > |

i 8Ll i,k; i (5-22)
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where Cjx 1s the data link capacity between nodes.i and k.

Generally, optimization involves solution of the two-point
boundary'value problem,"which in the present. context seems prohi-
‘bitive in terms of time and cost, exeeptﬂwhen no traffic enters
the network. This latter case is of minor practicai inperest.
Segall'e [89] approach does have‘tne advantage that assunptions
regarding message length distributions end arrival statisties,
including the independence assumption are not regquired.

| Similar results for a variety of distributed algorithms were

obtained [Pi] for a tightly connected eight-node network as well
" as a 19-node ARPANET type of nepology. Effects of node and link
failnres were also considered. The nest elgorithms were the ARPA
type of adaptive algorithms described below and one using a time-
dependent priority discipline to speed dellvery of nodes which had
been in the network for a long time. |

Both centralized and distribufed routing ‘algorithms enjoy.
current use. The TYMNET network [Sl, SlQ]_used a centralized algo-
rithm Wheneas ARPANET [Kl, Sl] used a distributed algorithm. The
TYMNET conyrol centre uses a version of snortest path routing between
source and destination to determine the route for each user re=-
quesfing access to the network. This route is‘maintained for the
duration of the user's call. The ARPANET's routing tables at a
given node are updated on the basis of the number of wailting nes-‘
sages on each outgoing link and the estimated delay at neighbouring
nodes. Although ARPANET routing is completely dlstrlbuted it is
nonetneless based on global 1nformatlon which slowly percolates
throughout the network.

>The demonstrated operational workability of both centrelined
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and diSﬁributgd routing indicateé the viability of éach. The
efficiency of.the two'appfoaches relative to the optimum-is un-
answered, as are the four.questidné posed at the begiﬁning of
-this section.

.Progress on improved routing strategies is_neeaed and will
'undoﬁbtedly occur. Hoﬁever sﬁecification of the éptimum strategy
_is not»likely to be soon forthcoming. In'aﬁy event, hierércﬁical
~strafegies should be emphasized for large networks, as exﬁlained

in Section A-10 [x6, x7].

Vj6 Flow Control

Congestidn control as used here includes all those measures
taken to prevent a network from béing overloaded, or behaving as
if overloaded. Flow control, an important aspect of congestion

control, involves that collection of procedures usedlto prevent

i

a user or group of users from hoarding network resQurces to the
detriment of other users [Rh]. ‘Flow and congestion control is one
.df the moét"important; possibly the most\importanﬁ, aspects of
netwdrk managemeﬁf. Iflis alsd one of the‘leasf understood aspects.

Seétion 3-5 deéling with contention multipiexing provides
orie illustration of;the nged for congestion control. Pure of
slotted ALOAH systems~which attempt carriage of an excessive.ag—
gregate fraffic load provide unsatisfactory service to all users.
Excessive traffic causes collisions betﬁeen usersAto become so
frequent that throughput falls and délay increases to prohibitive
levels.

Congestion.problems manifest themselves in other"waysf

Packets may be stored in filled destination buffers which cannot
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>acce§t those remaining packets néeded to reéssemble a multi—backet
meSsagg which would, upon.reassémbly, bé rembvedAfrom the desti—
nation buffer. The needed packets stored in nodal buffgrs near
the destination node are themselves preVenfed from moving toward
thé destination, with the resulf that thesg;hodgl bhffers cannot
accept additional traffic. -Such a. deadlock situatiQn effectivel&
disables some or all of 'the network rKl, K3, s1]. |

A réaéonably effective flow control mechanism has been
defeloped for a slotted»ALOAH channel which sefvicés M users, each
of which is permitted not more_than.oné outstanding packet awéiting
transmiésioﬁ [Kl, L3]. The approach usedvinvolves definition of
a threshold n, such that when the number n of users wishing access

c the retrénsmission.delay(as described

to the channel is less than n
‘by parameter K in Section 3-5 assumés valué K=K;; when n > n,
K=K222 Kl' ,Thé result of this cqntrol sfrgtegy is to increase the
retransmission delay, and thereby reduce traffig offered.as tﬁe
number of active users increases. The choice of n, itself.is.not
ecriticdl; variation of throughput and delay about the optimum n,
is"small le, LS]. The need for sﬁch control-ié motivated by
studies'[Kl] which show that an uncontfolled infinite population
alwayé becomés uns?able eventuall&; apd a similar tendency is shown
for fiﬁite M [Kl]. It would be 6f intefest té conéider the abgve
controlvstrategy, or a modification thereqf, perhaps to include

» more than two values of: K, to include the situation where more than
one message for each of the various users awaits transmiséionr

| Polling of nodes by a centralized.ﬁode avoids congéStion.

In centralized networks which use concentrators congestion is an
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‘ uniikely:possibility? Thus; it is distributed netﬁbrks which pro=-
vide the fidw and édngeétién control challenges. Various flow
controls have been propqsed, and some havé bgen tested inAthe
field or by simulation. Usefﬁl analysis of the various control
strﬁtegiesiseems_extremely difficult. |

Virtualiy all flow control schemes involve either or both

of the following features [D1, C3, K8, K9, Pl1, P2, P3, Pk, 85, 86

K1, s1]:

1. A message or packet is permitted entry to a network
only if sufficient buffer storage is available and
has been allocdted soméwherg albng ﬁhe‘source-desti—

.nation route.
2. A message or packet is rejected either at the outset

or during transit if the number of buffers ogcupied
in a portion or in-all of the network exceeds some’

threshold.

In the ARPANET multi-packet messages are denied network
entry until such time as a‘sufficienf number of buffers have been
allocated at the destination node of the communicatidn subnetwork.
le, Sl]. .Further, no more than eight uﬁdeli#eréd-messages are
permitted %etween.any source-destination pair. Péckets are assigned
sequence numbers; and any packet outside the séquence-window is
rejected by.the destination node. These prééautiOnS‘are implemented
to prevent buffer lockup. Alsd imposed in the ARPANET is the limi-
tation that ﬁot more than eight pgckéts are permitted on the outbut
queue‘bf any link leaving an intermediate node [Kl]. The TYMNET
network limits the number of bits that an intermediate node w;li
Buffer for any given user [Sl]. | | |

.The guaranteed destination buffer.éllocation scheme of
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. ARPANET'does not apply to.single packet messages which are trans-

mitted with no guarantee of destination buffer space being available

[K1, s1]. However the probability of safe delivery is high since

single packet messages need not await the arrival_of other packets,

" but can'be.given'immgdiately to the destination usef.

foilowing-multi—packet message reassemﬁly at an ARPANET
destinafion buffer, the released buffers.aré reserved for é time-
out period Re for another message.from the same source. Following
Re sec. these buffers, if not utilized,4are‘returned to the general
reassgmbly pool.

- The number of outstanding end-to-end mességes énd éutgoing
link packets in the ARPANET and ﬁﬁmber of nodal bits in the TYMNET
are the_important variables whose optimﬁzation has noﬁ really been
addressed. A similar comment applies tb-thg.time—out period Reg
and to the maximum meésage length in térms of the_nﬁmber of packeﬁs
as well as to the packet length itself.

‘Isarithmiec (meaning constant‘number) conggstion cOntrol~has
been propdsed for -use on the NPL network [D2, P3, Slj. The meéhod
requireé each packet to first acquire a permit bgfore being pef—
mitted network entry. ‘Upon reaching its destination, fhe packet .

releases its permit which may either be acquired by an outgoing

‘packet or, if the number of waiting permits exceeds a threshold,

will move to other nodes until acquired. The total number of permits
and the number of ﬁnacquired permits allqwed.to‘wait at any given
npde éfe the importént Variablesii | )
The isarithmic flow control mechaﬁism, which is perhaps thg
simpleét of those éerioﬁsly proposed, seems to work very Well‘on‘

small networks in the absenpe of other flow controls, and prdVides
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some additional improvement wheén uééd.in conjunction with other
flow controls fPh]. On larger, hiefarchiéal networks;, lockup
tendencies arising from lack of permifs at certain nodes have
beeﬁ'observed [Ph]. This latter ﬁroblem'was overcomé by feducing
the traffic level With atténdant and prébabiy unacceptable delay
and throughpu£ degredatioﬁs [PL].

Chou and Gerla [03] have attempted to unify thé multitude
of exiéting and proposed congestion control algorithms.iﬁ a meaning-
ful and coherent manner by specifying the ways inlwhich a parti-
cﬁlar flow control strategy implements the two cohtréi features
listed éarlier. A multitude of possibilities exist. Regarding
Citem 1, buffers may be allocated for some or all classes of mes-
sages at one or more of the following plécés: source node,‘desti-
nation node, or intermediate nodes. The buffers may be dedicated
to individual users, shared amongvthe totalit& of users, or bath.
Buffers may be allocated via prior reservations or upon arrival
of messages at nodes. Regafding overflow prevention (item 2),_
many poséibilities again exist. Thus, limits can be»plaged on the
queﬁe length of each outgoing link, or on the total number of mes-
sages stored.at.gny node, or on the totality of mességes in the
system. Both ailocations‘and overflow lihits ﬁay be either static,
or may vary in accordance with message, traffic and network status.
' Clearly, the number of buffers for each fype of allocation, as well
‘as the nﬁmerical value of the overflow limits creates unlimited
possibilities.

Chou and Gerla [C3] developed a general program for simu-
lating various -flow control stratégies. They uéed their simﬁlator

to assess and compare the ARPANET and "window" protocois on. small
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nethrks; the window protocol'inQOlvés definifion.of a window W
packets wide such that packets arriving at a source and falling
within the window are accepted, séquenced and transmitted to the
destination user for reaSSembly [s5, 86, c3, ci]. Packets outside

the window are discarded. The window size W regulates the level

of network traffic, and can be optimized [SS, S6,‘C3]. Bell Canada's

proposed Datapac Network uées the window cohcept. In both the
ARPANET and window protocols,the number of packets queued‘for any
outgoing link was limited to eight. Preliminary results [03];Seém
t§ favour the window protocol, particuiarly if precautions are
taken to prevent some users (those closest to the nodal buffers
which saturate) from monopolizing the network. Much more study on
other nétwérks-under varying traffic loads and failure sitﬁations
'is needed as a basis for firm conclusions.’

If node-to-node ACK's are delayéd until‘fhe meésagé to be
acknowledged is leaving the node.from whiéh the ACK is being sent,
then this strategy,_tégether_witﬁ "ﬁindowing" firther reduces nodal
congestion [Rl].. HQWever the overall effect on network o?eratioﬁ
is’unclear,.since the retransmissioﬁ time~out interval's variance
and mean are now increased. Use of NACK's would probably prevent
delay.and_throughput degredations'(seé Section 3—?) at £he expense
of some increase in DLC overhead. | |

Quantitative analysis of flow control has been.attempted.
Pennotti and Schwartz [P2] considered the tandem lihks.sﬁown in
Fig. 5-3, which éonsists of link traffic with fbisson arrival rate
A, and external messages with mean lengths Ay (1=1, 2, ..., M)L
The average lengths of the exponentially disﬂributedvmessages is
To permit analysis the simplifying and SOmewhat unrealiéﬁié

By -
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Fig. 5-3 Simplified model for flow control analysis
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assumption was made that the external traffic entering and leaving
the vgrious points along the tandem path ié equal. Using the
above model, the relative increase in delay (defined as congestion)

caused by the link traffic (A and seen by the external traffic

. °© ) .
_Ki>was célcuiated under constraints onAthe maximum number of link
messages . N along the 1link, and again on the maximum number df liﬁk
messages N, (i=1, 2, ..., M) at each node: Also calculated was the
probability B that link messages seeking network entry are biocked
by the congestion control strategy. Graphs showing conggstion.C Vs
B Werevobtained fof both control strategies. Curves of C vs B for
various link capscities and utilizations exhibited little giffe£¢nce
between the tw§ strategies. The above‘approach was exfended_by
Chatterjee et al'[CS] to. include random routing over more than one
path, and was used to assess the perfqrmanée of a simple three~node,
three~link network. A careful examination of thevanglysis'indi—
cates tﬁe considerable difficulty.in_applying it to an arbitrary
network, notwithstanding the simplifying assumptions. Rather than
'being a criticism this comment indicates the difficulties inhereﬁt
in flow and congestion control analysis. ,Simulatién may be thg
only viable approach. In this regara, it seems that the rather.
general structﬁre proposed by Chou and Gerla er~consideriﬁg.various
flow control strategies may prove very useful.

What is the optimum flow control strategy? No one seems
to have developed a totally adequate approach to even deal with
the questioh, which should probably include adaptive routiﬁg and
priority queuing.

Flow control in conjuction with adaptive routing can be
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very éffective in preventiﬁg netwérk congestion, sincé adaptive
routing is effective if (and ggli if) some spare capacity exists

for directing traffic from heavily loaded areas of the network [Ph].
Kerr [KQ] used é flow control scheme which limited the number of
packets on any queue awaifing tranSmission to eight, and whose
.routing'ﬁableé contained éecond and third dhoices for outgoing

links which gould be'used.if the more favoured links'ﬂéd full
buffers. This simple myopic routing strategy resulted in a 50
"percent increase in throughput and a slight improvement in delay
at'heavx simulated traffic loads. However, network lockup occurred;
the problem was obviated by réconfigurihg the higher level portion
of the two-level hieraréhical network [K9], which incurred increased
link mileage.

.Priority assignments can also controlvcongestiong messages
with low priority are denied entry to the:network when the ngmber
of»high{briority messages exceeds a threshold. A study [Pl]_which
compared various adaptive routing aigbrithms iﬁclﬁded some algo-
rithms Whgre ail messages 6riginally assigned the same priority
received a higher priority after reméining in the network for é
speéified time. The resulting improvement in delaj was rather
impressive for a tightly-connected 8-node network, being on the
order of 25 percent over an ARPANET routing strategy in a heavily
loaded network. A small increase in thfoughput was also noted.

Less impreésive_imprdvements resulted in a more sparsely connectéd
19-ﬁode ARPANET topology.

| Aftgr careful study of both the references cited. in this
section and other references, it is easy to agree with those [Ph,

Rh] who claim that the field of congestion control is at its
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;ihfancy, that a great deal of future effort is needed, and that
this effort is essential to the smooth functioning of data communi-

cation networks.

V-7 Nodal Buffer Design and Management

Messages or packets arriving at internal (store and forward)
network nodes must await sérvice in nodal storage buffers. Packets
arriving at destination nodes must be stdréd pending réceipt of the
remaining packets neéded to assemble the complete ﬁessage from the
Sendér. Buffer capacity contributes to overall network costs, and
should therefore be ufilized efficiently. Actually, buffer costsg
shou1d>béboptimized aiong with link flows, link capacities and -
topology during the network design'phase.

_,Buffer_cénsiderations involve two separate but related

issues:
1. qullarge a buffer is required?
2. How should the buffer be shared among outgoing lines

at store-and-forward nodes, or between messages under-

going reassembly at a destination node?

Regarding the first item, existing literature fsi, K7, €7]°
suggests that buffer storage shduld be sufficient to limit the °
overflow probability P, to an acceptéble'minimum. Since a full
buffer must discard new arrivals; the link throughput then falls
by the factor (1—PO) [Sl, KT, 061. The difficuity is to‘speéify-
the acceptable minimum. An alternative approach is to 1limit the
buffér size such that the queuing.delay encountered by the last
meésage in a full buffer will be acceptable. ‘HowéVer, use of‘
pribrities makes such aelays difficult to calculate,-énd may indi-

cate.prohibitive buffer sizes if long delays are permitted to low
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priority traffic. Adaptive routing further.complicates delay
calcu;ations.

If messages with Poisson arrival rate k'enter.a buffer
serviced by.a single outgoing link, then the average time'that a
meésage Waité in thg buffer ‘is obtained from the queuiﬁg.delay W

in (3-6). The average number of buffer bits L is [KI, Sll

L = AT (5-23)
= Tucp ’ (5=2L)
1

where C 'is the capacity of the buffer's output data link, W ois
the average message length and p = A/uc. |
The variance of L in (5-24) is obtained in an obvious way
using the qﬁeuing results of Section 3-3.
The buffer overflow Pprobability Pé can be est;mated by
assuﬁing an infinite buffer, and using the ﬁrobabiliéy that‘the

length of the message queue L exceeds buffer size N. Thus,
P. =~ N £ (u)du | (5-25)
o} L '

where fL(u) is the probability distribution of L. TFor store and
forward'ﬁuffers;'approximation of fL(u) by a Gamma distribution is
indicaféd_as explained in Section 3-3. The accuracy inherent in
the above method of determining practical values of P, (4510‘3)
seems excellent [S1, €6, CT, €8].

The requirement PoﬁéilO'B‘neCessitates N >» 1, where L 1is

the average amount of Sforage required. For typical length distri-

‘butions with link utilizdation p = 0.6 and'L.thO, N 2 500; for p =

0.8, N2 850 [c8].
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To further reduce PO requires a modest increase in N, since

PO decreases exponentidlly as N increases linearly [CG, cT, C&].,

~

In the above example with p & 0.6 and 0.8 respectively,;. reduction

of‘-PO to lO_'~5 with L = 40 requires that N increase to 900 and 1600,
respectively [CT].
- For exponential message lengths exact calculation of Po_is

‘possible [Kl, S1, KT], as follows:

p, = oM(1-p) / (1o (5-26)

where O is the outgoing 1ink utilization'défineduin‘Section 3-3.
Exact cglculatiqn of PO for arbitrary message length is computa-
tionally tedious but possible using z-~transforms [Kl, Sl, KT].

Wheh nodes are serviced by two orbmore outgoing links; the
buffer must bé~shared by these liﬁks. One sharing strategy involvés
completely partitioning (CP) the buffer such that eaéh outgoing
link is permanently assigned a fraction of the total buffer spaée;
calculation of Po in this case is as explained for the case of a
single outgoing link._ The disadvantage of the CP.strategy'ié that
buffer space on some links will be available but not useable by one
or more links with full buffers._ |

A second approach involves complete sharing (CS) of the
buffer space among éll outgoing links. .This scheme suffers from
the disadvantage that a subset of the outgoing links might use
all of the buffer space, with the result that delay on theSé links
would be large, while the uncongested liﬁks would be>prevented.from
utilizing any of the buffer sﬁoragg, thereby reducing network
throughput. Calcglation for PO and nodal delay T for this case is

currently possible only for exponential queue lengths,_and is
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‘difficulﬁ even in this case [K?j. Simulation has.beed used [CTT
“to determine Py vs N for up to 10 outgqihg links with varying
link utilizations. Given N, P, is smallest for equal utilization
and largest for all traffic on one link, és one would expect.
Various_comprpmises between CP and .CS exist [KT].: One
_iﬁvoivéé>limitétion>of the maximum 1eng£h of any outpuf link qﬁeue.
‘Another involves assignment'of a minimum amount of buffer storage
to each link. A third inyolves a cOmbination of these two strate-
gies. The difficulty in specifying the maximum and/or minimum
limits for the above schemes arises fromfthe fact that expressions
for Po and link delays are complex for equnentiél queue lengths
[K7] and unavailable for other length distributions. Performance
. assessment and optimization of the various schemes using simulation
~is therefore indicated.
When there are two outgoing lihks? then the above three
-compromise schemeé are identical and the situatioﬁ simplifies
considerably. Kamoun. [KY] haslgompared delay (neglecting re-
transmission degredation) and throughput for the two—linkvcése
~with equal flow and capacities on the two outgoing 1inks-and
exponential message lengths. No one scheme is optimal over all
traffic levels. Regarding throughpuf, low levels of traffic favour
CS, high levels favour CP and intermediate levels favour the éom-
Aﬁromise scheme. Delay, excluding degredations due to retransmissions{
and these are considerable for high traffic levels; seéms to favour
Cs most and CP ieasﬁ.
| Further studies of the various schemes are needed and should

include more than two links, unequal output traffic, retransmission
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effects on delay, and non—ékpoﬁgntial message length distributions.

A simulation approach would seem to be the only viable one.

The prdﬁability of overflow vs size of message’péassémbly
buffers seems not to have been determined, although.Sunshing [85,
S6] has cénsidered the probiem and thained an-expreSsion for the
probability-f(n) that a messagé packet arrives béfofe one or more
of its-predecessors n or more péckets earlier., The formuiation is
not directly suitable for dealing.with_the situation which occurs
when a destination buffer is receiving backets for more fhan one

message, with each message originating at any of the various source

‘nodes .- An analysis of this situation is needed, since destination

buffer overflows may cause deadlocks or necessitate retransmission

of manY'packets which have been correctly received. ' Such overflqws

can be avoided by flow control which, however, may seriodsly-degrade

throughput if overflow probability is not known. Overflow pfoba—

bility qalculatioﬁ is discussed further in the next section.

| Another buffer management problém of some interest involves
spepification of buffer block size to compromisé between overhead
chafacters and unused characters at the end of a block dﬁe to,tpe

fact that messagés will not exactly fill an integer number of buffer

~blocks, and buffer overhead. The pfoblem.has'been considered and

solved [s11].
Earlier papers which have dealt with dynamic buffering and

block storage are listed aé references [09, P5, GT, ClO].

V-8 Source Destination Controls

In many ways source—destination controls (SDC's) (sometimes

called end?to~end controls) are similar to data link contrqls, since'
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boﬁh pefform the‘funcfions of éynéhronization, error control, and
initiatibn and termination of message aelivery. Differences arise,
hoﬁéver; because SDC's are concernéd with'the sending and recelpt
off messages, which.may-consist of ﬁany packgts, wherégs DLC's are

concerned solely'with node-to-node delivéry of individual packets.

'SD synchronization involves ordering of the packets at the desti-

nation prior to delivery to the user. As noted earlier, out-of-
order arrivals occur because of fetraﬁsmissibns, differing routes),
or differing transmission delays. |
As with DLC's cdnsidered earlier, existing SDC's 6§erate_
reliability on several networks:[Dé,'Kl, S1, K2, K3, s6]. However,
their effiéiency is again in question, since neither the mipimum
required overhead nor ways of achieving this minimﬁm-are known.
There appears to be not one study dealing Wiﬁh thié question.
Sunshine's work [86] on protqéol analysis is'of interest.
He showéd that in tﬁe absence of soﬁrée-destination errdré and source
and desfination failures,'a.protocbi that rejects»all.packetg which
do.nét-arrive in proﬁer sequence at the destination ﬁever looseé,
duplicatesvor fails to déliver packets, and always delivers these
in correct order. It is not difficult to see that exceésive delays
anﬁ low‘throughputs could result, however, from rejeCtion.of all
ouf—of—ordef packets arrivals, gé well as from stpp—and—wait ARQ
on an end-to-end basis. . A viablé'approach is to define a window
of width sufficient to permit most out of order pécketﬁarrivals to
be buffered for subsequent placement in correctAsequence, without
incurring either én excessive‘destination buffer size-or overflow
pfobébility [SS, SSJ. As noted in Seétion 5-6, thimizatioh o} this

Winddw width has not been seriously considered, although Sunshine's
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analy31s [SS, S6] for single source- destlnatlon palrs is a useful
attempt in this direction. The analy31e does not show. the effect
of window width on either single packet or multi-packet message
delay.

The actual assignment of sequence_numbers to packete'poses
some diffieulties. There must be enough‘numbers te ensure that
an "01d" undelivered packet Wlth ‘sequence number X from a specified
eource will not suddenly arrive and be regarded as the current

packet number X. A large sequence number pool inereases packet

- overhead. One possibility is to reqﬁire the self-destruction of

.all'packets which spend more than y sec. in the network, however

such a scheme adds overhead and also faces us with thekchoice of y.
The problem ie nof a serious one whep flqw controi-limits the number
of outstandlng messages m between any one source and destlnatlon
If the'maximum message size is q packets per message, then the
required number of sequence numbers is mg. In the~ARPANET m = q'=r8.
Sequence humbersApose a much more serioue problem in interprocese
eommunications. (See Section 1-3).

Consideratibns»perﬁaining to the selection of end-to-end
retransmission time-out inﬁerval Ré are similar to those raised in

Section 5-3 With_regard to node~to-node time-out period R. Given

the existence of end-to-end ACK's one might legitimately question

the neea for node-to-node ACK's (sometimes called hop-by-hop (EBH)
ACK'S).. HBH ACK's permit larger values Re with all the attendant
advantages cited in Sectlon 5-3.. Gitman [G8] has considered the
packet end-to-end (ETE) delay and throughput 1mprovements due to

ihcorporation of HBH~ACK'S.- These improvements increase with the

number of required link retransmissions as well as the number of
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hbps betﬁeen source éﬁd destination.

It‘must be remembeted that inclusion of HBH ACK's increases
the network cost through incréased message overhead, nodal buffer
costs and software costs. If these costs were diverted instead
into'higher.total network link cépaéity perhéps by adaing’more
links, the Qverall effect might favour elimination of HBH ACK's_for
éil'but the most.unreiiable networks.

SDC protocol evaluation uitimately re@uires guantitative
assessments of the effects éf various protocols on message delay,
error probability, and message“costs, (including_overheads and re-—
asseﬁbly buffer costs)_vS‘messége tﬁfoughput. To actﬁally calculate
source-destination message delay from the individual link delays
for the individual packets seems impossibie. An alternative ap-
proach woﬁld be to assume a Gamma distribution for the_endfto—end
message delay, perhdps using different distributions.fér'different
'types of messages such.as interactive éuéries and fiié transfers,
and to select the distribution's.parametefs using average number
6f hops, network traffic level, gnd-ﬁessage length distribution.

For a_n—link path, the probability Pc of correct reception

of a packet without end-to-end retranémission is:

U ‘ : (5-27)

where Pc is the probability of correct reception by the node

i
terminating link 1. The effects of end-to-end retransmissions is
obtéined by summing a series, as in (3-29). The average Pc is

obtained by averaging over all values of n weighted by the proba-

bility of n. The probability of a message error Pe is
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_ ; m
P, = 1-(1-P ) | (5-28)
~ns . . : —
< mP, ‘.(mPc<fl ) t (5-29)
where m is the number of packets per meséage. Actual balculatiOn

of Pc would Be difficult; hpwever an upper bound based én the maxi-
‘mum valueiﬁf n would not. |

Use of a Gamma distribution for end-to-end message délay
would permit the calcﬁlatiOn of reassemb;y buffer overflow, in the
same. way that node packet overflow is caidulated as. explaiped in
Sééﬁion 5-T. |

Calculation of costs as given by meésége'overhead would fe—
quirevknéwledge of the packet retransmission probability as well as
pyobability_of end-to-end control packets. Measurement of overhead
is an alternative. Such measurements indicate SDC overhead traffic
as 25 percent of total traffic in a fully loaded ARPANET, most of
which is destination-to-source requests for thevneXt-multi—packet

”messége for which destination buffers are reserved [K1, K2, K3].

V-9 Protocols for Broadcast Networks

Extensions of EIS network fa§ilitiss to reﬁote locations
and to mobile terminals is a function particularly suited for
broadcast radio networks, since.landlineé may be‘éithér not feasible
or ﬁnecbnomic [K10, G9, R5].

.Bfoadcast networks offer several advantages over point-to-
point networks.‘ Because physical iinké are absenf, qodal repeatersv
‘aré @ffen easily moved to new geographical locations in response to

changing'traffic patterns. Explicit message acknowlédgements are
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unnecessary, Since a node.(nédg i) which has transmitted to a
neighbouring node (i+l).need only wait f@r node i+1 to‘tfanémit
the message to node i+2, This transmission to node i+2 is normally
received by node i and»regarded by node i as an ACK. li“a particﬁ—
lar node-fails,-a-transmissidn power increése of neighbouring nodes
permits fhe failed node.to‘bé bypassed.

- The broadcast feature creates problems additional t6 thoée
inhefent in networks with'pointeto—poiﬁt links. The broadcast.
" feature will cause collisions to occur when two or more nodes in
close proximity transmit packets which overlap in time.. The col-
lision problgm could be solved by partitioning theAfrequency.band
into channels which are assigned to avoild overlap. Ho%ever; as
argued in'Chapter 3 such an assignment is_hot well suited to buréty
EIS traffic. Many copiés of a tranSmitted packet.may_be‘éenérabgd
»folldwing each nodal fransmission, with the result that multiple
copies of a packet will arrive at fheldestiﬁation node. Packet
proliferation may cause the network to become.heavily loaded and
possibly inoperable as packets circulate or attempt to circulate
endlessly among nodes. |

* Special routing algprithms are needed to circumvernt the
aboye problems. Gitman, Van Slyke and Frank [G9] have prpposed
and qualitatively assessed three.éuch algorithms in terms of
resource utilization efficiency.

The first_algofithm,‘a non-directional broadcast algofithm,
“involves non-directional transmission %o neighbouring podes which,
however, accept and retransmit the packet only if that packet has
not been received during the previous L sec.

A hierarchical routing algofithm uses a hierarchical tree
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arrangemeﬁt of nodeé, similar to that'préposed by Kamoun [K6, KT].
A unique source to destination path results, and passés through
a central station. The algorithm uses network rgsourceé effi-"
ciently, and avoids generation of multiple paékets. However, path
length is not migimized,psince all packets.ﬁust pass through the
station. A1l nodes ﬁust mainﬁaiﬁ infofmation to implement routing,
but such information is easily modified to accommodéte néw nodes.

A directional broadcast rbuting algorithm involves storage
"at each node of an N by li routing table, where N and li are res-—
pectively. the number of nodes and the numbgr of nodes able to hear

node i. An entry a,, indicates the distance (or delay) from node i

. i1k
to node k when using outgoing link j. Node J accepts'and-retrans~
mits a packet from node i and destined for node k.ohly if k i1s closer
to J than to i. The élgorithm minimizes path length but does permit
multiple copieé of packets. Ian node.is ;dded to tﬁe nétwork; all
r@uﬁing tables must be updated, which will create considerable up-
date information particularly if many of the sourée/déstinatioﬂ
terminals are mobilé.' |

Packet radio networks have &et to be builﬁ,_and detailed‘
studies regarding délays,'throughput; reliability ana cost are
lacking. Ohe study [BS] was conducted'concerning the reliability.
'uﬁder.various routing strategies, includiﬂg: tree routing, whereby
a unique path which includeé a station connects any two nodes;
restrictive routing whereby repeaters are assigned to hierarchical
levels and routing must be via repeatérs:on differeht levels; and

adapti#e routing whereby communication between any two repeaters

which can "hear" each other is permitted. Reliability measures
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used include: expected fraction of repeaters able to communicate
with.ﬁhe sﬁation, probability that all operative repeaters can
communicate with the station, and expécted number of node.péirs
communicating. Variablgs included nodal failure probability,
station placement and repeater power level.

The result, obtained fia simulation, showéd that use of
adaptive routing, use of routing paths which do not nécessarily
‘include the Station, deéreasing nodal failure probabiliﬁies, and
"increasing repeater power levels (which in effect increasés the
number of links) all drastically_increaseAthe reliability. The
}authqf's main conclusion fromfthis initiai study is that relia-
‘bility must be explicitiyAconsidered ih designing packet radio nets.

Examination of the reliability meaéﬁres used in the above
study indicate ppsitive correlations between these, as expected.
Preéise‘relatiQnShips‘between thé various meésures,as well as the
one p;oposed in Chapter 2 are difficult to articulate. It is clear
that the.latter~meaéure will correlate positively with those in
the above study [BS].

Radio_network Qesign is in its infancy and requires further
_study; Which Wili invol#e carefﬁl considerations regarding broad-
_cast_acggssing methods as discussed in Chépter 3. ©Some of the
cufrent interest in mobile radio.cellular channel assignmeht schemes
may be of interest [J3, A2, C11, 812]. Cellular assignments in-
volve.division of spatial regions into cells and assignment of
channeis to cells in suéh a way that channels can be reused bf
non-contiguous cells to provide for overall system-efficiency._

The field of mobile radio, like computer-communications, is
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experiencing rapid growth and constant change fJB, 812].
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