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INTRODUCTION AND EXECUTIVE SUMMARY

Objectives and Results

As stated inl the contract, our research .has two
objectives : -

(1) .To find analytical and software engineering methods
for investigating the following four distributed data
processing problems which are direct applications to
videotex systems: vidéotex file allocation, client_(users
and_infqrmation providers) assignment, user interfaces with
external databases and encryption-based security.

(2) To provide extensive bibliographies as reference
resources for‘those »distributed data processing problems
which can be applied to videotex systems but whose
deve}opements are unrelatgé}go videotex technology.

Our reséarch began wi£h4a search over the relevant
literature  for analytical and software engineering
approaches for solviﬁg these problems. For Objective (2),
i.e., f&r those applications not directly relevant to
vidgotex technologies, such as distributed database design,
encryption-based network security, etc., we find that most
of them have already established a good_'analytical

foundation. Software engineering methods have also been used

for the study of database query languages. [ COMHUNIGATIONS EANADA
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As for Objective (1), i.e., :for those problems directly
relevant to videotex technologies, such as funétional
properties of videotex networks, allocation of videotex
files, asSignment of users to videotex“information'centres,
etc,, we have found only a few using an analytic or software
engineering approach. The relevant literature is

overwhelmingly dominated by reports ‘about marketing, social,

psychological, developmental and field-trial studies of

theseisystems. 1With véry few exéeptiéhs;' the cbntents of
mosf of thesev reports are descriptive,- failing to provide
approaches for analysis and’ directions for analytic‘design;
For example,i a majority of the articles concerning videotex
networks focus primarily on: just hardware descriptions of
N

these systems in an.uncoordinatedﬂor.qasual manner. It is as
if these networks are all different. Functional descriptions
of their components are often incomplete, 1if not totally
ignored. HoWever, it is our belief that many design
problems of videotex systems can be based on their
functional or )analytical specificétions without explicitly
referring to théir hardware‘compqnénts.

In order to establish a foundation for our analytical
study of a videotex syétem, we propose a netwérk model for
describing the functional relationship of its subsystems and

for comparing their operational differences and

1,;w§'The model is first applied to functionally

o ; |
classify many; of the existing  videotex systems. Several of
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them, though being quite different from'a hgrdwa;é point:of->
view, ére found to be fﬁnctionally Similar.‘f:Anothe: major
application of the model is that, by looking at these
systems through the model, several_analytical optiﬁization
methods available in the literature are found to be
applicable for solving the problems of file allocation, user
assignment, and information provider assignment for these
systems. N C e |

Our research results are reported in two~par;s..;The five
chapters‘of Part I éndﬁﬁthe appendices present those results
which we think are new,  either in' modelling or in
experimentations. . Part II includes fivé» vextehsive
bibliographies, providing a vast information';esouxce”of the
well—develqped analytical: or sdftware,engineefing téchniques

for distributed data processing... ..

PART I

Chapter I Functional classification of ' videotex
| networks. | - |

Chapter II Allocation of files in videotex

networks. |
Chapter III Assignment of wusers and information
~ providers to the information servers.
Chapter IV - Issues of database.inﬁérfaces;-
Chapter V Issues of data énctyptibn.*:

PART II

Bibliography I Distributed query processing.
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Bibliograph? iI Data, process and proceésor allocation.

Bibliography III Concurrency control for distributed
' databases.

Bibliography IV Data encryption.

Bibliography V ~ Human factors methodology for database

query languages.

Chapter I  sets the foundation for our analytical
investigation,_ Chapters II to V investigate those,problems
specified in the contract. A brief summary of these
chapters follows.

Chapter I first presénts a model for deécribingi (1)
the functional interrelationship of the four subsystems of a
videotex system, namely the - subsystems . of users, ‘meta-
service providers, information servers and ‘information
providers;, and (ii) the functional architecture
interconnecting the components of the information server
subsystem. Based on this model, the major exiéting videotex
networks ére then classified into 5 types. Several of them,
though being quité different from a hardware point of view,
are found to be of the same type. |

In an actual videotex system, information files are often
duplicated at several geographical sites. For the purpose
of deciding the locations of these files, Chapter II first
classifies the 5 types of videotex networks mentioned in

Chapter I into three groups. For Group I, allocation of the




A
\
\

files‘is. predetermined by the nature of the. problem. Two
analytiéal mefhods are presented for allocating ° the
information files for videotex networks in the last two
groups. These methods make use of the algorithms for the
assignment and knapsack problems in mathematical
programming. Some simulation results are ihcluded,

In a videotex system, the inforﬁation retrievers (IR)
provide the information retrieval serQices to the users and
the information update servers (IUS) provide the information
creation or modification services to the information
providers (IP). In Chapter III, we consider the problems of
how to assign the users to the IR”s-and the IP"s to the
IUS”s in such a way that  these services will be provided at
a minimum cost. Minimization models based primarily Qn
mathematical programming are proposed. - Suggestions for
simplifying the computational processes are also included.

Chapter IV studies the important problem 6f intexface
between an external database and a videotex system user. We
first point out several issues of this problem which are
specific to the videotex environment. bne.of these issues
is the design of query languages ﬁtiliied by users: for
accessing the databases. We classify query ianguages into 4
groﬁps according to their complexities. Then we show how
query languages may be “executed” at a “pure’ videotex
terminal by using two examples: a relational algebra of a

relational database and DL/I of IBM”s Information Management

- vi -




System. Lastly, we briefly review some of the behavioural
research works on query  languages. Many references. are
listed in Bibliography V. |

One of the methods often used in cryptanalysis is for the
iﬁtruders to detect a trace of functional dependence between
the plaintext'and the cyphertext (for a fixed key)  or
between the key and thef cyphertext (for a fixed plaintéxt).
Breaking'a cryptosystem may become much easier if such a
dependence relatiénship is found. Vvideotex data, eépecially
Telidon data which include publicly known opcode fbrmatézof
the Picture Deéscription Instructions, are sensitive to this
kind of attacks. 1In Chapter V and Appendix C, we report the
Chi;square test method for investigating this general
problem¢ Expériments are run for the DES (NBS“s Data
Encryption Sténdard‘Algorithm). |

The bibliographies of Part II are mainly for those system
designers who want to‘puréue~ seriously the many distributed
data pfocessing concepts and methods availablé. Though we

think most of the major works in these areas have been

included, no claim is made of their being exhaustive.

Guideline for the Scope of Our Research

Videotex systems originated as low-cost interactive
utility systems purely for the purpose of information
retrieval. From a user”s point of view, they are
characterized’by their very simple interactive page-oriented

file searching techniques which are primarily based on tree-

- vii -




path traversal and menq—lookup. On the system side; videotex
systems are freqﬁently associated with. the recent
developments of videotex technologies, such as Telidon‘s
Picture Description Instructions, Prestel”’s alpha-mosaic
code for data representation, video terminals, | videotex
networks, etc.

For easy reference later, we 'refer to the above -two

characteristics as:

1. Videotex file-searching techniques (at user interface
level) .

2. Videotex data presentation technology.

Recently, fesearch and field  trials on &iaeotex systems
'haQe.evolved into integrated information manaéement systems
which offer, in addition to videotex information, a variety
of " other = services, such as electronic mail, voice
communications, telesoftware, etc. However, in order to
claim to be a videotex system, they have to inclﬁde (not
exclusively) the above two characteristics as -the essential
factors in affecting their user interface and s§stem design.

The above two characteristics have been used as the main
guideline forA determining the scope of our fesearch. In
- general, we are seeking analytical or software engineering
methods for solving “pure” videotex problems, 1i.e., those
problems directly involved with at least one of these two

characteristics. Our results are collected in Part I. We

- viii -




do not look into, for example, a. general electronic mail
system. . The design of such systems has very. little to do
with videotex' technology, except perhaps at the 1level of
user interfacevwith a videotex system. 4 o

However,‘as required by the contract, we also pro?idé,in
Pait II of this report extensive references for some of the
more general distributed data 'processing problems. Thesé
problems include many applicatiohs to videotex systems,
though_ndt'necessarilyfﬁaving the above two characteristics

of videotex technology.

- i -
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Chapter T

FUNCTIONAL CLASSIFICATION OF VIDEOTEX NETWORKS

1.1 INTRODUCTION

As pointed out in the Introduction and Executive Summary,
there does_not’exist a logical foundation for analytical or
functional studies of videotex s?stems. In this chapter, we
provide such a foundation by proposing an abstract network
model.. This model descﬁibes the interrelationships of the
different functional subsystems of a. videotex network
without referring to their hardware constituents. Section
1.2 déscribes the different subsystems of a videotex
network. Section 1.3 describes the two parts of the proposed
videotex network model. Part 1 is a functional architecture
interconnecting the - four subsystems of a videotex network.
Part 2 is a functional architecture interconnecting the
Eomponents of the central subsyétem, namely the information
server subsystem. Lastly, baséd on this model, the major
(existing or proposed) videotex networks are classified into

5 types.




1.2 VIDEOTEX SUBSYSTEMS

Functionally, a videotex system can be considered as
being composed of four subsystems, namely the subsystems of
users (US), meta~service prov}ders (MPS) , 1 information
servers (ISS) and information providers (IPS). (See Figure
1.1)

‘A user (U), equipped with either a dumb videotex terminal
or an intelligent terminal possessing videotex capabilities,
requests services ranging from simple information retrievai
to more sophistiéated ~information management, such as
electronic mail, voice communications, fileAtransfer, etc.

A meta-service provider (MP) provides such services as
teleconferencing, banking, etc. 1In general, ‘these services
are offered primarily to non-videotex usérs. . Serving the
videotex users is only their secondary role. They require
special interfaces in order to communicate with the videotex
users. A particular kind of meta-service provider,
sometimes called third-party (TPD) or exterﬁal datébases in
the literature, is worth special mention. These databases
are organizéd according to a special data model (e.g.,
hierarchical, relational, etc.) and areAusually stored in
non-videotex formats. We shall return to this topic in
Chapter IV.

An information server (IS) takes care of such tasks as

usage accounting, statistics, and 1ogging, " information



storage, retrieval and update, and meta-service switching.
Dépending on the implementation, an IS may perform only some
of these tasks and an information servér subsystem» may
include several types of IS“s. For example, in Britain”s
Prestel System (TROU80), an update centre (UfC) performs
only the information updafe‘service ‘while an ‘information
retrieval centre (IRC) takes care of the other ﬁasks.

An information provider (IP), as implied by its‘name, is
responsible for «creating the information. The information
‘'will be coded and stored in videotex formats in an
information server for éubsequent retrieval or update. 'Note
that, in some real videotex systems,  the tasks of data
creation and updaﬁe .are often combined in a computing
centre. |

‘ Note that the ‘above scheme of classifying subsystemé is
functional. In actual implementation, a cémputer may be

involved in several of these functional subsystems.

1.3 VIDEOTEX FUNCTIONAL NETWORKS

'In this section, . we propose a network model for
describing: (1) the functional interconnection of the four
subsystems mentioned in Section 1.2; and (2) the functional

N

architecture of-the information server subsystem (ISS). The

model serves aﬁ least two purposes:

I




(i) As - a basis for functional : description and
classification of videotex networks. In the literature,
videotex networks are describéd uncoordinately, usually
with more ~emphasis on their individual physical
characteristics. No attempt is made to compare their
functional similaritigs or differences or to provide a
directionv for their systematic investigation. We
believe that many design issues can be pursued simply
through their functional descriptions. Based on our
model, we have been.able to functionally ¢lassify the
major existing or proposed videotex networks into five
types.'ASeveral‘ of these physically 'different systens
are found to be functionally similar.

(ii) As a basis for 'analytical inyestigation of.thgi nany
distributed data processing problenms, Such as £file
transfer protocol or electronic mail ptotocols for
videotex services, etc. 1In particular; Based on this
model, this report considers the followiné.p:oblems for
a videotex system : the allocation of files (Chapter

IT) and the assignment of users and information

The model includes a description of the functional
architecture_ of the information server subsystem. A
description of the other three subsystems (US, IPS and MPS)

is not included in the model because of two reasons:




(a) The model 1is concerned primarily with the overall
functioning of a videotex system and not with the design
of the individual subsystems.

(b) In a videotex network, the information server subsystem
acts as the central communications controller. The other
three subsystems do not communicate directly with one
another. They communicate through the information

server subsystem.

1.3.1 A Network Model

Our model cohsists of:two parts. Part 1 (Figu:e 1.1) is a
functional netwbrk architecture which  describes the
functional relétionships among the four aforementioned
subsystems, i.e., users, meta-service providers, information
servers and information providers. Part 2 is a functional
subnetwork architecture which describes'the interconnection
among the components of the information server subsystem
(Section 1.3.2).

The functional network (Figure 1.1) can be realized by
linking the different units of the four subsystems by means
of various public or private communications networks, such
as telephone networks, packet switching networks, CATV cable
networks, local area networks, etc. Figure 1.2 shows an
example of such a realiéation, in which information prdvider
IP is connéctéd to the information servers IS , IS and IS

through‘anvx.25 packet switching network.




/N

Figure 1.1 Functional network of a videotex system (IP: information -
provider; IS: information server; MP: meta-service

provider; and U: user).'




It is not within the scope of this contract to consider
the design problems of these ,commuhications ﬁetWorks.
(Readers interested in these problems can refer to (BOCHS8O0,
MANN82 , WOOL79) ). Instead, we are interested in those
problems which can ge described entirely in terms of the
functional interconnection of these subsystems. Thus, we
shall ignore the; underlying communications networks
hereafter. Figure ?1.2, for instance, will then bécome
Figure 1.3 .- | |

Note that, -as illustrated in ¥Figure 1.3, we can assume
that the units within each of the user, information provider
and meta-service provider subsystems do not communicate
directly among themselves or across their sqbsystem
boundaries.. This follows simply from the functional concept
that communication between two such wunits is always through

\
an information server.

1.3.2 Functional network architectures of the information
server subsystem

In this subsection, we first describe a general
functional network érchitecture which connects the
comnponents of the information server  subsystem among
~themselves and with outside units. We then present several
typical cases of this architecture.

General functional network architecture

In a videotex network, the information server subsystem

(ISS) acts as:the central communications controller. . In

-7




Figure 1.2 Realization of a videotex system by communications

networks.




IS

Subsystems

Figure 1.3 Functional network description for the interconnection

of Figure 1.2.

) LISl

IS,

Information Server




order to interface with the three other subsystems, the

components of ISS can be conceived as being'clustered into
- three groups, namely the group of information retrievers
(IR), the group of information update servers (IUS) and the
group of meta-service switchers (MSS). Their functions, as
shown in Figurg 1.4 (a detailed version of Figure 1l.l), are
described below.

An information retriever (IR) interfaces with the users.
It stores the videotex data and takes care of usage
accbunting, logging and statistics. It takes care of local
data reﬁrieval requests. It also passes control to an MSS
for local or reﬁote meta-service requests or remote data
retrieval requests.

An information update server (IUS) receives data from an
information provider (IP) for update. If the IUS and'IP do
not reside 1in the same computer, this can be done either
off-line or on-line and either in an interactive mode (for
news, stockmarket information, etc.) or in a batch mode (for
more static information). If the data are alfeady organized
and coded in a videotex format, they are passed without any
change onto the relevant information retrievers (IR) for
storage. Otherwise, they have to be organized and coded in a

suitable videotéx format first.

A meta-service switcher (MSS) switches users” remote data

retrieval requests or (local or remote) meta-service

requests between IR“s and meta-service providers (MP).

Typical architectures

- 10 -




Information
Server

Mss /' 1US

IR

Figure 1.4 Interface components of an information server (IR: information
retriever; IUS: information update server; and MSS: meta-service

switcher).
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The general architecture of the information sérver
subsystem described above includes many speéial cases., In
the following, we describé specifically a few_typical ones.
They represent the architectures of many weil—known existing
and proposed videotex networks. They alsé serve as the base
for classifying these networks functionally. The
classification scheme depends on\such propertiés as how the
components of ISS are functionally interconnected, whether
all the IR”s have a copy of the masﬁer database, how many
IR“s whose data will be updated by each IUS, etc. Solutions
to two distributed data processing problems based on this
classification scheme will be described in Chapters II and
III, respectively.

The following notation will be used.

Notation
IP - information provider
IR - information retriever

ISS - information server subsystem

IUS - information update server
U - user
(m,n,k) - An ISS belongs to Class (m,n,k) if it has m

IUS”“s and n IR"s, and each IUS is responsible

for updating the stored data of k of the IR”s.
If k is not known or irrelevant to the problem
under consideration, it may be replaced
by ll?"° .

r

Type 1 For a videotex network of this type (Figure 1.5),

its ISS belongs to Class (1,1,1). Tt has a single

- 12 -
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MSS
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Figure 1.5 Type 1 videotex networks.
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Type 2

Example

information centre which provides both information
retrieval and update services to all the users and
IP”s.

This is the most common type of videotex

‘networks. It includes many of the small videotex
%

systems designed for the public or closed user
groups and also many of the large-scale systems at

their early stage of development.

1l.1 The first stage of Bell Canada”s Vista System
(BNR79, WILS80) consists of a single» host which
provides all the information providers with update
service and all the wusers with retfieval service.

(See Figure A.l in Appendix A.)

For a videotex network of this typé (Figure 1.6),
its ISS belongs to Class (m,m,l). Conceptually, it
consists of m non-overlapping Type 1 subnetworks.
Each subnetwork has a computing centre which
functions as the information server subsystem (ISS)
and has only 6ne IR, one IUS and one MSS. Each 1US
sérves only the IR belonging to the éame subnetwork.
The MSS switches requests for data or meta-services
to other subnetworks. Every file has only one copy
within the entire network. According to the

allocation policy of the files and users, we can

- 14 -
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Figure 1.6 Type 2 videotex networks (compare with Figure 1.3).
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distinguish between two cases of this  type of

networks:

Type 2.1 : ‘A videotex network is of Type 2.1 if it belongs

'to Type 2 and if its files cannot be reallocated and
the users cannot be reaSéigned from one subnetwork
to another. | |
The subnetworks of this type want to exchange information
and/or meta~services while maintaining their autonomy for

control over their users and IP”s.

Example 1.2 A typical example of a videotex network of this
type is the current iNET.(FARR82)° At the péesent
time, TransCanada'Telephone System‘s‘(TCTS) Computer
Communiéations Group (CCG) is réspoﬁéiﬁle for'a one-
year field trial on this national,networkc~ iNET
interconnects (not permanantly)“_ﬁhek informatibn
centres Aof a number of Telidbn-ﬁéséd videotex
systems, such as Teieguide (by the Governmenf of
Ontario and Informart), Vista (by Bell . Canada) ,
NBTel (by New Brunswich Telepﬁone), B,C,Tei (by
British Columbia”s Telephone), etc. These videotex

systems maintain their individual @ administrative

autonomy but exchange data and services through

DATAPAC or telephone networks.

Type 2.2 : A videotex network is of Type 2.2 if it is of

Type 2 and 1if each of its files either has

-~ 16 =




duplicates at all sites or.has no duplication _at
all. _The files can be reallocated and the uéers can
be reassigned from one subnetwork to another.
The subnetworks of this type, probably all belonging to
the same owner, can e#change the files they store aﬁd the

users they service.

Example 1.3 During the current field trial, Germany’s
Sildséhirmtext Systeﬁ (GRIES82), ha#_ﬁWo ihfofmation
servers (called BTX centres), one 1océtedAét Berlin
and another at Dusseldorf. These two BTX are
independent as far as their users and information
providers are concerned, but they share some of the
meta—sérvices and their files can be related from

one BTX to dnother. (See Figure A.2 in Appendix A)

Type 3 In a videotex network of this type (Figure 1.7), its
ISSIbeiongs”to Class (1,n,nf." That is, the ISS has
only one IUS and an arbitrary number of IR”s. The
number of MSS“s is irrelevant. The IUS is connected
to all the IR"s and serves all the IP’s. We

distinguish between two cases of this type.

Type 3.1 A videotex network is of Type 3.1 if it is of Type
3 and each of its IR”s contains a copy of the master
database (i.e., data are fully duplicated at all

TR”s).

w17 -




Information server subsystem

Figure 1.7

Type 3 Videotex Networks.
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Example 1.4 The early stage of Britain®s Prestel System

(WOOL80) belongs to this type. A single update
centre (UPC) was located at London. All data were
updated there before being transferred to and stored
at the information retrieval centres (IRC) located
at London, Central Scotland, N.W. England and

Birmingham. For the convenience of information

. management, evéfy data frame is duplicated at all

the IRC’s. (See Figure A.3 in Appendix A.)

Type 3.2 A videotex network is of Type 3.2 if it is of Type

Example

Type 4

3 and only one of its 1IR”’s contains the master
database, while all the other IR s contain. only a

pbrtion of the whole database.

1l.5 At its current stage, France”s Antiope System
(MART79) belongs to this type. Its single
infbrmation update centre (IUC) 1is connected to all
IP”’s and serves all the information retrieval centre
(IRC). However, unlike the Prestel System, only the
IR located at the same site as the IUC contéins the
master database. The other IRC”s contain oniy local

information. (See Figure A.4 in Appendix A.)

In a videotex nétwork of this type (Figure 1.8), its
ISS is of Class (m,n,n). The ISS has several IUS”s,

each of which is connected to a disjoint subset or

- 19 -
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Figure 1.8 Type 4 Videbtex Networks.



Example

Type 5

Example

IP°s but serves all the IR’s. Each IR contains a

copy of the master database.

1.6 Currently, Britain”s Prestel System (TROU80) is
experimenting an architecture which contains up to
three update centres kUPC) and many information
retrieval centres ~ (IRC). Thus;' each UPC updates
information.for a specified group of iP’s and sends

a copy of the updated data to all the IRC”s. Thus,

veach'IRC>lcontains a copy of the master database.

(See Figure A.5 in Appendix A).

IS

In a videotex network of this type (Figure 1.9), its
ISS is of Class (m,m,n). There are usually several
videotex information centres. Each ceﬁtré consists

of an IUS and an IR (and possibly an MSS). An IUS

serves not only the IR 1located within the same

centre, but also those remote IR’s where data are

duplicated.

1.7 Germany”s new Bildschirmtext System (GRIE82),
scheduled for starting'Services in Autumn 1983, has
several videotex information centres (called BTX).
Only one of these BTX”s contains the. master
database. The other BTX”s contain only local
information. A data frame is updated and stored

locally. and a copy will be transferred to the master
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Information Centre

Figure 1.9 Type 5 videotex networks.
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database. Other BTX”s having the same data frame
will be 4informed and marked, but not updated
inmediately  (for the purpose of reducing
communications costs) . Later, ‘they will 'be
physically updated from the master database when
they are requested at these BTX s,  (See,Figure A.G

in Appendix A.)
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Chapter II

ALLOCATION. OF FILES IN VIDEOTEX NETWORKS

2.1 INTRODUCTION

Normally, in a videotex system, multiple copies of each

information file exist and are distributed'in some ad hoc
way to some (or possibly all) of -the sites. In this
chapter, we study thé problem of how to allocate these files
to the sites in a “best” manner. Though the file ailocation
problem is often mentioned (BALL8Ll, BOCH81, GECS82) as an
important design issue fér videotex systems, we do not know

.of any. study of analytical methods for its solution in a

videotex environment. ~ It is not clear from the literature'

what criteria and methods the existing videotex systems use
for allocating their files. 1In general, it appears to be
done in a way that simply serves the convenience of
administration or software design. In an analytical
-approach, the objective is to minimize a certain combination
of communications, storage and processing costs. Though:an
analytical solution is wusually not taken "as the final
solution in a design process, it often forms the initial

step of an approximation procedure and provides insights
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into tﬁe problem which is often too complex to handie by
intuition alone.

In the'early ‘stage of our search for anélytical methods
for these problems, one of the obstacles was the lack of a
functional view of videotex systems. AThis led to the
proposal'of the network model of Chapter 1I. Through this
model, | we are now able to identify sevéral analytical
methods of solution, " based mainly on mathematical
programming and approximate solutions to the knapsack
problem, té the file‘allocation problem for those types of
videotex networks as classified in Chapter I. Theée methods

will be described in the following sections.

2,2 ASSUMPTIONS AND COSTS FOR FILE ALLOCATION

In our study of the file allocation problem,_ we make the
following general assumptions:' |

1. The - geographical locations and network
interéonneétioh (both physicalﬁand functional) of the
components of the videotex information subsysten,
namely the information retrievers (IR), information
update servers (IUS) and meta-service servers (MSS),
are known.

2- The locations of the users are fixed and known.
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3. For each file,. its retrieval traffic (induced by the
users) and update traffic (induced by the idfdrﬁation
providers and information update servers) ‘can be
estimated. These kinds of statistics are wusually
available at the information céntres for billing or
system analysis purposes. The.communications cost for
each file is therefore estimable. |

4, The processing and storage capacities at each

information retriever are known.

Additional assumptions may bg needed for individual
problems. .

In order to estimate the total costs for communications,
storage and processing, it is necessary to know who pays for
these services. In general, this depends én the policies of
the individual videotex network. The following examﬁle

shows a typical case :

Example Payments by the users and information providers (IP)

in the Prestel System (WOOL80) are as follows :
Users pay : i) to IRC for connection-time;
ii) to IP for frame accesses;
iii) to PO Telecommunications. » for
telephone usage:;
iv) to TV industry for adapted TV~ s.
IP“s pay : i)  to IRC for storage and connection-

time; and




ii) to PO Telecommunications for

telephone usage.

2.3 ANALYTICAL METHODS FOR FILE ALLOCATION

In generai, the method for allocating files in a videotex
system depends on the functional architecture of - the
videotex networkf '~ Since theré. are many such architectures
(as pointed out in Chapter I), it is quite impossible to
find aﬁalytical éolutions for all of them. In the fdllowing,
as illustrations, we shall consider threé groups of'viaeotex
networks. Each‘group includes several types of networks as
classified in Chapter I. When combined togeﬁher, these

groups cover most of the major existing videotex systems.

Group I This grou? includes networks of Types 1, 2.1, 3.1,
and 4. _

Examples: Bell Canada”s Vista (Example 1.1), Britain”s
Prestel Systems (Examples 1.4 & 1.6) and Canada’s
iNET (Example 1.2). |

Characteristics and Solutions: For videotex netWorks of

Type 1 or Type 3.1 or Tﬁpe 4, every IR contains a copy of
the master database (i.e;, every file is duplicated at all
IR s). vThus, no decision making about file allocation is
necessary. | |

A videoteX'ne;work of Type 2.1 is an interconnection of

several Type 1 subnetworks. The whole network has only one
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copy of every file, which can be retrieved by users both
inside and outside its subnetwork, but can only-bé.updated
by ﬁhé IUS”s within its subnetwork. It ié not alldwed to
reallocate the files from 6ne_subnetwork to another. In
practiée, for example, the subnetworks may beiong to
different owners and their interconnection into-a single
videotex network is solely for the purpose of exchanging
data and meté-services. _TheyAmaintain their autonomy over
their own subscribers (users and IP°s). For this kind of
networks, a file is always allocated to the IR belonging to

its owner”s subnetwork.

Group II This group includes networks of Type 2.2.
Example: Germany”s current Bildschirmtext System (Example

1.3).

Characteristics: In this group, the files are assumed not
to be duplicated and to be relocatable from one subnetwork
to anothér. Those files having duplicétes at all sités may
be excluded from consideration for our file alloqation
problem. In practice, for instance, the files may all belong
to the same owner and their allocation to a ' suitable site
may decrease the system”s overall expenses.

Solution: We want to allocate the differént files to the

sites so as to minimize the total cost for communications,

.storage and processing. The problem can be formulated as a

generalized assignment problem as follows.
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Notation Explanation

Fy, 3=1,2,...,n The n different files to be

allocated.
S5 The size of Fj.
sj, j=1,2,...,m Sites of "computers, each

containing an TR and an IUS .

Q} . Storage capacity of the computer
at Sj. |
cg, -~ Communications and processing cost

if Fi is located. at Sj’ due to the
retrieval traffic induced by its
users and the update traffic
induced by its IP .

1 if P: 1is allocated at S. :
PR =7 @

0 otherwise,

! 4

available or estimable. In particular, cjj ~are usually

recorded by the system for billing ‘or system analysis

Note that the constants s., b: and oy are readily

purposes. Noté also that when all computers charge the same
rate for processing and storage, these costs may be ignored
as they_ do not affect +the total cost no matter where the
files are stored.

The optimal locations of the n files can be obtained by

solving the following assignment pfoblem :

Minimi_ze: Zm' Zﬂ cij X?j

J=V o §=
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= ~ : .
:z X'.] = l ]i=l,2’.oo.,-n
J".'-‘l ) A
XU =0or l ,j=1l,2....,m;
j=l'20005’n'
In fact, (1) is a special case of the generalized

assignment problem where the constants Sﬁ are réplaced by S,
. There exist at least two algorithms (DEMA71, SRIN73) for
solving the special case (1). A branch and bound algorithm
(ROSS75) , based‘on the solution of a series of 0-1 knapsack
problems for determining the bounds, has also been developed
for medi@m—sized (up to 4000 binaﬁy variables) generalized

assignment problems.

GROUP III This group includes videotex networks of Types
3.2 and 5. | |

Examples: France’s Antiope éystem (Example 1.5): and
Germany”s proposed Bildschirmtext System (Example
1.7).

Characteristics: 'The architecture of a videotex network of

this group is shown in Figure 2.1. The IR at site S, has a
master database and the IR”s at the other sites contain a
portion of the database only.

For information retrieval, the files locéted at a local
site %j will be searched first. If the data are not found,
the request will be switched to the central site 8,. Since g,

contains the master database, no further switching is
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necessary (See Figure 2.1). Thds, retrieval traffic will be
increased along 'soﬁ% ~if a file is not stored at S..

For information update, we distinguish between two cases: :

Case a

Case b

J

(Figure 2.2a) This case includes netwofks of Type
3.2. All IP”s are linked to S, « Thus,  a file can
only be updated at 5, . A new copy of that file is
then sent to those sites (e.g.,'st, 83) .which also .

store a copy of it.

(Figuré 2.2b) This case includes networks of Type 5.
The IP”“s are attached to different sites. A file is

updated‘ét the site (e.g., Sl) associated with its

IP. A new copy of that file is then transferred to S,

, from where the other sites (e.g., Sa) containing a

copy of it will be updated later (e.g., when there

is an actual retrieval request-at S, for that file).

3
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Figure 2.1 Direction of retrieval requests;fn Group III
~ Networks.
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Figure 2.2 Direction of update request§ in Group III Networks.
{a) A11 updates initiated at Sg only.

(b) Update initiated at site Sq- N




Solution: The file allocation problem for this group of"
videotex networks can be stated as follows:

"A set of videotex files Fy , i=1,2,...,n, is to be
duplicated over the set of videotex information céntres
1oca;ed at 8:, Jj=1,2,...,m. The main centre S, will store
all files and each regional centre %j will store a subset
of them. ‘With the files being retrieved and updated 'in the
way described above, we. want to determine>the subset of
files to be stored at each of the regional centres so that
the total étérage and commuriication cost over the
information server subsystem (ISS) will be minimal."

Noté: For this problem, we are not concefned with the
communicaﬁion céSt‘outsidé the ISS. For examplé, the cost of
transmitting déta from the IP’s to the IUS”s is not included»
in this formulation. It will, however, be studied in Chapter
IIT, |

This problem has been studied in a slightly more general
context'by Chaﬁg (CHAN75) for the case where the storage and
communication costs are lineaf functions, and by Lam, et. al
(LAMY80) for the case where these costs aré step~functions.
The main difference between their problem and ours.lies in
the file updating process rather than in the» analytical
method of solution. 1In their problem, update is usually
reasonably dynamic and can be initialized by multiple users
at various sites: whereas in our problem (essentially an

information retrieval system), update of a file is usually
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less dynamic' and is initialized by its IP at a specific
site. As a result, statistics about update_traffic can be
collected more easily in . our case.

In the following, as an illustration,‘ we explain how to

formulate Lam and Yu”s problem in our context :

Analytic Formulation of File Allocation Problem for Group

1II Videotex Networks ' .

We consider a distributed system consisting of a central
computer located at site S, connected to a set of regional
computers that are at sites Sy 1Sy reeeerSm . The overall
system contains n files denoted bY'Flerr----an- A copy of
each of these files is stored at the qentrél computer 5, ,
while each regional'computer Sg storés some éﬁbset of these
files. . Thé underlying problem is to determine which subset
of - files should be stored at each regional site. The
soiutioh is obtained in the context of minimizing storage
costs and_“déta traffic coéts be tween S, and the regional
sites. It is furthermore assumed that for each site S§ » the
functidn 8=S(x) is known where S(x) provides the cost of
storing x units (bytes) of data at Sﬁ and that the function
T=T(y) is known Qhere T(y) is the traffic cost of y units of
data between site Sj and the central site S, .

We now examine the naﬁure of the traffic between S, and
site .aj . fwo typés of activity need to be separately

considered.
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a)

b)

Retrieval

Suppose a user connected to site cH needs to
retrieve data elements from file F, . TIf this file is
stored at S; , then there is no traffic cost incurred.

3
If, on the other hand, ¥, 1is not stored at S; then

i
the request can only be serviced by accessing the
copy of F;, which resides at S, and this results in a
traffic cost on the §, /Sé link. Clearly- then,
retrieval traffic costs are higher for those files not
stored at Si . (Note that there 1is ho retrieval
traffic on the So/Sj link due to a user at site S;
(i%j) because a copy of all files exists at S, to

which S; is connected).

Update

Suppose a user at site Sé;‘wishes to update data

elements in file Fk . This necessarily (independent of
whether or not a copy of'Ek " exists at,Sj f results in
traffic on the So/Sj link because S, contains a. copy
of F, which must be updaﬁed, If a user at site S;

(iXxj) wishes to up-date F,, and a copy of Fy exists at

S, then this also results in traffic on the So/sé

3
link. It therefore follows that update traffic is

greater on the S°/Sj link for those files that are
stored at site Sj .
Thus, with respect to site Sj and file Fro “there

are two. traffic parameters u, and Ve oo The first
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characterizes the traffic on thé So/sé link if F is

not stored at sitg Sﬂ and the seéond characﬁerizes
the traffic if it is stored there. 1In addition, there
is associated with F, a third parameter, s, , which is
the storage spaée required to store F, . This

parameter is clearly not dependent on the remote site

in question.

Let d*~= 1 if file E* is not stored at site Sj and
d, = 0 if file Fy is stored at §; , and let D=(d,,dy
reeesrlpy ) The vector D therefore provides a

characterization of which files are stored at site S;

i

. For any particular value of D the storage

requirement at 8; is given by

1

n
x = x(D) = % s; (1-d; )

t=1
and the traffic on the So/sj link is given by

n

y=yo = Z [ud+ v;(1-d)]
T4 : |
Also
C = C(D) = S(XMD)) + T(Y(D)) eevevenneneeesennnel2)

provides the total cost at site Sj of the file
allocation characterized by D. The objective of our
file allocation problem is then to choose D so as to

minimize C.

‘A summary of the relevant notation is given below:
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‘Notation'

So

Fk, k=l,2,°..,n

sk_' ‘k=l'2'-o'.’n

Uy

Vi
S (x)
T(y)

D=(d' ’dzyoon'dh)

C(D) =S (x(D))+T(y (D))

Explanation

Central computer site.

Regional computer sites.

Files to be allocated.

Storage requirements

(number of bytes) for file F_ .

‘'Traffic on the S,/S; 1link
if F, is not stored at
site S; -

Traffi¢ on the §,/S, link

if F, is stored at S; -

Cost of storing x units
(bytes) of data at ény site.
Cost of y units of traffic
between any tWo sites. '
Decigioh vector; dy = 1 if
file Fy is not stored at

site §; and d) = 0 otherwise.
-Total cost of storing those
files  implicitly - specified
by D.

Equivalence to the Rnapsack Problem

The knapsack

p:oblem in

the mathematical programming .

literature has the following form: Let a=(a, 18,s...,8,) and.

b= (b, , 2,;..,bn) be two given n-vectors of constants. Find
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n
the n-vector =z which maximizes Z a { 2. subject to the
) =1
n .
constraint that Z b; z; & M where, M is a given constant.

HEY
Lam and Yu - (LAMYS80) have shown that, under certain
assumptions about the functions S(x) and T(x) in equation

(2), there is an equivalence between the file allocation

problem and the knapsack problem. Specifically, if

i)
b4
. ™ , ifygZve+M (M>0)
T(y) = , t=1 ' '
oo otherwise
ii) S(x) is monontonically increasing ( i.e., S(xq) =2

S(xy) for Xy > Ry ) and is finite for finite x,vand

iii) D* 1is the solution to the  associated file

allocation problem, ‘ : .
theﬁ, z=D*‘ iis the solution to the knapséck probleﬁ
associated with the coefficients a, = si'and b= u; - v; = hy
andv vice-versa. (Note vthat. the assumed form for T (y)

implies that, if the traffic exceeds .fé‘vi + M, then it
cannot be handled; otherwise, the cost gas a constant value.
of ™.)

The equivalence is established in the following way.
First, observe that, for any D which yields a finite C(D),

n

it must be true that y(D) g jz v,k M. Furthermore, C(D*)
, 1=
is finite because C(p,) 1is finite (where D, =(0,0,...0))

and by definition - C(p*) ¢ C(D,). In other words’

izl ©ows}

y(0*)=5 [uaf + v, (1-af )] =Zhdf +Zvis 7 v + M
o : i=1

"'__; N .

which in turn means that:
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n
E_hadg s M

i.e., D* is a feasible solution to the knapsack problem in
question.
Now, because T (y) is constant, the_minimization of C

implies the minimization of S(x(D)) in (2). But:because S (x)
n

n
is monotonically increasing and X = x(D) = 2 s, - Z Si
PSS e

ds, (where :E s, is a constant), it follows that the
i=1

minimization of S implies the maximization of ﬁ% s; d; .
Thus D* 1is the solution to the instance of th;f knapsack
problem under consideration.
It is worth noting at this point that"if,-. in equation
S ‘
pbint of view, there is as much (or more) cost in placing

(2), h, = u,_ - Vp € 0, then it means that, from a traffic

file E* at site QR as there 1is in not plécing it there.
Since 1its placement at Sk would typically introduce a
storage cost as well, it follows that theAbest strategy is
not to place Ek at S; s i.e., set qk = 1, This observation
makes it possible to reduce the dimensionality of the
problem. | |

The above equivalence result can be_utiliied in the
 reasonably realistic context where both the storage cost

function and the traffic cost function are step-functions. A

typical form for T(y) is:
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T (y)

" I PR Y

l~<oo-n-no‘———-—-

=

Here,atdiscrete,jump in traffic cost occurs wﬁen the traffic
moves écrosé each of the points in the fiﬁite set _y Yy 1Y,
""'Yﬁ o  The_ solution to the file allocation problem in
this framework can be obtained by solving a sequense of N

knapsack problems. A description of  the algorithmic

procedure is given in Figure 2.3.
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. For k=1,2,...,n, determine s, , the storage required

de
_ for file Fy, -
. Let N = {1,2,..,,n} .
. Repeat for j=1,2,...,m (i.e., for each remote site)
. For k=1,2,...,n,A determiqg“values for u, , the
retrieval or update £#;ffic on the So/Sj
link, if file E& is not stored at Sj-
. For k=1,2,...,n, determine 'values-_for.v« '
the retrieval or update traffic on the
Sa/Si link, ifh file F% is stored at
Sj and let z, =i§ Vi .
. Determine the set I* where

L (2

"~
and let I

N - I¥,
. Repeat for o = 1,2,...,N
. Solve the knapsack problem:

max (_Ei\ s;4d;)
(14

subject to: Z h;d; ¢ (v, - 3, -=‘Z hi),
e6x tel

. Denote the solution by DX
. Increment « .
. Find min {C(Qj )¢ ol=1,2,...33} .

. Increment j

Figure 2.3 . Solution Procedure for the File Allocation

Problem for Group III Videotex Networks.,

- 42 -




The procedure in Figure 2.3 is stated in terms of
obtaining a true solution »to'each of the séquence of
knapsack problems, While algorithms are available.(Hbrowitz
and Sahni),vthe problem is NP-~hard. Approximate procedurés,
however, afe available and can be used in a large network
where computétional césts may become prohibitive. Depending
on the 1level of approximation selected such alternate
procedures can have a high probability of providing a‘good
match to the true solution.

As an illustration of the procedure in Figure 2.3, a

representative numerical example has been treated.

Examnple We assume 6 sites (m=6) and 10 files (n=10). The
storage cost function, 8(z), 1s shown in Fig. 2.4 and the
traffic cost function, T(y),. is shown in Fig. f2,5.' The
étorage requirements for each of the files are summarized in
Fig. 2.6{(a) and the u/v vectors for each of.the Sites are
given in Fig. 2.6(b). The results obtained from the program
based on the procedure of Fig. 2.3 are givén in Fig. 2.7.
Listings of the various Fortran subprograms which wére

used in the computation are attached in Appendix B.
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Figure 2.4
Storage Cost Function for the Example Problem
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Figure 2.5
Traffic Cost Finction for the Example Problem
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File F, F, F, F, Fy F, r, Fg Fo 1,
Storage| 100 200 300 400 | 500 600 | 700 800 | 900 | 1000
- Figure 2.6(a)
Storage Requirements for the Files
Fy F2 F3 Fq Fs Fg Py Fg Fg - | Fyo
70 60 50 40 30 20 10 100 90 10
5 / / / / / / / - /
10 20 30 40 50 60 | - 70 80 % 100
10 100 90 80 70 60 50. 40 30 N
s, / / / / / / / / %
10 20 30 40 50 60 70 80 % 100
s 50° 40 30. 20 10 100 90 80 0
3 / / / / / / / / 30,20,
10 20 30 40 50 60 70 80 90 100
30 20 |10 100 90 80 70 60 10
S, / / / / 7 / / Y 9, /
10 20 30 40 50 60 70 80 " 80 100
s 60 50 40, 30 20 10 100 5q
5 / 7 / S/ / / / / 30, 110,
10 20 30 40 50 60 70 80 90 100
' 10
s, |40/ 30, |20, o, oo %0, 80, 50, 30, )
10 20 30 a0 50 60 70 80 ‘90 100
Figure 2.6(b)
The u/v Vectors for the Sites
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Fy Fs Fa Fg' Fs F7 Fg F1o
* % >
* * x k-4
* »* >
* *
¥* *
Figure 2.7

Optimal File. Allocation Summary
(* indicates that the file is stored at the site)
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‘Chapter IIT o '

- ASSIGNMENT OF USERS AND INFORMATION
PROVIDERS TO INFORMATION SERVERS

3.1 INTRODUCTION

Unoet‘onr model of ‘Chapter I, the Information ‘Server
Subsystem (I8S) plays the role of a communications méssége
switohe: within a videotex network. In Chapter 1T, the
functionol. :arohitecture‘ which describes ' the  internal
;eiationship among the components of :ISS('jHi.e.,v the
information retrievers (IR) , information - update servers
(iUS), and meta-service switchers (MSS), _is applied the
videotex fiié allocation problems. In thisjohaptét; we turn

our attention to some of the external relationships between
the components of ISS and the other three subsystems (users
u, information p:oviders IP and meta~servioemproviders MP) .
In fact; we investigate two problems =_'namely,‘ the problem
of assigning the users toAthe IR’S ‘and the problem of
ossigning the IP’s to the IUS s. The problem of assigning
MP“s to the MSS”s is similar and thus will not.be explicitly
Considered.."In the following, we use the term.’Serverf to

-

mean either “IR” or “IUS” and the term “ client” to mean

either “user” or “IP”.
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in practice, a server may service many clients located at
different sites. The way in'which the clients are assigned
to'tﬁe servers'éffects the total (communications, processing
and/or storage) costs. Our objective is to minimize a
certain combination of these costs, using analytical and

approximation methods.

-.gotes-

i) “Assignment” here is a functional concept.
Physical realization of an assignment is assumed to
be availéble but is beyond the scope of study of

_ this report. |
ii) The minimization is from the standpoint of the

entirebsystem‘and is not for an individual client.
A smaller total cost for the system maygor may not
‘result in lower service charges for some clienﬁs.
iii) ©PFor our study of the client assignment problems, it
is assumed that the éopology of the ISS ‘andlthe
locations of files have already been fixed. An
integrated study of these problems is of extremely

large scale.

In the next section, we first formulété a model for the
minimization problems. We then apply this model to the
different types' of wvideotex networks as classified in
Chapter I. Lastly, we consider some methods for simplifying

the computations involved.
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3.2 ASSIGNMENT OF USERS AND INFORMATION PROVIDERS

By the phrase “assigning a client to a server”, we mean
“associating a client to a server £for the purpose of
physical connection”. Without loss of generality and just
for the purpose of simplifying our problem formulation, we
may assume that each client is assigned to one and only one
server. More explanation follows.

In generél, the data and services requested by a user may
originate from several IR"s. On subscribing, a user is given
the telephone numbers of one or several IR"s for connection
purposes. Interactions witﬁ théiother IR"s are switched
through the connected IR. For our préblem(formulation, if a
user is given the telephone numbers of more than one IR, we
may either use just the primary number while ignofing the
others or logically assume that there are several users.

Similarly, an IP may have to be conﬁected to sevefél
IUS’S in order to update different files. However, we can,
logically at.ieast, partition such an IP into several IP’s
so that each of them is serviced by only one 1IUS. Also, if
there is more than one copy of the same file, the IP is
connected to one of the IUS”s in order to directly update
one of the copies. The other copies are indirectly updated
through this IUS. _

In the following, we first formulate the assignment
problems as an analytical model and then appiy the model to

several types of videotex networks.
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3.2.1 A model for assignment problems

We.make the'following assumptions for our model :
i) The functional architecture of the ISS is known.
That is, we know whethef each TR has a master
database, whether an 1IUS serviceé all or part of

the IR”s, etc.

| —
e
~—

The locations of the files, users, IP’s, MP’s,
IR”s, IUS”s and MS”s are all known. '

iii) Each,ﬁsér knows what data ahd_‘meta-services (not
necessarily their locations) he/she requests. Each

information provider knows what data (and their

locations) it provides. We shall refer to this as

"elient”s demands".

.~

iv) The communications and/or processing costs of

serviéing a client”s demand by a serer are known
or estimable. ~ How this is calculated depends on
the problem. (See Section 3.2.2) |

V) The number of clients each server can service is

known. This can be estimated in terms of - the

hardware speeds, number of communications ports,
etc., available at the server’s computing
facilities.

Cvi) Each client isiassigned to one and only one server.

We shall use the following notation :
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Notation

Our minimization problem is then the following well known

Explanation

Number of servers.

Number of clients.

Total (communications and/or processing)

cost of servicing the demands of the jth

client by assigning it to the ith server.

Maximum number of clients the ith server

can service,
1 if the jth
X, = to the ith
.\ 0 otherwise.

scope of summation is

scope of summation is

client is assigned

server

from 1 to m.

from 1 to n.

assignment problem in operations research:

Minimize :

2

bj

iy

subject to TEZ,XU
!

X..

g

l 4 j=l,2'ooanuoo'n

b'. r i=l,2,o.-ol¢' o'lo ,_m (3)
= 0or 1l i=1,2,c000000,m;

j=l;2,....'...,n.

There exist very efficient algorithms. (DENN58) . for

solving (3).
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3.2.2 Application to videotex networks

Based on the Minimization Model (3), we can now discuss
the user and information provider assignment problems for
the various types of networks as classified in Chapter I.

Essentially, we explain how the cost parameters c can be

i
obtained in each case.

For Videotex Networks of Type 1

Since a network of this type has only one IR and one IUS,
all users are assigned to the same IR and all IP“s to the

same IUS.

For Videotex Networks of Type 2.1

In this case, since each subnetwork has autonomy over its

usérs and files, the users and IP”s can only be assigned to :.
the IR and 1IUS, respectively, of the subnetwork they

subscribe to.

For Videotex Networks of Type 2.2

A network of this type haé several information'centres,
each containing an‘IR and an IUS. .

* A user may be assigned to any IR. If user qi is
assigned to . IR; , A the parametér Cﬁ includes the
communicaﬁions, storage and processing costs for : (i) IR,
directly servicing U;; and (ii) IR, switching data and

meta~services to and from other IR”s.

* An IP must be assigned to the IUS whose associated IR

contains those files belonging to this IP. Since each file’ .
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has only one copy in the entire network, such an assignment

is unique.

For Videotex Networks of Type 3

A network of this type has one TUS and several IR’s.

* A user qj may be assigned to any IR;. If IR, cqntains
a ﬁaster database, the parameter cy 'includes only the
communicatiohs and/or processing cost between IR;‘and Uj. If
IR, contains only a portion of the entire d;tabase, cy
should also include the cost of switching data and servides
between IR; and the IR which contains the master database.

* Since there 1is only one 1IUS, all TIP”s should be

assigned to it. .

For Videotex Networks of Type 4

A network of fhis type has several IR”s and IUS”s.

* A user Uj may be assigned to any IR;.‘ VSince all IR”s
contain a master database, the parameter cg includes only
the communications and/or processing cost between IR; and U;
; i1.e., no switching cost for data.

* An‘IPj may be assigned to aﬁy<IUS, . The'paraméter cy
includes the communications and/or processing costs between

IUS, and I?j and the cost of updating (from 1US, f the

copies stored at all the IR’s.

For Videotex Networks of Type §

* For this type of networks, user assignment is the same

as for Type 3.
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* As for information provider assignment, it is the same
as Type 4 except that a file to be updated may have copies
at only some of the IR®"s. (Computationally;, there 1is no

diffefence.)

3.2.3  Some Computational Aspects of the Model

The biggest obstacle when applying Model (3) is obviously
the size of the problém, even though there exist reasonably
efficient algorithms for its solution. In practice Ait is
easierAto handle the information provider assignment problem
as theke are usually not many IP”s. However, a videotex
systemn, éspecially those open to the public, may have
millions of users. Solving (3) for‘problemsAof such sizes
is computatiOnally intraqtible° The following'observations

may help reduce the sizes of the problems.

(i) Excluding some users from consideration

‘For some . users, the selectibn of an IR for assigment
purposes is quite obvious. For example, if a dominantly
large portion of the files requested by a user U are stored
at IR , U should defihitely be assigned"fo iR ,” The
following rough rule may be used: Let p be the cost
imposed on U for retrieving data directly from IR and g be
the cost for retrieving data from the other IR”s through IR
. If p >> é; U should be éssigned‘to IR and hence

excluded from further consideration.
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(ii) Group assignments by regional partitioning -

In practice, one may assign the clients by groups
instead of individually., For example, a district can be

partitioned into. several smaller regions éccording to the

geographical environment, population, or management

. convenience of the system. All clients within a region will

be assigned to the same server and thus conceptually become
a singie client when appling our Model. The total or

average cost of servicing a region by a server can be easily

estimated. There is an upper bound on the number of regions.

a servér can service. A detailed explanation of - this
approximation method and its analytical foundations are

given in (CHEU74)..
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Chapter IV

- ISSUES OF DATABASE INTERFACES -

4,1 INTRODUCTION

For most of the existing videotex systems, the term -
“database” means in fact a collection of conventional files
whose records contain videotex information éages --hereafter
wé call them “conventional files”. In this chapter, however,
a' database is a reservoir of data which are defined,
organized and manipulated according to a data model, such as
the relational model, the hierarchical model, the CODASYL
model, etc.——hereafter we call them ‘aatabases’._ |

The capability of  a videotex system ﬁo access databases
greatly enhances the | system”s flexibility and
sophistication. If access is limited to conventional files,
the information contained in each pége is pre~determined.
Users have Eo search through numbers of pages in order to
get what they:want, and very often in vain. In the case of
databases, users caﬁ specify the scopes and the conditions
of the informatibn they desire by means of a query language.
The syétem then retrieves various éegments of relevant

information from different portions of the database and
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composes them dynamically "into one or several pages for

subsequent displayvat ﬁhe terminals.

In a videotex environment, many issues about the design
of such databaseé’arisea Of particular concern are the
following :. |

1. Methods for physicallyfaécessing the distributed
databases. | |

2. Methods for allocating the distributed data and
management'tasks. |

3. Security problems.

4, Issues of interfaces with, videotex‘system users
and information providers.

Among these 4 issues, analytical works on the first 3 are
abundant. But, 'théy-aré not “directly” related to videotex
systems. 1In other words, they exist by themselves, though a
videotex environment may make the problems rr.xore‘compli.cated°
Thus, 1in accordance with our Guideline for Research Scope
(see Introduction ‘and Executive Summary),  we shall siﬁbly
collect their réference.resources in Bibliographieé I, IIX
and III, respectively. |

In £his chaptet, we consider the above Issue #4, namely,
interfaces _bétween ihe databases and the <clients of a

videotex system.
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4,2 INTERFACES BETWEEN DATABASES AND CLIENTS

In general, a user interfaces with a database through two
phases_:l

i) Database definition This phase-includes defining

tﬁe‘database schemas and subschemas, etc. It is known to be
tﬁe most difficult job in the administration of databases
and is usually handled only by experts called database
adminstrators (DBA).

ii) - Détabése ‘manipulation This phase includes data

creation, retrieval and update. Many data manipulation
languages have been.designed for the différent well-known
data models;_suqh as ;elational, hierarchiéal; CODASYL, etc.
From the users” point of vieW, those languages for
relational databases are obviously the most powerful and
easy to understand.

In many cases, a database is primarily_utilized by-ﬁsers
of a non-videotex database management system. Providing
accesses to videotex system users is only one of its
secondary functions. Such a database is called an 'external‘
or “third-party” database by videotex system users. Thus,
in designing ité interface with the videotex clients (i.e.,
users or information providers), we should take‘ into
consideration the fact that the non-videotex users” methods

for processing the databases should not be altered.
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Our consideration on these interfaces is within. the
environment of a ’puref videotex system, i.e., a videotex
system possessing the following two characteristics which
greatly influence its design :-

(a) The terminals have very simple . keypads and
processors, small memory size, etc.

Beeeuse of these restrictions, their processing
capabilities are very 1limited and interface procedures
between clients and databases have to be very simple. We do
not include integrated intelligent terminals 1in our
consideration, because the design is then essentially for an
integrated system, with the videotex technology simply
fading into‘another format of data presentation. Thus,
those techniques. which require a greater processing power,
such'.as downloading telesoftware into  an intelligent.
terminal for handling user interfaces and  imbedding a
database iﬁterface in a high level 1anguage; are not within
the scope of our study.

(B) The wusers and information providers have separate
groups of Qperations. |

The_ th groups of ciients, the users (U) anda the
informetion providets (IP), interface with the databases by
using the retrievel (output only) updatev (input only)
operations, respectively. Such separation of operations may
offset part of the disadvantages due to Property (A)

mentioned above. More explanation follows.
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(1) User interface

In a “pure” videotex system, a user is involved only with

the retrieval of information, whether from conventional

files or from databases. The creation and updating of data
are not the usérS‘ responsibility. In the case of
databases, this fact has the following implications : |

a) The users are released of the burden of defining
and modifyinéy‘détabases.”‘ These processes.are usually too
compléx for ﬁqs; of the non-technical videotex sjstem ﬁserg
and shoﬁld .bé héndléd by either the IP”"s or ’the database
administrators who are supposed to Dbe more technicaily
knowledgeable.

b) The simplicity' of a videotex terminal greatly
limits the data manipulation capability of a user language.
However,  this is compensated by a reduction in its total
number of}opérators, because only retrieval operations are
now requiréd. ) o

c)'With'slight exteﬁsions, the simple menu-lookup and
indexiné'techniques used frequently for conventional file
searching in current videotex systems can be utilized to
implement quite powerful retrieval languages for éatabases.
Examples illustrating how to do this in the cases of a
relational database and a hierarchical database will be

shown in the next section.




(ii) Information provider interface

If several copieé of a database can be updated by
different sources, one of the difficult system_ménagement
problems is to maintéin the consistence of these copies. 1In
a vide&tex environment, ‘however, the VQifficulty of
maintaining data consistency may be alleviated, because,
according tblthe current management practice of videotex
systems, one and only one IP is reépdnsible for .and has sole
control over the update of all copies of an information:
page. (Note: According to our model, an IP does not
physically do the update. It sends the data to an.IUS where
the physical update is done. But, eonceptually,v the IP is
reponsible.for the update since it initiates the process.)
More details are given in each of the following two cases

where data inconsistence arises :

Case 1 Because of communications delay, two consecutive

updates for the same file may reach its duplicate copies
(located at different sites) in different chronolégical
orders; resulting in permanent inconsistence of tﬁese
copies. In a videotex environment, since update of all
copies'of a file is initiated by the same IP} the IP can
easily assure their consistence by serializing the updatés
in the.same order - for each site. One way to do this is to
wait until acknowledgements for one update have. come back
from all relevant sites before 1issuing the next update.
(Note : This is not so simple if there is more than one
source which are responsible for update.)
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i ' . . . '
Case 2 Because of communications delay, an update issued .

from an IP may reach two different felevaht sites ~at two
different moments. Sucﬁ inconsistence .is temporary for the
database, but may end up with the users getting two
differént-Véfsions of the data, even iflthey retrieve at the
same instant of time. Such inconsisténce ¢éh be avoided by

using a simple locking scheme.

4.3 QUERY LANGUAGES FOR DATABASES Iﬁ A VIDEOTEX SYSTEM

A query language consists of a set of operations for
information manipulation. From the users” point of view,

query languages can be fbughly classified into the following

four groups in a decreasing degree of technical complexities:

Group 1 A'language of this group is the most advanced.

It includes all the facilities for defining databaSe schemas
and subschemas and for manipulating data in a highly
sophisticated manner. It is wusually imbedded 1in a high
level programming language such as COBOL, FORTRAN, etc. An
example is the DL/I of IBM“s 1IMS. This group of query
languages are definitelj too complicated for non-techinical
users. . Their implementation ét a ‘pure;'videotext.termihal

is either infeasible or extremely inefficient.

- 63 =




, Group 2 A language of this group is usually a user-

: frlendly data manlpulatlon 1anguage of a certaln data -model

(mostly :elational). They can be ea51ly learned by most
users;‘ Included in this group are SQL and SQUARE (REIST7S,

REIS8L in Bibliography V), OBE (REIS81, THOM75, 2LOO75 in
Bibliography V), etc. . However, in theif existing forms,
these languages cannot be impleﬁented 'directly’ fer-‘pure’
videotex terhiﬁels, becaueef these )‘terminaiS> lack the
capability of ‘inputting alphébeficel ‘character strings or

special functions required in these languages.

Group 3 - This group includes those languages of either
Group 1 or Group 2, but implemented in an_environment where
only simple menu-lookup types of searching fechniques and
numeric key inputs are used. Though at least two languages
of this sort (DBM82 RMSSB in Blbllography ) _ex1sL for the
APPLE mlcrocomputers, we do not know of any of them designed
spec;ally for v1deotex systems.

QEEEE 4 This greup ineludes the menu;lookup searching
techniquee for conventional _ﬁiles, as used in  mest of the

existing videotex systems.
Since we limit our research to “pure” videotex terminals

(as mentioned 'in the 1Introduction and Executive Summary),

languages - of Group 1 and 2 are not within our scope‘ of
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study. 'Group 4 does not concern databases. In the
followiﬁg,, Qe shall first illustrate by two examples how to
exeéute‘;a language of Grdup v3 in a videotex 'envigonmeht
(Section 4.3.1) and then mention some activites of

behavioural research on these languages (Section.4.3.2).

4,3.1 Execution of database manlpulatlon 1anguages by
" menu-lookup techniques _

Even with limited capabilities, “pure” videotex terminals
can still . implement many of the well known détabase query
languaées in a manner familiar to the videotex system users,
i.e., by using the techniques of menu-lookups, indexing,
etc. The following two examples illustrate the concepts of

this approach without giving the details.

Execution of a relational algebra

A relational database consists of a set of table-like
relations. A relational algebra is a se£ of operations, such
as projections, restrictions, join, etc;, on ﬁhe relaﬁions.
In a videotex environment, these operations can be executed
as follows : _

All operatibns~ begin with Ehe display of the following

page of information :

Operators s

1. Difference ; 2. Intersection ;
3. Join 3 4. Projection ;
5. "Restriction 6. Union';

.« e 0 00
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Relations
1. Rl(Al’ A2’oo.o-);

2. R2(Bl’ B2]on0°')7

® & & 0 0

One way to project relation R1 onto attributes A2 and A4,
for example, is to enter the sequence (4..1.2.4) through the
keypad. (See the Note below.) In this sequence, the digit
(here 4) in front of the two dots ~..” refers to the
operator (here Projection) in the displéyed list, Its
operand is indicated by the subsequence (1.2.4), in which
the first digit indicates the relation (here R1)  in. the
dispayed 1list of relations, and ﬁhe remaining .digfts
indicate the positions of the attributes (here the 2nd and
the 4th) Qithin that relation. A

.Similarly, a join operation of relations Ri:and R2 over

their attributes Al and B2 can be executed by entering the

sequence (3..1.1..2.2) on the keypad,

Note : Other symbols such as a comma “,”, 1if available
in the keypad, may be used to replace the double dots “..”.
Some keypads (e.g., Vista®s keypad), however, do not have

the keys for these special symbols.

Execution of IBM”s DL/I

DL/I is the data definition and manipulation language of

IBM“s IMS (Information Management System) system for
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implementing (essentially) hierarchical databases., Briefly,
each database within IMS is a hierarchy of segments (i.e.,
records). DL/I consists of a set of operations such as GU
(get unique), GN (get next), GNP (get next within parent),
etc. /

‘Execution of any operétion begins with the display on the

" terminal the following page of informationuz

Qperatofs :
l. Get Unique; '2. Get Next;

3. Get Next Within Parent;

Databases :

0. SO(AL,y A2,..00..4)

1. SL(Bl, B2,.....)
1.1 81.1(Cl, C2,.....)
2. $2(D1, D2,.....)
2.1~ S82.1(El, E2,.....)
2.2 S2.2(F1, F2,.....)

To execute the operation GN S1.1 (get the next segment
occurrence of segment type S1l.1), for example, a user enters

the sequence 2..l1.1 through the keypad.
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4.4 BEHAVIOURAL RESEARCH ON QUERY LANGUAGES

Users” behaviour in response to executing a query
language is one of the important criteria for evaluating how

successful the language is. Behavioural researchers have

recently done quite a lot of studies on these languages.

Language characteristics such as ease-of-use, . procedurality,
data-retrieval-power, error-sensitivity, etc., are

investigated using human factors methodology. - Since the

methodology used is essentially not analytical and thus is

not within our scope’ of resea;ch; we simply mention in the
following some of the main results without giving the
details. A list of referencés are given in Bibliography V.
For languages of Group 1, LochowSky‘ (LOCH77,78 in
Bibliography V) evaluated the user performance for several
query languages of the relational, hierarchical and CODASYL
data models. These languages are implemented 1in APL
(EDBS75)., For Group 2, 'QBE was evaluated by Thomas (THOM75
in Bibliography V) and SQL (known earlier as SEQUEL) by
Reisner (REIS75 in Bibliography V). An excellent study on
evaluating the performances of several query languages of
Group 2 was made by Reisner (REIS81 in Bibliography V). The
study reviews the methods for evaluating several query
languages (e.g., QOBE, SQL, SQUARE, TABLET, etc.), compares
their results, and proposes models for evaluation. As for

languages of Group 4, user behaviour of all existing
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videotex systems is measured duriﬁg their field trials. In
particular, Leé, et, al. (LATR81, LEE80, WHAL80 in
Bibliography V),->Phillips'(PHIL81 in Bibiiograpﬁy V), and
Mills (MILL81 in Bibliography V) have done béhavioural
research»on videotex tree indices. Unfortunately, only'some
fragmentary statistical results of fhese evaluations are

reported in the publicly available literature.
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Chapter V

ISSUES OF DATA ENCRYPTION

5.1  INTRODUCTION

The security of a modern cryptosystem depends on several

factors: the strength of its methods for key distribution

and message authentication and the robustness of its

encryption/decryption algdrithms°

There exist many encryption-based techniqdesv fof the
distribution of conventional or public keys and for the
authentication of the participants” identities in a geheral
communication network environment. «Bib}iography v cdntains

a long 1list of articles about these techniques. Since a

videotex network is just a particular type of communication

network, these techniques should; . theoretically at least,
also be applicéble; However, in practice, the'followihg
four characteristics of a videotex system may affect the

design and/or implementation of these algorithms:

i) A “pure” videotex terminal i§ very simple

A videotex terminal has very limited. storage
space and processing power. Its keypad has only a

few numeric‘and functional keys.

ii) Most of the users are not technical people
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They get used only to-very simple' interactive
- processing techniques, such as menu-lookup types of
searching, etc.

iii) A “pure’ videotex system is essentially an

information retrieval system
Most of the data move in one direction, from the
information centre to the user. There are no

interactions among the users.

iv) . Videotex data usually have special patterns
For example, Telidon data  are coded in special
formats of the Picture Description Instructions.

These patterns are usually readily avaibable.

Because of the first three features mentioned abo&e,
implemention of encryption-based techniques in a videotex
network is possible only if there are both hardware and
software adjustments in the system. On the hardware side,
some recent developments are moving in this direction. Two
LST chips,‘ one for the DES (NBS”“s Data Encryption Standard)
Algorithn (DATA82) - and another for the MIT Algorithm
(RIVE78) are being designed. Their"speeds, -however, may
still be too slow for application in a real-time environment
such as videotex networks. We do not know of any hardware
. developments for the purpose of key distributibn or message
authentication, As for the software aspeets,r adjustments
will be similar to the interface techniques for database

query languages as described in Chapter:IV.
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5.2 . ROBUSTNESS OF ENCRYPTION DECRYPTION ALGORITHMS

,The_robustness of an encryption/decryption- algqfithm is
related to its protective capability against cryptanalytic
attacks.

In classical cryptography, - the aim of a éryptanalyst is
to discover the mathematical transformationé for encryptioﬁ.
For. modern cryptosystems, - since the - mathematical
transformations are usually publicly  known, a:the}aim is
either to discover the keys or3tt§ recover the plaintexts
directly. Three 'approaches -are commonly used for
cryptanalytic attacks: cipherte#t only attacks, known
plaintext attacks and chosen plaiqtext attacks.
| Surprisingly, though modern“cryptography provides an
elegant approach - for building cryptosystemé, there exist
only a few “strong” encryption algorithms, e.g., the DES

Algorithm and, MIT Algorithm. On the other hand, there does

not seem to be many analytical methods for “proving” the

strength of these algorithms. In the folléwing, we éhall
vconsider such an analytic approach. | ‘
What we are interested in concerns the functionél
dependence between the plaintex£ and ciphertext (for a fixed
key) and between the key and the ciphertext (for a fixed

pléintext). If the attacker finds any such functional

dependences, it will be much easier to break the system.

This 1is specially true when the attacker knows that the
plaintext 1is composed of data structured in special

patterns, as in the case of most videotex data.
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In order to test the independence of the data mentioned

above, S$.M. Wong has used the Chi-square test method and has

done some computational experiments based on the DES
Algorithm. (The détails are given in Appendix C.) Though

her method and results are not specifically for videotex

data (partly because of inavaibability of the videotex

hardware and data), we believe that her approéch is a useful
analytical method for testing the robustness of an

encryption algorithm.
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Appendix A

CONFIGURATIONS OF MAJOR VIDEOTEX SYSTEMS

This appendix consists of the configurations of several
major videotex systems. They illustrate the different types
of videotex networks under the classification scheme based

on the model proposed in Chapter I.

Figure A.1l The first stage of Bell Canada”s Vista System.
Figure A.2 Germany“s current Bildschirmtext System.
Figure A.3 The early stage of Britain”s Prestel Syétem°
Figure A.4 The current stage of France”s Antiope System.
Figure A.5 The current stage of Britain’s Preétel System.

Figure A.6 Germany”s new Bildschirmtext System.
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Figure A.1 The first stage of Bell Canada's Vista System.
(extracted from [MANNS2])
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Figure A.2 Germany's current Bildschixmtext System.

(extracted from [GRIES82])
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Figure A.3 The early stage of Britain's Prestel System.
(extracted from [CLARST])

-~ 77 -




Public
ntobase
Private : Public Brcadeas!
Stabose dato vidgotex
network unit
Video
BvU dulo
6vU nigx

Sudscriber tnformation
provider

Figure A.4 The current stage of France's Antiope System.

(extracted from [MART79])
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Figure A.5 The current stage of Britain's Prestel'System.

(_extrac’c_:ed from [TROUS0])
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A user ports A

Figure A.6 Germany's new Bildschirmtext System.
(extracted from [GRIE821)
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Afppendix B
PROGRAH FORF FILE ALLOCATION PROBLEHS

REAL 4,F%,FP,FS,FT

FEAL PFTIK(100),%GIIN(100),0CCST,CS,0T,0TCOST,0SC05T,COST
REAL PROFIT(100) ,WEIGHT (100) ,PFTHGT (100) ' '

REAL S{100),U(100),V (100),H (100),T¥ (10),TY (10},Sx(10),SY (10)
EEAL TEHMP,21,%72,73,%0 ,

INTEGER N,I,Jd,%2XT,HAXS,NEAR,STTE

INTEGER*2 D(100),Y{100),X(100),DPTE (100) ,P7T5 (100),0%(100),7 (109)
%, MAYIMUE KEFIGHT/TRAFFIC FOT K¥APSACK

FW, FINAL WEIGHT/TEAFFIC FRCK KNAPSACK - NOT USED

FP, FINAL PROFIT/STORAGE FROY KNAPSACK - NOT USED

FS, FINAL STOEMNGE VALUE

FT, FIKAL TRAFFIC VALUE

PFTIN, SUBSET OF TRAFFIC H VECTOR; VALJIES 6T 0

WGTIW, CCRFESPOKRDING STORAGE VALUES
ocesT, OPTIMAL TOTAL COST GF B SITE
GS, OPTIMAL STOFAGE VALUE CF R S5ITE
CT, OPTINMAL. TFAFFIC VALUE OF 2 SITE
OTCCST, GPTIMAL TREEFFIC CCST CT 2 SITZ
0SCOST, GPTIKAL STOLAGE COST CF &k SITE

DATA PROFIT,/100%0/,5EIGHT/100%0,/, 2 THET/100%C/

PROFIT, SOKTED PFTIN ; SCET IS SUCH THART P/W HATIO
WEIGHT, SOETED WGTIN ; IS ASCENDING;KECESSAKY FOR KNAPSACY
PFTWGT, PROFIT/WEIGHT RATIO ALRAY

DAT: V/10,20,30,40,50,60,70,8C,90,100,90%C/,21/550/,DBTN/100%0/

DT} S5/100,200,300,400,500,600,700,800,¢00,1000,90%0/,22/5500/

DATA D/100*%0/,%X/100%0/,Y/100%0/,Z2/100%0/ ‘

V, TRAFFIC COST FOR STORING 2 FILE

€, STCRAGE COST FCR STOLING & FILZ

Z1, TCTAL OF V VECTOP

722, TCTAL OF S VECTOF

DPTR, POILTEF FCE E VECTCR TC KAP INTO CGPIGIHAL U,V VIECTOPRS

D,X,Y¥,%2 - BINARY VECTORS TC DENOTE SFLZCTIOY OF A FILE

DATA TX,/100,250,355,4803,420,5C00,550,3%0/,5247/7/

DETE TY/2000,4000,6000,75C5,7500,8600,950C,3%2/

DPATA SX/1000,2000,3200,4500,5000,5500,4%0/,%2353/L/
,8000,10000,u4=C/

DATA SY/150C,3000,5005,6590
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67
68
4s
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85
91
G2
893
73
74

TEAFFIC
Y, TRALFFIC
5X, STORARGE
SY, STOEAGE
MAYT ,MAXS

-3 3
4 >
-

OUT20T THE TRAFFIC,

FRITE{b,b67)
WRITE(6,68)
WRITE {6, 49)
WRITE (6,48)
FORMAT(? 1TX
FORMAT(!' TY
FORNAT (' SX
FORKAT(! SY

CREATE DIFFERENT U VECTORS BY QO”’IL’G v

MAXINUN
TBE AEOVE

VALUE/FODE ALCWG F—-2XZ5
COST ALCNG Y—-AXIS
VALUE/BODE ALCHG X-ARXZS
COST ALONG Y—-AXIS

UEBEF OF STZPS
GRAPH IS A STEP

o

o1 &
)
‘3

b4 >4

(@]

7 b
4
3
w
et

STOEAGE COST FUKCTICY
(TX(I),I=1,MAXT)
(TY(I),I=1,HREXT)
(SY(I) ,I=1,MAXS)
(SY({I),I=1,MAXS)
,10(1X,F6.0))
1,10 (1%, F6.0))
',10(1Y,F6.0))
',10(1X,Fb-0))

(L L T |

CRELRTE H VECTOR COWTAING U-V .G.

ALSC DETERMINE CORRESPORDING

DO 65 SITE=
N=10

CALL UVECTFR
CALL BVECTT

0UTPUT SITE,

WPITE(6,85)
WRITE(6,91)
WRITE (6,92)
WRITE (b, 93)

_WRITE(6,73)

WRITE({b,74)

ARAFFIC ,STORAGE YALUES AND COSTS
1,30

(G I¥)

(U V H,S,N, KBRS, DPTR,2,0FTIN,RGTIN,T1,22,23,74)

U,V,S,H VECTCFS AND THE TRATTIC,STOPAGE VALUES/COSTS
SITL

{S(1),I=1,K)

(V(I),i=1,})

(U(I),1i=1,T)

(H(I),1=1,X)

21,22,23,%4

FORHAT (107,71 #¥¥¥¥x  EXAXINE SITE ',I5)

FORKAT(' *,'S = ' ,10(1X,F5.0))

FORNAT(' *,'V = * ,10(1X,F5.0))

FORMAT(! ¥,°U = ' ,10(1X,F5.0))

FOREAT(Y ?,'d = * ,10(1X,F5.0))

FORKAT(' ¢,'%Z1 = ',F5.0,3%,922 = ',F5.0,3%,'23 = ',75.0,
13%,'24 = v ,FS.0)

- 82 -
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SET INITIAL VALUE A5 OPTINUY VALUE

0T=23
0S=Z4 :
CALL F¥DCST(TX,TY,MAXT,0T,0TCOST,S¥X,SY,HMA¥XS,05,0SC0ST,0C0ST)
DO 27 IT=1,N
oY (II)=2Z(1I)
CONTINUE .

; THIS I35 OPTIIEUN VALUE

t

Gi

-

IV

4y

ALL ITEMS SELECTED SINCE H IS N

IF (NBAK.EG.0) GO TO 28

SOPTEPEOFIT(STORAGE)/WEIGHT(TFAFFIC) REATIO # NECESSARY FOF KWAPSEC,

23

CALL SEIPVW(PFTI¥,WGTIN,PFCF¥IT,%WEIGHT,PFTHGT,PT?,NEBAT)

FIND THE OPTIKUN KNADPSACKX SOLUTION USING RBGUED/BRACETTACYTHG

PROCEDURES DEFINED BY HOFOWITZ & SAHNI IX.
"FUKDAMXENTALS COF COHKPUTEF ALGOEITHX.S™

TRY EACH STZI? ON THZ ¥X-AXIS OF TRAFFIC FUNCTICY
IF M.1T.O0, KNAPSACK CAYUNOT GIVE A SQLUTIONySC TRY NTYT STTD

DO 10 J=1,HAXT
H=TY {J) =23 '
IF {¥%.LE.0) GG 50 10

CONTINUE

- CALL KNAPSK (N, S[AE,PRGFIT,WEIGH ”,F?,F?,H,Y)

USIKG X, CGHTAIHING TaE ITZHKE CHOSEW FOT “ﬁ[S%CH
AND PFTWGT CONTAING INDEY FOP ORIGIEAL INPUTS
PLEINT OUT THE COERESPONDIKEG PROTITS & WEIGETS
FI=273

FS=zZ4

WRITE(5,53) J,TX(J)
CALL FKDCS(X,PFTIN,WGTIN,DPTE,PTR,D,¥T,FS,}
FOBMAT ('OKXAPSACK SCLUTION FOF ALPH2: = ',I3,

- 83 -
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4

FIND THE CCST CGF TRE TRAYFIC 2ZND STOIR3E ANT QUIPJT TaTH

’J1
[ &3

CALL FHDCST(TX,TY,MAXT,FT?,TCOST,SX,SY,M2YS,F3,SCOST,CC3T)
CALL OUTCST {(D,FS,SCOST,PT,TCOST,COST,H)

DETERKEINE IF OPTIRUN;SAVE IF SC

IT {COST.GE.OCOST) GO TO 11

0COST=COST

CTCCST=TCOST

QSCCST=SCGST

0S=FS

OT=FT

Do 64 11=1,N
OX (TI)=D{II)

CONTIIXUE

GC TO 10

CONTTHUE

TERHIRATE IF AIL ITEMS SELECTED AXD HNCT LAST NODE

IF (FS.EG.0.ANT.J.NE.MAXT) GO TO 12
CONTIKUE

. GO TO 28

1

KRITE (b, ED)
FORKAT (! <LK TERXIKATED BECAUSE ALL ITZAS SZLECTED')

CUTPUT OPTI-N¥UZ CCST FGR TEE SITE;INCLUDEI D-VICTOP ARD THZI
TRAFTIC/STCRAGE VALUES AND CCSTS

CORTINGE
WRITE(6,62) SITE
IF (Z1.EQ.23) GG TO 42

FTORMAT (0 *xx%%% OPTIMUM ALLCCATIONK FOR SITE = ',T5,30%,7%

CALL OUTCST (0X,05,0SCOST,0T,07COST,0COST,
GO TO 65

PTERXINATE SINKCE THEZ MAX. VALUL OF TRAFYE

(o

WRITE(6,63) ‘

FORMAT (' <<< COULD NOT PROCEED EBECAUSE CF INSUFPICIEXNT ',
1NUKBER OF TX STEPS >>>7)

CONTINUE ‘

sSToP

EKD

- 84 -
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SUBY“OUTII\L KNAPSYK (M, %, PRCFIT , WZIGHT , Fu, :'_--Dl_ X.Y)

', THE STZE OF THE KNAPSACK

, THE NUMBER CF WEIGETS AND PECFITS
PROFIT(1:N), THE COREESPONDING PROTITS
WEIGHT(1:N), TEE WEIGHTS

%x%%% NOTE THAT P (I)/W (I} >=
F¥, THE FIKAL WEIGET

&R

PEESOETED **%=

P(I+1) /K (T+1)3
OF THE KNAPSACK

FP, THE FINAL MBAYIMUK PROFIT
¥(1:%) EITHER.O OR 1. X(K)=0 IF W(K) IS NOT IN XKAPSACE,
ELSE X (K)=1

Y(1:N) TEMPORARY WORKING ARRAY FOR X

INTEGER K,K,I
REAL FW,FP,CE,CP,H,WEIGHT (100),PROFIT(100)
INTEGER*2 Y (10C) ,¥%(100)

IFITIALIZE
Cw, THE CUREENT ¥EIGHT
Ccp, THE CURREET PROFIT

K, THE CUWEL 1T NODE
FP, BRZINCYE PEOFIT (S=T HEGATIVE)

¥1, ADD 1 TC THE NUHEER OF ITEHS 5C THAT LAST ITEY I

2]
-3
[RS]
[ %]
+3
{n
e}

1,
0
0

FIXD A BOUND FOF THE CURRENT PATE
TERXZIXATE PRESENT FPATH IF BOURDL=T?
SINCE THE PATH CPILO” LEED TC B EzTTIZF SOLUTION

COUTINUE
EKD=BOUKD (CE,C%,K,PP, %W« ,J, [, 1,
IEND=IHT (BND)

IF (IBND.GT.FD

COYTINUE

PECTIT,WLIGHT,Y)

GO TC 5C

—.85-
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30
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40

OO0

IsHONe!

'. 50

OO0

nan

&0

noao

§0

70 .

R
tn

FIKD THE LAST WEIGHT INCLULZD IW THEZ EKNAP3ACK 30 !
TRACE BACK RLOKG THE EECENT PATH TONOST ZZCTINT
NODE FRONM WHICH AN UNTRIED MOVE CAN EL H2DE

IF (K.EQ.0) EETURN
IF (Y(K).EQ.0) GO TO 30

GO TO 40
COKTINUEL
K=K-1

GO TO 20

ALL NODES TRIED SINCE ®E ARE RACK TO THE FIRST NODE;
OPTINUM SOLUTION IS TP

K.EQ.0) GO TO 70

TEXOVE ITZM K FLROF¥ THE KERPSACK
Y {K) =0

CH=CW-WEIGHT (K)

CP=CP-PROFIT (K)
GO0 TO 10

PLACE ITEM K INTO KNAPSACK
CORTIKRUE

Cp=p>

Ch=W¥

KE=dJ -

IF B<=N THEN IT

te)

¥ K DOES KOT FIT; MAKZ & RIGHT CEILD

IF (K.GT.X) GO TO 60
Y (K) =0
GO TO 10

UPDPATE FOR CURRENT OPTIMUM SOLUTIOH

CONTINUE
FpP=CP
FW=CH
K=N

TEANSFER FEOE TENP TO PERM TC ZIKDICRTE THF ITEY CHGS

DG B0 I=1,X
X (I) =Y (1)

CONTINUE

GC TG 10

COGRTINUE

BETURK

END

BOVE
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FUNCTION BOUND(P,W,K,PP,KH,I,H,N,PROFIT, ASIGET,Y)

TRFEE ORGANIZATION IS USED TO FIND TIHE BOUND BY BACKTRACKING
AND RILLING AND EXPANDING NODES OF THE TREF. : :

P, THE CURKENT PROFIT

%, THE CURRENT WEIGH?T

K, THE CURRENT NODE

PP, THE NEW PROFIT CORRESPONDING TO THE LAST LEFT CHILD HOVE
W#, THE NEW WEIGHT CORRESPONDING TO THE LAST LEZPT CHILD HOVE
I, INDEX OF THE FIRST INDEX OBJECT THAT DOES NOT FPIT; N+1 OF
M, THE SIZE OF THE KNAPSACK

N, THE NUMBER OF WEIGHTS AND PROFITS IN THE PROBLEM + 1

*¥ik% PLUS ONE SO THAT LAST NODE IS NOT IGNOEED #%%%
PROFIT(1:N), THE CORRESPONDING PROFITS IN THE PROBLEMN

WETGHT (1:N) , THE CORRESPONDING WEIGHTS IN THE PROBLEM

Y(1:N) EITHER 0 OR 1. Y(K)=0 IF W(K) IS NOT IN KNAPSACE,
ELSE Y (K)=1 :

INTEGER K,I,d,% ,
REAL P,W,PP,HW,M,PROFIT (100) ,¥EIGHT (100)
INTEGER%*2 Y (100)

SET THE CURRENT PROFIT €& WEIGHT IN THE KNAPSACK

LOCATE THE NEXT NOTE AS A CANDIDATE FCR THE KYAPSACK
J=K+1
FIT AS MANY iTEMS IN THE KNAPSACK UNTIL FULL

DO 10 I=J,N _ ,
IF (WH+WEIGHT (I).GT.M) GO TO 20
FU=Wd+WEIGHT (I)

PP=PP+PROFIT (1)

Y{I)=1

GO TO 10

CONTINUE
BOUND=PP+ (M~WH) *PROFIT (I) /¥EIGHT (T)
RETURN

CONTINUE

BOUND=PP

CONTINUE

RETURN

END
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SUBROUTINE PART(A,H4,P)

THE ELEMENTS IN THE ARRAY A ARE REARRANGED IN SUCH A HAY
THAT IF INITIALLY T=A (M)
THLN AFTER COMPLETION A{Q)=T FOR N<= Q< p-1,
A (K) <=T FOE N<=K<=Q AND A (K)>=T FOE Q<KK<LP
THE FINAL VALUE OF P IS Q

A, COKNTAINS ELEMENTS TO BE PARTITIONED

**** NOTE THAT N+1 ELEMENT HMUST BE ZERO LT
M, MBER OF ELEWMENTS TO BE PARTITIONED

P, POSLTION IN A WHERE PARTITTON OCCURS
V,I,TEMP WORKING VARIABLES

INTEGER P,I
REAL A (100),V,TEMP

INITIALIZE TO DEFINE THE FIRST & LAST
ELEMENTS FOR PARTITION

V=3 (M)
I=M

CONTINUE
I HOVES LEFT TO RIGHT

I=I+1

IF (A({I).LE.V) GO TO 20
GO TO 10

CONTINUE

P MOVES RIGHT TO LEFT -

p=p-1

IF (A(P).GE.V) GO TO 30
GO TO 20

CONTINUE _

IF (I.GE.P) GO TO 40

INTERCHANGE A(I) & A(P)

TENP=A (I)

A(I)=A(P) ’

A (P) =TEMP ' S
GO TO 10 L ' ' |

PARTITION IS AT POSITION P

CONTINUE
A (M) =A(P)
A (D) =V
RETURN
END
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TEL ELEZMEHTS I¥ TFI ALZaY A ADE EEAERANGED
THAT IF IKITIALLY T=2 (H)

TEEN AFTER COXPLFTION A(Q)=T FOR h<=D<=P-1,
L (R) <=T FOR H<=K<=2 AND & (K)>=T FOE Q<E<L?
THE FINAL VALUE OF P IS Q

A, CONTATKS ELEMENTS TC BE SORTED
*%*¥x NOTE THAT N+1 ELEMENT MOUST BE
N, NUMBLP OF ELEMENTS IK THE ALRTFAY

3*

ZEED =%

STACK, CONTATNS A PATRED SET DEFINTHG
OF L FOR PAETITIONING
TOP, THE CURRENT IKDEX FOR STACK
J,P,C, WORKING VARIABLES

TNTEGER STACK (100) /100%0/, 0P
IXTEGER §,d,P,0
EEAL A(100)

IRITIALIZE

COKTTNUE -
iP (P.GE.Q) GO TO 40
AKE
I¥
J=0+1

CALL PART(A,L,J)

DEPENDING ON THE INDEX J,
ELEXENTS OF THE PAERTITION
IF {(J-P).GEa (¢=J)). 20
STACK (TOP+1) =J+1

STACK (TOP+2) =Q

0=J~1

GO TO 30

CONTTNUE

STACK (TOP+1) =P

STACK (TOP+2) =J~1

P=J+ 1

COYTTNUE

GO TO

~ 89 -
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UPDATE LOCATION IN STACK .
TOP=TOP+2
NOX SQORT THE SMALLER SUBFILE

GG TO 10
CONTINUE

FOTHING IK STACK; AERERAY SORTED
IF (T0P.EQ.0) GO TO 6C

NOW SORT THE ELEMENTS DEFIKED EE STACK;THCSE IN
ALREADRY SORTED

C=STACK (TOP)
P=STACK {TOP~-1)
TOP=TOP=-2

GG TO 10

CONTIKNUE

EETUPN
EED

- 90 -
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SUBROUTINE FNDCST(TX,TY,MAXT,T,TCOST,SX,SY,44%S,5,SCNST,CO5T)

THE TEATFIC CCST, STOEAGE COST AND THE TOTAL COST ARE COMDUTED
FOR THE FILES INCURRING A TRFFIC OF T AND STORAGE OF S

TX, TRAFFIC VALUES ALONG THE X-AXIS

TY, TRAFFIC COST ALONG THE Y-AXIS

MAXT, MAXIAUK TRAFFIC VALUE

T, CURRENT TRAFFIC

TCOST, TRAFFIC COST CORRESPONDING TO THE CURRPENT TRAFFIC
SX, STORAGE VALUES ALONG THE X-AXIS

SY, STORAGE COST ALONG THE Y-AYXIS

HAXS, MAXINUY STORAGE VALUE

S,  CUBRENT STORAGE :
SCOST, STORAGE COST CORRESPONDING TO THE CURRENT STORAGE
CO0ST, TOTAL COST = TCOST+SCOST

INTEGER I,MAXT,HAXS »
REAL TX(TOO),TY(?OO),SX(?OO),SY(1OO),T,SLTCOST,SCOST,COST

DETERMINE TRAFFIC COST
IF¥ NOT WITHIN THE RANGE SPECIFIED, THEN:&AKI&UM CcosT

DO 10 I=1,MAXT
IF (TX(I).GE.T) GO TO 20
CONTINUE
TCOST = TY (HAXT)
GO TO 30 '

TCOST = TY(I)

DETERMNINE STORAGE COST
IF NOT WITHIN THE RANGE SPECIFIED, THEY HMAXINUM COST

CONTINUE .
DO 40 I=1,MAXS

" IF (SX(I).GE.S) GO TO 50
CONTINUE
SCOST = SY(MAXS)
GO TO 60
SCOST = SY(I)

SET TOTAL COST
COST=TCOGST+S5COST

RETURN
END
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SUBROUTINE ouTCST({D,S,SCOST,T,TCOST,COST, N)

THE D-VECTOR, STORAGE AND TRAFFIC AND TIUZ
ARE OUTPUTTTED :

D, BINARY VECTOR DEFINING WHETHER A FILE
S, STORAGE VALUE ~

SCOST, STORAGE COST CORRESPONDING FOR S

T, TRAFFIC VALUE

TCOST, TRAFFIC COST CORRESPONDING FOR T

CosT, TOTAL COST ' :

N, NUMBER OF ELEMENTS IN D

INTEGER N,I

INTEGER*2 D (100)

REAL S,SCoOST,T,TCOST,COST
WRITE(6,10) (D(I),I=1,N)
WRITE (6,20) S

WRITE(6,30) SCOST
WRITE({6,40) T

WRITE(6,50) TCOST

WRITE (6,60) COST
FORMAT('OD = *,10(1X,I5))

FORMAT (! X(D) = ?,F10.0)
FORMAT (* S(X) = ',F10.0)
FORMAT (' Y(D) = ',F10.0)
FORNAT (* T(Y) = ',F10.0)
FORHAT(' C = 1,F10.0)
RETURN

END
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SUBROUTINE HVECTR(U,V,H,S,N,NBAR,DPTR,%,PFTIN,VGTIN,Z1,%2,23,74)

THE H-VECTOR IS COMPUTEVD,AS U-v .
ARE OUTPUTTTED

U, . VECTOR CONTAINING TRAFFIC COST FOR FILES NOT STORFD

V, VECTOR CONTAINING TRAFFIC COST FORE FILES STORED

H, (0~V) .GT. O

S5, VECTOR CONTAINING STORAGE COST FOR FILES STORED

N, NUMBER OF FILES UNDER CONSIDERATION; NUMEER OF ITEMS

' IN THE U,V,S VECTORS ‘

NBAR, NUMBER OF ITEHNS

DPTE, POIWTERS FOR H, TO THE ORIGINAL LOCATION I¥ O,V

Z, BINARY VECTOR DEFINING WHICH FILES ARE TO RE SLOBED/NOT STORED
"1 = IF NOT STORED;ELSE O

PFTIN, PROFIT FOR SUSEQUENT KNAPSACK PROBLEM; STORAGRE COST.

WGTIN, WEIGHT FOR SUSEQUENT KNAPSACK PROBLVA' TRAFT IC COsT

21, TOTAL TRAFFIC COST FOR STORING FILE

'+ 22, TOTAL STORAGE COST

Z3;, TRAFFIC COST FOR NOT STOPRING ALL rII"Q
Z4, STORAGE COST FOR NOT STORING ALL FILES

INTEGER NBAR,N

REAL U(100),V{100),H(100),S (100),PFTIN (100),KGTIN (100)
REAL DIFF,Z1,22,23,74

INTEGER%2 DPTR{100),Z(100)

INITIALIZE . S L 5 ®

SUMD=0

"723=0

Z4=0
NBAR=0

FOR H, CHOOSE ALL FILES WHERE U.GT.V ,
ALSO KEEP KUNNING TAB OX THE STORAGE AND TRAFFIC COSTS

DO 10 I=1,N
DIFF=0(I)-V (I)
H(I)=DIFF
IF(DIFF.GT.0)GO TO 50
Z (1) =1
73=73+DIFF
ZU=7U4+S (I)

GO TO 10
CONTINUE

7 (I)=0
NBAR=NBAR+1
DPTR (NBAR) =TI
WGTIN (NBAR) =DIFTF
PFTIN (NBAER) =5 (I)

CONTINUE - - ’ : : ~
Z3= 71+23 7 , .

Zh= 72-24
RETURN
END
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SUBROUTINE UVECTR(U,V,XN)
THE U-VECTOR IS DERIVED BY ROTATING THE V-VECTOR

U, VECTOR CONTAINING TRAFFIC COST FOR FILES NOT STORED

V, VECTOR CONTAINING TRAFFIC COST FOR FILES STORED

N, NUMBER OF FILES UNDER CONSIDERATION; NUMNBER OF ITEMS
IN THE U,V VECTOKS

INTEGER N,ISTP/100/,81/0/,N2,TNXT,IBEG
REAL U(100),V(100)

INITIALIZE

IF(ISTP.LE.N) GO TO 30

N2=N-N1

N1=N1+1

ISTP=N1+1

CONTINUE

INXT=N+N1-ISTP

DO 10 I=1,N2
IBEG=INXT-I
IF(IBEG.LE.0) IBRG=IBEG+N
U {I)=V (IBEG)

CONTINUE

ISTP=ISTP+1

RETURN

END
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SUBROUTINE SETPW(PETIN,HGTIN,PRGFIT,WEIGHT,?FTWGT,?TP,H)

PFTIN, THE STORAGE COST

WGTIN, THE TRAFFIC COST . .
PROFIT, THE SORTED STORAGE COST

WEIGHT, THE SORTED TRAFFIC COST |
PFTKGT, PROFIT/WEIGHT RATIO FOR SORTING
PTR, POINTERS TO THE PRESOERTED ARFAYS

N, NUMBER OF ITEHNS IN THE ARRAYS

INTEGER N,I,J _

REAL PFTIN({100),%GTIN(100) ,

REAL PROFIT (100) ,WEIGHT (100) ,PFTHGT (100)

REAL TEMP . , _ g
INTEGEE*2 PTR({100) ' o -

CREATE PROFIT/WEIGHT RATIO ARRAY({1:N) "FOR SORTING -
SUCH THAT PROFIT(I)/WEIGHT(I) >= PROFIT(I+1)/WEIGHT(I+1)

DO 10 I=1,N ,

PFTUGT (I) =PFTIN(I) /HGTIN (I)
CONTINUE :
PFTHGT (N+1) =0

SORT THE PROFIT/WEIGHT RATIC IN DESCENDING ORDER

SORT THE PROFIT/WEIGHT RATIO IN DESCENDING ORDER
USING QUICKSORT/PARTITION

PROCEDURES DEFINED BY HORCWITZ & SAHNI IN
"FONDAMENTALS OF COMPUTER ALGORITHHS!

¥%% NOTE THAT N+1 ELEMENT IN PFTWGT MUST BE

CALL SORT (PFTWGT,N)

CREATE PROFIT € WEIGHT AKRAYS AS DEFINED BY THY SORTED
PROFIT/WEIGHT RATIO

PFTIN POINTERS IN PTR ARRAY TO KEEP TRACX OF CRGINAL ORDE?®
IN PROFIT & HWEIGHT

po 30 I=1,N
TEHP=PFTIN (I)/WGTIN(I)
DO 20 J=1,N _
IF (TENP.EQ.PPTWGT (J)) GO TO 40 . .

CONTINUE .
PTR{J) =1
PFTHGT (J) = -1
PROFIT (J) = PFTIN(I)
WEIGHT (J) = WGTIN (I)
CONTINUE :

LAST ITE#S MUST BE O FOR PROPER SORTING

PROFIT (N+1)= 0
WEIGHT (N+1)= 0
RETURN :
END
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\

SUBEOUTINE FNDCS (X,PFTIN,WGTIN,DPTR,PTR,D,FT,FS,N)

THE FINAL TRAFFIC VALUE AND THE STORAGE VALUES: ARE DETERHINED
AS DEFINED BY THE BINARY VECTOR X FROY PFTIN & ¥WGTIN VECTOES

X, BINARY VECTOR FROM THE KNAPSACRK DEFINING FILES T0O BEF SELECTE!

PFTIN, STORAGE VALUES

MAXT, MAXIMUM TRAFFIC VALUE

WGTIN, TRAFFIC VALUES

DPTR, POINTER TO THE ORIGINAL U,V VECTORS
PTR, POINTER TO THE PRESORTED H VECTOR

D, CPTIMUM BINARY D-VECTOR

PT, THE FINAL TRAFFIC COST

FS, THE FINAL STORAGE COST

N, NUMBER OF ITEHS IN X

INTEGER N
REAL PFTIN(100),WGTIN(100),FS,FT

"INTEGEFR*2 IPTR,I,J,X(100),DPTR(100),PTEK(100),D(100)

CHOOSE ONLY IF X=1; FINF THE INDEX FTROH PTR:; THEN FROM DPTR
KEEP RUNNING TOTAL OFTRAFFIC AND STORAGE '

po 10 I=1,N
IF (X(I).EQ.0) GO TO 10
J=PTR (I) o
IPTR=DPTR (J)
D{IPTR)=1 o
FT=FT+WGTIN (J)
FS=FS~-PFTIN(J)

CONTINUE

RETURN

END
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Appendix C

CHI-SQUARE TEST FOR INDEPENDENCE OF

ENCRYPTED DATA

(S.M. Wong)

c.1  INTRODUCTION

The following two problems are relevant to those schemes

cryptanalysts often use for breaking a cryptdéystem which

uses a publicly available encryption algorithm:

Problem #1

Problem ﬁg

For a fixed but arbitrary key, is there any
relationship between a certain portion of the

plaintext and a certain portion of the

- ciphertext?

For a fixed but arbitrary plaintext, is there

any relationship between . a certain portion of

the key and a certain portibn'of the ciphertext?

If the answer to Problem #1 is “ves®, a cryptanalyst will

be able to derive that portion of the plaintext by analyzing

the corresponding portiqn' " of the . ciphertext for a

cryptosystém which is using a fixed key (thbugh unknown td

the attack). Although that portion may be just a small part

of the entire plaintext, an experienced cryptanalyst may
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find it very helpful for conjecturing or deducing the whole
plaintext. Similarly, if the answer to Problem #2 is “yes”,
a cryptanalyst will be able to derive the key by applying
the algorithm on a known plaintext. In short, if some
portions of the key, the plaintext and the ciphertext are
found to be dependent, the encryption algorithm will become
unsecure or even totally useless.

Thus, these two problems should be an important concern
for encryption algoritpm designers and users. However, as
far as we know, very little research has been done with the
objective of showing, either mathematically or
experimentally, that the existing encryption algorithms are
insensitive to this kind of troubles. Because of the
complexity of these algorithms, rigorous mathematical proofs
seem to be dut of reach. In the following, we investigate
these two problems by means of\ a statistical technique,
namely - the Chi—équare test for data independence. The
technique is applicable to a general encryption algorithm.
However, our tests are done on the DES (Data Encrjption
Standard) algorithm, because it is well knoWn.

In Section C.2, we review briefly the methdd of Chi-
square test of independence. Section C.3 describes our test
process of applying this technique on the DES ‘Algorithm,.

Section C.4 presents the test results and discussions.
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C.2 CHI-SQUARE TEST OF INDEPENDENCE

For compleﬁéness, we briefly review the Chi-square test
here. |

Suppose a sample of N outcomes ﬁave been collected from a
bopulation. These outcomes aré grouped according to ﬁheir
values of +two nominal variables describing the population.
For example, a population of students may bé described by
their examination marks and their heights. We want to find
out whether. these two variables are independent or not by
applying fhe Chi-square test‘on the observed frequencies 6f

these groups.

Procedure of the Chi-square test

In a Chi-square,test, we begin with the null hypothesis
that the twé nominal variables are independéent. The test is
then used to determine whether "~ the hypothesis shoula be
accepted or rejected} The process has the fbllowing steps:
i) Form a contiﬁgency table of cells wusing the two
ndminai variables as its row and column indices.
The  pair of values of the'two variables for an
outcome specify the cell it belongs to. After N
outcomes are measpfed, the observed frequency Oq,,
i.e., the number of outcomes belonging to cell
(i,j),lis fecorded. ‘v |

ii) From the observed values of this contingency table,

calculate Ehe,expected frequencies:Egi as follows:
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1ii)

_ iv)

v)

Eii = "'"'f'—a"' r i'-=_.l,2'eo-.or.
N ’ j = l’2’l.¢..Cl
where ELa = expected_frequency‘for cell (i,3).,

Ry = sum of the frequencies in row i,

Cj = sum of the frequencies in column j,

N = sum of the frequencies in all cells,

r =_numbe£ of rows of the contingency
table,

¢ = number of columns of the contingenct
table,

Compute the Chi-square value, xz, by the following

formula
v ¢
(0;; = E¢y)
a3 g -sll
| e By o
where O;; = observed frequency in cell (i,j) of the

]
contingency table.

Compare the computed Chi-~square value ﬁz_with a
criticél valué obtained from a Chi—square table
(also cailed rejéction regions) at a spec¢ified
significancé 1evel‘ éi and degree of freedom, df.
Only_a one-tailed test‘is appropriafe°

If the computed Chi-square value equals or exceeds
the Chi-square table‘value, the null hypothesis of
indepéhdencé is 'réjectéd. Otherwise, it 'is

accepted.
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C.3 APPLICATION OF CHI-SQUARE TEST ON THE DES ALGORITHM

We have conducted two sets of tests, one for Problem #1
and another for Problém #2. The test processes/are explained
below while the results will be described in Section C.4.

i) Experimental process for Problem #1 (fixed key)

For Problem #1, with the key unchanged, the set
of all possible (plaintext, cipheftgxt) pairs form
the population. The two norminal variables
deécribing the population are a specified portion
of the plaintext and a specifiéa portion of the
ciphertext:

..Each experiment consists of N cycles. Each cycle

applieé the DES algorithm once to get a (plaintext,

ciphertext) pair as an outcome. The first cycle

chooses an arbitary key and piaintext, bbth'64 bits
long. In the other cycles, the'same key_isfﬁsed but

the dipﬁertext of the previous cycle is used aé thé

plaintext., (It is reported (GAIT77) that the DES
algorithm-can be used as a random bit generator.

Thgs, a plaintext generated in this  way can be

considered as random.)

In each cycle, the value of avspecified portion
of the plaintext and the wvalue of a specified
péftién'of the ciphertekt,are used as Ehe.row énd
column numbers, respectively, for aetefmining the

cell 1location in the contingency table. The

frequency of that cell is then iﬁcreased.by one.
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After N cycles, the Chi~-square value is computed
and the hypothesis 1is tested according to the
method described in Section C.2.

Ekperimen£a1 process for Problem  §2 (fixed

ii)
plaintext)

The same concept and process as for Problem #1
are adopted for Problem #2, except that the
plaintext and the key exchange their roles. Tbe
plaintext is now fixed in all cycles while, in each
cycle, the ciphertext of the previous cycle is used

i as the new key.
c.4 TESTS AND DISCUSSIONS
‘ Tests: {(see also Sec;tion C.3)
The data and results 6f oﬁr test are explained 1in the
_foilowing:
i) Since software for the DES encryption and

decryption algorithms is not available in the
literature, a lot of efforts ﬁave been spent in
their coding. Table C.1 shows parﬁvof‘oqutests on
the validity of our coding, The 64-bit key and
plaintext,are chosen arbitrarily. The encryption
algorithm is then\applied_ td_gene;ate the 64-bit
ciphertext. Then, Athis ciphertext is used as the
plaintext for the decryption algorithm. The same

key as for the encryption test is used. The output
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11)

of the decryption test shows the cbmplete recovery

of the plaintext in the encryption test by the

‘decryption algorithm.

Twenty-one tests have been performed for each of
ﬁfoblem 41 and Problem #2. Results are summarised
in Tables C.2 and C.3, respectively. 1In . these
tables, each row shows the data and thé-résults of
one test. The total frequency (i.e., sample size)
for eaéh tesf has been chosen between 500 to 3000,
dépending on the degree of freedom used. The bit
positions of tﬁe plaintext and the ciphertext are
chdseh arbitrarily. Rejection'regioné aréﬂobﬁained
from the Table of Chi-square distribution (BEYE)
with 1% significénce level. The Chi—squafé vaiues
are calculated by the method deécribedA in Section
c.2. | |

For a statistical test, increase in the sample
size _will decrease the two types of errors
mentioned in Section C.2. - Also, 'acéording to
Roscoe (ROSC69), a sample size between 30 tb 500 is
usually adequate for this type of behavioural
research. The sample size for our Chi-square data
independenée teéts are between 500 to 3000. These
are much greater than this requirement and should
therefore give us a high 1level of confidence about

our test results.
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®

iii)

As shown in Tables C.2 and c.3, the computed
Chi-square values are all lesé‘than ‘the réjection
regions at a significance level of 1%. Therefore,
the hypothesis of independence . between the
specified portion of the plaintext and the
specified portion of the ciphertéxt‘is accepted.
The hypothesis of independence between the
specified portion of the key and the specified

portion of the ciphertext is also accepted in all

_of our tests.

As illustrations, two typical examples'of our Chi-
square tests for Problem #1 and #2 are given and
shown in Figures C.l1l and C.2. These figures éfe
self-explanatory. The inputs and outputs for both

examples are explained below and Figure C.3 shows

‘the actual input data of Example 2.

The‘following daﬁa ére iﬁputf(séevFigure C.3):

* First line: Total freéuencj;jﬁnﬁber'of bits
to be tested in the piaintext
or key, and _number of bits
to be tested inithe'ciphertéxt.

*¥* Secone line: Positions of_ thé'bits in the

-plaintext/key.

* 3rd liné:: Pdsiﬁions of the biﬁs_in the
ciphertext. |

* 4th Aliné: ~ Fixed key? p;int'£ab1é? (“1” for

P

“yes”, “0° for “no”).
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*

*

*

The

5th line: significance le&el and rejectioh
region.
Lines 6 to:86:Data‘required*f6r the DES-
| algorithm (NBS 77).

Last 4 1ineé: 64-bit long plaintext and key.

following data are output (see Figures C.1l and

C.2

*

*

) |
Statement of hypothesis.

~The 64-bit fixed key (for Problem #1) ‘or

" plaintext (for Problem #2) used.

3 k3

%

*

*

*

Contingency table (output is optional).

Sum of the frequencies in all cells.
Positions ofthe specidiea but'fiXed portion of
the plaintext/key.

Positions of the specified but fixed portion.
of.the ciphertext.

ﬁegrees of freedom.

Significance level.

Rejectioh regions.

Computed Chi-square value.

Conclusion about the hypothesis.

Total CPU time for the run.

The results recorded in Figure C.l show that the

hypothesis of independence between the specified
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PO -

portion (bits 1 and 2) of the plaintext and the
specified portion (bits 3, 4 and 5) of the
ciphertext is accepted. Also, the results recorded
in Figure C.2 show that the  hypothesis of
independence between the specified portion of the
ciphertext (bits 1, 2 and 3) and the specified

portion (bits 1, 2 and 3) of the keyAis accepted.
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Table ¢.1 Data df the DES Encryption and Decryption Algorithms.

Data for the DES encryption algorithm: -

Key
Input (Plaintext)

Output'(Ciphertext)

10101110

01001111

11001000

10100101
11100010

00101100

00100110
11110010

00111010
10000001

11000111
10000101

Data. of the DES decryption algorithm:

Key
Input (Ciphertext)

Output (Plaintext)

10101110
01001111

11100010
00101100

11001000
10100101

00100110
11110010

11000111
10000101

00111010
10000001

10110000 -
10011010

10111010
11101010

01101100
01001101

10110000
10011010

01101100
01001101

10111010
11101010

00111100
00001111 -

01111100
01100011

01101011 -

00100011

00111100
00001111

01101011
00100011

01111100

01100011

- 107 -




Table C.2 For a fixed key, Chi—squére Independence Test between any portion of the plaintext and any portion of
the ciphertext of the Data Encryption Standard Algorithm (DES).

ouVlL

Test Total Bit Positions Bit Positions Degree of Rejection Chi- Significance Hypothesis
No. Frequency of Plaintext of Ciphertext Freedom Regions square Level ' -
1 500 1,2 1,2 9 21.67  6.53 0.0 accepted
2 500 7,8 7,8 9 21.67 13.94 0.01 accepted
3 500 6,7 6,7 .9 21.67 3.67 0.01 accepted
4 500 1,2 . 3,4 9 21.67 10.93 0.01 accepted
5 500 1,2 3,4,5 21 38.93  22.02 0.01 accepted
6 500 3,6 1,2,5,8 45 69.96 36.90 0.01 accepted
7 500 5,7 1,2,3,4,5,6 189 238.28 192.73 0.01 ~ accepted
8 1000 4,5 1,2,3,4,5,6,7 381 468.72  427.60 0.01 “accepted
9 2000 1,7 1,2,3,4,5,6,7,8 765 843.00 783.60 0.01 ~ accepted
10 500 1,2,3 1,2,3 49 74.92 45.90 0.01 accepted
11 500 3,4,5 3,4,5 49 74,92 47.08 0.01 accepted
127 500 1,3,5 2,4,6,8 105 141.62 100.34 0.01. accepted
13 - 500 3,4,5 1,2,3,4,5 217 271.12  222.34 0.01 accepted
14 1000 1,2,3 1,2,3,4,5,6 441 522.72 473.80 0.01 accepted
15 1500 1,2,3 1,2,3,4,5,6,7 889 1001.61  921.77 0.01 accepted
16 2000 1,3,5 1,2,3,4,5,6,7,8 1785 2150.00 1730.59 0.01 accepted
17 500 2,5,7,8 2,5,7,8 225 277.29  191.85 0.01 accepted
18 500 - 1,2,3,4 5,6,7,8 225 T 277.29  220.30 0.01 accepted
19 2000 | 1,3,4,5 1,2,3,4,5,6,7,8 3825 4210.80 3774.35 0.01 accepted
20 - 1000 1,2,3,4,5 1,2,3,4,5 - 961 1054.31  985.53 0.01 accepted
21 3000 1,2,3,4,5,6,7 1,2,3,4,5,6,7 16129 22700 16000 0.01 accepted




Table C.3 For a fixed plaintext, Chi-square Independence Test between any portion of the key and any portion of

the ciphertext of the Data Encryption Standard Algorithm (DES).

Test

Bit Positions

Total Bit Positions Degree of Rejection Chi- - Significance Hypothesis

No.  Frequency of Key of Ciphertext Freedom Fegions-  square Level

1 500 1,2 1,2 g 21.67 - 10.28 0.01 accepted.
2 500 7,8 7,8 9 21.67 8.67 0.01 accepted
3 500 6,7 6,7 9. 21.67 5,58 0.01 accepted
4 500 1,2 3,4 9 21.67 8.64 0.01 aécepted -
5 500 1,2 3,4,5 21 38.93  18.42 0.01 accepted
6 500 3,6 1,2,5,8 45 69.96 43.20 0.01 accepted
7 500 5,7 1,2,3,4,5,6 189 238.28  204.33 0.01 accepted
8 1000 4,5 1,2,3,4,5,6.7 381 468.72  385.88 0.01 " accepted
9 2000 1,7 1,2,3,4,5,6,7,8 765 843.00  806.55 0.01 accepted
10 500 1,2,3 1,2,3 .49 74.92 46.71 - 0.01 accepted
11 500 3,4,5 ' 3,4,5 49 7492 40.30 0.01 ‘accepted

12, 500 1,3,5 2,4,6,8 105 141.62 .  89.23 0.0l accepted
13 500 3,4,5 0 1,2,3,4,5 217 271.12  237.79 0.01 " accepted
14 1000 1,2,3 1,2,3,4,5,6 441 522.72 454,61 0.01 “accepted
15 1500 1,2,3 1,2,3,4,5,6,7 - 889. 1001.61  812.89 0:01 ~ accepted
16 2000 1,3,5 1,2,3,4,5,6,7,8 1785 2150.00 1852.18 0.01 accepted
17 500 2,5,7,8 2,5,7,8 225. 277.29 . 258.97 0.01 . accepted
18 500 1,2,3,4 5,6,7,8 225 277.29  204.16 0.01 accepted
19 2000 1,3,4,5 1,2,3,4,5,6,7,8 3825 4210.80 3812.26 0.01 accepted
20 1000 - 1,2,3,4,5 1,2,3,4,5 961 1054.31  927.31 0.01 accepted.——
21 3000 1,2,3,4,5,6,7 1,2,3,4,5,6,7 116129 22700 16200 . 0.01 accepted
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Example 1
HYPOTHESIS t FOR A FIXED KEY, A CHOSEN BUT FIXED PORTION OF CIPHERTEXT IS
INDEPENDENT TO A CHOSEN BUT FIXED PORTION OF THE PLAINTERT.

FIXED KEY ¢ 103021110 00100110 10110000 00212100 01001111 111310010 310032010 00001111
CONTINGENCY TABLE I

o
[y
[,
(]
=
n
-}
-
-t
(=]
-d
>
~

13 17 1% 27 17 ¢ 10 14 122
9 16 17 16 22 14 14 14 122
20 15 22 16 19 14 15 13 134 ' -

1¢ 16 18 14 11 28 14 g 122

TOTAL ¢ 61 66 72 T3 69 56 53 S50 500
SUM OF THE FREQUENCIES FOR ALL CELLS 3 500

POSITIONS OF THE CHOSEN BUYT FIXED PORTION OF THE PLAINTEXT? 1 2

‘POSITIOGNS OF THE CHOSEN BUTY FIXED PORTION OF THE CIPHERTEXT? 3 4 g

DEGREE OF FREEODOFM 3 21
SIGNIFICANCE LEVEL? , 0,0L00
REJECTION REGICNS 3 36,8300

CH1l SQUARE ¢ 22.015%

(CONCLUSIDN FROM THE TEST ABOUY THE HYPOTHESIS? THE HYPOTHESIS OF INDEPENDENCE IS ACCEPYED.

TOTAL CPU TIME USED ¢ 21,2200 SECONDS.

Figure C.1 Computer output of the Chi-square indepehdence test between the plaintext and the ciphertext
(for a fixed key) of the DES Algorithm.




Example 2

MYPOTHESIS ¢ FOR XED T F ON OF
Is ENO ED ME K

]

LA TEX A HOo N BU
T A S 8 FIX

0

E
R

-4 O

ORT
N O

-t Z
i =4

HE CIPHERTEXT
Yo

A

X e
0 10

ot 17y

A F1 IN Ty c SE
INDEP E 7O CHOSEN U

FIXED PLAINTEXT ¢ 131001000 00132010.10111010 ©33112200 20100103 10000003 131201030 01100011
CONTINGENCY TABLE ’ ' - ‘

i o 1 2 3 4 5 8 7 TOTAL
_____ :______-_‘--_---_---________
o 1 10 S 11 15 6 7 B3 6 69 ‘
1 : 6 & 12 5 5 11 7 8 61
2 : 10 7 & 8 6 3 8 6 57
3 .: 12 7 10 7 4 13 12 7 72
4 : 8 o 4 5 T 10 7 & =3
5 : & 8 5 9 6 10 11 10 65
6 : 10 7 3 14 10 3 9 38 §7
7 : 7 10 4 8 9§ 5 8 5 56
..... b
{
TOTAL 1 68 62 57772 53 64 BT 56 500
'SUM OF THE FREQUENCIES FOR ALL CELLS. 500
APOSITIONS CF THE CHOSEN BUT FIXED PORTIDN OF THE KEYL 1 2 3
POSITIONS OF THE CHOSEN BUT FIXED PORTION oF THE CIPMERTEXT: 1 2 3
DEGREE QF FREEDOM : 4y
SIGNIFICANCE LEVELY - 0.0100
REJECTION REGIONS 3 74.9200
CHI SQUARE & 46,7060

CONCLUSION FROM THE TESY ABOUT THE HYPOYHESIS? THE HYPOTHESIS OF INOEPEMNDENCE IS ACCEPTED.
TOTAL CPU TIME USED 1 21,2580 SECONDS, .

-

Figure C.2 Computer output of the Chi-square independence test between the key and the ciphertext (for a‘ixed '
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9 1 10 14

13 011 7 4 5 512 215 8 6
1 4111312 5 7141015 6 8 0 5 9 .2
61113 8 1 410 7 9 5 01514 2 5 12

13 2 8 4 61511 110 9 514 5 012 7
11315 810 5 7 412 5 611 014 9 2
711 4 1 91214 2 0 6101315 5 5 8

2114 7 410 8131512 9 0 5 5 6 11

16 7 20 21 -

29 12 28 17
113 25 26
3 18 51 10
2 8 24 14

32 27 5 9

19 13 50 6

22 11 4 23

37 49 41 55 25.17 9
1 38 50 42 54 26 18
10 2 39 51 45 55 27 -

63 55 47 59 31 23 15
7 62 34 46 58 50 22
14 6 61 35 45 57 29

14 17 11 24 1 3
3728 15 6 21 10
2319 12 4 26 8 -

16 7 27 20 13 2 : | ¢

41 32 51 57 47 55 o

3020 51 45 53 48, o

44 49 39 56 54 53 | o

46 42 30 56 29 52

1122222212222221 :
l10010000022110101012111010011121001101
0010»11000000111110212020011000112
1010111000100110101100000021111200010
011111111001010011102100000111221

Figure C.3 Example of input data.
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Discussions:

From the results of our tests, we can make the following

remarks:
i) The DES algorithm is insensitive to cryptanalytic
attacks

The results as recorded in Table C.2 show thaé}
at a 1% significance level, there ié no close
‘relationship between a portion of the plaintext and
a portion of the ciphertext. Thus, a cryptananalys£
will not be able to derive the plaintext ffom the
ciphertext without knowing the encryption key.
'This implies that a DES cryptosystem can be ruled
out from ciphertext-only attacks.

Similarly, the results as recorded in Table C.5
show that, for a fixed plaintext, a portion of the
key is independent of>ai portion of the ciphertext.
Thus, it is impossible for a cryptanalyst to derive
the key by applying the DES algorithm on a known
plaintext. 1In other'wéyds, the known plainﬁext
attack and chosen plaintext attack can also be

ruled out for the DES algorithm.

ii) Applicability of our method to Telidon instructions

A Telidon system is more susceptible to
ciphertext-only attacks because Telidon- data

streams have special structures.
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A  Telidon PDI has only 32 different opcode

‘formats. They are also publicly . known. If the

opcode portion of a PDI is found to be related with

a certain portion of the ciphertext, a cryptanalyst

will bé able to deduce the most impbrtantA part,
i.e., the opcode, of the PDI without having to know
the key beiﬁg used. The probability of success in
this kind of attacks is high since the number of

possible PDI variations is small and they usually

appear in certain patterns.

Our results imply that DES .is a secure
cryptosystem for data composed of  Telidon

instructions.
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