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pour la défense Canada

CAN UNCLASSIFIED

Applying Information Foraging Theory to Military
Intelligence Analysis: Project Summary

David J. Bryant
DRDC – Toronto Research Centre

Prepared for: Rachel Remington, Director of Transnational and Regional Intelligence, Canadian Forces
Intelligence Command

Defence Research and Development Canada
Scientific Letter
DRDC-RDDC-2018-L050
May 2018

CAN UNCLASSIFIED



CAN UNCLASSIFIED

IMPORTANT INFORMATIVE STATEMENTS
This document was reviewed for Controlled Goods by DRDC using the Schedule to the Defence Production Act.

Disclaimer: Her Majesty the Queen in right of Canada, as represented by the Minister of National Defence (“Canada”), makes no
representations or warranties, express or implied, of any kind whatsoever, and assumes no liability for the accuracy, reliability,
completeness, currency or usefulness of any information, product, process or material included in this document. Nothing in this
document should be interpreted as an endorsement for the specific use of any tool, technique or process examined in it. Any reliance on,
or use of, any information, product, process or material included in this document is at the sole risk of the person so using it or relying on
it. Canada does not assume any liability in respect of any damages or losses arising out of or in connection with the use of, or reliance
on, any information, product, process or material included in this document.

Endorsement statement: This publication has been published by the Editorial Office of Defence Research and Development Canada, an
agency of the Department of National Defence of Canada. Inquiries can be sent to: Publications.DRDC-RDDC@drdc-rddc.gc.ca.

c⃝ Her Majesty the Queen in Right of Canada, Department of National Defence, 2018

c⃝ Sa Majesté la Reine en droit du Canada, Ministère de la Défense nationale, 2018

CAN UNCLASSIFIED



Defence Research and
Development Canada

Recherche et développement
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Background
This Scientific Letter responds to a request from Rachel Remington, Director of Transnational and
Regional Intelligence, Canadian Forces Intelligence Command to the author to provide a summary
of work completed under the Joint Intelligence Collection and Analysis Capability (JICAC)
project to explore the application of Information Foraging Theory (IFT) to the military intelligence
domain. Interest in IFT was motivated by the issue of information-overload faced by military
intelligence analysts. Due to the rapid rate at which information technologies have evolved,
analysts have access to ever-increasing amounts of information but limited time in which to find
and process pertinent information for sense-making activities. IFT, as a theory of optimal search in
the information space, has the potential to yield useful insights into training and support for
analysts.

Project Deliverables
The work perfomed included a literature review examining the basic principles of IFT and their
application to information search by intelligence analysts (Bryant, 2014). Another report examined
the concept of optimal stopping and described models of several types of information search tasks
(Bryant, 2017a). Heuristic stopping rules were identified as potential methods to guide analysts’
information search. Research also examined whether humans naturally exhibit adaptive
information search behaviour in a simulated intelligence analysis task (Bryant & Li, 2016;
Bryant, 2017b). A PowerPointTM presentation was created as an introduction to IFT in the context
of intelligence analysis (Bryant, 2017).

The results of this work demonstrated that IFT addresses the core issues of information search.
Specifically, IFT lays out models to explain how an information forager should determine the
kinds of information to pursue (“diet” models), how to allocate attention and time to different
sources of information (“patch-leaving” models), and how to employ semantic cues to improve the
efficacy of searches (“information scent”). The principles of IFT were also found to be
well-establised, based on extensive research on optimal foraging theory and studied in the context
of both lab-based experimentation and practical, real-world information search tasks. The most
significant practical implications of IFT have accrued in the realm of digital information systems,
including the World Wide Web (WWW). Here, IFT has inspired improved designs for information
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systems that reduce costs of information search and led to development of various tools that
augment a user’s ability to search (e.g., Fu, 2012; Shrinivasan & van Wijk, 2008).

Impact of IFT

There are two levels at which to consider the potential of IFT to promote better support for
intelligence analysis: a) a broad level of general principles for effective information foraging, and
b) a detailed level of procedures by which information foragers can optimize their information
foraging performance within specific task environments.

At the broad level, IFT’s description of information foraging as an activity aimed at maximizing
obtained value in relation to cost, using models of diet selection, patch-leaving, and
scent-following, lead to practical suggestions concerning how to make information foraging easier
and more profitable. These suggestions centre on designing information systems in ways that
reduce costs associated with search and exploitation (e.g., organizing information in patches by
conceptual relatedness rather than physical media). As noted, many such efforts have already been
successful.

At the detailed level, IFT provides methods for computing truly optimal information performance
but only in situations in which precise and accurate meta-data concerning the information
environment and task (e.g., the value of each item of information, times to perform search and
exploitation activities, both short- and long-term gain functions) are available, and the forager has
the cognitive capability to process these data. Because it is extremely difficult to assess all the
necessary meta-data, or provide sufficient information processing support to compute optimal
behaviors in real-time, the detailed level of IFT does not provide easy solutions to improving
information foraging performance.

Advanced intelligence production paradigms

The value of IFT at the broad level can be seen in the theory’s relation to advanced paradigms for
intelligence production developed by the United States intelligence community (Roy et al., 2017).
Two of these initiatives are of particular interest: Activity-Based Intelligence (ABI) and
Object-Based Production (OBP). ABI organizes data collection around activities, interactions, and
properties associated with a specific entity, population, or area of interest. A variety of methods are
employed to discover correlations and links about the target entity using multiple data sets.
OBP organizes data collection around “objects” (people, facilities, units, events) that are tangible
in space and time. The goal is to link data from disparate sources in a way that is readily
understandable to analysts. Data linked to an object are readily available to anyone interested in
that object, which is not the case when raw data are segregated in separate data sets, as that requires
an analyst to systematically search for data multiple times and then manually correlate that data.

At a broad level, IFT fits well with the underlying concepts of ABI and OBP. ABI, for example,
makes “data neutrality” a central principle, meaning that data from all intelligence domains are
correlated early in the process. Thus, ABI reduces the separation of information by type or
modality and, instead, focuses on the value of information to underlying events and objects. This
establishes a common currency for the evaluation of information value, in line with a fundamental
assumption of IFT. ABI also relies on georeferencing to correlate multiple sources of intelligence
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data across time and space, creating an external information space in which information foraging
can take place.

OBP is about organizing data from multiple data sets in a way that is both logical and readily
sharable. In this fashion, OBP promotes the organization of data into intuitive patches that are
easier to navigate, with relevant information associated with objects rather than a particular
intelligence type. Organizing the information space in terms of objects and events makes it easier
for analysts to make decisions about the value of information and how long to search in a given
patch. According to IFT, a simple information space allows for more effective foraging.

The goals of the advanced paradigms (Roy et al., 2017) also align closely with the principles of
IFT. First, these paradigms seek to shift the focus of analysis from documenting what is
known—the locations and status of known entities—to discovery of what is unknown. This makes
intelligence analysis more explicitly an information foraging activity. Rather than compiling data,
an analyst actively searches through data for information to guide hypothesis generation and
pattern discovery.

A second goal of these paradigms is to harness the potential of so-called “big data” (Roy et al.,
2017). ABI explicitly relies on the integration of large, multi-domain data sets. Indeed, Roy et al.
(2017) remark that “With ABI, analysts will “live” within the ocean of data and use naturalistic
methods ...”, which highlights the similarity of ABI’s core concept to the view in IFT of humans as
“informavores” constantly seeking and consuming information in a vast information space. If ABI
principles are accepted in the intelligence community, the clear implication is that the information
space of analysts will become increasingly large, requiring a more optimized foraging process.

Overall, the new paradigms of intelligence production are about changing the traditional
intelligence cycle (Roy et al., 2017). These paradigms seek to replace the linear and stovepipe
approaches in which information is integrated, often by different analysts than those who collected
the data, late in the process, hurting overall understanding. But in ABI methods, analysts have
access to raw data not just written summaries.

The ABI and OBP paradigms put greater emphasis on flexibility in data collection, allowing
discovery of patterns of activity to drive collection requirements. This leads to a more iterative and
adaptive collection process, in line with the principles of IFT. Assessing the value of each piece of
data demands that the information be related to the analysis questions and goals of the analyst.
Research has demonstrated that an individual’s comprehension and retention of information are
dramatically enhanced when the individual is actively involved in the search and evaluation of raw
data (e.g., Rieh et al, 2016).

The way ahead

IFT describes normative procedures for information collection, which bear on a fundamental
problem facing analysts. However, IFT is primarily a descriptive approach to identifying optimal
search behaviours within a given information environment, rather than a cognitive model. IFT
illuminates the conditions the forager must fulfill to achieve optimized performance; it does not
specify the decision processes needed to achieve those conditions. This limits the usefulness of
IFT at the detailed level of application.
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It may be possible to prescribe optimal behavior in real-time using models of patch-leaving
strategies in the context of common information search tasks (Bryant, 2017a). The many obstacles
to implementing a system to guide real-time optimal foraging, however, must be carefully
considered. First, in addition to substantial computation, determining optimal behavior requires a
great deal of meta-data concerning the information environment and forager’s foraging history, as
well as assumptions concerning the definition of information value that can be difficult to
operationalize. Second, although a forager’s behavior can often be tracked when using an
information system, critical features of the information environment may be undefined. IFT
requires a precise specification of environmental factors, such as the distributions of resource items
within and across patches, the rates of encounter of information patches, and so on. These are
generally not obvious and require work to uncover. In the context of real-time user assistance, the
time and effort of describing the information environment—which can radically change as a
forager’s task requirements and goals change —render environment factors opaque. Finally,
although tracking meta-data pertaining to the forager and the information environment is possible
in the context of computer-based information systems, such data are not always available. In any
event, computer-based information systems, although commonly used and increasingly important
to intelligence analysis, do not define the entirety of information gathering. Even when meta-data
are available, determining optimal strategies require extensive computation with the aid of
computers (Green, 1988). No human can be expected to perform, unassisted, the computations
described by IFT to determine in real-time what choices to make in foraging.

A less rigorous, but more tractable, approach to support information foraging is to identify search
strategies that are generally optimal and guide analysts to use these in their information gathering
activities. Green (1988) demonstrated that the applicability of simple search heuristics depends on
the way useful information is distributed across patches in the information space. For example, if
the amount of useful information available in a given patch is described by a Poisson distribution,
the Fixed-Time heuristic (forage in each patch for a fixed amount of time) will be the optimal
decision rule. It is not known, however, how relevant information tends to be distributed across
patches within information environments. Although many studies have examined the total amounts
of information located throughout the WWW, these do not speak to the distribution of information
useful to a given forager’s information search. Furthermore, because each information search will
have unique goals and context, it is unclear that there is common distribution governing where a
forager will find useful information. Nevertheless, this remains an interesting question and, should
a general rule of distribution be possible, the use of simple heuristics would make a lot of sense for
analysts performing information search.

Of course, it remains an open question as to the extent that analysts can be expected, as a function
of their normal information search behavior, to perform such tasks in an optimal, or near-optimal,
fashion. The program of experimentation was intended to discover natural information gathering
strategies and compare these to optimized models. The program, unfortunately, was not as
successful as initially hoped for. Two experiments were completed that provided a very
preliminary test of the hypothesis that humans generally conform to principles of optimal search
when performing a simulated analysis task (Bryant, 2017b). Limited availability of analsysts as
participants prevented a deeper exploration of the question. Research on this issue is sparse in the
literature and somewhat contradictory. Nevertheless, indications do suggest that when information
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systems are designed in ways that make it easier to forage according to IFT principles (e.g., reduce
navigation costs, make the patch structure of the information environment more apparent to the
user, etc.), then people are more effective and efficient in their information searches
(e.g., Athukorala et al., 2014; Wu et al., 2014). A shift in the intelligence analysis process toward
the ABI and OBP paradigms would capitalize on this fact.

Although IFT is primarily descriptive, it nevertheless offers principles that can be useful within the
overall context of information collection. Thus, at the broad level of application, IFT provides a
wealth of concepts to enhance information gathering procedures and systems (Pirolli, 2009).
A model that explains peoples’ behavior in using information systems can be used to diagnose
inefficiencies and develop better, more intuitively applicable, processes. Thus, the bulk of the
practical value of IFT so far realized has come from work on the design of digital information
systems, including tools for use on the WWW. Numerous researchers have attempted to apply
IFT principles to the design of information systems, including interface designs and tools to
augment users’ ability to search optimally (Bryant, 2014). Some applications, such as the
Lumberjack system, have been designed to harness the collection of user meta-data by web sites
(web sites record user interactions in some way, such as links clicked, time spent on page, etc.)
to predict information goals and generate guidance to the user to assist in locating relevant
information (Chi et al., 2001; Chi et al., 2002). User monitoring systems can track the accuracy
of navigation links or generate predictions concerning the value of navigation links based on
implicit models of the user’s information goals. Such IFT-inspired systems have been helpful to
designers of information systems in other domains (Athukorala et al., 2014), and there is every
reason to expect that development of information systems for intelligence analysts could likewise
benefit.

Conclusion

IFT concepts should be brought into the design process associated with the development of
information systems under the JICAC project. Systems should be designed with the explicit intent
to reduce the costs of information search. Many examples of successful IFT-inspired design exists
and these examples can be used to guide system and interface design.

A decision should be made concerning the level, broad versus detailed, at which to pursue further
research on IFT. It certainly appears that the greatest impact of IFT on information gathering in the
intelligence analysis domain will be realized at the broad level. Organizing information gathering
along the lines put forward by emerging advanced intelligence production paradigms
(Roy et al., 2017) would be a substantial step towards this goal. People working in the JICAC
project should consider additional ways to restructure policies and procedures to facilitate effective
information foraging within these paradigms. In contrast, there seems to be limited potential for an
IFT-based information system at the detailed level. The technical issues with this approach are
large and the potential benefits uncertain.

Prepared by: David J. Bryant (DRDC – Toronto Research Centre).
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