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Abstract

This report summarizes the work done under Task 2 of contract W7714-176210/001/IPS. This work
includes design and implementation of Electronic Counter Measures (ECM) techniques for the
Adaptive Multi-Function Radar (Adpat_MFR) simulator and evaluation of Adapt_-MFR’s detection
and tracking performance against ECMs given different system setups including single or multiple
radar scenarios, varied false alarm rates (FA), tracker gate size, and beam scheduling technique.
The implemented ECMs include range gate pull off (RGPO) on the target, and standoff jamming
broadcasting narrow-band noise or white noise covering a specified bandwidth. The existing FA
routine in Adapt_MFR has also been modified by adding FAs to the system on all scans, including
detection scans.
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1 Introduction

Defence Research and Development Canada Ottawa (DRDC Ottawa) has contracted C-CORE with
contract W7714-176210/001/IPS, to provide Programmer/Analyst support services to generate sim-
ulated radar data and to process and analyze radar data that has been generated through simulation
or experimental trials. As part of this “as and when requested “contract, C-CORE has undertaken
Task 2, which focuses on implementing and evaluating various maneuvering scenarios in the radar
simulation tool Adaptive Multi-Function Radar (Adapt_ MFR) simulator. The work has involved
verifying and implementing new functionality with the simulation environment, including Elec-
tronic Counter-Measure (ECM) techniques, as well as implementing and troubleshooting the false
alarm (FA) routine to allow adaptive tracking performance evaluation. The work has taken place
between July 2017 and June 2018.

This document contains a detailed overview of the work and results from this task. Section 2 de-
scribes the implementation of ECM techniques and testing results as well as the modification and
verification of the existing FA routine. In Section 3, scenarios have been designed to investigate
various radar system operation parameters against ECM including single and multiple radar net-
works, adaptive and non-adaptive scheduling techniques, different gate sizes, and with different FA
settings.
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2 ECM technique Development and Implementation

Ever since radar has been used for air target detection and tracking to gain superior situation aware-
ness in combat and other scenarios, ECM techniques have been designed and developed to confuse,
overwhelm or mislead adversary radar sensors so that they are unable to detect, track or attack criti-
cal assets under protection. Radar detection and tracking against ECMs is an ongoing challenge for
naval radar operations.

The focus of one of the work sub-packages has thus been to implement ECM capabilities in Adapt MFR
to better understand their impacts on highly maneuvering target detection and tracking using marine
radars. The implemented ECM techniques in this task includes range gate pull off (RGPO) on the
target and standoff jammers broadcasting narrow-band or a defined noise bandwidth. In addition,
the FA routine in previous versions of Adapt_ MFR was found to only model FAs on tracking and
confirmation beams, this routine has thus been modified to allow FAs to be included on all radar
beams.

The design, implementation and testing of the FA fix, jamming, and RGPO functions will be de-
scribed in the following sub-sections.

2.1 False Alarm Function

To evaluate tracking metrics and performance the Adapt_ MFR FA routine was examined to ensure
proper functionality. The FA routine was found to only enable FAs on tracking and confirmation
beams, modifications were required to fix this issue and to confirm that the fix did not affect any
other routines, such as time-balancing or scheduling. This section will outline the current imple-
mentation of the FA routine, and then show results that confirm proper functionality based on user
input parameters, and time-balancing and scheduling functionality.

2.1.1 Implementation

Adapt_MFR provides a FA environment that is based on a probability of false alarm (PFA) occuring
in any given radar range cell. This probability is used by the simulation tool to generate FAs
within each simulated beam during a simulation. This feature has to be enabled from the General
Parameter Menu (see Figure 1).

Figure 1: Adapt_ MFR General Parameter page, showing the FA toggle
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The PFA can now be modified for detection, track and confirmation beams by changing the value
in the Radar and Processing/waveform menu (see Figure 2).

WAVEFORM PARAMETER GROUP

Figure 2: Adapt_ MFR Radar and Processing - waveform page, showing PFA values

These values are used to calculate the probability of a FA on each scan using statistical permutation
and combination rules. The scan probability is dependent on both the unambiguous range R,qmp
and range resolution Ar given by:

C
Runamb = W (1)
Ar= EW )
2C,

where:

¢ is the speed of light (m/s), PRF is the scan pulse repetition frequency (Hz), PW is the pulsewidth
(s), and Cp is the pulse-compression ratio.

The scan probability PFA., is then given by:

R Runam
PFAyeqn = ”Z“rmbPFA(l—PFA)( & =1) 3)

and is then used to schedule a FA after each beam scan during a radar simulation.

At the start of Task 2, this value was only used on confirmation or tracking beams, thus the true
FA probability was much less than the value entered by the user. To fix this, the add_false_alarms
function was modified to ensure that FAs were added during detection beams as well.

In addition to enabling FAs during detection beams, the FA routine solves for FA positions within
the radar waveform specifications. The current implementation of this FA position check ensures
that the FA falls outside of the radar blind range r,,;, and the first ambiguous range bin r,,,,. These

are defined as:
cPW

T'min = T (4)
C

- 5

Fmax PRF )
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2.1.2 Testing

The parameters for testing these changes to the FA implementation are listed in the Adapt- MFR
GUI in Figure 2. For these values, the blind range is 15km and the ambiguous range is slightly less
than 249km. These parameters yield the following PFA;.,, rate for each of set PFA rates.

Description PFA PFA.un
single missile scenario 0 0
single missile scenario  0.0001  0.1717
single missile scenario  0.00001  0.0208

2.2 Jamming Function

Jamming techniques are a kind of active ECM techniques, where the standoff jammer transmits
an interference noise signal in the adversary radar direction so that the actual target refection is
completely or partially submerged by interference. The primary advantage of noise jamming is that
only minimal details about the enemy equipment need be known [1].

2.2.1 Implementation

Two types of jamming techniques were implemented in previous versions of Adapt_ MFR: spot and
barrage jamming. A spot jammer (or narrow-band jammer), can generate power concentrated in
a very narrow bandwidth or identical to the frequency of the adversary radar. A barrage jammer
is similar, but is capable of spreading its output power over a certain bandwidth much wider than
that of the radar signal. However, both jamming functions implemented in the previous versions
had critical limitation: the position of the jammer was fixed during the simulation. This severely
constrains the jamming impact in the simulations. The modified jamming routine allows users to
define jammer trajectories. Figure 3 and Figure 4 show the old and new Jammer GUI respectively.
The parameters used to define a jammer are summarized in Table 1. These parameters are saved in
a new data structure jammer in the parameter file *.mfr used by Adapt MFR.
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Mumber of Jammers:

Select Jammer number to edit

Jammer ERP (dBWV): Jammer range (km):
Jammer azimuth (degrees): Jammer elevation (degrees):
Cancellation ratio due to nulling (dB): Jammer type:

Barrage jammer centre frequency ): Barrage jammer bandwidth (

CONSOLIDATE

Figure 3: Jammer parameter GUI before Adapt MFR v3.2.14

Number of standoff Jammers:
-

t Jammer numbe Jammer start time:

Jammer ERP (dBW) Jammer type:

Cancellation ratio due to nulling (dB): Barrage jammer bandwidth (Hz)

Initial azimuth position (deg from target north): Barrage jammer centre frequency

Initial greund range from radar (kmy): Initial aktitude
Initial forward speed (mis); Initial heading eg towards target):
Number of legs in trajectory. Leg number to edit:
Duration of leg thrust (s) Speed at end of leg (m/s)

Altitude at end of leg (m):

Jammer heading at end of leg (degrees relative to start azimuth of this leg):

Figure 4: Jammer parameter GUI in Adapt_MFR v3.2.14

Figure 5 displays a jammer trajectory defined using the parameters in Table 1. The jammer has
an speed of 168 m/s counterclockwise and flies on an altitude of 3050 m, its race-course pattern
trajectory includes 4 legs with 180 seconds total flying time.
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Table 1: Input parameters for jammer function

Number of standoff Jammers: 1
Jammer start time: 0
Jammer ERP (dBW): 20
Jammer type: spot
Cancellation ration due to nulling (db): 38
Initial azimuth position (degree): 45
Initial ground range from radar (km): 100
Initial altitude (m): 20
Initial forward speed (m/s): 168
Initial heading (O degree towards target): -45
Number of legs in trajectory: 4
Legl Leg2 Leg3 Legd
Duration of leg thrust (s): 40 50 40 50
Speed at end of leg (m/s): 168
Altitude at end of leg (m): 3050
Jammer heading at end of leg (degree): 0 180 O 180
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Figure 5: Jammer trajectory defined using parameters in Table 1

Table 2 lists the modified and new jamming functions in Adapt-MFR v3.2.14.
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Table 2: Modified and new jamming Functions in Adapt_ MFR v3.2.14

Functions Modified:

adaptmfr_run.m Main
detSNR.m Main
radRng3.m Main
compute_radaRangeEquation.m | Main
doppler_mfrm Main
surfMfrdMod_dted.m Main
surfMfrdMod_opt.m Main
anomPrp3.m Main
adapt_mfr.m GUI
cbConsolidate.m GUI
cbLoadParams.m GUI
cbPlaneView.m GUI
cbSaveParms.m GUI
editUiControl.m GUI
cbJammerParams.m GUI
saveJamParams.m GUI
New Functions:

get_jammer_position.m Main
init_jammer _trajectory.m Main
changeJammerLegs.m GUI

2.2.2 Testing

Two scenarios, S1 and S2, were designed to test the new jamming routine, each scenario includes
three sub-scenario. The trajectories of the target and jammer in each sub-scenario are displayed
in Figure 6, with S1 displayed on the left column and S2 on the right. The radar was at the same
location (0,0) and the target always flew the same trajectory in each sub-scenario. The jammer
flying area was changed for each sub-scenario to investigate jammer impact on the target given
different distance between them. The target flew at a constant speed (200 m/s) along an 12 km long
X-direction trajectory, at an altitude of 500 m and 20 km away from the radar in the Y-direction.
The jammer flew the same trajectory (clockwise) with a constant speed (168m/s) though it started
at a different position for each sub-scenario. The target and jammer in each sub-scenario had the
same trajectory time of 120 seconds.

In sub-scenario S1_A and S2_A, the jammer started at 0° in azimuth with 21 km and 30 km ground
range from the radar respectively. In sub-scenario S1_B and S2_B, the jammer started at the same
Y locations as in sub-scenario As but offset by 5 km and 7 km in the X-direction respectively;
sub-scenario C combined the jammer in sub-scenariuo A and B.

The target track estimation result for each sub-scenario was displayed in Figure 7. One can see that
the radar’s target tracking was interrupted by the jammer in all cases but for different lengths of
time. Comparing the tracking results in each row, the jammer in S1 sub-scenario (left) caused more
track loss compared to the jammer in S2 sub-scenario (right), where the difference between each

DRDC Ottawa CR 7



pair on the same row (S1_A and S2_A, S1_B and S2_B, and S1_C and S2_C) is the distance between
the jammer and target, they are closer in S1 sub-scenario on the left.

From this experiment, one can see that the distance between the jammer and target is a critical factor
in the target’s visibility to the radar. Another observation from Figure 7 is the linear superposition
effect on target’s tracking result when multiple jammers are used. One can see that the tracking
result from sub-scenario C is the combined result of sub-scenario A and B, i.e. the impact of
multiple jammers on target tracking is the contribution from all individual jammers.

8 DRDC Ottawa CR



o Drammer

Target

Distance along y-axis in kilometres
Distance along y-axis in kilometres

Distance along x-axis in kilometres Distance along x-axis in kilometres

"
g g
- 8
g
g £
S =
= e
< £
® o
2 %
3 g
S5 >
>
) g
5 s
S =
H
3 3
g g
§ 5
4 2
=1 [=]

R Fan

Distance along x-axis in kilometres Distance along x-axis in kilometres

Distance along y-axis in kilometres
Distance along y-axis in Kilometres

Fan 2z

Distance along x-axis in kilometres Distance along x-axis in kilometres

Figure 6: Jammer and target trajectories for Scenario S1 and S2. (L)Scenario S1 (R) Scenario S2
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Figure 7: Target track estimation results for Scenario S1 and S2. (L)Scenario S1 (R) Scenario S2

Figure 8 and Figure 9 plot the power of the target, jammer and noise for scenario S1 and S2 respec-

tively, they are consistent with the tracking results displayed in Figure 7.

10
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2.3 RGPO Function

RGPO is a sophisticated range deception technique. When a target is illuminated by a range-
tracking radar, the RGPO technique on the target can pick up the radar pulse, amplify it, and send
it back immediately, then the RGPO function will continually emit a series of delayed pulses along
with the instantaneous pulse. These deception signals, being stronger than the signals returned from
the target, can capture and lock the range gate of the radar so as to pull it off from the actual target.
When the range gate is sufficiently removed from it, the target will turn off the deception signal to
force the tracking radar to move into a target detection status.

2.3.1 Implementation

Figure 10 explains the range gate pull off technique implemented in Adapt_ MFR v3.2.14. In this
example, the RGPO technique is activated twice during the target trajectory period: Leg 1 with
duration [té t,!] and Leg 2 with duration [tg t,?]. The time delays can be controlled so that the false
targets, i.e. RGPO legs, can separate from the actual target with linear or quadratic motion. For the
linear case, the range of the false target at moment k with respect to the radar is expressed as:

R{T =Rl +vpo(tx —10) (6)

where R,f is the slant range of the actual target at moment k, v,,, is the rate of pull off, 7 is the initial
reference time of the RGOP leg. For the quadratic case, the range of the false target with respect to
the radar is written as: {

RT =Rl + Ea,,,,(tk —1)? (7

where a,, is the acceleration of the pull off rate [2].

£ RGPO 28 LS

Radar

RGPO Leg 1 RGPO Leg 2
- —_— e —
2
g = Y ; |
S 3 ‘
x o Target
©
- ‘ I

| Time

tl, t, t %,

Figure 10: Range gate pull off technique
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An amplification factor 7y is also used to modify the power of actual and false targets as displayed in
Figure 10. Once the RGPO is activated, the power of the false target is amplified 'y times from the
power of the actual target while the power of the actual target is suppressed to the same degree.

Figure 11 displays the RGPO function GUI. For each target given the trajectory time, users can
define the number of RGPO legs associated with it, the duration of each leg, the pull off type, rate
and amplification factor of the leg. The input parameters from the GUI are saved in a new data
structure missileRGPO in the parameter file *.mfr of Adapt_MFR.

Turn on Missile Range Gate Poll Off

T . Number of RGPO Legs: RGPO leg start time (s):
Missile trajectory time:-tu 120 Select RGPO leg to edit:

Duration of RGPO leg |Z:s]— Pull off rate (Lmfs, Q:mis2):

Amplification factor:

Figure 11: Range gate pull off GUI

Table 3 lists the modified and new functions for RGPO routine in Adpat_ MFR V3.2.14.

Table 3: Modifed and new RGPO functions in Adapt_ MFR v3.2.14

Functions Modified:
adaptmfr_run.m Main
cbMissileParams.m GUI
cbMissileParamsAdd.m GUI
cbViewAzimuth.m GUI
cbSaveParms.m GUI
editUiControl.m GUI
saveMissParams.m GUI
cbJammerParams.m GUI
cbpPlaneView.m GUI
cbConsolidate.m GUI
New Functions:

RGPO _targets.m Main
RGPO _target_init.m Main
changeMissileRGPOs.m GUI
changeMissileRGPOLegs.m | GUI
saveRGPOParams.m GUI

2.3.2 Testing

Scenario S3 was designed to test the RGPO function. The positions of the radars, targets and
RGPO legs are displayed in Figure 12. Three targets were included in this experiment. Target 1
flew a simple trajectory remaining at a constant altitude of 3050 m. The RGPO was not activated
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for this target. Target 2 and 3 are highly maneuvering targets with complex trajectories. Target 2
remained at the same altitude as Target 1 with its speed varying from 457 m/s to 206 m/s during the
simulation. Three RGPO legs with 20 second duration were generated for this target. The speed
of Target 3 varied from 78 m/s to 342 m/s and the trajectory climbed from 2290 m to 4570 m in
altitude in 185 seconds, and two RGPO legs were generated by Target 2. Two radars were used in
this experiment to evaluate the impact of distance between target and radar. Target 2 and 3 were
closer to both radars than Target 1, which is located more than 90 km away from both radars.

Altitude(km)

Target 2

2 Q

Target 1

along y-axis in kilometres

Target 3

Distance

i

Distance along x-axis in kilometres

Figure 12: Target and RGPO trajectories for Scenario S3. (U) 3D view (D) Topview

Four sub-scenarios were designed in S3 to investigate the effect of the RGPO pull off rate and
amplification factors on the radar performance. The RGPO parameters for Target 2 (T2) and Target
3 (T3) used by each sub-scenario are listed in Table 4. In each sub-scenario, only RGPO Leg 1 of
T2 were changed, the other RGOP legs used the same parameters as Scenario S3_A.
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Table 4: RGPO leg Parameters for Scenario S3

Scenario S3_A
T2 Legl | T2 Leg2 | T2 Leg3 | T3 Legl | T3 Leg2
Start time: 30 100 130 35
Duration: 20 20 20 20 20
Pull off type: linear linear linear linear linear
Pull off rate: 100 100 100 100 100
Amplification: 35 6 6 6
Scenario S3_B
Pull off rate: 100
Amplification: 150
Scenario S3_C
Pull off rate: 50
Amplification: 150
Scenario S3_D
Pull off rate: 50
Amplification: 300

Figure 13 shows sub-scenario S3_A track prediction results from Radar 1 and Radar 2 as a baseline.
The estimated tracks are displayed as the solid lines and the black dots around the solid lines are
radar observations. One can see that in this baseline case all the RGPO legs did not succeed in
pulling off the radar from the targets. Both radars can track Target 2 and 3 as well as their RGPO
legs continually. As the pull off rate and amplification factor changing the tracking results for Target
2 and its RGPO Leg 1 from both radars changed. To compare the results from each sub-scenario,
Figure 14 and Figure 15 show the enlarged view of Target 2 and its RGPO Leg 1 tracking results
from both radars. The tracking results for the other RGPO legs are not displayed since they are the
same as the results Scenario S3_A.
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Figure 13: Radar 1 and 2 track estimation result for sub-scenario S3_A. RGOP Type: linear, Pull
off rate: 100m/s, Amplification: 35
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From Scenario S3_A to S3_B in Figure 14, the pull off rate was kept the same and the amplifica-
tion factor was changed from 35 to 150, one can see that Radar 1 did not track Target 2 during the
RGPO Leg 1 period in sub-scenario B since decreased overall target power back at the radar. Both
sub-scenarios generated a new track for RGPO Leg 1. From sub-scenario S3_B to S3_C, the ampli-
fication factor was not changed but the pull off rate was decreased from 100 m/s to 50 m/s, which
means that the fake targets generated by the RGPO would separate more slowly from Target 2. One
can see that Radar 1 still doesn’t track Target 2 during the RGPO Leg 1 period and also mistakenly
combined Target 2 and RGPO Leg 1 trajectories into one track. This means that the tracker’s gating
algorithm mistakenly believed that the detected signals from RGPO Leg 1 were generated by Tar-
get 2. Sub-scenario S3_D generated very similar results as sub-scenario S3_C, which leads to the
conclusion that further increasing the amplification factor would not change the results.

The tracking results for Target 2 and its RGPO Leg 1 from Radar 2 are displayed in Figure 15. As
shown in Figure 12, Radar 2 is closer to Target 2 than Radar 1 and, in this case, Radar 2 could track
Target 2 and its RGPO Leg 1 in sub-scenario S3_A, B and C. The RGPO technique only affects the
tracking performance in sub-scenario S3_D where the amplification factor was increased to 300 and
the pull off rate decreased to 50 m/s.
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Figure 14: Target 2 and its RGPO Leg 1 track estimation from Radar 1
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3 Evaluation of Adapt MFR Target Tracking
Performance Against ECM

Scenario S4 was designed to evaluate radar detection and tracking performance against ECM given
highly maneuvered targets and FA using Adapt_ MFR. Seven sub-scenarios were designed and the
complexity of each sub-scenario was increased from sub-scenario A to G. The radar system and
ECM components increase in complexity and include a number of radars in the network. Parameters
such as FA, RGPO, jammer, beam scheduling strategy (adaptive/non-adaptive), and the gate size
were varied in these scenarios.

Three metrics, surveillance frame time, track completeness and track occupancy, were calculated[3]
based on the results from each scenario. Radar performance and effectiveness can be evaluated by
comparing these metrics and the track estimation results for each sub-scenario.

3.1 Experimental Scenarios

Table 5 sumarizes the complexity of each sub-scenario. The same targets as in Scenario S3_A
were used in this experiment, the same FA rate (6x10~*) was used for detection, tracking and
confirmation beams from sub-scenario S4_B to G, and the RGPO legs on Target 2 and Target 3 were
activated from sub-scenario S4_C to G. The topview for target, RGPO leg and jammer trajectories as
well as radar locations are displayed in Figure 16. The jammer was generated using the parameters
listed in Table 1.

Table 5: Sub-scenario complexity in Scenario S4

S4.A | S4B | S4C | S4D | S4E | S4F | S4.G
Radar 1 at [0,0] km Vv Vv Vv V V vV vV
Three targets km vV Vv Vv vV V v/ v/
FA km VI VIV VI V]V
RGPO VIV VIV IV
Jammer v vV Vv Vv
Radar 2 at [0,30] km vV vV Vv
Adaptive tracking V vV
Gate size 16 16 16 16 16 16 8
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Figure 16: Radar, target, RGPO and Jammer layout in Scenario 4

3.2 Tracking Metrics
Surveillance Frame Time

The surveillance frame time of a radar system is the time between surveillance frames in a given
region of space. To start a frame, a detection beam starts from the initial position and scans the
given region in azimuth and elevation directions. To start, the detection beam scans from first to last
position on the first elevation line, when finished, the detection beam moves to the next elevation
line and scans from first to last azimuth position again, the azimuth direction scan will be repeated
until the detection beam has scanned all defined elevation lines. Track and confirmation beams
could also be scheduled in a frame if targets are detected and tracked, the survillance frame time
includes:

frame time = total time of track + total time of confirmation + total time of detection (8)

Surveillance frame time can be used to evaluate a radar’s efficiency. Longer frame time means
longer intervals between each complete surveillance scan over the region so that a target could first
be detected with longer delay after it enters the radar coverage.

Track Completeness

A target could exist within the nominal radar coverage but it is not detected by the radar since the
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radar is not scheduled to look at this target. The track completeness metric is introduced to evaluate
radar efficiency on tracking a target. The track completeness of a target is defined by:
total time interval over which any track number is assigned to target

track completeness = - — 9
P total time that target is in the defined radar coverage area ©)

Track Occupancy

Track occupancy is a fundamental characteristic of all radar systems, it expresses the fraction of
available time that the radar is either transmitting or receiving the returns from targets, and defined
by:

track time

track occupancy = : : (10)
surveillance frame time

3.3 Tracking and Metrics Results

The tracking result of each sub-scenario from Radar 1 are displayed in Figure 17 and Figure 18,
and the frame time, track completeness and occupancy are displayed in Figure 19. The target index
from 1 to 8 in the Track Completeness plot corresponds to Target 1, 2, 3, RGPO Leg 1, 2, 3 of
Target 2 and RGPO Leg 1 and 2 of Target 3 respectively.

Comparing the tracking results displayed in Figure 17 and Figure 18, one can see that sub-scenario
S4_A, B and C generated similar results. Radar 1 was able to detect and track targets in these
cases even when FA and RGPO legs were added in the simulations. However Radar 1 failed to
track Target 2 at the beginning of its trajectory when the jammer was added to the simulation in
sub-scenario S4_D.

Though similar tracking results were observed for sub-scenario S4_A, B and C, one can see that FA
and ECM did affect Radar 1’s frame time and track occupancy metrics as plotted in Figure 19. The
frame time of sub-scenario S4_ B and S4_C are longer than S4_A, and their track occupancies are
less than S4_A, this occurred because Radar 1 spent more time on detection and tracking FAs and
RGPO legs in the former two sub-scenarios. One can also see that the track completeness of Target
2 in S4_D is lower than the track completeness of this target in sub-scenario S4_A, B and C because
of the jamming effect at the beginning of Target 2’s trajectory.

Radar 2 was added to the simulation from sub-scenario S4_E to G. However, sub-scenarios S4_E
and S4_D have the same complexity since each radar works independently in sub-scenario S4_E, as
a result, the tracking result and the metrics of sub-sceario S4_D and E are similar.
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Compared to all non-adaptive sub-scenarios, the two adaptive ones generated worse tracking results
when considering track completeness as displayed in Figure 19. One can see that Radar 1 cannot
maintain Target 2’s and Target 3’s tracks every time when the targets made highly maneuvering
turns regardless RGPO leg activations (see Figure 18) in these two sub-scenarios.

However, the two adaptive sub-scenarios have the lowest track occupancies compared to all the
non-adaptive cases and they also used less frame time than sub-scenario S4_B, C, D and E given the
same FA environment. This means that Radar 1 used less percentage of its frame time for tracking
and more percentage for detection compared to non-adaptive cases, and Radar 1 also scanned the
region more efficiently by using less frame time in the adaptive cases.

No significant differences were observed from metric plots between the two adaptive sub-scenarios.
The frame time and track occupancy are very close most of the time. However, sub-scenario S4_G
(smaller gate size) performed worse in tracking Target 3 at its last turning position compared to sub-
scnario S4_F. Radar 1 tracking results for Target 3 for both sub-scenarios are displayed in Figure 20,
one can see that Radar 1 can track Target 3’s trajectory more precisely and with less interruptions in
sub-scenario S4_F (left). The smaller gate size was thought to be more vulnerable to the FA effect.
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4 Discussions and Conclusions

This report summarizes the work done under Task 2 of contract W7714-176210/001/IPS. This work
includes the design and implementation of ECM techniques for the Adpat_-MFR simulator and eval-
uation of Adapt-MFR’s detection and tracking performance against ECMs given different system
setups such as signal or multiple radars, FA, gate size, and beam scheduling technique. The imple-
mented ECMs include RGPO on the target and standoff jamming broadcasting narrow-band noise
or white noise covering a specified bandwidth. The existing FA routine in Adapt_-MFR has also
been modified by adding FAs to the simulation from detection beams.

Two types of standoff jamming techniques have been implemented in this task: spot and barrage
jamming. A spot type jammer can jam one frequency while a barrage jammer spreads energy over
a wide frequency spectrum. Jamming routine test results showed that given appropriate jamming
power and distance between them, a jammer can effectively submerge a target by transmitting in-
terfere noise to the radar direction.

Different from standoff jamming where a jammer is physically separated from its friendly asset, the
deceptive RGPO technique is attached to and operated by the target as implemented in this task. The
analysis of the RGPO routine test results showed that the RGPO can largely impact radar detection
and tracking given appropriate pull off rate and amplification factor. RGPO could either mislead
the radar to a wrong track or break a real target track and make the target invisible to the radar. In
both cases, the radar will lose the full awareness to the target during the RGPO leg period.

The performance analysis using a set of increasingly complex scenarios showed that the radar ef-
fectiveness can be affected by FA, ECM and track scheduling techniques. The FA and ECMs can
increase radar frame time and decrease track occupancy, however, they may not affect the track
completeness. The track completeness was found to be more affected by track scheduling methods.
The adaptive track scheduling can improve radar frame time and track occupancy at the cost of track
completeness, therefore it is more suitable for detecting and tracking larger quantities of targets, as
more radar time can be assigned for target detections and new track initiations.
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6 List of symbols/abbreviations/acronyms

Adapt MFR
DRDC
ECM

FA

PFA

PRF

PW

RGPO
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Adaptive Multifunction Radar

Defence Research & Development Canada
Electronic Counter Measures

False Alarm

Probability of False Alarm

Pulse Repetition Frequency

Pulsewidth

Range Gate Pull Off
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