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Executive summary 

Cybersecurity for Critical Systems: Literature Survey
Brenda Brady; DRDC Valcartier CR 2013-188; Defence Research
and Development Canada – Valcartier; 2013.

The intent of this project was to provide an overview of the state of the art of cyber-defence strategies for cyber-
physical systems (CPS), including wireless sensor networks, embedded systems, and other complex systems 
which form part of critical infrastructures or mission-critical processes.   Not only should cybersecurity strategies 
detect and react to individual or multiple threats, they should also enable resilience to or recovery from such 
attacks. In addition to characterizing the CPS cybersecurity environment, the project sought to understand how 
modeling and simulation may contribute to security solutions for CPS, in order to determine future research 
directions.

Evidence for the project was gathered by means of a literature search in scientific and technical databases and 
conference proceedings, supplemented by references provided by the client. Results were loaded into data mining 
software for generation of analyses and visualizations.  

Insights and Recommendations 

• The field of CPS cybersecurity is relatively new and growing.  Much of the research  is exploratory in
nature, and it is just moving into niche areas, such as specific sectors.

• Research is currently being driven by large-scale CPS systems such as the smart grid and public utilities,
many of which are critical to national security. Innovation may occur first here.

• Many of tomorrow’s solutions may arise from environments which are not are overtly military in nature.
Research partnerships may thrive in all of these application areas. Therefore, we recommend that DRDC
maintain a broad focus when considering research directions for cybersecurity of critical systems.

Table 1 summarizes project findings pursuant to the key questions of the mandate.  



Table 1. Key Findings 

Issue Findings

Cyber-physical Systems 
(CPS) Security  

• Network security: conventional methods of network security
such as authentication or intrusion detection have dominated
research until recently.

• Research attention shifts: security solutions are moving
beyond conventional network security to consider more
complex, integrated, and layered cyber-physical approaches.

• Safety, reliability, and risk management: because of the
criticality of CPS systems, safety, reliability, and risk
management are key elements in security strategies.

• Modeling & simulation (M&S): growing numbers and more
varied M&S applications are apparent in the literature.

• Sectors: chiefly wireless sensor networks, smart grids and
public works

CPS Emerging Topics • Modeling and simulation
• Hierarchical frameworks
• Artificial Intelligence, agent-based, predictive techniques
• Risk management
• Real time models and response times

CPS Major Players • Academic institutions in the United States are dominant, but
considerable research is ongoing in China. Commercial players
are also active, often collaborating with universities or
government labs.

• Academic: University of Illinois, Carnegie Mellon, University of
California at Berkeley, Massachusetts Institute of Technology

• Commercial: Électricité de France, CESI Ricerca (Milan),
MITRE Corporation, SRI International

• Research & Technology Organizations: Electronics &
Telecommunications Research Institute (South Korea), Royal
Institute of Technology (Sweden)

• Government: Idaho and Sandia National Laboratories, National
Institute of Standards and Technology

• Military: Air Force Institute of Technology, Air Force Research
Labs in NY and OH, National University of Defence Technology
(China)

Modeling & Simulation 
(M&S) Major Topics 

• Models or methods with particular CPS application:
threat/defence, stochastic, Markov, formal methods

• Hybrid, hierarchical, dynamic modeling environments
• Contribution of M&S to safety and risk management: for

example, software/system testbeds used to develop risk
assessments

M&S Emerging Topics • Resilience, reliability, safety, risk
• Real time
• Artificial intelligence/learning, predictive methods
• Smart grid, but also other application areas, e.g., automotive



Issue Findings

M&S Players • More international participation is seen for M&S topics
• Players generally mirror those for all CPS cybersecurity (above),

with some exceptions: Texas A&M University, Missouri
University of Science & Technology, Northwestern Polytechnic
(China), Fraunhofer Institute (Germany)
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Le but de ce projet était de fournir une vue d'ensemble de l'état de l'art dans le domaine des stratégies de 
cyber-défense des systèmes cyber-physiques (SCP), y compris les réseaux de capteurs sans fil, les systèmes 
intégrés et d’ autres systèmes complexes faisant partie des infrastructures critiques ou des processus essentiels 
aux missions militaires. Non seulement les stratégies de cyber-sécurité devraient-elles détecter et réagir aux 
menaces individuelles ou multiples, elles devraient également permettre la résilience ou la récupération après 
de telles attaques. En plus de la caractérisation du secteur de la cybersécurité, le projet visait à mieux 
comprendre comment la modélisation et la simulation peuvent contribuer à des solutions de sécurité pour les 
SCP. Cela permettra de déterminer les orientations futures de la recherche. 

Les données pour le projet ont été recueillies au moyen de recherches dans des bases de données scientifiques 
et techniques ainsi que dans des comptes rendus de conférences. La recherche a étécompléte par des 
références fournies par le client. Les résultats ont été téléchargés dans un logiciel permettant de produire des 
analyses et des visualisations.  

Aperçus et recommandations 

• Le domaine de la cybersécurité des SCP est relativement nouveau et en pleine croissance. Une grande
partie de la recherche est de nature exploratoire, et le domaine se déplace justement vers des zones de
niche, comme des secteurs spécifiques.

• La recherche est actuellement dominée par les SCP à grande échelle tels que les réseaux intelligents et les
services d’utilité publiques, dont beaucoup sont essentiels pour la sécurité nationale. L'innovation pourrait
d’abord se produire d’abord dans ces secteurs.

• Un grand nombre de solutions d’avenir pourraient être développées dans des environnements non- 
militaires. Des partenariats de recherche pourraient être développés dans ces domaines d'application. Par
conséquent, nous recommandons à RDDC de maintenir une vision globale lors de l'examen des
orientations de recherche pour la cybersécurité des systèmes critiques.

Le tableau 2 résume les résultats du projet, conformément aux questions clés énoncée dans le mandat. 



Tableau 2. Principales conclusions 

Question Conclusions

Systèmes de sécurité 
cyber-physiques (SCP) 

• Sécurité des réseaux: les méthodes conventionnelles de
sécurité, telles que l'authentification et la détection d'intrusion,
ont dominé la recherche jusqu'à récemment.

• L’attention des chercheurs se déplace: au cours des cinq
dernières années, les solutions de sécurité ont dépassé la
sécurité réseau conventionnelle pour se tourner vers des
approches plus complexes, intégrées et multicouches (cyber- 
physiques).

• La sécurité, la fiabilité et la gestion des risques: en raison de
la nature essentielle de la plupart des systèmes cyber-
physiques et à leur rôle dans la sécurité nationale, la sécurité, la
fiabilité et la gestion des risques sont des éléments clés pour les
stratégies de sécurité.

• Modélisation et simulation (M&S): un nombre croissant
d'applications et de méthodes plus variées de M & S sont
couvertes dans la littérature.

• Secteurs: principalement les réseaux de capteurs sans fil, les
réseaux intelligents (smart grid) et les services d’utilité
publiques

Thèmes émergents SCP • Modélisation et simulation
• Cadres hiérarchiques
• Intelligence artificielle, systèmes en mode agent, technologies

prédictives
• Modes d’attaques et technologies spécifiques (par exemple les

attaques par injection des données, l’estimation d’état
• Gestion des risques
• Applications en temps reel

Grands joueurs SCP • Les universités américaines sont dominantes, mais des
recherches considérables sont en cours en Chine.  Les
entreprises commerciales sont également actives, souvent en
collaboration avec des universités ou des laboratoires
gouvernementaux

• Universités: University of Illinois, Carnegie Mellon, University of
California at Berkeley, Massachusetts Institute of Technology

• Entreprises: Électricité de France, CESI Ricerca (Milan),
MITRE Corporation, SRI International

• Organismes de recherche et de technologie: Electronics &
Telecommunications Research Institute (Korée du Sud), Royal
Institute of Technology (Suède)

• Gouvernements: Idaho and Sandia National Laboratories,
National Institute of Standards and Technology (É.-U.)

• Organisations militaires: Air Force Institute of Technology, Air
Force Research Labs (NY/OH), National University of Defence
Technology (Chine)Institute of Standards and Technology



Question Conclusions

Sujets de 
modélisation/simulation

• Modèles et méthodes s’appliquant spécifiquement aux SCP,
notamment les modèles menace/défense, les méthodes
stochastiques, les modèles de Markov et les méthodes
formelles

• Environnements de modélisation hybrides, hiérarchiques, et
dynamiques

• Apport de la M&S pour la sécurité et la gestion des risques, par
exemple, des logiciels / systèmes de bancs d'essai utilisés pour
l’évaluation des risques

Thèmes émergents M&S • Résilience, fiabilité, sécurité, risques
• Systèmes en temps réel
• Modes d’attaques et technologies spécifiques, par exemple les

attaques par injection des et l’estimation d’état
• Intelligence artificielle, les systèmes en mode agents, les

technologies prédictives
• Réseaux intelligents et autres applications, comme par exemple

l’industrie automobile

Joueurs M&S  • Un plus grand niveau de participation internationale est observé
pour les sujets M&S que pour la sécurité des SCP en général

• Les joueurs sont généralement les mêmes pour la M&S et la
cybersécurité générale (voir ci-dessus), à l’exceptions de
quelques organisations qui sont surtout actives en M&S, soit
Texas A&M University, Missouri University of Science &
Technology, Northwestern Polytechnic (Chine), et l’Insitut
Fraunhofer (Allemagne)
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1 BACKGROUND 

1.1 Context 
DRDC's section on Mission Critical Cybersecurity is drafting proposals for research activity to be conducted for its 
Canadian Forces clients. In order to plot research directions and build on existing knowledge, they have 
commissioned this overview of the state of the art of security for cyber-physical and embedded systems.  

The rapid growth of networked systems and their integration with critical (physical) infrastructures and systems 
has exposed these systems to new threats.  Cybersecurity in this environment is especially challenging since 
these systems combine both “cyber” and physical components such as hardware, software, networks and 
physical elements.  Attacks may target an individual component or multiple vectors, each of which may be 
dependent or linked to others.  The combined or cascading effect may be catastrophic. 

The current project builds on a previous STI/DRDC study on resilient complex systems.1  In that instance, 
resilience was engineered in response to a variety of threats, not all of them related to cybersecurity.  Of 
particular interest for the present study are resilient, survivable systems for cyber-physical and embedded 
systems, and especially components of resilience that are more specific to these types of systems and not simply 
based on the classical methods of network/host-based security and intrusion detection (such as authentication, 
certification, or event logging). In a cyber-physical environment, resilience may be based on dynamic and 
deterministic physical control frameworks (for example, voltage regulators) or techniques such as the use of 
consensus algorithms or decision making agents to control systems. A real-time operational environment 
presents additional challenges, since threat detection and response must occur quickly. 

The current project will also focus on how modeling and simulation (M&S) and similar techniques can be used as 
part of an improved cybersecurity strategy for resilient cyber-physical and embedded systems in critical 
missions.

The critical systems and infrastructures under consideration include key military applications such as computer 
network-controlled autonomous vehicles, vehicle platforms, weapons systems, air traffic and navigation control, 
satellites and command and control, but also applications in civil defence or industries where networks control 
critical mission elements and/or where infrastructures could be threatened by malicious attacks. Sectors include 
aviation, smart grids, automotive sensor and navigation nets, industrial processes, medical devices, machine to 
machine networks, gas pipelines, water treatment and supply. Embedded systems in portable devices or 
supervisory control and data acquisition systems may also be implicated, for even an attack on a single sensor or 
device may compromise security for a system or an entire network.  
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1.2 Key Issues 
The results of this study are intended to provide DRDC researchers with a solid perspective as they build a 
research portfolio in the area of cybersecurity for critical and/or embedded systems. The first step in designing 
this research will be to understand what is currently being researched and published in the domain, with 
particular emphasis on cyber-physical systems (CPS) or embedded systems for the military, homeland security, 
public security, or industrial control applications.  The study results will also assist the team as it explores the 
role of modeling and simulation in cyberdefence of critical systems. 

1.3 Key Questions 
1. Which defensive or preventive methodologies (platforms, tools, techniques, models, simulations,

engineering or design methods) are currently being researched in relation to cybersecurity for cyber-
physical and/or embedded systems? Which infrastructures or systems are addressed, and which sectors or
industries are most active?

2. What are the emerging research trends for these technologies?

3. Who are the major players (government, military, academic and commercial) in the domain of
CPS/embedded systems + cybersecurity/resilience? Who are the main authors?

4. As a subset of question 1, which modeling and simulation approaches are currently being researched in
relation to cybersecure, cyber-physical or embedded systems? How do these approaches address resilience?

5. What are the emerging research trends for these approaches or technologies?

6. Who are the major players (government, military, academic and commercial) in the domain of M&S for
secure, resilient cyber-physical or embedded systems? Who are the main authors?

2 INTRODUCTION 
To address the mandate questions, a comprehensive literature search was conducted in various scientific and 
technical databases and web resources. A complete description of the search strategy is found in Section 9.2 of 
this report. 

After deduplication and weeding, a total of 2,220 bibliographic records for journal articles, conference 
proceedings, theses, technical reports and other scientific or technical documents published between 2003 and 
2013 were retained and loaded into the VantagePoint and Intellixir platforms for processing and analysis.a This 
dataset is referred to as the Master dataset in the analyses which follow. A sub-database of 1,004 records, 
isolating all records which referenced modeling and simulation (M&S) was used to address questions 4-6 of the 
mandate. 

a VantagePoint is a desktop client produced by the US firm Search Technology; Intellixir is a web-based platform installed on 
a secure NRC server and produced by the French company Intellixir. The two datasets used for this report have also been 
made available to DRDC for a limited period of time on the Intellixir server. 
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3 CYBER-SECURITY FOR CRITICAL SYSTEMS 

3.1 Major Research Topics 
A review of recent syntheses and review articles showed that common areas of research in this domain  are 
wireless sensor networks and critical infrastructure such as electrical power grids. Wireless sensor networks are 
a key component of both military and industrial control/communication networks, and the electrical grid 
enables critical activity at many levels.  Cyber-physical systems (CPS) such as these are especially vulnerable, 
however, and present many challenges for security.  For instance: 

• CPS are subject to many different types of attack – almost as many as there are types of cyber-physical 
system – and these are becoming more varied and longer-lasting.2-10

• CPS systems are often unattended, remote, and distributed; their isolation and distribution leaves them 
exposed to threats on many fronts. Many were never intended to be connected to the Internet, which 
also increases their vulnerability. 

• Many CPS are resource-constrained: restrictions to power and memory cannot handle the processing 
associated with security policies and defence mechanisms. 

• CPS combine many components and systems that interact with each other in a complex fashion, often in 
many hierarchical layers; security solutions should also be deployed in layers. 

• CPS often comprise a large proportion of older (legacy) components or technologies, making detection 
and defence difficult. 

• Many CPS are under the control of private enterprise; private-public partnerships may be required to 
fully address cybersecurity challenges. 

• CPS are often mission-critical and operate in real-time: safety, resilience/survival, synchronicity and 
speed of response should be part of the security strategy. 

In response to these many types of challenges, researchers have observed that traditional cybersecurity 
frameworks, such as firewalls, authentication, network intrusion detection, or techniques that target denial of 
service attacks, are not enough.  For example, Karen Goertzel of Booz Allen Hamilton wrote in 2009: 

Organizations dependent on mission-critical systems and networks are recognizing that the traditional 
"protect-detect-react" (PDR) strategy for countering intrusions and attacks is ineffective. A new 
information assurance and cybersecurity strategy is needed that augments PDR with the ability of 
systems and networks to "fight through" attacks.11

An evaluation of traditional security solutions as they apply to supervisory control and data acquisition (SCADA) 
systems also noted the importance of safety, reliability, and continued system availability: 

Unfortunately, the operating parameters and security principles associated with traditional IT systems 
do not readily translate to the SCADA environment. Security solutions for IT systems focus primarily on 
protecting the confidentiality of system and user data. Alternatively, SCADA systems must adhere to 
strict safety and reliability requirements and rely extensively on system availability.12

According to the recent literature, better CPS models are required: models that are context-aware, industry or 
application-specific, stochastic (behavioural), intelligent (learning), cross-layer and state estimation-based, and 
recognizant of both temporal and spatial elements. CPS attack models should also consider survivability. Such 
models can be used as part of systems engineering/design, but can also be used to develop risk assessments and 
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threat/defence evaluations for existing systems.  However, according to some recent analyses, such secure, 
resilient and trustworthy systems are “in their infancy”.13-17

These reviews can serve as a useful point of departure. The themes they introduce suggest avenues of inquiry 
which, along with the project’s key questions, can be explored in this analysis as well as in future research. 

3.1.1 Master Dataset: Topic Correlations 

To obtain a birds-eye view of the data, to understand how sub-topics differ by volume, and to discover how 
issues, methods, infrastructures and applications correlate, the top 300 terms (keywords) in the master 
database were plotted in cluster maps using TouchGraph Navigator software.  Since the maps do not fit on a 
printed  page, the complete cluster maps are provided in Appendix 1 (Figure A), attached to this report. Excerpts 
from these maps are shown below.    

TouchGraph’s clustering algorithm clusters terms together based on statistical similarity to each other (i.e. word 
co-occurrences) and dissimilarity with other clusters. Generally, a cluster illustrates a self-contained group of 
concepts that is independent from (though still connected to) the rest of the graph. 

The size of the nodes in the main maps and excerpts represents the relative number of publications associated 
with each node, and the lines in between nodes show the correlation coefficient (multiplied by 100) between 
two nodes.  Only correlations of 20% or greater are shown. Certain redundant nodes have also been suppressed 
here, and additional views of nodes with no correlation at this level of filtration are included in Appendix 1, 
Figure B. 

Several notable trends emerge from the map shown in Appendix 1, Figure A.  A dominant red cluster with large 
bubbles shows a large proportion of database content for topics such as wireless sensor networks (WSNs) and 
network-centric cybersecurity methodologies such as authentication, cryptography, network protocols, and 
intrusion detection. Cybercrimes such as denial of service or wormhole attacks and jamming show a strong 
relation to WSNs. Over the decade covered by our inquiries, this type of cybersecurity discussion has clearly 
been dominant. 
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3.1.2 Subject Groups 

In another approach to identifying major topics, subject groups were created from terms in the keyword field. 
The groups reflect subjects with high publication counts, questions in the mandate, and trends suggested in the 
review literature. Figure 6 shows a list of the top 21 subject groups ranked by the number of publications 
associated with each group. 

Figure 6. Master Dataset: Top Subject Groups, 250 Publications 

Figure 6 confirms many of the same emphases found in the topical cluster maps: the same dominance of sensor 
networks, telecommunications, public utilities, and network-related aspects of cybersecurity. In this listing, the 
group label Hybrid, heterogeneous, interdependent tries to capture the many instances in the dataset of security 
solutions using these adjectives. In these articles, CPS are generally described as complex systems that combine 
many differing sub-elements or layers, are interactive, and while physical in nature, depend on information 
technology for their management and control.  
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3.2 Emerging Research Trends 
To detect changes over time and to identify topics which appear to be gaining research interest, we began by 
plotting the numbers of publications from 2003 to 2012 (Figure 10). Data from 2013 were excluded from this 
view, since numbers for the current year are incomplete. This figure shows a steady increase in the number of 
publications from 2003 to 2011, and then a marked decrease in 2012.  

Overall, the upward trajectory suggests strong and sustained interest in the field of cybersecurity for cyber-
physical systems: for instance, there is no evidence of a sigmoid (S) curve that is typically seen in subjects 
approaching maturity.  However, the decline at the end of the period is puzzling, and several possible influences 
that might explain the change were investigated.  For instance, the absence of publications from an important 
conference not held for several years might explain the post-2011 dip, however conference publications are in 
strong evidence all through the decade, including the era post-2011. There is also no evidence of a decline in 
contributions from major geographic regions such as China or the United States, such as might be attributable to 
changes in research funding or government policy.  

One possible explanation may lie in diminishing publications from certain subject groups, such as those related 
to sensor networks, communications and wireless telecommunications.  These are all large volume groups, and 
they do decline somewhat at the latter end of the decade measured (Figure 11). 

Figure 10. Master Dataset: Numbers of Publications, 2003-2012 

0

100

200

300

400

500

600

2003 2004 2005 2006 2007 2008 2009 2010 2011 2012

N
o.

 o
f P

ub
lic

at
io

ns

Year

DRDC Valcartier CR 2013-188



Cybers

Given the p
performanc
the period, 
indicate top

In the analy
Features or 
sub-topics w
normalized

securit

Fig

ublication pa
ce of subject g
and to calcul

pical areas de

yses which fol
Attributes, a

with rising or 
rates of publ

ty of Cr

gure 11. Master

tterns seen in
groups which
ate the norm
emed to be o

llow, data are
nd Sectors or
stable public
ication.

ritical S

P

r Dataset: Netwo

n Figure 10 an
 demonstrate

malized values
of highest inte

e presented a
r Application A
ation numbe

System

Page 27 of 98

ork/Communica

nd 11, it beco
e stable or as
s for publicati
erest or emer

ccording to s
Areas.  For ea
rs for the per

ms

8

ations Subject G

omes all the m
scending num
on performa
rgent in the fi

subject group
ach of these c
riod 2010 to 2

F

Groups, 2003-20

more interest
mbers of publi

nce. Taken to
ield of CPS se

p genres: Met
categories, an
2012. This is f

ebruary

12

ting to review
cations at the

ogether, these
ecurity.

thods or Techn
n initial graph
followed by a

y 2013

w the 
e end of 
e analyses 

niques, 
hic shows 
a review of 

DRDC Valcartier CR 2013-188



Cybers

In all three v
five or less p
performanc
dramatic inc

In order to d
the past 10 
records per 
Topics with 
the time pe
declining, o

securit

views of risin
per annum -- 
ce of some gro
crease. 

Figure 12.M

determine wh
years, an ana
year. A more
positive valu
riod measure
nly that these

ty of Cr

g publication
at the beginn

oups (Models

Master Dataset: 

hich topics in
alysis was per
e detailed des
es may be co

ed, relative to
e topics have 

ritical S

P

 trajectories 
ning of the pe
s and modelin

Methods or Tec

 CPS/security
rformed base
scription of th

onsidered as t
o other topics

a slower gro

System

Page 28 of 98

(Figures 12, 1
eriod. In the M
ng, Algorithm

chniques with R

y research are
ed on linear re
he methodolo
those demons
s in the group
wth rate rela

ms

8

14, 16), we se
Methods or T

ms, and Behav

Rising Numbers o

e showing the
egression of t
ogy is provide
strating a hig

p. Negative va
tive to the ot

F

ee small numb
Techniques ge
vioral/stochas

of Publications,

e fastest relat
the growth ra
ed in Section 
gher degree o
alues do not m
thers.

ebruary

bers of article
enre (Figure 1
stic analysis) s

 2003-2012 

tive growth ra
ate of numbe
9.2 of this re

of research int
mean that int

y 2013

es -- usually 
2), the 
shows a 

ates over 
rs of 
port.
terest for 
terest is 

DRDC Valcartier CR 2013-188



securit

normalized rat
ject group M
ehavioral/sto
h is shown as

Topics with bo
are Hierarchi
, agent-based
eats. 

Figure 13. 

ty of Cr

tes of publica
odels and mo

ochastic analy
 increasing po

oth rising pub
cal framewor
d computing, 

Master Dataset

ritical S

P

ation are com
odeling has th
ysis also demo
ost-2006 in F

blication num
rks and Predic
and methods

t: Methods or Te

System

Page 29 of 98

mputed for the
he fastest gro
onstrates a po
igure 12, plot
bers (Figure 1
ction. Figure 1
s such as gam

echniques: Relat

ms

8

e Methods or
wth rate, rela
ositive value,
ts slightly on t
12) as well as
13 speaks to 

me theory in h

tive Rate of Res

F

r techniques c
ative to other
, however Alg
the negative 

s an overall hi
the importan

handling com

search Interest, 

ebruary

category, the 
r subjects in t
gorithms, a hi
side of the st
igh rate of int

nce of artificia
plex and dyn

2003-2012  

y 2013

large,
this
igh-volume 
tandard 
terest 
al
amic 

DRDC Valcartier CR 2013-188



Cybers

Of the thirty
trajectory o
demonstrat
Data injecti

Several of th
injection att
publication
interest in a
Hybrid, hete
ranks high i
well as spat

securit

y-three sub-to
of publication 
te some errat
on attacks sh

Figure 14. 

hese features
tacks, Anoma
numbers and

areas such as 
erogenous an
n Figure 15, p

tial dimension

ty of Cr

opics grouped
at the end of

tic peaks and 
how particula

Master Dataset

s or attributes
aly detection, 
d strong resea
Risk analysis,

nd interdepen
possibly beca
ns it adds. 

ritical S

P

d in the categ
f the decade 
valleys, but a
rly strong upw

t: Features or At

s  also have s
False positive

arch attention
, Reliability, R
dent nature o
use of the ext

System

Page 30 of 98

gory Features
measured.  P

a gradual rise 
ward movem

ttributes with Ri

trong rates o
es/negatives,
n overall. In a

Real time and
of systems in 
tra degree of

ms

8

s or Attributes
Publication pa

overall. In th
ment. 

ising Numbers o

of research int
, and Dynami
addition, the 
d Reconfigura

CPS environm
f vulnerability

F

s, only eight d
atterns for the
his view (Figur

of Publications, 

terest (Figure
ic systems all 
normalized li
tion or recove
ments. Distrib
y it confers, a

ebruary

display a risin
ese topics
re 14), Resilie

2003-2012 

e 15): Resilien
show both ri
st speaks to r
ery, as well as
buted compu
nd the tempo

y 2013

ng

ence and 

nce, Data 
sing
rising
s the 
ting also 
oral and 

DRDC Valcartier CR 2013-188



Cyberssecurit

Figure 15

ty of Cr

. Master Datase

ritical S

P

et: Feature or At

System

Page 31 of 98

ttributes: Relati

ms

8

ive Rate of Rese

F

earch Interest, 2

ebruary

2003-2012

y 2013

DRDC Valcartier CR 2013-188



Cybers

In Figure 16
more specif
strong upwa

securit

6 (Sectors or A
fic topics such
ard trajectori

Figure 16. Ma

ty of Cr

Application Ar
h as Control sy
es.

aster Dataset: Se

ritical S

P

reas) the gen
ystems, Physi

ectors or Applica

System

Page 32 of 98

eric label Cyb
ical domain, a

ation Areas with

ms

8

ber-physical sy
and Automot

h Rising Numbe

F

ystems grows
tive systems a

ers of Publication

ebruary

s exponentia
also show esp

ns, 2003-2012 

y 2013

lly, while 
pecially

DRDC Valcartier CR 2013-188



securit

dicates that m
main, Automo
r growing rat
d Critical infra
s and infrastr
ctivity, are hi
urprising sinc

Figure 17. M

ty of Cr

most of the s
otive systems
es of researc

astructure als
uctures such 
gh on the res

ce sensors are

Master Dataset: S

ritical S

P

ubject groups
s, Transportat
h interest .  T

so appear wit
as the electri

search agenda
e part of most

Sector or Applic

System

Page 33 of 98

s with rising n
tion, Robotics

Topics such as
h positive val
ical grid, whic
a. Sensor netw
t CPS applicat

ation Areas: Re

ms

8

numbers post
s, and Situatio
s Smart grid, S
lues in Figure
ch are associa
works also ra
tions.

lative Rate of R

F

t 2008 – Cybe
onal awarene
Smart meteri

e 17, suggestin
ated with nat

ank high in ter

esearch Interes

ebruary

er-physical sy
ess have dem
ing, Public wo
ng that  indus
tional security
rms of growin

t, 2003-2012 

y 2013

ystems, 
onstrated

orks and 
strial
y and 
ng interest; 

DRDC Valcartier CR 2013-188



Cybersecurity of Critical Systems February 2013

Page 34 of 98 

3.2.1 Summary of Emergent Topics 

Analysis of the records in the Master set documents key research topics according to several different 
indicators, including overall tallies by subject groups, changing publication patterns, and normalized rates of 
publication.  

Counts by volume demonstrate that wireless sensor and communications networks and fairly conventional 
methods of cybersecurity, such as cryptography and firewalls, are still very much on the research agenda. As the 
attention of researchers turns to cyber-physical, embedded, or SCADA systems, however, and as more 
sophisticated attacks occur, the increased complexity of the security issue becomes apparent.  As the focus of 
research shifts gradually to include a broader set of problems and behaviours – as research considers the special 
parameters and conditions found in systems such as the electrical grid -- different approaches are seen.  These 
second-generation approaches can be detected by examining topical clusters with a high degree of correlation, 
subject groups with rising publication trajectories (especially in the last few years), and topics with rising 
normalized rates of publication. Artificial intelligence, hierarchical frameworks, agent-based and predictive 
methods are typical of these second-generation approaches. 

Our analyses suggest that modeling and simulation are a critical part of security solutions for the cyber-physical 
world. Modeling and simulation techniques apply to both the cyber (software, networks) and physical 
(hardware, devices, sensors) elements.  Thorny issue areas emerging in the literature are the hybrid, 
components-based, real-time nature of CPS networks, which also tend to be large and widely distributed, adding 
to vulnerability and complexity.   

In the CPS environment, concepts such as resilience and reliability resonate and are also attracting increasing 
research attention.  These topics are also linked to safety, regulation and insurance; entire power grids or other 
critical infrastructure, key to national and economic security, may be at stake. Predictive and evolutionary 
techniques based on artificial intelligence, agents, state-estimation, and game theoretic models are well suited 
to this complex and dynamic environment and also figure prominently on the list of topics showing growing 
research interest. Formal methods can be used as part of strategies to develop and verify systems. 

Based on volume counts and topical correlations, it appears that much of this CPS research is being driven by 
large systems such as wireless sensor networks, the electronic grid or other public utilities. However, as seen in 
Figures 16 and 17, automotive systems, mobile devices, transportation, robotic and military applications are also 
the focus of increasing attention. 
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The top players by category appear in Table 3. 

Table 3. Master Dataset: Top Organizations 

Category Top 5 Organizations (# Publications) 

Academic

• University of Illinois, Urbana Champaign, IL, USA (48) 
• Carnegie Mellon University, Pittsburgh, PA, USA (35) 
• Massachusetts Institute of Technology, Cambridge, MA, USA (22) 
• University of California, Berkeley, CA, USA (22) 
• Missouri University of Science & Technology, Rolla, MO, USA (19) 
• Texas A&M University, College Station, TX, USA (19) 

Government

• Idaho National Laboratory, Idaho Falls, ID, USA (24) 
• Sandia National Laboratories, Albuquerque, NM, USA (18) 
• National Institute of Standards & Technology, Gaithersburg, MD, USA (5) 
• Department of Homeland Security, Washington, DC, USA (4) 
• State Grid Electric Power Research Institute, Nanjing, China (4) 

RTOs

• Electronics & Telecommunications Research Inst.(ETRI), Daejeon, South Korea (18) 
• Royal Institute of Technology (KTH), Stockholm, Sweden (14) 
• Fraunhofer Inst.for Experimental Software Engineering, Kaiserslauten, Germany (8) 
• Fraunhofer Institute for Secure Information Technology, Darmstadt, Germany (5) 
• ENEA – Italian Nat’l Agency for New Tech., Energy & the Environment, Rome, Italy (4) 
• Korea Atomic Energy Research Institute, Daejeon, South Korea (4) 
• Tecnalia, Zamudio, Spain (4) 

Commercial

• Electricité de France (EDF), Paris, France (11) 
• CESI Ricerca, Milan, Italy (8) 
• MITRE Corporation, McLean, VA, USA (7) 
• SRI International, Menlo Park, CA, USA (7) 
• BBN Technologies (Raytheon), Cambridge, MA, USA (4) 
• IBM T.J. Watson Research Center, Hawthorne, NY, USA (4) 
• Siemens Corporation, Princeton, NJ (4) 
• Telcordia Technologies, Piscataway, NJ, USA (4) 

Military d

• Air Force Institute of Technology, Wright Patterson AFB, OH, USA (23) 
• Air Force Research Laboratory, Rome, NY (14) 
• Air Force Research Laboratory, Wright Patterson AFB, OH, USA (12) 
• National University of Defense Technology, Changsha, China (8) 
• Naval Postgraduate School, Monterey, CA, USA (5) 
• Army Research Laboratory, Adelphi, MD, USA (5) 

Canadian

• Ryerson University, Toronto, ON (11) 
• University of Victoria, BC (7) 
• University of British Columbia, Vancouver, BC (5) 
• University of New Brunswick, Fredericton, NB (5) 
• University of Ottawa, ON (5) 
• University of Waterloo, ON (5) 

                                                            
d Although no Canadian military institutions appear at the top,  DRDC CORA (Ottawa) reports four publications in the 
Master dataset, DRDC Ottawa lists three, and DRDC Valcartier two.  There are also two titles for Royal Military College in 
Kingston. 
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In Table 4 (academic organizations) and Table 5 (all other types), matrices were created of top organizations 
crossed with their publication counts for key subject groups.  Cells in the matrix have been heat-mapped to 
indicate high (red) through low values (pale yellow). 

Unsurprisingly, large institutions such as the University of Illinois demonstrate strengths in a number of areas. A 
degree of specialization is apparent for some other institutions, such as Texas A&M. Typically, where institutions 
specialize, it is in the area of the smart grid or sensor networks.
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3.3.3 Co-Publication 

Co-publication between players is common in this dataset, but usually only among organizations with less than 
five publications. For these players, it is common that one or two instances of collaboration are reported.  High-
volume collaborations for high-publishing institutions are few. 

Co-publications for organizations with at least five publications and at least two collaborations appear in Figure 
22. In this view, the size of the bubble is relative to the total number of publications in the database for that 
organization.  The number on the connecting line between labels indicates the actual number of co-publications. 

The red clusters at the top of Figure 22 shows  certain patterns of organizational collaboration by type (Air Force 
to Air Force, for instance), as well as geographic clusters (an Ohio cluster linking Wright Patterson Air Force Base 
to Ohio State University; the Air Force Research Lab in Rome New York with Syracuse University).  A turquoise 
cluster linking mainly academic organizations also demonstrates the centrality of the Idaho National Laboratory 
(INL) in research networks: INL performs research for the U.S. Department of Energy and is active in studies of 
the electrical grid and nuclear power.   

Most instances of co-publication shown in this graphic are between academic institutions. For some institutions 
which are very active overall, such as the University of Illinois, there are very few instances of collaboration.
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3.3.4 Top Authors  
Top authors (8 or more publications) found in the Master dataset, and a brief statement as to their research 
interests, are shown below in Table 6. Where active websites could be determined for these authors, URLs are 
embedded on the author name. 

Table 6. Master Dataset: Top Authors 

Author Institution Topics #
Articles

Govindarasu, M. Iowa State University, Ames, 
IA, USA 

Cybersecurity, real time embedded systems, 
smart grid, defence 

11

Cheung, R. Ryerson University,  
Toronto, ON, Canada 

Power system operations & engineering 10

Das, S. K. University of Texas, 
Arlington, TX, USA 

Wireless mobility, sensor networks 10

Sinopoli, B. Carnegie Mellon University, 
Pittsburgh, PA, USA 

Networked embedded control systems 9

Mander, T. 
(student) 

Ryerson University, ON & 
Teeside University, UK  

Security architecture, routing, P2P 9

Dondossola, G. CESI Ricerca, Milan, Italy Security for power control systems 8

Dimitriou, T. Athens Information 
Technology, Greece 

Optimization and probabilistic algorithms for 
sensor nets 

8

Muraleedharan, R. formerly Syracuse University, 
NY, USA; now Glassboro 
University, NJ, USA 

Behavioural studies/computer engineering 8

Nilsson, D. K. Chalmers University of 
Technology, Gothenburg, 
Sweden

Automotive networks, embedded systems 8

Osadciw, L. A. Syracuse University, NY, USA Signal processing, Bayesian networks, routing 8
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3.3.5 Top Authors Cited (External to Master Dataset) 

Although not all records in the Master dataset include information on citations to other works, 74% of the 
dataset articles (mostly those sourced from Scopus) do include such references.  In Table 7, the top authors cited
by articles in our database are listed. It should be noted that the subject matter of their publications may not be 
directly on point. The column on the far right of the table indicates the representation, if any, of these same 
authors in the Master dataset. 

Table 7. Top Authors Cited by Authors in Master Dataset 

Author Affiliation Research interests 

# articles in 
Master
dataset

citing this 
author

#articles by 
this author 
in Master 
dataset

Perrig, A. Carnegie Mellon University, 
Pittsburgh, PA (director of 
CyLab) and formerly ETH 
Zürich, Switzerland  

Network and systems security for 
mobile computing and sensor 
networks

265 6

Stankovic, J. University of Virginia, 
Charlottesville, VA  

Real-time computing, cyber-
physical systems, wireless sensor 
networks, and wireless energy and 
health applications.  

205 5

Wagner, D. University of California, 
Berkeley, CA  

Computer security, especially of 
large-scale systems and networks; 
smartphone and wireless security; 
applied cryptography  

186 0

Zhang, Y. Microsoft Research, Beijing 
Labs; formerly HRL Labs of 
Malibu, CA and various U.S. 
academic institutions 

Intrusion detection in WSNs; 
mobile and satellite networks 

175e 1

Culler, D.E. University of California, 
Berkeley, CA  

Network architectures for energy 
reduction, wireless embedded 
systems, parallel computing  

159 0

Ning, P. North Carolina State 
University, Raleigh, NC – 
currently on sabbatical with 
Samsung Mobile  

Cloud computing security, wireless 
security, post-detection analysis of 
intrusion alerts  

132 6

Akyildiz, I. F Georgia Institute of 
Technology,
Atlanta, GA

Wireless networking;  modeling, 
analysis and control of complex 
multi-scale data networks  

130 2

                                                            
e Multiple authors with the name Y. Zhang appear in both the Master dataset authors field and the cited authors field, and 
it is not clear how many separate individuals are linked to this number. Yongguang Zhang of Microsoft Research appears to 
be the key author here. 
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Author Affiliation Research interests 

# articles in 
Master
dataset

citing this 
author

#articles by 
this author 
in Master 
dataset

Karlof, C. Formerly University of 
California, Berkeley, CA (Ph.D. 
student), now a private 
security architect and 
software engineer  

Full stack software development, 
mobile security and privacy

127 0

Liu, Y. University of South Florida, 
Tampa, FL; formerly a Ph.D. 
student at North Carolina 
State University, Raleigh, NC 
(under P. Ning, above)  

Cybersecurity of wireless and CPS, 
especially smart grid  

114 0

Su, W. Naval Postgraduate School, 
Monterey, CA; former 
student of Ian Akyildiz 
(Georgia), above  

Sensor, satellite, and distributed 
networks; QoS; cybersecurity  

112 0
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4 MODELING AND SIMULATION 
A subset of articles related to modeling and simulation was created by extracting all records from the Master 
dataset which contain the terms model* OR simulat* in the title, abstract, or keyword fields.  This resulted in a 
subset of 1,004 titles. The top 300 terms cover 96% of the (subset) database content. The subject groupings 
used in the subset were the same as for the Master dataset . In the subset, the subject groups cover 97% of 
content. 

4.1 Major Research Topics 

4.1.1 Top Subject Groups  
Unsurprisingly, given the method of creation for the subset, a review of the top subject shows that, compared to 
the Master data, Models and modeling and Simulation have risen higher in the rankings, at first and fifth spots, 
respectively.  Sensors, networks and communications topics continue to demonstrate strong presence in the 
data.

Figure 23. M&S Subset: Top Subject Terms Ranked by Number of Publications 
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Closer inspection of the temporal distribution of publishing activity for these subject groups shows that the bulk 
of activity occurred in the last half of the decade, however, as shown in Figure 24. 

Figure 24. M&S Subset: Publications for Top Subject Groups, Early vs. Late 

4.1.2 Topical Correlations 
To see how topical clusters and correlations in the subset may also have been affected by changes over time, 
three views of the top 300 terms in the subset were prepared: a composite picture of the entire period (2003 to 
2013); a snapshot of the early period (2003-2007); and a view of the later period (2008-2013).  The three maps 
corresponding to these time slices are included as Figures E-H in Appendix 1 to this report. 
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4.3.5 Top Authors 

Top authors (5 or more publications) reported in the M&S dataset, and a brief statement as to their research 
interests, are shown below. Where active websites could be determined for these authors, URLs are embedded 
on the author name. 

Table 11. M&S Subset: Top Authors ( 5 Publications) 

Author Institution Topics #
Articles

Das, S. K. University of Texas, Arlington, TX, 
USA 

Game and epidemic theory (spread 
dynamics) for security in WSNs 

8

Kundur, D. formerly Texas A&M University, 
now University of Toronto, ON, 
Canada

M&S paradigms for smart grid dynamics & 
controls (vulnerability analysis, models of 
coordinated switching attacks) 

6

Wang, Yun Formerly Southern Illinois 
University, Edwardsville, IL; 
currently Bradley University, Peoria, 
IL

M&S of intrusion detection in Gaussian 
distributed WSNs

5

Zhang, Yuchen Northwestern Polytechnic 
University, Xi’an, China 

Task models in CPS; DoS resistant 
reprogramming in WSNs 

5

Park, Jong Su Korea Aerospace University, Seoul, 
South Korea

Recovery models for WSNs and CPS 5

Agrawal, D. P. University of Cincinnati, OH Intrusion detection in distributed Gaussian 
WSN networks 

5

Zourntos, Takis formerly Texas A&M co-published with D. Kundur, above 5
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4.3.6 Top Cited Authors (Citations External to M&S Dataset) 

72% of the articles in the M&S subset include data for citations to previously published articles. Many of the top-
cited authors in the subset also appeared as top-cited in the Master dataset. New to the M&S citation analysis in 
Table 12 are Estrin (UCLA) and Lee (Georgia Tech). 

As for Table 6, which documented top cited references in the Master set, the subject areas of these authors may 
not be directly on point. The column on the far right of the table indicates the representation, if any, of these 
same authors in the M&S subset. Hyperlinks are provided where active websites were identified. 

Table 12. M&S Subset: Top Cited Authors 

Author Affiliation  Research interests  

# articles in 
M&S

dataset
citing this 

author

#articles by 
this author 

in M&S 
dataset

Perrig, A. Carnegie Mellon University, 
Pittsburgh, PA (director of 
CyLab) and formerly ETH 
Zürich, Switzerland  

Network and systems security for 
mobile computing and sensor 
networks

122 2

Stankovic, J. University of Virginia, 
Charlottesville, VA  

Real-time computing, cyber-
physical systems, wireless sensor 
networks, and wireless energy and 
health applications.  

98 2

Zhang, Y. Microsoft Research, Beijing 
Labs; formerly HRL Labs of 
Malibu, CA and various U.S. 
academic institutions 

Intrusion detection in WSNs; 
mobile and satellite networks 

90 11

Wagner, D. University of California, 
Berkeley, CA  

Computer security, especially of 
large-scale systems and networks; 
smartphone and wireless security; 
applied cryptography  

81 0

Culler, D.E. University of California, 
Berkeley, CA  

Network architectures for energy 
reduction, wireless embedded 
systems, parallel computing  

79 0

Liu, Y. University of South Florida, 
Tampa, FL; formerly a Ph.D. 
student at North Carolina 
State University, Raleigh, NC 
(under P. Ning, below)  

Cybersecurity of wireless and CPS, 
especially smart grid  

67 7
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Author Affiliation  Research interests 

# articles in 
M&S

dataset
citing this 

author

#articles by 
this author 

in M&S 
dataset

Estrin, D. University of California, Los 
Angeles , CA, 

Embedded networked sensing 
systems, environmental 
monitoring applications, security 
of WSNs. “Most recently her work 
focuses on participatory sensing 
systems, leveraging the location, 
activity, image, and user-
contributed data streams 
increasingly available from mobile 
phones.” 

63 0

Akyildiz, I. F Georgia Institute of 
Technology,
Atlanta, GA

Wireless networking;  modeling, 
analysis and control of complex 
multi-scale data networks  

57 1

Karlof, C. Formerly University of 
California, Berkeley, CA (Ph.D. 
student), now a private 
security architect and 
software engineer  

Full stack software development, 
mobile security and privacy

56 0

Lee, W. Georgia Institute of 
Technology, Atlanta, GA; 
director of Georgia Tech 
Information Security Center; 
formerly North Carolina State 
University 

Systems and network security, 
applied cryptography, network 
management, and data mining 

51 0

Ning, P. North Carolina State 
University, Raleigh, NC – 
currently on sabbatical with 
Samsung Mobile  

Cloud computing security, wireless 
security, post-detection analysis of 
intrusion alerts  

51 6

Su, W. Naval Postgraduate School, 
Monterey, CA; former 
student of Ian Akyildiz 
(Georgia Tech), above  

Sensor, satellite, and distributed 
networks; QoS; cybersecurity  

49 0
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5 SOURCES TO MONITOR 

While not specified in the mandate, a request which emerged as part of ongoing project consultations 
concerned the top conferences and journals which may be of continuing interest.  In Tables 13 and 14, the top 
sources are ranked according to the number of publications in the Master dataset. These same sources were 
mirrored in the M&S subset.  Hyperlinks to conference webpages are provided where available. 

Table 13. Master Dataset: Top Conferences ( 10 Publications) 

Conference # Publications, 
2003-2013 

IEEE Power and Energy Society (PES) General Meeting 44
IEEE Military Communications Conference (MILCOM) 41
International Symposium on Resilient Control Systems (ISRCS) 31
IEEE International Conference on Trust, Security and Privacy in Computing and 
Communications (TrustCom)

26

IEEE PES Innovative Smart Grid Technologies (ISGT) 20
ACM/IEEE International Conference on Cyber-Physical Systems (ICCPS) 16
IEEE International Conference on Distributed Computing Systems (ICDCS) 15
IEEE International Conference on Communications (ICC) 14
IEEE International Conference on Computer and Information Technology (CIT), IEEE
International Conference on Embedded Software and Systems (ICESS) [proceedings 
published together]

12

IEEE INFOCOM 12
Hawaii International Conference on System Sciences (HICSS) 12
International Conference on Wireless Communications, Networking and Mobile 
Computing (WiCOM)

11

International Topical Meeting on Nuclear Plant Instrumentation Controls, and 
Human Machine Interface Technology (NPIC and HMIT)

10

IEEE International Conferences on Internet of Things and Cyber, Physical and Social 
Computing (iThings/CPSCom) [now separate conferences] 

10

DRDC Valcartier CR 2013-188



Cybersecurity of Critical Systems February 2013

Page 86 of 98 

Table 14. Master Dataset: Top Serials ( 8 Publications) 

Journal # Publications, 2003-2013 
Lecture Notes in Computer Science 128
Communications in Computer and Information Science 32
ACM International Conference Proceedings Series 23
International Journal of Critical Infrastructures 21
International Journal of Critical Infrastructure Protection 20
IEEE Transactions on Smart Grid 17
IEEE Security and Privacy 13
Proceedings of the IEEE 11
IET Conference Publications 10
Lecture Notes in Electrical Engineering 9
Advanced Materials Research 9
Journal of Networks 8
International Journal of Distributed Sensor Networks 8
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6 CONCLUSIONS 
The goal of this project was to provide an overview of the state of the art of security solutions for cyber-physical 
systems and to better understand how modeling and simulation techniques may contribute to those solutions, 
particularly with regard to increased resilience. 

The literature survey conducted for this project indicates that interest in the area of cybersecurity for critical 
systems is keen, and for the most part, it has grown over the last decade.  

Network-related security strategies such as cryptography or network intrusion detection have been, and will 
likely continue to be, central to the research agenda, inasmuch as they protect the communications 
architectures that keep entire systems running.  For many researchers in the domain, however, traditional 
security approaches are found to be wanting. Over the course of the decade under review, an increase in 
supplementary techniques that address the special needs of the CPS environment is evident. Of particular 
interest in this regard are sophisticated methods that address safety, continued system availability, resilience, 
and behavior/anomaly patterns specific to particular applications. Real time and intelligent, adaptive/learning 
responses are also required, and show evidence of increased research interest.  

Modeling and simulation are being used to enhance security at various stages, from system engineering through 
operations. Threat and defence models are being used to test system designs and detect anomalies.  M&S 
techniques are also seen to contribute to vulnerability or risk assessments. In the literature, researchers also 
investigate stochastic and/or Markovian models or other learning methods as a means of detecting 
compromised components and of predicting system performance or recovery. 

Most of the research conducted in this domain is being performed in academic institutions, and large American 
universities are key players. Commercial organizations also feature in scientific and technical publications, both 
as collaborators with academia and as research labs in their own right. 

Of the applications or sectors described in the literature survey, wireless sensor networks and public utilities – 
especially electrical grids – are frequent subjects for research. Automotive, robotic, and industrial control 
networks constitute smaller segments, but show rising research interest. 

Rising rates of publication in this field and the high degree of academic involvement both suggest that this topic 
has not yet reached maturity, or even an early plateau of interest.  Indeed, all of the analyses conducted for this 
project support the observation, made in recent review literature, that cybersecurity for CPS is “in its infancy”. 
Some key challenges remain, especially in areas such as system complexity and interdependence as well as real 
time environments.  

Various military applications and solutions are discussed in the literature, but the bulk of research conducted to 
date has focussed on sensor networks, public utilities, industrial controls and critical infrastructure such as 
electrical power grids, nuclear plants, or water distribution/treatment systems. Many of tomorrow’s solutions 
may arise from environments where continued operation is deemed critical to success and public security, even 
when the industry is not are overtly military in nature. Research partnerships may thrive in all of these 
application areas. Collaborations with private industry or public utilities may also support the military research 
agenda in areas such as wireless sensor networks, autonomous vehicles, avionics or vetronics. For that reason, 
we recommend that DRDC continue to monitor developments both inside and external to the military domain 
and to maintain a broad perspective when considering developments in CPS security.  
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8 APPENDICES 

8.1 Attachments 
• STI 14926: Appendix 1: Topical Correlation Maps [Word document with large scale graphics]

8.2 Methodology 

8.2.1 Searches 

Searches for this report were conducted in various databases: Scopus (Physical Sciences),  INSPEC, National 
Technical Information Service (NTIS), IEEE xPlore, ACM Digital Library, Defense Technical Information Center 
(DTIC), and the NATO Science and Technology Organization database. Internet searches were conducted for 
project literature and presentations from defence agencies such as the Defense Advanced Research Project 
Administration (DARPA) and in order to collect project literature and conference proceedings not indexed 
elsewhere. Finally, a client-supplied list of around 200 additional bibliographic references was enriched with 
keywords, affiliations, and abstracts and added to the database of results.  

In the bibliographic databases, searches were delimited to substantive fields (AB/TI/KW) and terms were 
combined using both Boolean (AND/OR) and proximity (NEAR) operators. Truncation (*) was also used to gather 
variant forms of words. 

From the table below, terms from columns A were combined with column B using AND. Column A terms were 
also searched in combination with either Column C OR D terms. 
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Table 15. Search Terms 

A: Critical Systems B: Cyber-Security or 
CyberThreats 

C: Security-Related Resilience D: Modeling & Simulation

• Cyber()physical 
systems

• Embedded system* 
• Critical

infrastructure* 
• Critical system* 
• Mission critical 
• SCADA or 

supervisory control 
and data 
acquisition

• industrial control 
systems

• industrial networks 
• vetronic*
• In-vehicle

network* 
• Automo* NEAR 

(network* or IT or 
electronic* or 
information
technolog*) 

• Satellite systems 
• Navigation systems 
• Unmanned vehicles 

(UAVs , UGVs, 
UUVs)

• Air traffic control* 
• Weapon*  system* 
• Critical NEAR utilit* 
• Smart grid* or 

power grid* 
• Power system* 
• Nuclear NEAR 

(plant* OR system* 
OR facil*) 

• Gas pipeline* 
• Water w/2 ( suppl* 

or treatment)  
• Machine to 

Machine (M2M) 
Networks 

• Medical device* 
• wireless sensor 

network* OR WSN 
• Internet of Things 

• Cyber()security 
• Cyber()crime* 
• Cyber()attack* 
• Cyber()terror* 
• Cyber()safe* 
• Cyber()threat* 
• Cyber()architecture*
• Hack* 
• Malware
• (Computer  or 

internet) w/1 (virus 
or worm*) 

• Bot or bots 
• Botnet* 
• Stuxnet 
• Ghostnet
• Trojan horse* 
• Intrusion detection 
1. Security or safety or 

attack* or threat* 

• Resil*
• Fault* near toleran* 
• Tolera*
• Redund*  
• Survivab* 
• Self-adapt* or self-heal* or 

self-repair* or self-correct* 
or reconfigur* 

• Model* 
• Simulat* 
• Rules 
• Algorithm* 
• Agent-based 
• Multi-agent* 
• Common types, e.g., 

Markov, BDMP, 
Monte Carlo, genetic, 
Bayesian, learning , 
evolutionary, Petri 
net*, attack tree*,  
threat tree*, 
stochastic* 

• (predict* or probab* 
or analy* or cluster* 
or classif* or state 
estimat*) NEAR 
(model* or simulat*) 

• Statistic* OR 
numeric* 

• Game theor* 
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After initial scoping and review of results, at the request of the client, approximately 300 articles were manually 
weeded to remove articles which referenced network or communications cybersecurity exclusively (i.e., those 
articles where the physical elements were absent or insubstantial). 

The search period covered the last 10 years, inclusive (2003-2013). 

After removal of duplicate titles, the final Master dataset of results numbered 2,220 articles. From these data, a 
subset was created by searching in the keyword, title or abstract fields for all instances of either model* OR 
simulat*. The Modeling and Simulation subset numbers 1,004 articles.  

8.2.2 Analysis 
All references were downloaded into VantagePoint and Intellixir software for analysis.  Both of these platforms 
enable the creation of various groupings, statistical analyses, matrices, graphs, and cross-correlations used in 
the analysis of subjects, timelines, and player activity. The methods used to compute values or extract terms 
may differ according to the software used, causing small differences for some views. Most cleaning and 
processing was conducted in VantagePoint, and the resultant data was exported to Intellixir, where various 
additional visualizations are available. 

In VantagePoint, database fields for keywords, identifiers, descriptors, and subject headings were merged into  
one field to create a single point for subject analysis.  To obtain 100% coverage, words and phrases were also 
extracted from the title field and merged with other subject terms into the comprehensive keyword field. Words 
and phrases in this field were then cleaned to normalize variant spellings and acronyms and to combine 
synonyms.  The top 300 keyword terms, used for creation of cluster/co-occurrence maps, constituted 96% of 
database content. 

Keywords were also organized into 117 subject groups, created according to high frequency patterns in the top 
terms, concepts noted in the mandate, and readings from recent review articles which suggested possible 
important or emergent topics (for example, stochastic or behavioural  models).  Categorization into these groups 
is non-exclusive: for instance, a heading on threat models for electrical power distribution might be classified 
under both Smart grid and Models and modeling. Records referenced in the 117 subject groups constituted 98% 
of database content. 

Normalized Rates of Research Interest 

To ascertain the normalized growth rates and compare values according to their standard deviation for each of 
the subject groups in the genre categories, we plotted publication rates and the angle (slope) of their increase or 
decline over time over time, using linear regression.  Average slope degrees and standard deviation were then 
calculated and standardized, to produce Z-scores.  These standardized scores can be used to reduce “noise” and 
identify topical areas with the greatest emergent growth rates (velocity) in the dataset, as well as the subjects 
showing sub-standard rates. One possible limitation may be absent publication values for certain years in a time 
series, so the analysis provided by z-scores should also be accompanied by a review of actual values over time. 
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Software: Analytical Tools 

Different analytic al tools were used to generate graphs and other visualizations used in this report. While 
VantagePoint was the basis for bar and line graphs, Intellixir was used to create Aduna clusters, and 
collaboration maps. TouchGraph software was used for cluster analysis (visualization of correlations between 
subject terms or groups) and collaboration maps.
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