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Abstract

In a military context where commanders have to move regularly out of their offices, and other static
or mobile Command and Control facilities, the need to remain connected is of critical importance.
Therefore, mobile technologies are vital for allowing commanders to maintain access and interact
with command support tools and processes necessary for them to exercise their authority under a
wide range of operating conditions.

A prototype called CHESS — Commander HandhEld Support System, running on a wireless
handheld device, was one of the important elements of a joint command decision support system
for the 21st century (JCDS21). This prototype demonstrates how exchanges of information can
occur between a wireless handheld device and Situational Awareness tools (COMMAND VIEW,
Incident Management System), a planning system (Collaborative Operations Planning System) as
well as decision support tools developed by JCDS21 TD. This report describes the main aspects
of CHESS system design.

Résumé

Dans un contexte militaire, ou les commandants sont sujets a ceuvrer a I’extérieur de leurs bureaux
ainsi que de leurs postes de commandement statiques ou mobiles, le besoin de rester connecté est
d’une importance critique. En conséquence, les technologies mobiles sont d’une importance
capitale afin de permettre aux commandants de maintenir un acces et une interaction avec les outils
d’aide au commandement et aux processus nécessaires pour exercer leur autorité pour un large
¢ventail de conditions opérationnelles.

Un prototype, appelé¢ CHESS — Commander HandhEld Support System, fonctionnant sur un
appareil de poche sans fil, était un des ¢léments important du systéme d’aide a la décision pour le
vingt-et-uniéme si¢cle (JCDS21). Ce prototype démontre comment les échanges d’information
peuvent &tre faits entre un appareil de poche sans fil et les outils d’éveil situationnel (COMMAND
VIEW, Incident Management System), un systéme de planification (Collaborative Operations
Planning System) ainsi que les outils d’aide a la décision développés dans le projet de
démonstration technologique JCDS21. Ce rapport décrit les aspects principaux du design du
systéme CHESS.
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Executive summary

System Design: Commander HandhEld SyStem (CHESS)

Normand Pageau; Micheline Bélanger; DRDC Valcartier TN 2013-303; Defence
R&D Canada — Valcartier; May 2012.

Introduction or background: In a military context where commanders have to move regularly
out of their office, and other static or mobile Command and Control facilities, the need to remain
connected is of critical importance. Therefore, the requirement for mobile technologies aimed at
allowing commanders to maintain access and interact with command support tools and processes
necessary for them to exercise their authority under a wide range of operating conditions is
essential.

Results: A prototype called CHESS — Commander HandhEld Support System, running on a
wireless handheld device was one of the important elements of a joint command decision support
system for the 21 century (JCDS21). This prototype demonstrates how exchanges of information
can occur between a wireless handheld device and Situational Awareness tools (COMMAND
VIEW, Incident Management System), a planning system (Collaborative Operations Planning
System) as well as decision support tools developed by JCDS21 TD. This report describes the main
aspects of CHESS system design

Future plans: CHESS is a first prototype aiming to present the information relevant to a
commander on a wireless handheld device. Additional work will have to be invested in the
identification of the most relevant information to be presented based on user’s preference and role
as well as the user’s interface efficiency.
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System Design: Commander HandhEld SyStem (CHESS)

Normand Pageau; Micheline Bélanger; DRDC Valcartier TN 2013-303; R& D
pour la défense Canada - Valcartier; mai 2012.

Introduction ou contexte: Dans un contexte militaire, ou les commandants sont sujets a ceuvrer a
I’extérieur de leurs bureaux ainsi que de leurs postes de commandement statiques ou mobiles, le
besoin de rester connecté est d’une importance critique. En conséquence, les technologies mobiles
sont d’une importance capitale afin de permettre aux commandants de maintenir un accés et une
interaction avec les outils d’aide au commandement et aux processus nécessaires pour exercer leur
autorité pour un large éventail de conditions opérationnelles.

Résultats: Un prototype, appelé CHESS — Commander HandhEId Support System, fonctionnant
sur un appareil de poche sans fil, était un des éléments important du systeme d’aide a la décision
pour le vingt-et-unieme siécle (JCDS21). Ce prototype démontre comment les échanges
d’information peuvent étre faits entre un appareil de poche sans fil et les outils d’éveil situationnel
(COMMAND VIEW, Incident Management System), un systéme de planification (Collaborative
Operations Planning System) ainsi que les outils d’aide a la décision développés dans le projet de
démonstration technologique JCDS21. Ce rapport décrit les aspects principaux du design du
systéme CHESS.

Perspectives: CHESS est un prototype initial ayant pour but de présenter les informations d’intérét
au commandant sur un appareil de poche sans fil. Du travail additionnel sera nécessaire afin
d’identifier I’information la plus pertinente a étre présentée en fonction des préférences et des roles
des usagers ainsi que de I’efficacité de I’interface usager.
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1 Introduction

1.1 Context

Commanders require the ability to exercise command regardless of where they are. This concept,
also called “Command on the Move”, means that commanders are supported in achieving
situational understanding, making decisions, disseminating directives, and following directives
through execution in a designated HQ as well as on the road. The concept allows commanders to
be virtually present at any required decision point. To support commanders on the move, enabling
technologies will have to encompass communications capabilities, handheld mobile hardware
handling of secure as well as unclassified information and mobile device applications providing
access in real-time to current operational military C2 applications. DRDC Valcartier has developed
an initial prototype called CHESS (Commander HandhEld Support System) to demonstrate how a
wireless handheld device can be used to support a commander while away from a command post.| 1]

The purpose of this document is to provide CHESS application system design information. The
focus is on the key factors and technologies that influence its development and the overall
decomposition of the software components. The level of detail is limited but ensures a basic level
of understanding for a new participant to the project. The content of this report is mostly technical
information aimed for a software development audience.

1.2 Background

DRDC Valcartier (DRDC-V) is responsible for managing a Technology Demonstration (TD)
project: Joint Command Decision Support for the 21st Century (JCDS 21 TD), sponsored by
Director Joint Force Capability (DJFC). The aim of JCDS 21 TD is to demonstrate a Joint Net-
enabled, Collaborative Environment to achieve Decision Superiority. The main areas of expertise
for this project are Command and Control (C2), human factors, human-computer interaction,
information visualization, knowledge management, decision theories, artificial intelligence and
experimentation. To achieve its objectives, the overall project is divided into five sub-projects:

e Front end analysis and experimentation;

e Organisational and individual factors;

e Situation awareness;

e Decision support;

e System integration and interoperability.
The decision support sub-project intends to investigate and demonstrate advanced decision-aid
concepts to support the Joint Decision Making Process, considering that it is extremely difficult to
obtain an omniscient understanding of all dimensions of the decision-making situation. The
CHESS, which is part of this sub-project, aims to support commanders or senior staff to keep

contact with their planning team, be aware of any new critical event and stay in touch with ongoing
operations while away from their command post.

DRDC Valcartier TN 2013-303 1



An initial study [4] has previously been completed to identify the information that would be most
appropriate for a commander to exchange using a wireless device while away of its headquarters,
considering the information available from the JCDS 21 systems. The second objective of that study
was to investigate current wireless technologies, compare and select those that are the most suitable
for the context of use. Following that study, a first concept of operation and a mock-up was
produced to demonstrate and validate the approach. [2],[3]

1.3 Scope

This report presents CHESS as it was at the end of the JCDS21 TDP, in October 2008. It was
written after one development cycle in a research and development (R&D) environment. This
implied that a limited effort has been made on the design and a medium maturity reached in the
related software. However, the resulting prototype uses recognized architecture and design
methodology and is robust enough and well adapted to a Technology Demonstration Project (TDP).

For complementary information, it is suggested that the reader consults the preliminary version of
the Software Requirement Specification (SRS) [2] and of the System Architecture and
Requirements Allocation Description (SARAD) [3] documents and the JCDS High Level
Functional Architecture [6].

1.4 Document Overview

The next section of this document describes an overview of the system by presenting some of the
main requirements and a high level of the architecture. The third section is the core part of this
report; it documents the development environment conditions, the user interface approach and all
the detailed components of the architecture. The last section concludes this application design
effort and proposes some improvement and directions for future work.

DRDC Valcartier TN 2013-303 2



2 System Overview

21 Main System Requirements

The main requirement of the CHESS system is to allow commanders or senior staff to keep contact
with their planning team, be aware of any new critical event and stay in touch with ongoing
operations while away from their command post. The CHESS system does not intend to provide a
complete virtual presence of the commander or to replace the current systems but to minimize
disconnects and delays when he is on the move. For that purpose, the current application
requirement focuses on four main aspects: situation awareness, planning process, personal
information management and collaboration.

Situation Awareness

Situation awareness is currently enabled by existing systems. Accordingly, the CHESS system
needs to accomplish two major functions, the first is to be able to retrieve situation awareness
information from existing systems, namely Command View, IMS and EMPA. The second function
is to be able to manage notification of important events. More specifically [2]:

e Access to Command View briefings and other important documents;
e Access to the incident list and details via IMS;
e Access to maps with geo-referenced operations or incidents;

e Ability to monitor plan execution and operations status via EMPA and other legacy C2
applications.

e Receive notifications related to the status of on-going planning activity;
e Receive notifications related to new incidents of interest;

e Receive notification on mission success criteria;

e Receive notification on decision points and associated triggers;

e Receive notification of availability of key planning products.

Planning Process

The planning process is the thinking process that leads to the decisions that will shape the plan. The
commander plays a key role in that process by orienting its planning staff, giving directives and
making decisions. In the context of this project, the focus is on the key commander tasks that could
bring the planning process to halt when the commander is not present in the HQ. More specifically

[2]:
e Monitor progress of planning cycles and associated key deliverables ;

e Access and control in planning battle rhythm,;

DRDC Valcartier TN 2013-303 3



Participate in COA development as required or review the output of the COA
Development stage of the OPP

Access and/or add Commander Critical Information Requirements (CCIR);
Consult the threats list;

View and review the outputs of the planning process

Contribute to the planning process by having the ability to:

Complete missions analysis

Craft a proposed mission statement

Prepare and distribute Planning Guidance

Draft a Concept of Operations and its associated Commander’s Intent paragraph

Review and approve key documents in particular orders of different formats

Personal Information Management

Personal information management is considered to be a core function of networked computer
systems. Those functions should also be part of the mobile environment and the information should
be synchronized with the desktop environment. This mainly includes [2]:

Manage and synchronize contacts;
Manage and synchronize the appointment schedule, calendar and meetings;
Manage and synchronize tasks;

Access past sent and received email messages.

Collaboration

Even if some collaborating requirements are already covered by commander participation in the
planning process through the use of specialized functions, this section identifies more generic
collaboration means that will allow the commander to keep in touch with his team.

2.2

Send and receive email messages including document attachment;
Text-based chat with other planning personnel, subordinate or superior commanders;
Receive a full briefing presentation remotely;

Simple audio call or teleconference with other personnel, subordinate or superior
commanders.

Architecture Description

High level architecture of the CHESS application is quite dependent of the overall JCDS 21 Test
Bed (TB). The main influence originates from the choice of a Service Oriented Architecture (SOA)

DRDC Valcartier TN 2013-303 4



that relates on an Enterprise Service Bus (ESB). Conceptually, every core component and external
additional system exposes its functionalities using a standard service definition and makes it
available to other TB systems though the ESB. The ESB provides an abstraction layer on top of the
SOA, acting as a message broker between applications. By giving an abstraction of the message
format it may deal with services evolution by adapting message specific needs just by configuration
changes instead of a recoding requirement. Figure 1 gives an overview of the TB architecture.

Test Bed

Decision Services

CSNI (JCDS LAN) KMapper C2CE
Command View EMPA Portal
IMS TRV Application
Mission View Chess

COPlan8
:----.-.--. .-.--.-.------.-..-.t ------ CTB ---------- .

s H Metrics
E J Security u Ext. Msg API " Messaging uOoS u Orchestration " Error Mgmt L -
.
H
.
: Stimuli
- .
Common Services uDDI .
Ontology Mgmt || Context Mgmt .
User Profile Content Mgmt :
.
Search Logging :
Tracks Notification Information Access :
GIS Context RSS _> Tracks DAS -
Mgmt
— Metadata Document DAS H
Generation Imagery DAS :
Incident "
Gathering Geo-Int DAS .
.
............................................................ H

Figure 1: JCDS 21 Test Bed Architecture Overview

The combination of the ESB and the core services is designated as the Core Test Bed (CTB). In
addition to the ESB, the CTB is mainly composed of two groups of services: Commons Services
and Information Access Services. Moreover, a UDDI service is used by the ESB to allow discovery
and integration of the services available on the system network. More details about those services
and their implementation can be found in the CTB SAD [7].

The components external to the CTB are grouped in two main categories: those currently used on

the operational CSNI baseline and those added by the JCDS 21 project as Decision Service. CHESS
is part of that second category.

Main components interaction

The different tasks of the JCDS 21 project are identified with a TA number for management
purposes. The identification of the development activity related to CHESS, represented as TAIS,
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has also been used for component identification. Without going through all the components of
JCDS 21 test bed, this section presents those interacting with CHESS software as illustrated in
Figure 2.

cmp Component Yiew
«MWSDLy wexternals «MWSDLy
TA1E Services: External Applications:: TA1S Services::
PlanExecutionWs COPlanS ImsEmail NotificationWeb Service
PlanExecutionWs COPlanS ImsEfmailNotificati bSernvi
! ! ?
1 1 1
1 1 1
1 1 |
1 1 1
1 1 1
1 1 |
s s A
PlanExecution CoplansFacade |
TA15:TA15Web saxtamaly

ESB:Enterprise Service Bus

/J:onten(Management JlMSDetails J:MS

1 |

1 1

1 1

1 |

1 1
g
kveinord
|

¢ %
g] IE:I g]

>0

INotificationESBService

than Hiteb

INotification

«MWSDL» «WSDL» «MSDLw «senices
TAOS Services:: TA15 Services:: IMS:: TADS Services::
ContentManagemertWeb Service Ims'WebService Sweincidentlist Notification

Figure 2: CHESS components interaction
The components on the diagram can be divided in two groups: those under CHESS development

activity and those that are used by CHESS system. Table 1 gives a brief description of those
components and their use in the context of CHESS.

Table 1: Description of main components

Component Description

2] This component is part of the EMPA project and provides
Wb service on plan execution information, mainly it status.

PlanExecution'Ws
T

2] This component is part of COPlanS project. It provides
Wl the necessary libraries to access and manipulate COPlanS
EoRace information.
9] This component is part of CHESS project. It generates
I emails to notify the CHESS users when a new incident of
ImsEmai!NotifilcationWebService interest occurs.
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wexternals
ESB::Enterprise Service Bus

This component is provided by the open source software
OpenESB. The ESB is configured using Business Process

Execution Language (BPEL) to meet JCDS CTB
requirements.

&]

«WSDLs
TADS Services:
Contert ManagementWeb Service|

This component is part of TA09 which aims to develop
the some of the core components of the TB. The content
management service allows the manipulation of a
structured repository of documents. CHESS essentially
uses that service to retrieve important documents
managed by Command View system (e.g. morning brief
document).

«WSDL»
TA15 Services:
ImsWebService

This component is part of the CHESS project. A similar
service was already provided by the IMS system but some
key information for CHESS was not available. This
service has been temporarily developed as an extended
IMS web service. It retrieves incident related information
such as description and its location.

«WSDL»
IMS::
Sweincidentlist

This component is provided by the IMS system. It allows
the retrieval of a filtered list of incidents managed by the
IMS system.

g]

«services
TADS Services:
Notification

This component is part of TAO8 development effort. It
aims to create, generate and subscribe to different
notifications. CHESS subscribes to notifications of
interest for the commander and generates emails with
related information to be pushed to the handheld device.
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Network

The CHESS functionalities are highly dependent of the network availability. The schema illustrated
in Figure 3 is an example of CHESS network configuration that has been built up for demonstration
purposed. In that picture, JCDS 21 server contains the JCDS 21 TB that can be accessed through
cellular or WI-FI communication. It is important to note that the communication security issues
have not been addressed by this project.

JCDS 21
Server

()
@ Wi-Fi Acdess Point

CHESS

Cell Towers

Figure 3: CHESS network configuration
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3  System Implementation

3.1 System Design Conditions

This section puts more emphasis on the constraints and restraints that influence the design and the
development phase of the CHESS application. Those conditions need to be described in order to
better understand some of the decisions and some limits of the final product.

Technical requirements

First, as part of JCDS 21 project, the CHESS system has to be compliant with the architecture and
the technology choices made for the overall JCDS 21 test bed. Secondly, the other major influence
on the application design is its tight dependence on the Secure Mobile Environment Portable
Electronic Device (SME PED) project. That project aimed to acquire the operational portable
device where the CHESS application should be deployed. The following sub-sections describe
some implications of those conditions.

JCDS 21 Project

JCDS 21 aims to build an integrated decision system of systems environment based on service
oriented architecture (SOA). One key benefit of that type of architecture is the sharing and
reusability of services in order to reduce the development effort and to facilitate the interoperability
between systems. The two main requirements resulting from that architecture selection are:

1. Each generic need identified by the different systems must agree on the development and the
use of a common service.

2. Each system component must be developed in a SOA approach in order to expose its
functionalities to other systems to promote its interoperability.

At the user level, the JCDS 21 system intends to provide the user with integration transparency
through a user interface homogeneity. To reach that goal, user interface guidelines [5] have been
developed and imposed for every graphical component. Additionally, for web application
development, it has been necessary to follow the standard from the “Common Look and Feel for
the Internet 2.0” (CLF 2.0) [8] provided by the Government of Canada.

The environment configuration of the final demonstration of JCDS 21 is another element that
influenced the application design. . The demonstration setup is a closed-loop environment that
partially reproduces the operational systems network [9]. Since the email solution based on Apriva
Sensa was not available on that setup, a Microsoft Exchange server has been configured and
accessed through a WIFI connection. As the Defence Cryptographic Modernization Project could
not provide the intended final hardware product that would run the CHESS application in time for
the demonstration, it has been decided to use the device that was selected by the previous study [4].
Therefore, the testing of the application for the final technical adjustments were made on the HTC
TyTN IL
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From a technology point of view, some common development libraries were used to reduce the
learning cost of the development team and ease the integration. Java was chosen as the primary
language using MyEclipse as development platform.

Finally, main software systems like Oracle 10g and BEA Weblogic Server 10 were determined as
core server components shared by the different applications of the JCDS 21 test bed to match as
much as possible the software used in the operational environment.

SME PED Project

The Department of Defence has a capital project called the Defence Cryptographic Modernization
Project (Defence CMP) which will ensure the availability of logistically supportable cryptographic
devices, implementing robust cryptographic algorithms in a cost-effective manner throughout their
life cycle. One of its sub-project was called the Secure Mobile Environment Personal Electronic
Device (SME PED). It aimed to provide the first generation of secure Personal Digital Assistant
(PDA) devices, which would provide truly mobile, secure access to the Departmental Wide Area
Network (DWAN) and Consolidated Security Network Infrastructure (CSNI) networks using
civilian cellular networks. The SME PED intended to interoperate with the Department’s current
inventory of Secure Telephones (using the Secure Communications Interoperability Protocol) and
Network encryptors (using the High Assurance Internet Protocol Encryption (HAIPE) protocol).

One major requirement of the CHESS application is its ability to be used on the handheld device
provided by the SME PED project. To comply with the specifications of that device the CHESS
application has meet the following technical conditions:

e  Must ensure that no software needs to be installed on the device;
e Must keep no information in memory;

e  Must run on Windows CE 5.0;

e  Must use QVGA display;

e  Must be Web based and be executed within Internet Explorer 4.0;

e  Must consider a low bandwidth environment.

Since it was not possible for CHESS development to get access to a simulation environment that
exactly corresponds to the SME PED specification, an emulator of Windows Mobile 5 has been
used.

Project management considerations

A number of conditions of the project management of JCDS 21 test bed development impact the
CHESS application. While CHESS development was limited in time and budget, the time factor
has been a critical issue. Because CHESS is mainly a data consumer application, it depends on data
provider systems like Command View, IMS, EMPA, GIS service and Document Management
service. Any delay in the development of those tools was directly influencing CHESS development
timeline. Furthermore, the JCDS 21 test bed core services and its embedded sub-systems were
developed in parallel, which impacted the development in two different ways. The first concerns
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the fact that the development environment of the CHESS project was incomplete and needed to
infer some components based on the architecture description. The second relates to the coordination
effort required between the various sub-projects to develop a common understanding of similar
concepts. By integrating data from independent systems that do not use a unique description,
CHESS must deal with a single representation of these concepts. An example of this issue, the
notion of “Operation” and “Plan” that has a different meaning in COPlanS, CV and EMPA systems.
Following an understanding of the different definitions, fusion and translation techniques have been
applied to the concepts to produce a coherent representation of the information.

Finally, the CHESS project itself had to deal with resource limitations since no expert on the
development and graphic design for mobile device were available. Furthermore, the project
development was based on only one main cycle since the end user community was available only
at the final demonstration.

3.2 User Interface

This section gives a general overview of CHESS software graphical interfaces and looks at some
techniques implemented to facilitate the user experience.

User interface is a critical aspect of software usability which is more significant with time sensitive
systems where the user needs to operate the software in an environment under pressure. In systems
designed for handled devices, technical specifications of the device (such as available display size)
greatly influence possible solutions. Those factors are part of the CHESS user interface design
considerations that have led to the prioritization of two main objectives:

e Simple and efficient navigation by minimizing user interaction;

e Accurate selection of information to be displayed based on the user needs to minimize
interface load.

For handheld systems, user interface experience is highly influenced by the graphical interface of
the software as well as the hardware interaction. For example, it is highly recommended to have a
touch screen interface and a full QWERTY keyboard to support user inputs. The CHESS user
interface is the result of the application of the user interface guidelines that were developed for
JCDS21 [5], as well as the structure of information that has been developed based on information
requirements [1].

Overview

The CHESS user interface is designed for a handheld device with a basic web browser. It is
composed of three main sections: the header, the navigation path and the interactive information
display (see Figure 4). The screen aspect ratio is 4:3 with a portrait! QVGA resolution of 240 pixels
wide and 320 pixels high. This aspect ratio is used in order to match as much as possible a normal
reading page. The scrolling option is forced to the vertical scroll only to limit page panning and
provide a more intuitive way for the user to read the information.

! QVGA “Portrait” alignment refers to a 240 x 320 display as opposed to “landscape” that refers to a 320 x
240 displays.
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Header +——@ | || |  Canadil4|
Path 4—Home > [MS

UC_TRAININGIMS_00005
- Test Incident 5 (2008- Map

09-23)
Background : =
2316187 Sep 08 - (Administrator)
Information This is the incident's background
display Current situation :
Future Ops/Assessment : . |
Location : Yancouver
Classification : Unclassified
Type : * Incident
Category . Test Category —
Operation : QOperation Podium il

Figure 4. User interface layout

The “header” part of the screen is a static component of the interface and remains exactly the same
for all the web pages of the application. It allows rapid access to the help feature of the application
that gives contextual help on the current page, the logout feature that allows the user to exit the
application at any time, the context configuration boxes that customize the information displayed
based on the user profile and finally a logo image that can be used to set the identity of the
application.

The “path” part of the screen gives the navigation path that has been accessed by the user to reach
the current page. It can also be seen as an application contextual information bar. All the way points
of the path are clickable links that can be used to quickly navigate back to one of these points.

The interactive “information display” part of the screen presents the user with the pertinent
contextual information and provides the related functionalities of the application. In this section,
the commander will access the information needed to support the decision making process and will
have the possibility of injecting into the system some key directives, decisions, information or
requests to his staff.

The look and feel of the graphical interfaces, as the fonts and colors, can be easily changed by
editing the text style file “talS-style.css” as shown in Figure 5.
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® TA15Web - NetBeans IDE 6.5.1 [S[E]
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1 Wiy talS-style.css i — = ta1S-style |
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wargin: 0; B |
tal5-style.css - Navigator «x padding: 03 ﬂ:,ms‘:; =
o | 5 M n Time 6-Sep-2008 11:41:52 AM
iy #left-header
Wy, #logn-header ] table (
Wiy #ogn-page font-size: x-small;
Wy #right-header )
Ty, #thumbnail
Ty .ContentTable [ .tableHeader
Wy .ContentTable td (
Wy bold background-color: #669966;
Ty .errorMessage color:#FFFFFF;
Ty footer text-decoration:none;
Ty header text-align: center;
Ty .main-center font-weight: bold:
iy, tableHeader Ly
Ty tableteader2
Ty aactive ] .tableHeader2
Ty ark (
Ty awvisited font-weight: bold:
Ty, body L3
Vg, html, body
Ty table 5] .ContentTable
Wy treventd «
Wiy, troddtd

padding: Spx:
border-collapse:collapse;
border-style: solid:
border-width: 1px;
border-color: #000000;
by

) .ContentTable td
{
border-style: solid;
border-vidth: 1px:
border-color: #000000; tat5.style.css [ ]
vertical-align: top:
)

[l .errorMessage (
t [ms]
Output Tasks html,body - Style Builder v x

lore rade |

Font | Background | Text Block | Border | Margin | Position
— — —

Wiy hitrd, body - Preview

Figure 5: Application style configuration

Labels used in the application interface can be easily modified or even translated in a different
language by editing the text file “global-messages.properties” as shown in Figure 6.
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Figure 6. Application labels edition

As an emerging technology, browsers available on handheld devices don’t have the same behavior
when interpreting some basic HTML coding. An example is the tabular display that is intensively
used by the CHESS software. As shown on Figure 7, the first image represents a browser’s
interpretation that lists the different column of the table while the second image displays the two
columns next to each other (which represent the desired behavior).
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®) #iﬂ ‘CANADACON v‘ IJTFG vl ; \‘» Fiﬂ ICANADACON v| IJTFG vl Canadi
e T T Canadd Command View COPlans
* Strategic Info QP PODIUM
* Strategic Info * QOperational Info Contingency Plans
* Operational Info . OP TRAINING
e IMS e Current OQS Operation TuringTest
* Current Ops
COPlans
OP PCDIUM
Contingency Plans
OP TRAINING

Operation TuringTest

Figure 7: Browser specific tabular differences

Specific techniques

Some more specific techniques have been used to reach the user interface objectives of the
application. This section briefly discusses the most important ones.

One of the fundamental approaches of the interface design is to standardize the look and feel and
operating mode of the application. This standardization allows the user to remain aware that many
systems are involved in the application. In addition, it reduces the user’s learning curve by reusing
the same graphical components to execute the same type of activity.

In some cases, large text is associated with an information element and listing those elements with
their associated text can take too much space and overload the display. Another technique is to limit
the display to the list of elements and make them clickable to reach the detail about that element.
However that solution may create a lot of undesired navigation if the element names are not clear
enough. An alternative is to use a hybrid method that lists the elements with a small part of the
associated text that gives a hint of the full content but does not overload the display, while keeping
the element name clickable to get the full text content. An example of this technique is shown in
Figure 8.
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9| =] ‘
Canada

Home > Campaigns > OP PODIUM > CONPLAN
DRIFTWOOD (Dated 23 Oct 08) > Battle Rhythm
Initiation

Authorized Movement Freedom of movement in
conjunction with the Coast Guard, RCMP
Guidelines To Staff 1. SITUATION. &, General,
755,

Initiél' ﬁeconnaissance See OP PODILM Op Plan
Deliverables
PreliminanyWO.doc 120 KB  10/20/08 5:22 PM

Figure 8: Text summary interface

In order to simplify the navigation between some elements and related key information from other
systems or tools, the user interface provides contextual links between the related web pages in order
to easily swap from one page to the other. The page illustrated in Figure 9 shows a “Plan Details”
action available from an operation execution information page to quickly access the page that
provided information on the plan itself.

@i I l ’ \ Canada
Home > Current Ops

Vancouver-Whistler Plan Details

(improved version)

Thu Oct 02 13:48:00

bt GMT-05:00 2008
Area :

State : Cancelled
Progress : On schedule
'Expected Duration Time 660000 seconds
Running Time : 2 seconds

Figure 9: Contextual navigation

In order to save some space, textual information can be replaced by small icons or symbol instead
of enumerating a list of properties related to an element. However, that technique implies that the
user is familiar with those icons and can easily infer the corresponding information.

A first example is @ and <8 used in the header that allows to represent the “Help” and “Logout”

action in very little space by using intuitive icons. This gain is really important considering that the
header is present is all pages.
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Another case is the use of acronyms combined with icons that are less intuitive but are known in
the original system. One employment of this method is the “Threat and Risk Assessment” and

“Commander Critical Information Requirements” that are long textual action labels that are

replaced by © TR4 and @ccRs .

Finally, a third case is the use of symbols as much as possible, as demonstrated in Figure 10. In this
example, the maple leaf icon has a different meaning depending on the properties of the incident.
Those properties are represented by different border and the filling colors.

@ EﬂlCANADACON vl |JTFG v|

Canada

Home

cv [ -]

Incidents

1- % Hot Air Baloon Explosion at BC Place
Stadium:

2 - % Ex Ex Ex Water Tower Breakage

3 - % Test Incident 5 {2008-09-23

4 - % Theft of a massive Olympic flag at City Hall
5 - % Avalanche in Whistler - Lost skiers

& - % Murder on Elm's Street

7 - © Happy Halloween Show

B - ¥ Stolen Metallica Ticket

9 - @ Metalica Garage's Day revisited

v 1

10 - © Stolen truck
11 - % Reer Ramnane at liniinr stare

Figure 10: Incidents symbols

3.3 Packages Structure and Breakdown

<]

This section describes the package breakdown approach used for the development of the wireless
handheld application. This development effort, as a subproject of JCDS Testbed system, is referred
as “TA15” in the technical terminology. But, the whole project is under the “rddc” package

illustrated in Figure 11 and also uses existing services in the JCDS Testbed environment.

[

] |

]

Figure 11 : Main application package breakdown
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Table 2 : Main application packages description

Package Name Description

tal5 This package contains all the development required by the wireless
handheld application. The following sections will focus on its detail
structure.

imswebservices This package contains the interfaces that allow the wireless

application to get access to the incident management system (IMS)
web service. This service is used to retrieve detailed information
related to incidents.

notification This package contains the necessary interface to handle notifications
managed by the JCDS Testbed system and more particularly the
event related to a plan status change.

empa This package contains the interface to Execution Management and
Plan Adaptation (EMPA) to get access to the list of plans that are
monitored.

Ta15 Package

A common approach on the TA15 package and sub packages is to separate the model, the view and
the  controller as  recommended by  architectural  design  pattern @ MVC
(http://java.sun.com/blueprints/guidelines/designing_enterprise applications 2¢/DEA2eTOC htm
1) and presented in Figure 12. The application model is composed of the bean package that contains
the business objects and the client package contains the business logic. The action package is in
charge of the application behavior by implementing the controller role. The handheld web
application uses Java Server Pages (JSP) to render the view part of the design pattern.
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Model

+ Encapsulates application state

functionality
* Notifies views of changes

-

Controller
* Defines application behavior
» Maps user actions to
model updates
» Selects view for response
* One for each functionality

+ Renders the models

» Requests updates from models

» Sends user gestures fo controller
= Allows controller to sefect view

Method Invocations
[ 1 ¥ ] Events

Figure 12 : The Model-View-Controller Architecture

The main package of the wireless handheld application is “tal5” that could be divided in two main

categories: the package generic to the application and the packages related to the tools that the
application supports (Figure 13).

—

Figure 13 : tal5 package breakdown
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Table 3 : tal5 packages description

Package Name

Description

cv

This package contains Command View (CV) system functions and
related information managed by the application. The main capability
is to access briefings and other important documents to the
commander.

This package contains Incident Management System (IMS) functions
and related information managed by the application. The main
capabilities are to retrieve and display incidents from IMS and maps
from the geographic information system (GIS).

coplans

This package contains Collaborative Operation PLANning System
(COPIanS) functions and related information managed by the
application. The main capabilities are to give access to the
commander to the operation planning process related information and
to input directives and guidelines.

empa

This package contains Execution Management and Plan Adaptation
(EMPA) functions and related information managed by the
application. The main capability is to retrieve and to display plans
monitored by the EMPA tool.

login

This package contains the functions needed to manage and proceed to
the user authentication in the application. It currently uses the
COPlanS server authentication mechanism.

action

This package contains the functions generic to the application and
provides the common interface for implementing all the actions
available through the application. It provides basic functionalities,
mainly handling the HTTP requests and responses and contains the
necessary methods to centralize the coordination and the information
sharing between actions from different system packages (Figure 14).

bean

This package contains the generic data maintained by the application,
mainly the application user information.

utils

This package contains the generic utility functions for the application.

exception

This package contains the functions needed for error management in
the application.

listener

This package contains the functions that maintain users’ sessions on
the server.
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=] 5l Ta15Action [

P IRRR
[=/EmpaPlanExecutionListAction
[El ShowDeliverableAction |
l@ ShowOpsinfosAction |
| [ElcoaDevelopmentAction I l [=IshowBriefingsAction |
[=]showBriefingAction

=] ceirsAction [=IwelcomeAction =] LogoutAction =] changeCommandmentAction

Figure 14 : TA15Action class

The global Java Server Pages for the application are listed and described in Table 4. The following
sub-sections present action classes implemented with their dependencies on the business objects
and shows an example of the view presentation.

Table 4 : TAIS jsp list

Web Application Structure | JSP Description
=[] WEB-INF header.jsp Display the header of the application
[ header.jsp with the global actions: Help, Logout
@ login.jsp and Change of commandment.
[# logout.jsp login.jsp Display login page of the application.
GB] redirect.jsp It allows user to enter its username and
: fﬂ welcome. jsp _ pqssword.
logout.jsp Display the temporary logout page
while redirected to the login page.
redirect.jsp Display the temporary page while the

application needs to be redirected to
the starting page.

welcome.jsp Display the starting page of the
application.
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Login Package

This package contains the functions needed to manage and proceed to the user authentication for
the application (Figure 15). The login interceptor verifies if the user session still active; if there is
no active session, the user is redirected to the login page. It currently uses the COPlanS server for
the authentication mechanism and to retrieve user properties and preferences. The login package is
based on the design pattern “Intercepting filter”. Its description is [10]:

Intercepting filter-- The Intercepting Filter pattern wraps existing application resources with a
filter that intercepts the reception of a request and the transmission of a response. An intercepting
filter can pre-process or redirect application requests, and can post-process or replace the content
of application responses. Intercepting filters can also be stacked one on top of the other to add a
chain of separate, declaratively-deployable services to existing Web resources with no changes to
source code.

I8

ElLogininterceptor

Figure 15 : login package break down

Action Package

This package provides the common interface for implementing all the actions available through the
application. It also contains generic actions such as the generation of the initial web page; proceed
to the application exit; and intercept changes on the commandment selection, in order to customize
the application views.
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| = Changecommandmenmctionl ElwelcomeAction

[ElLogoutAction

Q A

Figure 16 : action package breakdown
WelcomeAction

The entering point of the application is the login page that must be called from the user browser to
access the application (Figure 17).

Commander Mobility Portal

USERNAME
[3cDSUser |

PASSWORD
I************ I

Login

Figure 17 : TA1S5 login jsp
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Table 5 : WelcomeAction user interaction

User interaction Behavior (Controller)
Login |Login| User is authenticated and redirected to the
application welcome page.

After a valid user authentication, the WelcomeAction is called to execute all the functions and
retrieve all the data needed for the generation of the welcome.jsp page. Figure 18 shows the
dependencies between that action and the business objects beans.

EiTa15Action

incidents
<

briefings 0.*
=i BriefingBean

Figure 18 : WelcomeAction dependencies

An example of the associated view generated is illustrated in Figure 19.

Q))ﬁﬂ |CANADACON vl |JTFG v| Canadi
Command View COPlans
* Strategic Info Contingency Plans
* Operational Info Campaign AAA
o IMS Campaign C1
e Current Ops TEST VWL
Oct02 929AM
Oct02 933AM
TEST 123
Final Oct 1 Test
QctD2 946AM
Oct02 1011
Oct02 231PM

Figure 19 : TA15 welcome jsp

DRDC Valcartier TN 2013-303 24



LogoutAction

This action terminates the user session on the application. Being part of the header of the
application, it can be executed from any screen page by a simple click on the door icon (Figure 19).

Table 6 : LogoutAction user interaction

User interaction ) Behavior (Controller)
Logout :ﬁﬂ The session will end and the user will be
redirected to the login page.

There is no business object impacted by this action as shown on the diagram of Figure 20, it only
handles user session.

=i Ta15Action

Figure 20 : LogoutAction Dependencies

ChangeCommandmentAction

This action gives the user the possibility of changing the commandment contextual value. That
value is used to customize the information of interest to be display and its default value is set by
the user organization. In the case of the CANADACOM commandment value, a second field needs
to be specified to identify the regional commandment.

Table 7 : ChangeCommandmentAction user interaction

User interaction _ Behavior (Controller)
Commandment selection CANADACON H o For operations and incidents, only the
information part of the area of
55 o o
responsibility of the specified
CEFCOM commandment will be displayed.
Eg?oscom o For the documents and briefings list, an
CFACC explicit configuration can be set
WCDS
CFNOC
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Regional commandment
selection

JTFG

All

ITFP
ITFW
ITFC
FOI(E)
ITEA

JTEN

independently for each commandment
value.

This function is part of the header of the application as illustrated in Figure 19 example.

There is no business object impacted by this action as shown on the diagram of Figure 21, it only

handles contextual parameters.

Bean Package

EiTa15Action

= changeCommandmentAction

Figure 21 : ChangeCommandmentAction dependencies

This package contains the generic data maintain by the application, it is limited to the application
user and its preferences (Figure 22).
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[ SluserBeano

[E]userPreferencesBean

Figure 22 : bean package breakdown

Utils Package

This package contains the generic utility functions for the application (Figure 23). It gives the
means to compress all data exchanged with the handheld device and to generate and send email to
the user for notification purpose. It also provides utilities to manipulate XML documents and Zulu
time format.

I8

>
%
E CompressionResponseWrapper ) £ xmLutil
X X
ElzuluTimeFormat
semvletGzip0S

| =] GZIPServietOutputStream | Elcookieutil =] compressionFilter Elmailutil

Figure 23 : utils package breakdown
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Exception Package

This package contains the functions needed for error management in the application (Figure 24).

The information related to the exception is printed on the server console for administration
purposes.

=iTa15Exception

| ElTa15RuntimeException |

Figure 24 : exception package breakdown

Listener Package

This package contains functions to initiate the application by loading all configurations needed and
maintaining users’ sessions on the server (Figure 25).

\
/@EJ%HJ

[ElsessionListener =] ApplicationStartupListener

Figure 25 : listener package breakdown
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CV Package

This package contains Command View (CV) system functions and related information managed
by the application. It is composed of three main packages: bean, actions and utils (Figure 26). The
associated Java Server Pages are listed in Table 8.

Table 8 : cv jsp list

Web Application Structure | JSP Description
=[] WEB-INF,cv briefing_jsp Manage the display; the document
] briefing.jsp name with the related link to the
[ briefingError.jsp contextual download path to the
E§1 briefings.jsp Content Management System of JCDS
[P operation.jsp : : 21. Testbed.
B operations.jsp briefingError.jsp Display error message when a problem
Bl welcome.jsp occurs on the document access.
briefings.jsp Display the briefings list.
operation.jsp Display key information about an

operation, including its status and
related incidents from IMS system.

operations.jsp Display the list of operations by
category: current, future, past and
under planning.

welcome.jsp Display the starting page of Command
View access module.

The bean package manages information related to the configuration of the document catalogue to
be displayed based on the user’s organization and level of command. It also contains operations
generic attributes managed by Command View.

The action package essentially provides the application logic to access and manipulate the data
related to the bean package.

The utils package contains the necessary functions to compress files to be transferred across the

network for bandwidth optimization. It uses the NXPowerLite File Server (REF) software to reduce
Microsoft Office document size.

DRDC Valcartier TN 2013-303 29




<{ i showBriefingsaction|

U.Briefings

Figure 26 : cv package breakdown

ShowOpsinfosAction and ShowOpsinfoAction

ShowOpsInfosAction and ShowOpsInfoAction actions have been created for test purposes during
the development phase while other systems like EMPA and COPlanS were not available.
ShowOpsInfosAction creates and manages the list of operations to be displayed by the
operations.jsp page, based on the commandment parameters set by the user. This action is mainly
called up from the welcome page of the application.

ShowOpsInfoAction provides the possibility of accessing detailed information about an operation.
It executes all the functions and retrieves all the data needed for the generation of the operation.jsp
page. That action is called from the operations list page when the user clicks on the name of a
specific operation.
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As shown in Figure 27 and Figure 28, the only dependency of those two actions class is with the
OperationBean class.

EiTa15Action

|=]showOpsInfosAction

operationg|p..*

=] operationBean

Figure 27 : ShowOpslInfosAction dependencies

=] showOpsinfoAction

=] operationBean

Figure 28 : ShowOpslInfoAction dependencies

In the final release of the system, those actions have been replaced by the
EmpaPlanExecutionListAction described in section 0 of this document.

ShowBriefingsAction

This action creates and manages the list of important documents and briefings to be displayed by
the briefings.jsp page, based on the commandment parameters set by the user. This action is mainly
called up from the welcome page of the application. There are two types of document lists that can
be customized for each commandment: Strategic Info and Operation Info.

Table 9 : ShowBriefingsAction user interaction

User interaction Behavior (Controller)
Single click on Strategic Command View The user will be redirected to the
Info or Operational Info : g”:::ﬁgnla';flcr’fo briefings list page for the corresponding
link level of planning.
e IMS

* Current Ops
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As shown in Figure 29, the only dependency of that action class is with the BriefingBean class.

ElTa15Action

| showBriefingsAction

briefingg/0..*

ElBriefingBean

Figure 29 : ShowBriefingsAction dependencies

The page generated by briefings.jsp is composed of a single list of documents ordered based on the
configuration given by the BriefingsConfigBean class. An example of this page is illustrated by the
Figure 30.

[ »

@ E&ﬂ |CANADAcow vl |AII vl Canadi

Home > CV_

Baseline Info |°73%9¢ ¥

0 ¢os Morning Brief

O cos wkly Ops Brief

0 Key Personnel Locator
0 continental Highlights

O mnternational Highlights
O SOF Highlights

D Key Issues

O ¢F personnel Sum mary
5| Upcoming Events =

[B

il

4

Figure 30 : cv briefings jsp

WelcomeAction

This action creates and manages the list of important documents and briefings to be displayed by
the welcome.jsp page, based on the commandment parameters set by the user. This action is mainly
called up from the welcome page of the application. The list is composed of two sections of
documents that can be customized for each commandment: Strategic Info and Operation Info. This
action is not currently used by the application and is now replaced by the ShowBriefingsAction.
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Table 10 : WelcomeAction user interaction

User interaction Behavior (Controller)
Single click on Command View The user will be redirected to the
Command View link documents list page.

As shown in Figure 31 the only dependency of that action class is with the BriefingBean class.

EiTa15Action

EwelcomeAction

briefings|0..*
£ BriefingBean

Figure 31 : WelcomeAction dependencies

The page generated by welcome.jsp is a list composed of two sections of documents selected and
ordered based on the configuration given by the BriefingsConfigBean class. An example of this
page is illustrated by the Figure 32.

@.ﬁﬂ |CANADACON v| iAII v| Canads &=

Home > CV_

Baseline Info

* Strategic Info
1 5OF Highlights
O Key Issues
O CF personinel

* Operational Info
O SOF Highlights
O Key Issues
3 CF Personnel

4

Figure 32 : cv welcome jsp
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ShowBriefingAction
This action allows a document to be retrieved from the Content Management System of the JCDS

21 Testbed. Once retrieved, the web browser offers the capability to open the document with the
associated application or to locally download the file.

Table 11 : IMSAction user interaction

User interaction Behavior (Controller)

Single click the document | [§ = wkly Ops Brief The file will be retrieved, downloaded

name link and then displayed using the
associated tool (e.g. Microsoft Word).

There is no business object impacted by this action as shown on the diagram Figure 33.

=i Ta15Action

=] showBriefingAction

Figure 33 : ShowBriefingAction dependencies

Figure 34 shows an example of opening a briefing using the handheld Microsoft Power Point
viewer tool.

Decision Brief

HYUNDAI REPUBLIC VOI

Figure 34 : cv briefing jsp — display
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ShowBriefingResult

This action is used internally by the application as a function to handle document transfer through
HTTP protocol.

IMS Package

This package contains Incident Management System (IMS) functions and related information
managed by the application. It is composed of four major packages: client, action, bean, servlet and
map (Figure 35). The associated Java Server Pages are listed in Table 12.

Table 12 : ims jsp list

Web Application Structure | JSP Description
=[] WEB-INF.ims incident_detail.jsp Display the detailed information about
¥ incident_detail.jsp an incident.
[# incident_Failure.jsp incident_failure.jsp Display an error message when
EF] incident_list.jsp retrieving an incident data.
B incident_list_map.jsp incident list.jsp Display the sorted incidents list.
¥l incident_map.jsp incident list_map.jsp Display a map with all the geo
locations of the incidents on
corresponding list.
incident_map.jsp Display a map with the geo location of
a particular incident.

The client package includes the functions that allow access to the IMS web service in order to
retrieve a filtered incident list based on user parameters.

The bean package maintains detailed information about an incident and keeps the configuration of
the commandment area of responsibility, used to filter the incidents list.

The action package essentially provides the application logic to access and manipulate the data
related to the bean package.

The servlet and map package provide the functions used to access, generate and manipulate the
map images. It sets the map region based on the commandment area of responsibility, filters the
incidents list based on this area and generates the map image using the GIS service to get the
background layers and superpose incident locations icons.
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//ZT\

[=/IMsclientsingleton

(5] staticMapGenerator

Figure 35 : ims package breakdown

IMSAction

This action groups all the functionalities needed to handle incidents from the Incident Management
System (IMS). It can display four different types of pages: a simple list of incidents; a list of
incidents geo referenced on a map; detailed information about an incident and the view of a specific
incident on the map. This action uses the map package to support the map creation and display.
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Table 13 : IMSAction user interaction

User interaction

Behavior (Controller)

Single click on

Command View

The user will be redirected to the

Command View link geo referenced list of incidents
page.

Single click on IMS Command View The user will be redirected to the

link * Stratedic Info list of incidents page.

* Operational Info

s IMS
* Current Ops

Time filtering
selection

all
IMS Map

hour
day
week

Only the incidents that respect
the time constraint will be
displayed.

Single click on the
incident name in the
incident list

6 - # Murder on Elm's Street

The user will be redirected to the
incident detailed information.

Single click on Map UC_TRAININGIMS_00053 - Hot Air Balloon The user will be redirected to the
. Explosion at BC Place Stadium: ..
link Map incident map page.

Figure 36 shows the dependencies between that action and the business objects beans. It mainly
uses the incident bean but also uses EMPA plan information to complete the incident details when
the incident is related to the plan.

= EmpaPlanExecutionBean

empaPlanExecutionList

EiTa15Action

& =] IMSAction

- thetdene
Sy

incident

ElIncidentBean

Figure 36 : IMSAction dependencies

The following screen captures illustrate the different displays generated by the associated Java
Server Pages. The first example is a simple table list of incidents as shown on Figure 37. The list
can be filtered using the combo box to specify time constraint. The three attributes displayed for
each incident are Name, Status and Type and the list can be ordered by one of these attributes by
clicking on its respective column name.
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\‘Dﬁﬂ |CANADACON v| |AII v| Canadi
Home

]
R [
Name Status Type
Test Incident 5 (2008-09-23) Opened Incident
Test Incident 2 Opened Incident
Testincident 1 Opened Event

Figure 37 : incident list jsp

The incident details displayed in Figure 38 are a tabular representation of the information available
in the incident bean. The map view screen of the incident is available from this screen by clicking
on the Map link in the table header.

@4l |[ -] Canadi
Home > IMS_
UC_TRAININGIMS_00005
- Test Incident 5 (2008- Map
09-23)
Background :
2316187 Sep 08 - (Administrator)
This is the incident's background

Current situation :

Future Ops/Assessment : |
Location : Yancouver
Classification : Unclassified
Type : ¥ Incident
Category : Test Category —
Operation : Operation Podium il

Figure 38 : incident detail jsp

Figure 39 displays the list of incidents with the corresponding geographic location. As mentioned
previously in section 0, the incidents list is always filtered with respect to the commandment
selection. Moreover, in this particular screen, the map background depends on that selection; only
the area of responsibility of the specific commandment will be displayed.
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@:ﬂ ICANADACON v| |AII v' Canads el
Home

Command
View
All

v

Incidents

oL TTEsty B

Incident 5 ot i e RS O o o
09 | RaeR L S

o —
ayas

ﬁ)_ ngl}n :‘ﬁh‘-‘ el
2- ¥ Test
i
3- @ Test -
incident 1
<] i [ T»

Figure 39 : incident list map jsp

4

While Figure 39 displays a global view of the incidents, Figure 40 is a zoomed view map display
of a specific incident.

9| ™ ]

. Canada
Home > IMS > Hot Air Balloon Explosion at BC
Place Stadium:
=T N i B
- v SOWED | T CRECH
RLoES- ASH RS
” FLUJARILL RFAFG  LITAN,
f"’(' NINT 'Z<m_§ 2 SILYLA 9
) 2 AR I
e 3 > ‘%\'.!’O-II\AIF—-III‘*.‘ THWBSAN b O
[reiesn.sy N

05, LY, 5 UL |

= o "“”*_,‘ o T B3Y ARED $-fL
JRART S 1ML YA TR
i CAMIAL SO &
MGz 1 = ¥
Rt Vo £ 11T
Lnred Jtates

Figure 40 : incident map jsp

COPIlanS Package

This package contains Collaborative Operation Planning System (COPlanS) functions and related
information managed by the application. It is composed of four major packages: client, tag, bean
and action (Figure 41). The packages bean and action will be detailed in the following sub-sections.
The associated Java Server Pages are listed in Table 14.
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Table 14 : coplans jsp list

Web Application Structure

JSP

Description

=~ WEB-INF.coplans
authorized_movement. jsp
campaign.jsp
campaign_list.jsp

ccir.jsp

ccir_list.jsp

coa.jsp
coa_development.jsp
commander_coa_guidance.jsp
commander_intent.jsp
quidelines_staff.jsp
initial_assessment.jsp
initial_reconnaissance.jsp
initiation. jsp
orientation.jsp

plan.jsp

threat.jsp

threat_list.jsp

welcome. jsp

workflow.jsp

EEEEEERREEREREERREEE

authorized movement.jsp

Display the authorized
movement form that allows
showing, editing and saving the
related information.

campaign.jsp

Display the campaign
information and its related plans
by their respective level of
planning: strategic, operational
and tactical.

campaign_list.jsp

Display the list of campaign
managed by COPlanS, including
the contingency campaign.

ccir.jsp

Display the critical commander
information requirement (CCIR)
form that allows showing,
editing and saving the related
information

ccir_list.jsp

Display a table that lists the
CCIR related to the plan. That
table can be sorted and provides
the possibility of creating a new
element.

coa.jsp

Display the properties of a
course of action (COA).

coa_development.jsp

Display the starting page for
COA development stage of the
planning process. It mainly gives
entry point to the available
functions for this module.

commander coa_guidance.js
p

Display the commander COA
guidance form that allows
showing, editing and saving the
related information.

commander_intent.jsp

Display the commander intent
form that allows showing,
editing and saving the related
information.

guidelines_staff jsp

Display the guidelines to staff
form that allows showing,
editing and saving the related
information.
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initial assessment.jsp

Display the initial assessment
form that allows showing,
editing and saving the related
information.

initial reconnaissance.jsp

Display the initial
reconnaissance form that allows
showing, editing and saving the
related information.

initiation.jsp

Display the starting page for the
initiation stage of the planning
process. It mainly gives an entry
point to the available functions
for this module.

orientation.jsp

Display the starting page for
orientation stage of the planning
process. It mainly gives an entry
point to the available functions
for this module.

plan.jsp

Display the properties of the
plan.

threat.jsp

Display the properties of a
particular threat, including its
risk level.

threat_list.jsp

Display a table that lists the
threats related to the plan.

welcome.jsp Display the starting page of
COPlanS access module.
workflow jsp Display a table of all the stages

of the planning process.
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=] coplansFacade =] coaTableTag

Figure 41 : coplans package breakdown
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The client package provides the functionalities that allows access to COPlanS services. Part of
those services are the login management of the application that uses COPlanS authentication
service and the different functions that allow retrieval and modification of some of the planning
information managed by COPlanS system. This package implements the “Session fagade” design
pattern. Its description is [10]:

Session facade--This pattern defines a higher-level business component that contains and
centralizes complex interactions between lower-level business components. A Session Facade is
implemented as a session enterprise bean. It provides clients with a single interface for the
functionality of an application or application subset. It also decouples lower-level business
components from one another, making designs more flexible and comprehensible.

The tag package is fundamentally a utility package that offers formatting functions for more
complex data display. It supports the course of actions (COA) table generated by the application.

COPIlanS Bean Package

This package provides all the support needed to manipulate COPlanS system data. This includes
information on campaign and the related plans, the commander critical information requirements
(CCIR), the course of action (COA), the threats and their level of risk, the planning document
deliverables and the planning process including its associated steps (Figure 42).

It is important to note that COPlanS beans content, unlike other beans of the application, can also
be modified by the user. The resulting change to the data will be reflected in real time to COPlanS

DRDC Valcartier TN 2013-303 42



client. One important bean is the PlanBean that contains all the guidelines and the directive from
the commander.

E|coaBean

=i ThreatBean
[=] coacriteriaBean

=l ThreatCauseBean

E/DocumentBean

0.*|documents

= campaignBean
=

" %)

&
=i stepBean

atigmalPlans

07* o/ afticalPlans residbalRisksByCoa0.*

| EiThreatResidualRiskByCoa

Figure 42 : coplans bean package breakdown

COPIlanS Action Package

This package provides the application logic to access and manipulate the data related to the
COPIanS bean package (Figure 43). It allows access to the three first steps of the planning process
covered by COPlanS, in particular to functions important for the commander.

The dependence between the different actions and the related beans will be explained in the

following sections, except for Util and ShowDeliverableResult that are utility classes needed by
other COPlanS action classes.
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ElInitiationAction

®

=l ThreatAction

~+

+

E] orientationAction *

=] coaDevelopmentAction

=l ThreatsAction

=] workflowAction =] ccirsAction

| [=]showDeliverableAction I | = ShowDeIiverableResultl =l ccirAction

Figure 43 : coplans action package breakdown
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CoplansAction
This action is used as the main point of entry in the COPlanS system. It mainly allows retrieval of

the different campaigns managed by the system and their associated plans. It allows the user to set
the context of the current campaign and plan through the following actions.

Table 15 : CoplansAction user interaction

User interaction Behavior (Controller)

Single click on COPlanS CoPlanS The user will be redirected

link % g;‘;ﬂ: Plans to the complete list of
operations.

Single click on the The user will be redirected

campaign name link or on to the list of plans related to

the “Contingency Plans” the campaign or to the

link contingency plans. The

context of the application
will be set to that campaign
for the following actions.

Single click on the plan 83’;‘8?3%’;4 The user will be redirected
name link Strategic Plans : to the descriptive properties
N of the plan and the context
. . . .
S of the application will be set

Operational Plans :
to that plan for the
* OP PODIUM (Op Ll : .
following actions.

Figure 44 shows the dependencies between that action and the business objects beans. The
CampaignBean manages information about the past, current and future campaigns and maintains
the contingency plans through a special “Contingency Plan” campaign. This dual function explains
the two dependencies with the action on the diagram.

The PlanBean manages all the information about the plan but in the particular used of this action,
it retrieves the descriptive properties to be displayed.
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EiPIanBean

Figure 44 : coplans action dependencies

Figure 45 shows the campaigns list page of COPlans.

ElTa15Action

campalgns
ECampalgnBean P

campaign
StrateglcPIa q nratlonaIPl ns
,.'

= | £l CoplansAction|

@ EH[CANADACON vl IJTFG vl

Home
Campaigns

OP PODIUM
Contingency Plans
OP TRAINING

ration TuringT

Figure 45 : coplans campaign list jsp

Figure 46 illustrates an example of a list of plans related to a specific campaign. The plans are

grouped into three categories: Strategic Plans, Operational Plans and Tactical Plans.
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@ =ﬂ|c/ar~momc0|v vl |JTFG v| —
Canada

Home > Campaigns
Campaign

OP PODIUM
Strategic Plans :

¢ OP PODIUM (Strat Lvi)
Operational Plans :

* OP PODIUM (Op Lvl)

* OP BOISFLOTANT (YOI CONPLAN)

* CONPLAN DRIFTWOOD I

e TEST CONPLAN DRIFTWOOD (Dated 23
Oct 08)

e CONPLAN DRIFTWOOD (JCDS21 Rebuild
Demo)

.
CONPLAN DRIFTWOOD (Dated 23 Oct O8)

Figure 46 : coplans campaign jsp

<]

Figure 47 is an example of the plan properties page. This is also the starting page to all other main
actions available through COPlanS part of the application.

9| = =] &
Canada

Home > Campaigns > OP PODIUM

© ccRs 89 pattle Rhythm —~ TRA-

Plan

TEST CONPLAN DRIFTWOOD (Dated 23 Oct 08) | =

Higher Headquarter Plan :

Campaign : QP PODIUM

Planning Level : Operational

Type : Domestic

Force Employment Scenario : Support to Law |

Enforcement
Classification : NATO Unclassified

Figure 47 : coplans plan jsp

InitiationAction

This action permits interaction with three important tasks in the first stage of the planning process
managed by COPlanS: the authorized movement, the guidelines to staff and the initial
reconnaissance. For those three tasks, this action retrieves the associated information to be
displayed and provides the update mechanism that allows this information to be modified from the
CHESS application.
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Table 16 : InitiationAction user interaction

User interaction Behavior (Controller)
Single click on Authorized | Initiation | The user will be redirected
M G '—d 1i T Authorized Movement Freedom of movementin to th di
ovement, Gutdelines 10 | coninction with the Cosst Guard, ROMP 0 the corresponding page
Staff or Initial Guidelines To Staff 1. SITLMTION. &, General to consult or modify the
Reconnaissance link Initidl Reconnaissance. See 0P PODILM OpPln | 10OrMAtion.

Figure 48 shows the dependencies between that action and the business objects beans. The
StepBean manages the information related to the deliverable documents while the PlanBean
contains the information of the authorized movement, guidelines to staff and initial reconnaissance.

EiTa15Action

-

I ] stepBean

= InitiationAction |

Figure 48 : InitiationAction dependencies

EiPlanBean

Figure 49, Figure 50 and Figure 51 illustrate the three screens generated to visualize and modify
the authorized movement, guidelines to staff and initial reconnaissance. The user can scroll the text
box to consult the information, type directly in the text box to modify the information and click the
“Save” button to apply its changes.

®) #iﬂ |CANADACON v| |JTFG v|
Canada

Home > Campaigns > OP PODIUM > CONPLAN
DRIFTWOOD (Dated 23 Oct 08) > Inifiation

Authorized Movement

Freedom of movement in
conjunction with the —
Coast Guard, RCMP

Figure 49 : coplans authorized movement jsp
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PY] ~™ ]
Canadi

Home > Campaigns > OP PODIUM > CONPLAN
DRIFTWOQOD (Dated 23 Oct 08) > Initiation

Guidelines To Staff
(CONPLAN) describes the
Comd JTFG

concept for
supporting Law
enforcement authorities

Tl »]

[«]

Figure 50 : coplans guidelines staff jsp

| = =
Canada
Home > Campaigns > OP PODIUM > CONPLAN

DRIFTWOQOD (Dated 23 Oct 08) > Initiation

Initial Reconnaissance
See OP PODIUM Op Plan

Figure 51 : coplans initial reconnaissance jsp

OrientationAction

This action allows interaction with two of the commander’s important tasks in the second stage of
the planning process managed by COPlanS: the commander’s intent and the commander’s COA
guidance. For those two tasks, this action retrieves the associated information to be displayed and
provides the update mechanism that allows information to be modified from the CHESS

application.
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Table 17 : OrientationAction user interaction

User interaction Behavior (Controller)
Single click on Orientation The user will be redirected

8 , Commander's Intent ~ GEMERAL () The handling .
Commander’s Intent or rEi to the corresponding page
Commander’s COA w Scope The to consult or modify the
Guidance link e information.

Figure 48 shows the dependencies between that action and the business objects beans. The
StepBean manages the information related to the deliverable documents while the PlanBean
contains the information of the commander’s intent and commander’s COA guidance.

[=lTa15Action

= | =
l ElstepBean Ll £ orientationAction [ 5| PlanBean

Figure 52 : OrientationAction dependencies

Figure 53 and Figure 54 illustrate the three screens generated to visualize and modify the authorized
movement, guidelines to staff and initial reconnaissance. The user can scroll the text box to consult
the information, type directly in the text box to modify the information and click the “Save” button
to apply its changes.

9| ™~
Canada

Campaigns > OP PODIUM > CONPLAN
DRIFTWOOD (Dated 23 Oct 08) > Qrientation

Commander's Intent
domestic operations or
where the

threat of VOI is
assessed as a key risk;
will have to be assigned

[« Tul>» ]

Figure 53 : coplans commander intent jsp
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9| [ =
Canada

Home > Campaigns > OP PODIUM > CONPLAN
DRIFTWOOD (Dated 23 Oct 08) > Qrientation

Commander's COA Guidance

resources or a
guarantee of specific CF
assets. The CF will
respond

using resources

[l »]

[«]

Figure 54 : coplans commander coa guidance jsp

CoaDevelopmentAction

This action handles information related to the COA (Course Of Action) developed through the
COPIlanS system. It retrieves important information used by the commander to decide which
options will be used to develop the plan. This action automatically transmits the commander’s
decision to the COPlanS planning team.

Table 18 : CoaDevelopmentAction user interaction

User interaction Behavior (Controller)
Single click on COA name | €OAs CoATest ~ COATestA | The user will be redirected
link Ranking Development In Progress to the COA prope rties and
Selected O O ..
Criteria Weight description page.
The corresponding COA
Single click on the COA will be selected.
radio box

Figure 55 shows the dependencies between that action and the business objects beans. The
StepBean manages the information related to the deliverable documents while the CoaBean
contains description and evaluation information about the COA. One of the most important uses of
PlanBean is to allow retrieval and setting of the selected COA for the plan.
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Ta15Action

=] coaDevelopmentAction

c @an pla s
[EicoaBean| |[E]PlanBean [=]stepBean

Figure 55 : CoaDevelopmentAction dependencies

Figure 56 shows an example of a table that allows COA evaluation information to be displayed as
well as the selection of the COA to be used for plan development.

B¥l Same St Canadd

s 1 B

Home > Campaigns > Campaign Test 1 > Plan Test
1 > Plan Workflow

COAs COA Test COA Test &
Ranking Development In Progress
Selected

Criteria Weight O O

Covering

Operational 0.1 1 1

Tasks

Covering

Mission's

Possible e % e

Locations

Covering

Enemy's

Courses of SHex ks e

artinne

Figure 56 : coplans coa development jsp (1)
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Figure 57 is a simple properties information display page for a specific COA.

I*I Government Gouvernement

of Canada  du Canada Canad"él'

ey 1| BB

Home_ > Campaigns > Campaign Test 1 > Plan Test 1
> Plan Workflow > COAs

coa

Name : COA Test

ID: Cc1

Earliest Starting Date : 0821032 Sep 2008
Latest Ending Date : 0821032 Sep 2008
Status : Development In Progress
Team Leader : admin

Affiliation : Own

Complete Description :

Hurnan Reliability

Remarks : Remarks
Planning Officers :

Figure 57 : coplans coa jsp

WorkflowAction

This action is used to retrieve information for all steps of the workflow associated with the planning
process. This information mainly gives the status of the execution of the workflow. The commander
has the possibility of controlling the battle rhythm of the process by starting or ending a specific
step.

Table 19 : WorkflowAction user interaction

User interaction Behavior (Controller)

Single click on Start link ® Start Corresponding step of the
workflow will be activated
and contributor will be
notified.

Single click on Stop link Corresponding step of the

workflow will terminate.

%
m
3

fa

Figure 58 shows the dependencies between that action and the business objects beans. Information
associated with the workflow step is managed by the StepBean except the starting step that is
managed by the PlanBean.
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[=]Ta15Action

pla

[=workflowAction [ =|PlanBean

Figure 58 : WorkflowAction dependencies

An example of the page generated by the workflow jsp is illustrated in Figure 59. The planning
process activity associated with the step can be directly accessed by clicking on the activity name
link (e.g.: Inifiation ).

@ | |[ -]  Canads|*]

Home > Campaigns > Campaign AAA > Plan

AAA

Plan Status  Start End Date |=
Date

9/29/08  9/29/08
4:36PM  4:36 PM

Initiation Completed planned  planned

9/29/08 9/29/08
4:36 PM 436 PM

9f29/08
436pM TEd
planned _’

Orientation  Processing planned

[a¥irla ¥ al=]

Figure 59 : coplans workflow jsp
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Threats and ThreatAction
Threats are stored in a list array and ThreatsAction is responsible for maintaining that list including

adding and removing a threat. On the other hand, ThreatAction manages a specific threat element
including changing some of its properties.

Table 20 : ThreatsAction and ThreatAction user interaction

User interaction Behavior (Controller)

Single click on TRA TRA The user will be redirected

(Threat And Risk T to the threats list of the

Assessment) link actual plan.

Single click on threat name | O Assymetric (VOI) Threat The user will be redirected

link to the threat properties and
description page.

Figure 60 shows the dependencies between those two actions and the business objects beans. The
PlanBean is needed to retrieve whichever plan is attached to the threats list and the ThreatBean is
the container that will keep all the properties associated with a threat.

ElThreatAction
e

threat

| I ThreatBean ElPlanBean

plan

= [Z
I ThreatsAction

Figure 60 : ThreatsAction and ThreatAction dependencies
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Figure 61 illustrates an example of a threat list. On the left side of each element, a small square is
generated and filled with the color of the risk evaluation value. The color corresponds to the
doctrine evaluation matrix (REF). It should be noted that the current interfaces do not allow the
addition or removal of a threat from the list even if the ThreatsAction provides this capability.

o = -]
Canada

Home > Campaigns > OP PODIUM > CONPLAN
DRIFTWOQD (Dated 23 Oct 08

Threats Risk Assessment

0O Assymetric (VOI) Threat

O Ineffective or latent C2 Infrastructure

O Poor International and Domeestic Public Opinion

Figure 61 : coplans threat list jsp

Figure 62 provides an example of a threat properties display. It should be noted that the current
interfaces do not allow editing of the threat properties even though the ThreatAction provides t
capability.

[»

@4 [ =]

Canadd
Home > Campaigns > OP PODIUM >
CONPLAN DRIFTWOQD (Dated 23 Oct 08) >
Threats Risk Assessment
Threat
Assymetric (VOI) Threat
Threat Initial Risk :
OHigh
Analysis : I
The risk associated with a large vessels carrying
an explosive device to be detonated inside
Canadian Territorial waters near a large Prot City
or Industrial Port are very high. The likelhood of
such a threat may be low but the consequences
on the Canadian population are such that the
Government of Canada wants a Contingency | —
Plan in place to deal with the full range of threat |~

Figure 62 : coplans threat jsp
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CCIRs and CCIRsAction

CCIRs are stored in a list array and CcirsAction is responsible for maintaining that list including
adding and removing a CCIR. That action also allows the list to be sorted by a choice of three
properties: Name, Status and Importance. On the other hand, ThreatAction manages a specific
threat element including changing and updating its properties.

Table 21 : CCIRs and CCIRsAction user interaction

User interaction Behavior (Controller)

Single click on CCIRs link | @ cClRs The user will be redirected
to the CCIRs list related to
the actual plan.

Single click New link CCIRs New The user will be redirected
Name Importance Closed to a new CCIR form that

will allow the filling and
editing of all the required

properties.
Single click on Name, CCIRs list will be sorted by
Importance and Closed Name, Importance or Status
(closed or not)
Single click on CCIR New Comd's Initial The user will be redirected
name link Operational Information to the CCIR properties and
Requirement description page.

Figure 60 shows the dependencies between those two actions and the business objects beans. The
PlanBean is needed to retrieve whichever plan is attached to the CCIR list and the CCIRBean is the
container that will keep all the properties associated to a CCIR.

[-]Ta15Action

plan T ccirs

]PlanBean «—— < -] CcirsAction [——> £ ccirBean

ccir

=] ccirAction

Figure 63 CCIRAction and CCIRAction dependencies
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Figure 64 displays an example of the table listing the CCIRs produced by the ccir_list.jsp.

@ | Il -]  Canadd
Home > Campaigns > Campaign AAA > Plan AAA
CCIRs [New

Name Importance Closed
ccir Low

MNew Comd's Initial

Operational Information High
Reguirement 1

New Comd's Initial

Operational Information MNormal

Requirement

Figure 64 : coplans ccir list jsp

Figure 65 presents the form available to edit or create a new CCIR. A “Save” button at the bottom
of the form (not shown on the picture) applies the changes made by the user.

CCIR -
Item:  [TestcCR
Sequence :

Importance

Category : |Friend|y Forces Information Rex vl =

oore: ]

Checked
By : -
Checked At

Test CCIR Analysis

4

Analysis :
[ 4] T »

Figure 65 : coplans ccir jsp
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ShowDeliverableAction

This action gives the user the possibility of retrieving deliverable documents from the planning
process activities. The document can be opened and consulted from the wireless device.

Table 22 : ShowDeliverableAction and ShowDeliverableResult user interaction

User interaction Behavior (Controller)
Single click on document '3;"‘“’7’32;6; e —— The document will be
name MissiorAnalvesErisfet 200k jnuns | | GoWnloaded from the server
11h07 AM to the wireless device and
then display using the
associated tool (e.g.
Microsoft Word).

As shown on Figure 66, ShowDeliverableAction has no dependencies on business object bean.

=i Ta15Action

£ showDeliverableAction

Figure 66 : ShowDeliverableAction dependencies

The lower part of Figure 67, Figure 68 and Figure 69 show examples of deliverables managed by
this action for Initiation, Orientation and COA Development activities.
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Figure 67 : coplans initiation jsp

Figure 68 : coplans orientation jsp

60



Government Gouvernement p et
. ‘ of Canada  du Canada (.‘dnadd

s 1 B

Home > Campaigns > Campaign Test 1 > Plan Test
1 > Plan Workflow

COAs COA Test COA Test &
Ranking Development In Progress
Selected

Criteria Weight O O

Covering

Operational 0.1 1 1

Tasks

Covering

Mission's

Possible ez = U

Deliverables

InfoBrief.ppt 309.76 KB 10/23/08 7:14 AM
DecisionBrief.ppt 248.832KB 10/23/08 7:.08
AM

Figure 69 : coplans coa development jsp (2)

EMPA Package
This package contains Execution Management and Plan Adaptation (EMPA) functions and related

information managed by the application. It is composed of three major packages: action, bean and
client (Figure 70). The associated Java Server Pages are listed in Table 23.

Table 23 : empa jsp list

Web Application Structure | JSP Description
=[] WEB-INF.empa empaplanexec.jsp Display the execution information of a
[ empaplanexec.jsp particular plan.
[# empaplanexeclist.jsp empaplanexeclist.jsp Display the list of plans managed by
EMPA.

The client package includes the functions that allow accessing the EMPA web service in order to
retrieve the list of plans in execution.

The bean package maintains the information about the plan and its execution timing and status.

The action package essentially provides the application logic to access and manipulate the data
related to the bean package.
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[=/EmpaPlanExecutionListAction

BRI

. E EmpaPlanExecutionBean
EMp 5 0

| [=lEmpacClientSingleton

Figure 70 : empa package breakdown

EmpaPlanExecutionListAction

This action creates and manages the list of operations to be displayed by the empaplanexeclist.jsp
page based on the commandment parameters set by the user. This action is mainly called up from
the welcome page of the application under the Command View section. That action is also called
from the operations list page when the user clicks on the name of a specific operation. It executes
all the functions and retrieves all the data needed for the generation of the empaplanexec.jsp page.

Table 24

. EmpaPlanExecutionListAction user interaction

User interaction

Behavior (Controller)

Single click on Current Ops
link

Command View
s Strategic Info
¢ Operational Info
s MS
s Current Ops

The user will be redirected to
the operations list page.

Single click on operation
name link

Current Ops
Name

W ancouver-\Whister,
improved version

Status

Cancelled

The user will be redirected to
the operation detail page.
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As shown in Figure 71 the only dependency of that action class is with the
EmpaPlanExecutionBean class.

EiTa15Action

= EmpaPlanExecutionListAction

@

paPlanExecutionList
empaPlanExecutjon 0 *

=1 EmpaPlanExecutionBean

Figure 71 : EmplaPlanExecutionListAction dependencies

Only a limited part of the information provided by the OperationBean is used for the list display:
its name and status as illustrated in the Figure 72.

@ ﬂ |CANADACON v| |AII v| Canadi

Home

Current Ops

Name Status
IVancouver-VWhister, Cancelled
improved version

Figure 72 : empa empaplanexeclist jsp

Figure 73 presents an example of the operation detailed display. It is mainly a tabular display of
the EmpaPlanExecutionBean properties.
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@ i. IcmJ.a.t».-:,‘:-::.»w ,l [‘an .,,I Canadi
.

Figure 73 : empa empaplanexec jsp
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4 Conclusion and Future work

CHESS has been developed to demonstrate how a wireless handheld device can be used to support
commanders and senior staff officers on the move or with limited connectivity by providing the
following capacities:

e Access to situational awareness and planning information;

e Receive real-time notification on their hand held device;

e (Collaborate with their staff and provide online guidance and directives;
e Receive briefings;

e Make decisions and approve documents.

This document provides an overview of the high-level architecture that has been used for the
implementation of CHESS. This implementation of CHESS can be used on a secure mobile
wireless device, a factor which had a direct impact on the way functionalities were designed since
we had to use an operations system that was accredited and it was not possible to keep information
in memory. However, considering the rapid evolution of mobile wireless handheld technology, it
is anticipated that future users’ interfaces on such secure devices will be a lot more efficient in
terms of interaction and visualization possibilities.
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Annex A Libraries list

Table 25 provides a list of libraries used and needed by the CHESS system. The dependencies
between those libraries are not covered by this table. Those libraries are all free open source library
or proprietary of DRDC — Valcartier projects.

Table 25 : List of CHESS libraries

Library name Description

db Allows accessing COPlanS data persistence layer.

model Provides COPlanS model implementation.

client Provides client communication layer to access
COPlanS server.

core This library contains all the core component of
COPIlanS needed by other COPlanS libraries.

htmlparser HTML Parser is a Java library used to parse HTML in

either a linear or nested fashion. Primarily used for
transformation or extraction, it features filters, visitors,
custom tags and easy to use JavaBeans.
commons-lang-2.4 The Lang Component provides a host of helper utilities
for the java.lang API, notably String manipulation
methods, basic numerical methods, object reflection,
creation and serialization, and System properties.
Additionally it contains an inheritable enum type, an
exception structure that supports multiple types of
nested-Exceptions, basic enhancements to
java.util.Date and a series of utilities dedicated to help
with building methods, such as hashCode, toString and
equals.
activation With the JavaBeans Activation Framework standard
extension, developers who use Java technology can
take advantage of standard services to determine the
type of an arbitrary piece of data, encapsulate access to
it, discover the operations available on it, and to
instantiate the appropriate bean to perform said
operation(s). For example, if a browser obtained a
JPEG image, this framework would enable the browser
to identify that stream of data as a JPEG image, and
from that type, the browser could locate and instantiate
an object that could manipulate, or view that image.
commons-io-1.4 Commons IO is a library of utilities to assist with
developing 10 functionality.
There are four main areas included:

o Utility classes - with static methods to perform

common tasks
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e Filters - various implementations of file filters

e Comparators - various implementations of
java.util. Comparator for files

e Streams - useful stream, reader and writer
implementations

commons-logging-1.0.4

The Logging package is an ultra-thin bridge between
different logging implementations. A library that uses
the commons-logging API can be used with any
logging implementation at runtime. Commons-logging
comes with support for a number of popular logging
implementations, and writing adapters for others is a
reasonably simple task.

comparaison The comparaison library is used by COPlanS system
for Course of Action (COA) ranking purpose.
FastInfoset Allows manipulation of Fast Infoset documents. Fast

Infoset is an international standard that specifies a
binary encoding format for the XML Information Set
(XML Infoset) as an alternative to the XML document
format. It aims to provide more efficient serialization
than the text-based XML format.

freemarker-2.3.8

FreeMarker is a “template engine”; a generic tool to
generate text output (anything from HTML to
autogenerated source code) based on templates.

htmllexer

Provides low level access to generic string, remark and
tag nodes on the page in a linear, flat, sequential
manner.

http

Provides support to HTTP protocol

jaxb

JAXB is an acronym derived from Java Architecture
for XML Binding. It constitutes a convenient
framework for processing XML documents, providing
significant benefits as compared to previously available
methods such as the one following the Document
Object Model (DOM).

Jaxws

The Java API for XML Web Services (JAX-WS) isa
Java programming language API for creating web
services.

JCDSEvent

It allows handling of events from the JCDS.

jsr173_api

The Streaming API for XML (StAX) is a Java based
API for pull-parsing XML.

jsr181-api

JSR 181 enables creation of portable Java Web
Services from a simple Plain Old Java Object (POJO)
class by adding annotations.

jsr250-api

This JSR provides annotations for common semantic
concepts in the J2SE and J2EE platforms that apply
across a variety of individual technologies.
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jstl-1.2

The JavaServer Pages Standard Tag Library (JSTL)
encapsulates, as simple tags, core functionality
common to many JSP applications.

log4j-1.2.15

With log4; it is possible to enable logging at runtime
without modifying the application binary. The log4j
package is designed so that these statements can remain
in shipped code without incurring a heavy performance
cost.

mail

The JavaMail API provides a platform-independent and
protocol-independent framework to build mail and
messaging applications.

Notifiable 2008-06-16

This library allows access to JCDS notification service.

notificationESBWebServiceClient
2008-07-18

This library allows management of notifications from
the JCDS notification service.

contentManagementW SClient 2008-
05-22D

This library allows access to the content management
system service of JCDS.

ognl-2.6.11

OGNL stands for Object-Graph Navigation Language;
it is an expression language for getting and setting
properties of Java objects.

resolver

The Apache XML Commons Resolver classes
implement Catalog-based entity and URI resolution.

saaj

The SOAP with Attachments API for JavaTM (SAAJ)
1.2.1 provides the API for creating and sending SOAP
messages by means of the javax.xml.soap package. It is
used for the SOAP messaging that goes on behind the
scenes in JAX-RPC and JAXR implementations.

sax?2

SAX is the Simple API for XML,

Sjsxp

The Sun Java Streaming XML Parser (SJSXP) is an
efficient implementation of the StAX API which is
fully compliant with the XML 1.0 and Namespace 1.0
specifications.

streambuffer

XML Stream Buffer Implementation

struts2-core-2.0.11.1 and xwork-
2.04

Struts2 is an extensible MVC framework for creating
enterprise-ready Java web applications

struts2-core and xwork contain the core components
and resources of the Struts2 framework.

thumbelina

Used for HTML parsing

xpp3_min-1.1.4c

MXPI is a stable XmlPull parsing engine that is based
on ideas from XPP and in particular XPP2 but
completely revised and rewritten to take the best
advantage of latest JIT JVMs such as Hotspot in JDK
1.4+

xstream-1.3

XStream is a unique open-source Java library for
serializing objects into XML and deserializing that
XML into objects.

junit-3.8.2 and junit-4.5

JUnit is a simple framework for writing and running
automated tests.
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List of symbols/abbreviations/acronyms/initialisms

[Enter list here, if applicable. If not, delete the page. ]

API Application Programming Interface

BPEL Business Process Execution Language

C2 Command & Control

CANADACOM | Canada Command

CCIR Commander Critical Information Requirements

CHESS Commander HandhEId SyStem

CLF Common Look and Feel

COA Course of Action

COPIlanS Collaborative Operations Planning System

CSNI Consolidated Secret Network Infrastructure

CTB Core Test Bed

Ccv Command View

DIJFC Director Joint Force Capability

DOM Document Object Model

DND Department of National Defence

DRDC Defence Research & Development Canada

DRDKIM Director Research and Development Knowledge and Information
Management

DWAN Departmental Wide Area Network

EMPA Execution Management and Plan Adaptation

ESB Enterprise Service Bus

GIS Geographic Information System

HAIPE High Assurance Internet Protocol Encryption

HLFA High Level Functional Architecture

HQ Head Quate

HTML Hyper Text Markup Language

HTTP Hypertext Transfer Protocol
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IMS

Incident Management System

10 Input/Output

JCDS21 Joint Command Decision Support system for the 21st century
JPEG Joint Photographic Experts Group

JSP Java Server Pages

JSTL JavaServer Pages Standard Tag Library

MVC Model View Controller

OPP Operational Planning Process

PDA Personal Digital Assistant

QVGA Quarter Video Graphics Array

R&D Research & Development

SAD System Architecture Description

SME PED Secure Mobile Environment Portable Electronic Device
SOA Service Oriented Architecture

SOAP Simple Object Access Protocol

TA Task Authorization

TB Test Bed

TD Technology Demonstration

TDP Technology Demonstration Project

TRA Threat and Risk Assessment

UDDI Universal Description, Discovery and Integration

XML Extensible Markup Language
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large éventail de conditions opérationnelles.

Un prototype, appelé CHESS — Commander HandhEld Support System, fonctionnant sur un
appareil de poche sans fil, était un des ¢léments important du systéme d’aide a la décision pour le
vingt-et-unie¢me siecle (JCDS21). Ce prototype démontre comment les échanges d’information
peuvent étre faits entre un appareil de poche sans fil et les outils d’éveil situationnel (COMMAND
VIEW, Incident Management System), un systéme de planification (Collaborative Operations
Planning System) ainsi que les outils d’aide a la décision développés dans le projet de
démonstration technologique JCDS21. Ce rapport décrit les aspects principaux du design du
systeme CHESS.

14. KEYWORDS, DESCRIPTORS or IDENTIFIERS (Technically meaningful terms or short phrases that characterize a document and could be
helpful in cataloguing the document. They should be selected so that no security classification is required. Identifiers, such as equipment model
designation, trade name, military project code name, geographic location may also be included. If possible keywords should be selected from a
published thesaurus, e.g. Thesaurus of Engineering and Scientific Terms (TEST) and that thesaurus identified. If it is not possible to select
indexing terms which are Unclassified, the classification of each should be indicated as with the title.)

command and control; situation awareness; palnning; decision support; handheld device; smart
phone
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