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Abstract

The internet has evolved into a distribution channel for the illicit sale of drugs. Since 2011,
criminal entrepreneurs have taken advantage of anonymous online marketplaces, called
cryptomarkets. These platforms facilitate transactions of illegal products and services among
many sellers and buyers, leveraging sophisticated technologies, like the Tor network and
cryptocurrencies, to ensure anonymity among all participants. Illicit drugs are the most common
products sold on cryptomarkets, but other goods and services are also offered, such as stolen
financial information and counterfeit products. Cryptomarkets represent a low-risk environment
where transactions can take place in an organized manner. The main objective of this report is to
understand the illicit cannabis trade by Canadians on cryptomarkets, particularly since very little
is known on cryptomarkets at a national level beyond a handful of studies providing fragmented
results. This analysis is crucial at a time when the sale of recreational cannabis has been legalized
in Canada with the objective of eliminating the black market for recreational cannabis. An
examination of trends in cryptomarket sales as cannabis has become legal is an essential step
towards understanding the impact of the legalization of recreational cannabis in Canada. To reach
the main objective, this project drew from two data sources: the DATACRYPTO software tool
and a cryptomarket drug dealer survey. We find that, following the legalization of cannabis, sales
of cannabis on cryptomarkets by Canadian dealers appear to show an upward trend. The noted
increase is mainly related to sales targeting an international market. When comparing July 2018
to November 2018 sales, Canada moves from 8" to 4" position in terms of cannabis sales on
cryptomarkets. It should be noted that the analyses presented in this report are exploratory as the
follow-up period post-legalization was extremely short and the data are sparse. These results
could change in the long-term, when the legal supply of recreational cannabis is more firmly
established, and the legal market has matured.
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Introduction

The internet has become a distribution channel for the illicit sale of drugs. The first to take
advantage of this distribution channel were online pharmacies that illegally sold prescription
drugs (Bloom & lannacone, 1999; Rost, 2000). Since 2011, a variety of sophisticated criminal
entrepreneurs innovated beyond what traditional online pharmacies had done and created
anonymous online marketplaces. Referred to as cryptomarkets (Martin, 2014), these platforms
facilitate transactions of illegal goods and services among many sellers and buyers.
Cryptomarkets are imperfect markets encompassing fluid networks of individuals who negotiate
illicit drug use and illicit drug supply (Masson & Bancroft, 2018). To this day, such markets are
used primarily to facilitate the sale of illicit drugs but are also used to sell other goods and
services such as stolen financial information and counterfeit products (Christin, 2013). All
participants register accounts and create profiles. Suppliers create listings to advertise the goods
and services they wish to sell. Cryptomarkets are owned and managed by administrators who are
responsible for publishing and enforcing the rules that all marketplace participants must abide by,
as well as managing conflicts between participants (Morselli et al., 2017). The main objective of
this report is to understand the illicit cannabis trade by Canadians on cryptomarkets. Our first
motivation is to contribute beyond the handful of existing studies that provide fragmented results
on this phenomenon by scoping cryptomarkets at a national level. This sort of analysis is crucial
at a time when the sale of recreational cannabis has been legalized in Canada. One of the main
objectives of legalization is to eliminate the black market for illicit drugs. An examination of
Canadian trends in cryptomarket sales as cannabis enters its legalization era is an essential step in
that process. The timing of the project prevents us from providing a systematic evaluation of the
impact of legalization on cryptomarkets. Yet, an assessment of late 2018 trends will provide a
foundation for a structured discussion of the implications of legalization on cryptomarkets for
cannabis in Canada. Before we conduct any analyses, we first provide a background on
cryptomarket research, including past research that focused specifically on cannabis sales.

The Rise of Cryptomarkets

Innovation in cryptomarkets extends from a combination of three technologies that vastly
increase the security of participants (Kruithof et al., 2016). First, cryptomarkets use the Tor
network to hide their participants’ IP addresses by routing their internet traffic through a series of
anonymous proxies. The same network is also used to obfuscate cryptomarkets’ servers’
locations, thus making the identification of cryptomarket staff and participants and the
dismantling of websites more difficult. Second, all payments on cryptomarkets must be made in
cryptocurrencies. These cryptocurrencies are pseudo-anonymous virtual currencies, such as
bitcoin, that can easily be used to launder money and make financial tracking within the
traditional financial system difficult. Finally, cryptomarkets strongly encourage their participants
to encrypt their communications. This technology ensures that only parties involved in a
conversation can decrypt the messages, thus limiting information leakage if law enforcement
manages to seize a cryptomarket server.

The first cryptomarket, Silk Road (SR1), was launched in February 2011 and remained active for
over two and a half years, before being shut down in October 2013 by U.S. law enforcement
agencies (Department of Justice, 2015). The arrest of the principal administrator and his
subsequent trial provided insights into the wealth that cryptomarket administrators can amass
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through the commissions they charge on each transaction they facilitate. In the case of SR1, it is
believed that these commissions added up to over US$ 80,000,000 (Kovach, 2013). This can
explain why, following SR1’s demise, a number of cryptomarkets were launched. Most of these
did not survive for more than a few months due to either police disruption or exit scams
(Branwen, 2018). Exit scams are cryptomarket shut downs following the theft of all the deposits
of their participants by cryptomarket administrators. Cryptomarkets offer an escrow service
where buyers can put their payments in the cryptomarket administrators’ control while they wait
for their purchase to be delivered by traditional mail services. Payments under escrow can add up
to more than US$ 100,000,000 (Bradbury, 2013) in some cases, providing a strong incentive to
exit scam.

The list of active cryptomarkets is constantly updating with new markets emerging and shutting
down on an almost biweekly basis. For example, the Cannabis Growers and Merchant
Cooperative, a well-established cryptomarket, shut down mere days before the time of writing
this report. Sales on cryptomarkets have increased significantly over the years, expanding from
US$ 14,400,000 in 2012 (Christin, 2013), to almost US$ 90,000,000 in 2014 (Aldridge &
Décary-Hétu, 2014), and hundreds of millions of US dollars in 2016 (Kruithof et al., 2016).
Estimates of the volume of sales on cryptomarkets are based on the automated feedback systems
on cryptomarkets. Customers are strongly encouraged to leave feedback each time they make a
purchase just like users of commercial platforms like Amazon. Feedbacks are therefore
considered traces of past transactions and indicate how many sales each item has generated. To
calculate each item’s revenues, the number of feedbacks is multiplied by the price of the item for
a given period. This provides an estimate of the volume of sales as not all buyers leave feedback
after a purchase. Unfortunately for future research, sales estimates based on feedbacks appear to
be less and less reliable. On SR1, about 88% of transactions generated a public feedback
(Aldridge & Décary-Hétu, 2014). In 2016, that estimate dropped to about 70% (Kruithof et al.,
2016) and informal discussions with law enforcement agents suggest that such estimates may
now stand closer to 55%.

Cryptomarkets are mostly used to purchase drugs (Christin, 2013; Kruithof et al., 2016).
Cannabis represents about a third of all cryptomarket drug ads — also known as listings — , with
prescription (24%) and ecstasy types (17%) in second and third place. Cannabis also generates
the most sales with 33% of all drug sales on cryptomarkets (Kruithof et al., 2016). Stimulants
(with 24%) and ecstasy (with 16%) are the second and third highest grossing revenue types of
listings. Prescription listings come close with 15% of all drug revenues. Although the size of
cryptomarkets is still marginal compared to international illicit drug markets, more than 50% of
drug users from Australia and the United States, and 40% from the United Kingdom reported that
they were aware of cryptomarket existence in a 2012 online survey (Barratt et al., 2014). Among
those that answered positively to that question, 7% of Australians, 18% of Americans, and 10%
of UK respondents reported having consumed drugs purchased through cryptomarkets at least
once.

In interviews, cryptomarket buyers reported their satisfaction of the variety of drugs available on
these platforms, their higher quality and the vendor rating systems (Barratt et al., 2014). They
also reported that the transaction process was more convenient, professional, and safer than
traditional drug purchases (Van Hout & Bingham, 2013a, b; Barratt et al., 2014). To assess
whether users’ perception of higher quality drugs is accurate, Caudevilla et al. (2016) chemically
analyzed samples of cocaine, LSD, MDMA, amphetamine, ketamine, and cannabis bought on
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cryptomarkets and found that most substances contained the advertised ingredients and most
samples tested were of high purity. This finding suggests that cryptomarkets may reduce harm
linked to drug use (Aldridge et al., 2018; Barratt et al., 2016). Indeed, drug users who buy on
cryptomarkets may have a better idea of what drugs they are using and how to safely use them,
reducing potential health issues. Moreover, drug buyers and dealers never get the chance to meet
in person and are often located in geographically distinct locations. As such, the odds of violence
between participants are close to null. These factors suggest that cryptomarkets may reduce harms
traditionally associated with drug use and drug markets (Aldridge et al., 2018; Barratt et al.,
2016). Although lack of direct evidence makes these harm reduction assumptions unclear
(Mounteney et al., 2018; van der Gouwe et al., 2018), cryptomarkets are believed to provide safe
settings where participants can share information about drug use and discuss their drug
consumption experiences without conventional stigmas (Maddox et al., 2016; van Hout &
Bingham, 2013a; 2013b; 2014).

Drug dealers — also known as vendors — have also shown appreciation for cryptomarkets. They
report enjoying the simplicity in setting up a vendor account, the possibility to operate in a low-
risk environment, and the open access to a large pool of potential customers (Barratt et al., 2014;
van Hout & Bingham, 2014). Some drug dealers leverage cryptomarket forums as an
advertisement platform to increase their reach to new potential buyers, an opportunity that is not
available for traditional drug dealers (Paquet-Clouston, 2017; Paquet-Clouston et al., 2018a). Yet,
vendors also face multiple constraints when selling online. Paquet-Clouston et al. (2018b) found
that the size and scope of vendors’ activities are limited due to: 1) anonymity; 2) illegality; and 3)
online features of cryptomarket drug transactions. The illegal status of drugs forces vendors’
offline activities to stay within a small size and scope. The online feature fosters competition,
while the anonymity feature influences buyers to concentrate their purchase to highly reputable
sellers who are known to the community. Cryptomarkets are thus top-heavy competitive settings
where only 1% of drug dealers make regular sales and where 90% of drug dealers are limited to
peripheral roles (Paquet-Clouston et al., 2018b). New vendors face high barriers to sales, having
to prove their trustworthiness to other participants. A high concentration is also found in buyers’
purchase distribution: only 10% of buyers’ accounts represent more than half of all drug
transactions (Norbutas, 2018); many buyers never make a second purchase on cryptomarkets.
Considering that only a small fraction of both vendors and buyers contribute to most of the
recurrent activities on the platform, this has implications for assessing the size and scope of
cryptomarkets.

The Cannabis Trade and Cryptomarkets

Cannabis plays an important role in cryptomarkets in that it is the most trafficked drug on these
platforms (Christin, 2013; Kruithof et al., 2016; Soska & Christin, 2015). Cannabis-related
products represent roughly 25% of all sales on cryptomarkets and have the most listings of all
substances (Demant et al., 2018a; Soska and Christin, 2015; van Burskirk et al., 2016).

In the traditional market, cannabis has many distinctive features. Whereas the production of
cocaine or heroin is largely concentrated in specific areas where the climate is conducive to the
growth of their plants (Boivin, 2010), cannabis production is more evenly developed and
distributed across the globe, with Western countries supplying a large amount of their own
domestic demand for the drug (Bouchard et al., 2011). Domestic production of cannabis in
developed countries is found to emanate from the convergence of technological innovations, such
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as hydroponic greenhouses, a certain tolerance for its use, and less active or effective law
enforcement action against its consumption (Bouchard, 2008; Bouchard et al., 2011). A large
proportion of traditional cannabis supply occurs through social supply (Hathaway et al., 2018).
Informal methods for acquiring the drug, such as buying from a friend or a close acquaintance,
growing the drug at home, or receiving it as a gift, are common for cannabis drug users (Caulkins
& Pacula, 2006; Caulkins, 2007; Decorte et al., 2011; Nguyen & Bouchard, 2013). Indeed, the
National Household Survey on Drug Abuse in the U.S. found that 58% of consumers received
cannabis for free and 87% bought it from a friend (Caulkins, 2007). The 2018 Canadian
Cannabis Survey similarly reported that 24% of the respondents obtained free cannabis edibles
and 14% obtained dried flower/leaf, while 34% obtained such drugs from a friend. The trend
towards social supply illustrates that a more global and tolerant public opinion toward cannabis is
forming. With little evidence of harm reduction from sustained and punitive prohibition
(Hathaway & Erickson, 2003), laws in certain countries have become more flexible or even
completely revised. Policy analysts are now trying to find a new global consensus to review the
United Nations drug control conventions, as countries are slowly moving toward legal regulation
on the consumption of non-medical cannabis (Jelsma et al., 2018). Uruguay and a growing
number of American States have completely legalized the consumption, distribution, and
production of cannabis. Canada adopted the Cannabis Act in 2018, legalizing cannabis related-
activities with varying regulations across provinces/territories. Other countries, such as Australia
and Argentina, have legalized the drug when produced or used for medical purposes.

Although cannabis production has been found to be distributed around the globe, a different
picture is depicted on cryptomarkets: Western hemisphere countries dominate the supply for
cannabis. Based on data from eight cryptomarkets, vendors shipping from the United States have
been found to generate 50% of all cannabis sales and up to 32% of cannabis transactions (Décary-
Hétu et al., 2018). Beyond the American context, total sales were attributed to vendors shipping
from Germany (10%), the United Kingdom (9%), Canada (9%), Australia (7%) and the
Netherlands (3%). Overall, the sales within these six developed countries represented 88% of
total cannabis sales (Décary-Hétu et al., 2018). As cryptomarkets are found to be mainly
localized, we can hypothesize that a strong proportion of cannabis cryptomarket buyers also
reside within these countries (see below). Moreover, Demant et al. (2018b) suggest the presence
of wholesale purchases rather than personal use and social supply purchases. This finding is
supported by Décary-Hétu et al. (2018), who found that half of all revenues generated for
cannabis on cryptomarkets were for transactions between 28 and 454 grams. At least in the U.S.,
the price per gram of cannabis appears to be higher on cryptomarkets than on the streets (Décary-
Hétu et al., 2018).

Geographic Positioning of Cryptomarket Participants

At first, cryptomarkets were expected to be a game changer for the global drug trade (Martin,
2014) in that they allowed vendors to reach new international markets. However, studies have
found the opposite trend. In most cases, cryptomarket transactions are taking place at the
regional/national level (Décary-Hétu et al., 2016; Demant et al., 2018a; Norbutas, 2018). This
means that buyers are more likely to make purchases from vendors located in their own country
or at least in the same region (e.g., Scandinavia for Denmark). According to Norbutas (2018), this
geographic clustering is stronger between continents and weaker for countries within Europe
where borders are open. Buyers who do purchase from multiple countries are more likely to select
vendors operating from the same continent. A willingness to order from different countries may
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be higher for customers in the cluster of countries that have open borders with free transit of
goods and people. In such settings, package inspections may be less frequent than when packages
are coming from countries like Colombia, which is known for its cocaine production. Indeed,
participants’ relative avoidance of international trading may be explained by the risks involved
with shipping drugs internationally: the shipped package has a higher chance of being intercepted
(Décary-Hétu et al., 2016; Norbutas, 2018; Volery, 2017). Package interceptions cause delays and
create conflicts among cryptomarket participants. Buyers who have not received their drugs
quickly protest on forums by calling their vendor a “scammer”. Such name calling can diminish
the community’s trust in the vendor, undermining the account’s reputation (Morselli et al., 2017).
Buyers can also decide to buy only from local vendors and thus avoid potential border
interceptions (Demant et al., 2018a; Norbutas, 2018).

Participants’ decisions to trade at the international or more local levels also depend on where they
are in the world. For example, vendors located in countries where there is a high demand for
drugs tend to sell at the local level (Décary-Hétu et al., 2016). On the other hand, vendors in
countries with a small drug consumption population, low gross domestic product (GDP) per
capita, or low perceived effectiveness in law enforcement are more inclined to offer international
shipping (Décary-Hétu et al., 2016). Van Burskirk et al. (2016) found evidence of country-
specific differences in substance availability based on the origin of sellers. Australian vendors
tend to avoid shipping abroad due to the country’s geographic isolation and high drug prices.
Chinese vendors, on the other hand, due to their proximity to the Golden Triangle and China’s
strict control of new psychoactive substances (NPS), are more likely to ship drugs, such as NPS,
abroad. Perhaps due to flexible drug laws and the accessibility to illicit drugs, Dutch vendors
were more likely to ship at the international level. VVan Burskirk et al. (2016) also found that
American cryptomarket dealers dominated the sale of cannabis. They hypothesized that such
dominance could be explained by the legalization of the substance in some American states,
which would give vendors from these states a comparative advantage over others. According to
these authors, some vendors even advertised that they were established in the states where
cannabis was legal. The regional nature of cryptomarkets also has implications on the pricing of
illicit drugs (Cunliffe et al., 2017). For example, illicit drugs are known to be more expensive in
the streets of Australia than in Canada. The same is true of cryptomarkets. Two studies have
focused on the activities of Canadians on cryptomarkets (Broséus et al., 2016; Mireault et al.,
2016). They both found that cannabis is the most trafficked drug by Canadian dealers (followed
by ecstasy and psychedelic drugs) and that a majority of Canadian vendors are willing to ship
anywhere in the world.

The Implications of Cannabis Legalization

Following the adoption of the Cannabis Act in Canada, policy makers and scholars have shown
an interest in assessing how the new legal framework influences the activities of Canadian
cryptomarket participants. There are two questions that have yet to be answered: 1) will Canadian
cannabis cryptomarket vendors increase their activity, considering that they can easily access the
drug?; and 2) will Canadian buyers stop purchasing on cryptomarkets because cannabis is easily
accessible legally? Extant research on cannabis decriminalization and legalization focuses on the
effect of new regulatory frameworks on cannabis demand and supply, both licit and illicit, as well
as on the implications of these frameworks for public health (for a review, see Kilmer, 2014).
Most authors conclude that the net effect of cannabis legalization depends on how the market is
regulated. For example, in a prohibition context, the risk of arrest and the structural consequences
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of product illegality lead to cost inflation for producing, distributing, and wholesaling cannabis, a
cost that is reflected in consumer prices (Caulkins, 2010; Reuter, 1983; Reuter and Kleiman,
1986). Legalization, on the other hand, leads to economies of scale, which in turn reduces
production costs and the retail price (Caulkins et al., 2012). In this context, the price could be
reduced by up to 80%. This drop depends on whether production can be vertically integrated
entirely by authorized producers (Kilmer et al., 2010). However, a lower retail price is not
necessarily of interest as it can lead to an increase in cannabis consumption. Indeed, users are
sensitive to changes in the price of cannabis (Gallet, 2010; Ouellet et al., 2017). In the United
States, Pacula (2010) found that a 10% decrease in price leads to, on average, a 3% increase in
cannabis consumption. In Canada, the best estimates that are available report similar proportions.
Ouellet et al. (2017) estimated that the price elasticity of demand for Canadians was between
-0.42 and -0.60, meaning that a 10% drop in price could lead to a 4 to 6% increase in the total
amount of cannabis consumed.

The price of legal cannabis thus needs to be appropriately set. According to Ogrodnik et al.
(2010), the legal price should be marginally higher than the price found in an illegitimate
scenario. Price adjustments would account for the risks in dealing within illicit markets, while
compensating for the potential increase in demand. However, if the legal price of cannabis is set
too high, many cannabis users may turn to the black market to supply their drugs (Caulkins et al.,
2012; Kilmer et al., 2010; Ouellet et al., 2017). Legalizing cannabis could increase accessibility
to the drug and physical spaces to consume it, which could also lead to an increase in
consumption (MacCoun & Reuter, 2011). Recreational use is expected to increase, but the
magnitude of the change to come is unknown (Hall and Linskey, 2016; Kilmer et al.; 2010;
Ouellet et al., 2017).

In Canada®, provinces and territories hold the responsibility of deciding how legal cannabis is
distributed and sold in their jurisdictions. Online stores are available in each province and
territory, allowing customers to have cannabis shipped to their residence. All provinces and
territories, except Quebec and Manitoba, allow growing home plants for personal consumption.
Prior to legalization, Mahamad and Hammond (2019) investigated the number of illicit retailers
and the price they offered across the largest municipality of each province and territory in
Canada. They found a total of 997 cannabis retailers and 215 physical storefronts. They state that
the average price of cannabis ranges between $7.80 and $12.30 per gram depending on the
cannabis strain, which converged with Ouellet et al.’s (2017) analyses.

The effect of cannabis legalization on the activity of cryptomarket participants has yet to be
investigated. One could expect that Canadian cannabis buyers will have little incentives to buy on
cryptomarkets, as the drug is easily accessible across the country. Moreover, Décary-Hétu et al.
(2018) suggests that Canada could increase its share of the cryptomarket cannabis market over
subsequent years. Indeed, some U.S. cryptomarket cannabis dealers do advertise their location in
States where cannabis has been legalized, while also using the quality controls of their State over
cannabis production as a marketing tool. Canadian cryptomarket cannabis dealers may follow
along and take advantage of the high-quality legal production to supply the black market in
Canada or abroad.

! Information on legalization frameworks for each province is available at https://www.canada.ca/en/health-
canada/services/drugs-medication/cannabis/laws-regulations/provinces-territories.html
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Moving Forward

Since the creation of Silk Road 1, cryptomarkets have garnered a lot of attention from the media
and the academic world. Such innovative markets have been the focus of books (Martin, 2014;
Ormsby, 2014), special issues from a leading drug policy journal (International Journal of Drug
Policy vol. 35 in 2016, and forthcoming in 2019), and a rapidly expanding repertoire of peer-
reviewed articles. The field is well established and combines the efforts of interdisciplinary
researchers that have introduced new methods to current work. Two types of research designs
have dominated cryptomarket research. The first combines the efforts of a small number of
qualitative fieldwork efforts with cryptomarket participants. Such work has generated insights
into the experiences and perceptions of cryptomarket actors. The second set of studies focuses on
more extensive cross-sectional data from public cryptomarket sources (e.g., listing descriptions,
vendor profiles, feedbacks). Such research has generated insights into the type of drugs being
sold, the shipping routes of drugs, as well as the revenues that each type of drug generates. As the
research reviewed has demonstrated, these studies have rapidly responded to the growing trend
that the drug cryptomarket phenomenon represents, while also remaining sensitive to the
implications and knowledge transfer exercises that are needed to guide governmental agencies
and other concerned groups that are involved in current and rapidly changing drug policies in
Canada and across the world.

If there is one caveat worth mentioning, it is that most studies examine cryptomarkets as a global
phenomenon without taking the time to focus on either a specific type of drug or a specific
country. Only two recent studies have focused on the national/local level (see, for example,
Broséus et al., 2016 for a study on Canadian actors on cryptomarkets and Duxbury and Hainie,
2017 for the structure of opioid distribution). Traditional drug research has sought to understand
drug markets by taking a more targeted approach toward a specific drug or in a specific region or
country. Such targeted approaches are necessary because researchers can better appreciate, and
control for, how specific regulations and policies may impact the online drug trade. What prior
studies have showed is that, regardless of the seemingly limitless reach of the cryptomarket
phenomenon, participants’ decisions are nevertheless influenced by their local context and the
specific types of drugs they deal. In this sense, online markets are very akin to traditional drug
markets. By focusing on such national/local trends, policy makers can better assess trends in
respective jurisdictions. Moreover, most research is based on cross-sectional data. Such studies
provide insights into how cryptomarket actors behave at a specific point in time, but make it
difficult to build trends over time. Modeling the evolution of cryptomarkets, while focusing on
local/national contexts and specific drug types, will provide insights on how changes in local
contexts modify cryptomarket participants’ operations.

With the adoption of the Cannabis Act in Canada, the local context in which Canadian
cryptomarket vendors and buyers operate has inevitably changed. Previous studies indicate that,
depending on how the legal market is regulated, the impact of legalization on illicit markets may
not necessarily be damaging. Cannabis is known to be the most popular drug that is traded on
cryptomarkets and Canada is one of the top suppliers. Canadian cannabis cryptomarkets thus
become a critical object of study. By understanding the evolution of Canadian cannabis
cryptomarkets over recent years, we can uncover how participants in Canadian cryptomarkets
have been impacted by this new regulatory context, at least in the very short-term. Based on the
study results, policy makers will have a better understanding of the phenomenon and will be
better equipped to address the rise in cryptomarkets.
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Approach and Project Objectives

Apart from Kruithof et al.’s (2016) extensive report on cryptomarket illicit drug dealing in the
Netherlands, there is still very little that is known about cryptomarkets at the national level. The
Kruithof et al. (2016) report was commissioned by the Dutch Ministry of Justice and Security to
better understand the general patterns and processes surrounding cryptomarket illicit drug dealing
in that country. Australia (Broséus et al., 2017; Cunliffe et al., 2017) and Canada (Broséus et al.,
2016; Mireault et al., 2016) have also received some attention by researchers, but the results from
these studies are still fragmented and require validation. The lack of national research on
cryptomarkets can be explained by the initial belief that cryptomarkets were paradigm shifting
innovations (Aldridge & Décary-Hétu, 2014; Martin, 2014). Cryptomarkets offered the promise
of removing many of the traditional layers between illicit drug producers and illicit drug users to
lower costs and streamline distribution channels. The shipment of illicit drugs through the postal
system also enabled drug users to choose the best supplier of illicit drugs among an international
pool of dealers and at the most affordable price.

Recent research findings suggest that the impact of cryptomarkets may be most apparent at a
national level. Cryptomarket drug dealers tend to sell locally to reduce the risks of shipment
interceptions (Décary-Hétu et al., 2016) and the sale of illicit drugs generally occurs at national or
regional levels (Demant et al., 2018). Moreover, differences in the prices of illicit drugs across
countries remain largely the same on cryptomarkets (Cunliffe et al., 2017). Cryptomarket
participants therefore appear to operate at the national level and this conceptualization of
cryptomarkets opens new avenues for research that focuses on a single country at a time. The
legalization of cannabis in Canada represents an interesting opportunity to launch this new
research agenda as Canada is responsible for a significant share of cannabis transactions (Décary-
Hétu et al., 2018). The scale of Canadian cannabis trafficking through cryptomarkets will allow
for a quantitative analysis of the trends of supply for cannabis at the national level. Moreover,
Canada legalized cannabis in October 2018 and this new regulatory project will provide a
preliminary understanding of how such a legislative change has impacted the activities of
Canadian drug dealers and drug users on cryptomarkets.

The work plan for this project allows for the analysis of data that were collected until November
2018. Although the full impact of legalization cannot be measured in this timeframe, it should be
enough to explore and contemplate the changes to come that could be analyzed in a future
project. The general aim of this project is to understand the illicit cannabis trade by Canadians on
cryptomarkets. More specifically, this project aims to understand the recent trends in the supply
side of the illicit cannabis trade by Canadians on cryptomarkets. In doing so, we aim to further
our understanding of how cryptomarkets operate, especially as it relates to the relative
embeddedness of cannabis vendors into cryptomarkets, relative to other drugs.

Data Sources

To reach these aims, this project will draw from two main data sources: the DATACRYPTO
software tool and a survey of cryptomarket dealers.
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DATACRYPTO

The data for this project was first collected using the DATACRYPTO software tool (Décary-
Hétu, 2015). This tool has been in operation since 2013 and has been used as a source of data for
over 10 academic papers and government reports, including Kruithof et al. (2016) and Martin et
al. (2018). Demant et al. (2018a, 262) provided a thorough analysis of the quality of the data
collected by DATACRYPTO between 2013 and 2016 and found “no grounds for concerns” with
the data.

The technology that powers DATACRYPTO evolved throughout the years, but its inner workings
always remained the same: DATACRYPTO is a web crawling and scraping software. Basically,
the tool connects to a website and automatically downloads the website’s content. The tool
subsequently extracts specific information from the downloaded content, such as the price of a
listing or the description of a seller. This information is then stored in a database management
system. To date, the DATACRYPTO software tool has collected data from over 40
cryptomarkets. It has information about hundreds of thousands of cryptomarket vendors, millions
of cryptomarket listings, and tens of millions of customer feedbacks. Appendix A provides a list
of the information collected on each listing, vendor, and feedback.

For this report, we used two data collection events that occurred in July 2018 and November
2018. These events represent the general state of cryptomarkets before and after the legalization
of cannabis in Canada. The first event collected 162,643 listings from 4,469 vendors on eight
cryptomarkets: Apollon, Berlusconi, CGMC, Dream Market, French Deep Web, Flugsvamp,
Tochka and Wall Street. The second event collected 180,917 listings from 4,057 vendors on Six
cryptomarkets: Apollon, Berlusconi, CGMC, Dream Market, French Deep Web and Tochka. The
major Wall Street Market platform could not be included in the November data collection
because its anti-bot technique was updated in the fall of 2018 and prevented DATACRYPTO
from collecting a full copy of the listings and vendor pages. The minor cryptomarket Flugsvamp
is also not included in the post-legalization dataset because the market was shut down prior to
November 2018.

Manipulations were made to clean and validate these two datasets. First, listings were categorized
based on a machine learning algorithm similar to Soska and Christin’s (2015) algorithm. The
machine learning algorithm was trained on a set of 650,000 listings that were manually labelled
by research assistants between 2016 and 2018 with an intercoder reliability of over 98%. Second,
cryptomarket vendors can indicate where they are willing to send and receive their products (e.g.,
SHIP FROM Canada; SHIP TO Canada, USA). The names of the countries of origin and
destination for all listings were manually analyzed, cleaned, and standardized across all
cryptomarkets in the dataset. Third, cryptomarket vendors have been known to increase the price
of their listings by one or more orders of magnitude (holding prices, see Soska & Christin, 2015)
to make their listing so prohibitively expensive that no customer will place an order. This
technique is used to keep the listings active while the vendor sources more products or is on
vacation. Following Soska and Christin’s (2015) methodology, all the listings priced at $3,000
were manually reviewed to identify and remove listings with inappropriately high prices. This
cleaning process was repeated for the cannabis listings using the price per gram metric generated
only for those listings. Any listing with a price per gram higher than $30 was manually inspected
and removed if found to have a holding price. Finally, research assistants helped to manually
code the volume of products sold for each cannabis listing. Even when the weight of cannabis
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sold was indicated in the data, the information was manually coded to ensure maximal accuracy.
This provided further cleaning of the cannabis dataset as it allowed for the removal of some of the
listings that were wrongly classified by the machine algorithm. Cannabis listings with no
indication of the weight were removed from analyses.

Tables 1a and 1b present the descriptive statistics for both data collection events. The main source
of data comes from Dream Market, which accounts for 78% of all listings and 96% of all
revenues on cryptomarkets in July 2018 and for 84% of all listings and 92% of all revenues in
November 2018. This is unsurprising: the cryptomarket economy is known to be highly
concentrated and controlled by a relatively small number of vendors who make most of the drug
sales (Paquet-Clouston et al., 2018). However, these revenue percentages are slightly inflated
since feedbacks on French Deep Web (FDW) could not be associated with a price and feedbacks
on Flugsvamp could not be associated with a specific product. Indeed, FDW only associated
feedbacks with vendors and not listings, making it impossible to link feedbacks to specific
listings and therefore drug types and prices. Due to these limitations, feedbacks from these two
cryptomarkets could not be included in our analyses.

Conservative and Optimistic Approaches

Past studies (see Aldridge & Décary-Hétu, 2014; Kruithof et al., 2016) have found that not all
sales lead to a feedback that can be downloaded and analyzed. To compensate for the missing
feedbacks, we decided to present sales and revenues that follow conservative and optimistic
assumptions. The conservative approach is based on Aldridge & Décary-Hétu’s (2014) study and
assumes that the number of feedbacks should be at least multiplied by 1.14 as about 88% of
transactions were identified through a feedback (100 / 0.88 = 114%). In the optimistic model,
feedbacks are multiplied by a factor of 1.82 to compensate for the fact that as few as 55% of
transactions can be identified through a feedback (100 / 0.55 = 182%). This number is based on
our informal contacts with knowledgeable experts in law enforcement agencies that had access to
seized cryptomarkets servers in the past year.

Weighing conservative and optimistic estimates when measuring the size of illicit markets is a
common approach undertaken by other scholars (e.g. Bouchard et al., 2018). Of course,
feedbacks are attractive metrics to measure sales as they provide a quantitative proxy that can be
collected with ease. However, buyers may decide to leave no feedbacks and feedbacks can be
forged. It is therefore always sounder to rely on more than one estimate in time of the number of
feedbacks and, when possible, to rely on more qualitative analyses to better understand the
accuracy of the collected feedbacks.
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Table 1a: Descriptive statistics of cryptomarket activity, July 2018 data (before legalization)

Yearly Sales (N) Yearly Revenues ($)
Cryptomarket Listings (N) Vendors (N) Conservative Optimistic Conservative Optimistic
Apollon 1,781 138 492 786 $33,345 $53,235
Berlusconi 15,310 410 4,131 6,596 $1,379,974 $2,203,117
CGMC 1,580 73 52,504 83,822 $3,784,834 $6,042,454
Dream Market 127,190 2,010 1,917,361 3,061,051 $264,794,780 $422,742,544
French Deep Web 3,619 512 0 0 $0 $0
Flugsvamp 908 91 0 0 $0 $0
Tochka 1,482 136 1,737 2,774 $96,252 $153,666
Wall Street 10,773 1,099 126,485 201,933 $4,865,767 $7,768,154
Total 162,643 4,469 2,102,710 3,356,962 $274,954,952 $438,963,170

Table 1b: Descriptive statistics of cryptomarket activity, November 2018 data (after legalization)

Yearly Sales (N) Yearly Revenues ($)
Cryptomarket Listings (N) Vendors (N) Conservative Optimistic Conservative Optimistic
Apollon 230 41 41 66 $513 $819
Berlusconi 18,881 456 39,522 63,096 $11,098,879 $17,719,263
CGMC 2,103 77 9,261 14,786 $1,885,579 $3,010,310
Dream Market 151,551 2,685 2,566,874 4,097,992 $332,912,292 $531,491,554
French Deep Web 3,549 547 0 0 $0 $0
Tochka 4,603 251 10,862 17,341 $17,783,316 $28,390,908
Total 180,917 4,057 2,626,560 4,193,281 $363,680,579 $580,612,854
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Taken together, Table 1a and 1b suggest that, between the two data collection events (July 2018
and November 2018), cryptomarkets had an 11% increase in the number of listings, a 25%
increase in sales (based on feedbacks), and a 32% increase in revenues. The number of vendors
dropped by 9%. Such changes should be considered once again in the context of the Wall Street
market that could not be included in the second data collection.

Overall, in November 2018, the cryptomarket economy appears to have generated sales between
US$ 364 million and US$ 581 million on a yearly basis, compared to between US$ 275 million
and US$ 439 million in July 2018. These numbers need to be interpreted carefully. Many events
(e.g., servers’ maintenance; vendors simultaneously taking a vacation; or rumors of a large police
operation being launched in the near future influencing participants’ behaviours) can disrupt
cryptomarket activities on a daily basis. The humbers presented in this report should therefore
always be considered as estimates of cryptomarket activities.

Survey of Cryptomarket Drug Vendors

To better understand how cryptomarket vendors operate, we used a survey of cryptomarket drug
dealers conducted by David Décary-Hétu and his research team between October 24 and
December 1, 2017. This survey is the first to use first-hand fieldwork with cryptomarket vendors,
a population that is difficult to access and that is usually unwilling to share information due to the
illegal status of their activities. This research was approved by the Research Ethics Committee at
the Faculty of Arts and Sciences, Université de Montréal (Project no. CERAS-2015-16-030-D).

The main aim of the survey was to assess the impact of a cryptomarket on episodes of drug-
related conflicts and violence involving vendors. The survey includes questions about: 1) offline
and online drug sales experiences; 2) drug-related conflicts; 3) drug dealers’ networks; and 4)
drug dealers’ demographics. Private messages were sent to 1,092 drug dealers that were involved
in 10 cryptomarkets (Aero; Berlusconi; Cannabis Growers Merchants & Cooperative; Dream
Market; Libertas; RSClub Market; Sourcery Market; Tochka; Trade Route; and Zion). Overall,
745 visitors opened the link to the survey’s website hosted on the Tor network. Of these 745
visitors, 133 answered the survey questions at least partially and 20 completed the entire survey.
Our analysis is based on these 20 respondents and a group of approximately 20 more who
answered many questions of interest for this report. This is a small convenience sample of
respondents; our results are modest and exploratory. The results can nonetheless help us gain an
understanding of the type of vendors who are active on cryptomarkets, and their relative
embeddedness in illegal markets.

Methods

To understand the trends in the supply side of the online illicit cannabis trade by Canadians
on cryptomarkets, we used the data collected with the DATACRYPTO software tool. All
analyses include results (in different tables) for both the July 2018 dataset (prior to cannabis
legalization in Canada) and the November 2018 dataset (after cannabis legalization in Canada).

In the first series of analyses, we identified cannabis listings with a shipping from Canada or

North America field (henceforth the Canadian cannabis listings) and generated descriptive
statistics on a yearly basis on the number of listings, the number of dealers, the number of sales,
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revenues (USD), the volume of drugs (kg), and the price per gram (USD). The latter is based on
the methodology by Décary-Hétu et al. (2018). Since there is an interest in the size and scope of
the Canadian cannabis cryptomarket, the aggregated statistics are based on cannabis listings
explicitly stating that the product is shipped from Canada. Canadian listings shipping to Canada
(with a shipping from Canada or a region that includes Canada such as North America) were
compared with Canadian listings shipping at the international level. The former represents listings
that respond solely to the Canadian cannabis demand (domestic listings), whereas the latter
represents Canadian cannabis supply responding to a domestic and an international demand
(international listings).

In a second series of analyses, vendors were selected behind the Canadian cannabis listings and
identified the most common products they sold on cryptomarkets (other than cannabis). For each
product type, we estimated the number of listings, the number of sales, and generated revenues
(USD). This provided us with an estimate of the importance of vendors’ cannabis sales compared
to their overall cryptomarket activities.

In a third series of analyses, we identified the most common destinations of Canadian cannabis
listings. For each route, we calculated the number of listings and the sales and revenues they
generated (USD) as indications of where Canadian cannabis was being delivered. An important
differentiator is whether a cannabis listing is made available to Canadians or to individuals
outside of Canada. The former represents Canadian cannabis supply to other Canadians, whereas
the latter shapes the Canadian supply to international customers, including Canadians.

In a fourth series of analyses, we identified the most common regions of the world where
cannabis dealers operated outside of Canada. We estimated the number of cannabis dealers, the
number of listings, the number of sales, the volume of cannabis sold (kg) and generated revenues
(USD) from each region. This enabled us to better situate the role of Canadian dealers in the
global cryptomarket cannabis economy.

Finally, using Paquet-Clouston et al.’s (2018b) methodology, we assessed the competition level in
the Canadian and international cannabis markets. This informed us on the structure and
vulnerability of the cryptomarket cannabis market. If a small number of drug dealers control a
sizeable portion of the volume and transactions of cannabis, disruption operations may have a
much better chance of succeeding.

To understand the trends in how cryptomarkets operate, we used the survey data to
qualitatively discuss the potential origin of the products sold on cryptomarkets, the size and scope
of cryptomarket vendors, their involvement in traditional drug dealing, and their relationship with
organized crime. Survey responses reveal previously inaccessible information, but the limited
response rate restricts what we can infer from the results. We urge readers not to use the results
beyond these specific limitations. The countries of origin of the survey participants are also
unknown and national differences may impact the results that apply specifically to Canadian
dealers.

Our analysis begins by creating a typology with six classes of vendors. These are used to provide
more personal details about the type of individuals dealing drugs on cryptomarkets. We then
present the survey participants’ demographics and subsequently address specific questions that
could help us understand how cryptomarket vendors operate. Such inquires include: 1) where

PATTERNS IN CANNABIS CRYPTOMARKETS IN CANADA IN 2018 PUBLIC SAFETY CANADA 15



they source their products; 2) the size and scope of their activities; 3) the extent to which they are
involved in traditional drug dealing; and 4) the extent to which they (and their network) are
involved in organized crime. Although a handful of scholars investigated whether the
organizations of those involved in online criminality can be considered “organized crime”
(Broadhurst et al., 2014; Leukfeldt et al., 2017; Lusthaus, 2013), little to no knowledge is
available on the extent to which traditional organized crime is involved in online crime. Using the
survey’s results, we assessed cryptomarket vendors’ potential involvement with traditional
organized crime and provide first-hand knowledge on the structure of online/offline drug dealing.

Results

The first aim of this report is to understand the supply of Canadian cryptomarket cannabis.
Below, we analyze the activities of Canadian cannabis dealers and situate these activities in the
wider context of cryptomarket cannabis international trade. Most tables are presented in pairs — a)
and b) — so as to capture the state of cryptomarkets before and after the legalization of cannabis in
Canada.

Understanding the Supply Side of Cryptomarkets

As discussed above, cryptomarket dealers have the option of shipping their drugs domestically or
internationally. Shipping drugs across national borders increases the odds of detection as most
package inspections take place at a border (Décary-Hétu et al., 2016; Volery, 2016). Given that
drug prices vary with risks (Reuter & Kleiman, 1986) and that shipping internationally is a risk-
taking decision (Décary-Hétu et al., 2016), we should expect to find different metrics for listings
that ship domestically, compared to those that ship internationally. Table 2a presents the sales,
volumes and revenues of Canadian cannabis dealers before legalization.

Table 2a: Yearly estimates of the sales, volume of cannabis and revenues of Canadian cannabis
dealers, July 2018 data (before legalization)

Only Ship to Canada Ship Internationally Total

Number of listings 60 242 302
Number of dealers 11 27 38
Number of sales

Conservative model 588 1,697 2,285

Optimistic model 939 2,708 3,647
Volume (k

Conservative model 113 110 223

Optimistic model 180 177 357
Revenues

Conservative model $51,074 $432,162 $483,236

Optimistic model $81,539 $689,942 $771,481
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Table 2a suggests that, before legalization, most of the listings (N = 242) offered international
shipping and two thirds of the dealers (N = 27) were willing to ship internationally. Moreover,
listings for international shipping generated almost three times as many sales and more than eight
times as many revenues as domestic listings.

In terms of size and scope, the volume of cannabis sold per year of 357 kg for the optimistic
model appears to be quite low. According to the Cannabis Tracking System, 7,313 kg of dried
cannabis was sold in Canada during only January 2019 and 6,671 kg during February 2019,
following legalization (Government of Canada, 2019). The revenues, in the hundreds of
thousands of US dollars, are also marginal when compared to the CA$5.7 billion (US$4.2 billion)
spent by Canadian consumers for medical and non-medical cannabis in 2017 (Statistics Canada,
2018). Thus, in July 2018, Canadian cryptomarket vendors did not seem to be major players in
the cannabis business.

Table 2b presents similar statistics, but post-legalization. Table 2b suggests that the number of
listings available in November 2018 (post-legalization) was higher than in July 2018. The number
of Canadian cannabis vendors between the two periods is relatively stable. Cannabis sales, on the
other hand, appear to have tripled, with an estimate of 11,576 yearly transactions for the
optimistic model, compared to 3,647 transactions in July 2018. The volume of drugs shipped
appears to have also increased as the November dataset optimistically estimates that 2,229 kg of
cannabis are being shipped yearly, compared to 357 kg in the July dataset for the optimistic
model. Indeed, for the post-legalization period, we estimate that about 2.5 tons of cannabis would
now be sold and shipped annually from Canada. This vastly increases revenues, which aggregate
up to US$ 6.9 million on a yearly basis in November 2018 for the optimistic model. We also
observe an increase in the proportion of listings that ship internationally. The proportion of
listings that ship internationally increased from 80% to 91% for all listings, reflecting a likely
drop in domestic demand or a new opportunity to export cannabis that is now more widely
produced and available. This is further supported by the drop in volume advertised by Canadian
listings selling domestically between the two periods.

Table 2b: Yearly estimates of the sales, volume of cannabis and revenues of Canadian cannabis
dealers, November 2018 data (after legalization)

Only Ship to Canada Ship Internationally Total

Number of listings 50 491 541
Number of dealers 8 38 46
Number of sales

Conservative model 643 6,607 7,250

Optimistic model 1,026 10,550 11,576
Volume (kq)

Conservative model 86 1,310 1,396

Optimistic model 137 2,092 2,229
Revenues

Conservative model $63,178 $4,278,358 $4,341,536

Optimistic model $100,864 $6,830,360 $6,931,224
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Table 3a presents the price per gram of Canadian cannabis listings before legalization, classifying
the levels of cannabis sold based on categories developed by Décary-Hétu et al. (2018). It
suggests that, in July 2018, most listings were advertising amounts of cannabis that ranged from
10 to 454 grams, with the most common listings selling between 28-454 grams. Such a finding
supports the presence of wholesale purchases rather than personal use and social supply purchases
(Demant et al., 2018b). Also, and as expected, the price per gram, whether considering the mean
or median, is inversely proportional to the quantity of drugs purchased. The discount for
purchasing large amounts of cannabis is substantial, especially when comparing both ends of the
spectrum. The price per gram is higher for listings that ship internationally, once again reflecting
the added risks of dealing drugs across borders (Décary-Hétu et al., 2016).

Table 3a: Price per gram (USD) of cannabis, July 2018 data (before legalization)

Only Ship to Canada Ship Internationally Total
Amount Mean Median Mean Median Mean Median N
5 grams and under $6.84 $7.15 $15.17 $9.14 $12.67 $7.50 20
5-10 grams $6.33 $5.53 $19.57 $7.28 $16.69 $7.17 23
10 - 28 grams $3.91 $4.02 $7.09 $6.45 $6.32 $5.62 86
28 - 454 grams $3.19 $3.45 $4.82 $4.15 $4.58 $3.79 162
Over 454 grams $1.43 $1.39 $3.15 $3.90 $2.52 $1.58 11

Note. N refers to the number of listings.

Table 3b presents the price per gram of Canadian cannabis on cryptomarkets in November 2018.
After legalization, most listings are once again selling in the 10 to 454 grams range. We observe
the same relationship between the amount of cannabis purchased and the price per gram; the price
per gram is inversely proportional to the quantity of drugs purchased. The median prices appear
to have remained relatively stable before and after the legalization with price increases
concentrated in the lowest weight range. A Mann-Whitney U analysis (not shown in tables) found
no significant changes in the prices of cannabis before and after legalization, except for the lowest
quintile (5 grams and under), where price per unit increased. These prices, both before and after
legalization, are much lower than what was found in Décary-Hétu et al. (2018) for cannabis prices
in the United States. Depending on the quantity and type of shipment, the difference between the
two studies is around 20% cheaper prices in Canada in 2018, compared to the 2016 U.S. prices.

Table 3b: Price per gram (USD) of cannabis, November 2018 data (after legalization)

Only Ship to Canada Ship Internationally Total
Amount Mean Median Mean Median Mean Median N
5grams and under  $6.22 $6.51 $20.82 $12.48 $19.73 $11.86 40
5-10 grams $4.78 $4.80 $8.56 $7.43 $8.19 $7.43 41
10 - 28 grams $5.59 $3.90 $8.49 $6.04 $8.15 $5.94 170
28 - 454 grams $3.60 $3.71 $4.81 $4.06 $4.70 $3.79 265
Over 454 grams - - $2.66 $2.59 $2.66 $2.59 25

Note. N refers to the number of listings.
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Table 4a presents the other products that Canadian cannabis dealers sold, rank-ordered by the
revenues they generated (highest to lowest) for the July 2018 data. Based on the revenues and
sales presented in Table 1a, for the optimistic model, it appears that cannabis dealers who were
active before legalization generated about US$ 1.6 million in revenue through their sale of illicit
products other than cannabis. Their main other businesses involve stimulants (like cocaine),
heroin, and tryptamines, though they provide a wide array of other drugs.

Table 4a: Diversification of sales and revenues of Canadian cannabis dealers, July 2018 data (before
legalization)

Sales (N) Revenues ($)
Con. Opt. Con. Opt. Listings (N)

Stimulants 2,353 3,756 $336,379 $537,027 110
Heroin 1,477 2,359 $198,561 $317,000 100
Tryptamines 1,053 1,682 $110,847 $176,966 33
Benzodiazepine/Sedative/

Hypnotics/Barbiturates 684 1,092 $92,107 $147,048 54
Cannabis extracts? 657 1,048 $71,439 $114,052 91
Herbal stimulants 41 66 $52,503 $83,820 12
MDMA 274 437 $40,903 $65,301 50
Dissociatives 1,135 1,813 $26,152 $41,751 11
Opioids 192 306 $21,042 $33,594 23
Financial information 725 1,158 $16,407 $26,193 27
Other 917 1,463 $33,834 $54,016 77
Total 9,508 15180  $1,000,174  $1,596,768 588

Note. Con. refers to the conservative estimates; Opt. refers to the optimistic estimates.

aCannabis extracts and other types of cannabis were not included in the other analyses so as to maintain a consistent substance
and volume that could be assessed across comparable listings.

Table 4b presents the other products that Canadian cannabis dealers sold, rank-ordered by the
revenues they generated (highest to lowest) for the November 2018 data. A few weeks after
legalization, Canadian cannabis dealers seem to have faced a reduction in their number of sales
and revenues from other products. This could be explained by the sharp increase in cannabis
sales. The top three drugs are now cannabis extracts (up from #5), MDMA (up from #7), and
stimulants (down from #1), and they make up over half of all sales outside of cannabis.
Stimulants are significantly down compared to pre-legalization sales. We notice a stronger
presence of cannabis-related sales, with more sales of cannabis extracts as well as herbal
stimulants and edibles and drinkables. We also see the rise of blades and other non-firearms
weapons. The literature has seldom studied the sale of weapons from Canadian vendors in the
past and this new trend should be monitored in the future. Another interesting trend is the
diminishing sales for opioids, which should also be further studied. In total, sales of other
products decreased by about 50% between July and November 2018.
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Table 4b: Diversification of Canadian cannabis dealers, November 2018 data (after legalization)

Sales (N) Revenues ($)
Con. Opt. Con. Opt. Listings (N)

Cannabis extracts? 192 306 $123,222 $196,723 40
MDMA 397 633 $114,303 $182,483 25
Stimulants 451 721 $56,977 $90,964 32
Benzodiazepine/Sedative/

Hypnotics/Barbiturates 315 502 $53,686 $85,710 54
Heroin 903 1,441 $51,079 $81,546 98
Tryptamines 328 524 $27,636 $44,121 4
Herbal stimulants 766 1,223 $19,104 $30,499 11
Prescription stimulants 96 153 $17,754 $28,343 6
Edibles and drinkables 547 874 $11,382 $18,171 1
Blades and other weapons 328 524 $10,244 $16,354 4
Other 1,026 1,638 $22,261 $35,539 64
Total 5,349 8,539 $507,648 $810,453 339

Note. Con. refers to the conservative estimates; Opt. refers to the optimistic estimates.
aCannabis extracts and other types of cannabis were not included in the other analyses so as to maintain a consistent substance
and volume that could be assessed across comparable listings.

Table 5a presents the regions of the world where Canadian cannabis listings advertised shipping
in July 2018. As shown, Canadian cannabis dealers offer more listings for shipping
internationally, which generated around 89% of the market’s revenue. Note that some
international sales could potentially include purchases from Canadian buyers. Based on the
estimates above, the volume of cannabis shipped to Canada alone is slightly larger than the
volume of cannabis offered internationally even though the revenues are much lower. This
illustrates that sales between Canadian buyers and sellers may be less expensive and represent
larger quantities. These sales, although less risky as they are domestic, seem much less profitable
than international sales for Canadian vendors.

Table 5a: Shipping routes of cannabis sold by Canadian dealers, July 2018 data (before legalization)

Sales (N) Revenues ($) Volume (kg)
Destination Con. Opt. Con. Opt. Con. Opt.  Listings (N)
Worldwide 1,259 2,009 $349,139  $557,397 84 135 229
USA 424 677  $82,660  $131,965 26 41 5
Canada 588 939  $51,074  $81,539 113 180 60
Canada, North America 14 22 $363 $580 0 1 8
Total 2,285 3,647 $483,236 $771,481 223 357 302

Note. Con. refers to the conservative estimates; Opt. refers to the optimistic estimates.
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Table 5b displays shipping routes using the post-legalization data. As shown, exports of cannabis
abroad play an even more important role for Canadian cannabis dealers in the time period
examined after legalization. Indeed, almost all their sales and revenues are generated from listings
that target either the American or international markets. It is important to note again that sales of
listings that can ship worldwide may very well have gone to Canadians. The domestic market
appears to have slightly increased since July 2018, but that increase is much smaller than the
increase in revenues for listings that were shipped to the United States and worldwide.

Table 5b: Shipping routes of cannabis sold by Canadian dealers, November 2018 data (after

legalization)

Sales (N) Revenues ($) Volume (kg)
Destination Con.  Opt. Con. Opt. Con. Opt.  Listings (N)
USA 3,283 5242 $2,139,087 $3,415,034 879 1,403 51
Worldwide 3,201 5111 $2,086,641 $3,331,304 429 685 366
Canada 657 1,048  $105,640  $168,653 86 137 60
Canada, USA 109 175 $10,168 $16,233 2 4 56
Asia, Canada, EU, USA 0 0 $0 $0 0 0 7
Canada, UK 0 0 $0 $0 0 0 1
Total 7,250 11,576 $4,341,536 $6,931,224 1,396 2,229 541

Note. Con. refers to the conservative estimates; Opt. refers to the optimistic estimates.

Table 6a presents the top countries involved in the cryptomarket cannabis market based on the

pre-legalization data extracted in July 2018.
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Table 6a: International market for cannabis on cryptomarkets, July 2018 data (before legalization)

Revenues ($) Sales (N) Volume (kg)
Con. Opt. Con. Opt. Con. Opt. Listings (N) Vendors (N)

USA $22,633,341  $36,133,930 78,929 126,010 9,067 14,475 3,657 316
UK $10,753,853  $17,168,431 100,071 159,763 4,498 7,182 3,472 181
Germany $8,495,746  $13,563,383 77,462 123,667 2,509 4,006 1,781 107
Australia $3,270,452  $5,221,248 19,959 31,865 549 877 293 39
North America  $1,648,876  $2,632,416 15,623 24,941 1,558 2,487 466 1
EU $1,204,206  $1,922,504 13,425 21,432 393 627 728 74
France $994,380 $1,587,520 10,553 16,848 969 1,546 218 23
Canada $483,236 $771,481 2,285 3,647 223 357 302 38
Spain $415,826 $663,863 4,098 6,543 70 111 632 26
Other $1,676,627  $2,676,720 20,005 31,937 2,678 4,275 1,426 253
Total $51,576,543  $82,341,496 342,410 546,653 22,514 35,943 12,975 1,058

Note. Con. refers to the conservative estimates; Opt. refers to the optimistic estimates.
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Based on Table 6a, prior to legalization, Canada ranked eighth for cannabis revenues, with
optimistic yearly revenues of US$ 771,481. The USA, UK, and Germany occupied the first three
positions, with yearly revenues above US$ 10 million for the optimistic model. Canada’s eighth
position in the pre-legalization estimate of cannabis cryptomarket revenues may be explained in
part by a law enforcement operation that targeted Canadian cannabis dealers. Gagné’s
(forthcoming) study demonstrates that the sale of Canadian cannabis dropped tremendously in the
weeks following a RCMP police operation in 2016, while sales from international vendors
outside of Canada remained relatively stable. Table 6a also shows that, based on July 2018 data,
the global cryptomarket for cannabis reached potential sales of over US$ 82 million, with 22 to
36 tons of cannabis sold per year. Such an amount is, however, still quite small considering that
Canadians alone spent CA$ 5.7 billion (US$ 4.2 billion) for dry cannabis for medical and non-
medical purposes in 2017 (Statistics Canada, 2018). Table 6b also presents the top countries
involved in the cryptomarket cannabis market, but based on data extracted in November 2018,
post-legalization.
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Table 6b: International market for cannabis on cryptomarkets, November 2018 data (after legalization)

Revenues ($) Sales (N) Volume (kg)
Con. Opt. Con. Opt. Con. Opt. Listings (N)  Vendors (N)

USA $24,907,916  $39,765,269 90,767 144,908 7,602 12,137 4,377 334
UK $14,513,339  $23,170,418 140,453 224,231 2,053 3,278 4,914 214
Germany $7,139,955 $11,398,875 67,059 107,060 769 1,228 1,604 117
Canada $4,341,536 $6,931,224 7,250 11,575 1,396 2,229 541 46
Australia $3,456,870 $5,518,862 22,941 36,626 465 743 346 49
Sweden $1,439,062 $2,297,450 13,365 21,338 119 191 339 34
Spain $1,312,653 $2,095,639 11,231 17,931 206 330 1,213 31
France $1,170,680 $1,868,981 11,478 18,324 111 177 165 25
EU $655,093 $1,045,850 8,413 13,432 121 193 765 59
Other $2,487,207 $3,970,804 26,512 42,326 336 536 2,061 172
Total $61,424,311  $98,063,373 399,470 637,750 13,179 21,040 16,325 1,127

Note. Con. refers to the conservative estimates; Opt. refers to the optimistic estimates.
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Table 6b shows that between July and November 2018, the illicit market for cannabis on
cryptomarkets grew by 19% in terms of revenues. The same three countries (USA, UK, Germany)
remain in the lead positions, with Canada rising to the fourth position. The volume of cannabis
appears to have decreased between the two data collection events, suggesting that prices either
increased internationally or that smaller but more numerous transactions occurred. The latter
appears to be the most logical explanation as the number of sales increased marginally (from
547,000 to 638,000 for the optimistic scenario).

Lastly, we examined if the level of competition changed in the cannabis cryptomarket based on
the Herfindahl-Hirschman Index (HHI). The HHI index is a measure of competition in a market
and is one of the most commonly used measures of competition (Diallo and Tomek, 2015;
Hindriks & Myles, 2006). When the HHI index is close to one, the level of competition in the
market is low (monopoly), whereas when the index is close to zero (or close to one divided by the
number of firms in the market), the market is considered to be highly competitive (Owen et al.,
2007). Table 7 presents the HHI index for the Canadian and international cannabis markets based
on the July 2018 and November 2018 datasets.

Table 7: Competition levels in the cannabis cryptomarket before and after Canadian legalization, as
measured by the Herfindahl-Hirschman Index (HHI)

Herfindahl-Hirschman Index

Time Point Canada Worldwide
July 2018 (pre-legalization) 0.0800 0.0005
November 2018 (post-legalization) 0.1993 0.0062

Results in Table 7 show that, for the Canadian cannabis cryptomarket, the HHI index increased
by about 2.5 times between July and November 2018, suggesting that, post-legalization the level
of competition decreased among Canadian cryptomarket vendors, with a smaller number of
Canadian vendors making a larger proportion of cannabis sales. The same can be said for the
international cannabis market, but to a lesser extent (although the level of competition decreased
worldwide, the low HHI score overall suggests that the international market remained competitive
in November 2018). Yet, as discussed above, the number of Canadian cannabis vendors remained
quite stable over time. This suggests that some Canadian vendors managed to increase their sales
at the detriment of others. We noticed that half of Dream Market vendors observed in the July
data collection did not have an active account in the November data collection, suggesting that
new vendors may not yet have had time to leave a footprint in the market. Such results
corroborate Paquet-Clouston et al.’s (2018b) conclusions that cryptomarkets have high barriers to
sales: vendors can easily set up an account, but they still face difficulties in overcoming existing
reputable vendors trusted by the community.

Summary of the Changes Observed in Canadian Cannabis Cryptomarkets

Changes in Canadian cannabis cryptomarkets are observed pre- and post-legalization. Sales of
Canadian cannabis have increased, as has the proportion of listings that ship internationally. This
is further confirmed with an observed post-legalization increase of Canadian cannabis revenues
generated by listings targeting American or international customers. However, some international
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sales may have been conducted by domestic customers. Canadian vendors seem to tap more into
the international market when compared to their counterparts operating prior legalization. Prices
for Canadian cannabis are found to be much lower than American prices reported in Décary-Hétu
et al. (2018). Canadian cannabis vendors also appear to have lowered their sales of other types of
products, following legalization. At the same time, their share of the cannabis market has
increased. Indeed, Canadian vendors have moved from eighth to fourth position for sales of
cannabis on cryptomarkets following legalization, with the US, UK and Germany maintaining
their leading positions. Lastly, the level of competition between Canadian cannabis vendors
seems to have decreased following legalization, with, potentially, a few established Canadian
vendors managing to increase their sales to a greater proportion than others. Many vendors that
were active prior to legalization did not have an active account following legalization. Overall,
the changes that were identified earlier show that the size and scope of Canadian vendors have
increased following legalization. Of course, these observations represent tentative patterns and
trends and further analysis with a longer follow-up period should be conducted to truly assess the
impact of legalization on the sale of cannabis on cryptomarkets.

Insights from a Survey of Cryptomarket Vendors’ Operations

In this section, we present the results of a survey of cryptomarket vendors, with the hope of
gaining further insights into how cryptomarkets operate. Of the 133 vendors who started the
survey, a total of 20 vendors completed it entirely and another set of 20 answered many of the
guestions examined below. The response rate thus varies greatly, with some questions receiving a
dozen responses and others receiving only a handful of answers, depending on the sensitivity of
the topic. At the same time, these exploratory results are unique, and we know of no other survey
of its kind in the grey and academic literature. To set the stage, we start by presenting aggregate
survey responses of six vendors involved in the cannabis drug trade on cryptomarkets. We then
look at aggregated statistics, including demographics, origin of products sold on cryptomarkets,
the size and scope of cryptomarket vendors’ activities, their involvement in traditional drug
dealing, and their relations to organized crime as well as their contacts’ relations to organized
crime.

The Story of Six Cryptomarket Vendors

In analyzing the completed surveys, we found six different types of vendors that are described
below and summarized in Figure 1. A summary of these vendors’ answers is presented in
Appendix B. Given the lack of knowledge about cryptomarket vendors, these profiles are useful
to get a sense of the variability of profiles that exist, make their origins and dealing profiles more
concrete to readers, and inform future research on the characteristics of cryptomarket vendors and
how they operate. Given the sampling approach and response rate, we cannot quantify how
prevalent each profile is, nor is this our objective at this stage. We selected these case studies
from the surveys that were completed and that illustrated a variety of patterns and styles as they
apply to cannabis cryptomarkets.? Note that: 1) we labeled profiles based on characteristics that
stood out when examining their buying and selling patterns; 2) the first profile (the online broker)
is the only one describing dealing activities that occur strictly online; and 3) the last profile (the

2 |deally, we would have automated this process via cluster analytic methods, but the sparse data were not amenable to
such analyses.
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organized group member) is one of only a handful of respondents reporting involvement in an
organized group.

Figure 1: Six types of online vendors found in the survey
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The Online Broker

The online broker preferred not to give any information about their demographics, except that
they operate from North America. This vendor started doing business on cryptomarkets in 2011
and sells cannabis, ecstasy, and mushrooms. The products offered are completely (100%)
generated from online sources. A closer analysis of their operations reveals that they act as a
broker between customers buying online and other vendors operating online. This vendor does
not conduct offline drug dealing and reported that 100% of their earnings were generated from
cryptomarket operations.

The Hybrid Dealer

The hybrid dealer preferred not to give any information about their demographics. They started
operating on cryptomarkets in 2015 and sell principally cannabis, amphetamine, ecstasy, and
LSD. Overall, 55% of the products that they sell come from online sources, with the remaining
40% from face-to-face exchanges and 5% from open public markets. Since 1996, they have also
sold amphetamine and ecstasy offline as well as other drugs to personal contacts or other known
vendors. This vendor does not consider themself part of an organized group and decided not to
reveal information about their revenue.

The Multi-Source Dealer

The multi-source dealer decided not to reveal their demographic details, except that they have
been involved in the sale of cannabis, mushrooms, and prescription drugs from North America
since 2016. The products that this vendor supplied were partially from online sources (10%) or
face-to-face exchanges (5%) and primarily from shopfronts (50%) and home-grown or
manufactured sources (35%). This vendor has been selling offline cannabis, ecstasy, and
mushrooms to personal relations or other vendors since 2007. In terms of revenue, 60% was
generated from online drug dealing, 38% from legitimate sources, and 2% from offline drug
dealing. This vendor also does not consider themself part of an organized group.

The Independent

The independent vendor is a male in his twenties who has a university degree and is established in
Europe. In 2012, he started selling products online such as cannabis, amphetamine, ecstasy, and
prescription drugs. Eighty-five percent (85%) of his products are sourced from face-to-face
exchanges and 15% from home-grown or manufactured sources. He is not involved in offline
drug dealing nor does he consider himself part of a criminal group. He reported that 70% of his
revenue originates from online drug dealing, with the remaining 30% generated from other offline
offenses.

The Veteran

The veteran is a male in his fifties with a university degree. He operates from North America and
started selling products such as cannabis and ecstasy via cryptomarkets in 2014. His products are
sourced 55% from face-to-face exchange, 30% from online sources, and 15% from manufactured
or home-grown products. He has been selling offline cannabis and other drugs to personal
relations or other known vendors since 1975. Sixty-six percent (66%) of this vendor’s revenue is
generated from online drug dealing and 33% from offline drug dealing. He also does not consider
himself part of an organized crime group.
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The Organized Group Member

The organized group member is a male in his twenties established in Europe who has a university
degree. According to his survey responses, he started selling online in 2015 and sells a variety of
products, including cannabis, amphetamine, cocaine, and ecstasy. He sources the products he sells
on cryptomarkets mainly through face-to-face exchanges (90%) and, to a lesser extent, from
manufactured or home-grown products (10%). Since 2012, he also has sold cocaine and ecstasy
to offline channels, such as personal relations or other known vendors. His yearly revenues are
mainly generated from online drug dealing (98%). He considers himself part of an organized
crime group.

Participants’ Demographics

The survey inquired on vendors’ gender, age, ethnicity, level of education, and the region from
which they operate in the world. The responses show that the majority of respondents are
Caucasian (50%), males (60%), in their thirties (M = 36; median=33), and from North America
(50%). Cryptomarket vendors also appear to be relatively educated, with as many as 40% having
a university degree. Vendors were also asked what kinds of drugs they sold. A total of 54% sold
cannabis, 42% sold ecstasy, 29% sold cocaine, 25% sold prescription drugs, 22% sold
mushrooms, 16% sold methamphetamines, 14% sold heroin, and 28% sold other kinds of drugs.
Overall, we found that 37% were specialized in that they sold only one type of drug, while 57%
sold between two and five types of drugs and 6% of vendors sold more than six types of drugs.

Origins of Products Sold on Cryptomarkets

By selling and sourcing solely online, cryptomarket vendors have the opportunity to take an
online broker position, placing themselves in the middle of the supply process. The survey
answers suggest that only 28% of vendors take this position entirely, having 100% of their
products sourced from cryptomarkets or other online sources. At the other end of the distribution,
40% of vendors indicated that they never sourced their products from online channels. Only 14%
of vendors indicated that they sourced their products solely through face-to-face exchanges with
personal relations or known drug vendors.

A question about the proportion of drugs sold on cryptomarkets that comes from home production
(manufactured or home-grown) was also included in the survey. In such contexts, vendors would
vertically integrate the entire supply process, producing and directly selling to the end customer at
a higher price. Only 20% of vendors replied that 100% of their drugs were sourced through the
home channel, while 42% said that they did not grow or produce their products. The trend for
open public markets (e.g., strangers on the street, festivals; nightclubs; or open houses) and shop
fronts (e.g., adult stores; head shops; coffee shops; smoke shops; and cannabis shops) seems to be
clear: for both channels, more than 80% of vendors replied that they do not use them to source
their products.

These survey results suggest that drugs sold on cryptomarkets originate primarily from online
sources, personal relations, known drug vendors, and/or manufactured/home-grown sources.
Cryptomarket vendors do not seem to specialize in sourcing only from one channel. Instead, they
interchange between these three channels, most likely indicating that they may use what is most
accessible at the moment of the trade.
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Size and Scope of Cryptomarket Vendor Activities

We inquired about the size and scope of cryptomarket vendor activities through questions about
their revenue. Overall, 51% of vendors said that online drug dealing represented more than half of
their revenues, while only 23% reported that such activity represented the total of their revenue.
When questioned about the proportion of revenues that came from other online offenses and/or
illegal activities, 96% reported that this proportion was nil. Similarly, 89% of vendors who
replied to the question about the proportion of revenue coming from offline offenses said that it
was zero. These results suggest that cryptomarket vendors do not earn revenue from other kinds
of offenses, online or not. We found that 64% of vendors reported that legitimate revenues
represented less than 25% of their yearly revenue. On average, cryptomarket vendors do not seem
to be involved in activities that would allow them to earn a significant income from legitimate
activities.

Involvement in Traditional Drug Dealing

The survey asked whether vendors conducted face-to-face drug exchanges in the past 12 months.
Of all surveyed vendors, 46% participated in face-to-face exchanges. Subsequent questions were
asked to vendors who conducted offline face-to-face drug exchanges. A total of 60% of the
respondents were already active (in offline dealing) before the rise of the first cryptomarket, Silk
Road 1.0, in 2011. The survey also inquired on the primary buyers to whom vendors sold offline
drugs. A total of 91% of respondents said that they sold to personal relations or other known drug
vendors. Only one respondent mentioned selling in an open public market and one other
respondent sold drugs via a shop front. These results suggest that cryptomarket drug dealers
involved in traditional drug dealing are mature dealers selling mainly to personal relations or
other known drug vendors.

Criminal Group or Organized Crime Relationships

Once again, as the sample for this section of the survey is quite small, the results are only
suggestive. Almost all survey respondents (85%) replied that they were not part of a criminal
organization, while 11% replied that they were, and 4% preferred not to answer. Our results
suggest organized crime vendors work with a larger number of people to conduct their operations
on cryptomarkets. They worked with as many as five people, whereas non-organized crime
vendors worked with an average of two people. Two-thirds of organized-crime related vendors
stated that they were involved in traditional drug dealing.

All vendors were also asked to identify up to 10 contacts with whom they conducted business.
The survey inquired whether these connections were related to organized crime. Of the 62
connections declared by vendors (each vendor could declare up to 10 contacts), 63% were
reported as not being related to organized crime, while 18% were reported as being related to
organized crime. These contacts did not necessarily come from vendors who were themselves
connected to organized crime. Overall, by showing the distribution of connections among the 24
vendors who accepted to answer these questions (larger nodes below), Figure 2 illustrates that
organized crime connections seem to be scattered and not prevalent among cryptomarket vendors.
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Figure 2: Sociogram of Vendors’ Type of Contacts
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Summary of Online Survey Results

In the past, gaining access to networks of online drug dealers has proven difficult. In this section,
we presented preliminary results from an online survey of cryptomarket vendors. Given the small
sample size of survey participants, readers are invited to always keep in mind that the response
rate greatly limits what we can infer from the results. Still, our results suggest that vendors vary in
how they organize their activities and who they are. Typical dealers from this sample would be
Caucasian, male, in their thirties and from North America. Their activities are not disconnected
from traditional drug dealing. In many cases, they source or sell their drugs from face-to-face
interactions and do not, for the most part, self-identify as part of an organized crime group.

Discussion and Conclusions

The general aim of this report was to understand patterns in the trade of illicit cannabis on
cryptomarkets in Canada. We looked into patterns of sales at two points in 2018, prior to cannabis
legalization (July 2018), and after (November 2018). Our results suggest that, over recent months,
Canada may have become a more significant actor in the cryptomarket cannabis market. On an
annual basis, sales generated by Canadian cannabis vendors appear to have ranged in the
hundreds of thousands of dollars a year ago and may have since increased up to the millions of
dollars. The volume of cannabis shipped appears to have also increased over the same period,
rising from hundreds of kilograms to perhaps as much as 2,229 kilograms per year for the most
optimistic model. This would be a significant increase that may have pushed Canada from the 8™
to 4™ position in cryptomarket rankings, according to cannabis revenues. Based on the limited
data at hand and the short time frame since cannabis was regulated, it is not possible to assess
whether legalization has had an impact on cryptomarket cannabis sales from Canada. Our

PATTERNS IN CANNABIS CRYPTOMARKETS IN CANADA IN 2018 PUBLIC SAFETY CANADA 31



analyses are very preliminary. However, there appears to be a correlation between pre- and post-
legalization periods that should be investigated in future studies.

Potential Impact of Legalization on Domestic Market

If the increase in sales of cannabis by Canadian vendors is confirmed, it would be mainly related
to sales targeting an international market. Our models suggest that the volume of cannabis sold by
Canadian vendors to Canadian customers may have decreased following the legalization of
cannabis. This is not surprising when considering that cryptomarket vendors now face the
competition of legal retailers and that the legal price of cannabis is competitive, averaging

CAS$ 8.92 per gram across the country (Statistics Canada, 2019). According to Statistics Canada,
such a legal price is slightly higher than the cannabis price prior to legalization. Indeed, since
legalization, the price of cannabis has increased, on average, by 15% across the country, ranging
from an increase of 5% to 27.7%, depending on the province (Statistics Canada, 2019).
Interestingly, following legalization, we find that cryptomarket vendors appear to advertise less
(and potentially sell less) at the domestic level. This implies that vendors may recognize that
domestic buyers are more likely to purchase from the legal system, especially considering the
additional costs that buying on cryptomarkets can incur, such as buying bitcoin or knowing how
to use the Tor network. The legal price would thus be set low enough for Canadian cannabis
cryptomarket vendors to offer (and conduct) international sales rather than domestic ones,
recognizing that their target market is not a domestic one. The impact of legalization depends on
how the market is regulated (for a review, see Kilmer, 2014) and current research findings
indicate that Canadian cryptomarket vendors would shift their supply to the international market
due to the legal market being competitive enough (Caulkins et al., 2012; Kilmer et al., 2010;
Ouellet et al., 2017). However, this research only investigates cryptomarkets; further studies
should be conducted on the traditional black market, which integrates a different supply process.

Potential Impact of Legalization on International Markets

International sales appear to have multiplied; however, other studies have found that
cryptomarket transactions are more likely to take place at a regional or national level (Décary-
Hétu et al., 2016; Demant et al., 2018a; Munksgaard et al., 2017; Norbutas, 2018), as vendors and
buyers are more likely to trade with individuals located in the same countries to avoid risks of
package interception at borders (Décary-Hétu et al., 2016; Norbutas, 2018; Volery, 2017). Based
on this study’s findings and given Canadian vendors’ position to deal in a market where cannabis
is legal, these vendors could thus be willing to ship at the international level to tap into other
markets, while taking on more risks of package interception. Canadian vendors’ decisions to sell
at the international level may be also related to the small domestic market they have to deal with.
Indeed, Décary-Hétu et al. (2016) found that vendors selling in countries with a lower pool of
potential drug consumers are more likely to offer international shipping. Moreover, vendors
active in the cannabis trade after the legalization of cannabis appear to have increasingly
concentrated their activities around cannabis. While they may be active sellers of numerous other
drugs (e.g., MDMA, stimulants), the revenues they generate through the sale of those drugs
appears to have dropped after legalization while their cannabis sales appear to have increased
during the same time. This is an indication that cryptomarket dealers may have taken on an
opportunity to capitalize on the legalization of cannabis to brand themselves internationally as a
premier source of cannabis.
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When considering Canadian vendors’ geographic positions, however, one clearly notices that
their closest potential market is the American one. Yet, American vendors are driving the supply
for cannabis: they conduct 50% of all cannabis sales and up to 32% of cannabis transactions
(Décary-Hétu et al., 2018). Moreover, our study finds that they appear to have remained the top
supplier pre- and post-legalization. Van Buskirk et al. (2016) hypothesized that such dominance
could be explained by the legalization of cannabis in some American states, which would give
vendors from these states a competitive advantage over others. The question remains whether
American buyers would be willing to buy from Canadian vendors, while they have access to a
large pool of domestic vendors, including some that are also dealing in States where cannabis is
legalized (van Buskirk et al., 2016). Considering the large U.S. supply, American buyers may be
more willing to buy from their domestic vendors and minimize the risk of transaction failures
(Décary-Hétu et al., 2016; Demant et al., 2018a). This could explain why Canada appears to be in
fourth position in the international cannabis market, even post-legalization. Without a doubt,
cryptomarkets are competitive settings (Paquet-Clouston et al., 2018b), and even if Canadian
cryptomarket vendors wish to use their advantage to tap into the international market, they may
be limited by various economic forces associated with the illegal activities they are involved in
(Reuter, 1983).

Sourcing Through Legal Channels and Involvement in Organized Crime

One comparative advantage that Canadian vendors now have is to potentially source their drugs
from legal companies. Findings from the survey indicate that cryptomarket dealers do source their
drugs offline, from various channels, such personal relations or known drug vendors and/or their
drugs are manufactured/home-grown. They can now tap into the legal production of cannabis to
source quality cannabis that can be sold and recognised internationally. Canadian vendors can
also advertise their geographic positioning on cryptomarkets, just like what is done by American
vendors who are established in states where the drug is legal (van Buskirk et al., 2016).
Moreover, Décary-Hétu et al. (2018) found anecdotal evidence in American listing descriptions
that legal supply was diverted to cryptomarkets and even used as a selling point since legal
cannabis is usually tested and of high quality. Future studies should investigate whether Canadian
cannabis dealers mention the origin of their cannabis and any connection with legal firms or
strains of cannabis to understand if the rise of a licit market has been infiltrated by organized
crime or other forms of criminal entrepreneurs that participate in this market.

Drug Prices

Drug prices have long been used as a proxy to understand adaptation and changes in the cannabis
black market. Price is one of the few available data points in an otherwise covert network of
dealers and drug users. Yet, the quality of pricing data has long been criticized in the literature
(Reuter & Caulkins, 1998). Recent research (Martin et al., 2018; Mireault et al., 2018;) suggests
that online and offline drug markets have converging drug prices based on location and type of
drug. This research finds that Canadian cryptomarket listings of five grams and under have a
mean price of US$ 19.73 and a median price of US$ 11.86 post legalization. While the exchange
rate at US$ 1 dollar is approximately CA$ 1.35°, the median Canadian unit price under 5 grams
would be around CA$ 16 compared to the legal price at CA$ 8.92 per gram across the country

3 Exchange rate was extracted from https://www.xe.com/currencyconverter/convert/?Amount=1&From=USD
&To=CAD on May 31%, 2019
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(Statistics Canada, 2019). Cryptomarket prices are thus higher than the legal price and also
integrate additional costs, such as changing fiat currencies to bitcoins, which involves volatility
(Dyhrberg, 2016) and potential market administrating and shipping fees. Moreover, Canadian
prices, pre- or post-legalization, remain much lower than those found in Décary-Hétu et al. (2018)
for cannabis prices in the United States. Depending on quantity and type of shipment, the
difference between the two studies represents over 20% cheaper prices in Canada in 2018,
compared to the 2016 US prices. This could be a potential comparative advantage that would help
Canadian cryptomarket dealers tap into the American market. An interesting inquiry would
quantify the costs related to the risks, for American customers buying from Canadian vendors
compared to the price difference between the two countries.

Sales Concentrations

Perhaps the most intriguing finding from this report is the higher concentration of sales over time.
Competition appears to have decreased over time in Canada, with an even more limited number
of vendors controlling a sizeable portion of transactions. This creates opportunities for law
enforcement to target the largest participants in the Canadian cannabis trade and disrupt a large
portion of the Canadian market by making relatively few and better targeted arrests. The
identification and arrest of cryptomarket drug dealers have happened relatively regularly over the
past few years (Décary-Hétu & Giommoni, 2017). With a more limited pool of vendors to target,
law enforcement could reduce the size of the market. Charette (2016) demonstrated that offenders
are well aware of the risks they face and that they are able to adapt to police actions. As such,
should law enforcement succeed in reducing trust toward Canadian dealers, it is possible that
Canadian buyers would turn to licit suppliers or foreign dealers.

Limited Size and Scope of Canadian Cannabis Cryptomarkets

Overall, it is important to remember that cryptomarkets represent a new distribution channel for
cannabis. However, this distribution channel is small when compared to the offline traditional
cannabis market. The National Cannabis Survey estimates that over 4 million Canadians have
used cannabis over a period of four months last year, suggesting that, at the very least, thousands
of kilograms of cannabis were consumed during that quarter. With sales of 2,229 kilograms for
the optimistic post-legalization scenario and 46 vendors, Canadian cannabis cryptomarket supply
was still marginal at the end of 2018. This may be explained by distinctive features of the
cannabis market. Indeed, when compared to other drugs, such as cocaine or heroin, cannabis
production is known to be more extensively distributed across the globe (Boivin, 2010) and
research on cannabis consumption has shown that most consumers access their drugs through
social supply, by home growing it themselves, or by receiving it as a gift (Caulkins, 2007;
Caulkins & Pacula, 2006). Cannabis accessibility remains relatively easy in western countries
(Bouchard et al., 2011; Clements, 2006) and the comparative advantage of Canadian cannabis
vendors on cryptomarkets may be limited, especially if we consider the costs of ordering cannabis
through online platforms. Moreover, Norbutas’ (2018) research even indicates that most
cryptomarket buyers only make a single purchase. Cryptomarkets therefore represent a useful
warning gauge to understand trends in drug markets, rather than a paradigm shifting innovation as
was believed when they were first launched.
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Recommendations

Given these results, we can make the following recommendations for future research, with the
general goal of informing research and policy on the relationship between legal and illegal sales
of cannabis, both offline and online.

1. While controls have been put in place to trace cannabis from a plant to a sale in
commercial settings, it will be difficult to trace all cannabis produced given the right for
most Canadians to grow their own limited number of plants at home. Still, efforts should
be made to analyze cannabis that is seized when being shipped through the mail to link
commercial cannabis production operations to cryptomarkets. These illicit markets
appear to have increased their shipment of drugs over the past months and it is possible
that some of the cannabis sold online was produced legally and then diverted to the black
market. If confirmed, this could cause political tensions with other countries who have
already complained about the impact of cannabis legalization in Canada. Efforts should
therefore be made to demonstrate that the legal supply of cannabis is distinct from drugs
sold illegally, especially if this supply of cannabis is to be shipped to other countries.

2. Given the rise in shipments by Canadian cryptomarket cannabis dealers, efforts should be
made to monitor the sales of cannabis on the cryptomarket. Should sales continue to
grow, further efforts should be made to understand the structure of networks responsible
for the sale of cannabis. A very limited number of vendors are often responsible for the
bulk of sales for a drug in a specific country. This suggests that cryptomarkets are
vulnerable to police enforcement even though cryptomarkets have shown their ability to
attract new vendors when established ones are removed.

3. Cryptomarkets are a relatively new distribution channel for illicit drugs. This study has
found that cryptomarkets appeared to have changed around the same time as cannabis
was legalized in Canada. It also found that the Canadian cannabis market on
cryptomarkets is quite small. Thus, it would be interesting to monitor other types of
online distribution of cannabis to understand if larger trades are happening through other
technological means and whether the same change following legalization happened in
other settings. This could be investigated through the monitoring of single vendor shops
and small websites owned and operated by one or more individuals who sell drugs.
Indeed, a large number of commercial websites that advertise the sale of cannabis often
do so under the disguise of medical cannabis. These websites may have experienced an
increase in sales after the legalization and could help confuse Canadians who may think
these websites are providing legal cannabis when, in fact, they are supplying black
market cannabis. Evaluating these websites’ trading success may be difficult given the
lack of public feedbacks on their webpages. Yet, other techniques, such as open source
investigative tools (e.g., Google Search Trends), offer a glimpse into the rise or fall of the
Canadian black market for cannabis.

The impact of drug policies on cryptomarkets is a new and under-developed area of research.
Resources should be invested in the systematic evaluation of these policies on both online and
offline markets.
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Appendix A

List of Fields Collected with DATACRYPTO

Listings Field Name

Description

PID

MARKETID

TITLE

DESCRIPTION

PRICE
HISTORICAL_PRICE
VOLUME

SHIP_FROM
SHIP_FROM_REGION
SHIP_FROM_CONTINENT
SHIP_TO
SHIP_TO_REGION
SHIP_TO_CONTINENT
SID
CATEGORY_GENERAL
CATEGORY_MID
CATEGORY_SPECIFIC
VARIA

Unique identifier

Unique identifier of the cryptomarket

Title of the listing

Description of the listing

Price of the listing in USD converted based on the date of data collection
Median price of all prices collected for the listing

Volume (or number) of listing

Country where the listing is offered from

Region where the listing is offered from

Continent where the listing is offered from

Country where the listing is offered

Region where the listing is offered

Continent where the listing is offered

Unique identifier of the vendor

General category of the listing

Mid-level category of the listing

Specific category of the listing

Other information available that varies from cryptomarket to cryptomarket

Vendor Field Name Description

SID Unique identifier

USERNAME Username of the vendor

DESCRIPTION Profile description

RATING Rating on a scale of 1t0 5

JOIN_DATE Date when the vendor account was created

LAST_SEEN Date when the vendor last logged in

VARIA Other information available that varies from cryptomarket to cryptomarket
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Feedback Field Name Description

ID Unique identifier

PID Unique identifier of the product associated to that feedback
SID Unique identifier of the vendor associated to that feedback
DATE Date that the feedback was posted on the cryptomarket
USERNAME Username (partial or complete) of the buyer

RATING Rating (1-5 stars)

DESCRIPTION Qualitative rating of the buyer
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Appendix B

Typology of Cryptomarket Vendors

Factor The Online The Hybrid Dealer The Multi-Source The Independent The Veteran The Organized
Broker Dealer Group Member

Gender - - - Male Male Male

Age - - - 20-30 50-60 20-30

Degree - - - University Degree University Degree University Degree

Continent North America | - North America Europe North America Europe

Year started | 2011 2015 2016 2012 2014 2015

selling

online

Types of Cannabis, Cannabis, Cannabis, mushroom, Cannabis, Cannabis, ecstasy Cannabis,

drug sold ecstasy, amphetamine, prescription amphetamine, amphetamine,

online mushrooms ecstasy, LSD ecstasy, prescription cocaine, ecstasy

Source of 100% online | 55% online, 40% 10% online, 5% face-to- | 85% face-to-face 30% online, 55% face- | 90% face-to-face

products face-to-face face exchange, 50% from | exchange, 15% to-face exchange, exchange, 10%

sold exchange, 5% open | shopfronts, 35% manufactured or 15% manufactured or | manufactured or

public markets

manufactured or home-
grown

home-grown

home-grown

home-grown
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Factor The Online The Hybrid Dealer | The Multi-Source The Independent The Veteran The Organized
Broker Dealer Group Member

Selling No Yes Yes No Yes Yes

drugs offline

Year started | N/A 1996 2007 N/A 1975 2012

to sell offline

Types of N/A Amphetamine, Cannabis, ecstasy, N/A Cannabis, other drugs | Cocaine, ecstasy

drug sold cannabis, ecstasy, mushroom

offline other drugs

Kinds of N/A Personal relations or | Personal relations or N/A Personal relations or | Personal relations or

customers other known drug other known drug other known drug other known drug

offline vendors vendors vendors vendors

Distribution | 100% online | - 60% online drug dealing, | 70% from online 66% from online drug | 98% from online

of yearly drug dealing 2% offline drug selling, drug dealing, 25% dealing, 33% from drug dealing, 2%

revenues 38% from legitimate from other offline offline drug dealing from offline drug

sources offenses dealing

Part of a No No No No No Yes

criminal

group
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