Interdepartmental Task Force
on Transborder Data Flows

: background papers




B 2 ' QA
. 76.9
. T7

& v.5

/. E&.czéff&-m ~ol fa/a%«xéj

INTERDEPARTMENTAL TASK FORCE
ON TRANSBORDER DATA FLOWS

X
AW 4\/('\‘5\\)"5\\))9 ' %
\ pEFe )
L\ P\o\)‘(G

FINAL REPORT OF THE
TASK FORCE

March 1983







I.

INTRODUCTION

A. Purpose and Organization of Report

This réport presents the.%indings and‘recqmménda&iqns‘qf chg'A
Interdepartmental Task Force on Trénsbordef ﬁata ?lows, astablished
by the Ministér of Communiéauigné fo inveétigaﬁe_éﬁe iﬁplications
for Canadian soclety, of the gro@ing'mévemenés:of data in electronic

form across international borders.

The texrm "Transborder Data F#ows" (TﬁDF) has been variously
incerpreted, with consequent wisunderstanding énd cdnfusion‘oVer
theii impact. For the purpose of this tepost‘TBDF has been defined
as the movement of electronic or machine readable data across -
national boundaries for processing, storage or retrieQala The
issues raised by TBDF go far beyond the flows themselves. They
pertain to Qll actiQiﬁies related. to these flowsq.léubsumed under

the collective title of TBDF, therefore, are issues both domestic

and international which affect a wide range of eéouomic and national

cultural policies, sovereignty and natiouél securlity.
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The first section of this report outlines the chéracter;stics of the
information revolution and computer/communicatiohs technélogies, as
wvell as the majortcpncerns‘about TBbFs° Chapter 2 describes the
mandate, structure and approach of thevTask Force, Chapter 3

contains conclusions and reconmendations,

ey
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Histoxry = General

°
The rapid application of i;fofmation tééhnoldgies, and more
specifically the convergence of coﬁputers and communica;ioﬁs, are
causing major changes in busilrioss and othe: activities around the
world. They have made possible cosﬁwefficiénci&g, fléxibility and
neW'opportunities in the produétion and delivery of exiéting and new
goods and services, by business and goveroment. They allow voice,
data, text and video m&ésages to be transmitted reliably and
efficiently in a common digital formate .At the same time the

capacity of telecommunicagiona carrLage haa bgen vagtly improved

with the introduction of new eqmnunication t@ahnalogies such as

communication satellites and tibre opticao These new chhqologies
enable users to transmit large amounts of data over long distances
effliclently and aé vastly reduced costs. Aé a result,'geographic
location is becowming a dacreaéingly‘important factor in
communications costs,-parriculariy in the case of satelllte-based
communications whlch are largely distance insensitive. This has led
compagies and insnitut*ona to extend thelr aeilviLies

internationally.

The information revelution marks not only a structural change in the
N l - )
modes and means of production, as in data processing and robotics,

but also in the trangportation and usg of infOLmation in @lactronlc

form as in teletext, videoLex(, woxd procesgors, otco Eor.example,

economic entities can now be managed anywhere in the world almost as
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though their various parts were situated in a single building.
Identical data are avail%Ple to eaéh part.éimultaneously, and
management can be simply linked for'voi&e exchanges or video
conferegcing; = On=line banking séretches the_pdﬁencial of a single
branch == or even a home television == to a world wide system; -

Retail credit can be extended and used without regard to geography.

As a result, a convergence of on¢e~8eparate‘activities and .functions:

is taking place.

This revolution is rapidly eroding khé fOunﬁation on which many of
our policies and reéulations resﬁeétiug comnunications, informacion
and related activities are based.  As a resuit’thesé policies and
regulatlons are becoming increasingly ineffective in achieving
government objectives. This has glven urgency to polic& action even
while assessment and analysls of these forces and their implications

continues. Otherwise, practices which may not be in the national

interest could well be accepted and firmly established.

The bombination and rapiditcy of the changes occurring in computer/
communications créate both opportunities and problems closely
related to the question of tramsborder data flows. In the operation
of.Business, TBDF;S have beéome viﬁai, but théy‘aée aiéo‘a~éignifim

. i
cant economic activity in themselves, with

growing importance in

internatlonal trade. The rapid risae ogdngﬁwoxks‘of interconnected
Ui ,‘ . . ;

computer systems world-wide has given many traditional domestic

issues international effect. As a result, and as the economic value
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of the international exchange of information grows these new
networks carxyrying data agd iﬁform&tion are.geéoming as important to
the operation of the Canadian ahd world\economies; as the
trénsportation gystems that carry raw materials, manufactuﬁed goods

-

and pesople,

Multinational Enterprises (MNE'g) have beeﬁ particularly well placed
tq take advantage of che‘new technologies which they have
incorporated to stay competicive and to effectively élloca;e thelr
resources internationally. The technical and cconomlc ability to
pfocess and store data anywhere in their woﬁld“wide
computer/communication networks allows them to use these systems in

many ways. For example, vast systems are standarized in such

ordinary operations as accounts, billings, inventory control.

Tﬁese developrents have g;venlrise to concarng that MNEs may
cencralize electronic data précessing,-saftﬁare develdﬁment and
major decision-making in their foreign headqﬁartérs, Qith
udgggg;gable consequencés for the host countriéa?of their
subsidiaries. Equally, though it has been recogéized that
technology permits lavge corporations to decentralize many of their

activities, not only to other countries, but to cities and to rural

i . .
~or frontier sites. The Office of the Future may well be independent

N

of most traditional factors determining the location of btusiness.

: _ oy .
Important questions, therefore,.are whether in the application and
use of these information technologles private and public economic

and social objectiv: will be consistent.

v
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This whole phenomenon and the rapidtgrowth 1n_TBD?s has raised
concerns in several countries. It is feafe@ that aifedistribution
of economic activities c&Lid result in a loss of>wealth and
employment for some natilons which do not éfféctively apply the new
téchnologies and which do not Gctively pursue the creécion of
information in electronic form. In the course of rediseribution,
others fear loss of access to vital information with:éonaequent loss
of power and economic strength to deai effectively with other

countries. Many countries are therefore concerned that their

sovereignty may be jeopardized.

[y

The issue, both nationally and internatiomally, which has gained

most public attention in relation to TBDFé has been privay., Even
for the individual, the market for informatilon products and services
has become global. The citizen has no idea of vhere personal
information may be stored, or who in what éounéries may have access
to it and for what purposes. Because éf concﬁrtent studles both in

Canada and the OECD into this question the Task Force did not

spagifically address this problem.,

The abllity to collect or create, manipulate, store and transmit
effectively, intelligently and efficiently vast quanticies of data

and information from a multiplicity of nodes has led to new




questions relating to law, culture, vulnerability and dependency.
Access to, and control of, information havé become major factsrs in

determining the well-being of 1ndividuéls,.companies and r}aﬁionso

Individual countries and interhational orgénizations are
intensifying their efforts to come to grips with the economic,
legal, cultural and social complexities raised by the information
age., They are increaéingly directing their attention to the new
infotmgtion technologies and the activities fuvolving data
processing and information flows made possible by electronic
computing and communications. Steps have already been taken by soume
couﬁtries and international bodies (Council’of Europe, Internacional
Bureau oun Informatics, UN Centre on Transnational COﬁporations;
etc.) in the formulation of policies énd actlons on soue aépects of
TBDFs. The United States has héd Congressibnal Committee‘Reports
and provisions in proposed 1egisiationo Britain recently published 
a White Paper. France has had a Presidential Task Force. Japan has

been preparing an extensive government report. Brazil five years

EIRCEINS

ago moved to strong nationalist regulation of data flow.

Canada

. ’ i )
All of these efforts will have direct implications for Canadians in

particular, and for the international regime for computex/:
: aniy’

communications—~based activities in gemeral. Canada has been active’
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" in a number of international bbdies; and chairs the OECD's Working

Party on Transborder Data Flows for the Committee on Information,

Computer and Communications Policy of the OECD.

The issuess beilng debated are particularly relevant to Canada
because of: (1) the high'degéee of foreign ocwnership in Cénadian
industry, (ii) the importance of trade to the Cangdiaﬁ economy; and
(1ii) the highly interconnected Nortﬁ American telecommunications
system. While diverse international mérkecs éﬁe i@port&nt to -
Canada, the integration of Ehe Canadian and:U;S°~g§§nomies implies
that the economic viability of major inddstéiél sé#tors 6f tﬁe
Canadian economy 1s especially depeﬁdenc on}ghe aﬁiliCy'of these
industriles to export to the United States; tIﬁportant sécéorsvof the
Canadian economy depend on imports from the;U.S° In both cases,
accurate and timely information flows are vital. MNEs éxténsively

use computer/communications systems and Canada has a very large

~ presence of foreign-owned MNEs. The high degree of interconnection

‘between the Canadian and U.S. telecoumunications networks leaves

Caqugmparticularly open to imports of computer-based sevvices from
the U.S. by electronic means, It also implies export opportunities

for the Canadian information industry in the U.S. market.

Canada was one of the first countries to ,study the economic

dimension of TBDFs. The Computer/Communications Task Force

published its seminal report Branching DGt in May 1972. It
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recommended steps to strengthen‘canadian industry and the

' coordination of its deveLOpmént for the benéfit'of Canadian soclety.

o

The report also showed an awareness of‘the'broblems related to
Canada-U.S. TBDFs.
The debate on TBDFs intensified in 1978 after the

Computer/Communications Secretarlat published The Growth of

Couputer/Comnunications in Canada. This debate and rising public

concern triggered the establishment of the present Intevdepartmental

Task Torce.,




II. TASK FORCE APPROACH AND STRUCTURE

To examine the impltcations of: the Lranaborder flow of data in the
Canadian context; to contribute to public undematanding of the. issues

to encourage discussions; and to help place. the govgr:’mneni; in a better
position to deal with the new envifonmeﬁt, the Minister of
Communications,'the'ﬁonourable Francis Fox, established an
Interdepartmental Task Force oﬁ Transborder Daﬁa Flows in 1981, with the

following terms of reference:

\

To provide the interdepartmental mechanism for joint planning and
. coordination of federal policles and pragrém relating to
activities affected by transhorder data fldw, in"par&icular the

soverelgnty and economic implications, and to advise to goverument

of these matters through the Minister of Communications.

To discuss and exchange information on the wesearch programs and’

projects, active or planned within, the govermment and other
wy . T d
‘Ai.. '

agencies, and to consider the trends in other countries and their

effect on Canada.

To undertake joint inﬁerdep*rtmental resaarch dosigned to. establish
the necessaxy factual and conceptual basis for Lho dévclopmcnt of

relevant policy rvecommendaticns

.

e 2ol
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To develop the necessary processes or mechanisims to ensure an
adequate data base on various aspects of transborder data flows and

[+]

to recommend additional research as required.

Because international and national.considerations cénnot be diésociated
this mandate entailed in effect an exawination of viréuglly all
information activities in elecirvonic form. In ghort, it was to develop
a base for the formulation of policies relevant to

compuger-communications and information in Canada.

In view of other federal initiatives already underway, the Task Force
temporarily set aside certain issues, such as pfivacy as well as video
and voice transmission, in particular broadcésting° Through its Working
Groups the Task Force concentrated on the econouwlc, sovereignty and
international aspects of TBDFs. Their reports and findings are

presented im Section IV.

The Economic Aspect Working Group investigated how the growlng

applid%higﬁ'of information technology and related changes in the
movement of data across borders 1s affecting.Canaéa's economy and trade. -
0f major importance was Canada's trade baléncg in computer-based
services and changes in the nature and scope of the éctivities conducted
by MNEs in Canada, particularly to the location of thelx in=house data

processing and related computer-based services. Also of interest to the

N
Ay

R e
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Working Group were the implications of skill shortages in computer
related occupations for the ability of Canadian industry to compete

effectively both at home and’on foreign maryetsg

The Sovereignty Aspects Working Group focussed on the ﬁonnﬁilitary/
national aecurit§ and nonweconomié aspects of Can#dian ability to
control, both legally and practically changes through increasing TDBF's.
In particulér, it focussed on jurisdictional, legal ahd regulgtory
matters, the supporting technical infrastructuré andlthg applicability
of Canadian laws and regulations to an information socilety whose
communications networks are interconnectd with others. Alsq studied was
vulnerability through increased reliance on cémpuger=¢ommunicat10n
gystems open to remote disruption or interference; In additioﬁ,
possible cultural impacts of TBDFs in the form of new electronic

information products and services and on the formation of an glectronic

cultural heritage were investigated.

The International Aspects Working Group studied Canadian positions
regard%ggﬁﬁgreign policies on TBDFs and the implications of
internatignal developments for domestic policy and research. Im -
particular, this Working Group's report describes ;he growth of interést

internationally in TBDF policies and action by international

organizations and foreign governments, certain international legal

questions and an assessment of the imp;icaitoné of these idternational

An L
©F

developments for Canada. Ly

et




.

w 12 -

To assist its activities the Task Force produced three background papers

which provided a review of trends in compucer/cqmmunication technology,

v
" an analysis of trade in telecommunlcatlons and computer servies; and an

evaluation of available information and general information gaps. (See
Appendix) . |
The Worling Groups receilved general direction from a Steering Committee
on which 13 departments and agencies were represented. Some 20
departments and agencies in all have pérticipaéed in the work of the
Task Force. This excellent cooperation provided a fich variety of
perspeétives and personal expertise.  In addition, an Industry Advisory

Committee was constituted to advise the Chairpetson and six industry

briefs were submitted to the Task Force. These consultations ensured

that the views of industry received close attention and provided an :
excellent review of draft reports. Most lmportant, they’gave the Tasl
Force a realilstic perspect;ve on business operatlons and their use of
data and information. (The membership of these two committees and the
text of the briefs are in the Appendices);

RN

"The following chapter 1s a distillation of an extensive consultative

process, both in government and with induStry, based on three working
group reports, nine project reports, three background papers and six
briefs from industry and other material botlr published and unpublished.

(See the attached Appendices.) To avoid duplication, the findings of

AT

the three working groups are not'reviewedﬁﬁére. The interested reader

is referred to the respective reports amd other documents attached.

BEREESEEN
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CONCLUSIONS AND RECOMMENDATIONS

AI

Conclusions ' o

The world of international communicacions ialahanging rapidly -and
drasticallyo The next few yeaxa will see a ﬂundameutal
re—-examination of the conditions and exppctations assouiaced with
the international exchange of iniormation as this approaches the
economic and political importance of the intermational exchange of
goods, natural resources or capital. In this context, and on the
basis of its work the Task Force reached a number of general
conglusions° While in themselves these do noL call for specific
action, they provide a basis on which many of’the recommendations
afe built.

Computer/communications technologies héve become an essentlal part

of Canadian economic and social activity.

It would not appear practical for dny single countzy to effectively

‘4 ,,,‘
)r

control all data flows across its borders fOL any significant length

of time without unacceptable costs,

The objective of the open international flow of information is
h T

fundamental and should be liﬁited-dnly when'absoiutely necessary to

safeguard national sovereilgaty, secuxitx and culture.
. Wy
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Departure ffom this fundamentél objécﬁive could deprive Canada of
access to important information, and therefére be to the
disadvantage of Canadianoindustries andﬁinstitutions, partlicularly
if it invites retaliation by other countries. The danger of such

retaliation is very real in a world in which prqtecﬁionist

tendencies have been increasing.

The competitive position of the Canadian information industry, in

‘order to operate in a system of iargely open international flow,

will require a positive domestic economic and f£iscal environment,
oriented towards the development of informatlon products and

1

services.

Given the large international dimension to all information. policies

continued active participatidn in 1nternational forums, such ag the -

GATT, on grade in services, and the OECD is vital for Canada.

Given the rapidly changing nature and increasing competitiveness of
the. evolving distribution technologies, information policies and any
attendant regulations need to be technology independent for longer

term effectiveness.
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Recommendations

Degpite its extensive and iﬁtensive study of TBDFs and related

B!
1

activities, ﬁhe Task Force approached its report.stiil with a keen
awarenesg of the complexity of‘thé issues involved; the major and
continuing gap in the informatiom base and wncertainties in future
developments. Thus the Taslk Force was not in é position to formulate
detailed recommendat:ions on a humbér of issues. Neverthelesé,,there
is an urgency in the development of goverﬂmenﬁ éolicy to meet a
rapidly changing envirqnmené} Many direc;ious can be safely

idencified with known facts. The Task Force thought that it would be

- delinquent in its responsibilities Lf it weﬁé'mot tOvsﬁbmit-certain

general recommendations, despite the pressing need to develop more

information to support future detailed recommendations.

INTEGRATED POLICIES

That priority be given to a continued and concentrated review of
exiﬁgiég policies, programs, laws and regulations affecting the growth.
answngelopment of computer/communications and eleétronic information
as .the basis for the formulation of an iutegratéd‘set of domestic

policies, which cover the creation, processing, storage, protection,

distribution and use of electrounic information.
' O LR R
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RATIONALE

) LI ’ .
Traditional boundaries are eroding among?iﬁdustrial sectors and among
technologies. Some, such as telénommunications, are extensiveLy
regulated; othgrs such as data prqgeséing and.pﬁblishing are not. Print . ot
and electronic media arve increasingly created and diotributed in digital
fqrm through a variety of competitive and complementary discribﬁtion s
modes. The new technology does not respect national boundarigée Hence
it is urgent to review exlsting laws and regulatidns which tend to be
technology~bound, and to develép an imtegfaeed cet of'information
policies.based on clearly defined objectives rather than on means of

delivery so that govermments, industry and indiyidual Canadlans can make

the most effective use of these technologies. o 3 .

Issues, such as privacy and the development of new services, such as
transactional services, which were not: gpeclifically addressed by the Task -
Force will need to be brought under the umbrella of such a concentrated

review.

2. INTERNATIONAIL ARRANGEMENTS

That Canada continue to foster international undGESCanding of the
implications of TBDFs and promote international arrangemedts that take ‘l
Canadian interests fully inte account.

oy

W "
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RATIONALE

Domest:ic ﬁolicies cannot operate in isolation. Aside from privacy
agpects, transborder flows of data are at aﬁ eaﬁly‘ stage Lof international
study. The significance of these flows for intewnational‘political and
trading relationships and 0bligaﬁions as well as the North-South context,
need to be better understood internationally. New arrangements are needed
to reflect the new 1nternational_enﬁitonmento of paéticular significance
for Canada is the integration of Gén&dian and Awerican cammun#cations
which contributes to the difficﬁlty of di&tiuguishiﬁgfbetween domestic and
international issues and therefore to the importance of miniﬁizing
conflicts throﬁgh international arrangemehtso Since other countries are
also developiné policies related to TBDFé, it ié therefore important to
keep active in the OECD and other multilateral bodies in Qfdef to ensﬁre
that policies of other governments do not seriously harm the ability of
Canadian industry to compete, and ﬁhat Canada'é owﬁ domestic bodies keep
in step with any éonseusgs.that may be achieved multilaterally. Equally

important, it would be desireable for Canada to formulate, in parallel to

these multilateral activities, coherent and well reasoned positions for
S e el v o

bilateral discussion with its major trading partners, particularly the

UO SO
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3. CLASSIFICATION OF DATA FLOWS

0

That integrated information\policies include a system of
classification of data flows, including identification of “vital
data" and “"vital national information systems", with assessment of

the protection required by each.

RATIONALE

The chief‘characteristic of infowmétion is its diversity. Information
is not uniform = as a result no si&plé policy model cait be applied to
the multiplicity of information tyées and uses. ,A classif;catiou_system
is therefore ne.ce.ssai‘y° Technoidgy hag given é ﬁew dimension to
national security, for such services as on~line baﬁkiﬂg, traffic
control, and delivery. of goveénmegm goclal assistance services aée
essential to society. While the incidence of failure is still
reiatively low, the economic and soclal cost of disruption is increasing

quickly. anada is parciéularly vulnevable to remote disruption because

of the Norgh American integration of telecommunications networks.

4., INFORMATION PRODUCTS

That the government take apprOpriate neasures which will contribute

to the creatlon of Canadian information products in the form of data
. . : \

-

files, data bases and software by: ey

XTI T T S P NI T
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= appropriate legal protection for software and electronic
information;

= full application of trdditional support fqrAmanuﬁactured goods to
the development of information prodﬁcts and servicés,

= use of federally funded source &ata for production of data bases
for general use;

= gympathetic government procurement policies consistent with.our
international obligations; |

= examination of other means of appropriate fiscal support for

software and data base development.

RATIONALE ‘ | o

- Information techﬁology and information products increasingly contribute

to wealﬁh and productivity. The creaﬁion of softwaxefand data files and
data bases 1is labour intensive and requires maﬁy ékillsn The role of
people and theilr human skills is a criticai facﬁofa information
creation and handling depends heavily on a solid base of skills
associg;g%;yith systems analysis, data base managemené application
analysis ;nd development and programéing = all growing.economié
actlvities. National economic objectives therefore justif& support to

the industry; conversely, the lack of it can-only encourage increasing

imports with undesirable effects on employmeqt, balance of pﬂyments,

vulnerability and dc_pendency° The oncouragement of invcotmenL requires

clear definlLions of property rights 1n scfrware and elechcnic
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information, as well as favouragble resolutions of tax Quescions
tespectinng&D and venture capiltal. Government measures musi, of -

9 .

course, be consistent with Canada's internagional commitments,

Govermments, being the iérgesc creators and consumers of information in N
Canada, can influence the supply and demand for information products.

Source data created at public expense can be made available to industry

for further use. Govermment procurement policies can support private

industry.

5. THE COMPUTER SERVICE INDUSTRY

1

That to foster the cbmpetitive position of the Canadian data

processing and computer service industry, considerétion be given

to:

= .reduction or removal of federal sales tax on computer equipment;.

- ﬁodification of duties on impérted coﬁputer équipment not
manyféctured in Canada;

= 4ldws and regulatcions to prevent unauthorized use of data
processing and.to clarify vendoxr liability for processing‘errors
which cause loss or damage; |

= international atrangemenés which provide;adequate safeguards in

open international trade in computer services, and possible

extension of existing anti=dumping laws and regulations to

f

services; Y @
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- rigorous enforcement of procurement policies and thelr extension
to include contracting out on a "facilities management” basis;

= support for production’ of inventories or catalogues of canadian
: \ .

product offerings;
- adjustment of telecommunicagions tariffs to pEEﬁLt falr
competition between east-west f£low and northesouth traffic in

North Amevica.

RATIONALE

The Canadian computer service industry had revenues exceeding $1 billion
in 1981 with little government support, but Canadlan service bureaus

suffer competitively because of duties and taxes on their hardware.

The Canadian date processing industry and the computer service industry
require three types of measures: (l) cost reduction measures, that is
reduction of taxes and duties on equipment and of telecommunications

costs; (2) demand étimulation;'thaﬁ.is procurement policy, improved
informggiqgwon the availability. of Canadian offerings (inventory and -

RNy

cataloguing), and international arrangements; and (3) legal protedtion,

that is laws and regulations, and measures respecting dumping.
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While legally unable to prevent unauthorized use of their gervices, the
data processing industry faces growing legal liabllities. With remote
use and possible disruption, international arrangements are needed to

engure that domestic laws are not frugtrated in situations where

vendors, users and misusers are éugject to different national laws.

The remote use and digsruption of data processing serviées has already
led to the study of possible remedial steps, inciuding criminal
sanctions. It may be necessary £or‘incéfnational arrangements to
harmonize national laws governing the use and misuse of date scbrage and
pfocessing facilitlies. The issue of'traée in services is actively under
study 1in GAIT and the OECD; these forums could étévide‘a framework for

discussion and resolution of potential international issues of concern

to service bureaus: for example, the dumping of services.

6. RETENTION OF RECORDS

That govermment requirements for the retention of business records
for.qvidentiary and other purposes be clariﬁied to indicate whether
such information may be in electronic or machine readable form, and
what restrictions apply with regard to where such records are scored’

and maintained.

! .
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RATIONALE

A clearly enunciated position’ on che_statps&og tecordg in
machine~readable form is of growing importance.V4This_ﬁou;d reduce
present uncertainties, speed up cogpucétiéétiod énd‘iﬁéréaée
cémpecicivenessn Furcher, the uncértaint& éurroﬁnding’the evidentiary
validity of these electronic records needs clérificatiqn, together wiﬁh
the question of domeétic storage requiremenﬁs; Presenﬁ.doubts in this
area can bring about unnecesgsary d@plieatien of business teeordé and may
retard the much-needed applicatisn of new technologieslto the detriment

of economic growths.
7. ACCESS

That the right of Canadians and ﬁon%Canadians to access Canadian
data stored abroad, and the protection of its confidentiality be

resolved through appropriate international arrangements.
RATIONALE, . ‘ A
PRSSERN ’ .

While there is'doahing inherent in TBDFs that would undéfmine legél
principles of jurisdiction,‘chputei/communicatipn may:be‘a vehicle
through which extraterritorial jurisdiction wpuld‘bg given‘prac;ical
effect or become the‘object of exﬁraterr;tdriél régﬁlaéiéﬁ; if

governments try to exercise jurisdictlon 6ygﬁ data in foreign locations.
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Large otganizatioﬁs often stove data abécad: for oéefétions or backup,
With a growing proliferacion of laws and regulations inCeinationally on
access to, and protection of lﬁformation, Canada must ensu:é that

Canadians do not lose ;heir rights to thelr own data stored outside the
countxry. Equally, Canédian measurgs to prevent misuse or theft of data

and to protect confldentiality must not be frustrated by the

extra~territorial applicatlon of foreign laws.

8. CULTURE AND EDUCATION

That cultuél and educational objectives be sgpported‘by government

programs to foster'Canadian electronic inforﬁétiéu products, thus

reducing dependence on foreign sources: for example,

= computer assisted instruction (CAI) coursaware a&ailable in both
of ficlal languages and based on déhadianscéﬁtenﬁ when
appropriate;

= public funds to support creation of data files and data bases
which may be in the public interest, but are unéconomical in the
:Canadian market, including specialized products for the
handicapped;

- gupport of public access to Canadlan vendors of informagion
services thréugh libraries and public information centres;

= encouragement fo? educational 1nstitufions to use Canadian
information p:oducts and services;

= programs to raise computer licerac§“éﬁd to promote use of

Canadian electronic products and services.
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RATIONALE

Cultural products are lncreasingly being produced in electronic form.

| . ' .
This recommendation implies an application to electronic information of
current policies supporting Canadign textbooks, publications, films and

other educational and cultural products to aseist in the realization of

Canada's cultural objectives.
9. HERITAGE

That a Canadian electéonic he:iﬁage-be.acgiﬁely p?@m@ﬁgd'through:

= a national inventofy of publicali& av;;iéﬁléuégchiné‘readable
daca files; - : ,;7

- mandatory. deposift of publically funded machine readéble data,

where appropriate;

- consultation with business, universities, research instiltutes and

other interested parties.

_@ATION{.;};J_;_

The lack of machine readable daéa files on Canadian cultural and
historical subjects could result in reduced knowledge of Canada.
Already much developuent of Canadian éociety'is‘récérded'only,in/
electronic or méchine readable fofm: by 1990 it is e;tiﬁated‘ﬁhat qﬁer
50% of récords of large companies'and ins;@gutions will be in‘digitiged

form. Uulike earlier paper recefds, these data ave genarally purged
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purged when no longer needed for operations, and they are therefore lost -

to future generations. Apprqpriate procedures are therefore required to

ensure adequate retention of these records.

10, COMPATIBILITY OF SYSTEMS -

That encouragement be given to the establishment of consistent tariff
structures, access rules and technical standards on Canadian .
telecommunications systems and to the removal of existing biasis
against the introduction of privgte (1ntracorporate) leasedvliﬁe

telecommunications networks. '

i

RATIONALE

In order to remain competitive Canadian companies.must.be able to treat
Canada as a single integrated market and deliver uniférm services on a
national bas;s, The significant cost differential between Canadian and
United States rates for data communications weakens, tovsome éxtent the
cOmpetiti;:'position of Canadian service bureaus and creates 1ncentive§
for the establishment of data centers outside Canada. The continued lack
of harmonization among Canadian regu;atpty juriédictions_of regulations,
particularly with regard to systems ;nterconneaﬁiﬁn and terminal
attachment, tariffs and standards pértaining'toxtﬁeruse of communications
links reduces innovation aund efficiengy‘@gﬂﬁ}s iikeiy to coﬁtrﬁbute to the

Y
migration of computer communications activities out of Canada.
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Moreover, the existing tendency to favour the operation of public data
networks over those private networks, could well disadvantage both vendors

0
and users of computer/communicatlons services.

Lack of internationally compatible”standards results in.hnnecessary

‘technical barriers to information £lows. Internacional consultation and

coordination are essential,
11. SKILLS

That a national policy be develqped aimed at greatly increasing the

computer literacy of Canadians of all ages. .

Specific measures which should be consldered Eo support this goal

»1nclude: | o

- Che\raising of éomputer literacy within the educational system by
the use of computer—aided instrﬁction and the use of the comﬁuter
as a tool for problem solving in a wide variety of applications;

~ Lthe,development of fiscal measures which would reduce the cost of

supplying computer equipment to the educational system.

RATIONALE

An adequate supply of skilled manpower is an essential prerequisite '
’ 5
for the development of a viable and coﬁpéiitivé information industry.

In the past, Canada has notksuffered from a competitiVe disadvantage
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in the area of sgkilled manpower required to support computer—-related

activities., However, ceftain'foreign countries such as Japaﬁ'énd
0 .

France have already put into action loné range programs to ensure that -

their national le#el of computer literacy is raisad to a péint which
is fully supportive of their goal of moving towar&s a post-industrial
society. While the U.S. has no official national ﬁlan for computer
liceracy, 1its commanding lead in the development and use ofvthe
information technologies on a large scale serves as a basic force ih

increasing its level of computer literacy.

The abllity to use computers and electronic information pfoducts and
services is becoming idcreasihgly important not only im runmning an
efficient business operation but also for wost types of blue and white

collar work.

That coordinated strategles be developed in cooperation with industry
to$glig§iate the forecasted personnel shortage in key areas of the

information industry.

In particular, that:

1

- training programs under the new National Traininﬂ Act give emphasia

to on-the—job tralning for skills not on]y in rradiLjouﬂl
i
programming activities but also in a wlde range of applzcation

l

skills relevant to the information industry as a vhole‘5
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- programs be developed to encourage part-=time and home-based
‘ I :
employmnent, where appropriéte, in the compﬁterébased services

industry; and, ’ \

- particular attentlion be givefi to training and‘éssisﬁing those with
non=computer science backgrounds to effectlvely use and apply
computerconnunication technologles including retraining of the

existing workforce, in particular women.

RATIONALE

>We have already discussed the role of eduéagidnaL institutions in
raising the level of comptuer literacy and pr&viéing basic computer
skills for those brepating to enter the job markéﬁ for‘the first time,
However, certain kinds of compﬁuetmfelated‘sk;llé‘can only be acquired
by on-the-=job training and experience.- Frpm ind#stry's point of view,

it is preferable to make people with professional skills computer’

liteqate than to attempt to teach possibly many profeSSional skills to.

atcoriputer specialist.

There is a conseunsus that the impéct‘of the information revolution
will be felt first among workers,'particulafly wémen,‘in manufacturing
industries, also support workers and middlé managefs in all
industries, and that the consequent structurai uﬁemploymept will be a

feature of the 1980's. At the same time there is a forecasted

shortage of a variety of persounel with computer-related skills.
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An appropriate response to this situacion is retraining. Advantage
shOuid be taken of provi§iohé made quSuané to the Naitonal Téaining
Act which provide financiél‘supprot foé both ingtitutional énd |
on=the~job trianing for skills not only in tradigional‘prégramming
activiﬁies but also in a wide“range of application skills relevant
to the informa;iom industry as a whole. Specific steps should be
taken to ensure thaé the computer—-based products and services
suppliers are made aware of and encouraged to more actively
ﬁarcicipate in programs to increase computer literacy and
computer-related skills, | |

Another appropriate response would be cg exblore the use of measures
which would encourage part-time and home-based employment of people

in the information industry. -

13. GUIDELINES FOR MULTINATIONAL ENTERPRISES

That existing national and international guidelinés on corporate

Ly e

i i

behaviour by multinacional enterprises be reviewed with a view to
including in them issues raised by transborder data flows. These

might include:

i
'~ demonstrable efforts to purchase information goods and services

from Canadian suppliers;
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- develop a capacity in their Cana&ian opeéations'for téchnqlogical
innovation, reéearch and development éf sof tware and new
information products ;hd services;

- application of the concept of the globgl.pfoduét méndate to
computer;based products and services;

- demonstrable efforts to contribute to Canada's historical record

in electronic or digitized form.
RATIONALE

The growing role of telecommunications and information se:v;cgs in the
opefations of multinationals, the atCGddant inc;éése.ih transborde; data
flows and the strategic importance of infonmafién résbﬁrces and
information related activities for Canadé; Suggesé Eh;t guidelines
specific to the treatment of these servi@es.hyAgﬁltinéfienals should be
formulated. Existing guidelines on the‘behavioﬁr of multinationals do not
currently refer to computer/commuhicatiops° .The OECDZguidelines on
multinaﬁiopal Sehaviour are undergoing review in 1984, affording Canada an

opportuniry to contribute to the review process and establish national

guidelines consistent with the internationl guidelines that are evolving.

14. DATA COLLECTION AND RESEARCH

.

That adequate funds and human rgsou:ces‘should be made available for

[

: _ o iy : S
coordinated and focussed attention on'data collection and research to
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ensure adequate information is available on information creation,
processing, storage, protection, distribution and usé;~and‘that a

© . - . .
mechanism for continuing consultation with industry be established.

®

RATIONALE

These measures are essential 1f the iuformaﬁién gap ié,to be filled and
if adequate and informed support is to be given to;government and -
industry in the‘formulapion'of'plans and'poLiéieé Eespeéting elgctronic
information. Throughout‘iﬁs worle, che Tésk Force encountered repeated
difficulties in carrying 6ut thé‘neqessary anaiysis of issues Because of
the lack of appropriate hard data, either in Statistic Canada or in the
private sector. As existing surveys do not require the filing of
information specific to information creation, processing,’storage,
distribution and use, Canadian busigeés and inétitutions have not

organized themselves to respond to such requirements. Some detailed

assessment of information gaps and specific recommendations in this

regard are provided in the background report on this cqpic attached to

this régérf
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