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Applications to Ranging Problems and Cryptography. = Library - Queen
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J Industrie Canatla
i : Given a shift register which is connected in a feedback farhiﬁﬁ”ﬁ@PtOO Queen

The Problem

a s b oy

= Yenerate a string of seemingly random numbers, it is very stra1ghtforward
to calculate the state of the shift register (each stage being 0 or 1) given
an initial state and a number of shifts or clock pulses applied to the shift
register. It has, until now, been considered very difficult, given two states
of the shift register, to determine the number of clock pulses that have been
applied to the shift register in getting from one state to the other,
~especially for long shift registers.

i}

The application

d?kﬁ?@@ﬁ'

Lt

One requirement for knowing the number of clock pulses between two states
of a shift register can be shown using the following conceptual experiment.
Suppose that a shift register sequence is being generated at a ground station
and sent by radio to a deep space probe. The probe receives this signal and
re-transmits it back to the ground station. If the ground station compares
the received sequence to its Tocally generated sequence, and can deduce the
number of clock pulses separating the two sequences, it can calculate the
distance between the ground station and the deep space probe.

polynomial.
polynomials, each a discrete exponential, then the problem is made easier. An
algorithm known as the Euclidean algoyithm suggests that such a factorization
probab1y exists. If we first make a table of all polynomials much smaller in
-size than the original polynomial, chances are that we will be able by trial
-and error to factor the unknown po1ynom1a1 into smaller parts, all of which
-are in the table. Since we know*the exponent of each entry in the table, we
can sum the ‘exponents of the factored parts to obtain the exponent of the
~original polynomial. This report shows a procedure for making the required
table and factoring large polynomials of degree 127.

Wy
<y The application to cryptography can be shown by comparing the amount of
o work required to find the number of clock pulses between two shift register
g states (Targe) to the amount of work required to calculate the shift register
\ state after a certain number of clock pulses (small). One gives the difficult
f’ job to the cryptanalyst and the easy job to the intended recipient.
\g'
_\§E- The solution
S )
\Qﬁ; If the difficult problem, known as the discrete logarithm problem, can be
) made relatively easy, it is good news for people who design deep space probes
X and bad news for cryptographers. The key to the problem lies in examining
»; the differences between the two shift register states, which we will call &

If the polynomial can be factored into the products of two smaller
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1l. Introduction.

The problem of determining logarithms in a finite fi%id has two
important applications of interest here. TFor the first applicaéion, given
two states of a linear feedback shift register; the problem of determining
the number of clock cycles that has elapsed between them is equivalent to
determining logarithms in the appropriate finite field. This equivalence
has been demonstrated in a previous report [1l]. The second application of
interest is in public key cryptography. Specifically [2], for the finite
field GF(q), user 1 stores in a public file the key Yi = axi where o is a
fixed primitive element of GF(q). If users i and j wish to communicate,
axixj. The security of the system depends on the

X
difficulty of determining X, from a representation of o L and the fact

they gse the key Kij =

- there is no apparent method for obtaining Kij from a knowledge of %_ and

Yj' A system utilizing this scheme has apparently been iImplemented at
MIT [3].

Thus, it is of some interest to consider possible approaches to
the determination of logarithms in a finite field. It has been obserﬁed
({41, [51) that if q-1 is highly composite, where q is the order of the
field, then the complexity of finding logarithms is greatly reduced. It
is also of interest to restrict attention to fields of characteristic 2.
Thus from a security point of view, fields of the order 2p, where 2P-1 is
a Mefsenne prime, are of interest. The MIT system mentioned earlier
utilizes GF(2127) and 2127—1 is a Mersenne prime.

The best known algorithm for finding logarithms in GF(q), where

q is a prime number, is of the order q1/2 [4], [6]. From the approach

taken in this report one is tempted in one sense to conjecture a similar



result for GF(ZP) when 2P-1 is a Mersenne prime. This does not mean i ?

however that efficient algorithms for finding logarithms will not exist | ¥

for specific values of p. These algorithﬁs may exploit the explicit
properties of the particular field. Ekamples of this are the Swedish
algorithm [7] described briefly in thg neﬁt section and the new algorithm
presented in section 3.

As a final comment for this section it is noted that, if a goéd
algorithm for computing logarithms with respect to one base is known; it
is of .interest to use this algorithm to compute logarithms
with respect to another. Specifically, let o be a primitive element for
a field Fl of order 2p'and iet B bé a primitive element for a field F2 of : g
order 2P, Suppose that a good algorithm for computing logarithms to the
base o in F

1 2
logarithm to the base B we could do the foliowing: Let MB(x) be the

is known. Given an element xeF, such that we require its .

minimum polynomial of B and let o be a root of Mﬁ(x) in Fl' This

polynomial can be used to define a mapping.

£: F, > F, where £(8)) = (a7)7, 0sjs2’-2.
f is a field isomorphism and can be represented by a linear transformation

' - 2 -1
A between the bases Bl = {1, B, 82, cens gP l} and B, = {1, o, a7, cees P

write x with respect to the basis Bl and denote it x

Now, for xeF

22 B

Thus, AXB eFl. Computing the logarithm of this element gives

t .
Ax, = o from some integer t.

or

L K u|g|< A A

f

2 =:= A-lat. ' *,

S |
Since A is an isomorphism so is A = and, hence, . v
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finding logs to the base a in F

1

exists.

1

n

Therefore, the log of x is readily obtained given a good algorithm for




2. The Swedish Algorithm

Forilater compérisons, a brief description of the algorithm of
Herlestam'and:Johanneson [7] is given, heréafter referred to as the Swedish
algdrithm. It is convenient to represent elements of GF(ZP) as polynominals
of degree at most p-l, the equivalence between binary p-tuples gnd pbly—
nomials Eeing immediate. If the basis is'{l;a,az,...,dp—l} and o is a root
of the polfnomial g(x), then two operations are defined:

S:f(x) - fz(x) = f(xz) mod g(x)

T: £(x) + xf(x) mod g(x).

The Hamming weight of f£(x) is the number of its nonzero coefficients. To
find the logarithm of f(x) the algorithm computes the p2 elements

-2F s
T S° f(x) 0=r,s=<p-1.

and chooses an element of this set of lowest Hamming weight. If such an
element is

rl

f'(x) = sz SS' £(x) mod g(x)

then
St 8!

log £'(x) = -2 + 2° 1log £(x)
The 6peration is >r8peated until an element of Hamming weight either 1, 2
or 3 is obtained, depending on the amount of storage used. Variations of
the algorithm are possible.

The algorithm is simple and elegant. Unfortunately it is
difficult to analyze in terms of running time and it is not even clear
that it willV;lways terminate. For example for p=l17, applying the previous

transformations to the element

01 00111 01111 01010

Wy s e
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“x

produces an element of Hamming weight 4

1 000 1100 0000 00010 i
and further applications fail to reduce the Hamming weight (rhé basis used

is {1,a,a2,...,a16} and 1 + a3 + 317 = 0). While it may be possible to

overcome this difficulty, other difficulties in analyzing the algorithm

remain.
It is of interest to continue the search for good algorithms for

particular Mersenne primes., An algorithm for GF(231) will be given in the
next section which is guaranteed to converge and, in terms of programming

on a general purpose computer, is considerably faster than the Swedish

algorithm. The algorithm is effecient for computing logarithms in GF(ZP),

p=31l.



3. The New Algorithm

The case of particular interest in this report is the finite ' ¥
field GF(231) for which o is a root of the primitive polynomial g(x) = - d
1+ k3 + x3l. However, many of the properties discussed are true for the

general case, In general g will be a fixed root of primitive polynomomial

g(x) of degree n and the elements of GF(Zn) will variously be viewed as

binary n-tuples (with respect to the basis'{l,u,dz,.;.,ay-l}) and poly-
nomlals of degree at most (n~1l), the equivalence being clear.
Before discussing particulars of the algorithm a certain property
of the Euclidean algorithm is mentloned which tends to support the view
that, in general, the complexity of finding logarithms in a finite field ) . »

GF(q) is of the order ql/2

when g¢-1 is prime, as discussed earlier. As
‘part of a proof of some properties of the Euclidean algorithm it is shown
in [8] that, for two polynomials f(x) and g(x) and for two nonnegative
integers u ‘and v, v = deg (ged(£f,g)), u+v = deg(g)-1, there eiist poly-
nomials t(x), r(x), deg(t)fu,bdeg(r) < v such that

t(x)£(x) = r(x) mod g(x).
Thus if it is desired to find the logarithm of £(x) in GF(ZH), choosing
4 =v = (n-1)/2, deg(g) = n, the Implication is that the problem can be
reduced to determining the logarithms of t(x) and r(x);‘each of which by

(n-1)/2

direct search would require on the order of 2 operations, and hence

the result. It will not be convenient to use this approach for the new

algorithm but it is an interesting point which may prove useful in future

T

work. -

Wy s

Thefidea of the algorithmis to choose a subset H of polynomials,

-

whose logarithms are predetermined, and an algorithm to decompose an 3
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arbitrary polynomial £(x) in terms of products of powers of polynomials
£ = h(o Ln (x)il2 ( )jk odg(x), h (x)eH:"
1 2 ces hk X modg > by :
The logarithm of £(x) is then easily calculated as
k
log £(x) = z i, log (h,(x))
Lo T i
i=1
This is essentially the idea behind the Swedish algorithm as well but the
techﬁiques used here are unrelated to that algorithm. The problem is to
determine a convenient set H, as small as possible, and an efficient
decompositon algorithm with guaranteed convergence. Rather than state
the algorithm immediately and prove the properties claimed for it, it will

be simpler to trace the development of the algorithm.

In the first instance the set H is decomposed into two sets

o
Il

@), deg(f) = s< | |

H

9 { £(x), s < degf = LV%-J, f irreducible }.

The cardinality of H, is 2% and the cardinality of H

1 2

2], :
1T ) w2
i=s+l dli

= /d

n, |

where nu(+) is the Mobius function. For the sequel s will be chosen as 8
for n=31. Using the property of the Euclidean algorithm mentioned, to

find the logarithm of £(x) eGF(Zn), the problem is first reduced to finding
the logarithm of two polynomials, each of degree less than n/2. Each of

these polynomials is then factored into its factors using standard

/s




techniques [9] until each factor is either irreducible or of degree less
than 8. At tﬁis point the known logarithms of the polymomials of H can be
used to deter;ine the logarithm of £(x). for n=15, s=8 the numBer of
polynomials in H is approximately 6,000. While this number is manageable
it is still large and much of the remainder of the report is concerned

with modifying the set H, and the decomposition algorithm. To do this

2
certain notation and properties of polynomials are required.
If £(x) = £ + £,x + £ cer(2™ and £ = £, = £
o 1 ¢ n-1 o 1 R T
fi =1, then £'(x) = x_if(x) is referred to as the standardized poiynomial

of £(x) and deg(f'(x)) = deg(f(x))—i. Suppose now that m consecutive
coefficients of £(x), a standardized polynomial of degree k, are zero i.e.
fi = fi+l = ,,, = fi+m—l = 0. For such a polynomial the following two

properties are true.

deg(g(x)—xn) then deg(x?—l_mf(x)) =< n-l-m

=O’

Property 1. If i + (n-k-1) =
Property 2. If i + (n-k-1) = deg(g(x)—xn) and m = n—-1-k then deg(xn_lﬂmf(x))

=k - deg(f(x) ).

The'proofs are straight forward and we omit them.

A further useful property results in noting that if the weight
(numBer of nénzero cogfficients) of f(x) is even .then £(1) = O‘and
(1+ ©) |£(x), £(x) = (A+0)h(x), deg(h(x)) = deg(f(x)) -1.

The following two theorems will play a central role in the
algorithm.

Theorem 1. Agy standardized polynomial £(x) in GF(Zn) can be written as

E(xk = X £ (0, (1) (modg()

where deg(fl(g)) = deg(f(x))-1, deg(fz(x)) < n-deg(f(x)) and i = n—l-deg(f(x)).

Moy -:|-}| Ap e




9.
k i
Proof. Assume that £(x) is of degree k, f£(x) = z e X -and let
—_— =0 .
z _ (D n-k+1. (1) n—k+2 (l) n-l
: N T CN L2 nkel
hZ(x) = + h cee n—k—l x
Consider the product
EGohy () = x £ + b P + e RS N I S 10

and notice that by correctly choosing the coefficients of hz(x), the first
(n-k-1) coefficients of f(x)hz(x) can be made zero. This is possible since
f(x) is a standardized polynomial. It follows immediately that if fl(x) =

x—(n_k)hl(x) and fz(x) = xhz(x) then deg(fl(x)) = k-1, deg(fz(x)) < n-k and

£x) = g e ™ (mod glx)

~

as claimed. Notice that hl(x) may not be a standardized polynomial in which
case the equation can be modified in a straight forward manner.
The next theoremis a variation of the one above and although it
is very similar in appearance it is not equivalent.
Theorem. 2. Any standardized polynomial f(x) of degree k can be expressed
as |

£(x) = xE (0,07 (mod g(x))

where deg(fl(x)) = deg(£(x)), deg(fz(x)) < n~k~1 and i = n-k.
Proof. As in the previous theorem, it is possible to choose the coefficients

of a polynomial hz(x) of degree (n-k-1) such that the polynomial

(MHE() + £@hy(x) = hy(x)  (mod g(x))

has the first (n-k) coefficients zero. Rearranging this equation as



1_0-

£(x) (L+hy(0)) =x" + b (x)  (mod g(x))

Defining fz(x; as 1+h2(x) it follows that deg(fz(x)) = n-k. Similarly if
fl(x) = x—(n-k)(xn+hl(x)), then deg(fl(x)) = k although it may not be in
standardized form. Rewriting the equation yields

£(x) = xn_kfl(x)fz(x)—1 (mod g(x))

as required.

While the decompositions of theorems 1 and 2.sometimes give the
same result, they are not equivalent.

Some operations used in the algorithm are now described. To
find the logarithm of an arbitrary polynomial f(x)eGF(én) the algorithm
will construct a 1iét of polynomials fl(x), fz(x), . fn(x), and a list

of integers el,ez, cees eu and two other integers A and B such that

F(x) = x° (40)® fl(x)ellfz(x)e? . fu(x)eu

For reference, the list of polynomials is designated L and the list of

integers‘E.- Initially the list L contains the one polynomial f£(x) whose

1ogarithm‘is required: L=f1, E=e1, u=1l. The following operations are
used repeatedly in the algorithm on ft’ the polynomial on tob of the list

L: ‘

Pl(ft): using the three properties mentioned at the beginning of the
section ft(x) is expressed as xa(1+x)b h(x) whére h(k) is in
standardized form. The polynomial ft is replace& by h and the

integers A and ﬁ augmented, A + A+a, B « B+b.

Pz(fz): using theorem 1 ft(x) is decomposed as

£, = % b () by

LU PR E AL RE
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11.

The polynomial ft(x) is replaced by hl(x), hz(x) is added to
the bottom of the list L and u <« utl, fﬁ—hz(x\}eu*- -1, Ag; Ata
P3(ft): using theorem 2 ft(x) is decomposed as —Z
£.G0) = %0y (1) hyGx) |
The polynomial ft(x) is.replaced by hl(x), hz(x) is added to
the bottom of list L and u + uytl, fu < hz; eu + -1, A« Ata.
»Ph(ft): (i) 1f ft(x) is irreducible, pass to the next step of the
algorithm.
(ii) If ft(x) is reducible, factorize ft(i) using standard

techniques [9] into one of two forms:

a) £, = hh): replace £ (x) by hl(i) and add

hz(x) to L, u +« u+;, fuﬁx) + hz(i), e, * 1:
b) ft(x) = h(x)°: replace ft(x) by h(x) and e, by c.e .

Three versions of the algorithm will be described, each succeeding
one a refinement of the previous one. They will only be discussed for n=31,
Version I. This first version is essentially the one described earlier in
the section. It decomposes f(x) as

f(x) = xA(l+x)Bfl(x)elf2(x)e2 e fu(x)eu
where either a) deg(fi(x)) =8 or b) 9= deg(fi(x)) < 15 and fi(x) is
irreducible, 1 = i < u. The algorithm is as shown in figure 1 with the
exception that the block Bl is not used; the output(D is connected directly
to input @
Example 1. £(x) = 1000100010110101010111101111111

The decompositon proceeds as: : =




12.

£,(x) = 111 111 01 e, =1 deg(£, (x)) = 7
£,G = 111 e, = -1 deg(£,(x)) = 2
f3(x) = 11001: ey = 1 i deg(f3(x)) = 4
£,(x) = 10010111101011 e, = 1 deg(fa(.ic)) =13

A=-17, B =2
Thus | |

£(x) = x L7 (14x) 2 £,(x)E, G0 £, £, (x)

Since fl(x), fz(x), f3(x) e H fa(x) e H (Hl, H, as defined earlier),

1 2 2
the logarithm is easily computed.

As indicated before, the set H = HlUH2 contains approximétely'6,000
polynomials whose logarithms are precomputed. This precomputation is a
relatively simple matter but was not done because of the'eﬁpense. The
next two versions of thé algorithm introduce techniques to reduce thevsize
of Hé.

Version IT. As a first step in this version, when an irreducible polynomial
ft(x), s < deg(ft(x)) = L.g-J, is encountered a further decompositioh by

the qperations Pz(') and P3(-) is attempted. Of course a decomposition of
an irreducible polynomial into a product of other polynomials is only
possible modulo (g(x)) and if tHe éum of the degrees of the constituent
polynomigls exceeds the degree of g(x). It is not clear that the algorithm
will converge in a finite number of steps to a product of polynomials,

each of degree not greater than s although experimental evidence shows

that it usually does.4 If it always did then the set Hz.could be eliminaﬁed
entirely, butj;his is not the case. The procedure is demonstrated in the

following exaﬁ%le.

WOty R
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Figure 1.

f IS GIVEN

I

f|<—f H
el'-—-l

\

R (f))

LI TRy S

@ : NO
YES :
—————<deg(ft)ss >
NO
P (f,) i
P, (f,) Py (f,)
O
NO { fu IRREDUCIBLE)
YES
y
Ry(f,) .-ﬁ—s<deggf-,) >_[n/2J>
NO
O]
R R e ———————— —B1
Y
YES P = ? =
Rf,) deg (f,) |5> i
NO :
Y I
Py (£, ) :
|
__________________________ -
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Example 2. The polynomial £(x) is as in the previous example

£.(0) =11 11:_i.1 01 e, = 1 deg(£, (%)) =7

£00 = 111 e, =1 deg(fy(x) =2

£,(x) = 11001 , ey =1 deg(£,(x)) = 4

£,(x) = 1101001001 e, =1 deg(f, (x)) =9

£.(x) = 101 0111 es = -1 deg(£,(x) = 6

£,(x) = 110000111 eg = -1 deg(£,(5)) = 8
A=5, B=1

Comparing these results with those of example 1, it is seen that the
polynomial of degree 13 has disappeared and polynomials of degrees 9, 6
and 8 respectively; have appeared. Although all the polynomials in this
particular decomposition are in Hl’ this will not always be the case.
The example does indicate however that, by operating on the irreducible
polynomials it may be possible to eliminate the need t§ store many of them
in the set H2. This obséfvaﬁion motivated the next step of the algorithm,

which was carriedlout only for the case n=31, s=8 and g(x) = l+x3+x31.

Let Fk denote the set of irreducible polynomials of degree k,

H2 = FlOU Fllu"'UFIS' The algorithm of figure 1 is run first for each

polynomial in F,_. with that part of the algorithm in box Bl replaced by

15

that shown in box B2 below.

NO

LR TR TR A




-

sty i B

(Y

'
)

14,

For each polynomial in F15 the algorithm is allowed to run until either a

z

maximum of 20 polynomials accumulates in the list or the algorithm terminated
with all polynomials in the list of degree not greater than 9. If, for a
given irreducible polynomial, the limit of n=20 is reached, that polynomial

is stored in the get F This experiment was repeated for the sets

*
15 °
Fi’ i =10, 11, ..., 14 with the box B2 above replaced by B3 below.

*
Fi , i =10, 11, ..., 14 contains those polynomials of degree i which could

not be decomposed into 20 or fewer polynomials of degree = 15 and degree
not equal to i. We note that this algorithm is not applied tolF9 since a

second pass is required and F, will be computed at that time.

9

NO

Notice that if, for a given irreducible polynomial f(x) of degree i, the
algorithm terminates before n=20 then that polynomial can be expressed as
the product of fewer than 20 polynomials, eacﬁ component being of degree
8 or less, or irreducible of degreé between 10 and 15 but not of degree i.

*
The sizes of the sets Fi which resulted are:




15.

i e, | CEl EAVEN
15 2182 156 .0715
14 ) 1161 241 - .2076
13 : 630 ‘ 135 L2143
12. 335 94 2806
11 186 40 L2151
10 99 _gg .2323
4593 689

Unfortunately we are not yet finished. If a polynomial
f(x)e Fi\F: requires a polynomial in Ff\F§’ i#j; and this polynomial
requires a polynomial ianxFi then infinite loops can arise in the
decomposition process. The sets of polynomials F:,i=10,ll;..;;15 must
therefore be ehlarged to eliminate this possibility.

The algorithm by which this is accomplished is shown in figure

2. The set of input polynomials to this algorithm is FQUFlOU...UF14 and,
initially, th ¥ e w U UL UE ¥ 1=9,10 |
nitially, the set H2 = FlO Fll e FlS' Let Fi , 1=9,10,...,15 be the

: %
set of resulting polynomials in H2’ of degree i when the algorithm is

finished. We note that during this pass we do not need to compute Fl5 as
input polynomials and that FI; = Fis. Then the sizes of these sets was
found to be:
% 3

1 |7, 7] fo

15 2182 ' 156 156

14 1161 241 268

13 ;— 630 135 216

12 ; 335 94 164

11 186 40 106
10 99 23 80
9 56 ;;fﬁl

1039

Wy IR '
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Figure 2. _ 15a.

f IS ‘GIVEN

flﬂ——f

e|‘h-|

) -
P (fy)

'y

NEXTf DATA f
Add f i
into H3 t—t +1
T ]

NO

YES u 2 limit )

‘ 1

P, (f,)

( t> _U__)—Y—ES>TRY NEXT DATA f

NO

NO

A
Palfy)

X .
.ﬁ9_< ls f, irreducib|§>

YES

y
‘—Y—Ei< deg(ft)>[n/2j>

‘ NO
Search for
f, in H;
'
< Does f; exist in H;}YE’-G)
NO
P3(f‘) YES ‘ <deg(ft)=|5 > )
NO |
Py (fy )i
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The final set HZ* thus contains 1039 polynomials. The set of
éll polynomiais of'degree less than or equgl to 8.is of size 256 and all
. together 1295=;olynomials and their logariéhms must be stored, H=H1UH;}
The polynomials of Hz*, but not thgir logarithms, are_listed iﬁ the
appendix. .

The final form of the algorithm is shown in figure 3. It was

implicitly shown in the previous discussion that any polynomial f(x)sGF(Zn)

can be expressed as

e e . e
() = X E (1) T, 7 L. £, Y mod(g(x)

for some finite u, where fi(x) eH, 1<itu. The determination of the

logarithm is then straizht forward.
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Figure 3.
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4, Ekperimental Results.

The algorithm was programmed in FORTRAN on a Honeywell 60/66 for

n=31, g(x) =~l+x3+x3l and s=8. ' -

Experiment 1. The algorithm was initially used to decompose 1000 polynomialé 3
chosen at random. The average number of polynomials in a decomposition (u)
was 5,97 and the maximum number in any decomposition was 28. The frequency

‘with which the polynomials of the various degrees appeared in the

decomposition was as follows:

LI ) |:|.’!_ nte

degree of no., of times probability
polynomial appearing in
decomposition
0.... . 42 0.007
L.... 0 0.
200 505 0.085
3eeee 625 0.105
bar.. 720 » 0.121
5.0 734 0.123
6oune 773 A 0.129
Teeen 777 - 0.130
8..u. 725 | 0.121
9eens 354 0.059
10.... 275 . ~ 0.046
11.... 188 0.031
12.... 116 : 0.019
1%.... 83 ~ 0.014
14.... 44 0.007

15.... 9 0.002
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The average processing time was 654.3 milliseconds and the maximum processing

time was 2.4907 seconds. The distribution of the number of polynomials in

-

a decomposition (u) was as follows: H

u freq. u freq. U freq. nw freq.
1 0 9 40 17 4 .25 0
2 22 10 34 18 1 26 0
3 126 11 22 19 0 27 0
4 176 12 9 20 0o 28 1
5 185 13 9 21 1 =29 0
6 153 14 7 22 0

7 121 15 6 23 0

8 83 16 0 24 0

Experiment 2. A further set of 5000 polynomials, chosen at random, was
decomposed. The average number of polynomials in a decomposition was 5.99
and the maximum number of polynomials in a decomposition was 26. .The
frequency with which the polynomials of the various degrees appeared in

the decomposition was as follows:



degree of no. of times - probability

polynomial appearing in
decomposition
g.... | 174’ 0.006
1.... ‘ 0 0.
2.0.. _ 2539 ~ 0.085
3., 3285 0.110
booo. 3567 0.119
5.... 3587 0.120
Bovae 3819 0.128
7ee.. - 3784 0.126
8.... 3520 0.118
9.... . 2014 . 0.067
10.... 1524 | 0.051
1.... 885 | 0.030
12.... 613 0.020
13.... 365 ©0.012
l4.... | 191 0.006
15.... 71 0.002

The average processing time was 651.6 milliseconds and the maximum
processing time was 2.3783 seconds. The distribution of the number of

polynomials in a decomposition was as follows:

N
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b1 freq. 41} freq. u freq. u freq.
1 1 8 369 15 25 22 = 1
2 140 9 252 16 9 23: 2
3 672 10 168 17 10 ' 24 0
4 785 11 121 18 2 25 0
5 886 12 69 19 6 26 1
6 828 13 44 20 3 227 0
7 552 14 24 21 3

The results between the two experiments are remarkably consistent and
indicate the effectiveness of the algorithm.' A table of these polynomials
f(x) whose decomposition required 15 or more polynomials is shown on the

next page.
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Polynomial

Table.

0111210010100111011131033133111
110111910101100011003 1011010031
111111100100111010101 1031111111
1010001011100010300110110031011
01000111031011301101200113311132
11100100101010110001300119031011
0001100000000010000100011101123
000011001011100010117101101111)
0110100100010001111101011131Q217
1110111111001110010031031110011
1111111010110110000010130111011
0101101001110010011010121011012

©101111100111011010001 0120010131

1001110111111100101020119112012
0010100019011200201000191031021
01100011001070110010000711010111
1111001111110000011011013032132
111000000011000011001 13113031011
101001200000111711001000J0001 111
0111000000101011013011111011113
1000011101101101010000031001021
10000110001017011101710110123131
1100001000271111101030011032123
10171111101011110101100111111013
01101000001001017171110077121 111
11101000101001101111010119210023
01110010110117011011010011101033
1001111100310010100010031111031
001100110030110000103 1010003130
1000010000111304111031010022001

100101001001170010001 101110101

111000011130010090003 1121121011
N110001111907111111030111013021
0101010110101111110011111193003)
1000111100011111210031012011012
011010110000011110107 1010010032
10191110003100101100110110131J2
1011000011101111011000120111031
101101111010111100100001201313)
0101100001301001100110012111112
1010111010101101100001020111010
110110100021111001101011111201
100091170121111110101 0013113112
00111000170311300011110131010133
1101010070301310000120011313 111
01012010011200101300030010131021
1000011001000100000110001000123
0121111001301110010010021012011
1101111000101110011121111031131
110000110100001000011 0030101011
010100010111011101002311113111 1
0100003011110010001110171111 7101
0000010101001011101110131011 031
11111011011110810010031131013 111
100210110130101111103113393211)
QnN0000001101113100111011011132
1711011310131031110111 013111300
10111001711110111111010110110171
1011011111011100001321011001032
11100001001101100001201310331323
10001002001310100111130023111111
10031000000710110110111111111001

A List of those 5000 Polynomials, Chosen

at Random, whose Decomposition requires 15 or

more Polynomials.
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5. Comments on the Algorithm.

The algorithm presented in this report appears to bg_reasonably
efficient aqd has guaranteed convergence in finite time to thé required
logarithm. Sharp estimates of the maximum time required could likely be
obtained. It is difficult to compare the efficiency of this algorithm
with that of the Swedish algorithm but based on the time estimates
available it would appear this élgorithm is faster, perhaps by as much as
a factor of 20. The different characteristics of the machine and different
languages used however, leave this figure with doubtful significance.

Perhaps more important than the algorithm itself, are the
techniques introduced to reduce the size of the stored set of polynomials
and their logarithms. This is essentially a technique whereby computation
time is traded for storage, with guaranteed convergence. The fact that
such a tradeoff is possible while preserving convergence is important.

It would seem to place in doubt the wisdom of using the logarithm method
for public key cryptography unless the size of the finite field used were
several orders of magnitude larger than 2127. The fact that an adversary
might have several days to work on a given key,place its security in

jeopardy. In future work it is hoped to develop practical algorithms for

GF(2127) to substantiate this statement.
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Appendix. A List of the Polynomials in the Set Hix.
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1. Introduction.

Given the finite field GF(q), a generator a and an integer x,

Q = x < g-2, there is a simple and fast procedure for computingf o,

Frite ;

i t
s x= % B.2° where B, € {0,1}, 0 =i =t.
i i
i=0
5 g2t i
Then . i=0Bi ¢ 512
a = a =1 a .

Thus computing & requires the repeated application of the squaring
operation. The number of operations is approximately O(logzx). This

operation is commonly referred to as exponentiation.

The inverse operation to exponentiation does not appear to be

nearly as simple. This is the problem we have considered.

THE DISCRETE LOGARITHM PROBLEM.

Let a be a generator for the finite field GF(g). Given
B € GF(q), B # 0, find the integer X, 0 < x = g-2, such that
B = a. |

The integer x is called the logarithm of P to the base a and
is written x = logaB. We can certainly find 1oga5 by computing
successive powers for a. For large gq the approach 1s computationally
infeasiBle,and hence the discrete logarithm problem is more accurately

stated by including the term "computationally feasible'.

The problem of finding logarithms in finite fields is important
in a variety of situations including the estimation of elapsed clock
cycles between two states of a linear feedback shift register. Recently,
finite field exponentiation has received much attention as a crypto-
graphic scheme and has been used as the basis for a public key distribu-
tion system. We will consider this particular application in more

detail in section 2.
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In this report we consider various aspects of the discrete
logarithm problem. In section 3 we present results on the Euclidean
Algorithm and apply these results to some simple algorithms for £inding
%pgs. In section 4 we give an improved algorithm which is subexéo—
%ential and random time. In section 5 test results of this algo;ithm
fﬁ GF(261) are given. In section 6 we briefly éescribe an algorithm
due to L. Adleman [1] and compare it with the one in section 4.

In section 7 we discuss the field GF(2127). Section 8 briefly covers

the problem of field representations.

2. Cryptographic Significance of Discrete Logs.

In 1976 W, Diffie and M. Hellman [6] proposed a scheme for
public key distribution which is based on the assumed intractability

of computing discrete logarithms in large fields.

Two parties A and B are using a cryptographic system which
requires that both A and B share a common key K. Part of the
security of such a system is the passing of the key between the two
parties. Suppose that a finite field IF and a generator a for T
are public. A generates a random integer a and B generates a
random integer b. A sends B «® and B sends A ab. A computes
(ab)a and B computes (aa)b. A and B now share the common key

aab. This scheme is depicted in the following diagram.

a

a S
] v
A,a | . B,b

(9?2 = ¢ (3)® = o

T :

b

a

A tapper on the channel sees o and ab but unless this tapper

can compute logarithms in IF he cannot (in any obvious way) obtair aab.

This system is referred to as a Public Key Distribution System
(PKDS). This PKDS has been implemented by various corporationms.
Hewlett-Packar& [15] has designed and built a VLSI chip for exponentiation
in GF(2127). The field is generated by the primitive trinomial
£(X) = x127 + X 4+ 1. Mitre corporation [14] has a software implementa-

tion using the same field and rep;esentation. Both of these systems
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are designed for key passing for the DES (Data Encryption Standard)
systeﬁ. Collin's Radio, a supplier to members of the Federal Reserve
banking system in the U.S.A., has implemented a PKDS and, recently,
Fujitsu (Japan) has announced that it will adopt PKDS. Fujitsu'sf
iﬁplementation will be different than those cited above. It inteﬁds to
uéé exponentiation in GF(p), p a prime number of about 100 digits.

As a second application, Pohlig and Hellman [11] suggest the

following.

Let TF be a finite field GF(q) and k be a positive integer,
0 =k =gq-2, such that (k,q-1) = 1, We can now use exponentiation
in F to form a symmetric cryptosystem ([15]). 1If the message M
is an element of IF, M ¥ 0, then the cipher text C 41s formed as

Mk = C (mod IF)

where this notation means that Mk is reduced modulo ¢q, if q 1is
a prime number, and modulo the generating polynomial if q d1is a power
(=22 ofa priﬁe number, In order to decipher we require the integer

d such that
kd =1 (mod g-1).

If taking logs in T is easily done then this system is insecure.

We know of no implementations of this technique.

We indicate one final application of exponentiation in a finite
field. Two parties A and
B wish to communicaté. Messages are elements in GF(q) and GF(q)
is public. Party A generates a random integer a, (a,q-1) =1 and

B generates b, (b,q-1) = 1. If A wants to send message M to B,

A transmits M°. B, having received Ma,_lsends A Mab. A now
ab)a . B determines the

‘message by applying bl a tapper will see M%, Mab. and M.

sends B P since A can compute (M

Suppose the tapper has an efficient method of computing logarithms to
the base a in this field. It may appear at first glance that this
does not help a great deal since an obvious way to find a and b

is to compute logarithms in the field to the base M? deducing b
from Hab and then finding b-l. This is, of course, not the case

since for some integer t, M= ut. If the tapper can compute logs
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to the base a then he can determine at = S abt = 5, and bt = 33
and, hence, deduce a and b, Thus the complexity of this method is

no greater than taking logarithms to a fixed base.

At least one other application of finite field exponentiatién to

"é et

ting protocols appears in the literature. The interested reader is

referred to the paper by R, Lipton and A. Wigderson [ 7] for details.

Because of these applications it is of some interest to consider
possible approaches to computing logarithms in a finite field in a
feasible manner. It was observed by S. Pohlig and M. Hellman [11]
that if q-1 dis highly composite then the complexity of finding
logarithms in GF(q) is greatly reduced. Because of actual implemen-—
tations of PKDS it is of interest tO consider finite fields of
characteristic 2. For these reasons the focus of this report is on
finite fields of the form GF(Zn) where 2"-1 is a prime. The first
few valués of n for which such a field exists are 2, 3, 5, 7, 13,
17, 19, 31, 61, 89, 107, 127 and 521. 1In a previous report ([ 31])
it was shown that computing logarithms in GF(Zn), n = 31 can be
done efficiently. It is the purpose of this report to establish that
computing logarithms in GF(Zn), n =127 1is feasible.

We conclude this section with some data which illustrate the

sizesof the fields we are considering.

Let a be a generator in GF(Zn). Suppose we determine the log
of an element f by the naive approach of computing successive powers

of a until we find P. Suppose we use a feedback shift register

which will compute 1 billion consecutive powers of a per second. The following

Table 1 illustrates the time (in years) to exhaust GF(2™) for various

values of n.

Table 1
Time

n. The Number of Elements in GF(2") (in vears)
31 | 2, 147, 483, 647 ,68x107
61 | 2, 305, 843, 009, 213, 693, 951 73.12
80 | 618970010642690137449562112]|19.6x10°
107] 16225027682921336339157801]|5x10%

0288127
127)] 17014118346046923173168730]5x102?

3715884105727
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3. The Euclidean Algorithm and its Applications.

We first consider the Euclidean Algorithm for integers. The
greatest common divisor of two integers a and b is denoted b§

Ga,b). :

sy

THE EUCLIDEAN ALGORITHM FOR INTEGERS.

Given integers a and b (not both 0) there exist integers

s and t such that

as + bt = (a,b).

The most practical method for determining s and t is the

following. Let

s_l.= 1, t—l = 0, r,=a
sg = 0, to = 1, Ty = b
Yi-2
and for 121, if q, = \-1 then
1 r,
i-1]
Ty T Tiep T 94Ty O Ty < Ty
517 Si-2 7 U841 a)
L S P I L
Equations (A) have the matrix formulation
i-1 (B)
|42
~-q 1
+
i+ (©)
- 1 0
From (B) and (C) we deduce that »
ri _ Si ti r_l _ Si ti a
Ty $4-1 Y1 %o 841 -1 |P
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From (C) we deduce that the ¢t alternate in sign. Since

i
Bi41 T i1 T Yty :
and T
= Tio1 T Yt T Tin
then
LFLTEY LT B L FES L)
and
BiTie1 T BiTyo1 T B %4ty
Hence,
= >
ltgqqley * leglrggy = Doy g lmy + deglry g, 22 00
and

a= lti-llri + ltilri—l’ i=o0. (D)

From (D) we observe that if r. , > Va then ltil < Va. Hence,
if there exists an index j such that rj_1 > Va and rj < Va ‘then

ltjl < Va, This observation can be used as a basis for an algorithm

to compute logarithms in GF(p), p 1is a prime number.

ALGORITHM.
Part A. Compute and store the logarithms of all integers X,
0 < x = Vp. This part of the algorithm need only be done once but

is by no means simple.

Part B. Given an integer b, 1 =b = p-2 for which we want logab,
do the following .
(i) If b = VF, look up log b in the database.
- (41) If b > Vp then find integers t and r (by the
- Euclidean Algorithm) such that .
tb + sp = r which is equivalent to tb = r(mod p), |t] < Vp, r< vp

Compute log b = log r - log |t

Recall that log (-1) = Rél and that log r and log |[t] are in

the database.
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EXAMPLE, Consider GF(163) with generator 2.

X 1og2x X 1og2x f
s |1 0 7 73 3
2 ]2 1 8 3
: 3 101 9 40

4 2 10 16

5 15 11 47

6 102 12 103

(DATABASE)

Suppose we require the log of 76. Applying the Euclidean Algorithm
to the integers 163 and 76 gives the table

Si ti ri
1 163
0 76
1 -2 11

and hence,
(-2)(76) = 11 (mod 163)
and
1og276 = log 11 - log -2
= 47 - {log (-1) + log 2}
= 47 - {81 + 1}
= 127.

For fields of the form GF(pn) we will require the Euclidean

Algorithm for polynomials. The statements are similar to those above

but we include them for completeness.

THE EUCLIDEAN ALGORITHM FOR POLYNOMTIALS.

Let A(x) and B(x) be polynomials over GF(q). As for integers
(A(x),B(x)) is the greatest common divisor of A(x) and B(x). There
exist polynomials s(x) and t(x) over GF(q) such that
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s(x)A(x) + t(x)B(x) = (A(x),B(x)).

An s(x) and t(x) can be determined by the algorithm

[

: s_l(x) =1, t_l(x) = 0, r_l(x) = A(x) _%
: sy (0 =0, t; () =1, ry (x) = B(x) )
sg Ex), ti(x), ri(x)

where

-ri(X) =1, ,(®) - q)r, ;(x)

v
=

Si<x) = xi_z(x) - qi(x)si_i(x) . i

b, (x) =ty ,(x) - q ()t (%)

The following properties are easily established by induction.
(D si(x)A(x) + ti(x)B(x) = ri(x), iz -1,

(2) deg si(x) + deg r (x) = deg B(x)

i-1
(3) deg ti(x) + deg ri*l(x)

It

deg A(%).

From (1) ti(x)B(x) + si(x)A(x) = ri(x) which is equivalent to
ti(x)B(x) = ri(x) (mod A(X)).

Froﬁ (3) and the fact that deg ri(x) < deg ri_l(x)
deg ti(x) + deg ri(x) < deg A(x).

One of the most important properties (for our purpose) of Euclid's

Algorithm for polynomials is given in the next theorem.

THEOREM 3.1. Let £ and k be non-negative integers with

k.= deg (A(x),B(x)) satisfying & + k = deg A(x) - 1. Then there
efists a unique index J, such that deg tj(m) = ¢ and deg rjgx) < k.
Proof. The deg ri(x) is a strictly decreasing function of i. ADefine
the index j by deg rj_l(x) > k+l and deg rj(x) = k. Since

deg tj(x) + deg rJ 1(x) = deg A(x) then deg t . (xX) + k + 1 = deg A(X)

i~ k|
or deg tj(x) < ¢.
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In the algorithm of the next section we will apply this theorem in
the case where (A(x),B(x)) =1, £ = [de g(x)j and, thus, k = ¢£.
Recall that [x] is the greatest integer less than x. =

9

EXAMPLE. Consider the polynomials A(X) = x" + x+ 1 and B(x);= x5 + x2 + x4+ 1

over GF(2). The steps in the Euclidean Algorithm are displayed in

the table.
si(x) ti(x) ri(x) qi(x)
9

1 0 X +x4+1

0 1 xs + x2 + x + 1

i x4 + x4+ 1 x4 + x3 + x x4 + x4+ 1
x3 + 1 x7 + x3 + x x3 + 1 x+ 1
x4+x3+x x8+x7+x3+x2+1 1 x+1

From the table we get

(x +x+1)(x5+x2+x+1) = x4+x+1 (mod A(x))

where deg t,(x) =4 = lgig-—%‘—(-ﬁj and deg rl(x) =4 < (des Ax) 2A(x)j.

As a direct analogue of the algorithm given earlier in this section
we describe an algorithm for computing logarithms in GF(pn), nz 2,
We will think of the elements in this field as polynomials over GF(p)
of degree at most n-1. Let f£(x) be the polynomial generating the
field.

ALGORITHM.

Part A. Compute and store the logarithms of all elements in GF(p )

having degree at most rgj.

Part B. Let b(x) be a nonzero element of GF(pn) whose log is

required.
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(i) If deg b(x) = [%J, find log b in the database.

(ii) If deg b(x) > l%d, apply the Euclidean Algorithm to
. £(x) and b(x) to find polynomials t(x) and r(x) =

i l"“l'll!' "

deg t(x) = t%]

Compute log b

EXAMPLE, Consider GF(2

such that t(x)b(x)

and
(x) =

7

= r(x) (mod £(x)), ~

Y

deg r(x) = t%].

log r(x) - log t(x).

generated by f£(x) = x7 + x + 1. Suppose

we want to compute logarithms to the base x.

B log B B log B
1 0 1+x+x2+x3 21
) x 1l 1+x+x3 31
x2 2 l+x+x2 56
* 14+x 7 x+x2+x3 57
b 8 1+x5 63
x> 9 T2 90
14x2 14 x> 3
x+x3 15
(DATABASE)
Suppose we want the logarithm of the element b(x) =1 + x3 + x6.
Apply the Euclidean Algorithm.
si(x) ti(x) ri(x)
1 0 £(x)
- 0 1 b(x)
- 1 X x4+1 .
N x2 x3+1 x3+x2+l ’
3

. _ (x3+l)b(x) £ X

+x2+l (mod £(x)).

logab(x) = loga(x3+x2+l) - 1oga(x3+l)

= 90
= 27.

- 63
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This can be checked easily since we know that x9 = x2 + x3 (from

database) and so

o

x27 (x2+x3)3 = x6 + x7 + x8 + xg )
x6 + x+ 1+ xz + x + x3 + x2 :

= x6 + x3 + 1.

v g n

This algorithm is feasible for fields as large as GF(231)
(see [ 3]) but for fields much larger is infeasible. In section 4
we describe a modified version of this algorithm which is feasible

for much larger fields.

4, The Algorithm.

The algorithms of the previous section require approximately
Vq units in time and space for a field with q elements. For q
as large as 261 this is not a realistic approach to computing logs.
In this section we present a modified version of these algorithms
which is random time and subexponential in log q. Wewill describe the algorithm
for GF(p"), m = 2 but it also applies to GF(p), p a prime by
simply replacing polynomials by integers and irreducible polynomials

by primes.

THE ALGORITHM. (GF(p") genmerated by £(x).)

Part A. Compute and store the logarithms of all irreducible polynomials
of degree at most some constant b. The number b is determined by
the size of the field. This part of the algorithm is by no means simple

but it only needs to be done once.

Part B. We require the log of element b(x).

(i) If deg b(x) <b, £find log b(x) in the database.
(ii) If deg b(x) > b then : =
(a) Set 1 =1. a
(b) Generate a random integer ay and compute gi(x) = X ib(x)
(mod f(x)).
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(c) Apply Euclid's Algorithms to gi(x) and f(x) to
get polynomials ti(x) and ri(x) such that
t, (g, (x) = r,(x) (mod £(x))
and deg ti(x) and deg ri(x) E-% . ~

t e, s d

(d) Factor ti(x) = I p.9(x) and ri(x) = M q
j=1 7 h=1

If deg pj(x) <=b,1=<j=t, and deg qh(x) < b,

I

h(x).

v bl e

1 <h =<s then compute (from the database) -
t

log b(x) = -a, = 2 e.lo L(x) +

‘g ( 1 25 ng( ;

Otherwise, set i = i+l and go to step (b).

s
Eldj log qj(x)-

Part A of the algorithm is what we refer to as constructing the
database for the field. Our approach to this problem is as follows.
Having selected the integer b, let the irreducible polynomials of
degree at most b be pl(x),pz(x),...,pt(x) and let X, = log pi(x),
1<i=t. We attempt to find t 1linearly independent equations in
the t unknowns Xgs 1 <41i=t. Oneway to get these eqﬁations is
by applying Part B of the algorithm to each pj(x), l=3=t¢t., If,
in step d, the ti(x) and ri(x) both factor into irreducibles of
degree at most b we get an equation in the unknown x,, 1 = j = t.
We are most interested in the case where p =2 and p -1 is a prime.
Finding the equations in this manner is essentially random and, hence,
"once t such equations are found and if 2" is reasonably large the
.probability tﬁat the equations are linearly independent is also large.
To be méré precise, suppose we have t-1 independent equations and
we add anofher random equation. What is the probability that this
equation is linearly independent from the others? Since the coeffi-
cients of these equations are in GF(2n—1) the probability is
.(2n_l)t_(2n_l)t—l ] )
- @t 2"-1

sized n. E

which is close to one for even moderately

There are other techniques for deriving equations. We will discuss

these in a later section.
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Part B of the algorithm requires that we do much factoring.
Various techniques for factoring polynomials over GF(p) are known
(see [ 4], [ 3], [ 9], [12]). As our interests have mainly centred
g;ound GF(Zn) we have implemented the Berlekamp Algorithm [2 ]f
éince it appears to be the most efficient method over GF(2). 3

v

For a given polynomial b(x), Part B of the algorithm may be
executed many times before some gi(x) gives a ti(x) and ri(x) _
which factor into the database. For example, in GF(261) with b = 12 tests
indicate that on average Part B is required about 50 times for any
given polynomial b(x). This means that in most passes either ti(x)
or ri(x) contains an irreducible factor with degree greater than

b. Hence, when we start to factor ti(x) and ri(x) we attempt

to find a large factor as quickly as possible. If we find one then
we terminate the factoring process and start Part B again. To be
more explicit, we define the simple part of a polynomial g(x) to
be the product of the irreducible factors of g(x) which occur to
the first power. Call this factor Sim(g(x)). The repeated factor
of g(x) is defined to be Rep(g(x)) = g(x)/Sim(g(x)). For example,
15 g(x) = (1402 (Ttetxd) (Ihxtxd)  then Sim(g(x)) = (Lixtxd) (Lhatxo)
and Rep(g(x)) = (1+x)2. When factoring ti(x) and ri(x) in Part
B we first factor Sim(ti(x)) and then Sim(ri(x)). If either one
contains an irreducible factor of degree larger than b then, of
course, no further factoring is necessary. It is a relatively simple
matter to compute Sim(g(x)) and look for its largest irreducible
factor first. (The Berlekamp matrix technique for factoring cannot
distinguish between polynomials which are irreducible and those which

are pawers of such. That is why sim(g(x)) and rep(g(x)) are computed.)

Part B of the algorithm is based on the tendency for polynomials
to factor into irreducible factors of small degree. The asymptotic

¢0mp1exity of the algorithm for GF(Zn) (the case we are most interested

" in) has been computed by A. Odlyzko [10]. If p(n,k) is the probability

that a polynomial of degree n over GF(2) factors into irreducible
factors all of whose degrees are less than or equal to k then p(n,k)

is asymptotically bounded below by



-14 -

n, (1+o(1)) n (1+o(1))
e (E) 2e .k n
(;) and above by C:;) as n =+« and " -+ 0. Based on
this, the random time complexity is R4 cnlogn’ where R depe%ds on the

factoring algorithm employed.

Results in GF(261).

We have implemented the algorithm of the previous section and tested it

in the field GF(261) generated by f(x) = x61 + x5 + x2 + x + 1. The program

e
'y lflu [ RTTLRY

is in Fortran 77 with C subroutines and is running on a general purpose
VAX11/780.

In table 1 we list the probability P(k) that two polynomials, each of
degree at most 30, factor into irreducible factors all of degree at most k.
S(k) is the number of irreducible polynomials of degree at most k. Table 1
includes S(k)/P(k) which is the expected number of passes of Part B in
order to generate S(k) random linear equations in the S(k) unknowns which
are the logs of the irreducible polynomials of degree at most k. For this
case, we see that k = 12 minimizes the number of expected runs to produce a
database. Hence, we selected b = 12 for the algorithm as applied to this
field. This value of b requires a database consisting of 746 logarithms.
The polynomials and their logs are given in Appendix A and each appears in

octal form. For example, number 10 on the list is
57 170412154232625237603

The octal number 57 represents 1011 11 and is the polynomial

x5 + x3 + x2 + x + 1. The binary representation of the logarithm is

1111000100001010001101100010011
0101100101010101011111110000011

and the decimal representation of the logarithm is

2,171,194,306,592,735,107.

Rather than solve a system of 746 equations in 746 unknowns over

: GF(261-1) we decide to initially set b = 10 which requires more runs to

get the equations but the resulting system has only 226 unknowns. Having done
this we used the algorithm to build the database up to b = 12. We estimate

that such a database can be comstructed in under two hours using our present
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CANADIAN PROBABILITIES FOR GF(2**61).

P (K)

5.33462163E-14
1.76871018E-12
1.42920165E-10
6.35613994E-09
3.22381391E-07
5.33811.982E~06
6.74428582E-05
4.2333643E-04
1.86019133E-03
5.77168417E-03
.0144081649
.0293335145
.0528409512
.085727823
.128359867
.176843304
.229773022
.285984158
.345031001
.40617628
.469073093
.533239803
.598365862
.664015691
.729737155
.794775116
.857890338
.916752227
966945476
999999999

S (K) EXPECTED # OF RUNS

1 1.87454719E+13
2 1.13076751E+12
4 2.79876531E+10
7 1.10129734E+09
13 40324908.2

22 4121301,27

40 593094.674

70 165353.121

126 67734.9679

225 38983.4221

411 28525,4925

746 25431,6611
1376 26040.4094
2537 29593.6595
4719 36763.8274
8799 49755.9127
16509 71849.166
31041 108540.977
58635 169941.251
111012 273309.904
210870 449546.143
401427 752807.645
766149 1280402.26
1465019 2206301.78
2807195 3846857.71
5387990 6779263.58
10358998 12074967.6
19945393 21756579.8
38458183 39772855.8
74248450 74248450.1

Table 1

o
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routines.

The algorithm was run on 500 polynomials. The results of this sample

displayed in Figure 1.

LTI

_ 140
: 120
100
FREQUENCY 80
(NUMBER OF

POLYNOMIALS) 60

40

20

are

1 21 41 61 81 101 121 141 161 181
TO TO TO TO TO TO TO TO TO TO
20 40 60 80 100 120 140 160 180 200

(TRIALS)
Figure 1.

Part B of the algorithm was mod%fied slightly.

a and computing x 1b(x)

i
slowing the program down) we computed (l+x+x60)ib(x).

and this did not seem to affect the randomness

random integer
We knew the

logarithm of 1 + x + x60

require. For the 500 polynomials we tested, the average number of passes

through Part B of the algorithm was 56.01 with an average time to compute

log of under 5 seconds.

6. .Adleman's Algorithm

The best algorithm for computing discrete logarithm which appears in
literature is one due to L. Adleman [1 ]. For comparison purposes we
describe the algorithm here.

the number of elements in the field and random time.

Instead of generating a

(we found that this was, in fact,

we

the

The algorithm is subexponential in the log of
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Let pl(x),pz(x),...,pt(x) be all irreducible polynomials of degree at
most b over GF(p). Define a polynomial a(x) to be smooth if

t e, =
a(x) = II P, (x). -
i=1 : 3

fan g o

With each smooth polynomial a(x) associate a vector a(x) = (el,ez,...,et).

We will only consider the algorithm in GF(Zn) where 2" -1 is a prime.

Let a be a generator in GF(Zn).

THE ALGORITHM. Let b(x) be an arbitrary nonzero element in GF(Zn) and let

b be some fixed positive integer determined by n.
5 s s s —_

1. Generate smooth elements ba , a l, a 2,..., o so that ba® is linearly
s, 5, S
dependent on a ', a “,..., @ . That is,
— ¢ s
ba® = I Xi a’t
i=1
£
2, logb=-s5+ I X\;s,.
a . i7i
i=1

This algorithm, as with the one of the previous section, requires
factoring polynomials. It also requires that one solve a linear system of
equations over GF(2n—l). In practice it is likely better to compute the
logarithms of all the pi(x), 1 =1i=t, by initially solving a linear system
of equations. Step 1 would then require that we find a smooth ba® for some s.
This algorithm and ours are very similar and essentially only differ in the use
of the Euclidean algorithm.

Suppose we consider the expected number of runs to produce the database

61). Table 2 lists probabilities and

for this algorithm in the field GF(2
expected trials. The optimal database for this algorithm has b = 15 and the
expected number of runs is 628284, The algorithm of section 4 is about 25
tiﬁes more efficient in constructing a database. Also, factoring two poly-
nomials of degree at most 30 can be doﬁe more efficiently than fagkoring one

of degree 60.
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ADLEMAN PROBABILITIES FOR GF(2%*61l).

P (K)

8.20090524E-16
8.81933415E-15
2.4088587E-13
6.16697535E-12
2,.87534365E~10
6.49386181E-09
1.45140186E-07
1.6240426E-06
1.2624515E-05
6.39169698E-05
2.48450225E~04
7.38423665E~04
1.8477880BE-03
3.94471792E~03
7.51093409E-03
.0129724298
.0207338898
.0310329059
.044131034"
.0601228451
.0789028551
.100132689
.12355915
.148935705
.176080582
.204816723
.235001922
.266478225
+299022554
+332077077

S (K)

13

22

40

70

126

225

411

746
1376
2537
4719
8799
16509
31041
58635
1110112
210870
401427
766149
1465019
2807195
5387990

10358998

19945393
38458183
74248450

EXPECTED # OF RUNS

1.21937758E+15
2.2677449E+14
1.66053741E+13
1.13507832E+12
4.52119871E+10
3.38781462E+09
275595623
43102317.6
9980581,43
3520191.91
1654254.89
1010260.15
744674.141
643138.509
628284.038
678284.649
796232.649
1000260.82
1328656.83
1846419.61
2672526.87
4008950.56
6200665.83
9836586.87
15942672.2
26306396.9
44080482
74848115.6
128612984
223588002

Table 2

LT
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7. Results in GF(2127)

We are currently constructing the database for the finite field GF(212
127 X
+

)

x + 1, In Tables 3 and 4 we list the Pprobabilities
ang expected number of runs for our algorithm and the Adleman algS?ithm
réépectively. The optimal value of b for our algorithm is 20, This value
reauires that we compute a database containing 111,012 logs. Although this
number is manageable, we have decided on b = 17 1in order to reduce the size
of the linear system without increasing the expected number of runs drastically.
The optimal value for the Adleman algorithm is b = 23 with an expected
number of runs of 5,549,006,000. 1In terms of expected runs the Adleman
algorithm is about 100 times less efficient. This does not take into
account the time required to factor.
Presently, our algorithm averages one trial in .86 seconds on the VAX 11/780.
To produce enough random equations to construct the database would require about
2.28 years of machine time. This particular field exhibits a weakness which
will considerably shorten the time required to get the necessary equations.
We define the square orbit of an element B in GF(Zn) to be the set
oS
SO(B) = {B” :0 = s = n-1}.
If a is the generator of the field (the log base) employed and S50(a) contains
polynomials of "low" degree then this representation of the field is said to
exhibit orbital weakness. Orbital weakness can be exploited to get many
equations for the database and reduced the number of trials.

127 127

In GF(2 ) sgenerated by f(x) = x + x4+ 1 with log base a, f(a) = 0,

we have that

S0(a) = span{a,az,a4,...,a64}.

This is easily seen from the fact that for i = 7
' i 7 ,i-7 i-7 i-6 i-7

) a2 = (a2 )2 = (a"+a) = a2 + a2 .
Since every element in S0(a) 1is a for some i then the logs of all
elements in span {1,a,a2,a4,...,a64} are also known. This follows since
i i

i
(1+a2 )= (1+a)2 = a(127)2 .
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CANADIAN PROBABILITIES FOR GF(2**127).

P (K)

1.27141469E-32
1.61023467E-30
1.42003032E-27
1.15313844E-24
3.46321796E-21
2.43083741E-18
1.75009226E-15
2,99279106E-13
2,39477444E-11
7.73424039E-10
1.42517804E-08
1.48157461E-07
1.0660927E-06
5.46899677E~-06
2.19028276E~-05
7.12191038E-05
1.96662481E-04
4,71015488E-04
1.00764675E-03
1,96260912E-03
3.54177251E-03
5.96621694E-03
9.45338803E-03
+0142135998
.0204564492
.6283794933
.0381757153
.0500248252
f0640949758
.0805164802

S(K)

13

22

40

70

126
225
411
746
1376
2537
4719
8799
16509
31041
58635
111012
210870
401427
766149
1465019
2807195

5387990

10358998 -

19945393
38458183
74248450

EXPECTED ¢ OF RUNS

7.8652544E+31
1.24205499E+30
2.81684126E+27
6.07038995E+24
3.75373429E+21
9.05037906E+18
2.28559379E+16
2.33895379E+14
5.26145586E+12
2.90914154E+11
2.88385022E+10
5.03518348E+09
1.29069451E+09
463887639
215451634
123548311
83945854.4
65902291.5
58190035.4
56563479.1
59537985.4
67283339.5
81044911.9
103071637
137227872
189855046
271350462
398709899
600018684
922152208

Table 3

oo

o
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PROBABILITIES FOR GF(2%%127)

TOTAL IRREDJCIBLES

1

2

4

7

13
22
40
70
126
225
411
746
1376
2537

4719
8799
16509
31041
58635
111012
210870
401427
766149
1465077
2807173
5387393
10358933
19546640
38457232

-2073236992

Table 4.

EXPECTED RUNS
Ak KKk Kk KKk K kK
RRRRRERAERE SRS RRRE X
ERKEREREERRRKREER R KRR
Kok ok ok Ak ok ok ok ko ok ok ko
EARRERARRERRRR RS AR
A K KRk ok ¥ Ok Kok Xk Kok kK
K ok ok %ok % ok K A kok kK ¥k k%
YT T I ITI I T
EREARKKRRERRKER KK R KR
AR AR RE kR R K RE KKK XXX
REXIRXK KR KRR KK KRR KRR
ok ok ok kR K % R ¥k ok K Rk KX
EARREERKRRRKRE X RK R KK

677227100009.0000000

1858525700000.0000000
69154030000.0000000
31488370000.0000000
17251720000.,0000000
11724140C0C.0C0C3C2
7588399000.00600000
6479914000.0000000
5756219C00.£C200GCT
5549006000.0000000
5737345000.0000000
6324850000.0C00000
7305424000,0000000
3868630C0C.C000C3C
11222780C0040000000
1473725000040 000000
~624746702.C0C00C0
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THEOREM 7.1. Let f(x) be an irreducible polynomial of degree n over

F =GF(q). Let g(x) be an arbitrary polynomial over GF(q). Let m(x) be
any divisor of f(g(x)). Then the degree of m(x) 1is a muZtiqu;of n.
P?oof2~ It is sufficient to prove the result for irreducible facf;rs m(x) .
ﬂ;t m(x) be a factor of h(x) = f(g(x)), let K denote the splitting
field of h(x) and let a be a root of m(x) in K. Let L denote the
subfield of K induced by a. That is, L 1is the splitting field of m(x).
Since m(x)|h(x), we have h(a) = f(g(a)) = 0 so that g(a) 1lies in the
splitting field of f£f(x), which is R = GF(qn). Also g(a) 1lies in no
proper subfield of GF(qn) since all zeroes of £f(x) generate this field.
Since g(a) lies in L then R € L and, therefore, n divides
dim[L:GF(q)]. Since m(x) is irreducible and L is its splitting field,

we have that
deg m(x) = dim[L:GF(q)]

and the result follows.

The following example illustrates the use we make of orbital weakness

and Theorem 7.1.

EXAMPLE. 1In GF(2127) generated by f(x) =1 + x + xlz7 we know that
= ,
x2 = x + x~. Consider the irreducible quintic g(x) =1 + x2 + x5. Now,
7
2 2
g(x” ) = gx+x")
=1+ x2 + x4 + xs + x6 + x9 + xlo
= (1+x2+x3+x4+x5)(1+x3+x5).

27 27
But g(x” ) = [g(x)] and, thus,

2710g g(x) = log pl(x) + log pz(x)

wh?re ‘
1+ x2 + x3 + xa + x5
1+ x3 + xS.

Pl(x)
Pz(x)

This gives us a linear equation in the logs of polynomials of low degree.
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Equations generated as in this example are referred to as systematic, The
system of linear equations we require to construct the database in GF(2127)
cannot be made up entirely of systematic equations. It is, howevér, very likely
tbat a large portion of the equations can be systematic with the *emaining
eiuations being generated at random or by other means. We have o;ly begun to
génerate systematic equations. There are 226 irreducible polynomials of degree
at most 10. We have generated 133 linearly independent systematic equations,
There are 126 irreducible polynomials of degree at most 9 and we have 90
linearly independent systematic equations. Another méthod for generating
equations‘is what we call weight manipulation. It appears to be a powerful
technique for giving linear equations. We have, as yet, not implemented it and

so will not discuss it further.

8. Representations of GF(pn), n= 2.

It is well known that any two finite fields with pn elements
are isomorphic. Let £(X) and h(X) be distinct irreducible poly-
nomials of degree n over GF(p). Let IFl and 'Eé be the finite
fields with pn elements generated by f(X) and h(X) respectively.
Ed. and IF2 are said to be distinct representations of GF(pn). The .
algorithm of section 4 requires that a database of logarithms be
constructed. These logarithms are given with respect to a given
representation of the field. If the field representation is changed

we can only compute logarithm in the new system if

1. a new database is constructed
or

2. the isomorphism between the two representations is established.

To make 2. more clear, consider the following. Let a be a
primitive element for a field IFl of order pn and let B be a
primitive element for a field IF2 of order pn. Suppose that a good
algorithm for computing logarithms to the base a in IFl is known.
Given an element X €]F2 such that we require its logarithm to the
base B we could do the following. Let mB(X) be the minimum poly-
nomial of B and let o be & root of mB(X) in TF,. This polynomial

can be used to define a field isomorphism




°H ]F2 —*lFl where c(gj) = (ai-.)j, 0<3j3s= p“_z’

o can be represented by a linear transformation A between the *

béSES Bl = {l’B’Bzgooo’Bn-l} and Bz = {l’a,azgcacgan—l}c NOW;;
for X GIFZ, write X with respect to the basis B1 and denote it
Xé. Thus, AXB GTEI. Computing the logarithm of this element gives
AXB = at, for some integer t, or XB = A—lat = (A“la)t = B_it.

Hence, 1ogﬁX = =i 1og(1 AXB.

There seems to be no general procedure for efficiently determining
the isomorphism between two finite fields. The following result,
which to the authors knowledge was first pointed out by J. Sacks [13],
gives a useful result in this direction. It requires the use of

p-polynomials or linearized polynomials.

A polynomial L(X) over GF(p) is said to be a linearized
polynomial if and only if '
t i
LX) = I A\XP.
i=0
A polynomial A(X), over GF(p) 1s said to be an affine poly-
nomial iff A(X) = L(X) - a where L(X) 1s a linearized polynomial
and a € GF(p).

For a thorough treatment of linearized and affine polynomials the

reader is referred to the book by E. Berlekamp [2].

Affine polynomials have the nice property that their roots in
GF(pn) can be determined by solving a linear system of equations

over GF(p).

Suppose we have two filelds IFl and ]:F2 of order pn. These
fields are generated by f(X) and h(X) respectively. If we can find
a root of f£(X) in the field IFZ then isomorphism is easily established.
Suppose that f£(X) divides an affine polynomial a(X). Then the roots
of f(X) are among the roots of a(X). We can find the roots of
a(X) 4in IFZ by solving a linear system of equations over GF(p).
By substituting each of these roots into £(X) we can determine a

root of f(X) in T If the degree of a(X) 1is not too large then

2°
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this method is feasible., For example, in GF(2127) génerated by
f£(X) = X127+X+1 we see that a(X) = X128+X +X is an affine poly-
nomial which £(X) divides. Since the degree of a(X) is not farge,

we can determine isomorphism between any two finite fields of order

2127 efficiently. The example we cited earlier of GF(261) generated
by £(X) = X61+X5+X2+X+1 is somewhat different. The affine polynomial

of least degree which f£(X) divides has order 260. This, of course,

does not mean that isomorphism cannot be done efficiently. We need
to find an irreducible polynomial of degree 61 which divides an
affine polynomial of not too large a degree. We have not made a serious

attempt to find such a polynomial.

9. Conclusion
1
The results contained in this report establish that GF(2 27) is not
secure for a PKDS. It is our opinion that a PKDS is still a viable technique

and still requires much consideration.
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