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Standing Committee on Government Operations and Estimates
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● (1540)

[English]
The Chair (Mr. Robert Kitchen (Souris—Moose Mountain,

CPC)): I'll call this meeting to order. Thank you, everybody, for be‐
ing here.

Welcome to meeting number 12 of the House of Commons
Standing Committee on Government Operations and Estimates.

The committee is meeting today from 2:37 my time, which
would be 3:37 eastern time, until 5:37 p.m. We will hear from wit‐
nesses as part of the committee's study on the Nuctech security
equipment contract and then we will discuss committee business in
camera.

To ensure an orderly meeting, I would like to outline a few rules
to follow.

Interpretation in this video conference will work very much as in
a regular committee meeting. You have the choice at the bottom of
your screen to choose “floor”, “English” or “French”, and we
would ask you to use the language that you will be speaking.

Before speaking, please wait until I recognize you by name.
When you're ready to speak, you can click on the microphone icon
to activate your microphone. When you're not speaking, your mi‐
crophone should be on “mute”.

To raise a point of order during the meeting, committee members
should ensure that their microphone is unmuted and say “point of
order” to get the chair's attention.

In order to ensure social distancing in the committee room, if you
need to speak privately with the clerk or analyst during the meeting,
please email them through the committee email address.

For those people who are participating in the committee room,
please note that masks are required, unless seated, and when physi‐
cal distancing is not possible.

We're going to have five minutes of opening remarks from our
witnesses. We will go in order. I'll call your names out.

I understand, Mr. Elcock, that you aren't going to be giving a pre‐
sentation, so we will start with Mr. Charles Burton.

I invite him to make his opening statement.
Dr. Charles Burton (Senior Fellow, Centre for Advancing

Canada's Interests Abroad, Macdonald-Laurier Institute, As
an Individual): Thank you, Mr. Chair, and good afternoon.

I would like to supplement the evidence this committee heard
from civil servants on November 18 by providing information
about the relationship between Nuctech and the Chinese Commu‐
nist Party apparatus that is the regime of the People's Republic of
China.

The Nuctech corporate organigram shows the Chinese Commu‐
nist Party branch and its party secretary, Chen Zhiqiang, at the apex
of Nuctech's corporate pyramid. The party branch is at the top. The
Nuctech board of directors and senior executive management is
therefore subordinate to direction from the Chinese Communist
Party.

Indeed, party secretary Chen is also the chairman of Nuctech's
board of directors. As a very senior official of the Chinese Commu‐
nist Party, Mr. Chen is also currently a member of China's National
People's Congress. The party secretary is thus the highest ranked
and most powerful official at Nuctech.

The Chinese state heavily subsidizes Nuctech and other Chinese
hardware and software development and production to make it
highly competitive in global markets. That's why they tendered the
cheapest bid to us. Like all Chinese state enterprises, Nuctech's rai‐
son d'être is not primarily economic profitability; it is also to serve
other overall PRC regime purposes.

As was mentioned in the evidence in a previous meeting, China's
National Intelligence Law of 2017 compels all Chinese nationals,
including those working for Nuctech at home and abroad, to collab‐
orate with agents of the Chinese state on request, to further Chinese
state interests by, you know, purloining confidential data and en‐
gaging in compromise of infrastructure around the world.

This intelligence law is really just pro forma. In fact, Nuctech's
connection to the Chinese party/military state is much more than a
master-servant relationship; it's really a symbiotic relationship.
What I mean by that is that Nuctech, like all Chinese state enter‐
prises, is fully integrated into the PRC party, state, military and se‐
curity apparatus because, as party general secretary Xi Jinping has
put it, “Party, government, military, civilian, and academic, east,
west, south, north and centre, the Party leads everything.”
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Just as the Chinese Communist Party does not allow for true civil
society or non-government sectors, there are also no industrial en‐
terprises in China existing independently from China's party state.
In terms of assessing bids, we have to understand that Nuctech is of
a substantive nature utterly different from that of its foreign com‐
petitors, those existing in a civil space outside of political institu‐
tions.

This is a hugely significant distinction between Nuctech and
non-Chinese security equipment concerns. Nuctech's purposes are
actually the Chinese Communist Party's purposes for Nuctech. Be‐
cause of its role as an integral element of the unified Communist
Party regime, Nuctech's primary purpose is not to generate profits
but to serve the overall interests of the Chinese Communist Party at
home and abroad, including China's massive domestic and interna‐
tional intelligence-gathering program.

Nuctech can reciprocally draw on Chinese military and intelli‐
gence services to obtain foreign technologies and foreign data to
serve its advantage. It's fully supported by the Chinese Communist
Party's extensive United Front Work Department operations, coor‐
dinated out of the PRC's embassies and consulates abroad.

This is because Nuctech, like all PRC enterprises, is mobilized
by the Chinese Communist Party to serve PRC regime geostrategic
goals throughout the world. That's why you have the Chinese Com‐
munist Party branch party secretary, Chen Zhiqiang, as the highest
ranked official of Nuctech.

The key here is to recognize that Nuctech is a function of an inte‐
grated party-state-military-civilian-market PRC regime complex
whose strategic intent is severely at odds with the interests and val‐
ues of the liberal democratic west, including Canada.

My conclusion will be very brief.

Canada's country-agnostic approach to procurement, while ar‐
guably politically correct, should not be applied to bids from Peo‐
ple's Republic of China enterprises, state or otherwise. Because
China routinely grossly flouts the norms of the international rules-
based order in diplomacy and trade, this country-agnostic approach
obscures the realities of Chinese regime enterprises and the threat
they pose to Canada's national security. In short, like the Chinese
Communist Party, Nuctech cannot be trusted by Canada under any
circumstances.

Thank you, Mr. Chair.

● (1545)

The Chair: Thank you, Mr. Burton.

Now I'll go to Mr. Leuprecht for five minutes, please.

[Translation]

Dr. Christian Leuprecht (Professor, Department of Political
Science, Royal Military College of Canada, As an Individual):
Ladies and gentlemen, thank you for your invitation. I'll speak in
English, but you may ask your questions in the language of your
choice.

[English]

There is a written submission that hopefully you have received. I
shall have to abstract from that submission. I co-authored that sub‐
mission intentionally with my colleague, David Skillicorn, from the
School of Computing at Queen's University, in order to lend greater
heft to the actual security assessment of the technology.

We have long argued that Canada's strategic and policy engage‐
ment needs to be far more nuanced to reflect the complexity of a
relationship that is evolving rapidly. On some matters China is a
partner, on some a competitor and on some an adversary. These
three challenges converge on matters of technology, security and
procurement.

Our assessment of the security risk is that on the technical side
they are moderate and manageable, although there are risks. The
broader issue at stake is from a democratic government or procure‐
ment perspective of procuring such technology from China, and in
particular from state-owned enterprises.

First, as Professor Burton has already pointed out, China is play‐
ing the long game and is engaging in predatory market practices in
order to undercut other companies. You can find this well docu‐
mented in a report released last month by the United States Senate
Committee on Foreign Relations that goes into substantial detail on
Nuctech and other Chinese technology companies and how exactly
this works.

On principle, SOEs or partial SOEs from non-democratic
regimes should be excluded from Canadian public tendering pro‐
cesses because they're not competing on a level playing field. In
other words, this matter of Nuctech should be referred to Canadian
competition authorities. In lieu of that referral, I suppose, we're
here today having these meetings.

In case there's any doubt about just how arm's length Nuctech is,
it was founded in 1997 by the son of former Chinese leader Hu Jin‐
tao, which makes him part of the notorious “princelings” of the
“red royalty” that are widely despised across China. Doing business
with Nuctech is bad for Canada's image, bad for China, and bad for
Chinese and our image with the average Chinese.

Second, Canadian companies are precluded from competing for
public procurement tenders in China. The principle of reciprocity
suggests that companies that are either explicitly excluded from
foreign tenders or that structure their markets so that foreign com‐
panies cannot compete should not be able to compete for federal
public tenders in Canada.
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Third, Canada should not be doing government procurement
business with a country that engages in hostage diplomacy, bullies
Canada and some of its closest allies, spreads blatant false informa‐
tion, engages in large-scale and systematic foreign interference,
regularly flouts international laws, including endangering allied
warships, and is responsible for large-scale human rights abuses on
a scale not seen for decades. Nuctech is complicitous in this regard
because its relations in selling equipment to the Xinjiang Public Se‐
curity Bureau goes back well over a decade, as recently testified on
July 20 before the Subcommittee on International Human Rights of
the Standing Committee on Foreign Affairs and International De‐
velopment. Therefore, Canada shouldn't be duplicitous in terms of
doing business with a company that then on the other side engages
in large-scale human rights abuses, and at the same time criticizing
China for how it treats individuals of the Uighur minority in Xin‐
jiang.

Fourth, the 21st century is really about data and technology, and
China is doing both to enable and promote digital authoritarianism
and undermine democratic values, and to actively compromise and
interfere in sovereign decision-making. We are now witnessing this
on a daily basis and every successful public tender for Chinese
technology in Canada is an accelerant towards this dystopian fu‐
ture.

Ergo, Canada should be banning any Chinese state-owned enter‐
prises, partial SOEs, or companies suspected of receiving undis‐
closed government subsidies, and all Chinese technology compa‐
nies from Canadian federal public procurement, including standing
offers. In cases where that would be in breach of Canada's interna‐
tional trade or legal obligations, the decision should rest with the
minister, who should make that decision public.

Finally, and I conclude on this, this matter is indicative of broad‐
er issues that have long plagued federal public procurement in this
country, especially on matters of security and defence. I remind the
committee of the U.S. Department of Commerce's annual report on
most difficult countries for military procurement, for U.S. compa‐
nies to do procurement for U.S. military assets, and Canada ranks
second on that list of countries most difficult to do procurement in.

● (1550)

That is robust outside validation of the dysfunction of procure‐
ment with which this committee should be seized. The Government
of Canada has an opportunity to learn and leverage the visibility
from this near-miss with Nuctech, which manifests the extent to
which the broad scale and threat risk of this bilateral relationship
continually outstrips the government's current tool kit in gover‐
nance capacity.

This is an opportunity to realize that instead of fending off the al‐
ligator that's closest to the boat, the tool kit that enables these ex‐
amples is simply not fit for purpose. However, in court we have
tools to review investments against national security considerations,
such as the ICA, and more are coming with respect to critical in‐
frastructure. If there are no comparable tools in place or even under
discussion for national security reviews of research and develop‐
ment partnerships, even for domains under the federal government's
agreement, such as the tri council grant funding agencies, associate

university research and national labs, such a built-for-purpose tool
kit on procurement is long overdue.

The Chair: Thank you, Mr. Leuprecht.

Now we'll go to Mr. Mulroney for five minutes, please.

Mr. David Mulroney (Former Ambassador of Canada to the
People's Republic of China, 2009-2012, As an Individual):
Thank you. I'll again offer a few opening comments.

On one level, what we're seeing with the Nuctech affair is the
kind of disconnect that plagues bureaucracies. I was aware of the
risk of disconnect when I served as ambassador to China. We had a
dozen different organizations at the embassy, each working directly
for managers in Canada. I used to say that my role as ambassador
required me to be connector-in-chief. This was essential because
failure to connect and to see the bigger picture almost always meant
failure at the level of larger Canadian interests.

Some very significant Canadian interests were at risk in the
Nuctech affair, and you've heard about some of them already.
Briefly, it's not in Canada's interest to advance the global domi‐
nance of a Chinese state-owned technology powerhouse, or to cre‐
ate long-term access and partnerships in our system that could
make us vulnerable in the future.

Although bureaucratic disconnects happen in normal times, these
are not normal times. I was secretary to the independent panel on
Canada's future role in Afghanistan, also known as the Manley pan‐
el. Canada's mission in Kandahar was failing because the Canadian
Forces, Foreign Affairs and CIDA each saw the mission differently.

The very wise people on the panel said that Afghanistan was a
once in a decade challenge, one that required new structures and
new approaches. We needed a single vision, one that was owned
and led by the Prime Minister. We needed to identify achievable
objectives, to assign responsibilities clearly, to resource the chal‐
lenge appropriately and, above all, to see the mission as a Canadian
priority, one that transcended specific military, diplomatic or aid
objectives.

The panel's focus on process was unorthodox. Ottawa is a town
that is in love with policy ideas and bored to tears by policy imple‐
mentation, by the details of how things actually get done. As the
panel pointed out, however, attempting something of national im‐
portance without mobilizing and organizing for success is irrespon‐
sible, and a dereliction of duty to Canada and Canadians.

Managing the Canadian implications of the rise of China isn't a
once in a decade challenge. It's closer to a once in a century chal‐
lenge, requiring a complete rethinking of foreign and domestic poli‐
cies.
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The Nuctech case is more than a bureaucratic disconnect, more
than a performance failure by a government that is more challenged
than most when it comes to actually getting things done. The expe‐
rience offers us a brief worrying glimpse of the state of China com‐
petence in a government that has had vivid daily warnings of the
extent to which China poses what the Deputy Minister of Global
Affairs has referred to as “a strategic challenge to Canada”. Howev‐
er, we've seen no signs of heightened awareness, no sign of in‐
creased urgency to identify and better manage anything and every‐
thing having to do with China, and no evidence of any effort to gal‐
vanize the entire government, all departments and agencies, in an
effort of pressing national importance.

This isn't actually a policy problem. It's a problem arising from
the absence of policy. The officials you've already heard from were
well-intentioned, but they didn't display any real sense of urgency
or even much awareness of our China challenge. This isn't their
fault. It points to a failure of leadership, a lack of that sense of pri‐
ority and high-level accountability required to face up to and intelli‐
gently manage what may well be a once in a century challenge.
● (1555)

The Chair: Thank you, Mr. Mulroney.

Ms. Carvin, please. You have five minutes.
Professor Stephanie Carvin (Associate Professor, Norman

Paterson School of International Affairs, Carleton University,
As an Individual): Thank you.

I note that my computer has glitched throughout, so hopefully I
will be able to make it through. I believe you have my written testi‐
mony, and I would be happy to repeat if required.

Thank you for having me here today. Before I begin, I feel that I
should disclose that I worked for the Canadian Security Intelligence
Service between 2012 and 2015 as a strategic analyst. I did not,
however, specifically work on this file, and my interest in the na‐
ture of Canada's relationship with China comes from my own
scholarly interests, research and activities.

In that sense, I'm very pleased to be able to speak with the com‐
mittee today about this important issue. My argument is essentially
this: The Nuctech contract is problematic, but not for any of the
reasons that have been discussed in the media.

Yes, the scanners are made in China, but so are the computers
our embassies use, and the phones and basically all the telecommu‐
nications equipment. Also, all the technologies that are made else‐
where probably contain components that are in fact made in China.
For better, and quite possibly worse, it is not possible at this time to
have technology that is not made in China or with parts that are
somehow made in China or sourced from China.

Now, of course there is a risk here, but at the same time it's not
clear that banning all this technology is going to make us safe ei‐
ther. Indeed, it's more problematic to suggest that bans on equip‐
ment make it safer. By this I mean that China is good at getting the
information it wants through a variety of means, and many, if not
most, non-Chinese technology firms, particularly in the telecommu‐
nications sector, have security flaws and vulnerabilities that can be
and most certainly are exploited by malicious actors.

Frankly, there are many ways to spy on Canadian embassies
abroad: physical surveillance, phishing attacks, insider threats and
exploiting vulnerabilities in software. An X-ray machine in a non-
classified area seems to me one of the clumsier ways of trying to do
it. In that sense, I feel that the technical threat element has been
overstated in the public discourse.

Now, I want to be clear. This does not mean that the Nuctech
contract is fine. There are clear problems with it and the procure‐
ment process, which this entire matter illustrates.

The first issue is that of state-owned enterprises, or SOEs. I don't
think I need to explain to the committee why these are a problem
generally, but in this particular case it is worth noting that these are
firms that can normally depend on extremely generous support
from the state in terms of money or strategic information often
gathered through corporate espionage. These advantages give SOEs
the ability to undermine any competition. Because they do not have
to adhere to the normal business practices, they can bid on contracts
at very low prices in order to win, without having to worry about
profit or answering to shareholders. In the long term, this can lead
to moves that effectively skew the market in certain strategic areas.
In this sense, it is clear that some SOEs represent a geo-economic
challenge to Canada and western technology firms in their ability to
engage in anti-competitive practices. This behaviour should not be
rewarded by the federal government.

That relates to a second concern about Canada's procurement
practices. It is worth noting that Canada is increasingly developing
processes around foreign investment by SOEs generally and has re‐
cently tightened restrictions around certain sectors such as health
care during the COVID-19 pandemic. However, for some reason, it
appears that protective measures around foreign investment do not
extend to the federal procurement process.

Based on the testimony provided to this committee on November
18, 2020, by Mr. Scott Harris, vice-president, intelligence and en‐
forcement branch of the Canada Border Services Agency, his orga‐
nization “leaned into our colleagues at CSE and elsewhere to gather
their expertise” on the issue of security threats from Nuctech tech‐
nology. If this consultative step was taken in the case of CBSA,
why is this not standard practice across the federal government?
The lack of standardized policies and procedures, where some de‐
partments seek security advice and others do not, seems to be a se‐
rious problem.

In conclusion, my recommendations are as follows:
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First, Canada should have a policy in place where the procure‐
ment of goods and services provided by SOEs by any department
are given additional formalized and consistent scrutiny to make
sure such investments align with Canadian priorities and values. To
be sure, all SOEs are different, and some are simply profit motivat‐
ed. In this sense, a total ban does not make sense. However, it is
something to be risk managed in co-operation with Canada's securi‐
ty agencies.

Second, the federal government needs to develop what is often
referred to as a “defence in depth” policy when it comes to the pro‐
curement and use of technology, particularly as so much of it
presently comes from China.
● (1600)

This is a layered security approach, where multiple steps empha‐
size measures that control physical access, technology controls that
limit what adversaries can do should they get access to a system,
and fundamentally for the issue before us, administrative measures
that ensure the right policies are in place to prevent security breach‐
es.

Bans will likely not solve our problems, but risk management
with layered security approaches will likely be more successful in
the long run.

Of course, implementing such a policy will be difficult. In our
federal system, many different agencies have different slices of the
security and procurement pie. CSE is responsible for the technolog‐
ical assessment, CSIS for the geo-economic threat context, PPSC
for ensuring the best value for money, etc.

Media reporting has indicated that tensions have emerged in sim‐
ilar exercises by federal departments, such as the investment re‐
views required by the Investment Canada Act. However, our feder‐
al departments and agencies continue to work together on these
new security challenges, and they are learning to get along for the
greater good. There is no reason why this could not happen in the
area of securing procurement for the federal government.

Thank you.
The Chair: Thank you, all, for your presentations. They are

greatly appreciated.

We are now going into our questioning. [Technical difficulty—
Editor]

The Clerk of the Committee (Mr. Paul Cardegna): Mr. Chair?

I don't know, Mr. Chair, if you can hear me or not. We're not
hearing you in the room. If you can hear me, give me a thumbs-up,
please.

Hold on. We're just going to check with the technicians. We are
not hearing you in the room. One moment, please, Mr. Chair.

Mr. Chair, I wonder if you could try again. We're going to check
to see if we can hear you in the room.

The Chair: Certainly. I'll scream a little louder from
Saskatchewan so that everyone can hear me.

The Clerk: Well, you must be screaming loudly now. We are
hearing you now, so that is good.

Thank you very much, Mr. Chair. My apologies. You may con‐
tinue.

The Chair: Thank you, everybody. I apologize. Please bear with
us while we deal with the technology.

We will go into questions. As I have indicated, we will do the
first hour as we normally do. Then for the second hour, in order to
conform to time, we will go to three minutes for the Bloc, three
minutes for the NDP, five minutes for the Conservatives and then
five minutes for the Liberals to finish off.

We will start off the first round with Mr. Paul-Hus.

You have six minutes.

[Translation]

Mr. Pierre Paul-Hus (Charlesbourg—Haute-Saint-Charles,
CPC): Thank you, Mr. Chair.

I would like to thank all the witnesses for their testimonies. It's
quite impressive and confirms a lot.

We, in the Conservative Party, are very concerned about what is
happening with China. As Mr. Mulroney mentioned, this is really
the challenge of the century.

Dr. Burton, in your remarks, you talked about the direct relation‐
ship between Nuctech and the Chinese Communist Party and the
links with the Chinese People's Liberation Army.

What is the direct threat to Canada's national security?

● (1605)

[English]

Dr. Charles Burton: Thank you, Mr. Chair.

I think that what we're really looking at is that the Chinese gov‐
ernment has a policy of....

Mr. Chair, I'm getting the French interpretation through my head‐
set.

The Clerk: Mr. Burton, are you sure you have selected the En‐
glish channel for speaking English?

Dr. Charles Burton: Yes. It definitely says English on my
screen.

The Clerk: Continue, please, and we will try again.

Dr. Charles Burton: With regard to the question of the security
threat, there is no question in my mind that the Chinese government
seeks capabilities that may be useable if its intent comes later. Ca‐
pability plus intent is a threat.
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In the installation of these very reasonably priced X-ray systems
and so on, aside from the concern that CSE raised the last time
about USB ports or hard drives inside, there's also just the idea that
people who are possibly agents of the Chinese regime would have
the opportunity to spend a lot of time in embassy premises—at the
door, potentially interfering with the equipment or installing phone
chips and that kind of thing—which I think in general the Chinese
regime would see an opportunity, in having the ability to access the
embassy.

I have heard of a Chinese-installed streetcar system in Britain in
which the company found out to their surprise that in fact, on the
basis that they needed to service it, the streetcar system was con‐
nected to China via a telephone link, which would allow people in
the city of Nanjing to stop and start those streetcars remotely.

I think they want that kind of capability, not necessarily because
they have the intent to use it immediately, but because there is the
potential to make use of this as an opportunity for the Chinese state
to realize its geostrategic purposes in the future.

Let me say one other thing. As someone who spent a lot of time
in China—I was educated in China—if I went to an embassy and
saw that I was being scanned by a Chinese-manufactured machine,
I would be quite reluctant to go in, just because of the potential of
using sophisticated artificial intelligence and so on to monitor, as
we have seen with this kind of equipment as it's used in places such
as Xinjiang against the Uighurs.

I think in general we have to be very cautious about any firm that
is connected to the Chinese state.
[Translation]

Mr. Pierre Paul-Hus: Thank you, Dr. Burton.

I have the impression that everyone knows this, but that many
don't dare to act because of economic considerations.

As Prof. Carvin mentioned, Nuctech's embassy systems are one
thing, but the systems we acquire are sometimes made in China. We
let them into our government systems. We can leave the private
sector out because we're here to talk about the Government of
Canada facilities, but I think we're being a little careless.

We noticed a lack of consistency when we met with officials two
weeks ago. There is no relationship between the different depart‐
ments. A Deloitte report, commissioned by Global Affairs Canada,
cost us $60,000 per page. All this to get us to give recommenda‐
tions that will not solve the problem.

What do you think the Government of Canada should do imme‐
diately to try to resolve the situation quickly?
● (1610)

[English]
Dr. Charles Burton: Is that question addressed to me?

[Translation]
Mr. Pierre Paul-Hus: Yes.

[English]
Dr. Charles Burton: Yes, I agree absolutely with what

Stephanie Carvin has said, that we need to get better procedures in,

fully aware of the potential security risk of acquiring Chinese
equipment. They bid the lowest price, similar to the way the Chi‐
nese firm Huawei was underbidding Ericsson and Nokia to the or‐
der of something like 30%.

I think we have to be aware that there is a security threat posed
by companies of this nature, which as I said in my opening state‐
ment are of a substantive character completely different from that
of other companies.

If you look at the difference, a Canadian company like the Black‐
Berry company could not draw on the resources of CSE to get in‐
formation about technology being produced by their competitors or
to acquire data about bidding and so on, whereas Chinese state
firms absolutely have the resources of the state at their disposal, be‐
cause it's an integrated, unified system.

From that point of view, awareness of this is the key, and proper
procedures to ensure that this never happens again would be terrif‐
ic. I also very much agree with Mr. Mulroney that our government
has simply not put enough resources into getting the expertise nec‐
essary to fully understand the nature of our engagement with China,
which opens up many issues that make it different from our en‐
gagement with really any other country in the world.

The Chair: Thank you, Mr. Burton.

We now have Mr. Jowhari for six minutes.

Mr. Majid Jowhari (Richmond Hill, Lib.): Thank you, Mr.
Chair.

I would like to also thank all the witnesses. It was quite an infor‐
mative presentation, which covered the spectrum of points of view
and our relationship vis-à-vis China.

The comments that inspired me or raised my eyebrows were
those made by Mr. Mulroney. I jotted a number of points down on
which I'd like to get some points of view from Mr. Mulroney.

In summary, the way I took it was that there's an absence of poli‐
cy vis-à-vis China or the broader relationship with China. You
talked about centralized leadership, about alignment across many
various departments, about mobilization of organizations for suc‐
cess and about a high level of accountability. What stood out was
that you indicate there's an absence of policy.

Given that you worked in the embassy and represented Canada,
can you share your point of view vis-à-vis the Canadian govern‐
ment's policy toward China over the last 10 to 15 years? We know
there's been a shift in their policies. Have our policies aligned
themselves with them, and specifically with regard to technology,
investment, socioeconomic and foreign affairs policy?

Can you shed some light on this question?

Mr. David Mulroney: I think the first thing to remember is that
China is extremely dynamic, and so it's changing. The China of Hu
Jintao which was becoming more aggressive and assertive, has
been replaced by the China of Xi Jinping, which is extremely ag‐
gressive and assertive. To that extent, no, we have not kept up with
the changes.
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A wise person in Australia once said that while Australia didn't
have a China policy, China very definitely has an Australia policy.
It very definitely has a Canada policy.

Let me say two things about this issue. One, I don't think it's a
procurement issue. I think the real issue is a China issue. Two, we
shouldn't underestimate the challenge of galvanizing and bringing
the government together.

I'm not as optimistic as Professor Carvin about the ability at the
grassroots of people to come together. This takes real leadership. It
requires everybody in government to take note and to pause when
China comes up anywhere and consult.

It requires a much higher level, a raising of the bar, when it
comes to the security standards that we expect of China. This isn't
just like buying a computer that may be made in China. This is a
long-term relationship with a company, Nuctech, that would be
across the board for all of our embassies, whereby China can find
the weakest link in that chain of embassies.

By the way, they will find a weak link somewhere. This is larger.

Finally, this isn't just a Canadian problem. We have allies who
are in exactly the same boat. This is where our diplomacy should be
directed, to be sitting down with the Australians and the New
Zealanders, with the Danes and the Swedes and the Brits, to talk
about how they're dealing with this issue. I think we would find that
there's common cause.

We're a long way behind. I have great faith in our ability to catch
up, but it takes high-level will.

Thank you.
● (1615)

Mr. Majid Jowhari: Speaking specifically to a bilateral invest‐
ment treaty that we signed back in 2012 with China, the foreign in‐
vestment promotion and protection agreement, or FIPA, allowing
for non-discrimination and equitable treatment of Chinese foreign
investors, in general, do you think we should reconsider it, that we
should re-evaluate it or amend it?

What are your thoughts on that?
Mr. David Mulroney: The thing about the foreign investment

agreement that we should remember is that it applies to existing
foreign investment and is about equitable treatment of existing Chi‐
nese investments in Canada and Canadian investments in China.

The government always retained the ability to block any invest‐
ment in Canada that runs counter to any perception of Canadian in‐
terests and Canadian security interests in general. I don't see that as
central to this issue. We've always retained that ability, and in fact
we've shown the willingness to do that over time. This isn't really
an investment issue; it's a procurement issue, but it's part of a larger
web of concerns about China's encroachment.

Mr. Majid Jowhari: On one hand, I hear that it's not a technolo‐
gy issue but a procurement issue. On the other hand, I hear it's not
really a procurement issue but a much bigger, fundamental issue.

Help me reconcile, any of you. Probably we can go to Mr. Bur‐
ton. I know you were asked more about the security aspect, but how

would you reconcile this as not being a procurement issue or as be‐
ing a procurement issue, not a technology issue, and its being a pol‐
icy issue?

Can you give us your insight into that?

Dr. Charles Burton: Well, I think that certainly it is an issue of
the process of procurement in the sense that, as was pointed out, the
civil servants who spoke to you last time are good people who are
behaving in accordance with the regulations and practices as set
down.

Clearly those regulations and practices are not effective in pre‐
venting the Chinese state from putting in a low bid with all 63 of
those boxes ticked off and potentially getting their equipment into
embassies, thereby allowing for all sorts of possibilities for access
into our diplomatic facilities by Chinese agents. I think we need a
general policy on understanding the nature of procurement from the
Chinese state and a very careful process of assessment of these bids
by people who have the expertise to assess the security risk in the
relevant government agencies. I think for the most part we won't be
getting any Chinese procurement.

The Chair: Thank you, Mr. Burton.

We will now go to Ms. Vignola for six minutes.

[Translation]

Mrs. Julie Vignola (Beauport—Limoilou, BQ): Thank you
very much.

My first question is for Dr. Burton.

Dr. Burton, I've had the pleasure of reading a few of your arti‐
cles, including the one in The Globe and Mail on December 4. It
was about the situation between China and Australia. In retaliation,
China has imposed huge taxes on barley and wine that have cost
Australia billions of dollars.

There are similar situations here, in Canada, such as with
Huawei. In addition, Nuctech's contracts with China run until 2023,
if I remember correctly.

If Canada puts its foot down, and we stop working in isolation,
what could be the consequences—positive or negative—from an
economic and national security perspective?
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[English]
Dr. Charles Burton: Thank you. I think in that regard there is

no question the Chinese regime will attempt to pressure us through
diplomatic and economic coercion if they feel that will achieve
their purposes. We now have the situation of the hostage diplomacy
of Michael Kovrig and Michael Spavor, for example. I suspect that
when Ms. Meng Wanzhou was given authority by the Chinese
Communist Party to transit through Canada, the assumption was
that Canada would simply ignore our obligations to the United
States under the extradition treaty because there was sufficient
knowledge in Ottawa that one should not be detaining Ms. Meng.
Now Chinese diplomats say, “Well, the fact that you held her means
that you must be punished.” So, even if Ms. Meng is eventually
able to return to China under some means, a deferred prosecution
agreement or withdrawal of the extradition request or determination
by Justice Holmes that the extradition doesn't stand up, we're still
going to be punished. The question is whether we respond.

Australia does, I think, over one-third of its external trade with
China, so the $20 billion in sanctions that China has imposed on
Australia, directly connected to 14 different conditions, damages
them much more. They want Australia to seek funding for the Aus‐
tralian Strategic Policy Institute, for example—it has found out a
lot of things about Chinese espionage and influence operations—
and to agree to Huawei and to stop their press from reporting nega‐
tively, and any number of things that the Chinese regime believe
that we can achieve.

I think from that point of view we have to be prepared for retalia‐
tion, and the only reason this will not happen will be that the Chi‐
nese recognize that we will not be bowing to this kind of pressure
and making concessions to them because they are pressuring us.
Right now, by holding Kovrig and Spavor, they have managed to
stop us from getting any response to Huawei 5G. We're not enact‐
ing the Magnitsky Act against Chinese officials complicit in geno‐
cide in Xinjiang, and we're not upholding our obligation to sign the
British joint declaration with regard to people in Hong Kong who
will be subject to persecution under what we would regard as the
illegal national security law, so from the Chinese point of view,
Canada's response is the one that they want.

I think it's the wrong response. I think it's time for us to make it
clear to the Chinese regime that we will not be bullied and intimi‐
dated. Australia is certainly setting a very good example for us of
the right way to go.
● (1620)

[Translation]
Mrs. Julie Vignola: Thank you, Dr. Burton.

I'll now go to Mr. Mulroney.

Mr. Mulroney, you said earlier that we need to stop working in
isolation and that the departments need to talk to each other. We
were quite surprised a few weeks ago to learn that there was no se‐
curity specification on the Nuctech order form. Now we know that
Nuctech has contracts that go up to 2030.

Is it now time to review our processes to make them more effi‐
cient and transparent across departments to ensure Canada's nation‐
al security?

[English]

Mr. David Mulroney: Yes, absolutely, but I come back to my
skepticism about the ability of the federal bureaucracy—and I'm a
former federal bureaucrat—to do this on its own even with the best
will in the world. The government is capable of that kind of smart
connected operation for only a limited period of time on an issue as
complex as China.

I mentioned the Manley panel on Afghanistan because it was the
recommendation of people like John Manley, Derek Burney and
Paul Tellier that government reorganize itself for special challenges
and that these challenges needed to be led by the Prime Minister. I
think we would need at least that level of organization around Chi‐
na so that every senior official in the federal government would be
aware of the fact that if China is involved in whatever issue they're
dealing with, they need to stop. They need to think and they need to
consult. Until that happens, I'm afraid that we won't get there. We
won't get there by working from the bottom up. This has to come
from the top down, because it's a significant change in how govern‐
ment operates. You saw the results of that at your last meeting, that
we didn't need Deloitte, an expensive consulting company, to tell us
that the government needs to co-operate, but it won't happen with‐
out high-level leadership.

● (1625)

The Chair: Thank you, Mr. Mulroney.

Thank you, Ms. Vignola.

Mr. Green, you have six minutes.

Mr. Matthew Green (Hamilton Centre, NDP): That's actually
a great segue, because I tend to agree that we don't always have to
go to Deloitte to tell us things that we ought to know already.

This question, through you, Mr. Chair, is for Mr. Manley. I cer‐
tainly would agree with my members on this committee that this is
a fascinating opportunity here, with people with significant past ex‐
perience both on the government side and on the China-Canada re‐
lations and policy side.

On November 18, Public Services and Procurement Canada con‐
firmed that the department intended to stop doing business with
Nuctech, but that “based on the standards, rules and approaches we
use or the legislation, I cannot guarantee or tell you that will be the
case.”

Mr. Manley, in your experience, what Canadian standards or leg‐
islation poses barriers to ending Canada's relationship with Nuctech
or other companies it deems to be a security risk?

Mr. David Mulroney: I'm guessing you mean me.

It's Mulroney. Manley is the other guy. There's another Mul‐
roney, too, but I'm the guy you have today.

Mr. Matthew Green: My apologies, Mr. Mulroney. It is defi‐
nitely you.

Mr. David Mulroney: No problem.
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I think there are things that come up. We see officials, with justi‐
fication, talking about government procurement and regulations
within the WTO, and there may be other contracting issues. With
respect, this is sometimes the last refuge of the bureaucracy when it
doesn't want to do something important.

As important as the government procurement regulations are in
the WTO, regulations which, as Professor Burton has pointed out,
China largely ignores, and as important as they are for us—and I
get that—our national security is more important. We need to have
an understanding within the government that China and dealing
with the rise of China is a priority that requires fresh thinking, and
that we won't accept as the final word, “Well, there's this govern‐
ment procurement regulation, so we can't do it.” We need to think
this through and take more time to think it through.

Mr. Matthew Green: Mr. Mulroney, on that particular point, Mr.
Jowhari raised what I think were some important questions. You
perhaps disagreed.

Could it not be the case that FIPA as ratified by Canada and the
ensuing 31-year term locking in seven Canadian governments
might be some of these regulations or legislation that the Chinese
government could use to say, under one of their clauses, that we are
not in fair dealing with the country? With the way particularly the
rhetoric and the red-baiting that we hear about are used, with the—
quote/unquote—values compatibility and all of these things that re‐
ally raise, I think, problematic analyses, quite frankly, could FIPA
not be used in this regard to launch a complaint against Canada's
procurement against a Chinese company?

Mr. David Mulroney: Maybe you'll explain later what you
mean by “red-baiting”, because I certainly didn't engage in that—

Mr. Matthew Green: Not you, but the rhetoric.... I'll share with
you, Mr. Mulroney, that the rhetoric we've heard even here today,
and in fact what has been the rhetoric of the House of Commons as
of late, could be considered by many a marked departure from the
Chinese government that the Conservatives under Stephen Harper
walked in hand in hand to for a 31-year FIPA.

As you talk about the long-term policy implications of China, in
your professional opinion, what is the material change in terms of a
threat? I believe that in your testimony, Mr. Mulroney, you had
identified that even at that time they ought to have been considered
a threat, yet the Harper government locked us in for 31 years.

Mr. David Mulroney: As I said, I think that if you look at the
foreign investment promotion and protection agreement, it has to
do with existing investment and the guarantee that they will be
treated according to international law and the laws of the country.
Even if we wanted to try to get out of the foreign investment pro‐
motion and protection agreement, I don't think it would affect our
national security the way that addressing things like government
procurement, which means new relationships and new technologies
that are coming in, would. I'm kind of agnostic on that.

What I'm saying is that we should be setting aside excuses that
don't really stand up to the importance of our national security, and
I'm not seeing any willingness to do that. That willingness would
have to come from higher levels, and the silence of the government
on issues related to China yields exactly the kind of passivity that
you saw from officials last week. That will continue until the gov‐

ernment finds the courage to speak to Canadians the way they
should.

● (1630)

Mr. Matthew Green: In your opinion, in terms of the ascendent
power of China as a global actor, how long has it been known that
they would potentially take this type of aggressive position? You
used, I think, the language about foreign aggression or aggressive
policies. While you were a public servant, was it your opinion at
that time that they were also an aggressive actor on the global
scale?

Mr. David Mulroney: I wrote a book about this back in 2015,
and I talked about my darkening view of China. I said that I thought
that up until about 2009 China was still using the rhetoric of inter‐
national co-operation and collaboration. With the economic crisis
and its success in getting through it, we saw a more assertive China,
but that was stepped up radically with the arrival of Xi Jinping. We
have seen China in places around the world, in the South China Sea
and in India, and interfering in most western countries in a way that
is unprecedented. This has ramped up in the last five years.

Mr. Matthew Green: For my last question, in your opinion, are
there any other foreign state actors quite like China positioned to
have the same type of aggressive policy that would potentially be a
threat to Canadian national security?

Mr. David Mulroney: There are other threats to our national se‐
curity, but in my view—and you might want to ask Mr. Elcock
about this—China is far and away the greatest threat.

Mr. Matthew Green: Thank you so much for your time.

The Chair: Thank you.

We'll now go to the second round, starting with Mr. McCauley
for five minutes.

Mr. Kelly McCauley (Edmonton West, CPC): Thanks, Mr.
Chair.

Witnesses, thank you very much.

Mr. Leuprecht, in your statement, you talked about the risk from
Nuctech being in our embassies as a moderate risk and manageable,
but why would we even bother then if it was a small risk or a man‐
ageable risk? Why would our government bother instead of just
banning it outright?

Dr. Christian Leuprecht: I think that is the overall thrust of the
statement that this is a strategic challenge, but the strategic chal‐
lenge then also needs to understand that, inherently, out of the um‐
brella remarks that have been made about the geostrategic engage‐
ment by China flow definite risks.

The problem is that we often, as Professor Carvin pointed out,
start the conversation on the wrong end. We start focusing on the
micro risks the particular technology poses rather than the broader
macro scale, the macro elements, both in terms of strategic policy
orientation as well as how that then is not reflected in adequate pro‐
curement practices and in adequate national security vetting that
would then forgo having to have the micro conversation about the
threats.
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Make no mistake. These are real threats. As Professor Burton
pointed out, any software ultimately needs to be updated, so the up‐
dates in and of themselves pose a significant risk.

This is the part that people don't get about Huawei, where people
ask, “How is it that there are no back doors?” Well, there's no back
door to date, no compromise today, but you need the back door
built in by definition so that you can actually update the software in
the actual equipment. Overnight, the hostile actor can embed mali‐
cious technology. Look, there's a lot to be learned, for instance,
about traffic that comes through the embassy, the types of material
and when that traffic comes in at unusual hours and so forth.

Mr. Kelly McCauley: I would think that even dissidents coming
to our embassy.... You would certainly have a second thought be‐
fore you would pass through Chinese security equipment if you are
a Chinese dissident.

Dr. Christian Leuprecht: I think the ability to track how often
these dissidents are going, how many of them are coming in and
out, is a little bit like what signals intelligence agencies do. Just be‐
ing able to track the traffic pattern, that in itself can give you a sig‐
nificant amount of information, particularly when their traffic pat‐
tern, for instance, doesn't line up with regular business hours. You
can kind of go, “Well, there's something obviously up at the em‐
bassy. Now we should probably leverage some of the other technol‐
ogy or some of the other compromises that we have in the technolo‐
gy within the embassy to understand what that might be.”

Mr. Kelly McCauley: Thank you.

Professor Carvin, you talked about how a total ban doesn't make
sense, and then you segued into all the problems that we're going to
have in procurement and the other challenges that we're going to
have in addressing this.

Should we not just then have an outright ban and then start work‐
ing on addressing some of these many challenges, these cross-de‐
partmental challenges, so that at least we stop the bleeding immedi‐
ately and then set up proper procedures?

Prof. Stephanie Carvin: That's one possibility. My concern
would be that we simply would not be able to adjust fast enough.

My issue is that we seem to be all one way and not the other.
What I'm arguing for is layered security. Again, I very much re‐
spect the testimony by other colleagues, but if we take the example
of the X-ray machine, you're saying that if I were a dissident, I
would worry about going through an X-ray machine. Well, I would
be more worried about the street cameras that were certainly sur‐
rounding me—
● (1635)

Mr. Kelly McCauley: I agree with you 100%, and I'm dumb‐
founded that—

Prof. Stephanie Carvin: There are so many other ways—
Mr. Kelly McCauley: It goes to your comment about layering. I

was dumbfounded that witness after witness at our first meeting
said, “Oh, it's not on our security list; we did the right thing.” It's
almost like we flew the plane into the mountain, but we checked all
the checklist items, so it was a success. Common sense certainly
has to have a part in it, but we seem to be lacking because we're
more focused on ticking boxes than actually doing the right thing.

Should we do an outright ban until we can change our processes
so that we don't have department after department turning a blind
eye to our security concerns?

Prof. Stephanie Carvin: In my view, I think it would just be
easier to harness the expertise that we have now within the Com‐
munications Security Establishment. They are perfectly able to pro‐
vide technological reviews, as well as help with risk mitigation
strategies. Certainly, that seems to have been the case with the CB‐
SA. In its testimony on November 18, it said that, yes, it had
reached out to and consulted with the CSE when it procured and
used these technologies.

I think it would just be easier, would it not, to.... We have the ex‐
pertise in place. What I think is lacking is exactly that box that
needs to be ticked. We need to completely re-evaluate our boxes.

Mr. Kelly McCauley: All right. One of my questions is—

The Chair: Thank you, Ms. Carvin.

Mr. Kelly McCauley: —whether the CSE should do a security
analysis on them all.

The Chair: Thank you, Mr. McCauley.

We'll now go to Mr. Weiler for five minutes.

Mr. Patrick Weiler (West Vancouver—Sunshine Coast—Sea
to Sky Country, Lib.): Thank you, Mr. Chair.

I'd also like to thank the witnesses for joining our committee to‐
day and for the really interesting comments and discourse we've al‐
ready had.

I'd like to ask Mr. Mulroney my first question.

Given the risk that you highlighted that the PRC poses now and
has posed for some time, you mentioned that we need to look at the
bigger picture, and I very much agree. With that mind, I'm wonder‐
ing what your opinion is of the 2012 acquisition of Nexen by a Chi‐
nese state-owned company. Do you think a national security review
should have been done for this $15-billion takeover of a Canadian
natural resources asset?

Mr. David Mulroney: If I recall, what followed in the wake of
that was a new policy on acquisitions by state-owned enterprises,
but I'm not qualified to talk about the.... I wasn't involved in the
Nexen review itself. However, we saw an evolution in policy, and
certainly that evolution in policy has had to take account since then
of the 2017 intelligence act in China, which Professor Burton refer‐
enced, which basically made every Chinese company an agent in
the work of the Chinese Communist Party.

Mr. Patrick Weiler: Mr. Mulroney, with this in mind, going for‐
ward, how should we look at acquisitions of Canadian natural re‐
source projects by state-owned companies?

Mr. David Mulroney: I think the policy we have that looks at
net benefit to Canada and, again, looks at our national security in‐
terests should be sufficient.
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I also think.... I've said this about foreign investment, foreign in‐
vestment by many sources. We've seen major multinational finan‐
cial institutions engaging in wrongdoing. We should be vigilant,
and investment locales, notably provinces and municipalities,
should also be applying the laws, rules and regulations that they
have in effect.

Foreign investment involves all three levels of government, and I
think that over time we're closer, particularly post 2017 and the
Chinese intelligence act, to the scrutiny we need for SOEs.

Mr. Patrick Weiler: Thank you, Mr. Mulroney.

My next question is for Professor Carvin.

You mentioned in your opening statement that you thought the
technical security threat over the provision of the Nuctech equip‐
ment has been overstated. I was hoping that you could let us know
what you think the security risk is to Canada's consular efforts that
this contract to supply X-ray machines would pose.
● (1640)

Prof. Stephanie Carvin: I think this was backed up by Christian
Leuprecht's testimony, in the sense that the risk is fairly moderate.
Of course, these devices do have to be updated, and there is the fact
that perhaps Chinese individuals would be coming in to fix the
equipment. All of these are serious risks, but I suppose the point I
was trying to make with that remark is that just because you ban a
technology doesn't mean the threat is gone.

I'm concerned in particular with, say, the 5G discussion, in that
we talk about banning a technology and we think that's going to
make us safer. It may in some ways, but the fact is that all security
products have flaws in them. All these vendors have serious issues.
Just because they're not Chinese doesn't necessarily mean they're
secure.

We need to be doing these tech reviews on all technology, for the
reason that we do know that states like China are trying to hack into
our embassies and other places. To me, it's not even just the Chi‐
nese, even though I think that should be, for reasons of the prob‐
lems related to SOEs that have been I think well discussed in this
particular session.... We need basically all of our technologies re‐
viewed consistently and thoroughly. Clearly, that's not something
that's in the procurement right now.

Yes, this is my concern. By focusing on this narrow issue of the
X-rays themselves and whether or not they're vulnerable, we over‐
look the broader issues with regard to malicious action, say by Chi‐
na, against our embassies abroad and against our government, prob‐
ably as we speak. We're probably being hacked as we speak. This is
the reality.

That's what I meant about that specific technical threat being
overstated. It's missing so many of the other broader issues that I
think this specific committee could be dealing with in regard to
broad overarching strategies for procurement.

Mr. Patrick Weiler: Thank you.
The Chair: Thank you, Mr. Weiler.

We'll go to Ms. Vignola for two and a half minutes.

[Translation]
Mrs. Julie Vignola: In 2017, there was a change to China's na‐

tional intelligence law.

What was our situation before the law was passed in 2017, and
what was it afterwards?

That's my first question because I only have two and a half min‐
utes.

My second question is the following.

Should a company headquartered in Hong Kong be monitored as
much as a company in Beijing?
[English]

The Chair: Ms. Vignola, who do you want that question directed
to?
[Translation]

Mrs. Julie Vignola: My question can be for Dr. Burton or
Prof. Carvin.
[English]

Dr. Charles Burton: I can say a couple of thing about this.

I think that certainly before the 2017 intelligence law it was clear
that Chinese citizens are always required to respond to the demands
of the Chinese Communist Party. I think the intelligence law simply
made explicit something that was already in effect.

With regard to Hong Kong, Hong Kong is now fully integrated
into the mainland system. The companies that operate there would
not be able to be independent of Chinese Communist Party control,
and therefore I think should be regarded the same as companies
from the rest of China.

I would say one other thing. These kinds of procurements are not
reciprocal. The Chinese government would never put any foreign
5G into their telecommunications, allow any foreign company to
install security equipment in their embassies or allow foreign acqui‐
sition of mines and other energy resources. I think that by itself,
aside from the moral issues that Christian brought up, suggests this
is not something that we should be doing.
[Translation]

Mrs. Julie Vignola: Thank you.

If I understand correctly, even though Hong Kong had another
regime, today it is completely integrated. If a federally chartered
company wants to do business with a Hong Kong‑based company
and lease a loading and unloading dock for 60 years along a very
large Canadian river, is that also the kind of situation that should be
viewed with suspicion and that Canada should put a stop to?
● (1645)

[English]
Dr. Charles Burton: I'm sorry but I don't understand the ques‐

tion. Is the question if a Hong Kong company has a lease on prop‐
erty in Canada?
[Translation]

Mrs. Julie Vignola: A company that wants—
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[English]
The Chair: Ms. Vignola, unfortunately, we are running out of

time.

Mr. Burton, maybe we can get a clarification from Ms. Vignola
to you a little bit later and then you could answer that in writing.

Dr. Charles Burton: Okay.
The Chair: Thank you.

Mr. Green, you have two and a half minutes.
Mr. Matthew Green: Thank you, Mr. Chair.

I want to take this last section to do what was suggested earlier
and get to the root of how we might be able, as a committee, to im‐
prove procurement.

Mr. Chair, through you, to Mr. Leuprecht, how can the federal
government improve how security risks are assessed, in your opin‐
ion?

Dr. Christian Leuprecht: First, let's actually have a mechanism
to assess those when it comes to procurement.

As I pointed out, we do have one when it comes to investment. It
is under consideration for critical infrastructure, but it is not cur‐
rently under consideration for broad swaths of what the federal
government does or where the federal government invests, such as
in research and development.

Maybe we could actually start even by having a discussion. I
think the discussion that you are initiating is very prescient in that
regard.

Mr. Matthew Green: In that regard, which federal organiza‐
tions, if any, should play the key role in the security assessment
process?

This came up in an earlier meeting, so I won't pre-empt what my
answer is, but I'd love to hear yours.

Dr. Christian Leuprecht: We need to have a comprehensive
strategy. I think Ambassador Mulroney alluded to this continuous
working in silos with one agency, as Professor Carvin points out,
reaching out while another entity does not. It also requires a com‐
plete rethink of how we actually work in government, with a much
more horizontal approach instead of the vertical implementation we
currently have. As I think Ambassador Mulroney rightly pointed
out, there is no good mindset in Ottawa when it comes to policy im‐
plementation. The minister loses interest; many of the senior civil
servants lose interest, and they just pass it off to someone.

I think it requires an entire process, from devising a policy to ac‐
tually executing that policy. It's a several-step process that needs to
have much more consistent attention at all points throughout it.
That would already be a very good beginning in terms of getting a
more equitable approach.

Mr. Matthew Green: In your opinion, based on your profession‐
al background, are there any bilateral or multilateral forums in
which Canada should be engaging to improve its procurement secu‐
rity assessment?

Dr. Christian Leuprecht: The Five Eyes mechanism, which I
think Professor Carver might have alluded to, already provides us a

very good opportunity for better operational integration. We do this
quite well at the defence level, but it is much more recent at the lev‐
el of intelligence and security, other than signals intelligence. We
are leveraging mechanisms, but the learning curve is relatively
steep, in particular with regard to what we can share and under
what conditions with our partners.

Actually putting the frameworks in place so we can talk about
things in an intelligent fashion with other people who hold other
relevant information and put that together to see the whole picture
beyond our borders would be a good start.

Mr. Matthew Green: It sounds like a course you could maybe
put together and teach.

Dr. Christian Leuprecht: I'm teaching it at RMC right now.
You're welcome to join and audit the course.

Thanks for your fantastic questions.
The Chair: Mr. Paul-Hus, you have five minutes.

[Translation]
Mr. Pierre Paul-Hus: Thank you, Mr. Chair.

My question will be for Mr. Elcock.

I'm a member of the Special Committee on Canada‑China Rela‐
tions. Two weeks ago, the Minister of Foreign Affairs, the Hon.
François-Philippe Champagne, appeared and mentioned right away
in his speech that the China of 2020 was not the China of 2015.

We can see this very well today; Nuctech is just a drop in the
bucket and really shows us the security issue that China can repre‐
sent.

I'd like to know if you currently consider that Canada has already
given up the fight against China.
[English]

Mr. Ward Elcock (As an Individual): Mr. Chairman, no, I
don't. I think the reality—and on this I would agree with Mr. Mul‐
roney—is that the absence of policy decisions at the top makes it
more difficult for the government, more broadly writ, to respond to
the threat from China. I think the importance of a policy, or the re‐
vision of a policy on China by the Government of Canada, is an
enormously important thing. I'm more sanguine than Mr. Mulroney
would be about how government would respond were such policy
decisions to be taken, but I think the policy decisions, ultimately,
need to be taken.
● (1650)

[Translation]
Mr. Pierre Paul-Hus: Thank you, Mr. Elcock.

I think it's pretty clear from the testimony we've heard today that
the government urgently needs to do a national security review with
respect to procurement. We're here primarily to talk about procure‐
ment. We know that two years ago, the government did a review of
the legislation through Bill C‑59 that touched on national security
and tried to put some structure back in place. However, I think we
have an urgent problem with respect to the procurement.

My next question is for Dr. Leuprecht.
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Do you think we should do this very urgently?
Dr. Christian Leuprecht: We need a more nuanced approach.

Our current approach is too one‑size‑fits‑all. Indeed, not every in‐
vestment from China is a threat, on the contrary. As an average
country with an average economy, we need investment from
abroad. We need some degree of technology from abroad because
we don't have the capacity to research and manufacture everything
in Canada.

So, we need to be able to identify where this investment could be
a positive‑sum game for China and Canada, and could be a posi‐
tive‑sum game in the private sector as private investment when the
same interaction within the public sector and public procurement
pose a threat to national security.

We currently lack the tool to take this much more nuanced ap‐
proach to engagement with China. We need and lack leadership
from ministers and politicians because, at the end of the day, they
are the ones who give direction to public servants. So, public ser‐
vants could just follow the mechanism, the frameworks, the law
and regulations that are put in place by the policy branch of our
democracy.

Mr. Pierre Paul-Hus: It's clear that the lack of political strength
in this issue is serious.

I'd like to talk to you from a technical point of view. We remem‐
ber Nortel. At the time, when it went bankrupt, the Canadian
Armed Forces took possession of the building, and they found that
the premises were bugged. The Chinese had bugged the entire
place. The technology at the time was not as advanced as it is to‐
day.

In your presentation, you talked about critical infrastructure. Is
there a concern that China right now, with all the technologies al‐
ready in place everywhere, is in a position to take over the subway
in Toronto or Montreal, for instance? That may seem exaggerated,
but do you think, from a technological point of view, the Chinese
can already do this?

Dr. Christian Leuprecht: The risk is bound to exist given the
ubiquity of technological facilities. That said, you mentioned Nor‐
tel, but in the 1970s and 1980s, it was the largest private‑sector em‐
ployer of engineers in Canada and a world leader in this field. It
went completely bankrupt as a result of its own mistakes, but also
because its intellectual property had been stolen by hostile actors.

So, there's a great risk, not only to the public transportation you
mentioned, but also to Canadian businesses. Who will invest in re‐
search and development in Canada knowing that intellectual prop‐
erty will be stolen by competitors?

Mr. Pierre Paul-Hus: Thank you.

[English]
The Chair: Thank you, Mr. Paul-Hus.

We will now go to Mr. Drouin for five minutes.

[Translation]
Mr. Francis Drouin (Glengarry—Prescott—Russell, Lib.):

Thank you very much, Mr. Chair.

I'd like to thank the witnesses for being with us today. I greatly
appreciate it.

Dr. Leuprecht, you spoke earlier about Nuctech in Canada and its
relationship with its head office. You explained that it was a mas‐
ter‑servant relationship. I assume what you meant by that was that
the decision‑making process was master‑controlled and that this de‐
cision was made in China, even though there were subsidiaries in
Canada. Decisions aren't made in Canada, and any decision relating
to Nuctech is made in China.

Have you seen the same process used in other Chinese
state‑owned enterprises?

● (1655)

Dr. Christian Leuprecht: That's a good question.

[English]

Data is the most valuable commodity in the world.

[Translation]

It has more value than oil, gas or other natural resources.

China's geostrategic approach is to dominate in terms of net‐
works and software, everything from data flow to data analysis.
They want to have the capacity to receive and control this data.
China knows that the country that will dominate this field in the
21st century will be able to dominate the geostrategy of the 21st
century. It's an integrated strategy.

Because the relationship between the Chinese government and
Chinese companies is very close, the Chinese government is able to
execute this geostrategic approach in a way that is incomparable to
democratic countries.

Mr. Francis Drouin: Thank you very much for your answer,
Dr. Leuprecht.

[English]

Mr. Mulroney, through various testimonies at this committee,
you've often alluded to how we should be cultivating a culture, I
guess, of “let's be worried about China right now”. You've often
evoked that it should start at the leadership, but the fact that China
has been stealing IP and the fact that China has been somewhat act‐
ing in bad faith in some of our obviously ally countries is not new
news.

Then, bringing it back to Nuctech and procurement practices and
thinking of recommendations that our committee needs to make,
how would you share that China knowledge within all the bureau‐
cracies knowing that—you've served in the federal government—
we often act in silos and it's hard to break those silos? How do you
cultivate that leadership inside our federal bureaucracy?
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Mr. David Mulroney: It has to come clearly and unequivocally
from the top, and that is the Prime Minister. It's not even just the
foreign ministry, because the fact that we have this.... If you listen
to the testimony about the procurement, you'll see that even Global
Affairs doesn't have the voice and, for a variety of reasons, isn't al‐
ways listened to. It has to start from the top.

People will say that we can't speak about China because of all
the things they've done to us, including holding Michael Kovrig
and Michael Spavor. There's a lot of truth to that, but it's also Chi‐
na's objective. By silencing the government, largely, and by keep‐
ing the government passive, China.... I've often said that the people
who are affected by this aren't the Chinese. The Chinese are very
skilled operators. The people who are affected by the silence of the
government are Canadian public servants, who continue to pump
missions and visits into China and continue to treat procurement as
business as usual.

Let me, if I may, just add one observation as someone who has
spent a lot of time in Canadian embassies. The reassurance you got
that vendors are supervised inside the embassy is something that
you should be very skeptical about. I've made it my business to
travel around and to see what was happening when service was be‐
ing done. This is seen as a very boring joe job and it's often given
to—and I mean no offence—family members and to kids who are
returning from university. When I went through, I saw people look‐
ing at their phones and reading magazines.

All China has to do in this relationship that it would establish
through Nuctech is find a few weak links, and believe me, they'll
find some.

Mr. Francis Drouin: Would you recommend that all—

The Chair: Thank you, Mr. Drouin.

Mr. Francis Drouin: I've run out of time. Thank you.

The Chair: Yes. Unfortunately, time is very tight today. We've
just finished our first hour and we actually have about 12 minutes
left before we have to go in camera.

What we will do is go to the Bloc for two minutes, the NDP for
two minutes, the Conservatives for four minutes and the Liberals
for four minutes.

Ms. Vignola, you have two minutes.

● (1700)

[Translation]

Mrs. Julie Vignola: I'll come back to my previous question,
Dr. Burton.

Suppose a Canadian port does business with a Hong Kong com‐
pany to ensure its development. This company will be responsible
for automating the port and its operations. In return, for the invest‐
ments, the company receives a 60‑year lease.

Is this the kind of event that Canada should be very wary of, es‐
pecially on its doorstep? How should Canada respond to this type
of economic proposal?

[English]

Dr. Charles Burton: I'm not aware of the contract that you're
talking about, but on the face of it, it strikes me as completely nuts
to give a company subservient to the Chinese Communist Party
control over critical infrastructure like port facilities. If we've
agreed to such a thing, I think we should review it pronto and stop
it.

[Translation]

Mrs. Julie Vignola: Thank you very much. We agree, especially
since it's a port that leads to the heart of the continent.

X‑rays seem very harmless. We've talked about what can be dan‐
gerous, such as having a machine made by the Chinese that is then
installed and updated by the Chinese.

If the updates aren't done by a Chinese company, is the security
risk less or the same?

[English]

Prof. Stephanie Carvin: I'm not saying that it's harmless. What
we're dealing with is a spectrum of risks here, and how we manage
those risks can have a huge impact on the overall security. Even if
we aren't going through Chinese companies, there still are a lot of
risks that are put in place. That's effectively what I'm saying.

The other thing is that I'm more worried about the janitor than I
am about the X-ray machine because, frankly, the janitor is going to
have a lot more access than the X-ray machine. That's what I'm try‐
ing to say.

Look, I think the issue here is not necessarily that this is harm‐
less or that even if it's a non-Chinese company servicing the X-ray
machine there isn't an insider threat there. There is, absolutely, an
insider threat, and this is why this kind of overall layered security
approach that's looking at these things in steps and trying to....
Sometimes in critical infrastructure protection we talk about the
Swiss cheese model, which is where you're trying to layer security
so that you can't shoot through all the holes all the way through and
then eventually hit some kind of vulnerability.

The Chair: Thank you, Ms. Carvin.

Mr. Green, you have two minutes.

Mr. Matthew Green: Mr. Mulroney, in your view, should com‐
panies be excluded from open competitions based on their country
of origin?

Mr. David Mulroney: Yes. In the security sector, we should not
allow Chinese companies, for example, to compete, and I wouldn't
let Russian companies compete. We need to think seriously about
where the risk is coming from. I think Professor Burton said earlier
that this country-agnostic view is unrealistic and detrimental to our
national security.

Mr. Matthew Green: To what extent can the federal government
assess these security risks associated with a company by virtue of
its country of origin?
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Mr. David Mulroney: It could do so by cross-referencing the
technology related. Also, any technology coming from a country
like China that could make us vulnerable and that could harvest in‐
formation about Canadians or about our foreign guests would be off
the list. That's certainly not impossible.

Mr. Matthew Green: Would this relate to our emergency ex‐
emptions, like our security exemptions?

Mr. David Mulroney: That's why I talked about creating new
structures. We might have to look at this in a new way, but we've
had two years of daily focus on the risks posed by China, and we
haven't done it yet. I think we should get down to figuring out just
what that would look like. The result would be that in many sectors
we would not be procuring Chinese equipment or services for the
Canadian government.
● (1705)

Mr. Matthew Green: In your mind, while obviously trying to
honour our obligations under international trade, is this approach
something that is manageable and something that we could do
based on our current international trade agreements?

Mr. David Mulroney: That's why I said you have to weigh our
obligations to the WTO against our obligations to the national secu‐
rity of Canada. That's the first point.

The second point is that you're going to find that a lot of other
countries are in the same boat, and we could be spurring some cre‐
ative thinking about how we do this collectively. I could tell you
that others are already doing it and that we are laggards in thinking
about this.

The Chair: Thank you, Mr. Mulroney and Mr. Green. Two min‐
utes go by very quickly.

Mr. McCauley, you have four minutes.
Mr. Kelly McCauley: Professor Carvin, before we can set up an

overall rejigging of our procurement process, who do you think
should be doing a last-person review of any procurement? Would it
be CSE or someone else like CSIS?

Prof. Stephanie Carvin: It depends on the issue. On the techni‐
cal expertise it would certainly be CSE. I do believe they have that
expertise now and have provided it in certain select cases but they
have to be consulted first.

Then on the geo-economic aspects, I think you wouldn't want to
involve an agency like CSIS, which could provide perhaps the
broader context and would have knowledge of.... The other thing
about these companies too is even when it looks like it's a private
company, that just may be a shell company that's owned by layers
and layers of different Chinese companies that ultimately end up at
an SOE as well. CSIS does have that capability to understand that
larger context.

It's not just one, unfortunately, as I think we've all agreed on this
panel, but in the meantime, I would definitely, at a bare minimum,
be talking to CSE and CSIS.

Mr. Kelly McCauley: That's something we could do immediate‐
ly. Obviously we have a lot of changes we have to address. To me it
would seem pretty straightforward. We could have saved a quarter
of a million dollars. Of course, Deloitte would have been out of

pocket a quarter of a million dollars for a four-page report, but it
could have bought someone from CSE a coffee and asked them
over coffee if we should buy sensitive security equipment from
China. Obviously, the answer is no.

Thanks very much.

Mr. Mulroney and Mr. Burton, I have to assume you're familiar
with Anne-Marie Brady's paper, “Magic weapons”. I'm wondering
whether we are facing a similar threat in Canada.

Mr. David Mulroney: We most definitely are, and we've been
slower to recognize it but we're facing the same techniques: elite
capture, penetration of universities, diaspora communities, media
that's happening in Australia.

Mr. Kelly McCauley: Should we be banning groups like the
Confucius Institute outright?

What steps should we take to stop the magic weapons and all
these other programs they are using against us?

Mr. David Mulroney: I've written that one thing we should copy
is the Australian foreign influence measures that look at people
who are acting on behalf of other states or state-controlled actors
and make it an offence not to disclose who is paying you to say
things, who is paying you to do things in this country. That would
be a significant step, but that also involves giving the intelligence
community investigative powers and adding criminal sanctions to
punish those who are doing this.

Mr. Kelly McCauley: Is there anything you see in the Australian
version that we wouldn't want to do here? I know the Americans
have their foreign agents act that goes back to the 1930s. Is the
Australian one a better one to copy? Should we take some from the
U.S. one? Are there parts of the Australian one that go too far or
not far enough?

Mr. David Mulroney: It's still early days with the Australian
one but we're seeing that it has some bite and some effect and, as
Professor Burton has mentioned, it certainly got the attention of the
Chinese.

What I think is important is it makes explicit what should be ex‐
plicit anyway, that if you've had a senior position in government,
certainly if you've been a minister, you need to disclose if you're on
the payroll of a foreign state and acting on that behalf, and failure
to do that should result in criminal sanctions.

I think the Australians have taken tough measures but they are
absolutely the right measures.
● (1710)

Mr. Kelly McCauley: That's wonderful.

Professor Burton, do you want to chime in?
Dr. Charles Burton: Yes, the argument that's made on Senator

Yuen Pau Woo's website, that Canada does not need this compara‐
ble legislation because we don't have those sorts of issues going on
and that our existing arrangements are already fully able to address
problems of retired officials who receive benefits from a foreign
state, particularly China, is utter nonsense. I think what's going on
in Australia and New Zealand is almost certainly going on in
Canada.
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Other concerns have been raised that the Australian legislation
might not be compatible with the Canadian Charter of Rights and
Freedoms. I'd like to see a serious study done of it, to see if that is
in fact the case. I don't see why anyone would object to such legis‐
lation because it simply allows transparency, and sunshine is the
best disinfectant.

I think we do have a serious problem—
The Chair: Thank you, Professor Burton.

We now have Mr. Kusmierczyk as our final questioner.
Mr. Irek Kusmierczyk (Windsor—Tecumseh, Lib.): Mr.

Chair, I'm going to delegate my time to my colleague, Mr. MacKin‐
non.

The Chair: Certainly.

Mr. MacKinnon.
Mr. Steven MacKinnon (Gatineau, Lib.): Thank you very

much, Mr. Kusmierczyk and Mr. Chair.

I'm going to ask Mr. Elcock to respond just because it seems to
me we haven't heard a lot from him today.

Should Canada not procure anything from China?
Mr. Ward Elcock: I think, Mr. Chair, that's probably unrealistic.

China is still a trading partner of Canada and is likely to be so into
the future. If you were to ask Canadian rapeseed farmers and pork
farmers, I suspect they envisage trading with China.

Do we need to trade with China a lot more carefully? Yes, we do,
but to do that, ultimately we really need to have a policy with re‐
spect to our relationship with China. I would agree—I think it was
David Mulroney who also said this— that we ultimately need to
find partners amongst other countries around the world in con‐
fronting China. To suggest that we would do it on our own is proba‐
bly unrealistic—

Mr. Steven MacKinnon: I'm going to stop you there because we
have very limited time, Mr. Elcock. My question was about pro‐
curement, specifically federal government procurement. Should we
stop procuring from China?

Mr. Ward Elcock: I think that probably is unrealistic, but again,
if you have a policy on what your relationship with China is and it's
clearly stated, and you are more careful—

Mr. Steven MacKinnon: It's nuanced. I'm sorry to keep inter‐
rupting you, sir, but we don't have a lot of time. It is nuanced.
There's a point at which you'd stop not procuring from China.

Mr. Ward Elcock: Yes. That's exactly right.
Mr. Steven MacKinnon: Presumably for broom handles and pa‐

per clips, that's all fine.
Mr. Ward Elcock: Yes.
Mr. Steven MacKinnon: If we were to stop procuring below

that line for things we deemed sensitive, what would we expect
China's reaction to that to be to, say, a Canadian technology suppli‐
er to China? What would we expect that to be?

Mr. Ward Elcock: They're probably already not going to buy
much in the way of technology from Canada. Nortel tried to sell in‐
to China without any success, so the reality—

Mr. Steven MacKinnon: That's a 20-year-old example, but....
Mr. Ward Elcock: It's nonetheless true today.
Mr. Steven MacKinnon: As a 10-year-old example, BlackBerry

never sold into China. Shopify doesn't sell into China.
Mr. Ward Elcock: I doubt very much whether they were able to

sell very much into China.
Mr. Steven MacKinnon: The point I'm taking from you, though,

is that it's probably case-by-case.
Mr. Ward Elcock: It's case-by-case, but also, as David Mul‐

roney said earlier, we need a policy. We need to know what our pol‐
icy is with respect to China. Once you know what the policy is,
many of the other decisions will fall out from that, together with
building a relationship with other countries that allows us to con‐
front China much more clearly than we can now.

Mr. Steven MacKinnon: How do you devise a policy that is
case-by-case?

Mr. Ward Elcock: I didn't say that the policy was case-by-case.
We need to know what our intentions are vis-à-vis China and what
we're prepared to accept and what we're not prepared to accept.

Mr. Steven MacKinnon: Okay. In terms of procurement, which
is the focus of this committee specifically, for the minister who has
the authority to execute or not execute on a purchase, what guid‐
ance should he or she take in the case of GAC here? From your ac‐
cumulated wisdom and that of our witnesses, what should we take
specifically as to your advice for her or for him?
● (1715)

Mr. Ward Elcock: If you're thinking about the present procure‐
ment of Nuctech, the reality is that it's a relatively minor thing. You
could add to the security review that was done that they should
have looked at the technology of the equipment that was being
bought, as well as the two security issues that they did look at.
Apart from that, it's a relatively minor issue. Perhaps that wouldn't
in fact change, unless the question of whether the Chinese had so
dominated the screening industry that it became a threat in and of
itself. You might continue to want to buy from China if you've tak‐
en all of the security issues into review.

Again, in much of what your procurement policy will be, it
doesn't fall out necessarily in detail from what your policy view is
of China relationships. Once you know what your China policy re‐
lationships are, you can start to make clearer decisions about what
your procurement rules are going to be, what kind of position
you're going to take on Chinese SOEs selling into Canada and what
kind of position you're going to take on the level with which you're
prepared to see Chinese companies investing in Canada. All of
the—

Mr. Steven MacKinnon: We're putting the cart before the horse
in this meeting today. There are five hearings scheduled on this
Nuctech issue at the behest of the opposition. Is your view that it
would be four too many, Mr. Elcock, and that it's a minor issue?

The Chair: Thank you. Unfortunately, our four minutes are up.

I appreciate that it's a tight schedule today.

Perhaps, Mr. Elcock, you could answer Mr. MacKinnon in writ‐
ing. That would be greatly appreciated.



December 7, 2020 OGGO-12 17

Mr. Steven MacKinnon: Thank you very much.

Thanks to all of you.
The Chair: The challenge is that we have to get this on time.

Witnesses, I'd like to thank all of you for being here today and
for your answers to our multiple questions. It's very tough to an‐
swer some of these questions in a short time frame, but we do ap‐
preciate your comments.

Again, thank you for being here. You are now welcome to leave.

Committee members, we are ending the public portion of our
meeting and we are going in camera.

In order to do that Zoom will end. You will need to go out and
come back in on the Zoom attachment that you were given, plus the
new code that you were given.

With that I'll suspend the meeting until we are in camera.

[Proceedings continue in camera]
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