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Definition

Admissions

The process of admitting an individual or family
that is homeless or at-risk of homelessness into a
service provider.

At-risk of Homelessness

Individuals or families who are not homeless,
but whose current economic and/or housing
situation is precarious or does not meet public
health and safety standards.

Bed Selection

A graphical display of a shelter’s rooms and beds.

Bulletin

A message that can be read by users who are
logged in to HIFIS.

Case Management

Refers to intentional and collaborative service
planning between service providers and

their clients. The “intent” of the interactions
differentiates various forms of case management.
For example, case managers can specialize in the
following:

m Service Navigation: Connecting clients to
appropriate services using information gathered
through triage and assessment. Includes
completing paperwork for various waiting lists
and following up on referrals.

m Housing-Based Case Management: Helping
clients to reduce acuity in the areas of life that
present risks to a tenancy. Includes arranging and
coordinating a range of services to meet client
needs.
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Chronic Homelessness

People who are currently experiencing
homelessness and meet at least one of the
following criteria:

m have a total of at least six months (180 days) of
homelessness over the past year; or

m have recurrent experiences of homelessness
over the past three years, with a cumulative
duration of at least 18 months (546 days).

Client

An individual or family that is experiencing
homelessness or at-risk of homelessness who
has accessed or is currently accessing services
provided by a service provider.

Client Consent Form

An agreement between the client and the service
provider that provides the service provider
consent on the collection, retention, and sharing
of an individual’s data.

Cluster

A functionality in HIFIS allowing the data of
clients from specific service providers to be
isolated. Service providers in clusters can only
view data within their designated cluster.

Community Advisory Board (CAB)

Local organizing committee responsible
for approving the Community Plan and
recommending projects for funding to the
Community Entity.

Community Data- Sharing Agreement (CDSA)

An agreement signed by service providers

that governs data-sharing within a community.
The CDSA outlines a common understanding

of what information is to be shared and why,
detailing privacy and security protocol decisions,
the quality of data to be provided, data entry
protocols and relevant data management
practices.
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Contributing Factors

Life events that have played a role in leading
the client to requiring assistance from a service
provider.

Coordinated Access

A way for communities to bring consistency

to the process by which people experiencing

or at risk of homelessness access housing and
related services within a geographic area. Core
components of a strong Coordinated Access
system include a Housing First approach; real-
time data about the supply of and demand for
housing resources; and a streamlined service-
delivery approach with access points to service, a
standardized workflow for triage and assessment;
prioritization and vacancy matching and referral.

Custom Tables

HIFIS module that is used to create customized
records for service providers whose needs
exceed the defaults of the application. Custom
tables are used to gather information on clients
with user-created fields.

Data Provision Agreement (DPA)

An agreement between ESDC and a HIFIS Lead
organization that authorizes ESDC'’s quarterly
collection of the non-directly identifiable data-
fields in exchange for HIFIS.

Family Head

Where individuals are part of a family, the Family
Head is the person who has been identified

as the lead for the family as a whole (e.g., the
primary parent or guardian responsible for
dependents).
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HIFIS Administrator

The role that is responsible for the administrative
functions within HIFIS (e.g., configuration, data
integrity, backups).

Homeless Individuals and Families Information
System (HIFIS)

Developed by ESDC in collaboration with
communities, HIFIS is a comprehensive data
collection, reporting and case management
system that supports the day-to-day operations
of housing and homelessness response service
providers. HIFIS is designed to support the
implementation of Coordinated Access by
allowing multiple service providers from the
same community to access real-time data and
refer clients to the appropriate services at the
right time.

HIFIS Host

Organization that has the servers on which HIFIS
is installed and where client information is stored.

HIFIS Lead

Depending on the context, refers to the
organization or dedicated staff responsible for
the initial set-up, implementation and ongoing
maintenance of HIFIS.

HIFIS Program

A label or tag created by the community to
group client transactions by category. For
example, HIFIS Programs can be used to track
similar kinds of services (e.g., shelter stays, youth
programming or assistance provided during a
natural disaster) or goods and services funded by
the same source (e.g., certain supportive housing
units in a building). Reports can be generated
using HIFIS programs, summarizing service
transactions either within or across HIFIS service
providers.
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HIFIS Service Provider

Organized and logical "set of services" that

is available to individuals and families. HIFIS
Service Providers share client information based
on their individualized access rights, which are
assigned to specific staff roles in the housing and
homelessness response system.

Homelessness Management Information System
(HMIS)

A tool that captures records client-level data and
manages service provider information over time
within a housing and homelessness response
system. The Homeless Individuals and Families
Information System (HIFIS) is one type of HMIS.

Housing First

An approach that involves moving people
experiencing homelessness — particularly people
experiencing chronic homelessness —rapidly
from the street or emergency shelters into stable
and long-term housing, with supports.

Housing and Homelessness Response System

Refers to all the service providers within a
geographic boundary that help individuals and
families with their housing challenges. In an
integrated system with Coordinated Access,
service providers most often use the same
Homeless Individuals and Families Information
System (HIFIS) installation.

Life Events

Life Events are defined as discrete experiences
that disrupt an individual's usual activities
causing a substantial change and readjustment.

Local Help Desk

A service established by a community that
supports HIFIS users to manage the system
and resolve technical issues, including incident
management, service requests, problem
management, advance support, and release
management.
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Look-up Tables

A functionality that is used to add, edit, or
remove values that appear in the drop-down
menus throughout HIFIS.

Modules

Key components of HIFIS organized by functions
or similar types of service transactions (e.g., Case
Management, Housing Placement, Directory of
Services, Food Bank).

Person(s) with Lived Experience

Individual or family that has experienced
homelessness.

Primary Service Provider

A service provider with the ability to modify the
mandatory fields and look-up table values of
service providers placed underneath it.

Privacy Assessment

Process used to determine how service delivery
could affect the privacy of an individual or family,
with the goal of ensuring that privacy issues are
identified and resolved or mitigated.

Rights Templates

Functionality that allows an administrator to
apply the same user rights to multiple HIFIS
users depending upon their roles and/or
responsibilities.

Service Provider

Organization in the housing and homelessness
response system that has staff who directly
interact with clients to help them address their
housing challenges.

Service Prioritization Decision Assistance Tool
(SPDAT)

An assessment tool for frontline workers
developed by OrgCode Consulting to inform
prioritization in a Coordinated Access system and
also support case management.
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Term Definition

Super-user A service provider's HIFIS specialist with special
privileges needed to administer and maintain the
system as well as train HIFIS users.

User Rights Govern ways by which a user can access HIFIS

modules and view information. Rights specify if a
user can see, edit, and/or delete data.

Violence Against Women shelter (VAW)

A service provider that caters specifically to
women and their children who are fleeing
violence, or the threat of violence.

Vulnerability Index Assessment (VAT)

An assessment tool for frontline workers
developed by Downtown Emergency Service
Centre to measure a person’s vulnerability, which
could be used to prioritize who should receive
service first.

Vulnerability Index - Service Prioritization
Decision Assistance Tool (VI-SPDAT)

Self-reported survey used to quickly determine
a client’s acuity. This triage tool is not designed
to provide extensive detail about a client’s
vulnerability. Results can be confirmed or refined
through a full SPDAT assessment.
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ver the last two decades, the ways to

measure the extent of homelessness

have significantly evolved in Canada.

The dedication of service providers and
municipal and provincial governments to collect
and share data through the Homeless Individuals

and Families Information System (HIFIS) and
Point-in-Time counts is at the centre of this
success. When used jointly, these data collection
efforts provide a comprehensive local and
national picture of homelessness. For the first
time in history, Canadians have quality data that
supports policy and program development,

as well as strategic planning in the
homelessness sector.

As Canada is moving forward with the National
Housing Strategy and Reaching Home: Canada’s
Homelessness Strategy, collecting, managing

and sharing data becomes more important than
ever to advance the collective understanding of
homelessness and to support decision-making. In
particular, Reaching Home emphasizes coordinated
access and introduces a data-driven, client-
centred approach to serve individuals and families
experiencing or at risk of homelessness.

In this context, the Government of Canada is
committed to continuously enhance HIFIS in order

> TOULRI

to support communities in their data collection and
efforts to eliminate homelessness. Recognizing that
HIFIS modernization is driven by the homelessness
sector’s needs, a National HIFIS working group

was created in 2018 to leverage the expertise of
communities and experts and help guide HIFIS
enhancements.

HIFIS is designed to support coordinated access by
allowing multiple service providers from the same
community to access real-time homelessness data
through a community-wide system available via
web-enabled devices, such as laptops, smartphones
and tablets. HIFIS also allows communities to
document the number, characteristics, and needs
of homeless individuals and families, as well as the
number of people receiving services.

To meet Reaching Home requirements and
implement coordinated access systems,
communities have to adapt their business model,
which encompasses developing and adopting new
governance frameworks and data management
strategies. Doing so requires planning, committing
resources and training to promote data literacy and
instill a data-driven culture.

To assist communities in this transformation, ESDC
has developed a HIFIS Toolkit composed of four
guides. These guides cover the following topics:


https://www.canada.ca/en/employment-social-development/programs/homelessness/hifis.html
https://www.canada.ca/en/employment-social-development/programs/homelessness/hifis.html
https://www.canada.ca/en/employment-social-development/programs/homelessness/resources/point-in-time.html
https://www.placetocallhome.ca/
https://www.placetocallhome.ca/
https://www.canada.ca/en/employment-social-development/programs/homelessness.html
https://www.canada.ca/en/employment-social-development/programs/homelessness.html
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. Implementation - Provides guidance from
planning to the deployment and maintenance
of HIFIS.

. Installation - Describes the technical
requirements, architecture and installation
procedures.

. Configuration - Explains the configuration
procedures to align with community’s
business needs.

. User instruction - Gives a description of each
function and how to use it.

A
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Communities using HIFIS become part of a
pan-Canadian movement that is building a data-
driven culture to advance the understanding of
homelessness in Canada. By working together,

we can support the most vulnerable Canadians

in providing access to safe, stable and affordable
housing and reduce chronic homelessness nationally
by 50% by 2027-2028.



HIFIS INSTALLATION GUIDE | ABOUT THE HIFIS INSTALLATION GUIDE

his /nstallation Guide is for the individual(s)
responsible for the installation of HIFIS.
The Installation Guide covers the minimum
technical requirements for installation; the
overall HIFIS system architecture; and the steps

needed to install and configure HIFIS on a server.

The guide is divided into two parts: the first with
the installation steps and explanation, and the
second with complementary screenshots.

The Installation Guide can be used with the
Implementation Guide, which covers the
activities leading and following the installation

of HIFIS, and the Configuration Guide, which
provides the steps to configure HIFIS.

For more information to support the
implementation and management of HIFIS, you
can visit the Homelessness [ earning Hub.

To stay connected and get the latest updates on
HIFIS, please confirm your interest by sending
your consent at support@hifis.ca.

For any questions or enquiries, you can
contact the HIFIS Clients Support Centre at
1-866-324-2375 or support@HIFIS.ca

n


https://www.homelessnesslearninghub.ca/
mailto: support@hifis.ca.
mailto: support@hifis.ca.
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This section of the guide covers the technical specifications that are required for an
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The following table outlines the minimum technical requirements to install HIFIS.

* %

#k ok

Components Software Requirements Hardware Requirements Hard Disk Space
Requirements
Application Software Operating System Hard Disk Space
Crystal Reports l\Ninoigyvs Server 2012 or 2 GB or more****
Runtime version ater
13.03500%; Processor
; 2 GHz or faster
gﬁeLntS*%rver Native Memory
2 GB RAM or more
Server Software Operating System Hard Disk Space:
See table on following Windows Server 2012 50 GB or more*****
page for required server or later***
roles and features Processor
2 GHz or faster
Memory:
2 GB RAM or more
Database Software: Operating System Hard Disk Space:

Disclaimer Notes:

SQL Server Express
2012 or later with
Advanced Services
and Full-Text Search
enabled;

Crystal Reports
Runtime version
13.0.3500%;

SQL Server
Native Client**;

Net Framework 3.5 SP1;
Windows Installer 4.5;

Windows PowerShell 1.0

Windows Server 2012 R2
or later***

Processor
2 GHz or faster

Memory
2 GB RAM or more

The SQL Server Native Client version depends on the version of SQL Server installed.

10 GB hard disk space
or more*****

As the OS version changes, the rest of the requirements and recommendations will increase.

**x Use of multiple HIFIS4 modules may require additional storage requirements and active storage availability should be review

routinely.

ek Microsoft online documentation for minimum requirements must be evaluated depending on the software installed.

12
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The following roles and features are based on a Windows Server 2016 installation, required roles/
features remain consistent but versions may differ.

Required Server Roles Required Server Features
File and Storage Services NET Framework 4.6 Features
Storage Services NET Framework 4.6
Web Server (IIS) ASP.NET 4.6
Web Server WCF Services
Common HTTP Features HTTP Activation
Default Document TCP Port Sharing
Directory Browsing SMB 1.0/CIFS File Sharing Support
HTTP Errors Windows Defender Features
Static Content Windows Defender
Health and Diagnostics GUI for Windows Defender
HTTP Logging Windows PowerShell
Performance Windows PowerShell 5.1
Static Content Compression Windows PowerShell ISE
Security Windows Process Activation Service
Request Filtering Process Model
Application Development Configuration APIs
NET Extensibility 4.6 WoW64 Support
ASP.NET 4.6
ISAPI Extensions
ISAPI Filters

Management Tools
IS Management Console
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his section explains the architecture, the

design and deployment scenarios. The

first scenario outlined in this guide is the

recommended deployment option. Section
3 provides the step-by-step procedure required
for the recommended deployment scenario.

While other deployment options are outlined in
this guide, there are no step-by-step installation
procedures for those scenarios.

IFIS 4 is comprised of several distinct

components with a design that can

accommodate a variety of deployment

configurations and implementation
scenarios. The core components are
representative of those common to a typical
multi-tiered enterprise system and consist of a
presentation layer, a business middle-tier and an
underlying data store.

Figure 1 - HIFIS 4 System Design Layers

14
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2.1.1. Presentation Interface

The Presentation Interface consists of a web
application which users see and with which they
interact on a web browser. This allows users to
access HIFIS from any web-enabled device with
a compatible web browser and network access
to the HIFIS web-application server.

The web application uses a user interface
framework called the Web Experience Toolkit!
(WET) and a default theme that can be modified
or replaced to customize the look and feel

of HIFIS.

The web application also includes a web-based
Crystal Reports runtime engine to generate and
display reports created with Crystal Reports.
HIFIS ships with a series of reports included, but
with Crystal Reports you can also create new
reports or edit existing reports and upload them
directly into HIFIS.

The Presentation layer does not contain any
application logic except that which is required
for correctly displaying information for the user.
It depends on the Middle-Tier component to
handle application logic and information.

2.1.2 Middle-Tier

The HIFIS 4 Middle-Tier is a service-oriented
business component. It consists of a series of
hosted web services that implement all of the
HIFIS business logic and handle authentication.
Because HIFIS 4 is service-oriented with

' Web Experience Toolkit. http:/wet-boew.github.io/
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web services that encapsulate the rules and
behaviours of the application. It is adaptable

to complex operational environments. Access

to the web services is also configurable at the
hosting level and within the HIFIS application
itself to control and monitor what systems are
accessing services, and what activities are taking
place. Since the HIFIS web application is built on
these same services, the behaviour of the HIFIS
web application and a third-party system using
the same services will be the same.

2.1.3. Database

The Database layer of the system represents the
lowest level component and contains the actual
data for HIFIS. While the initial release of HIFIS
uses a Microsoft SQL database, it can also be
deployed with alternative database vendors.

IFIS is organized in a hierarchical structure,
ranging from the user interface to the
underlying database. Each of these layers
has one or more software components
that must be deployed and configured. Here, we
will examine each layer’'s components and the
information necessary for deployment planning.

Figure 2 - HIFIS 4 System Design Layers with
Technical Components

HIFISWEB
Web Application

HIFIS.DOMAIN
Web Services

MSSQL Membership

Database Provider

2.2.1. HIFISWEB

The front facing web application in the
presentation layer is represented by the HIFIS.
WEB component. HIFISWEB is a Microsoft
NET Framework 4.0 MVC 4 web application
that must be hosted in Internet Information
Services (IIS) 7 or above. As per the system’s
design, HIFISWEB does not include any of the
formal HIFIS business logic, it is simply a user
interface for interacting with the web services
hosted in the middle-tier to perform the system
operations and display the results. Consequently,
much of the configuration effort of setting up
the HIFISWEB application in IIS is configuring
the service references and bindings in the web.
config file.

Since it is a Microsoft MVC 42 web application,
when deploying the HIFISWEB web application,
you may choose to install MVC 4 in the Global
Assembly Cache (GAC) of the IIS server, or
deploy the MVC 4 libraries in the HIFISWEB Bin
folder. All other libraries and dependencies are
included in the application deployment folders
except Crystal Reports.

2 ASP.NET MVC 4, http://www.asp.net/mvc/mvcé
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Crystal Reports is used as the runtime report
engine in HIFISWEB and can only be installed

in the GAC. If Crystal Reports is not already
installed on the server, the HIFISWEB installation
package provides an installer for the required
Crystal Reports runtime engine library files.

Customizing the user interface can be achieved
through several means. Since HIFISWEB is an
MVC 4 application, each of the web views is
represented by .cshtml files in the View folder
of the deployment location. These files contain
a combination of html, JavaScript and a special
view syntax called Razor, and each can be
modified to alter the way HIFISWEB displays
information in the web browser. Be aware that
modifying these files could break your HIFIS.
WEB application and should only be attempted
by those with explicit knowledge of the NET
MVC framework and the Razor syntax. You can
learn about MVC and Razor from the Microsoft
website.

HIFISWEB also uses an interface toolkit called
WET. It can be found in the content folder of the
HIFISWEB web application deployment folder.
WET consists of a series of CSS and JavaScript
files to provide a suite of interface components
that are used throughout the HIFISWEB. As with
modifying the .cshtml files in the View folder,
changes to most of the files in WET could break
the HIFISWEB web application without a solid
understanding of WET in general, CSS, and
JavaScript. The best way to implement your own
look and feel for HIFISWEB is to use one of the
provided WET themes and modify it to meet
your requirements, then deploy it in the content
folder of your HIFISWEB installation. You can
learn about WET by visiting its documentation
websites.

16

2.2.2. HIFIS.DOMAIN

The middle-tier component, called HIFIS.
DOMAIN, consist of a series of Microsoft

NET Windows Communication Foundation
(WCF) web services that provide application
logic functionality and data access to the

HIFIS data for applications, like the HIFIS.

WEB web application. HIFIS.DOMAIN deploys
similarly to HIFISWEB, into an IIS application
folder and is configured in much the same

way through an app.config file. As with HIFIS.
WEB, the bulk of the configuration is related to
properly setting up the service endpoints and
bindings. Because HIFIS.DOMAIN deploys as

a separate component, it can be deployed to

a different physical server instance than was
used for HIFISWEB. HIFIS.DOMAIN also handles
authentication, which does require that you also
configure a membership providert in the app.
config file.

HIFIS.DOMAIN must also include an installation
of a Crystal Reports Runtime Engine in order
to respond to report requests from HIFISWEB.
A key strategy in the design of HIFIS 4 was to
eliminate direct access to the HIFIS database by
any components outside of the middle-tier web
services. Crystal Reports, however, does require
direct access to the underlying database in
order to generate report results. To resolve this
dependency on direct database access, HIFIS.
DOMAIN was designed with the ability to run
Crystal Reports in the middle-tier environment
with managed access to the database. The
report results are then packaged and provided
through the reporting web services to HIFIS.
WEB to be displayed in a browser. Since the
report is generated in the middle-tier, but

3 Web Experience Toolkit, http:/wet-boew.github.io/wet-
boew/index.html

3 Managing Users by Using Membership, http:/msdn.
microsoft.com/en-us/library/tw292whz(v=vs.100).aspx
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displayed in the presentation level, the runtime
engine is required in both places.

An existing or alternate installation of Crystal
Reports can be used in either HIFISWEB or
HIFIS.DOMAIN as long as they both support
Crystal Reports 2008 report format or better.

2.2.3. Database

As it has been indicated already, HIFIS deploys
with a Microsoft SQL Server database by
default for both the HIFIS database and the
membership provider. Like HIFIS.DOMAIN,
because the database itself is a separate
component, it can also be deployed on a
different physical server from HIFISWEB and
HIFIS.DOMAIN.

By default, HIFIS uses Microsoft SQL Server
2008 R2 (with Advanced Services if using the
Express edition). If a compatible SQL server
already exists on the infrastructure being used

Figure 3 - Single Server Deployment

Http

Http

for HIFIS, you could configure your deployment
to utilize the existing instance and simply create
a new database for the deployment. HIFIS
includes the necessary scripts in the installer

to create both the initial HIFIS database and a
membership provider database in a Microsoft
SQL environment.

2.3.1. Single Server

The HIFIS web application follows a service-
oriented architecture (SOA ) and therefore
provides freedom with respect to how the
components deploy. The most common
deployment scenario is to place everything on
a single server in a private network. This means
that HIFISWEB and HIFIS.DOMAIN are installed
on a single instance of IIS on a Windows server,
along with the database.

HIFIS.WEB
HIFIS.DOMAIN
SQL SERVER

5 A service-oriented architecture (SOA) refers to the design
of software functions that can be deployed and accessed

remotely by an independent system. This separation
allows for flexibility in the deployment of HIFIS and
provides non-HIFIS systems access to the underlying
HIFIS system separate from the HIFIS web application.

17
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The interactions between the web application,
services, and database are all occurring on

the same physical server with no information
being shared across a network, which, in turn,
mitigates any security risks with information
being transmitted over a network. Users
accessing the web application however, would
be transmitting information between the server
and their device with a web browser. Your own
circumstances and risk tolerance and/or security
practices will determine whether you need to
take steps to ensure secure communications
between clients and the server on a private,
secure network.

2.3.2. Distributed Instances

In a distributed configuration, HIFISWEB and
HIFIS.DOMAIN can be separated and installed
on separate instances of IIS on different physical
servers.

Figure 4 - Distributed Server Deployment

Http

Http
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HIFIS.WEB

Separating the components on a network may
introduce a potential performance penalty
since data now has to travel across the network
twice: once between HIFIS. DOMAIN and the
HIFISWEB web application, and again to the
user’s web browser. To minimize any delays, the
components have been designed to perform
operations simultaneously, where possible, and
to ensure that only data necessary to satisfy

a user’s request travels between the HIFIS.
DOMAIN web services and the HIFISWEB
application.

This configuration can also be leveraged to
minimize the exposure of the core HIFIS.
DOMAIN web services and data to end users,
while simultaneously enhancing the end user’s
experience. Consider the following scenario:

Https

HIFIS.DOMAIN
SQL SERVER
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Figure 5 - Distributed Server Deployment with Multiple Instances
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In this case, a central authority is hosting the provide local access to the HIFISWEB web
HIFIS.DOMAIN web services with the users application for clients on their private networks.

of the HIFISWEB web application on external
private networks. The central authority
minimizes exposure of its infrastructure by
providing access for HIFIS.DOMAIN to the
external servers hosting HIFISWEB over a
secure connection, such as a virtual private
network (VPN). In turn, the HIFISWEB servers

Also, the HIFISWEB web application component
can be customized so users on each of the
networks are presented with a version of HIFIS
that is themed and customized according to
their needs and operating environment, all while
remaining part of the same integrated system.
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he default installation and deployment

of HIFIS 4 includes everything needed

for authentication, but there are many

ways this can be configured to meet your
environment and operational requirements.

Before considering these concepts, here is a
standard workflow for HIFIS 4:

A user navigates to the login URL of the
HIFISWEB web application.

HIFISWEB returns a login web form
reguesting the username and password.

The user enters a username and password
and submits the web form.

HIFISWEB passes the login credentials to
the HIFIS.DOMAIN authentication service for
authentication.

HIFIS.DOMAIN uses the configured
membership provider to authenticate the
credentials. If they are valid, the service
constructs an encrypted security token and
passes it back to HIFISWEB.

(If the credentials failed to authenticate, HIFIS.
DOMAIN will respond to HIFISWEB with a
validation error.)

HIFISWEB receives the security token and
can now use this to access other services in
HIFIS.DOMAIN.

The user navigates to a web page in
HIFISWEB that requires information from
HIFIS.DOMAIN.

HIFISWEB passes the security token to
HIFIS.DOMAIN through the desired service
as a parameter in the service operation
requesting data.
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HIFIS.DOMAIN uses the security token to
determine if this is a valid request from an
authenticated user. If it is, it proceeds to
handle the service request and responds to
HIFISWEB with the requested data from the
database (if the security token is not valid it
will respond with a validation error).

2.4.1. Authentication

Authentication refers to verifying that the login
credentials provided in order to access the
system are valid. In HIFIS.DOMAIN, there is a
membership provider configured to handle user
authentication. The process for authentication in
HIFIS is the same for both a user and a system
— a username and a password are passed to an
authentication web service that will access the
configured membership provider to validate the
credentials. If they are valid, a special security
token is created by the authentication web
service and returned to the caller. This security
token is then passed by the caller in subsequent
service calls to interact with the HIFIS services.
This token is valid until it either times out or the
application revokes its authorization.

The .NET framework provides two membership
providers, one for SQL and one for Active
Directory. HIFIS uses the SQL provider by default
so that user account information is stored in an
SQL database. The SQL membership provider is
also specifically designed for use with a Microsoft
SQL database, which is also the default database
platform for HIFIS. By default, HIFIS is configured
to use the same database for both the HIFIS data
and the membership provider data. If you want
your HIFIS users to log in with their credentials
from Active Directory, you can edit the app.
config file to use the Active Directory membership
provider and configure its settings according to
your information.
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If you have other requirements not met by
these configuration options, you can choose

to create a custom membership provider. This
requires writing .NET code to implement the
NET System Web.Security.Membership interface
for a custom provider, deploying your custom
library to the HIFIS.DOMAIN bin folder in your
IIS deployment, and editing the app.config file
to use your custom implementation. In this way
you can create an authentication component for
your HIFIS deployment that uses whatever you
require, such as a database from another vendor,
or some other mechanism altogether.

2.4.2. Two-Factor Authentication

In addition to the configurable membership
provider, HIFIS also supports the integration

of two-factor authentication. Two-factor
authentication, when enabled, requires the user
logging in to provide an additional piece of
security information. Normally, this information
will only be accessible by the user through

an external mechanism such as a security key
fob or a cell phone. HIFIS includes hooks to
trigger the two-factor security infrastructure to
generate the additional security information in
real-time when the user is on the HIFIS

login page.

Utilizing two-factor authentication in HIFIS
requires that you provide a custom two-

factor authentication library for the HIFIS
implementation that wraps your specific security
infrastructure to make it accessible to HIFIS. The
HIFIS Team has a working demonstration version
using the Twilio SMS text messaging system that
can be implemented for live use or used as a
starter project to implement your own custom
two-factor solution.

2.4.3. Authorization

Aside from the credentials that users provide
when logging in to access HIFIS, there are
other features that can be configured to
provide further authorization and to secure
the information being exchanged between
components of the system. Built into Windows
and IS are tools that you can enable that

will provide greater control of who or what
can access HIFIS. For example, you can use

IP address or domain restrictions to prevent
unauthorized devices from connecting to the
web application or the web services. You can
also edit the binding configuration for the WCF
web services to define the access parameters
for your clients, including requiring them to
use a secure connection and provide other
user credentials.

It is important to note that this is in addition

to the user authentication that is done by HIFIS.
Consider the workflow described above, where
the HIFISWEB web application must already
have access to the HIFIS.DOMAIN authentication
web service before it can even pass in the

HIFIS user credentials. This implies there is a
wraparound authorization and security context
that can be configured and managed separately
from the internal authorization features of

HIFIS itself. These wraparound features are

part of IIS and use a completely separate
validation system such as a domain account or
a security certificate.
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2.4.4. Security

Thus far, we have mostly been concerned with
ways to authenticate and authorize access to
HIFIS and its components. This simply ensures
that those interacting with HIFIS are allowed
to do so. However, authenticated or authorized
access does not mean it is also secure.

While the security token returned from HIFIS.
DOMAIN is encrypted, the user credentials
initially passed in for authentication are not.
HIFIS does not encrypt data that is being
transferred between the web services and

the web application or another third-party
application on its own. In order for that
information to be encrypted and secured, you
must also configure IIS to use Secure Sockets
Layer (SSL) encryption. If you enabled SSL for
HIFISWEB, then users will access the HIFISWEB
web application with the prefix https:/ in the
address bar of their internet browser denoting a
secure connection. You can also enable SSL for
HIFIS.DOMAIN so the exchange of information
between HIFISWEB and the HIFIS.DOMAIN web
services is encrypted and secure.
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Since the most common deployment
configuration is to host both HIFISWEB and
HIFIS.DOMAIN on the same IIS server instance,
the HIFIS web application is set up to use non-
secure HTTP bindings and message-based
security with Windows as the default client
credential type when communicating with

the HIFIS.DOMAIN web services. If you are
deploying HIFISWEB to a different server than
HIFIS.DOMAIN and the connection between the
servers is not secure, you will want to consider
using SSL.

When configuring SSL security you have the
option of installing a purchased SSL certificate
from a trusted Certificate Authority or installing
a self-signed certificate you create yourself. If
you elect to use a self-signed certificate, be
aware that modern web browsers may display
visible warnings to the user, alerting them that
the web site they are visiting does not have a
certificate issued by a trusted authority. This can
be mitigated, however, by sharing the certificate
with the client machines and installing it on the
local certificate store.
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3,0 INSTALLATION PROCEDURES

This section provides instruction on the steps for installing HIFIS on a Windows Server. It also includes
steps for installing SQL Express and covers Crystal Reports in HIFIS..

This guide will walk you through the necessary steps to install and configure HIFIS 4 on a clean install
of Windows Server 2016.

Step 1 Launch Server Manager.

Step 2 Select Add roles and features from the Dashboard quick start menu:

« Dashboard

WHAT'S NEW

LEARN MORE

ROLES AND SERVER GROUPS
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Step 3

Step 4
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Click Next:
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-
i
P

chose the wizard

Canced

Select Role-based or feature-based installation and then click Next:

™

* Role-based or feature-based Installation

Gure & single werver by adding roles, 1¢

be vervices, and Seatures

Remote Desktop Services installation

wes for

yment

< Previcus

Virtual Desktop infr

asn

ucture

Next >

(VDA) ¥

virtual machine-based

Canced




Step 5

Step 6
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Select the server you wish to configure and click Next:

H

Add Roles and Feanures Wizard

ual haed dt

WIN-UMCPVIRS ISR

2wl hard

from the server pool

15216817028

< Previcus Nt > Canced

Microsoft Windows Server 2016 Standard Evaluation

Select the required roles and click Next (refer to Table T):

B Acd Roles and Featares Wizard

Roles Description

Canced

Required Server Roles
File and Storage Services
Storage Services
Web Server {I5)
Web Server
Common HTTP Festures
Defsult Document
Directory Browsing
HTTP Errors
Static Coment
Health and Disgnostics
HTTP Logging
Periormance
Static Comtent Compression
Security
Request Filtering
Application Development
NET Extensibility 4.6
ASPNET 4G
ISAPI Extensions

AN o
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Note: You may be prompted to add additional dependant features. Click Add Features to continue:

F_ Add Roles and Features Wizard X

Add features that are required for Web Server (1IS)?

Is are required to manage this feature, but do not

on the same server
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V| Include management tools (if applicable

Add Features Cancel

Step 7 Select the required features and click Next (refer to Table 2):

-
i

[ Tr— Description

< Previous Neat > Canced
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Step 8 At the Web Server Role (lIS) screen, click Next:

* The detaul inszallation for the Web Server J1S) role includes the installation of role services that
Web Server Role (I5) enabie you 10 serve stat rhent. make MINOT customizations (such as defanlt documents and HIT?
ITOrS), MOMION And 10g Server Activily, and conSigure S1as ement coer e
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Step 9 At the Select role services screen, click Next:

Role vervices =
v T
a v n M
V] Detauit
v
v
e v
.
W He
v
v
o
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Step 10 At the Confirm installation selections screen, click /nstall:
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< Previcus Install Corced

Step 11 Windows Server will now install the selected roles and features. When the installation is
complete, click Close:

r iy
"

Web Server (15)

Management Tooks
IS Management Console
Web Server
Common WTTP Features
et Documers
Directery Browsing
MTTP frroes
Seatic Conent

Health and Diagnostics

HTTP Logging
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Step 12 You will return to the Server Manager. //S (Internet Information Services) will now appear in
the menu on the left hand side. Click on //S and locate your server, which will be listed in the
Servers area. If there is more than one server displayed, select the one you wish to configure
for HIFIS 4.

SERVERS
8 Dashboard TASKS v
[
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WIN-USOPVIRSISR 192.168.17.128 Online - Performance counters not staned  5/2/2018 20127

EVENTS

WIN-USOPVIRSISR  192.168.17.128 00 - e
Add Reles and Features

Shut Down Local Server

Comprater Management

Windows PowerShel

Confizue SC Topming

Irteeret Indcemation Servces (15) Mamager

EVENTS

Start Performance Counters
Refresh

Coey
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Step 14 You will now see the Internet Information Services (1I1S) Manager.

@ ntemet information Services (I5) Manager o
@ > Start Page b ®-

fle Yew Help
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15 News & cisabled, chck the Enabie 15 News Ink 1o 9ot the MmOt recent cnling news
\ J
< >
Ready

Step 15 Select your server in the Connections area on the left side:

©F htemet Intormaton Services (115) Manager o
- ) 0 WIN-USOPVIRSISR » w -
fe Yew Help
Cennections [*3 Actions
~ r J WIN-U4QPVIRSISR Home Siree
- © Show AR | Group by Avea -
-
L]
o
o
-~
< > Feanures View L2 Content View
Reasy y
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Step 16 Expand the Sites node and right-click on the Default Web Site node. Select Explore from the
menu that appears:
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Step 17 You are now ready to install the HIFIS 4 application. Take note of the default web site file
location (usually C:\inetpub\wwwroot):

,,,,,,,,

8 Videos
£ Loca! Dek (C
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Step 18 Navigate to the Downloads folder (or to the location where you have downloaded the HIFIS
4 application files):
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Step 19 Right-click on the HIFIS 4 application zip file and select Copy.
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Step 20 Navigate to the default web site location you noted earlier and paste the HIFIS 4 zip
file by pressing CTRL+V or right-click and select Paste:

HIFS 405514
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Step 21 Once the HIFIS 4 application zip file has finished copying, right-click on it and
select Extract All:

’ netpu
o Qu
HIFS 405514
- 1 QOpen
‘ : B iisstort Open in new process
T Open in aew winges
Exqract A
-
X
8 Videos -
€. Local Dk (C Py
. =
enom
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Step 22 You will be prompted to select a destination, enter or browse to the default web site location
and click Extract:

Extract Compressed (Zipped) Folders

Select a Destination and Extract Files
Files will be extracted to this folder

CAinetp: “:)-u.-nv.',rcot']

[ Show extracted files when complete
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Step 23 When completed, there will be two new folders, “HIFIS Web” and “HIFIS Domain”. Rename
the folders to "HIFISWeb” and “HIFIS.Domain”*:

L. Loca! Disk (C

*You may choose an alternative naming convention if you wish, however you will need to remember
these folder names in the steps that follow.
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Step 24 You may now delete the HIFIS 4 application zip file that was copied earlier:
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Step 25 Next, we will configure the HIFIS 4 application. Open the HIFISWeb folder and right-click the
file named “Web.config”. From the menu that appears, select Open with:

Note: If you cannot find the file, look for a template version of the configuration called
“WebTemplate.config” and rename the file to “Web.config” (or make a copy of it and
rename the copied version).
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Step 26 By default, Windows Server 2016 does not know how to open files of this type. Select Try an
app on this PC:

Windows can’t open this type of file
(.config)
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Step 27 Select Notepad from the list of available applications and then click OK:

How do you want to open this file?

G‘l‘l Default Host Application
E Internet Explorer

ﬂ Notepad

Paint
u Windows Media Player
D WordPad

Look for another app on this P( N

Always use this app to open .config files

OK
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Step 28 The file will now open using Notepad:

Web - Notepad =)
Fle Eoit Format Yiew Help

k2xml version="1,0" encoding="utf-8"?> A

<!
HIFISWeb web.config.

Create a copy of this file at the same location, and rename it from ‘WebTemplate.config®

Constants to replace
** Connection strings **
DATA_SOURCE
INITIAL_CATALOG

USER_ID

USER_PASSWORD

o
=
=
=
=
=
=
=
=
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=
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** Endpoint address
HIFIS_DOMAIN_ADORESS

** Session settings **
SESSION_TIMEOUT MINUTES

** Mail settings **
SMTP_EMAIL

< >

Step 29 Because we are installing on Windows Server 2016, we must disable a mimeMap setting that
is not required. Scroll through the file until you reach the <staticContent> section as in the
image below. Delete the lines highlighted in blue:

Web - Notepad a
Ele Eot Format Yiew Help
<action type="Redirect™ url="https://{MTTP MOST} ~
</rule>
<frules>
<frewrite>
>
<security>
<requestFiltering>
<requestLimits maxallowedContentiength="67108864" />
</requestFiltering>
<fsecurity>
<staticContent>

<remove fileExtension«" woff" />
<mimeMap fileExtension=".woff" mimeType~“application/x-font-woff
- comment out the lowing line on windows Server 2016 (1IS

fileExtension

</staticContent>
<validation validateIntegratedModeConfigurations=false™ />
<modules>

<add name="ErrorLog” type="Elmah.ErrorLogmodule, Elmah"/>
</modules>
<handlers>

<add name="Crystallmagerandler.aspx_GET" verb="GET™ path="Crysta
</handlers>

0ff2" mimeType="application/font-woff2
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Step 30 The <staticContent> section should now look like this:

Wed - Notepad =) X
Fle Eot Format Yiew Help
<action type="Redirect™ url="https://{MTTP_MOST} ~
</rule>
</rules>
</rewrite>
>
<security>
<requestFiltering>
<requestLimits maxallowedContentiength="67108864" />
</requestFiltering>
<fsecurity>
<staticContent>
<remove fileExtension«".woff" />
<mimeMap fileExtension=".woff" mimeType~“application/x-font-woff
</staticContent>
<validation validateIntegratedModeConfiguration="false" />
<modules>
<add name<"trroriog” type«"elmah.ErrortogModule, Elmah™/>
</modules>
<handlers>
<add name="CrystalImagemandler.aspx GET"
</handlers>
<httppProtocol>
<customHeaders>
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verb="GET" path="Crysta

Step 31 Scroll down to the setting named <sessionState> and replace the SESSION_TIMEQUT _
MINUTES text with a suitable numeric value. This will determine how long a session remains

active before automatically timing out.

<add
<add
<add
<add
<add

assembly="Systen.
mbly«"System.
assembly«"System.
assembly~"System,
assembly~"System,

Web - Notepad (=) X
Fle Eot Format Yiew Help
<assemblies> ~
<add assembly="System.Neb,Abstractions, version=4,0.0.9,
<add assembly="System.web.Helpers, version=2.0.0.0, Cult

sion=4.0.90.9, Cult
Web.Mve, Version=4.0.0.1, Cultures
Web.WebPages, Ve N=2.9.0.0, Cul
Data.Entity, Version=4.0.0.0, Cult
Data.Entity.Design, Version=4.0.0.

Web.Routing, ve

</assemblies>
</compilation>
<authentication mode="Forms™>

<forms loginurls«"~/Account/LogOn™ cookielesss«"UseCookies™ timeout«"9@" slidingExpi

</authentication>
RS LENTFLENS £ SSTON TIMEOUT MINUTESEENES

<sessionState mode~"InProc”

<pages>
<namespaces>

<add namespace="System.web.Optimization™ />
<add namespaces="System.web.Helpers®™ />

<add namespaces="System.web.Mvc™ />

<add namespace«"System.wWeb.Mvc.Ajax™ />

<add namespace="System.web.Mvc.Html™ />

<add namespace="System.web,Routing™ />

<add namespace="System.web.NebPages™ />

< >
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Step 32 Your configuration file should now look similar to this:

Web - Notepad o X

Format Yiew Help
<add assembly~"System.wWeb.Routing, Version=4.0.0.0, Cult ~
<add assembly="System.web.Mvc, Version=4.0.0.1, Culture=
<add assembly="System.web.WebPages, version=2.0.0.0, Cul
<add assembly="System.Data.entity, Version=4.0.0.0, Cult
<add assembly«"System.Data.entity.Design, Version«4.0.0.
</assemblies>
</compilation>
<authentication mode~"Forms®>
<forms loginurl="~/Account/LogOn™ cookieless="UseCookies™ timeout="90" slidingExpi
<fauthentication>
<sessionstate mode="InProc” timeout="HE" />
<pages>
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<namespaces>
<add namespace="System.web.Optimization™ />
<add namespace~"System.web,.Helpers™ />
<add namespace="System.web.Mvc™ />
<add namespace="System.web.Mvc.Ajax™ />
<add namespaces="System.web.Mve . Html™ />
<add namespace="System.web.Routing™ />
<add namespace«"System.web.WebPages™ />
<add namespace="MvcSiteMapProvider.web.Html™ />

</namespaces>

</pages>

Step 33 Scroll to bottom of the configuration file to the section called <connectionStrings>.

t Yew Hep
<messaging> -
cuntrustedwebioquest>
<whitelistrosts>
<|--<add mames"localhost™ />-->
</whitelistmosts>
</untrustedwebRequest>
</messaging>
<|-- Allow DotMetOpenauth publish usage statistics to library authors to isprove
<reporting enabled-
Net(
<connect

</co

nectionStrings>

centityFramework>

<defaulton fcafactory ty,
<parameters>

pe"Systen. D0

ntity.Iafrastructure.LocaloConnact ior

ter values"mssqllocaldb™ />

</defaultc
<providers>

wmectionFactory>

pro
</providers>

</entityFramework>

<elmah>

y allowResoteaccess="yes™/>

Log type«"Elmah.Xm eErrorLog, Elmah™ logPathe"</ELMAM_LOG_DIR® />

</elmah>

e invariantiases"Systes. Dat

LSqIC1ient™ type="System.Data.intity.Sq

</configuration>
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Step 34

Step 35

Step 36

40
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In the configuration file for the HIFIS Web application component, there is only one database
connection string to configure called HIFIS_HelpEntities. This database connection provides
access to the integrated help and training content in HIFIS 4. Adjust the connection string as
necessary to connect to the HIFIS 4 database that will provide this information. It does not
have to be the same database that contains HIFIS 4 client data.

At the end of the configuration file, there is a setting called <errorLog>. Replace the text
ELMAH_LOG_DIR with a folder location used for error logging.

The HIFIS 4 web application, called HIFISWeb, uses Windows Communication Foundation
(WCF) to interact with the business tier called HIFIS.Domain. In the HIFISWeb configuration
file, there is an endpoint configuration for each business service available in the business tier.
They can be found in the <client> section (see image). For each endpoint, you must update
the address to point to the correct location. The template configuration file has place holder
text, "HIFIS_DOMAIN_ADDRESS”, which you can replace with the text “HIFIS.Domain” for
each endpoint if you are confirming to the configuration provided in this document. If you
have customized the name of the folder (step 23) where the HIFIS.Domain component is
installed you will need to use that same folder name here.

[T — -

For each endpoint address, replace
HIFIS_DOMAIN_ADDRESS with
HIFIS.Domain or alternative folder
name you specified in step 23
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Step 37 Save the changes to the configuration file by clicking File and selecting Save. You may
close the configuration file.

Wed ()
| Ble g

“w <action type="Redirect™ url="https://{HTTP MOST} ~
- - </rule>
Save CtrieS </rules>

T “ifte>

Page Setup ity>
Print Culep <requestFiltering>
Exit <requestLimits maxallowedContentiLength="67108864" />

</requestFiltering>
<fsecurity>
<staticContent>

<remove fileExtension=".woff" />

<mimeMap fileExtension=".woff" mimeType~“application/x-font-woff
</staticContent>
<validation validatelIntegratedModeConfiguration="false" />
<modules>

<add name<"Erroriog” types«"tlmah.ErroriogModule, Elmah"™/>
</modules>
<handlers>

<add name="CrystalImagemandler.aspx_GET" verb="GET"™ path="Crysta
</handlers>
<httpProtocol>

<customHeaders>

=
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Step 38 Navigate to the HIFIS.Domain folder and find the web.config file. Double-click to open it.

| re | °
S
€. Loca Dk (C
P Neow
Note: If you cannot find the file, look for a template version of the configuration called

“WebTemplate.config” and rename the file to “Web.config” (or make a copy of it and
rename the copied version).
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Step 39 As with the previous configuration file, you will need to update the database connection
information in the <connectionStrings> section. There are three connection strings to
update:

| HIFISEntities (database containing the live HIFIS data)
| ApplicationServices (database containing the user account information)
[ | ReportCon (database used for reporting)

at Yiew Help

i . connectionstrings.com/download-sql - server-native-client/ A~

NATIVE_DRIVER
The default SQU Native Driver for Crystal Reports is SQULCLNT1O. If you need
to force MIFIS to use version 11, uncomment the SQLClient following key

>

<configuration>
<configSections>
< For more information on Entity Framework configuration, wvisit http://go.micros
<sectionGroup names«"applicationSettings™ type«“System.Configuration.ApplicationSett
<section name«"HIFIS.DOMAIN.Properties.Settings™ type«"System.Configuratior
</sectionGroup>
</configSections>
<connectionStrings>
<add name~"HIFISEntities™ connectionString-"metadatasn */EntityDataMode
me="Appl icationsSe tionString="Data Source-WIN-LMQPVORS)
n 5 Systes.Data.sqlclient™ comnectionsStrings

</conmectionstrings>
<appsettings>

<add key="Errortogging™ values"false™ />

<add key="Cache out Minutes”™ values"59" />

<! NATIVE DRIVER >

<add key«"sQLClient™ value«"SQLNCLIN™ />

</appSettings>

<system.wed>

<compilation debug-"false™ />

Note: Unless you have a specific business requirement, normally all three of these are configured
to use the same database. Adjust the connection strings as necessary to connect to the
HIFIS 4 database. When you are finished, save and close this file.
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Step 40 Return to the Internet Information Services (11S) Manager.
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R Internet informa — a5
o es » Defout Web Ste ™ o-
e Yew Help
Actions
& Default Web Site Home
Filer - « Show AN Growp by Asea
. tan Site
2 i o & =
O DeMRWEBSIE  smentca. Compressi.  Detadt  Dwectory Ermorfages  Han
N a o . Mansge Websie  »
\ F 3
% ach e E
o] Browse Website
| :
SSL S
Canfigure
A
w
( 5| [0 Fesnses -

Reasy

Step 41 Right-click on the Default Web Site node under Sites and select Refresh.

v e s () \ape: o
@ » WIN-USOPVSRSISR » Shes » Default Web Ste » w -
e View Melp
Actions
L
tdit Site
A A
Mansge Websae -
Kl
Browse Website
Canfigure
“
o .
~
.
¢ > ’ -a e ~
Ready
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o
o
[9N]
o=
(NN )
=
o=
(NN )
n
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=
[e)
o
=
i Step 42 You will now see the two HIFIS folders that we extracted previously.
o
S
5 . w ape o
o @ » WIN-USOPVIRSISR » Smes » Defoult Web Ste » w“ -
oD
9 File View ep
| . b 5
g - e @ Default Web Site Home
(S 5 Fiter: - ¢ Show Al Geoup by u
a “ - UMOPVIRSISRAGT .y it Site
=
=4 & Stes 2
= v @ Defaut Wed Site ‘ a ,w?_» -t
9 v w
E : - i Mansge Websae -
—! 0 de 0Qpr
'<_‘: 20pings  Resp -
n - 4o 2 Browse Website
= ] i 3 :
Configure
A
D
L Settny ®
Reas .

Step 43 Right-click on HIFIS.Domain and select Convert to Application.

@ hteme ) a0 o
& ISR nes » Default Web e MAT bl w-
e Yew Help
Actions
HIFIS.Domain Home
o w A D b a
~ A Manage Folder -~
2 P Browse Folder
¢ X o -
. befaust et w
w
8 -+1 i
Pages K oo
s Res
- ¢
N 7 P\ -3
Pt dober Fag
W Be
Swrit N
]
-~
.
< > 8 -~ e ~
Rew: .
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Step 44 |n the Add Application dialogue box, click OK.

Add Application ? b4

Site name: Default Web Site

Path:
Alias Application pool:
HIFIS.Domain DefaultAppPool Select.

Example: sales
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Physical path:

C\inetpub\wwwroot\HIFIS.Domain

Pass-through authentication

Connect as... Test Settings...

[_] Epable Preload

Important: The Alias defaults to the same name as the selected folder. The alias is the text that will

be used to form the web address of this application. Previously, when we configured the endpoint
addresses for the web services in the HIFISWeb configuration file. If you are using an alternative name
for this alias, the endpoint addresses must be configured to use the same alias in the address (e.g. if
you set the alias to “HIFISWebServices” the endpoint addresses would all follow the pattern: http:/
localhost/HIFISWebServices/HIFIS.Domain.BusinessService...)
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Step 45 Notice that the icon for HIFIS.Domain has changed to indicate that it is now an
application in IIS.
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@ Wtermnet intoe 30e o
¢ » MOPVIRSISR » S e web > wr “
T
Q- P 9 /HIFIS.Domain Home Adtions
R St Poge . . : —
A" o Manage Application  ~
e w' A ‘f Browse Applcation
- | i
.
” e ' 0Qpr
’ H $
n
’)
Rea:
Step 46 Right-click on HIFISWeb and select Convert to Application.
. L v » » X
L0 e Vet v ul -
fle Yew Help
o 8 HIFIS.Web Home
“ Page e w N ob
A~ A Manage Foider -
2 Browse Folder
o ;
» Yol ot “
-
.
0 e 099
3 bt 4 S
w B A
)
Reas
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Step 47 In the Add Application dialogue box, click OK.

Add Application ? X

Site name: Default Web Site

Path: /
Alias Application pool:
HIFIS,Web| DefaultAppPool Select..

Example: sales
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Physical path:

Clinetpub\wwwroot\HIFIS.\Veb

Pass-through authentication

Connect as.. Test Settings...

[_] Epable Preload

Step 48 Notice that the icon for HIFIS.Web has also changed to indicate that it is now an
application in IIS.

@ Wntemnet Information Services (115) Manager -
@ » @ » WIN-UIOPVSRSISR » Skes » Default Web Ste » w -
e Yew Help
Actions
@ Default Web Site Home
Fiter . & Show M1 | Geoup by
WIN-UAOPVIRSISR Aam .' it Site
-~
st 2
' ) o
& Defaut Wed Site _'(l Defast Nrectory
Manage Websne ~
i -+ i
Emor Pages - HTTP 009N
35 Reso -
’ - i3 2 Browse Website
' ¥
e y.be Faque
’ Configure
n
]
2 Sets w
N
x
¢ > y cn e ~
Rea: “
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Follow the documentation for the version of SQL Server that you wish to install. HIFIS is compatible
with SQL Server 2008 R2 or better. For all versions, you must include the full-text search feature.

Note: If you are installing an Express version of SQL Server, ensure you download a specific version
that includes the full-text search feature, normally called “SQL Server Express with Advanced Tools”.

B SO Server 2017 Setip

Feature Selection

Sebect e [pren featiuses 30 initall

Ucense Tervrs

Giotal Rates

MOosont Updane

ol Seng frey

el Raes

Feature Selection

featre Ries

wetance Confguration
Server Conliguration
Databurse Engine Condguranon
Feanre Configuraticn Rudes
rstalaton Progres
Compiete

Leatures Feanise descrption

Ingtance (DGt Shectony
Shared feature dreciory:

Shared feature dreciony (XB6:  C\Program Fles B6/MO0S0M SOL Serven

O Looking tor Reporing Servoes?  Doanioas £ bom Be web

A | The confQuranon and operation of each instance feature of & -
SOL Server instance & solated rom oher SOL Server instances.
SO Server inezances Can operate sde-by-sde 08 the same

<) Databrse Engene Sevncen
1508 Server Reghcation

Machine Learning Sernces fin Databune

Prevequstes 100 selecied feaures

Aready rotatea ~
Wincows PowerShed 10 or hugher
Micsosoft NET Framework 46

Qe Space Reguarements

Deve C 1731 M2 requised, 19171 MB avalabie

Select 41 Unselect AN

CAProgram Fled Micosoft SOR Serve, -

CAProgram Filen Mecosoft SOR Server

« Back BNewt » Cancel

This guide assumes the use of Mixed Mode authentication and describes using SQL Server
authentication. If you have a business requirement to use Windows Authentication Mode, you will
need to adjust your configuration as per the information found here: https./msdn.microsoft.com/en-

us/library/bsz5788z.aspx.

B SOx Server 2017 Setip

Database Engine Config

Specrty Database (ngne

Ucense Tervrs

Giotal Rates

MOosont Updane

ol Seng frey

el Raes

Feanure Selechon

featre Ries

wetance Configuration
Server Conliguration
Datadase [ngine Configeration
Feanre Configuraticn Rudes
Irstailaton Progres
Compiete

Server Cosfiguration | Data Directonies TempD3  User Instances  FLESTREAM

wecusty mode, Cata Arecicoies and TerpDB weange

Specty The Suthentication MOge 3 S3Mmnitanoes for the Database Ergine
Aumrentcation Mode

WNCOWS aUherscanon mode
# Mowed Mode (S0L Server suthenScaton and Windows suthenticason,
Specty The passwond for the SOL Server sysiem a0mnabanor () sccoust
Enter password seresaee
COntom pasmons sessssss

Specty SQL Server administatons

e g e T . e 5317572705 e
uwestricted acoess 10 the Databune
(ngene

AddCumestUser  Add.  Bemove

« Back Bewt » Cancel
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HIFIS 4 uses SAP Crystal Reports to provide real-time integrated reporting. In order to enable
reporting, you must install the Crystal Reports runtime engine from a link provided by the HIFIS team.

Step 1 Double-click the SAP Crystal Reports installation file that you downloaded.

. s Apphcation Toski  Dowrloads o X

& ThisC > Downloads »
# Quick acceis
CompleteScnpt(Vss_34,
 This °C SOLENPRADV_v64_ENU

@ Network I CompleteScriptvss_34
1 HIFS 405514
A SQUEPRADV_v64_ENU
1P CRRustione 6520113 020

Step 2 Click Next.

1 SAP Crystal Reports runtime engine for NET Framework (64-b..  — X

Welcome to the SAP Crystal Reports runtime engine for
MNET rk (64-bit) lation Wizard

It is strongly recommended that you et all Windows programs
before running this Setup Program.

Chick Cancel to quit Setup and dose any programs you have
running. Click Next to continue with the Setup program .

WARNING: This program is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or any
portion of it, may result in severe ovil and ciminal penalties, and
will be prosecuted to the maximum extent possible under law.
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Step 3 Review and accept the License Agreement.

@ SAP Crystal Reports runtime engine for NET Framework (64-b.. - X

License Agreement
You must agree with the license to proceed,

SAP® BUSINESSOBJECTS™ LICENSE AGREEMENT ~

|IIIPOR’I’AN‘I-R{AD CAREFULLY: THIS IS A LEGAL AGREEMENT BETWEEN YOU AND
[SAP BUSINESSOBJECTS FOR THE SAP BUSINESSOBJECTS SOFTWARE
| COMPANYING THIS AGREEMENT, WHICH MAY INCLUDE COMPUTER SOFTWARE
OCIATED MEDIA, PRINTED MATERIALS AND ONUNE OR ELECTRONIC
DOCUMENTATION ("SOFTWARE") BEFORE CONTINUING WITH THE INSTALLATION OF
E SOFTWARE, YOU MUST READ, ACKNOWLEDGE AND ACCEPT THE TERMS AND
|C0h0m0l‘lS OF THE SOFTWARE LICENSE AGREEMENT THAT FOLLOWS
{'AGREEMENT"). IF YOU DO NOT ACCEPT THE TERMS AND CONDITIONS OF THE
|AGREEMENT, YOU MAY RETURN, WITHN THIRTY (30) DAYS OF PURCHASE, THE
|SOFTWARE TO THE PLACE YOU OBTAINED IT FOR A FULL REFUND

1. GRANT OF LICENSE. SAP BusinessObjects grants you 8 nonexclusve and limsted
icense to use the Software products and functionalities for which you have paid the
applicable fees solely for your intemal business purposes and in accordance with the
terms and condtions of this Agreement. The Software is licensad, not sold. to you. If you
acquired thes product as a special offer or as a promotional hcense included with another
SAP BusnessObpects product, addtional restnctions apply as set forth in section 39
("Promotional License”) below. ¥ you acquired thes product bundled or in combination with
a thed rtv nendoct  wes moas onlv nes the Pracdkct with the third naty rendiet ae

(@)1 gcoept the License Agreement
(O 1do not accept the License Agreement

< Bk Next > Cancel

Step 4 Ensure you are installing the correct version (normally the 64-bit version). Click Next.

@ SAP Crystal Reports runtime engine for NET Framework (64-b.. - X

Start Installation

Are you ready to have the SAP Crystal Reports runtime engine for .NET Framework
(64-bit) Installation Wizard begin the instal?

Press the Next button to begin the installation or the Back button to review the
license agreement.
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Step 5 Allow the installation to complete.

1 SAP Crystal Reports runtime engine for NET Framework (64-b..  —

SAP Crystal Reports
version for Microsoft Visual Studio

’71'7'.-

© 2010-2017 SAP SE_All nghts reserved

Copying new files

Time remaining: 7 seconds

Step 6 Click Finish.

[g SAP Crystal Reports runtime engine for NET Framework (64-b.. -

SAP Crystal Reports runtime engine for JNET Framework
(64-bit) has been successfully installed.
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These are some common issues and fixes related to the configuration of Crystal Reports. If you receive
the following error, you will need to create a folder required for Crystal Reports to function properly.

Error: “The required folder [...] does not exist and HIFIS was unable to create it for the following
reason: Access to the path [...] is denied.”

O o il

The soquard folder C 'wetpoly mwwroot HIFIS Domsn reporty lemip does not exast and HIFIS wan usable 10 create ot for the Sollowing reason: Accem o the
path T asetpely wwnroot HIFIS Domsten reporns temyg o desand

Solution: Create the folder required for Crystal Reports to function properly (see steps
below).

Step 1 Navigate to the HIFIS.Domain folder in Windows Explorer. Right-click on H/IFIS.Domain and
select New -> Folder.

ssonet clent
v HIFIS. Domain
_bin_deployabiefssemblies

bn

HIFIS Web
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Step 2 Name the new folder reports.

Step 3 Create a second folder, inside the reports folder you just created, called temp.

| re | °
[ et
By b
v L

bin
temp (ep]
Web =
5 Wet =<
wn
Ser =
b
—
- =
m
o
o
=
—
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Step 4 In /nternet Information Services (IIS) Manager, refresh the folders under HIFIS.Domain.

@ Intemet Informa o
AL Sies » Defaut Web Ste » HFISDoman » - LU
Dle  Yew delp
Actions
o o ¥ /HIFIS.Domain Home
N Start Py Filer . & Show Y1 Growp by Ares N |
2 S -
. Manage Application  »
NET NET £ NETR
asgoe ’ 20 - Browse Application
v % HIFS Domain
L
w 9 A2 .3
NET Trust ] L~ ( o achine > L4
Leve ring o
Fis e : & a
State
-
2 -
o ;
entxa o ect e
owting
'
Ll «+! e 3
T Logd s Modu Reque v
> canses View tent View
Ready

Step 5 Right click on the newly created temp folder and select Edit Permissions.

o
Sites » Defaut Web Ste » HFISDomain » regors » temp » b e
) Actions
reports/temp Home
o Show I Growp by Ares a
~ A Manage Folder -
s Browse Folder
! - 3
NET T € R .-

e >
-
=
o o
w - Detault o £
— o
(2 ows.
S Swit ~ 1
o | ’ -4 & 3
Ll T Log: - i f Reque: ~
o=
— > eatres View View
=T
— Ready
w
>
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Step 6 Click Edit.

temp Properties X

General Shanng Secunty Pravious Versions Customize
Object name: ClinetpubiwwwroofHIFIS Domain\reportsitemp

Group or user names
Ploearoromer — N
82 SYSTEM
B2 Administrators (WIN-U4QPVIRSJSR\Administrators)

AR 1 leare (WIN MOPVERS IS8V leare) \e
< >
To change permissions, click Edit Edt
Pemissions for CREATOR
OWNER Allow Deny
Full control A\
Modify
Read & execute
List folder contents
Read
Write v

For special permissions or advanced sefings,

P Adyanced
chek Advanced

Step7 On the list, scroll down to find the group called //S_/USRS and select it. With the group
selected, place a check-mark in the A/low column for the Modify permission as per the
image below and click OK. This will resolve the error.

Permissions for temp X
Security
Object name: Clinetpubiwwwroof| HIFIS Domain\reportsitemp

Group or user names

B2 CREATOR OWNER

B8 SYSTEM

B2 Administrators (WIN-USQPVIRS SR\ Administrators)

B2 Users (WIN-USOPVIRSJSR\Users)

PPYiS USRS (VI UIGPVSRS SRS IUSRS) |

£ Trustedinstalle

Agd Bemove
Permissions for IS_JUSRS Allow Deny (ep)
=
Full control O O A é
Modify [~ O :_D'
Read & execute (] —
: : =0
Listfolder contents O ™
Read o o o
=
—
(7]
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Error:
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“HIFIS requires the SQL Native Client OLE DB driver version 10.0 or better [...J’

D« G o HES - Repoet Manager

Frangas Selup New Crganizabon Adrmin

ount v

Report Manager o o

Erroe o

* HIFIS requires the SQL Native Chent OLE DB driver version 10.0 or betler in order 1o run a Crystal Report
Ether varsion 10.0 was not found or this application has been configured %0 run with ancther varsion that was not

found
HIFIS Repaonts Custom Reports Add Repon
Show (10 v enines Filter fems
Report Name av Type av Date Created... Last Edited.. Description.. Action av
Actity Journal 1pt Crystal Report 11082017 11-06-2017 > /7 &
Audt Log rpt Crystal Report ~ 11.06.2017 11.08.2007 > /7 &
Bed List rpt Crystal Repot 11062017 11.06-2017 >» /7 &

v

Socked in Client | ot ors Cootel Qeccet 13 05 3047 13 08 2047 pu o e

Solution: Modify the HIFIS.Domain configuration file and possibly install an additional component

Step 1

56

(by default, HIFIS will attempt to the SQL Native Client 10.0 for reporting connections to
the SQL database). If you have version 11.0 installed, follow the steps below to adjust the
configuration.

Navigate to the HIFIS.Domain folder in Windows Explorer and open the web.config file for
editing. Find the section called <appSettings> and identify the line highlighted in blue.

Web - Notepad o
Fle ESt Format Yew Help
<confipsections>
<1-- For more information on Entity Framework configuration, visit http://go.micros
<sectionGroup name«"applicationSettings™ type«"System.Configuration.ApplicationSett
<section name~"HIFIS.DOMAIN.Properties.Settings”™ type-"System.Configuration
</sectionGroup>
</configsections>
<comnectionStrings>
<add name-"HIFISEntities™ conmectionString-“metadata<res://*/EntityDataModel .HIFIS.
<add nase-"ApplicationServices™ comnectionString="Data Source-WIN-UAQPVORSISR\SQLEX
<add nases"ReportCon”™ providerNases"Systes,Data,SqlClient™ connectionString="data s
</connectionStrings>
<appSettings>
<add key="Erroriogging”™ value="false™ />
<add key="CacheTimeout Minutes™ value="90" />
<! NATIVE_DRIVER >

< <add key«"SQLClient” value«"SQUNCLIN1™ />

</appSettings>
<systes.web>

<compilation debug="false™ />

<customErrors modes"0ff"/>

<mesbership defaultProvider-"StandardMesbershipProvider®>

<providers>

<add names"StandardmesbershipProvider”
types"System.Web. Security.SqlMembershipProvider™
connectionStringName«"ApplicationServices®
enablepasswordRetrieval="false™
enablepasswordResets"trye”
requiresQuestionAndanswers"false”
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Step2 Remove the comment tags surrounding this line until it looks like the line highlighted in blue:

Web - Notepad o
Fle ESt Format Yiew Help
<configSections> A
<! For more information on Entity Framework configuration, visit http://go.micros
<sectionGroup name«"applicationSettings™ type«"System.Configuration.ApplicationSett
<section name«"HIFIS.DOMAIN.Properties.Settings™ type«~"System.Configuration
</sectionGroup>
</configsections>
<comnectionStrings>
<add name-"HIFISEntities™ conmectionString-"metadata<res://*/EntityDataModel .HIFIS.
<add nase-"ApplicationSer es" comnectionString="Data Source~WIN-UAQPVIRS)ISR\SQLEX
<add nases"ReportCon”™ providerNases"Systes,Data,SqlClient™ connectionString="data s
</connectionStrings>
<appSettings>
<add key="Erroriogging”™ value-"false™ />
<add key="CacheTimeout Minutes™ value="90" />
<l-- NATIVE_DRIVER -->

y«"SQLClient"™ value«"SQLNCLIN1" />-->

</appSettings>
<system, web>

<compilation debug="false™ />

<customErrors mode«"0ff"/>

<mesbership defaultProvider="StandardMesbershipProvider®>

<providers>

<add names"SstandardmesbershipProvider”
types"System.Web. Security. SqlMembershipProvider™
connectionStringName~"ApplicationServices™
enablePasswordRetrieval ="false™
enablePasswordReset="trye”
requiresQuestionAndanswers"false”

Step 3 Save your changes. If you continue to receive the error, ensure you have installed the SQL
Native Driver version 10.0 or version 11.0.

Error: “Access to the path C [...] is denied”

The requard folder C st wwwrset HIFIS Dueman repurts ey does no st snd HIFIS won. skl s crvaie o for the Sallrmegy rrason. Acrrss o the
paid © anerpals wwwrom H

5 Dhwranr et g o beaand

Solution: Create a folder required for Crystal Reports to function properly.
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Step 1 From Internet Information Services (IIS) Manager, navigate to the HIFISWeb ->
ReportDocs -> Temp folder. Right-click on the Temp folder and select Edit Permissions.

G Intemet Information Senvices (1S) Manager o X
- » WIN.USOPVIRSISR » Sites » Defaut Web Sie » HFISWed » RegonDocs » Temp » “ 9-
ReportDocs/Temp Home
Fimer . v Show yI Grow by Ares
P Manage Folder -~
Browse Feider
£ e NET Role ;
&
-l
# 3
" Reque: ~-
Ready .
Step 2 Select the Security tab and then click Edit.
Temp Properties X

General Shanng Securty Previous Versions Customize
Object name Clinetpubliwwwroof HIFIS Web\ReponDocs\Temp

Group or user names
8% CREATOR OWNER A~
8L SYSTEM
B2 Admerestrators (WIN-U4QPVIRS SR\ Administrators)

AR 1 laara (WIN-E MOPVSERS K84 laara)
< >

To change permissions, click Edit

Permissions for CREATOR
OWNER Allow Deny
Full control
Modity
Read & execute
Listfolder contents
Read
Write v

For special permissions or advanced sefings, Adyanced
chek Advanced

w
—
2
o
a1
Ll
[a
-
=T
—
w
>
(2
(&)

oK Cancel
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Step3 On the list, scroll down to find the group called //S_/USRS and select it. With the group
selected, place a check-mark in the A/low column for the Modify permission as per the image
below and click OK. This will resolve the error.

Permissions for Temp x
Security
Object name Clinetpubiwwwroof HIFIS Web\ReportDocs\Temp

Group or user names
£2 CREATOR OWNER
82 SYSTEM
B2 Adminestrators (WIN-U4QPVIRSJSR\Administrators)
B2 Users (WIN-USQPVIRS JSR\Users)

FE4ES_IUSRS (WIN-U4QPVIRSJSRIS_IUSRS)

B2 Trustedinstalle

Agd Remove
Permissions for IS_IUSRS Allow Deny
Full contro O O A
Madify %] O
Read & execute ¥ [
Listfolder contents [‘/I [ l
Read E v

(]
=
=<
(72}
=
e
—
=
m
O
(=]
=
—
(%2}
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