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PREFACE

As is amply illustrated in this well-researched and well-wiitten repott, Internet is a global
and rapidly growing phenomenon. From its early period as a research vehicle in the 1970s,
Intetnet has already become a significant telecommunications infrastructure that is having a
profound impact on the economy, education, personal communications, government, and the
business of daily living. Despite its relative immaturity as a commercial entetpsise (commercial
Intetnet services were first offered by UUNET, an MCI WorldCom business unit, in 1990 for
example), Intemet is rapidly evolving business models that are changing the face of neatly every
aspect of commetce worldwide

The histotical development of Internet placed it outside the normal regulatory
framework as a value-added or enhanced telecommunications setvice in neatly every countty in
which the system has taken root. That, alone, makes the Internet unique in the history of
telecommunications, since vittually all other modes of communicating (television, radio, satellite,
coaxial cable and even carrier pigeon) have developed in a regulated framework. This freedom
has almost certainly been a key reason that Intemet applications have developed so quickly and
across such a wide range of setvices and functions.

What this report investigates, with considerable ctedibility and meticulous care, is the
technical feasibility of controlling content or access to content on the Intemnet or, conversely,
confining access to a selected set of source sites.

John Gilmore, one of the eatly founders of Sun Microsystems, is credited with observing
that "Internet interprets censorship as damage and routes around it!" The authoss of this report
pose many technical possibilities for constraining use of Internet but virtually all of these suffer
from setious implementation problems. I am in complete agreement with the general conclusion
that local, optional, parental filteting of Intetnet content should be permitted but that it should
not be made mandatory. Indeed, any such mandatory attempts would be met with great
resistance by many if not all Internet usets.

Moreovet, any such attempts would be doomed to fail for the simple reason that there
ate technical flaws in any attempt to control contents on the web, in email, or other Net
applications.

Internet Society believes that "Internet is for Everyone" and the report of this special
Canadian group undesscores the importance of such a goal as we approach the 21st Century.

Vint Cerf
Camelot, VA
April 1999
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INTRODUCTION

This report discusses, from a technological petspective, issues atising from attempts to regulate
content on the Internet and to control access by individuals to Intemet sites and facilities. The
discussion does not focus, except in passing, on the non-technical issues surrounding the

regulation of Internet content.

The report was commissioned by Industry Canada. The authors ate Gerri Sinclair and Julie Zilber

from EXCITE, Simon Fraser University, and Getty Miller and David Sutherland.

Gerty Miller is Executive Director of Information Services and Technology at the University of
Manitoba. He was involved in NetNorth and was one of the founding member of CA*net in
1990. From 1992 to 1997 he was Chaitman of the CA*net board of Ditectors and was
instrumental in the success and growth of this founding Canadian Internet. He is also President
of MBnet, an Internet service provider in Manitoba owned by the three Universities, chaitman of
MRnet, the Manitoba research and development network, and chaitman if the CA*net Insitute, a
granting agency for Internet related development projects founded by the CA*net community
and Bell Canada. He is a member of the board and Secretary-Tteasurer of CANARIE and was a
member of both the Manitoba and federal Information Highway Advisory Councils. He is also a

member of the Intemet hall of fame.

Getd Sinclair is the Executive Ditector of EXCITE, Canada's first multimedia research and
production centte, which she established at Simon Fraset University in 1987. She is also the co-
founder and President and CEO of NCompass Labs Inc., a high-tech Internet statt-up company
based in Vancouver, which develops entetprise-level Web design and content management
software. Dr. Sinclair is a member of the Boawds of Directors of BCT.Telus and the Canadian
Foundation for Innovation. She is also a forter member of both Canada's National Information
Highway Advisory Council (IHAC) and the CANARIE board of directoss. Sinclair has gained an
international reputation for her pioneering work in developing intemctive new media

applications.

Julie Zilber is Director of Operations of EXCITE, and a University Reseatch Associate (faculty
researcher) in the Faculty of Education at SFU. A former lawyer, Zilber joined EXCITE in 1990,

and since then has wotked as patt of a collaborative team of education, content and new
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technology expetts that has gained an intetnational reputation for its innovative work developing
telecommunications projects and intetactive multi-media software applications for traditional and
non-traditional learning situations, Zilber has been consulted in Canada and abroad on the
impact of new technologies on the wotk, entertainment, and leaming environments of the future.
She has led research teams investigating issues ranging from human factors, interface, and
technological design for on-line educational delivety systems to the design and development of

interactive television applications.

David Suthetland is currently employed by CANARIE, and for many years was Director of
Computer Services at Catleton University. He was a founding member of the first Freenet in
Canada, and has been actively involved in many Intermet activities such as SchoolNet. He was a

mermber of the federal Information Highway Advisoty Council.

Part 1 of this report sets the context by presenting a history of the Internet, a description of the

technology used, recent trends, and vatious statistics.

Part 2 deals with various approaches towards the control of Intemet content and the inherent
difficulties in implementing them in a latge-scale environment, like the Canadian Intemet. It
looks first at methods for restricting access to content and then at methods for the promotion of

cettain types of content.

There are appendices for further reference, as well as a glossaty of terms attached to the report.

The authors wish to thank Lynette Miller and Jacob Zilber for theit editorial assistance and

Edwin Hargrave for valuable technical inisghts.




SUMMARY OF CONCLUSIONS

The authors have concluded that while 2 number of technologies exist that could be applied
toward the regulation of Canadians’ access to Internet content, none of these technological
apptoaches would effectively prevent the Canadian Internet user from accessing content that
violates pre-defined rules of acceptability, nor would they ensure that the user would be exposed

to any measure of desirable content.

There are basically two technological approaches to restricting access to content on the Internet.
These are:

® blocking requests for identified “unacceptabl” content using a list of prohibited sites, and
s filtering of content by identifying prohibited text sttings on the basis of patrtial or full-text

searches or, by detecting rating labels attached to the content.

Even in relatively small-scale environments such as cotporate Intmnets, blocking and filtering ate
expensive to implement and maintain and they impose delays and inefficiencies in network
petformance. On a national scale, such measutes would have enormous cost and petformance
implications and would, in effect, cripple the Canadian Intetnet and make it uncompetitive with
the rest of the world. Imposing these costs on Canadian Internet service providers would drive
some out of business and drive others to the US. The broadet economic costs of imposing these
measutes is beyond the scope of this teport, but they would be significant and would in all
likelihood undermine Canada's ability to take full advantage of the economic and social
opportunities offered by the wide spread use of Internet technology. Imposing blocking and
filtering technologies would also have an adverse impact on investment in Canadian
telecommunications resulting in a direct economic loss to the Canadian economy. Finally, the
question may be mocat, both because blocking and filtering technologies are of limited accutacy
and because there are a number of technical means of circumventing blocking and filteting

systemmns.



Approaches to content promotion considered in this report include:

¢ requiting Canadian ISPs (Internet Service Providers) to operate portal sites containing
specified petcentages of the desited type of content. However, users have complete freedom
to decide if they wish to visit a portal site or make it their home page. If operators of portal
sites find they arte losing visitors because of the type of content they are legislatively requited
to include, they will either stop providing the service or move it to the United States where
they will not face content legislation. There are also significant problems in defining type of
content and in measuring the amount of that content at aparticular site.

» special versions of Intemet search engines that would prioritize the desired type of content
for Canadian Internet users. For such systems to be technically effective in prioritizing
Canadian sites when presenting the tesults of a search, three things are necessary. First, thete
must be a way of determining in which countty the user is located. Second, thete would have
to be a way for the search engine to identify sites by theit country of origin. Third,
companies operating seach engines, most of which are located outside of Canada, would
have to agree to implement this system in their search engine software. All of these

requirements pose significant technical barters.

¢ substitution of non-Canadian banner ads on web pages with Canadian banner ads. However,

implementing such a facility would require intercepting all Internet traffic enteting Canada in
order to insert Canadian content, which would bring network performance to a crawl As
well, content providets gain revenue from placing banner ads on theit pages. If Canada was
stripping out the banner ads that had been paid for and replacing them with substitute
material, the operators of these sites would in all probability bat access to theit sites from
Canadian sources to the extent that thisis possible.

e “pushing” the desired type of content at Canadian Internet users through email or some
othet means. However, the user has complete freedom in deciding whether or not to read
email and most client erail systems allow the user to filter out unwanted messages.

* improving the ease of access to desited content by providing Canadians with high speed
network connections to the desired content. This potentially viable approach to promoting
content is in fact taking place as more investment is made in high-speed network
connections to servers and in the implementation of web caching technology. Mandating it

through legislation is not necessary.

While various methods might be considered for promoting certain kinds of content on the
Internet, we have concluded that no purely technological approach will guarantee that Canadian

Internet users will be exposed to that content.




Ultimately, it is the quality of the content and its interest to users that will determine whether
Internet users decide to look at it. The steps the government is taking in suppozting initiatives
such as CA*net IIT , Schoolnet and the Community Access progtam, Strategis and other
government web sites, as well as existing and emerging programs for the development of
outstanding Canadian content, will do much more than any regulatoty regime to ensure that

Canadians access Canadian content on the Intemet.

The authors note that it may be possible to control Internet content o some extens, but only if we
are prepared to accept considerable costs in terms of technological infrastructure, human
resources, enforcement mechanisms, and social and legal consequences. For instance, it may be
possible to produce a non-comprehensive list of Web sites that violate Canadian legal standards
and to require Canadian ISPs to filter for these prohibited sites. As both the technological
discussion in this report and the experience of other countries indicate, such an apptoach would
only restrict access to a limited number of offending sites. It would not guarantee that Canadans
would be protected from other Intetnet content that violates Canadian legal standards and has
not been screened by an authoritative body responsible for composing a list of prohibited sites. It
also may be possible to requite Canadian portal sites to display a number of bannets containing
specified content or to include a list of hyperlinks to other sites containing that specified content.
The repott shows that such an approach would fail to ensure that Canadians were exposed to a
particular kind of “desired” content. Hlowever, if we ate prepared to accept both thesubstantial
costs (discussed in the repoit), as well as the consequent technobgical and operational problems
(e-g., lack of accuracy, petformance degradation, lack of scalability, administrative overhead, etc.),
some might view this sott of ISP filtering as a “best-efforts” technological apptoach to regulating
Internet content. While it might satisfy the concems of some Canadians, the authors believe that
the unreliable, hit-and-miss results of this approach would not justify its costs ot the ensuing

negative impact on Canada’s place in the global Information Economy.

The authors also wish to point out that much content that is not suitable for children is legal for
adults in Canada. Therefore, blocking of content that isnot suitable for children is not
appropriate at the level of the ISP because, by testricting material that is not suitable for minors,

the ISP would also be denying legitimate access by adults.

For all of the foregoing reasons, we believe that the most promising technological avenue for
regulating access to Intemet content is self-regulation through voluntaty client-side filtering (e.g.,
using softwate such as Net Shepherd or SafeSurf) combined with voluntary self-labeling of
Internet content by content proudets (e.g., using a PICS-compliant labeling system). Restricting
access to some types of Internet content by children is an important issue that must be

addressed. However, attempting to exert this control through a national regulatory framework

5




requiring blocking and/or filtering facilities is impractical and ultimately ineffective. Despite the
limitations of filteding software discussed in the report, filtering software installed on the family
PC may meet the majority of the needs of those parents who wish to restrict their children’s

Intemnet access. It is a good first step.




PART 1 SETTING THE CONTEXT

1. AN INTERNET PRIMER

1.1 WHAT IS IT?

The Intemnet is a global collection of networks connected and sharing information through a
common set of protocols. Perhaps its most powetful featute is that it allows computers attached
to networks to communicate openly and effectively regardless of make, architecture, operating
system or location. All resources and netwotk management are widely distributed. Thete is no

central point of control.

1.2 WHO OWNS IT?

No one can completely own the Intetnet. Each network in the collection of interconnected
networks is in charge of its own atea, each is owned by distinct stakeholders, and all work
together according to common sets of rules and standards. No one is forced to connect but it is

in the intetests of all to be connected and to enjoy global communication.

1.3 HOW DOES IT WORK?

The otiginal research that led to the Intemet was motivated by the desite to build a
gin y

communications infrastructure that could survive nuclear attack This of course implies that if a

portion of the networl is disabled, the rest of the netwotk should sutvive. By definition

therefore, there can be no central point of control.

The technique developed to ensure the flow of information over the Internet is called "packet
switching." Unlike the telephone system, this technology delivers data between two points
without a direct fixed connection ot circuit. Data is broken into packets which contain addresses.

The network delivers those packets to the destination by routing them through a succession of




interconnected computers, called routers, much as mail is passed through different postal
facilities before being delivered. At the final destination the data is reassembled into its original
form. Each packet may take a different route, and if part of the network is slow or unavailable,

the packet is sent through a different route.

As an analogy, imagine a jigsaw puzzle being mailed, with each piece being put into a separate
envelope. Each letter may take a different route to the same destination. Until all pieces are
delivered and the puzzle reassembled, you don't know what the picture is. Intercepting one or a

few envelopes and opening them does not give you any idea of the whole picture.

Transmission Control Protocol (T'CP) ensutes that packets are carried over the network without
errot. Intemet Protocol (IP) ensures that packets are delivered to the correct destination. The
two combined are known as TCP/IP and are the fundamental undetlying architecture of the

Intemet.

Each computer connected to the Internet is assigned an IP number, which is its address. They
are analogous in many ways to telephone numbers. Packets are delivered to their destination
using that address. Domain names are aliases to IP addresses, and are more intelligible to
humans. Thus, for example, people know the University of Manitoba web site as
www.umanitoba.ca rather than 130.179.16.50. IP numbers are assigned in blocks to regions and
organizations. If one had a concordance of IP number assignments, it might be possible to

determine the location of a particular number. Although many systems now allocate IP numbets |
dynamically and only for the duration of a particular session, these IP addresses still fall within
the domain of the host server. While dynamic IP addressing may make it mote difficult to
identify the exact geophysicai location of a particular computer, it is still possible to determine

the domain (and hence the region) to which the computer’s dynamic IP address belongs.

1.4 WHO GOVERNS THE INTERNET?

The Intemet has no single central governing body. There are, however, a number of

organizations that work cooperatively to establish standards for interoperability.

The Internet Society (ISOC) is a non-profit, non-governmental organization that plays a support
role in many Internet activities. It houses the Internet Architecture Boatrd, The Internet Society
Engineering Steering Group (which manages the standards work of the Intemet Engineering

Task Force). It also hosts the Intemet Research Task Force as well as sponsoting training activity




in the form of international networks and various confetences including the annual international

INET meeting.

IP addresses and domain names ate assigned by independent bodies. Until 1998 the US
Department of Commerce was responsible for issuing Internet addresses. Recently a transition to

a new international organization was statted.

There are also many organizations and trade associations in different countries who act on behalf

of their region.




1.5 WHO ARE THE PROVIDERS?

The fitst level of provider is the Intemet Service Provider (ISP), which delivers, in effect, Internet
dial tone. Users, who may be individuals or companies, contract with this provider for a dial-in or
dedicated connection to the provider’s equipment, which then gives them access to the Internet.
The ISP may be a private for-profit organization, a non-profit community organization, an
educational institution, or a government agency. Any user may be a client or a host. In other

wortds, they tmay be accessing information ot supplying it.

The ISP may then connect to a Regional Netwotk Provider (RNP) which operates a wide area

network and provides Internet connections across a geographic market area.

RNP's then connect to the Intemet backbone through Network Access Points (NAP's). The
backbone is operated by service providets who operate the networks that route TCP/IP packets
from point to point. These providers may use carrier facilities from telephone or cable
companies, or may use their own facilities. Connected together, they are the global public

Internet backbonel

There are no regulations in Canada that govern who may be an ISP, just as thete are no
regulations that govern who can be a bookseller ot who can build a library. In addition, there are
no regulations that control interconnections between ISPs. It is possible to intetconnect
providers using regulated carriers such as telephone companies or by using unregulated
technologies such as spread spectmum radio. Also, with the emerging satellite environment, an

even greater number of infrastructure bypass options exist.

! See Appendix D for an Internet diagram.
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1.6 IS THE WEB THE INTERNET?

No. The Internet is a netwotk of networks made up of computers and network infrastructure,
wited and wireless. It delivers packets of information anywhete in the wotld, typically in less than

a second.

Many different kinds of softwate programs use the Intetnet to exchange information: electronic
mail, for example, was around long before the global hypertext system called the Woild Wide
Web. Now, videoconferencing and streamed audio channels are among other things which, like
the Web, encode information in different ways and use different languages between computers

("protocok") to provide a service.

The Web is an abstract ( virtual) space of information. On the Internet, you find computers — on
the Web, you find text, pictutes, sounds, videos, etc. On the Net, the connections are made over
network infrastructure between computers; on the Web, connections ate hyperlinks, links
between documents. The Web exists because of programs which communicate between

computers on the Net.

The Web uses the Internet and makes it more useful because people can now get information
from thousands of locations without having to know about the technical architecture of the

network.

1.7 WHAT IS AN INTRANET?

Many companies and public sector organizations have realized that it is more cost effective to use
the public Internet in their operations than to build private netwotks. They have also installed
ptivate Internets in their organizations for intetnal communications between regional locations.
These are called Intranets. An organization’s Intranet in one location will communicate with an
Intranet in another location of the same oiganization over the open public Internet. In most
cases the information sent from one location to another is part of the core business operations,
and is vital to the organization's welfare. The essential difference is that an Intranet is closed and
may only be used by those who ate authotized to do so by the organization which owns the

Intranet. The Internet is open to all
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1.8 WHAT ABOUT SECURITY AND HACKERS?

If an organization connects its Intranet to the public Internet, which may be accessed by anyone
with a modem and computet, it becomes the organization's responsibility to take technical
measures to protect its internal networks from unauthotized external access. This may be done
using devices called firewalls, which filter all of the information going in and out of the Intranet.
Unauthorized attempts at access and certain activities are denied. Sensitive information being
sent from one Intranet to another, such as credit card numbers, SIN numbers, etc. may be

encrypted to prevent theft.
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In the same year, the Internet Engineeting Task Force (IETF) and Internet Reseatch Task Force
(IRTF) were established. Over the next few yeats, these two organizations would develop new

technologies and standards, which allowed the growth of the Internet.

By 1989 the NSFNET backbone had been upgraded to T1 (1.544Mbps) speeds and the number
of hosts on the network exceeded 100,000. Networks from Canada and Europe were connected
to the US backbone.

Over the next two years, R&D networks flourished in the US and other countties until by 1992
the number of hosts exceeded 1,000,000 and backbone speeds were at T3 (45Mbps). Internet
tools such as Gophert, Veronica and Archie appeated. The term "surfing the Intemet" came into
common usage. Countries from all around the wotld connected to NSFNET, and the global

Intemet started to appear.

In 1993, the National Center for Supercomputing Applications (NCSA) at the University of
Mlinois released software called MOSAIC, the first World Wide Web (WWW) browsing program.
By the end of 1993, there wete sixty-three Web servers in the world.

1994 was the twenty-fifth anniversary of ARPANET. The Intetnet was growing rapidly, and this
yeat saw the connection of the US Senate and House of Reptesentatives, the White House and
other government services not only in the US but also Japan, Britain and others. Internet
shopping malls or cyber-malls appeated. Community networks or freenets came on the scene.

Cyberbanks opened for business. For the fitst time you could order a pizza online.

In 1995 the NSFNET commercialized the backbone and went back to funding R&D networks.
Interconnected commercial network providers now operated the US national Internet backbone
and commercial traffic proliferated. The WWW exploded and early in the year became the
biggest source of traffic on the Internet. Companies started to see business opportunities, and
many Internet related companies went public, resulting in some interesting stock activity. The
Canadian government came online, and development of many government web sites
commenced. Backbone speeds increased regulatly, and by the end of the year the host count was

over 6,000,000.

In 1996 growth, driven by the WWW and commercial use, continued exponentilly. By the end
of 1996 the host count was over 16,000,000. Thete was much discussion of the governance of
domain names, as their commercial value became appatent. Governments in countries such as

China, Germany, Malaysia and Singapore attempted to control their citizenty's access to the
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Internet for political reasons, usually with marginal success. The Communications Decency Act,
an attempt to control Intemet contentthrough legislation, was passed by the US Congtess. It was

declared unconstitutional the following year by the Supreme Court.

1997 saw the further commercialization of the Internet and continued exponential growth driven
by the web and the emetgence of electronic commetce. Most major companies were developing a

web presence. By the end of the year the host count was over 25,000,000,

A major issue in 1998 was the privatization of the domain name system, managed up to that time
by the US government. Many countries, including Canada, became concerned about U.S. private
sector control over what many have come to see as an international public resoutce. The issue
has still not been resolved. The number of pages on the web exceeded 300 million. The number
of hosts reached 40 million. Electronic commerce grew rapidly, and business conducted on the
web along with the wealth created by the information technology sector of the economy became

a major contributor to GNP.
In summary, over the past three decades, the Internet has evolved from a secret, closed
technology used by the academic and military communities to a petvasive, oper, uncontrolled,

flat system spanning the globe. The fact that it isglobal makes central control impossible.

The Intetnet has moved from a militaty tool to an academic tool to a populace tool to an

economic tool It will continue to grow and evolve.
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2.2 THE CANADIAN EXPERIENCE (FROM R&D TO COMMERCIAL)

The history of the Canadian Internet closely patallels the American expetience. In the 1970's,
there were regional networks in a number of locations interconnecting Universities in the region.
These networks used proptietaty communications protocols, and, typically, intetconnected large

mainframe computers. The main use was for transferring large files of information.

At the start of the 1980's, newer networking technologies started to appear. CDNnet, a reseatch
network founded to develop email standards was established and connected a nmumber of
Universities in the country. NETNORTH, the Canadian equivalent of BITNET in the US, was
established with the help of funding from IBM Canada by the University community as a
national network, and was connected to similar networks in other countries. Email became a way

of life for the academic community.

Towatds the end of that decade, the fitrst TCP/IP networks were established in Canadian
Universities in Ontatio and British Columbia. These wete connected ditectly to the US backbone
with cross-border links, and part of the Canadian academic community became members of the

butgeoning Internet community.

In 1989 the NETNORTH board of ditectors, made up of representatives from the Canadian
University community, developed a strategic plan to catry NETNORTH forward and transform
it to a TCP/IP technology. Funding was sought from the federal govetnment and a $2,000,000
statt-up grant was awarded by the National Research Council (NRC). In-kind contributions wete

also received from IBM Canada.

The NETNORTH community incorporated a not-for-profit organization to opetate the
network, called CA*Net Networking Inc. The board of directors was made up of one
representative from each province in the country as well as representatives from the University of
Toronto, the netwotk operator and from NRC. Most of the board membets wetre from the

Univetsity community.

At the same time, regional academic networks were established in each province:
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British Columbia: BCNet

Alberta: ARNet
Saskatchewan: SASK#Net
Manitoba: MBNet
Ontario: Onet
Quebec: RISQ

New Brunswick: NBNet
Prince Edward Island: PEINet
Nova Scolia: NSTN
Newfoundland: NLNet

CA*Net intetconnected these regional networks and provided three connections to the NSFNet
in the US through Vancouver, Toronto and Montreal. The original connections were 56 Kbps,

but the rapid growth of Interet traffic in 1990 and 1991 drove the need for increased network

capacity.

In January of 1993, the federal government announced the formation of CANARIE, an
otganization created to stimulate industrial reseatch and development on broadband network
facilities and applications. One of its first initiatives was the upgrading of the CA*Net backbone
to T1 speeds, ot 1.54 Mbps. Similar upgrades were done in regional networks. At the same tiie,
CANARIE funded the connection of Canada's north by funding links to regional networks in the

Notthwest Territories and the Yukon.

Internet growth in Canada paralleled the expetience in other countries. It became exponential,
and further upgrades wete required to T3 speeds or 45 Mbps. In some cases multiple T3
connections wete needed, particulagly on the US links.

In 1995, the University of Toronto stopped operating the network, and, after a tender process,

network operations were awarded to Bell Advanced Communications.

In 1996, it became evident to the CA*Net board of directors that the Canadian Internet had
evolved beyond its origins as an academic research and development network to a fast-growing
commercial network. The board then decided the time had come to transition the Canadian
Internet to a commercial one, and after another tender process Bell Canada was awarded the
network. It now operates as a commercial Bell offering. In recognition of the work of the
founding CA*Net community, CA*Net and Bell Canada created the CA*Net Institute, a funding

organization dedicated to promoting the use of the Intemet in the spitit of the original CA*net.
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This organization is in place and the first awards have been given to a wide variety of Internet-

related projects.

At the present time, this backbone network is one of many in Canada. Companies such as Sprint,
BCT.Telus, and MetroNet as well as Bell are installing and upgrading national Internet backbone
networks, connecting to the global Intemet through a number of locations. Speeds of these
backbones ate up to 655 Mbps, 12,000 times faster than the original CA*Net nine years ago.
Theotetical speeds using new broadband netwotk technologies ate up to 1.5 Thps, another large
increase. Since the unit cost of bandwidth becomes cheaper as overall network speeds increase,
the availability of higher speeds encoutages netwotk growth and its use by a widening clientele in

both the public and private sectors.*

These networks are connected to the global Internet through cross-border connections to the
US, Europe and Asia. As well, there are many private connections outside Canada for cotporate
Intranets. While the number of cross-border Intemet connections is not easily determined, it is

latge and growing,.

The volume of traffic on the Canadian Intemet is growing at typical tates, doubling every 4-6
months. Since thete ate a munber of national Internet backbones, and since such information is
proprietary for competitive reasons, determining total traffic is difficult. Howevet, it is cettainly

now in the hundreds of gigabits per second, and is rapidly approaching tetabits per second.

The other fundamental change in the Canadian Intemet has been the shift from research traffic
to commercial use. Just a few yeats ago, the majority of the traffic was for reseatch and education

purposes. Now, of course, the traffic is overwhelmingly commercial

* In BC for example, BCT.Telus, alone, now supports 1.5 million high speed nodes.
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a. development and application of open networking standards for
interoperability and interconnection;

b. clarification of market rules in areas such as privacy, security, and
consumer protection; and

c. removal of the legal, policy and regulatory impediments to the conduct

of electronic commerce.

3.6 The government should clarify its intentions regarding formal
regulation of Internet-based services. Currently, the Council questions the
effectiveness of any form of licensing of Internet-based services or the
imposition of formal content rules or quotas. At the same time, the Council
believes the rapid development of information technology has surpassed
the present regulatory framework. The government should explore other
potential instruments for achieving policy objectives regarding the
Internet.

3.7 With respect to taxation of the Internet, the government should avoid
fiscal measures that may hinder the development of the Internet and its
contribution to economic growth.

The federal government has since initiated the “Canadian Electronic Commerce Strategy” with
the objective of making Canada a wotld leader in the developinent and use of electronic
commerce by the year 2000. In October, 1998, the Minister of Industry hosted an OECD
conference on electronic commerce in Ottawa. The govetnment has followed up with policy and

legislative initiatives to advance its strategy.

Aside from performance and reliability of the Canadian Intetnet, two important technologies in
e-commerce are encryption and digital signatutes. Encryption, the technique of encoding
information to protect it from unauthotized access as it is transmitted, ensures the secutity of
sensitive information such as credit card numbers as it is carried over an open network such as
the Internet. A digital signature, a vatiation of encryption technology, is the digital analogue of a
person's signature, and is crucial to e-commerce as it identifies without doubt the identity of the
buyer and seller. Any attempts to hamper these technologies as patt of a strategy to control
Internet content will have a stifling effect on the conduct of e-commetce, and therefore on the
growth of the Canadian economy. It should be noted that as of the time of this writing, Bill C-54
is before the House of Commons. This bill provides that the Governor in Council may make
regulations prescribing technologies or processes for the purpose of securing electronic

signatures. This is not the type of control referred to here.

23







weather, sports and other Canadian information. Canadian portal sites develop Canadian

‘ information to atttact customers.!3

This has been confirmed by the fact that US companies that have established Canadian portal
sites, such as America On Line (AOL), have done so based on business cases. Their investment

in establishing portals in Canada has been justified by the market.

15 A similar argument was made by various organizations including AOL Canada and Rogers in their

. recent submissions to the CRTC New Media hearings. Details are available on the CRTC web site.
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6. THE CHANGING TELECOMMUNICATIONS ENVIRONMENT

For many years the telecommunications environment in Canada consisted of regulated
monopolies. Cattiers wete closely regulated by the Canadian government, and pricing and profit

margins were predetermined.

In recent years, the progressive introduction of competition has occurted in a number of areas of
telecommunications. The government followed this course to create an environment favourable
to private sector investment in infrastructure and innovation, and to encourage the growth of the
Information Economy. Competition is now allowed in most areas of telecommunications, and as

a result the cost to the consumer has come down.

Another phenomenon has been convergence. Separate netwotks with separate technologies for
voice, data and video transmission are no longer necessary. The Intetnet can carty all of these
simultaneously over any type of network infrastructure. Transmission facilities no longer have to
be landlines. Intemet networks can use a number of carrier facilities, including fibre optic cable,
microwave, radio and satellites. Wireless facilities are already in use for delivery of Internet

services in many parts of Canada.

"Metamorphosing the Internet from a high tech toy delivering best-effort
service into a favoured business tool of the 21 century is a world-wide
priority.

An Internet that can provide the high level quality of service demanded by
real time business communications such as Internet telephony, video
conferencing and on-line transaction processing is very much in
demand."*¢

The Canadian government has recognized this in the funding of CA*Net III through CANARIE.
This optical Internet netwotk, which will be the fastest in the woirld when deployed through
1999, is a research and development platform for very high-speed broadband networtk
applications. As the technologies are developed and rolled out commercially, the use of

traditional circuit switched networks for local and long distance telephony, data transmission and

16 “The Internet Grows Up"; George Lawton, Global Telephony, December-January 1999, page 34.
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video-conferencing will slowly fade away, as telecommunications converges to a single

broadband Internet.

7. WHAT'S IN THE FUTURE?

“The world’s population will be about 11.5 billion by 2047, compared to 5.8 billion
in 1996. Internet will probably achieve penetration rates similar to television and
telephony, at least in the parts of the world that have suitable power generation
and other technology infrastructure. Indeed, by that time, penetration may
exceed that of television, with the use of personal and vehicular devices adding to
conventional office and residential units. Instant demand for communication
capacity will be satisfied in large measure by a combination of fibre optics and
optical switching as well as very broadband radio communication and perhaps
infrared links over relatively short distances. Broadcast communication via digital
satellite will also play a role, and conventional over-the-air media will carry
Internet packets. Conventional television and radio may by that time have

become as quaint as crystal radio is today."’

“If the average penetration of networking technology reaches thirty percent by
2047, this suggests on the order of three to four billion devices, possibly more if
the “ubiquitous computing” applications predicted by Mark Weiser of Xerox PARC
actually proliferate. There may be hundreds of such devices in a residence,
vehicle, or office. Moreover, wearable devices could inflate the total even further.
Such scales are dramatically more than the present day network of 600 million
terminations, which has already had a material impact on all aspects of the global
economy and social structure.

Data rates will have reached the limits of optical fibre technology in the 38 THz
range per fibre. End user data rates will be in the gigabit range and backbone
rates in the tens of terabits range. Optical switching will be the norm.”*®

Vinton Cetf was one of the prime architects of the Internet and its undetlying technology. These
predictions are if anything conservative; the growth of the Internet and its effect on commerce

and society ate unstoppable.

' Vinton Cerf, “When They’re Everywhere,” Beyond Calculation: The Next Fifty Years of
Computing, Copernicus ©1997, page 38.

8 Ibid page 39.
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Canada has always been a leader in telecommunications technology. Three-quatters of Internet
traffic is routed through equipment manufactured in Canada. Initiatives such as CANARIE’s
CA*net I1I, the fastest optical netwotk in the wotld, will keep Canada at the forefront of this
technology. It has been noted above that the penetration of the Intermet in Canada is
dispropottionately high in comparison to latger counttdes. This is expected to continue, and the
Internet will become a fundamental part of Canadian society and business, if it is nurtured and

allowed to grow.
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PART 2 - CONTROLLING CONTENT ON THE INTERNET

In this part of our report we will examine the question of whether it is possible to use
technological means to control the content available to Canadians on the Internet, either through
the restriction of access to certain content of, altematively, through the promotion of specified
types of content. We will first explore technological approaches to restticting access to certain
types of content. We will then look at how technology can be applied in ordet to promote
designated or preferred types of content. Since most people using the Internet use the World
Wide Web, much of this discussion will concentrate on testticting or promoting access to Web
pages. It should be noted, however, that content can be exchanged over the Intemet in many
other forms, including via email, ftp, IRC, bulletin boards, and multicasting. The resttiction or

promotion of content exchanged using these methods will also be addressed.

1. RESTRICTING ACCESS TO UNACCEPTABLE CONTENT

Let us consider a scenario in which one wishes to ensure that an Intetnet user in Canada cannot
access content that is deemed by officials to be unacceptable. For the putpose of this scenario,
we will largely ignore the existing legal framewotk in Canada, and will assume that the
government is both willing and able to enact whatever legislation is tequired to itnplement the
resttictions described. We will therefore address only the question of whether it is technologically
possible to prevent a Canadian user from accessing unacceptable matesial over the Intemet. We
will consider both the situation faced when the content originates on a host server located in
Canada, and that which exists when the host setver is located outside the country. It is important
to note that eighty to ninety per cent of Intemet traffic (web surfing, email, downloading files
from servers, etc.) in Canada accesses setvers outside the country, creating a situation in which
authorities in Canada have no jurisdiction over the osginating server. We will also consider
technological options available to resttict access to content by a user who does not wish to have
his or her access to any kind of content restricted. What technological avenues might be available

to prevent the “unacceptable content” from reaching the uset in Canada?
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1.1 CLIENT-SIDE APPROACHES

We will begin by examining approaches to testricting content that might be implemented on the

user’s computer. This is called client-side filtering,

Filtering Softwate

Filtering software is software that compates some or all of the contents of a data file?! retrieved
by a user against a pre-defined set of rules, and determines whether to permit the file to be

received and/or displayed by the user’s computer. Comimon rules used for filtering include:

s Blocking of selected files (e.g., web pages and newsgroups) or sites by compating the URL,?
name, or IP address of each item against a list of prohibited files or sites (commonly called
“blacklisting”);

* Blocking of all files except pre-approved files or sites by compating the URL , name, or IP
address of each item against a list of permitted files or sites (a less common practice, this is
sometimes called “whitelisting”);

o  Filtering of selected files by scanning the header information of each file and comparing the
contents of the header against a list of prohibited text strings (sequences of text charcters);

o Tiltering of selected files by scanning the full text of each file and comparing the contents
against a list of prohibited text strings;

o TFiltering of selected files or sites by comparing a “rating label” included in the header

information of each file or site against a pre-defined set of rating critetia.

The first two types of blocking require that a human being examine each possible file or site and
decide whether to add it to the list of prohibited or authorized items. The second two types of
filtering requite that human beings create the list of prohibited wotds or phrases, after which the
screening process is automated. The last type of blocking requites that human beings establish
rating ctiteria and rate each file or site, after which rated files and sites can be screened in

accordance with theit ratings.

Many software companies have created client-side filtering software that the owner of the client

computer can choose to install on the client machine? These products commonly use a

2! A file may be a document, a newsgroup, or any other item that is stored in digital form and can be
accessed on the Internet. Web sites generally consist of a large number of linked files.

22 URL stands for Universal Resource Locator, and is the address of 2 document on the World Wide
Web.
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analyzing video for semantic content, for example, ate still in the eatly research stage. Even the
less daunting task of analyzing the content of a single image is an interpretive challenge well
beyond the capabilities of cutrent filteting software and computer hardwate. If the filtering of
text is inaccurate, filtering images based on more amorphous ctitetia is several orders of
magnitude mote problematic. Schemes suggested, such as blocking images based on the
petcentage of “flesh-tones” contained in the image, hint at the problems with this approach.
What are flesh-tones? Are classical paintings containing nudes blocked? What about close-up

pictures of faces (mostly flesh, after all)? Baby pictutes? Medical images?

Content labeling

Labeling or rating schemes for Internet content have been proposed and developed by groups
such as the RSACP?! and SafeSutf. These schemes generally use either a simple age-based rating
scale similar to that used for movies (e.g., General, PG13, and so forth) ot a more sophisticated
labeling system that rates material based on a number of dimensions (e.g, sex, violence, hate,
language, and so forth). The PICS (Platform for Intemet Content Selection) labeling system
developed by the W3 Oxganization supports labeling schemes of either type, and has genetated
substantial interest, patticulatly in some Eutopean countties. Web browser manufacturers have
indicated that they will make their browsess PICS compliant, ultimately allowing users to screen
content in web sites based on PICS critetia. The latest vetsion of Microsoft’s Intetet Explorer
web browser is PICS compliant, allowing patents to tutn on content screening, For example, a
patticular user might decide to screen out sites that have a PICS-compliant “violence” rating
above 2, “sex” rating above 3, “offensive language rating” above 4, and so forth32 These systems
tely on a combination of humans, who review and rate the content, and technology, which

blocks content on the basis of the human-generated ratings.33

Which Rating System?

Several of the manufacturers of current filtering software use critetia that can be recognized by
the PICS system. Examples of the PICS-compliant rating ctiteria established by RSACi, SafeSurf,
and Net Shepherd are attached as Appendix B. The critetia established by each of these
organizations vary widely. For the sake of consistency, one set of rating criteria and a labeling
system capable of recognizing those ctiteria would have to be adopted for Canada. In essence,

this would mean granting a monopoly in the Canadian market to one technological approach.

3! Recreational Software Advisory Council on the Internet

32 For more information on PICS, visit http://www.w3.org/PICS/.

%3 Note that WC3 has not established rating criteria for use by PICS, and PICS is not a rating scheme.
Rather, it is a technology platform that will support the implementation of a range of “PICS-compliant”
rating schemes, allowing Internet content to be rated either by the content providers or by third-party
rating agencies.
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One of the criticisms of the Ametican decision to legislatively require the V-CHIP’s inclusion in
all televisions sold in the US is that, by eliminating competition between producers of rival
products, the US government has frozen technology development in this field. While Canadian
standards would probably not have the same impact on global technology as do American ones,
official adoption of a single technological solution would have a similar anti-competitive

tendency to stifle improvement and development.

Choosing a tating system is complicated by the fact that none of the existing rating criteria are
defined in such a way as to clearly distinguish the type of content that might be prohibited in
Canada. While it might be possible to develop a set of rating criteria spedifically geared to
Canada, Internet content developers around the wotld ate highly unlikely to affix Canada-specific

rating labels to their sites.

Who does the Iabeling?

In theoty, a labeling system such as PICS would provide far more useful results than blocking or
content-filtering software. As mentioned above, however, a labeling system is not a purely
technological approach to content filtering, These systems tely on either voluntary compliance
(self-rating) by content creators, ot rating and labeling by third parties. Labeling ot rating by a
latge number of diverse groups and individuals would obviously tesult in inconsistency.
Standards-based (or subjective) rating systems would result in the same item receiving different
ratings from different groups or individuals. In his excellent essay “Rating the Net,” Jonathan
Weinberg, Associate Professor at the Wayne State University Law School, uses examples of the
rating systems used by a number of filtering products to illustrate some of the problems

associated with standards-based rating systems:

The SafeSurf questionnaire, for example, requires the self-rater to
determine whether nudity is "artistic" (levels 1 through 6), "erotic"
(level 7), "pornographic” (level 8), or "explicit and crude" pornographic '
(level 9). The voluntary Content Rating self-rating system promoted by
CYBERSitter is almost the model of a standards-based regime: it offers
as its only guidance the instructions that self- raters should determine
whether their sites are "not suitable for children under the age of 13,"
and whether they include material "intended for an audience 18 years
of age or older." Specs for Kids raters are instructed to distinguish
between sites that: (1) refer to homosexuality "[i]mpartial[ly]"; (2)
discuss it with "acceptance or approval"; or (3) "[a]ctive[ly] promot]e]"
it or "attempt[] to recruit the viewer." Each of these classifications

requires more judgment on the part of the evaluator, and is not so
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hard-edged as the RSACi categories. Individuals with different
perspectives and values may disagree as to where the lines fall. With
respect to the Specs treatment of references to homosexuality,
individuals disagree as to whether the categories are even coherent.
These categories work only within a community of shared values, so
that evaluators can draw on the same norms and assumptions in
applying the value judgments embedded in the standards. 3*

On the other hand, rules-based (ot objective) tating systems tend to obscure the kind of
information that is often important in deciding whether access to a site should be prohibited. For
example, the RSACi defines “objective” rating categoties providing 5 rating levels (from 0-5) in
each of four categories: nudity, sex, language & violence. Level 4 in the “nudity” category is
desctibed as “frontal nudity”. Using objective ctiteria, Michelangelo’s David would gatner a Level
4 nudity rating using the RSACi criteria. 3 Thus, while it may be possible to achieve a greater
consistency across multiple reviewets using a rules-based rating system, such a system is unlikely
to provide the kind of value-based information that would be most useful in making a decision to
block certain content. For this reason, many content developers are opposed to a tequirement for

self-rating, To quote again from “Rating the Net™:

When an author evaluates his site in order to gain a rating from any
PICS-compliant rating service, he must follow the algorithms and rules
of that service. Jonathan Wallace, thus, in an article called Why I Will
Not Rate My Site, asks how he is to rate "An Auschwitz Alphabet," his
powerful and deeply chilling work of reportage on the Holocaust. The
work contains descriptions of violence done to camp inmates' sexual
organs. A self-rating system, Wallace fears, would likely force him to
choose between the unsatisfactory alternatives of labeling the work as
suitable for all ages, on the one hand, or "lumping it together with the
Hot Nude Women page" on the other.3¢

Furthermore, it is doubtful that one could rely on the putveyoss of hate literature (for example)

to accurately label their content. On the other hand, labeling or rating of all the content on the

3 Jonathan Weinberg, “Rating the Net,” 19 HASTINGS COMM/ENT LJ. 453 (1997). Versions of this
article appear in INTERCONNECTION AND THE INTERNET 225 (Gregory L. Rosston & David
Waterman eds. 1997), and THE V-CHIP DEBATE: LABELING AND RATING CONTENT FROM
TELEVISION TO THE INTERNET (Monroe E. Price ed. 1998). The articie can be found on-line at
http://www.msen.com/~weinberg/rating.htm.

3 At least if viewed from the front!

3 ibid.
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Intetnet by a single third-party organization, as discussed above, poses practically insurmountable

logistical problems. The task of perusing and rating each item would require the massive army of

reviewers described in the discussion of blacklisting, above.

Screening dynamic content

Web pages are only one of the methods by which information is exchanged on the Internet. If
rating web pages presents a monumental challenge, other methods of exchange, such as real-time
chats, email, discussion groups, and so forth, ate simply not amenable to labeling, The subject
matter of these is constantly changing and is therefore impossible to categorize. Rating a real-
time chat (whether text-based or audio) would be equivalent to attempting to rate a telephone
conference call while it is occurting. Rating email, which is generally private correspondence
between individuals, would require the interception and reading of all of the millions of email
messages exchanged over the Internet in Canada each day. Rating of discussion groups could be
done on the basis of the group’s stated subject matter. However, the actual contributions to any
discussion group, no matter how innocuous its theme, may occasionally veer into unacceptable

areas. It would not be possible to predict this in advance for the purposes of labeling,

Blocking of dynamic content using lists of prohibited text strings is possible. Certain filtering

products will, for example, block a discussion group, terminate a chat session, or delete an email

message if it contains prohibited text strings. The problem with text string blocking, however, as
discussed above, is that it tends to block legitimate content at a rate far in excess of the offensive
content it blocks Defining text strings that would accurately identify types of content

prohibited in Canada is next to impossible.

What if the user doesn’t want to filter?

Aside from problems with accuracy, client-side filtering software relies on the computer owner’s
willingness to install and use it. Client-side filtering softwate is relatively easily evaded or disabled
by the determined user. A number of websites and newsgroups provide instructions on

uninstalling, disabling, or evading blocking and filtering progmmsA38

If a government were determined to prevent the user from accessing unacceptable material, even

if he or she wanted to access such material, it could mandate the installation of some sort of

37 Angry users brought to AOL’s attention the fact that, in defining the word “breast” as a prohibited

text string, it had excluded the breast cancer survivor’s discussion group.

¥ A determined user could also reformat or partition the computer’s hard drive to get rid of filtering.

Some of the many sites that include information on disabling filtering programs are: Peacefire Youth

Alliance Against Internet Censorship (www.peacefire.org) , Glen L. Roberts’ web site .
(www..glr.com/nurse/), and Full Disclosure (fulldisclosure.org)
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filtering or blocking program on all computers sold in Canada.?¥ This would not affect those
computers already owned by Canadians, but would have some initial effect on new computers
purchased in Canada. Since cutrent filtering softwate will prevent Canadians from accessing
petrfectly legitimate material, however, the imposition of requiting such software on their systems

would inevitably be unacceptable to many Canadians.

Furthermore, as mentioned above, filtering and blocking programs are not difficult to disable or
evade. A user who purchased a computer with filtering softwate installed could simply access
readily available instructions for uninstalling the program, download a “clean” browser from a
site on-line, or, if necessaty pattition or reformat the computer’s hard drive to render the filtering

software non-functional.

Without major modifications to current Canadian legislation, little else can be done on the client

side to unilaterally constrain users’ access to material,

Imposing Client-Side Restrictions

Other countries,® which have regimes that permit far greater restrictions on the rights of
individuals than is the case in Canada, have attempted to impose client-side restrictions by
legislatively prohibiting individuals from accessing unacceptable material and imposing severe
penalties on those who violate the prohibition. A number of difficulties arise in attempting to do
this: How does one define “unacceptable content” so the user will know which material to avoid?
How do users know that the material they access meets the criteria of unacceptability before it
has been downloaded? How do those chatged with enforcing this legislation know what the user

has accessed and whether it is prohibited? Let us consider each of these questions.

How do we define “unacceptable content” so the user will know which material to
avoid?

This is not a technical question, but a question of definition that is not unique to the Internet.
Prohibited materials (e.g., child pornography, hate literature, defamatory matetial, and so forth)
have been legally defined in Canada. With respect to any individual document, however, the
problem of classification remains. Before attempting to implement any technological solution to

notifying the user of “unacceptable content,” it must be possible to unambiguously assert that an

3% Which filtering software, and what it would be set to block, is another question.

40 Singapore and China are the most frequently cited examples of countries with restrictive Internet
regimes. Most totalitarian regimes, however, have restrictive Internet access regulations. Restrictions
tend to be more effective in countries where state terror combines with poverty and a meagre
communications infrastructure to create hurdles to access that are virtually insurmountable. Even Cuba,
however, with one ISP, a single 64Kb connection to the Internet and only 600 authorized Internet users,
has outlaw Internet users.
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item falls into a class of prohibited material. As numerous court cases have demonstrated,"
howevet, no simple set of objective ctiteria will serve this purpose. Ultimately only a court can

determine whether a particular item falls into a class of prohibited material.

How does the user know the matetial meets the criteria of unacceptability before it
has been downloaded?

A comprehensive and consistent labeling system is the only way in which the user can know what
the contents of an item are prior to downloading, As suggested above, there is no reliable set of
objective criteria that can be used to identify prohibited types of content, nor is comprehensive
and consistent labeling of all Intemet content achievable. Consequently, partial- or full-text
filteting and labeling will not setve to let the user know, prior to downloading, whether material
requested on the Intetnet meets the critetia of unacceptability. It is only after having
downloaded and viewed the matetial that the user would be in a position to assess whether it

constituted “unacceptable content’2 (At which point, the question would be moot.)

The user could know if specific content is prohibited if the definition of “unacceptable material”
is limited to “those items included on a government-created list of prohibited files or sites.” Such
a list could be developed to work with a range of client-side filteting products, and the obligation
to use a filtering product imposed on the user. There would remain, however, the problem of

measuring compliance.

How do those charged with enforcing this legislation know what the user has
accessed and whether it is prohibited?

Since most Intemet usage occuts in the privacy of users’ homes or offices, determining what a
user has viewed is not an easy matter. Clearly, any attempts by the government to monitor what
people are doing in their own hotes or offices would raise a multitude of issues telated to
invasion of privacy and would contravene the CSA guidelines for privacy.#* From a technological
perspective, there is no practical client-side approach to monitoting what people are accessing on
the Internet. A somewhat “diabolical” scheme for monitoring, suggested tongue-in-cheek by
Prof. John Carrey of Columbia University, is to install “cookies” on the user’s machine to track
and report what the user accesses on the Internet. A “cookie” is a small text string delivered to
the user’s computer along with a web page. It recotds specified information and provides that

information to the server on which the page originated when the user visits that page again. It is

*! For example, Little Sisters et al. v. the Minister of Justice and Attorney General for Canada et al.,
BCCA, 1996

% Although the definitional problem mentioned in the preceding paragraph would still exist.
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possible to conceive of a cookie that would send a copy of evety link a user visits to a central
server. ¥ While ingenious, the problem with cookies is that first the user has to access a web
page that will deliver the cookie, and then the user has to set the browser softwate to agree to
accept the cookie. The ability to decline cookies is an integral part of the software on all web
browsers that are capable of accepting cookies. This ability is an essential security feature and
should not be removed, as, in its absence, malicious individuals could use cookies to install
vituses, capture user passwords, and carty out other undesirable activities. Even after they have
been accepted, cookies can be disabled or deleted from the user’s system. Aside from the
questionable efficacy of such an approach, one cannot imagine Canadians accepting the concept

of their Internet activity being monitored by a government contiolled enforcement agency.

Another approach to monitoring would be to adopt a requirement that all Canadian ISPs
maintain logs of all URL requests made by theit clients.#s This would itmpose a cost burden on
the ISP. As well, individuals who wished to avoid having their requests logged in this way could
use one of the many on-line services that allow a uset to request Intemet content anonymously.46
One imagines that if logging of user activity wete introduced in Canada, the number of such
services, and the number of Canadians using them, would proliferate. One could also expect the

number of Canadians obtaining Internet services directly from US ISPs to increase significantly.

Hardware-based Restrictions

If software approaches cannot compel compliance on the client-side, what about hardware
approaches? Is it possible to impose a requitement for the installation of the computer equivalent
of a compulsory V-CHIP into Canadian computers? The V-CHIP is a computet chip that filters
television content. It operates on principles very similar to those of ratings-based software filtets.
This capability is hardwited into the television set, since, unlike a computer, there is currently no
simple way of installing programs on 2 television. When installed in a television set, the V-CHIP
allows the TV owner to block reception of television programs on the basis of rating criteria
embedded in the television broadcast. Parents, for example, may program their television sets to
prevent their children from watching programs with an adult rating. The FCC in the United
States, anticipating that larger computer monitors will prompt mote people to watch TV on their

computers, is consideting requiting computer manufactuters to install V-CHIPs into

* These guidelines are the basis of the federal government’s proposed privacy legislation (Bill C-54).
Such a move would run contrary to recent government measures to promote privacy and security on the
Internet.

* Microsoft’s Internet Explorer™ “channels,” although not technically a “cookie,” works along these
lines.

% China and Singapore have regulations to this effect.

% For example, the Anonymizer — www.anonymizer.com . Anonymous remailers and web sites are
discussed in some more detail below in connection with ways of avoiding server-side filtering.
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computets.#’ In theoty, such a chip could be made to detect labels on web pages, as well as the
tatings encoded in TV broadcasts: in essence, hatdwired filtering software. If a comprehensive
and consistent labeling system for Internet content existed, such a chip could theotetically be set
to screen out content deemed unacceptable. Howevet, the installation of a hardwired filtering
program would do nothing to ovetcome all the obstacles to the implementation of a coherent
and effective labeling system discussed above. Not, although it might be more difficult to
uninstall than a software-based filtering program, would it prevent the use of evasion techniques

such as anonymous remailers.

*" Whether this requirement will actually be imposed is open to question. The move is being vigorously
opposed in many quarters. Computer manufacturers, especially small computer manufacturers, argue
that the expense will make their businesses uneconomic. Others argue that the number of people who
will actually want to watch TV on their computers is small. And the Civil Liberties Union opposes the
proposal as a move towards controlling the types of content available on the Internet.
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1.2. SERVER-SIDE RESTRICTIONS

If client-side resttictions take one into the tealm of the impractical, what about implementing

server-side restrictions?

Filtering at the Host Level

For content created in Canada, the government has a number of existing remedies against
individuals who contmavene Canadian law. If the host server is located in Canada, it would
theoretically be possible for the government to requite by law that the operator of the server
install and run filtering software that would prevent “unacceptable” content from being
transferred to users. However, the problems with consistency and accuracy of labeling and

filtering systems discussed above apply to this technology as well.

Filtering at the ISP Level

If the host server is located outside of the countty and, therefore, outside of Canadian
jurisdiction, the government would not have the authority to impose any requirements on the
originating setver. To implement server-side restrictions, it would be necessary to interpose proxy
servers or firewalls®8, through which all data entering the countty would have to pass and be
inspected before reaching the uset. Because the Intetnet is a fully-meshed, self-repaiting netwotk,
thete are many different available routes between a soutce server and the end user. As the
Intetnet is curtently configured in Canada, the only intermediate network node in Canada
thtough which the data absolutely must pass on its way to the user is the router at the user’s ISP
site. (This assumes that the user has a Canadian ISP. If the user accesses the Intemet directly
through a foreign ISP, thete ate no intermediate netwotk nodes within Canada through which

the data absolutely must pass on its way to the user.)

Theoretically, each of the ISPs in Canada could be required to install a firewall that would screen
clients’ file requests and refuse to forward requests for items rettieved from a list of prohibited
sites, and/ot set up proxy servers to cache and screen content before passing approved content

to the client. As mentioned in Part 1, ISPs in Canada are cutrently unregulated. Anyone can

8 In this context, a proxy server is a server on which incoming Internet content is cached (stored)
before being forwarded to the client. A firewall is a server that enforces network access or security
policy. High-end firewalls generally run on dedicated hardware devices.
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become an ISP. Because of the absence of regulation and the low bartiers to entty, competition
and expansion in the ISP sector is vigorous. Introduction of ISP-level fitewall or proxy server

requirements would be a significant negative change to the economic health of this industry. 4

The introduction of a firewall impacts the throughput of the netwotk by decreasing the number
of bits pet second passing through the touter and increasing the latency (delays) in the network.
A study of five leading firewall products (most of them blackbox hardware solutions) has
indicated that the introduction of the firewall, even without any filtering rules, caused latency to
increase apptoximately atithmetically as the number of clients incteased, while Mbps peaked at
170 Mbps per firewall device.® Another test of firewall software tevealed that the introduction
of a single filteting rule’! decteased throughput by 20 per cent with 16 clients, and by 40 per cent
with 64 clients.? The types of filtering rules desctibed here are of the type commonly used in
cotporate firewalls. That is, they screen data packets based on disctete character strings in pre-
defined locations (for example, starting at bit 12) in the packet. High end, dedicated routers can
do this type of scteening at current line speeds for a relatively small number of sules, provided
they do not have to deal with complex routing tables at the same time. Scteening based on
character strings located at arbitrary locations in the data packet, on the other hand, cannot be
done, even by the most efficient dedicated hardwate, at anywhete close to line speeds. What this
means is that blocking of content on the basis of pre-defined criteria (such as the IP address)
which are located at predictable locations in the data packet, is possible at line speeds, given
sufficient routers located at the edges of the network, but not at core routers (for example, the
core routers at medium to large ISPs). Screening of content on the basis ‘of character strings

located at arbitrary locations in the data packet is not currently possible at line speeds.

These results demonstrate that, in order to minimize petformance impacts created by the
introduction of a firewall it is necessaty to limit the number of clients accessing the network
through any single firewall device. To provide throughput rates that would support streaming

video and other high performance Internet facilities requiring high network speeds, one would

49 The Canadian Association of Internet Providers (CAIP) takes the position that ISPs cannot be
responsible for content on their systems generated by their clients. They argue that their position is
essentially that of a common carrier, and that that they cannot be held responsible for what is posted by
an individual using their service. Courts in the US have adopted a similar view, as long as the ISP
refrains from taking any role in choosing the content on their systems.

>0 These figures are based on a report by KeyLabs, an independent US lab specializing in software and
hardware testing in a networked environment. The full report can be found at

http://www keylabs.com/results/firebench/index.html. These dedicated filtering solutions are more
efficient than purely software-based filtering products that run on top of a standard server operating
system,

5! A “rule” is a criterion for accepting or rejecting a file or connection. For example, a common rule for
corporate firewalls, is: do not accept requests from people without passwords. Another might be: do not
accept executable files (files with a .exe ending).
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have to provide an additional firewall device each time the introduction of further clients would

. petceptibly impact on throughput.

Based on its March 1998 sutvey, ACNielsen states:

The Canadian Internet user community continues to grow -- 37% of
Canadians aged 12 and over are now on-line users. This is up from a
penetration level of 31%b a year ago, and represents a growth rate of 20%.

The total of 37% represents approximately 9.5 million Canadians aged 12
and over. Recognizing that there are a number of Internet users aged 11
and under, the overall total of Internet-using Canadians will be a
somewhat higher number, perhaps closer to 11 million.*®

Since usage has undoubtedly increased since March 1998, we can use 11 million as a consetvative
estimate of Canadian Internet users.5* If we consetvatively assume that duting peak petiods at
least 10 per cent of those users are on-line concurrently, one would require multiple firewall
devices for even a small ISP to permit minimal screening without negatively impacting network
petformance beyond acceptable levels. With the number of Canadian Intemet users increasing
rapidly, and traffic on the Canadian Intemet doubling on average every fout to six months, one
' would expect the required number of firewall devices to increase concurtently. High-end firewall
devices, capable of handling the level of traffic desctibed, typically cost in the range of $25,000.
The cost of purchasing and installing enough such devices to screen all the content passing
through ISPs in Canada would be billions of dollars. (Normal procedute is to schedule these
devices for replacement evety four years.) This, of course, does not include any amount for
operations, maintenance, ot housing of the devices. Nor does it take into account the increase in
these costs as Internet usage increases. For small ISPs this expense would easily make business

unprofitable.56

52 These results come from tests conducted by KeyLabs on software-based firewall products. The

results are reproduced at 222.ntguard.com/performance.htinl.

53 Top Line Results, from ACNielsen Measures the Net: The ACNielsen Canadian Internet Survey *98,

http://www.acnielsen.ca/ACNielsen/cgi-

bin/DisplayPage?SITE=ACNielsen&KEY=survey98spring& TRACKID=MC .

> Note that the volume of traffic on the Internet is increasing at an even greater rate than the number of

users.

55 See Part 1

561997 figures from BITS Information Service survey indicated that in 1996 over 50% of the ISPs in

Canada had revenues under $500,000, with 20% having revenues under $250,000, and 13% having

revenues less than $100,000. From the Canadian Association of Internet Providers’ web site:

http://www.caip.ca/corpinfo.htm. Additional routers and maintenance could easily cost the small ISP
. between $100,000 and $200,000 annually.
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The hardware and softwatre cost estimates above assume a minimal set of filtering rules. The
longer the set of rules, and the greater the volume of data processed, the mote demands are
placed on the firewall, and the greater the impact on network petformance. Long before the
extreme of full-text scanning or pixel analysis of each document is reached, the quality of
network setvice would have detedorated to the point of making the Internet unusable.
Furthermore, the hardware, software, and maintenance costs to the ISP of implementing such a
scheme would make the business uneconosmic, dtiving small ISPs out of business and large ISPs

out of the countty. 7

Standard firewalls devices are specialized routers that filter data packets based on simple criteria
that can be determined from the identifying information encoded in fixed locations in each
packet (e.g, IP addtess, file type, and URL). Partial- ot full-text filteting of files would requite the
installation of proxy setvers to enable reassembly of the data packets into complete files for
scanning. Imagine that data moves on the Internet like trains on a track. When a train reaches the
switchyard, the appropriate switch is thrown and the train moves on towards its destination
without stopping. With enough ttacks and switches, a large number of ttains can pass through
the switchyard without stopping. This is analogous to the way in which the Internet cuttently
wotks in Canada. If the trains have to stop at the switchyard and have their contents examined
before proceeding, however, new facilities for the storage of trains, and new staff for the
inspection of trains, would have to be added. This both adds to the cost of the facilities and
increases the time it takes for the trains to reach their destination. If the switchyard wishes to
minimize the delays experienced by the trains, it will requite new facilities large enough to
accommodate all the trains that might artive at one time, and sufficient staff to make an
immediate examination of all the trains that arrive. The same argument applies to the
interposition of partial- or full-text filtering requirements on Internet content, with the additional
twist that all the pieces of data that make up a file are not on the same “train”. Each packet of
infosrmation has to be stored until all the other packets that make up the file artive. Consequently,
partial- or full-text filtering would require massively latger storage capacity as compated to simple
filtering of data packets based on originating addtess. Adding the task of screening and filtering
content implies not only the addition of massive amounts of storage capacity to fitewalls, but also
a reduction in the performance of the network. T'o minimize the reduction in petformance of the
network, devices capable of storing all the data that artives in any given time petiod would be
required. These devices would need to run screening software which would immediately
commence scanning each file once all of its data packets have artived. They would need suffictent

processing power and RAM to run all this software quickly and efficiently. If introducing simple

*7 Several presenters to the CRTC New Media Hearings in 1998 made the point that economic barriers
to operation in Canada would prompt them to relocate their businesses in the United States. Unlike
industrial enterprises, ISPs can relocate easily.
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packet-based firewall filtering across the countty would cost in the billions of dollars, introducing

partial- or full-text scanning would be many orders of magnitude more expensive.

Technically, filtering at the ISP level could probably be implemented (given a restrictive ISP
licensing and regulatory regime). Supporters of such a policy often point to Singapore, which has
a requitement for ISP-level filtering based on a list of prohibited sites. While Singapore currently
has only one backbone connection to the outside world and three ISPs, however, Canada has
many international connections and over a thousand ISPs. The cost of implementing content
controls at the ISP level in Canada would be enormous and the degradation of network service
would be significant (with consequent economic costs), while the filtering, as discussed earlier,
even with the most comprehensive set of rules, would be ineffective, blocking a latge percentage

of inoffensive material and allowing objectionable material through.

Filtering at the Backbone Node ot Border-crossing Level

An alternative to filtering at the ISP level would be to install giant filteting facilities at all the
points where the Internet backbone enters Canada. Acting as border-crossing checkpoints for
data, these facilities would operate like massive versions of the ISP level firewalls or proxy servers
described above. These facilities would be subject to the same problems of inaccuracy inherent in
any filtering scheme, and would have the additional problem of having to handle huge volumes

of data.

Since the costs of caching and filtering increase exponentially as the volume of data increases, the
costs of these facilities would be prohibitive. Current backbone routing devices, which have the
relatively simple task of reading the destination address of a data packet and routing it onward,
are already challenged by the volume of data they have to handle. Introduction of even simple
firewall filtering criteria at the backbone node or border-crossing level would have disasttous
effects on netwotk performance. The activities underway in Canada to build a very high

petformance Intemet for economic and social benefit would be negated by these bottlenecks.

In addition, fitering at either the local ISP level, the backbone router level, or the bordet-
crossing level would still not catch people who connect directly (either via landline or satellite®)
to an ISP outside the country. If restrictions in Canada increased, we could expect the numbers
of Canadians obtaining Intemet access outside of the country to grow. If the government wished

to prevent this, it would be necessary to outlaw data satellite receivers, although expetience with

5% Currently, two-way data satellite service is not available. Telesat’s DirectPC service provides a
digital downlink (data delivery) with a telephone back channel. The economics of two-way data
satellite service are not yet clear. However, one should anticipate in the near future either two-way
satellite service or forms of delivery that do not use traditional landlines.
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television satellite receivers has taught us that these types of prohibitions are not very effective.
Private ctoss-border landlines, such as those opetated by a number of Canadian corporations and
which are an integral patt of their business operations, would also have to be prohibited.
Similarly, one would have to prohibit any kind of fixed connection (eg., DSL, ISDN, or cable) to
non-Canadian servers. One would also have to take measures to ensure that users could not dial
directly to an ISP outside of the country. (Note that the advent of flat rate North Ametican long
distance calling makes it economical for someone in Canada to place a phone call to any
American ISP.) How could direct dial access to non-Canadian ISPs be restricted? In theory, one
could require that modems sold in the countty not be able to make long distance telephone calls,
and prohibit the importation of modems from other sources. Practically, of course,
manufacturers are unlikely to accept a requirement to produce special versions of their modems
for the Canadian matket. Many computers now come with built-in modems, and, again, requiring
the manufacturers to produce special versions of these computers for the Canadian market is
unlikely to be accepted either by the manufacturers or by the market. Another alternative would
be for the government to prevent long distance data calls over telephone lines by requiring the
telecommunications provider to “listen” to the beginning of every long distance telephone
message to determine if it is a data call and not allowing the connection if it were. (Although the
authors have been asked to restrict their comments to technical feasibility, we feel compelled to
point out that such an approach would, almost without a doubt, constitute an invasion of privacy
and a violation of individual rights, It would also constitute a serious impediment to businesses
that conduct business across international juisdictions, and make Canada a paxiah state in the
information sodety. We could not expect other democracies to respect these prohibitions. In
fact, we could expect them to actively condemn and tty to defeat them. We could also expect that
cotporations in other countties, especially those in the high-tech and information sectors, would
consider Canada an unfavourable country in which to do business. Existing businesses would

leave Canada and new ones would invest elsewhere.)

As mentioned in Part 1, Singapore, which currently has only one backbone connection to the
Internet and three ISPs, has attempted to restrict its citizens’ Internet access. T'o accomplish this,
it has used a combination of proxy serving, blocking of identified "bad" sites, licensing of
modemms, logging of client activity, and random checks of which sites individuals access, along
with the threat of serious penalties (jail terms and whippings) for people caught accessing
unacceptable sites. (Since everything, in theoty, goes through government licensed proxy servers,
logging makes it possible for the authorities to monitor who is viewing what.) The challenge of
scaling such an approach to Canada, with its multiple backbones and over one thousand ISPs,
would be staggering, both in terms of technical requirements and cost. Yet even in Singapore,

although fear of penalties (more than technical efficacy) keeps a latge percentage of the
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population in line with government restrictions, users still regulatly access Internet content

prohibited by the state.

The reasons it is not possible to completely prevent users in Singapore from accessing
unacceptable content ate the same reasons screening of content at the ISP, backbone node, or

border-crossing level in Canada would be ineffective. These include:

¢ the impossibility of maintaining a comprehensive list of prohibited content. As discussed
above, the sheer volume of content on the Intemet makes the creation and maintenance of a
comprehensive and timely list of banned sites impossible. The “best” that can be

accomplished, as has been shown in Singapore, is to block the most obvious sites;

¢ the use of multiple redundant proxy servers and IP address rotation by content providets to
defeat blocking. (If a URL or site is put on the banned list, the content is simply moved to

another address);

¢ the ability of users to request and teceive web pages as email attachments ot in enctypted
form that defies filtering. A number of on-line services exist that allow a uset to request a
web page via email. Others, such as the Anonymizer, allow a user to anonymously request a
web page by adding the URL of the web page to the URL of the Anonymizer web site. The
Anonymizet then obtains and forwards the page to the user with an unidentifiable URL
attached. Setvices such as the Anonymizer were developed to defeat logging software
(software that records the sites visited by a user). However, they can also be used to
circumvent filtering software. While it might be possible for the government to block user
requests sent to identified anonymous sexvets (Anonymizet, for example, is blocked by many

of content filtering products), new ones will spring up to take their place.

If the Government of Canada started to regulate access in such a way that it offended our
American and other international neighbours (as happened recently when the German
government required Compusetve to block some information), one would expect many sites to
open up that would accept enctypted URLs and return encrypted web pages. It would be virtually
impossible to detect anything other than the setver's name on the request side and would also be
equally impossible to examine the content delivered. Web sites offering this service could use
essentially the same technology as that used by secure setvers (such as those used for on-line
banking and e-commeice) to prevent the theft of information as it is transferred from the client
to the server or from the server to the client. From the client’s point-of-view, this process is
entitely transparent. In an on-line banking transaction, for example, the user can be completely
unaware of the encryption process. Similatly, the user taking advantage of a Web encryption

service would be able to simply type in the URL of the desited web site, and the encryption and
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transmission process would occur without the need for any further action on the part of the user.
Alternatively, the user could use a search engine that would encrypt web page requests (made by
the user clicking on a link on the search page) and return the requested page in encrypted form.

No special expettise on the part of the user would be required.

To prevent usets from requesting encrypted content, the government could attempt to block all
encrypted web browsing. If enough sites offered this service (especially the portal sites), then
much useful content would be blocked. In addition, blocking encrypted transmissions would
make e-commetce impossible, with setious negative itmpacts on the nation’s economy. As
mentioned previously, such a measure would also run counter to the steps the government has
recently taken to promote privacy and security on the Interet in order to promote e-commerce

and the use of the Internet in health and education.
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2. PROMOTING ACCESS TO SPECIFIED TYPES OF CONTENT

Let us now consider the possibility of promoting the access of specific types of content by
Canadian Internet users. Is it technologically possible to ensure that Canadians access cettain

types of content when they browse the Intemet?

2.1 PORTAL SITES

A growing number of Canadians access the Intemet via ISPs that operate what ate known as
“portal sites”. These sites (for example, Sympatico and @home) offet a range of services and
information that their operatots believe their clients will find useful Portal site offerings
commonly include such things as local movie and concett listings and reviews, restaurant listings,
TV schedules, weather forecasts, traffic reports, and so forth. (Many companies such as Yahoo!,
AltaVista, and Excite, Inc., that started out operating Internet seatch engines are now running
portal sites. Other companies such as America OnLine, Netscape and Microsoft, through its
Microsoft Network, are also running portal sites. The Canadian CANOE™ site is an example of
a site intended from its inception as a portal site.) To explote how one might promote certain
types of content to Canadians, let us consider the option of the government requiting all
Canadian potal site operators to ensure that a specified amount™ of the content at their web

sites consists of that class of content.

When a user subscribes to an ISP, it is common practice for the ISP to provide the user with web
browser softwate pre-configured to use the ISP’s portal site as the user’s homepage.”” The user
has the option, of course, of specifying a different homepage (or no homepage at all), but many
users retain the ISP’s portal site as their homepage. If the portal site contains a specified amount
of a designated type of content, usets who tetain the portal site as their homepage will receive at
least some exposure to this content. Of course, as soon as users leave the portal site, there is no
way of saying what they wil access. Furthermore, if users find that the content and setvices at the
pottal site are not of intetest to them, many will soon change their homepages to sites that they
find more useful or interesting. If they find they are losing visitors to theit portal sites because of
the type of content they are legislatively tequited to include, ISP’s are likely to do one of two
things: stop providing a portal setvice, as it is no longer economically viable, or move theit portal

service to the United States, where they will not face content legislation.

% The question of how one determines “how much” of a web site consists of designated content is not
straightforward, and will be discussed below.

5 The homepage is the web site which the web browser software accesses by default whenever the
browser is launched. Not all ISPs operate portal sites, but those which do generally pre-configure their
clients’ browser software in this way.
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For the putpose of exploting the question of whether it is technologically possible to ensure that
portal setvice operators include a specified quantity of a designated type of content at their sites,
we will use “Canadian Content” as an example. Before detettnining whether it is possible to
technologically ensure that portal service opetators meet a requitement that a specified
petcentage of their sites consist of “Canadian Content,” two fundamental questions must be
answered. What is “Canadian Content” in the context of the Intemet? And, how does one

measure the “amount” of “Canadian Content” on a site?

What is “Canadian Content” in the context of the Internet?

Determining what is “Canadian Content” in the context of the Internet is not a straightforward
matter. Not only is one faced with the question of what makes content “Canadian,” one must
also decide what constitutes “content” Is a hypetlink to a Canadian web site “Canadian
Content™? A banner ad for a Canadian product? A chat room where some of the participants are
Canadian? A discussion group dealing with Canadian history, regardless of who patticipates? A
site designed and created by Canadians even if the subject matter is non-Canadian? Any site
located on a setver in Canada, tegardless of content’ Without going into all the possible
scenarios, suffice it to say that the Intetnet introduces some intetesting twists to the concept of
“Canadian Content” To attempt to answer this question is beyond the scope of this report
addressing technical feasibility. Obviously, however, before considering any technological
approach to ensuring “Canadian Content” (or any other designated type of content) is available

to Canadians, a clear and unambiguous means of distinguishing that content must exist.

How does one measute the “amount” of designa ted content on a site?

Assuming we are able to resolve the definitional question, the problem of measuretent remains.
By what ctitetia does one determine how much of a site consists of a designated type of content?
Does one, for example, add up the total number of bytes at the site, and determine how many of
those bytes are “Canadian Content”? Due to the fact that graphics, audio, and video consume
progtessively greater amounts of storage space than text,” adopting this approach would result in
small graphics, or tiny video clips, counting as the equivalent of extensive text passages. (For
example, a 1500 word article might consume 15Kb — 15,000 bytes - of storage space, about the
same as one small JPEG image, four seconds of audio, or one second of video) Another

approach might be to count up the number of items at the site and detertine how many of those

8! 1 megabyte of storage space will hold approximately 100,000 words of text, 4 minutes of audio, and
one minute of video. Note that these figures depend on the type of compression and the frame rate
used. Higher quality audio and video will consume an exponentially larger number of bytes,
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items are defined as “Canadian Content™ This approach raises the question of what constitutes
an “item.” If a list of web links appeats on a page, is each link a separate item, does the entire list
constitute a single item, ot is a link not an item at all since it is only a pointer to other content?
Another approach might be to simply count up the number of pixels on the scteen and
determine what percentage of the display atea is consumed by “Canadian Content” With this
approach, a single line of large-font “Canadian Content” text that happened to measute 320x240
pixels would count for four times as much as a 160x120 pixel icon that would launch a half-hour
Canadian Internet radio broadcast. A fourth approach would be to tty to determine how long
the average user would take to tead, view, ot listen to a particular item compated to how long
that user would take to read, view, ot listen to all the content on the web site. If this approach is
used, a text article that would take an average teadet ten minutes to read would be equivalent to a
ten minute audio or video clip. However, this article would be worth more on the “Canadian
Content” scale than most graphic images (which the average viewer might look at for ten-to-
twenty seconds) or web links (each of which might take a second ot two to pemse). While, on the
surface, this approach might appeat to be the most equitable, one can envision a scenato in
which a web site would be rated as high in “Canadian Content” only because the text describing
the site and its creators takes twenty minutes to tead, while the real “guts™ of the site consists of
hypetlinks to non-“Canadian Content” sites. One can also imagine the converse, whete all of the
hyperlinks ate to “Canadian Content;” but the text describing the site and its creators counts as

non-“Canadian Content” and makes the site non-“Canadian.”

Since each portal site would provide links to many other web sites, the problem of identifying
and measuring “Canadian content” would not be limited to portal sites alone. Beyond the
technical measurement issues dealt with above, any hutnan intervention in measutement would

give rise to the cost implications discussed at page 34.

Having discussed the difficulties of definition and measurement, the authors would like to point
out that Canadian portal sites alteady, for purely economic reasons, provide their visitors with
significant quantities of what would probably be classified as “Canadian Content” undet any
scheme. Local and regional portal sites have identified a Canadian market demand for the
aggregation of content of local intetest. To the degree that this business model continues to
prevail, portal sites would probably not find a requitement for “Canadian Content” onetous, in
the absttact. In practice, having to demonstrate compliance with government requirements in
light of the difficulties of definition and measurement would undoubtedly be seen as problematic.
Furthermore, as suggested above, should the market demand shift, causing Canadian portal sites
to lose visitors, we could expect to sec Canadian portal sites either shut down or move to the
United States if Canadian tequirements prohibited them from changing their offerings in order to

keep customers.
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Creating a Canadian Portal Service

An option that uses technology (although it is not entitely a technological solution) to advance
certain types of content is the development of a dynamic, engaging portal service that will
showcase the desired content. Portal sites, as mentioned above, ate growing in popularity. If the
Canadian government were to support through funding and other incentives the development
and maintenance of “the best portal site in the world,” many Canadians would undoubtedly use
it. By supporting a site combining the best of design, services, and functionality, the government
would create 2 platform through which preferred types of content could be brought to the
attention of Canadians. A good example of this approach is the Industry Canada Strategis site,
which has been very successful in offering information needed by the Canadian public and
business. If the desited type of content is already being offered by other Canadian portal
setvices, however, the government might not want, or deem it necessaty, to offer a competing

setvice.

2.2. SEARCH ENGINES

Of coutse, not all Canadians use portal sites. And even among those who do, the majority will
eventually seek out other content on the Intetmet. Search engines are the most common software
tool used by people to locate content on the Intemet. The names of search engines such as
AltaVista™, Lycos™, Yahoo!™, and Excite™, will be familiar to most Intetnet users. A user
can type a keywotd o sedes of keywords into the seatch engine, and obtain a list of links to web
sites, newsgtoups, and ftp sites in which that wotd ot wotds can be found. If one wished to
promote access to certain types of content (e.g, “Camadian Content”), one might consider
deploying a search engine that would prioditize that type of content. Of course, a wide vatiety of
search engines is available on-line, and people would only use this specialized search engine if it

served their needs better than others that can be readily accessed.

Canadian Versions of Search Engines

Thete are Canadian versions of some of the majot search engines (for example, Yahoo! Canada
and AltaVista Canada). Yahoo!, which indexes far fewer sites than AltaVista, uses a team of
reviewers to -categorize sites. AltaVista Canada, launched in Canada by AltaVista and Telus
Corporation in January, 1998, has developed an “intelligent crawler,” software that can identify
and index web sites located in Canada. A “crawler” is a software program that visits sites on the
Intemet, indexes the contents of each document it finds at the site, and adds the index and the

URL for each document to a database. By sending out crawlets, search engines are able to
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continually update their databases without requiting human intervention. AltaVista Canada was
unwilling to disclose proprietary information on exactly how its “intelligent crawler” (TAZ)
wotks. However, one possible approach to automating the process of identifying the geographic
location of a site is to write a software progtam that compares the site’s IP address to a
concordance of addresses that fall within specified geogtaphic boundaries.? Such a process
would be able to identify most sites located in Canada. This process would not be one hundred
pet cent accurate if used to identify sites containing “Canadian Content” It would falsely identify
as “Canadian” non-Canadian sites residing on setvers in Canada, and it would fail to identify sites
containing Canadian content but located outside of Canada (or using IP addresses allocated to a
non-Canadian regional provider), unless those sites used the .ca top level domain designation
(which could be used as a secondary critetion for identifying Canadian sites).* However, it would

undoubtedly capture the majotity of Canadian sites.

By default, the Canadian version of the AltaVista search engine only returns links for sites that
both match the search terms and have been identified as Canadian. The user may, however,
choose to broaden the search to the entite wotld. (Conversely, Yahoo Canada seatches its entire

index by default, but will limit its seatch to Canadian sites if the user makes that choice.)

Prioritizing “Desirable Content” in Standard Search Engines

In the last yeat, both Netscape and Microsoft have built search engine capabilities directly into
their web browsers. This allows a user to type a word or a stting of words as a search atgument
into the location field of the browser and obtain a list of sites relevant to the search argument. In
addition to integrated search capabilities, Netscape has been wotking on a feature that it calls
“smart browsing” This feature takes a single word typed into the address/location bar of the
web browser and converts that to a URL (generally by adding “http://www’ before the word
and “.com” after the word). Netscape uses a list of “reserve words™ to ditect users to web sites of
organizations associated with those words (for example, the word “tide” might ditect the user to
the Tide™ web site). An intetesting planned feature of the reserve word system is the use of
“intemational resetve words™: that is, the same word can be associated with different sites
depending on the location of the uset. For example, a US-based user enteting the word “ford”

into the location bar would be taken to the Ford US site, while a Canadian-based user entering

52 A portion of the IP address can be used to identify the geographic location of the machine’s ISP.
ISPs are allocated the addresses by a regional provider which has been assigned large blocks of
addresses by the InterNIC. As the name implies, a regional provider operates within a designated
geographic area,

% The majority of sites in Canada do not use the .ca top level domain. Most use one of the generic top
level domains such as .com, .net, and .org, Figures from the OECD working document entitled
“Internet Traffic Exchange: Developments & Policy” from January of 1998 indicate that Canadian sites
are second after the US in the use of generic top level domains.
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the same word into the location bat might be taken to the Ford Canada site. The resetve word
system telies on the site owners (or some other entity) providing a list of resetve words to
Netscape.# With genetic words (that is, for words that have not been reserved by companies or
otganizations to identify their web sites), “Smatt Browsing” would return a search page with a list
of links sorted by likely relevance to the orginal word. It would theoretically be possible to use a
variant of the “international reserve word™ system to puoritize such a list, having Canadian sites
show up first for Canadian users. However, the imposition of such a system without making it
optional for users could be problematic. For example, recently some conttoversy ensued when it
appeared Netscape was prioritizing pages located on its own server in the search results it was
returning. Users most commonly desire the “best matches” for a search term to be listed first,

rather than links chosen according to some other criteria.

For such a system to be effective technically in prioritizing Canadian sites for Canadian users,
three things would be necessary. Fitst, there would have to be an effective way of determining in
which country the user is located Second, there would have to be a way for the seatch engine to
identify sites by their country of origin. Third, companies operating search engines would have to

agree to implement this system in their softwate.

Determining the location of the user

It may be possible to determine the location of the computer a person is using to access the
Internet by determining which regional provider has been allocated the computer’s IP address.
Since such organizations are relatively few, and have been allocated specific geogtaphic ateas, a
concordance allowing the search engine to match IP addtesses with regions could be developed.

There is, however, the problem of keeping such a concordance current as new blocks of IP

numbers are allocated

Determining the nationality of the site

If the “nationality”’ of a site is determined by its being housed on a server located in a particular
country, it may, as discussed above, be possible to identify “Canadian” sites using IP addresses,
using the same methodology suggested for determining the location of a uset. Sites could also be
designated as “Canadian” sites if they used the Canadian top level domain (.ca). This latter
appoach on its own, however, would fail to capture the majotity of Canadian sites, which tend

to use genetic domains such as .com and .org.65

54 Part of the emerging business model for search engine operators is the generation of revenue through
the sale of “reserve words”.
% See note 63.
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Such a system assumes the designated type of content (e.g., Canadian Content) can be ascertained
using an existing unambiguous identifier attached to the file (e.g., the IP address of the server). If
one wefe trying to promote certain content that could only be identified through semantic
analysis of the file, this type of system would be unwotkable. Identifying “educational content,”
for example, or any other measutre of the semantic content tesident at a site, cannot be done

solely by analysing the IP address or URL of a site.

Implementing the system

Many companies provide users with free access to their web search setvices. Each of these seatch
setvices offers the ability to search the contents of the Internet, but each has a slightly different
apptoach, functionality, and style. The appeal of one seatch engine might be its comprehensive
indexing, while the appeal of another might be its otganization of content into searchable
categories, and the appeal of a third the ease with which users can define what they are looking
for. Companies that provide search services might implement a system to ptioritize content by
the user’s countty of origin if they thought this featute would appeal to usets and increase their
market share. Implementation of such a system would requite a balancing of tegional
priotitization against accuracy of results. Design decisions would have to be made: do you group
all results by level of accuracy and then priotitize by region within those groups? Or do you list
all regional sites first, no matter how tenuous their connection to the search word(s), before
listing any sites from other locations? While we have not conducted matket research on the
question, common sense tells us that whether the user wants the search engine to prioritize
Canadian sites probably depends on what he or she is searching for. If the user were ttying to
compare car prices, he or she would probably prefer to see local listings first. Users researching
diseases of tropical fish would probably want the closest matches listed first, regardless of where
the content is located. Given this, search engine companies would likely make regional

ptiotitization optional for the client.
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2.3 PUSH TECHNOLOGY

Push technologies ate technologies designed to send content to the client without the client
specifically requesting it at a certain point in time. Television and radio broadcasting are classic
examples of push technology. Traditionally, the World Wide Web has been based on “pull”
technologies; the user seeks out the content he ot she wants and downloads it to the client
machine. In the Interet context, in otder for a push technology to wotk, the user must have a
“push client” (software designed to receive and display new content) installed on his or her
computer. The oldest form of Internet push technology is email. Users with email software
installed on their computers, open their email, and receive whatever other people have chosen to
send them (as many email users who find themselves on junkmail lists discover to their
annoyance). Push technologies can range in their degtee of “pushiness” from simple notifications
that new content is available (whether via email or other means) to automated content delivery.
In evety instance, however, the user will only receive content if the appropriate push client has

been installed on his or her computet.

A few years ago, push technology generated substantial interest among Internet users and
developers. Push clients such as Pointcast™, which would start automatically any time the user’s
computer was turned on, were launched with great fanfare. Anticipating a demand for push
technology, Microsoft used a broadcast or “webcast” metaphor in developing Active
Channels™, a push client/setver technology that is integtated into the Microsoft Internet
Exploret™ web browser and later versions of the Windows desktop. Netscape, in turn,
developed Netcaster™, a channels-based push client for Netscape’s Navigator™ web browser.
However, push technology has proved far less popular than anticipated. There has been
unexpected resistance by Internet users to push-technology. Because of this resistance, Microsoft
has made the enabling of Active Channels (the push technology built into Internet Explorer)

optional.

It could be possible to develop a hardware-based “push” client which would be installed by
government regulation on all computers sold in Canada. This could not be turned off, so
predetermined content could be pushed to the user. However, this would not be present in
hardware purchased outside of Canada. In addition, requiting foreign (mainly US) manufacturers
to install such a facility for imported computers is not practical; the incremental cost of such
hardware might make these companies decide that the business case is not there, and to cease

sales activities in this country. There ate also free trade issues.

Email is another way to push information at Internet users. One approach to bringing the desited

type of content to the attention of Canadian users would be to issue a regular email bulletin
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promoting this content. However, while people can welcome email notifications of content of
interest, unsolicited email sent indiscriminately to thousands of users (known as “spam”) is
extremely unwelcome. In response to the increased use of spam by organizations of every stripe,
including publishers of pornography, filtering software has been developed and incorporated in
most email client software that will automatically separate out email from known spam sites.
Although this does not identify all spam, email users quickly become adept at identifying and
discarding most spam simply by looking at the sender’s address and the subject line. These
messages are generally deleted without being read. An email bulletin could be an effective
method of notifying Canadians of “desirable” Intemet content and providing links to that
content. To minimize the perception that this bulletin is “spam,” howevet, users must be given

the option of removing themselves from the mailing list if the bulletin is not of interest to them.
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2.4 Content Substitution

Another technological approach to ensuring that content the government deems desirable
reaches the eyes of Canadian Intemet users might be to attempt to replace specific content on
web pages with the desired content. Banner ads, for example, frequently occupy an identifiable
placeholder on a web page. The server software then uses word tecognition techniques to pull in
an advettisement from a central advertising server based on the content of the web page. For
example, doing a search on “cars for sale in Toronto” could result in a web page displaying
advertisements for cat dealers in that area. In theoty, it might be possible to develop a software
progratn that would scan each web page for these placeholdets, and replace the original banner
ad with content from a Canadian server. From a technological perspective, implementation of
such a system would requite the establishment of Internet choke points (netwotk nodes through
which all Internet data would have to pass) at which proxy setvers could cache and search
incoming web pages and insert Canadian content. (See the discussion on the costs of proxy
serving in the section on filtering, above.) Cleatly, such a procedure would bring Internet
performance to a crawl To reduce petformance degtadation, one might identify the most
popular web sites on which to petform this substitution. The URLs of all incoming pages would
then be screened against a list of popular sites. (Even the introduction of a filter to compare
URLSs against a list would degrade network petformance, but to a far lesser degree than scanning
and replacing the source code of every web page. See the discussion of filtering, above, on the
impact on throughput of introducing filtering rules.) By substituting banner ads only on the most
populat sites, one might reduce petformance degtadation to somne extent. The negative effect on

petformance would, however, still be significant.

While substitution of content might be technologically possible, it would have a negative impact
on network performance and would be extremely costly. Furthermore, such a procedure would
undoubtedly violate the copytights and moral rights of the creators of the web page. Content
providers generate revenues through the placement of banner ads on their web sites. Aside from
any legal remedies which might be sought, once it was discovered that Canada was stripping out
the banner ads that had been patd for and was replacing them with other content, we could

expect the opemtoss of these sites to bar access to their sites from Canadian sources.66

5 Tt would be a relatively simple matter for a host to refuse requests from IP addresses within specified
regions. Using the same technological approach described above in the discussion of prioritizing
Canadian content in search engines, hosts could identify requests as coming from Canadian IP
addresses, and simply deny those requests.
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2.5 PROMOTING CONTENT BY IMPROVING QUALITY OF SERVICE

One potentially viable technical approach to promoting designated content is to make it more
appealing to users than content from non-Canadian soutces by making it easier to access the
designated content. This could be done by reproducing the designated content on multiple
servers throughout the country and ensuring that Canadians have high speed network
connections to those servers. Given a choice between slow access to alternate content, and high
speed access to the designated content, Canadians would be likely to access the designated
content first to detettnine whether it met their information and entettainment needs, before

seeking content from other soutces.
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CONCLUSIONS

This report investigates whethet technology can be effectively applied to the regulation of
content on the Intemet in Canada in order either to restrict content that is deemed undesirable

(e.g., potnography) or, conversely, to promote content deemed desirable (e.g., Canadian content).

The authoss conclude that while a numbet of technologies do exist that could be applied toward
the tegulation of Canadian’s access to Internet content, none of these technological apptoaches
would effectively prevent the Canadian Intetnet user from accessing content that vilates pre-
defined rules of acceptability, nor would they ensute that this same user would be exposed to any

measure of desirable content.

SCREENING CONTENT

Thete are basically two technological approaches to restricting access to content on the Internet.
These ate (a) blocking requests for identified unacceptable content using a list of prohibited sites,
and (b) filtering of content either on the basis of partial- or full-text searches to identify
prohibited text strings ot on the basis of rating labels attached to the content. Both approaches
would entail prohibitive costs to implement on a natioral scale, and neither method would

effectively block the user from accessing non-desirable content.

Blocking of identified content would be ineffective because:

1. 'The volume of content transmitted using the Internet and its constantly changing natute
make the development and maintenance of a comprehensive, timely and coherent list of
prohibited content impossible;

2. Sites can easily change theit URLs and IP addtesses to defeat blocking;

Users can request content anonynously through a remailer ot proxy service;
4. Users can make encrypted tequests for content and receive encrypted responses. The

encryption makes screening of the content impossible.

Futthermore, blocking of an entire server because it may contain some offending content is
undesirable as this may result in much valuable content being blocked. For example, blocking of
a server that hosts web sites for many different organizations because of the unacceptability of a
relatively small amount of content could deprive users of access to a large quantity of useful

information.
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Filtering of content on the basis of partial or full-text searching for prohibited text strings would

be ineffective because:

1. There are no text strings that can reliably distinguish “acceptable” content from
“unacceptable” content —i.e., the presence of a particular word o set of words does not
necessarily mean that content contaning that word or set of words is unacceptable or
acceptable in all cases;

2. Text string searches cannot intetpret non-textual content such as audio, video, or
graphical content, which is becoming an increasingly important component of Internet
content;

3. Encryption can defeat any attempt to enggge in partial- or full-text searching.

Filtering of content on the bass of rating labels would be ineffective because:

1. The volume of content on the Intemet, its rate of growth, and its constantly changing nature
make the review and labeling of all Internet content impossible;

2. No labeling system exists that provides rating criteria directly relevant to Canadian legal
standards. A labeling system would have to be developed that identified content as offending
Canadian law. The adoption of such a system by content developers atound the world is not
to be expected,;

3. Rules-based labeling systems are ineffective, since there is no set of objective critetia that can
reliably distinguish “acceptable” content fiom “unacceptablk” content. Standards-based
labeling systems are ineffective because they rely on the subjective judgment of the mter.
Because the volume of content to be rated would require many thousands of raters, there
would be inconsistencies in rating of sitnilar matetial;

4. Dynamic content such as is generated in chat rooms is not amenable to labeling, as the

subject matter changes constantly in real titne.

In addition to the foregoing weaknesses of blocking and filtering methodologies, any restrictions
imposed in Canada could be avoided by users obtaining Internet service from non-Canadian
providers, either through traditional landlines, ot through new modes of Intemet access such as

digital satellite receivers.

Using any of the foregoing approaches to content resttiction would entail the implementation of
proxy servers or firewalls at the ISP, backbone node, ot border crossing level. The costs involved
— hardware, softwate, facilities, monitoting and maintenance —would be in the billions of dollars.
If imposed on the individual ISP, these costs would drive many small ISPs out of business and

latger ones across the bordet, or, altematively, the ISPs would pass the cost increase on to the
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consumet, making the cost of Internet access in Canada significantly higher than in neghbouring
countties. Furthermote, any attempt at text-level filtering of incoming content would degrade
netwotk performance to the point of unacceptability. Given the lack of efficacy of these

approaches to content testriction, the cost and performance impacts cannot be justified.

PROMOTING CONTENT

Approaches to content promotion considered in this report included:

e requiring Canadian ISPs to operate portal sites containing specified percentages of the
desired type of content;

* special versions of Intemet search engines that would prioritize the desired type of content
for Canadian Internet usets;

e substitution of non-Canadian banner ads oﬁ web pages with Canadian banner ads;

e “pushing” the desired type of content at Canadian Internet users through email or some
other means; and

e improving the ease of access to desired content by providing Canadians with high speed

network connections to the desired content.

While various methodologies might be considered for promoting certain kinds of content on the
Internet, we have concluded that no purely technological approach will guarantee that Canadan

Internet users will be exposed to that content.

Requiring Canadian ISPs to opetate portal sites containing specified percentages of the desired
type of content is imptacticable for a number of reasons. The nature of web pages makes
measurement of the amount of any particulat kind of content problematic. The difficulties arise
both because of the different disk storage and display propetties of different media formats (text,
graphics, audio, video) and because hypedinking makes it difficult to determine the content
boundaties of a web site. Furthermore, portal site operators will only offer the desired type of
content if it satisfies a market demand. If pottal site operators found that they wete losing market
shate as a consequence of content regulations, they would either cease to operate or move their
operations actoss the border, whete they would not face content regulation. Finally, Canadian
Internet users will only use a portal site if the content there is useful and interesting to them. If

not, they will access Internet content either through US portal sites or directly via search engines.
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Developing special versions of Intemet seatch engines that would priotitize the desired type of
content for Canadian Internet users is possible for content that can be simply distinguished using
criteria such as the IP address of the host setver. For example, the location of the setver could be
identified from well-known atttibutes of the site, such as the IP address or URL, using packet-
filtering techniques. However the natute of the content at the site could not be identified in this
way. These search engines will only be used by Canadian Intetnet usets if they find this
ptiositization useful. If not, they will seek out and use any of the free Intetnet seatrch setvices
available on-line.

Substitution of “Canadian” banner ads for “non-Canadian” banner ads on populat web pages is
technologically possible but is not practically viable. Not only would it tequite a massive proxy-
serving infrastructure, but it would also slow netwotk petformance to an unacceptable level.
From a non-technological petspective, changing the content on a third party’s web page probably
constitutes a violation of copyright and moral rights. Content providers who leamed that this was

being done could be expected to start refusing requests coming from Canada.

To some degree, it would be possible to use “push” technologies to deliver the desired type of
content to Canadian Intetnet users without their having requested it. Push technologies require
that the user have a “push client” (a piece of software ot hardware that will receive and display
the content) installed on the client machine. The most comimnonly installed push client software is
an email client. It would be possible to use email to deliver or notify Canadian Internet users of
certain content. To avoid Internet users perceiving this email as “junkmail” or “spatn,” it would
be necessary to provide them with the option of removing themselves from the mail list if the
information was not of interest to them Recent expetience in the matket place has shown that
other fotms of push technology have not been widely adopted and used by the Internet
community and there is no reason to believe that they would be widely accepted in this context.
As a matter of fact, many users have vociferously opposed receiving information that they

themselves have not specifically requested.

One potentially viable technological method of promoting certain types of content would be to
make that content mote accessible than other content on the Internet. This could be done by
replicating the desired content on multiple proxy servets across Canada and ensuring that
Canadians have high speed network connections to those servers. If that content meets
Canadians’ business, information, education, and entertainment needs, its speed of access will

induce Canadians to use it in preference to other content on the Intemet.
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RECOMMENDATIONS

Ultimately, it is the quality of the content and its intetest to usets that will determine whether
Canadian Intemet users decide to look at it. The steps the government is taking in suppotting
initiatives such as CA*net III , SchoolNet and the Community Access Program, Strategis and
other governiment web sites, as well as programs for the development of outstanding Canadian
content will do much mote than any regulatory regime to ensure that Canadians access Canadian

content on the Internet.

Finally, it should be noted that it may be possible to conttol Intetnet content fo some extent, but
only if we wete prepated to accept the considerable costs in tetms of technological infrastructure,
human resoutces, enforcement mechanisms, and social and legal consequences. For instance, it
may be possible to produce a limited list of Web sites that violate Canadian legal standards and to
tequite Canadian ISPs to filter for these prohibited sites, It also may be possible to require
Canadian portal sites to display a number of banners containing specified content ot to include a
list of hypetlinks to other sites containing that specified content. As we have seen, however, both
from the techndogical discussion above and from the expetience of other countties, such an

apptroach would only restrict access to a limited number of offending sites. It would not

guarantee that Canadians would be protected from other Internet content that violates Canadian
legal standards and has not been screened by the authoritative body that composes the list.
Moteover, for the teasons discussed previously, such an approach would fail to ensure that
Canadians were exposed to a particular kind of “desired” content. However, if we wete prepared
to accept both the sibstantial costs desctibed above, as well as the consequent technological and
operational problemms (e.g, lack of accuracy, petformance degradation, lack of scalability,
administrative overhead, etc.), this sott of ISP filtering might serve as a “best-efforts”
technological approach to regulating Internet content. While it might satisfy the concerns of
some Canadians, the authors believe that the unreliable, hit-and-miss results of this approach
would not justify its costs or ifs ensuing negative impact on Canada’s place in the global

Information Economy.

The authors also wish to point out that much content that is not suitable for children is legal for
adults in Canada. Therefore, blocking of content that isnot suitable for children is not
appropriate at the level of the ISP because, by restricting matetial that is not suitable for minots,

the ISP would also be denying legitimate access by adults.

For all of the foregoing reasons, we believe that the most promising technological avenue for

regulating access to Intemet content is self-regulation through voluntary client-side filteding (e.g.,
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using software such as Net Shepherd or SafeSutf) combined with vollﬁltaly self-labeling of
Internet content by content prouders (e.g., using a PICS-compliant labeling system). Restticting
access to somme types of Internet content by children is an important issue that must be
addressed. However, attempting to exert this conttol through a national regulatoty framework
requiring blocking and/ or filtering facilities is not viable for reasons mentioned previously.
Despite the limitations of filtering softwate discussed in the report, filtering software installed on
the family PC may meet the majority of the needs of those parents who wish to restrict their

children’s Intemet access. It is a good first step.
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APPENDIX A - HOSTS BY DOMAIN AS OF JULY, 1998

Domain Hosts Full Name

TOTAL 36,739,151

com 10,301,570 Commercial

net 7,054,863 Networks

edu 4,464,216 Educational

mil 1,359,153 US Military

ip 1,352,200 Japan

us 1,302,204 United States

uk 1,190,663 United Kingdom

de 1,154,340 Germany

ca 1,027,571 Canada

au 750,327 Australia

org 644,971 Organizations

gov 612,725 Government

nl 514,660 Netherlands

fi 513,527 Finland

fr 431,045 France

se 380,634 Sweden

it 320,725 Italy

no 312,441 Norway

€es 243,436 Spain

ch 205,593 Switzerland

dk 190,293 Denmark

nz 177,753 New Zealand

kr 174,800 Korea, Republic Of

br 163,890 Brazil

he 153,760 Belgium

za 140,577 South Africa

at 132,202 Austria

ru 130,422 Russian Federation

tw 103,661 Taiwan, Province Of
China

pl 98,798 Poland

il 87,642 Israel

mx 83,949 Mexico

hu 73,987 Hungary

hk 72,232 Hong Kong

cz 65,672 Czech Republic

sg 59,469 Singapore

ar 57,532 Argentina

arpa 47,910 Mistakes

pt 45,113 Portugal

ie 44,840 Ireland

my 40,758 Malaysia

gr 40,061 Greece

tr 27,861 Turkey

th 25,459 Thailand

unkno wn 23610 Unknown

cl 22,889 Chile

is 20,678 Iceland
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Ik

fo

20,024
19,313
18,948
18,084
16,345
14,154

13,697
13,519

13,271
11,864
10,691
10,436
8,746
8,115
7,602
6,825
6,145
6,141
6,117

5,597
5,270
4,917
3,763
3,286
2,844
2,043
1,993
1,923
1,608
1,531

1,446
1,400
1,397
1,227
1,046
855

853

836
785
766
740
692
692
666
665
647
636
632
580
578
560

Soviet Union
China
Estonia
Slovenia
Uruguay
Slovakia (Slovak
Republic)
Romania
United Arab
Emirates
Ukraine
Colombia
Indonesia
India
Lithuania
Latvia
Philippines
Venezuela
Luxembourg
Bulgaria
Croatia (local name:
Hrvatska)
Kuwait
Yugoslavia
Dominican Republic
Peru

Cyprus

Costa Rica
Egypt
Bermuda
Pakistan
Niue
Trinidad And
Tobago
Tonga
Lebanon
Kazakhstan
Ecuador
Guatemala
Paraguay
International
Organizations
Zimbabwe
Malta
Panama
Brunei Darussalam
Nicaragua
Kenya

Oman
Namibia

El Salvador
Belarus
Georgia

Sri Lanka
Botswana
Faroe Islands
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gi
sn
ai
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sm
mc
mo
nc
tz

tc

pr
np
ap
hn

fm

bf

515
514
506
478
477
466
407

402
397
370
370

360
359
348

337
296
273
265
262

262
259

253
247
241
236
231
198
196

191
189
189
182
154
154
143
141
137

129

127
123
123
121
115
106
95

93

Greenland
Virgin Islands (U.S.)
Bolivia

Morocco

Andorra

Armenia
Macedonia, The
Former Yugoslav
Republic Of
Liechtenstein
Swaziland
Mauritius
Moldova, Republic
of

Jordan

Cayman Islands
Bosnia And
Herzegowina
Bahrain
Turkmenistan
French Polynesia
Cote D'Ivoire
Iran (Islamic
Republic Of)
Belize

Cocos (Keeling)
Islands

Jamaica
Bahamas

Ghana

Zambia
Azerbaijan
Uzbekistan
Antigua And
Barbuda
Gibraltar
Senegal

Anguilla
Kyrgyzstan

San Marino
Monaco

Macau

New Caledonia
Tanzania, United
Republic Of
Turks And Caicos
Islands

Fiji

Puerto Rico
Nepal

French Guiana
Guadeloupe
Honduras
Micronesia,
Federated States Of
Burkina Faso
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st

Pg
kh

gy
tn

io

nf
vu
bb
sa
ug
ck
vn
sb
Ic
ga
mr
im
dz
mg
as
mq
mn
Is
ye
je
vg

gw
99
va

km
mp

cd

SsC
ms

91
89
85
83
83
81
79
76
76
70
64

62
58
58
57
57
56

55
47
45
42
41
33
25
24
24
23
22
21
19
18
18
17
17
17
14
14
13

13
13
13
1

Nigeria

Guam

Cuba

Togo
Mozambique
United Kingdom
Dominica
Ethiopia

Albania

Maldives

Sao Tome And
Principe

Papua New Guinea
Cambodia
Guyana

Tunisia
Tajikistan

British Indian Ocean
Territory

Norfalk Island
Vanuatu
Barbados

Saudi Arabia
Uganda

Cook Islands
Viet Nam
Solomon Islands
Saint Lucia
Qatar
Mauritania

Isle of Man
Algeria
Madagascar
American Samoa
Martinique
Mongolia
Lesotho

Yemen

Jersey

Virgin Islands
(British)
Guinea-Bissau
Guernsey

Benin

Christmas Island
Vatican City State
(Holy See)
Comoros
Northern Mariana
Islands

Congo (Democratic
Republic)

French Southern
Territories
Seychelles
Montserrat
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Netherlands Antilles
Niger

Cameroon
Ascension Island
Marshall Islands
Bhutan

Angola

East Timor

St. Helena

Reunion

Palau

Mali

Libyan Arab
Jamahiriya

Liberia

Saint Kitts And Nevis
Heard And Mc
Donald Islands
South Georgia And
The South Sandwich
Istands

Gabon

Falkland Islands
(Malvinas)

Cape Verde

Congo (Republic)
Afghanistan

Zaire

Mayotte

Samoa

Wallis And Futuna
Islands

Saint Vincent And
The Grenadines
United States Minor
Outlying Islands
Tuvalu

Tokelau

Chad

Syrian Arab Republic
Suriname

Somalia

Sierra Leone
Svalbard And Jan
Mayen Islands
Sudan

Rwanda

Pitcairn

St. Pierre And
Miquelon

Nauru

Malawi

Myanmar

Lao People's
Democratic Republic
Kiribati
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gn
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Iraq

Haiti
Equatorial Guinea
Guinea
Gambia
Grenada
Eritrea
Djibouti
Central African
Republic
Bouvet Island
Burundi

Aruba
Antarctica
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APPENDIX B - RATING SYSTEMS

Examples of rating systems used by some content filtering products. Source: Internet Family
Empowerment White Paper, Center for Democracy & Technology, July 1997.
www.cdt.org/speec/empower.html

RSACi ratings

NUDITY

Level 0 - no nudity

Level 1 - revealing attire

Level 2 - partial nudity

Level 3 - frontal nudity

Level 4 - provocative frontal nudity

SEX

Level 0 - innocent kissing or romance

Level 1 - passionate kissing

Level 2 - clothed sexual touching

Level 3 - non-explicit sexual acts

Level 4 - explicit sexual acts; sex crimes
LANGUAGE

Level 0 - no offensive language

Level 1 - mild expletives

Level 2 - profanity

Level 3 - strong language; hate speech

Level 4 - extreme hate speech; crude, vulgar language
VIOLENCE

Level 0 - none or sports violence

Level 1 - injury to human beings

Level 2 - destruction of objects with implied social presence
Level 3 - death to human beings; blood and gore
Level 4 - wanton, gratuitous violence; rape

The SafeSurf $S~~ Rating Standard
Designed by and for parents to empower each family to make informed decisions concerning
accessibility of online content.
Section One: Adult Themes with Caution Levels
0. Age Range
1) All Ages
2) Older Children
3) Teens
4) Older Teens
5) Adult Supervision Recommended
6) Adults
7) Limited to Adults
8) Adults Only
9) Explicitly for Adults
Section One: Adult Themes with Caution Levels
1. Profanity
1) Subtle Innuendo
description: Subtly Implied through the use of Slang
2) Explicit Innuendo
description: Explicitly implied through the use of Slang
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3) Technical Reference

description: Dictionary, encyclopedic, news, technical references

4) Non-Graphic-Artistic

description: Limited non-sexual expletives used in a [sic] artistic fashion

5) Graphic-Artistic

description: Non-sexual expletives used in a [sic] artistic fashion

6) Graphic

description: Limited use of expletives and obscene gestures

7) Detailed Graphic

description: Casual use of expletives and obscene gestures.

8) Explicit Vulgarity

description: Heavy use of vulgar language and obscene gestures. Unsupervised Chat Rooms.
9) Explicit and Crude

description: Saturated with crude sexual references and gestures. Unsupervised Chat Rooms.
2. Heterosexual Themes

1) Subtle Innuendo

description: Subtly Implied through the use of metaphor

2) Explicit Innuendo

description: Explicitly implied (not described) through the use of metaphor

3) Technical Reference

description: Dictionary, encyclopedic, news, medical references

4) Non-Graphic-Artistic

description: Limited metaphoric descriptions used in a [sic] artistic fashion

5) Graphic-Artistic

description: Metaphoric descriptions used in a [sic] artistic fashion

6) Graphic

description; Descriptions of intimate sexual acts

7) Detailed Graphic

description: Descriptions of intimate details of sexual acts

8) Explicitly Graphic or Inviting Participation

description: Explicit Descriptions of intimate details of sexual acts designed to arouse. Inviting
interactive sexual participation.

Unsupervised Sexual Chat Rooms or Newsgroups.

9) Explicit and Crude or Explicitly Inviting Participation

description: Profane Graphic Descriptions of intimate details of sexual acts designed to arouse. Inviting
interactive sexual

participation. Unsupervised Sexual Chat Rooms or Newsgroups.

3. Homosexual Themes

1) Subtle Innuendo

description: Subtly Implied through the use of metaphor

2) Explicit Innuendo

description; Explicitly implied (not described) through the use of metaphor

3) Technical Reference

description; Dictionary, encyclopedic, news, medical references

4) Non-Graphic-Artistic

description: Limited metaphoric descriptions used in a [sic] artistic fashion ‘
5) Graphic-Artistic

description: Metaphoric descriptions used in a [sic] artistic fashion

6) Graphic

description: Descriptions of intimate sexual acts

7) Detailed Graphic

description: Descriptions of intimate details of sexual acts

8) Explicitly Graphic or Inviting Participation

description: Explicit descriptions of intimate details of sexual acts designed to arouse. Inviting
interactive sexual participation.

Unsupervised Sexual Chat Rooms or Newsgroups.

9) Explicit and Crude or Explicitly Inviting Participation

description: Profane Graphic Descriptions of intimate details of sexual acts designed to arouse. Inviting
interactive sexual

participation. Unsupervised Sexual Chat Rooms or Newsgroups.
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4. Nudity
1) Subtle Innuendo
description: Subtly Implied through the use of composition, lighting, shaping, revealing clothing, etc. .
2) Explicit Innuendo

description: Explicitly implied (not shown) through the use of composition, lighting, shaping or
revealing clothing

3) Technical Reference

description: Dictionary, encyclopedic, news, medical references

4) Non-Graphic-Artistic :
description: Classic works of art presented in public museums for family viewin,
5) Graphic-Artistic

description: Artistically presented without full frontal nudity

6) Graphic

description: Artistically presented with frontal nudity

7) Detailed Graphic

description: Erotic frontal nudity

8) Explicit Vulgarity

description: Pornographic presentation

9) Explicit and Crude

description: Explicit pornographic presentation

5. Violence

1) Subtle Innuendo

2) Explicit Innuendo

3) Technical Reference

4) Non-Graphic-Artistic

5) Graphic-Artistic

6) Graphic )

7) Detailed Graphic

8) Inviting Participation in Graphic Interactive Format

9) Encouraging Personal Participation, Weapon Making

6. Sex, Violence, and Profanity

1) Subtle Innuendo

2) Explicit Innuendo

3) Technical Reference

4) Non-Graphic-Artistic

5) Graphic-Artistic

6) Graphic

7) Detailed Graphic

8) Explicit Vulgarity

9) Explicit and Crude

7. Intolerance

1) Subtle Innuendo

2) Explicit Innuendo

3) Technical Reference

4) Non-Graphic-Literary

5) Graphic-Literary

6) Graphic Discussions

7) Endorsing Hatred

8) Endorsing Violent or Hateful Action

9) Advocating Violent or Hateful Action

8. Glorifying Drug Use

1) Subtle Innuendo

2) Explicit Innuendo

3) Technical Reference

4) Non-Graphic-Artistic

5) Graphic-Artistic

6) Graphic

7) Detailed Graphic

8) Simulated Interactive Participation

9) Soliciting Personal Participation
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9. Other Adult Themes

1) Subtle Innuendo

2) Explicit Innuendo

3) Technical Reference

4) Non-Graphic-Artistic

5) Graphic-Artistic

6) Graphic

7) Detailed Graphic

8) Explicit Vulgarity

9) Explicit and Crude

A. Gambling

1) Subtle Innuendo

2) Explicit Innuendo

3) Techutical Discussion

4) Non-Graphic-Artistic, Advertising
5) Graphic-Artistic, Advertising

6) Simulated Gambling

7) Real Life Gambling without Stakes
8) Encouraging Interactive Real Life Participation with Stakes
9) Providing Means with Stakes

Net Shepherd Ratlngs —

In December 1996, NSI launched an Internet event: We recruited over 300 'Net afficionados [sic] to
examine sites and rate them for maturity and quality using NSI's CRC (Collaboratively Rated Content)
rating scale.

The CRC rating scale has six maturity levels (General, Child, Pre-teen,Teen, Adult and Objectionable),
and five quality levels (1 through 5 stars, with 5 stars signifying excellence). Quality on the CRC scale
includes everything from content to navigation to graphics, and ultimately reflects the overall
impression our raters have of the sites they visit.
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‘ APPENDIX D - A VISUAL REPRESENTATION OF INTERNET

ARCHITECTURE

Notes for the diagram.

1.

Backbone providers provide the major intetconnections that suppozt the bulk of the Internet
traffic. The Internet setvice provided to a consumer may come from a local Internet Service
Provider but may also be provided by a backbone provider ditectly to the retail level.
Backbone providers interconnect at exchange points.

Internet Setvice Providers offer connections to corporations and individuals in their homes.
They may also provide a location for an information provider to distribute information.
Home computets may be connected to the Intemet in 2 number of ways. This is an example
of a cable modem. Cable modems provide a permanent, "always on" connection.

An example of a dial modem user. Dial modem users use a telephone circuit to establish a
temporary connection to an ISP. Other connection methods not illustrated include
Integrated Services Digital Network (ISDN, a form of dial connection), Asymmettic Digital
Subsctiber Loop (ADSL, a high speed permanent connection that uses telephone wites),
wireless tnodems, mictowave radio and several forms of satellite connection.

An ISP that provides both dial support via its connection to the telephone company's switch
and permanent corporate connectbn services.

A telephone company switch. Connections to the switch could be standard phone lines to a
person's home or permanent circuits to a cotporation's local psivate branch exchange (PBX).
A cotporate network. This corporation has a permanent connection to an ISP. The firewall
ensures that only those services that the corporation wants are accessible from the Internet
to protect the network from intruders. This corporation also operates a modem pool for its
employees; in essence it is an ISP as well.

These two ISP's have decided on their own to establish a local means of interchanging
information. This connection could be used to exchange email (for example) but could also
be used to route infonmation automatically if one of the ISP's loses contact with its backbone
carder. The Internet protocols allow the establishment of these ad hoc connections between
any two points. The protocols also allow the two partners to control how the route can be
used; it could be local ot it could be advertised to the whole Intetnet as an available path.
This illustrates the ease with which a path could be constructed to bypass any restriction
somewhere on the net.
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caids, similar to prepaid telephone cards, are widely available, giving users

access to the Internet without clearance from the government.

Observers in Beijing and Shanghai have counted 30 Internet service
providers. The enormous growth of the Net in the past year may have
overwhelmed the government's censorship hardware, according to today's
report.

Use of the Internet in China has grown sharply in 1997: In January, the
number of users was estimated at 100,000-150,000 users. But according
to today's report, that number has grown to 250,000. Other estimates this
week put the number of Internet accounts at 300,000-400,000.

Internet users in China have been able to bypass national censorship by
dialing long distance to proxy servers outside China. But few Chinese could
afford the telephone charges. Now, previously censored sites are available
from local providers.

A January 21, 1999 news item on CNN Interactive’ details new Chinese government

testrictions on the Internet:

SHANGHAI, China (AP) -- China has tightened restrictions on Internet use,
ordering bars that offer access to register users with the police, according
to state media.

The rules issued this week come amid a crackdown on Internet political
activity that caused an outcry when a Shanghai man was imprisoned for
giving email addresses to dissidents abroad. Under the rules, bars that rent
time to customers on Internet-linked computer terminals will have to be

licensed by police, the Workers Daily newspaper said today.

Such bars and cafes, increasingly common in major Chinese cities, had
been one of the few ways Chinese could receive email or look at Websites

anonymously.

7 "China imposes new restrictions on Internet use”
http://cnn.com/TECH/computing/9901/21/net.restrict.china.ap/
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"Managers and customers of ‘Internet bars’ cannot be allowed to endanger

national security," the newspaper said.

The Workers Daily did not give any details of the rules, but the state-run
China News Service said bar managers would have to be licensed and

register their customers.

The reports said the rules were issued Tuesday by public security and
culture officials, but didn't say when they would take effect.

The China News Service said public morals and stability already were
under threat. "Some managers offer gambling and computer games with
lewd content,” it said in a report Tuesday. "Officials believe this already
has endangered social stability and the mental and physical health of
young people.”

The government has encouraged the rapid spread of Internet use in China,
but closely monitors its 1.5 million registered users. Service providers are
required to register customers with the authorities. Barriers have been

installed to block access to sites deemed subversive or pornographic.

It is interesting to note that, in this case, the mechanisms for testriction have moved from
technical attempts to government regulation of both providers and usets. The civil rights and
legal issues of a similar approach in Canada ate beyond the scope of this tepott. Howevet, one

must conclude that technical measures to control content in these cases were not successful.

Another factor to be consideted is the effect of attempting to censor the Intetnet on the
international reputation of the country. Singapote implemented Intetnet controls a few yeats ago
in an attempt to control what content would be made available to their citizenty (see mote details
on pp. 48-49). However, there is evidence that the government there is reconsideting its position,

as evidenced in the following quote:

... international news coverage of Singapore's proposed Internet
regulations "turned the tide," forcing the country to reconsider. "No one
put Singapore on the spot because of its newspaper regulations, but
suddenly, because of its Internet regulations, it was the focus of

worldwide attention as being this repressive and authoritarian regime."
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Bringing international attention and pressure to bear on the government of
Thailand was a factor in getting that government to reconsider its .
proposed Internet regulations, according to Donald Heath, president and

chief executive officer of the Internet Society.”

 from "Efforts to Censor 'Net in Asia Doomed"
http://www.freedomforum.org/technology/1998/1/28asiasociety.asp
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GLOSSARY OF TERMS

Application

Software which muns on a computer to perform a patticular function such as spreadsheets, word
processing, etc. This distinguishes it from operating system softwate which controls the basic
functions of the computer.

Archie

A relatively early Internet application, written at McGill University, which searched the Internet
for ftp sites containing material relevant to keywords provided by a user.

Backbone network

Typically the highest level of network in a hierarchy of netwotks. Fot example, in Canada the
national ctoss-Canada networks are referred to as backbone networks.

Bypass options

Technical means of bypassing traditional catier facilities. For example, using an ISP over a
satellite link would bypass the fibte optic landline networks in Canada.

Cable modem

A network connection, usually into a household, which uses the television cable system. Data is
transmitted over the cable network using the same cable facilities as television.

Cache

Intermediate storage facilities used to improve Internet petformance. Recently used information
is stored locally on the client machine ot in specialized cache setvers. If another request is made
for that information it can be provided from the cache rather than having to go back to the
original soutce of the information.

Carrier facilities

Telecommunication facilities provided by ptivate sector comnpanies such as Bell, Sprint,
BCTelTelus, etc.

Client

A computer running local applications, typically a desk top machine. Clients communicate with
servers.
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Dedicated connection

A permanent connection from a client machine to a network. The connection may be via a local
area netwotk, cable modem, DSL circuit or other full time facility.

Dial-4n connection

A connection from a client machine to a network using the public telephone system. Dial in
connections require a modem.

Digital signatures

An enctyption technique which verifies the identity of the sender of an electronic document.
This is necessaty for electronic commerce, and is the digital equivalent of a person's signature on
a document.

Domain names

Names used to identify hosts on the Internet. They are mapped to the system's IP address and
are used because they are more descriptive of the host and its purpose. For example, the domain
name microsoft.com is used to reference that site rather than its IP number, 207.46.130.149.

Domain name system

A general-purpose distributed, replicated, data query setvice chiefly used on the Internet for
translating domain names into Internet addresses.

Downloading

Copying of a file from a server to a client. Typically this is done by Internet users to create local
copies of softwate, documents, images, etc.

DSL

Digital Subscriber Line. A setvice offered by some telephone companies which allows high speed
data communications over existing coppert lines between end users and telephone company
switching equipment. This facility is most commonly used to provide a high speed dedicated

Internet connection in the home. It competes with cable modems.
Electronic commerce

The conducting of business communication and transactions over networks and through
computers. As most restrictively defined, electronic commerce is the buying and selling of goods
and services, and the transfer of funds, through digital communications. However EC also
includes all inter-company and intra-company functions (such as matketing, finance,
manufacturing, selling, and negotiation) that enable commetce and use electronic mail, ED], file
transfer, fax, video conferencing, wotkflow or interaction with a remote computer. Electronic
commertce also includes buying and selling over the World Wide Web and the Internet and all
othet ways of doing business over digital networks.
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Encryption

Any procedure used in ctyptography to convert plaintext into cyphettext in ordet to prevent any
but the intended recipient from reading that data.

Firewalls

A dedicated gateway machine with special security precautions on it, used to service outside network,
especially Internet, connections and dial-in lines. The idea is to protect a cluster of more loosely
administered machines hidden behind it from hackers.

fp

File Transfer Protocol. Software used on the Internet to transfer files of data from one host to
another.

Gbps
Billions of bits per second. A measure of the transmission speed of a network.
Gopher

An eatly popular distributed document retrieval system which was written at the Univetsity of
Minnesota. Many hosts on the Internet ran Gopher setvets which provided a menu of
documents. A document may be a plain text file, sound, image, submenu or other type of file. It
may be stored on another host or may provide the ability to seatch through certain files for a
given string. Most gopher setvers have been supplanted by Web servers.

Home page

The page opened by an Internet browser when the software is started. The home page location
may be changed by the user.

Host
A computer connected to a network.
Hyperlinks

A reference (link) from some point in one hypertext document to (some point in) another
document ot another place in the same document. A browser usually displays a hypetlink in
some distinguishing way, e.g. in a different colour, font or style. When the user activates the link
(e.g by clicking on it with the mouse) the browser will display the target of the link.
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Internetworking

The interconnection of two or more networks so that data can pass between hosts on the
different networks as though they wete one network. This requires some kind of router ox
gateway..

Interoperability

The ability of softwate and hardware on multiple machines from multiple vendors to
communicate.

Internet Protocol (IP)

The telecommunications protocol used on the Internet to allow data to be passed between
networks.

Internet Service Provider (ISP)

An otganization, public or ptivate sector, which provides basic Intetnet connectivity and in some
cases additional added value setvices to its clients.

IP number

A unique address assigned to each Intetnet host. The IP number is used to identify the host in
order to make a connection.

IRC

Intemet Relay Chat, Intetnet software which allows teal time "conversations" between a number

of users. Communications ate entered by typing, and can be seen immediately by the participants.

ISDN

A set of communications standards allowing a single wire or optical fibre to catty voice, digital
network setvices and video.

ISOoC

Shott for Internet Society. ISOC houses the Internet Architecture Boatd, the Internet
Engineering Steeting Group (which manages the standards work of the Intemet Engineering
Task Fotce). ISOC also hosts the Intemet Research Task Force via the IAB. It sponsors training
activity in form of international wotkshops and various conferences including the anmual INET.
ISOC also is responsible for funding the RFC editing for the IETF.

JPEG

Joint Photographic Experts Group - the name of the committee that designed the standard
comptession algotithm for images. This open standartd is used to compress digital still images in
order to improve their transmission over the Internet.
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Kbps

Thousands of bits per second. A measute of the transmission speed of a network.

Modem

An electronic device for converting between data from a computer and an audio signal suitable
for transmission over telephone lines

Multicasting

Transmitting information over the Internet to multiple sites at once. It is used in multimedia
applications such as video confetencing,

Mbps
Millions of bits per second. A measute of the transmission speed of a network.
Network access points

Points of presence on the Internet which act as gateways between regional networks and the
national backbone netwozks.

Newsgroups

An Intemet facility which allows users with a common intetest to exchange information. Thete
are many thousands of newsgroups which are update many times a day. They may be moderated
ot unmoderated.

Node

An addressable device attached to a network. Mote commonly called a "host".
Operating system

Software supplied by the vendor which controls the basic functions of a computet.
Packet switching

A communications paradigm in which packets (messages or fragments of messages) are
individually routed between hosts, with no previously established communication path. Packets
ate routed to their destination through the most expedient route (as determined by some routing
algorithm). Not all packets travelling between the same two hosts, even those from a single
message, will necessatily follow the same route. The destination computer reassembles the
packets into their appropriate sequence. The Internet uses packet switching technologies.
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Pixel
The smallest resolvable rectangular area of an image, either on a screen or stored in memory
Protocol

A set of formal rules desctibing how to transmit data, especially actoss a netwotk Low level
protocols define the electrical and physical standatds to be observed, bit- and byte-ordering and
the transmission and etror detection and cotrection of the bit stream. High level protocols deal
with the data formatting, including the syntax of messages, the terminal to computer dialogue,
sequencing of messages etc.

Proxy Server
A server on which incoming Internet content is cached (stored) before being forwarded to the client.

Routers
A device which forwards packets between networks.

Streamed audio

A technology for transmitting sound over the Intemet in digital format.

Thps

Thillions of bits pet second. A measure of the speed of transmission over a network.
Transmission Control Protocol (TCP)

Use in conjunction with the Internet Protocol (hence TCP/IP) to provide reliable connectionless
transmission of data over the Internet.

URL
Universal Resoutce Locator. The unique name of a web site, for example, www.umanitoba.ca.
Veronica

An eatlier set of Internet softwate used to index and find information. It has been replaced by
Web search engines.

Web server

A computer and associated software, connected to the Internet, which stores and makes available
web pages to clients which connect to it.
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