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CBI — Common business identifier 
CRA — Canada Revenue Agency 

GoC — Government of Canada 
ICT — Information and Communication Technology 
MBUN — Meaningless But Unique Number (part of ePass) 
PWGSC — Public Works and Government Services Canada 
SAML — Security Assertion Marlcup Language 
SME(s) — Small and medium-size enterprise(s) 
SSO — Single Sign-on 
TBS — Treasury Board Secretariat 

Each definition below describes key concepts and/or the interpretation of a given term within the 
context of this document. 

Common Business Identifier: In its simplest and most all-encompassing form, a CBI is 
an identifier used by all programs to manage the identity of business clients. That is, all 
organizations rely on the same identifier when conducting transactions with or managing 
information related to business clients. The scope of a common identifier need not 
necessarily encompass the entire GoC organization. Nor does common necessarily entail 
implementation of a sole identifier in all systems and processes (multiple existing systems 
and identifiers may be mapped to a primary identifier issued to the business). 
Context-specific identifier: An identifier used in a very limited context (rarely extending 
beyond a single application, system, or program). 
Conununity Identifier: An identifier whose use is common to, but also limited to, a 
select group of related programs or systems. 
Single identifier: One identifier used by all businesses and the programs with whom they 
have relationships. The single identifier is implemented in or tightly coupled to internal 
systems and processes. 

References 

The following references provide supplementary technical information on concepts or technical 
specifications mentioned herein. 

[SA1VILOverview] N. Ragouzis et al., Security Assertion Markup Language (SAML) 
V2.0 Technical Overview. OASIS Draft, February 2007. Document ID sstc-saml-tech-
overview-2.0-draft-1 3 
http://www.oasis-open.org/conunittees/download.php/22553/sstc-saml-tech-overview-2%200-draft-13.pdf  
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1 Introduction 

Under the direction of the Business Number Working Group, Bell Canada developed the analysis 
herein to ascertain and recommend business and technical options for moving forward with a 
facility for sharing a common business identifier and associated information among programs 
serving the business community. 

For many stakeholders, moving forward in this area is fundamentally a question of adopting the 
existing Business Number for use by all GoC programs. Currently, only CRA and select partners 
issue this 9-digit identifier and it is used almost exclusively to support tax program operations. 
Underlying this document is the assumption that establishing the feasibility of using the BN as a 
common business identifier for all programs is a more complex matter that properly begins by 
examining the notion of a common business identifier then assessing the BN against potential 
alternatives. Ultimately, use of the BN as a common identifier is not only feasible, but also 
preferable to alternative solutions for a number of reasons. 

1.1 About this Document 

This report serves two main purposes: 
1. present an analysis of the feasibility and key issues regarding the adoption of a conunon 

business identifier such as the Canada Revenue Agency Business Number for programs 
serving Canada's business community; 

2. provide the BN Working Group with business and technical recommendations for moving 
forward with a facility to support use of a common business identifier. 

The recommendations presented herein build on and expand preliminary work in this area 
conducted by Industry Canada. 

Audience 

The primary audience of this document consists of managers in Industry Canada's Small Business 
Policy Branch and members of the Business Number Working Group. Program and technical 
managers in departments participating in the Business Number Working Group are also a key 
audience for this report. 

This report also makes recommendations and comment of interest to persons considering the 
broader issues of identity, authentication, and role management with respect to GoC programs and 
services delivered to the public. 

Document Conventions 

The following list defines acronyms and abbreviations used throughout this document: 
BN — Business Number 

BN Hub Working Group 
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2 Context 

2.1 The Problem Et the Opportunity 

Defined in the narrowest sense, business registration is the process whereby a new venture is 
enrolled in the registers of appropriate public agencies to create a legal entity. Numerous studies 
from the international community identify Canada as having one of the simplest and fastest 
business registration processes in the world. Canada's success in this area is based in part on: 

1. the existence of a streamlined system wherein CRA and provincial and federal partners 
automatically share necessary registrant data; and 

2. the issuance and re-use of the BN as an identifier during subsequent interactions with 
some of these registering authorities, notably CRA. 

As a result, the same studies recognize significant reductions in barriers to market entry and 
administrative burden on business aspirants. 

In practice, however, initial registration and recurrent tax filings seldom constitute the entire scope 
of a business' interactions, regulatory or otherwise, with government. The current regulatory 
environment restricts re-use of the BN as an identifier outside of tax related programs. Provincial 
identifiers are likewise not easily re-usable by GoC programs. Thus, a business entity operating in 
Canada is obliged to engage in multiple additional and independent registration processes to obtain 
all of the identifiers it needs to: i) find and obtain the services its requires and, ii) maintain 
relationships with government programs over the course of its existence. 

Assembling, reporting, and maintaining registration and program-specific data with numerous 
programs places considerable burden on SMEs, a fact to which anecdotal evidence and industry 
research attest. Managing the identifiers (i.e. keeping track of passwords and other credentials) 
each program assigns as part of its efforts to manage client identity data and protect said data in 
online service environments adds to this traditional 'paperwork' burden. Such activities are, of 
course, necessary to support to program operations, both in terms of serving the needs of business 
clients and collecting information to satisfy regulatory obligations. However, if a certain amount of 
data collection and identity management is to be expected as part of program administration, 
government must be cognisant of the costs imposed on businesses and aware of opportunities to 
reduce such costs where possible. 

In light of advances in inter-networking and data management technologies, businesses and service 
managers condemn current program enrohnent and identity management practices as unnecessarily 
costly and indicative of inefficiencies—suggested by redundant and duplicative efforts on the part 
of registering programs to collect the same information—that can be substantially reduced if not 
eliminated. The crux of the problem, many argue, is that while government holds considerable 
inforniation about a business, it neither shares nor manages this information in a consistent maimer. 

The existence of numerous stores of business information within the government, combined with 
policies that encourage `whole-of-government' solutions, points to an opportunity to improve the 
service experience of businesses while minimizing the burden of collecting and maintaining 
information through a common register of business clients. Such a register would, preferably, be 
deployed in conjunction with a common business identifier (CBI) used and shared by multiple 
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1.2 Project Overview 

Industry Canada undertook this project a continuation of initial efforts on the part of Canada 
Business, PWGSC, and TBS to assess and understand potential interest in the use of a common 
business number. The objectives of this study were: 

to assess the current state of e-identity management for business within GoC departments 
and programs; 
to solicit whether there are real or perceived issues regarding e-identity management; 
to determine if there is a rationale for adoption of the CRA BN as the pervasive business 
identifier; 
to determine whether a compelling case exists to move forward with a government-wide 
approach to e-identity management for businesses; and 
to solicit recommendations on the next steps. 

The exercise revealed considerable interest in finding ways to enable broader use of the existing 
CRA BN and reflected the need for a collective effort and assistance from key enabling 
stakeholders in order to make further progress on identity management. Based on these findings, 
this project sought to obtain additional input to provide recommendations regarding the 
development and design of a business and technical model to establish a shared service hub to 
support use of a pervasive business identifier. 

Methods 

The project team worked closely with the BN Worlcing Group to collect information for this 
project through the following: 

1. Interviews with Working Group members and other stakeholders. This project relied on a 
consultative approach to collect and verify in-depth information gathered through 
interviews with key stakeholders. See the appendix A attached to this document for a 
copy of the questionnaire used to frame discussions with interviewees. 

2. Document review: The project team reviewed key documents that provide background 
information on work to date in the identity and authentication domain. 

3. Information gathering: The project team supplemented information obtained from the BN 
Working Group with a review of select previous studies, and reference material from 
other Canadian and foreign organizations. 

BN Hub Working Group 
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programs. 

2.2 The Need for Business Identifiers 

Most GoC programs serving the business community require a means of managing client identity. 
This capability is essential to successfully acknowledging the business' existence and associating it 
with information in program databases. This in turn, allows the program to establish rights and 
obligations, validate parties to a specific transaction, satisfy chain-of-evidence requirements, and 
generally protect established relationships from unwanted or unlawful manipulation. In short, if a 
program cannot establish a business' identity, the business cannot receive the benefits of 
goverrnnent services or be effectively regulated. 

In the identity management domain, 'identity' consists of all of the business' core attributes: its 
legal name, owner(s) and agents, addresses, products and services, etc. If all of these attributes are 
known, the program will unequivocally identify the business and distinguish it from other 
businesses. Privacy concerns, the challenges of collecting and maintaining all of this information, 
and the fact that knowledge of many attributes is not critical to program operations, make it 
exceedingly difficult and impractical to utilise all of these attributes as part of identity management 
practices. 

In response, most programs rely on context-specific identifiers. Following initial identity proving 
during registration, the program generates and assigns to the business a unique identifier. This 
identifier renders the business uniquely identifiable in the context of the issuing program. 
Identifiers currently in use by GoC programs include a range of internal alphanumeric identifiers 
and the business' naine matched with other data. Some services rely on 'claimed identity' wherein 
the business self-identifies by providing appropriate attributes rather than a specific identifier. 

As currently used, the BN is a context-specific identifier. Admittedly, several GoC organizations 
and provincial partners have adopted the numbering system for the delivery of business programs. 
However, widespread use of the identifier outside the tax domain remains limited. 

2.3 Shortcomings of Context-specific Identifiers 

With multiple identifiers in use across the GoC, and in most cases within a given department, 
business clients are unable to access government in a seamless manner as each program utilizes a 
separate approach to identity management. With the advent of electronic services that are multi-
program and interconnected, the inability of business clients to identify themselves to multiple 
service providers working in cooperation effectively limits collaborative services to those with the 
lowest identity proving remiirements. In concrete terms, the BizPal service, for example, will 
continue to provide value by informing business clients of licence and permitting requirements but 
will be unable to provide more advanced service capabilities, such as: 

■ connecting all permits and Licences to one business entity; 
■ enabling one-time registrations and payments; and 
■ facilitating changes to business information by forwarding data to all participants. 

BN Hub Working Group 
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As a discussion paper on the subject from Ontario notes: 
As our virtual engagements become increasingly multilateral and multifaceted, we will 
become frustrated by separate identification, authentication and security protocols for 
each of our engagements. We will want to reduce the number of protocols that describe 
us, and we will want to use our preferred protocols widely, the same way that we 
probably have the same PIN for many of our present engagements (even though we are 
discouraged fi-om doing so!). A reduction in the number of approaches to identification, 
authentication and security and their shift to the client domain is a necessary feature in 
enabling our virtual inter-jurisdictional and inter-sectoral relationships. 
The need for a new approach to Identification, Authentication and Security in support of 
Electronic Service Delivery. Govenunent of Ontario. 

The second major criticism of context-specific identifiers in the service to business context is the 
inability of various stakeholders in government to formulate a 'complete' picture of a business' 
dealings with Government. This makes proactive delivery of services in a client-centric fashion 
difficult. For instance, it is necessary for the business to describe itself to services like BizPal 
though an interface that captures key attributes and matches them with relevant programs and 
services rather than automatically informing the business of related programs and services as a by-
product of routine interactions with government. 

With respect to internal efficiency, client data integration can result in reduced operational costs, 
improved regulatory compliance and improved business planning. Indeed, the potential benefits of 
a 'complete client picture' have not been lost on the private sector, where integrated client data 
management (also referred to as master data management) solutions and customer relationship 
management applications are popular. The focus of these solutions simple: dealing with data on 
which different systems rely and must share. One example of how to deal with this data is the 
'customer master file': various departmental applications draw on a single source for client 
information and the company ensures that there are no conflicts between systems. 

2.4 Common Business Identifiers 

The acknowledged shortcomings of context-specific identifiers have increased proposals to 
advance the use of common business identifiers in the govenunent, including formulation of the 
BN Working Group. 

Advocates of the CBI normally cite a number of service improvements to justify adoption of the 
approach. Foremost among these is that a common identifier would streamline businesses' dealings 
with the public sector through simplified processes to register the business and determine its 
identity in subsequent interactions. This in turn, would permit a number of service improvements: 

once registered, a business will only need to provide basic information to government 
once as it can be more readily shared between programs; 
more consistent experiences when dealing with different programs; 
one-stop service channels, like Service Canada, will be able to provide better and quicker 
service as staff will be able to identify businesses without having to refer them to 
identifier-issuing programs; 
many transactions and queries can be handled at the first point of contact rather than 
being re-directed to separate departments; 
consolidated views and tracking of current service requests and obligations for the 
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• business; 
programs will be able to target services proactively, offering business services they want 
and need but of which they are unaware; and 
fewer technical and business barriers to providing integrated services though online 
channels. 

Additional benefits typically associated with the adoption of a common business identifier also 
include: 

accelerated development and deployment of transactions that require trusted identity 
authentication in the online environment; 
reduced data management costs for individual programs and services; and 
easier sharing of data within and across organizations to support a number of business 
objectives, from better regulatory oversight to better contract negotiation with large 
suppliers. 

2.4.1 International Experience 

Many foreign national and state governments have already or are considering adopting common 
identifiers for business and/or individual clients. The following examples are indicative of a 
general trend towards common and shared identity management practices for business clients. 

• Australia 

In July 2000, Australia implemented an Australian Business Register (ABR) along with the 
Australian Business Number (ABN). Part of efforts to respond to the government's desire to 
reduce the burden on businesses, these related initiatives were undertaken in part to simplify and 
streamline tax programs tlu-ough the provision of electronic service channels. 

As with implementation of the BN in Canada, a key driver of Australia's efforts was to minimize 
the administrative burden on businesses, which came out of changes implemented to the tax 
system. In the past, businesses were required to maintain several business numbers when dealing 
with government or trading with each other. Further compounding this situation was the fact that 
businesses were required repeatedly to provide the saine information to multiple government 
organizations when their circumstances changed. The govermnent introduced the ABN to simplify 
these interactions and provide various government organizations with access to a single 
authoritative set of business registration information stored in the ABR. The system was designed 
with the following considerations in mind: trust, privacy, and security. The ABR is a shared 
infrastructure component providing data access across all levels of government. 

As envisioned, the ABN will become the only identifier (i.e. number) a business needs to interact 
with Australian gove rnment. 

The ABR provides reduced red tape for business by providing registration-related services. New 
businesses can apply for an ABN and register their business for tax purposes using a single 
registration form. Businesses can also update registration details using the ABR. 

Through the new interactive channels, businesses that wish to update their registration details 
online now use a digital certificate and can register for taxes, maintain business information, etc. at 
times that are convenient for the business. Key benefits of the new system include registration time 

BN Hub Working Group 
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going down from 28 days to 28 minutes; and it provides "publish/subscribe" facilities that enable 
other agencies to receive updates from the ABR. 

European Union (EU) 

The EU is currently investigating the feasibility of setting up a common business register 
tentatively labelled the Unique European Business Register. As envisioned, the EU will implement 
the register in conjunction with unique identifiers for businesses operating in EU member 
countries. The EU sees combining of all sources of information, along with requirements to have 
full lists of entities at national levels, as an opportunity to use modern technology to reduce the 
cost business dealings with the government. 

A multitude of entities will use the register and common identifier. Foremost among these are 
consumers of basic business information currently relying on multiple sources of information that 
the EU believes can be reduced or reconciled by universal usage of a complete and unique 
European business register. Such a system could enhance production of statistical data as well as 
reducing costs for compilers of statistical data. 

According to EU studies, a common business register would require the development of a unique 
identifier allocation system in Europe, and, the development and implementation of a proper 
governance structure/system is required before the system is put in place. The EU is currently 
considering the successive steps to take in the development of a common business identifier — the 
first being the development of a database with links to national (diverse) registers. 

Ireland 

Ireland's Framework for Transforming Deliveiy of Public Services, deployed in 2005, is the 
Government of Ireland's response to increasing pressure to develop and deploy an infrastructure 
framework (Public Services Broker, TSB') for the integration and delivery of public services. The 
intention was to bring about improvements in the delivery of public services through, among other 
things, the integration of public services at local, regional, and national levels. 

The target group for the PSB is all users of public services in Ireland, not just businesses. It is 
aimed at integrating all Irish Public Service Agencies and facilitating access to all of their services 
to both other agencies and to their clients. Services included are health, social services, education, 
and tax related sectors. Before the implementation of the single identifier, customers would have to 
register and authenticate themselves with each Government agency separately. 

As part of the Framework's implementation, a cross-departmental task force was established to 
examine and address the perceived lack of integration in the provision of social services in Ireland. 
The group's key recommendations included the use of one number as a single identifier for 
customers to access public services. Once fully implemented, registered users of the PSB are able 
to login once to an online portal, transact with Government services via one common familiar 
interface. 

Korea 

Korea uses a common identifier for national government's procurement system. Koneps, the 
Korean online e-procurement system, provides an end-to-end electronic procurement service where 
all procurement processes are conducted online. It is a 'single window' for public procurement, 
and is linked with 80 other institutions' systems. 
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In Korea, each government authority is responsible for procuring goods and services for its own 
use. The centralized supply system, under which the goods and services exceeding a given 
threshold are procured, is the Public Procurement Service (PPS). 

The PPS's end -users are classified into two categories: the obligatory users and voluntary users. 
The former consists of central and local government agencies, which purchase required goods and 
services above a given threshold through PPS. The latter consists of government-funded or 
government-sponsored agencies etc., which have direct discretionary power to procure goods and 
services for themselves or to purchase them through PPS. 

United Kingdom 

Her Majesty's Revenue and Customs (H1VIRC) of the United Kingdom 

Recently, the Department of Her Majesty's Revenue and Customs (HMRC) of the United 
Kingdom  lias  begun investigation into the use of a unique identifier to assist businesses in dealing 
with all tax affairs, and to link data on businesses across the Department's various systems. HMRC 
believes a single identifier will reduce the cost and burden on businesses, factors that increase the 
likelihood of business complying with their tax obligations. 

At present, the Department holds information on each business on a separate system for each tax 
and therefore does not have a clear view of the entire tax affairs of an individual business. It also 
lias  difficulties in drawing the tax information together which would help it understand the needs of 
different taxpayer groups and in therefore developing services for them. In response, the 
department is considering, upon the recommendation of the "O'Donnell report on the Review of 
the Revenue Departments, 2004", the use of a single identifier through a common system to 
develop a whole customer view and bring together data on each taxpayer/business. 

The Department intends on developing a 'customer index' that would hold together all the 
reference numbers for a customer — a sort of business register. Key to the success of the register is 
a single business identifier used for all types of tax and other interactions with the government. 

Her Majesty's (HM) Treasury of the United Kingdom 

HM Treasury led the Single Business Register. Project (SBR), which is now complete. The SBR 
aims to facilitate better coordination of Government activity for every individual UK business in 
ternis of service delivery and of regulatory enforcement. The project was based on a 
recommendation of the 'Closer Worlcing Initiative' to establish a unifying business registration 
number as well as an integrated government/business interface (a registry) through information 
technologies. One of the key drivers was a commitment in the Labour Business Manifesto, which 
aims to "reduce the demands for information central government makes on business by 
developing a common database available to all government departments". The Department 
wanted to simplify the requirements placed on UK businesses and reducing the burden and cost of 
administration on the firms. 

HM Treasury believes this project, along with other initiatives, will serve to improve 
communication between the UK business community and all government departments and 
agencies, provide better coordination between central and local government, provide efficient 
operation of government service, and improve government and private sector cooperation. 

One main and clear benefit of the SBR and associated common business identifier is that 
departments have access to the same core information via a conunon register. Businesses would 
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have access to more services, lower compliance costs, and simpler and better-supported services. 
The government would see benefits in improved quality of statistics and reduced departmental 
costs.  Longer-tenu  effects identified early on in the project include: a greater and more effective 
prioritization of Govenunent resources in dealing with business; greater understanding and 
appreciation of the business viewpoint in policy making; a better understanding of the scope of 
governments interface with business across all departments; savings to the business community 
through reduced compliance; more effective regulation; and improved developments in service 
delivery channels. 

Local councils (in England) 

Local councils in England have investigated the creation of the Single Business Account. This 
project would deliver a better user experience for local enterprises by assigning each business a 
unique identifier that can be used in all transactions with their local council regardless of the 
department conce rned. 

Currently, as in many of the cases listed above and in the case of Canada herein addressed, a single 
business has multiple sets of records across many departments each with slightly different details 
depending on the type of contact and stage of development during contact. Having a Single 
Business Account Identifier will save time from not having to deal with out of date records / 
information for both the business and the department (council). This improved information will 
also give the council a holistic view of a business' activities that in turn  will assist them in 
identifying areas where more support could be offered. 

State of Washington 

The Washington State Department of Labour and Industries has implemented a Unified Business 
Identifier (UBI) number to facilitate service delivery. The UBI number assigned to new businesses 
allows five state agencies and several cities to gather and share registration information. It also 
supports state and city employees who assist citizens with the master application and registration 
process. 

The UBI was developed in 1997 in direct response to the need to simplify and streamline the 
registration process for businesses. 

2.4.2 Domestic Experience 

A National Business Number Project is underway to establish a common business identifier for 
public sector programs in Canada; to develop a partnership to oversee the needs and participation 
in the initiative; and to establish legislation and infrastructure to support and promote the Business 
Number (BN) (Canada Revenue Agency's (CRA) current Business Number for all registered 
businesses) as a public program. 

The BN allows businesses to use a single number in their dealings with various public sector 
programs; their motto is "One business, One number". 

Currently there are six provinces and six federal departments participating in the National Business 
Number project: British Columbia, Manitoba, New Brunswick, Nova Scotia, Quebec and Ontario 
and the federal departments: Canada Revenue Agency, Industry Canada, Public Works and 
Government Services Canada, Human Resources and Social Development Canada, Statistics 
Canada, and Canada Border Services Agency. 

BN Hub Working Group 
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Each partner has adapted the BN to meet its own specific requirements all the while maintaining a 
common vision and strategic plan for the future development and use of the BN. 
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Manitoba 

The Government of Manitoba has adopted the BN on the recommendation of Manitoba businesses. 
Currently, multiple numbers are required to identify the same business, requiring time and effort on 
the part of both the government and the business to manage and maintain program information, 
participation, and status. 

The adoption of the BN will allow for integrated registration and business self-service using the 
Internet. It will reduce duplicate information requests made of businesses by multiple programs, 
and because it is used both federally and provincially, will allow businesses to be identified for 
programs at both federal and provincial levels of government. Essentially, service to business will 
improve with one number as other depa rtments and agencies come on board. 

There are seven Government of Manitoba departments participating in the BN at present: 
Manitoba Finance, Companies Office; Business Name Registration (BNR); Corporations (Corp.); 
Manitoba Finance, Taxation Division; Corporation Capital Tax (CCT), Retail Sales Tax (RST); 
and Health and Post Secondary Education or Payroll Tax (HET). 

Consultation with the Manitoba business community began back in 1997 and continues today with 
several corporations, chambers of commerce, and associations. These groups responded positively 
to the adoption of the BN and have offered support with various educational activities. 

The Government of Manitoba has also established legislation on the adoption of the BN: The 
Common Business Identi fiers (CBI) Regulation under The Electronic Commerce and Information 
Act. 

Ontario 

The Government of Ontario is participating in the National Business Number project (Master 
Business Licence and Business Information Number program), with the development of a standard 
for defining the format, description and characteristics of data elements used to register businesses 
(GO-ITS). 

The objectives of the standard are: 
to increase efficiency by harmonizing the way generic business information is recorded 
across levels and departments of government; 
promote consistent recording and use of tombstone (generic) client registration 
information; and 
improve customer service by recording and verifying the accuracy of data and improving 
the accuracy in the delivery of services requiring access to data from multiple programs. 

BN Hub Working Group 
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3 Analysis 

3.1 A Closer Look at the Common Business Identifier 

Leaving aside concerns specific to the BN for, all indicators suggest it is feasible to adopt a CBI 
for GoC programs serving the business community given current circumstances and if feasibility is 
determined by: 

1. Value-proposition: As noted above, a CBI can improve service delivery, reduce 
administrative burden, and enhance relationships for both the business community and the 
government. 

2. Precedent: The experience and/or recommendations of other governments internationally 
and the corporate efforts at improving products and service through CRM and MDM 
establish a pattern of at least partial success in achieving various objectives using a CBI 
throughout the organization. 

3. Technical capacity: The government either possesses the requisite tools or can readily 
obtain them through commercial software vendors. 

4. Appetite: The willingness of BN Working Group members, Industry Canada's 
investigation into potential adoptees, and other domestic examples of CBI adoption by 
govermnent demonstrate a readiness to change the status quo among the service and 
program managers. 

Nevertheless, a closer examination of the CBI in relation to service delivery and administrative 
efficiency reveals several issues that: 

remain largely unaddressed by advocates of the CBI; or 
will influence the nature of the business and technical models that should be put in place 
moving forward with a CBI in the GoC. 

These issues become particularly acute given that the most of the anticipated benefits of using a 
common business identifier are predicated not only on the identifier itself, but also on relatively 
open and easy access to the many attributes that make up a business' identity. 

3.1.1 Challenges to the Value-Proposition 

Perhaps most concerning are several issues that cast doubt on the value-proposition of a CBI. First 
among these is the fact that the value-proposition itself, at least as far as reduced administrative 
burdens are considered, may be overstated; that the burden of multiple registration processes and 
context-specific identifiers impose on businesses may be exaggerated. In the case of large firms, 
dedicated staff typically deal with the  saine program(s) on a regular basis (e.g. finance department 
staff handle routine interactions with CRA). This organizational reality reduces the overall 
complexity of managing multiple identifiers. Of course, most SMEs do not maintain such 
structures or staff complements. However, most SMEs, like their larger counterparts, do employ 
professional agents who interact with the government on the business' behalf — which further 
reduces the burden lack of a CBI imposes on the business itself. 
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In addition, as many observers have pointed out, programs frequently request the same information 
from a business several times. Widespread use of context-specific identifiers is not the only—or 
even the most important—underlying cause of such redundancies. Lack of an intelligent routing 
mechanism capable of distributing common data (identifier or otherwise) and procedures 
specifying how programs generate, consume, and maintain this data are both contributing factors in 
the current situation. 

Rebuttal 

The above issues fail to take into account the service and modernization agenda of the 
GoC. These agenda emphasize administrative simplification, streamlined processes, and 
cross-organizational/cross-jurisdictional collaboration where prudent and possible. If the 
potential benefits of imposing a CBI on programs sharing no regulatory or service 
delivery objectives or mandates are indeed minimal (and anecdotal evidence from the 
business community suggests they are not), there is little reason to believe the same is true 
when considering the potential role of the CBI in a larger, collaborate context. Much as 
the BN currently provides business clients with access to all of their CRA accounts or a 
driver's licence number allows access to all driver information and services in Ontario, a 
CBI simplifies and facilitates access to related programs and information regardless of 
who is acting on behalf of the business. While use of a CBI will ultimately be insufficient 
to deliver of this level of service as—as there is a also a dependency on intelligent data 
routing, efforts to rationalize information processing, and service delivery procedures—it 
makes connecting the various systems involved that much easier. 

Clearly, any approach to identifying businesses will affect how government and the 
business community perform many of their functions. Thus, a number of concerns need to 
be taken into account moving forward: 

At the micro-level: Existing procedures, systems, and business models need to be 
considered and potentially re-visited. 
At the macro-level: Current direction with respect to service delivery, 
information management, and shared services/systems need to be considered. 

Identity management solutions and approaches that architects tightly couple with the 
requirements of single program or similarly limited scope of action largely fail at the 
macro-level. 

The above issues also fail to take into account the entire value-proposition of the CBI. 
They focus exclusively on business clients and fail to acknowledge how an CBI may 
contribute to inte rnal efficiencies. Privacy and acceptable use directives notwithstanding, 
departments could improve regulatory oversight, procurement, economic/policy analysis, 
and basis information and records management activities through easier and more 
complete sharing of business information based on a shared identifier. Service delivery 
indirectly benefits through improved efficiencies realized through shared systems, In this 
case, a CBI issues through a conunon registration process removes the cost of developing 
and maintaining such systems from program efforts to move services to electronic 
channels. As an article published by PWGSC notes: 

Having a single registration number for a business' transactions with the GoC 
would simple and enhance a business' interactions with the GoC as a whole 
and further enable business-to-government online transactions. An ideal 
scenario for business registration is that there would be an efficient way of 
identeing businesses once for their dealings with the GoC. Subsequent 
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authentication would be simple for both the businesses and the GoC and would 
be used  for  all business-to-government online transactions. One may also 
wonder  (fan  anonymous credential such as an epass cottld be used  for  business 
registration  pu/poses.  And although epass meets privacy requirements that are 
critical for individuals, the purpose of an identifier for a business is precisely to 
identii5)from an authoritative source that a business is legitimate. 
Meeting the Challenges of  Canada 's  Secure Delivery of E-Governinent Services.  Public Works and 
Govennnent Services Canada. 

A third issue calling into question the value-proposition of the CBI is its potential limited 
usefulness in managing the identity and information of businesses that are members of complex 
corporate families. Where the SME is usually a single legal entity that deals with gove rnment, a 
single parent company in a more complex enterprise may control multiple subsidiaries and 
interests (some of which may have subsidiaries of their own). In such cases, each subsidiary that 
operates largely independently of its corporate relatives arguably should have its own business 
identifier for service delivery and identity management purposes. This erodes value of the CBI as a 
mechanism for creating a holistic view of the entire enterprise and its relationships with 
govermnent —as discussions with the BN Working Group revealed. 

Rebuttal 

There are alternative tools available to programs that need to assemble and correlate 
information for businesses that are part of complex corporate families. Foremost among 
these is the DUNS number. Environment Canada's regulatory division has used this 
number as part of efforts to track the total volume of pollutants released by a single 
enterprise into the environment. Statistics Canada's Inter-Corporate Profile, which is not 
subject to the strict use and disclosure provisions of the Statistics Canada Act, is another 
potential tool to assemble information on complex corporate structures. 

3.1.2 Other Precedent-Setting Approaches 

Based on the foregoing observations it is apparent that service delivery and administrative burden 
would benefit from a better means to identify businesses, particularly across programs. However, 
these benefits may be achievable without a CBI solution. 

Private sector service providers have experienced successes using single-sign-on (SSO) techniques 
to overcome disconnects between identity management schemes that rely on context-specific 
identifiers. Their efforts have produced considerable knowledge, mature standards, and a number 
of commercial products. In short, there is a strong precedent for using SSO to support integrated 
services similar to those many public sector organizations are contemplating. 

Rebuttal 

It is important to note that SSO solutions are most effective within the confines of a single 
enterprise (i.e. a GoC department) where a single trust model defines identity-proving 
procedures, system access protocols, and controlled mechanism for resolving problems. 
This approach begins to breakdown when multiple organizations that have designed their 
identity management practices to protect the transactions and data of a single 
program/system need to establish new trust models that significantly alter existing 
business policies and technical practices. In essence, lack of cross-program recognition of 
context-specific identifiers affects the process of data sharing and seamless service 
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delivery — malcing initiatives to streamline and simplify service delivery sub-optimal or 
exceedingly complex to mange. 

3.1.3 Demands on Technical Capacity 

Existing and new technologies are well-suited to the use of common identifier and shared 
information. However, two issues relating to existing identifiers and associated data may increase 
demands on existing technical resources. 

First, there is considerable expressed and implicit appetite among public sector service providers 
to implement a CBI, with many indicating they would use the current BN. It is not equally certain, 
however, that all of these providers are willing and/or able to abandon existing context-specific 
identifiers altogether. Developed and used over several years, it is probably that many existing 
identifiers are meaningful within their existing contexts. That is, the issuing program has 
implemented an identifier whose structure is encoded data (e.g. registration date, location of the 
business, program specific attributes) necessary to certain processes and system functions rather 
than a unique but random alphanumeric string comparable to the MBUN that is part of the GoC 
epass. 

Replacing these identifiers with one common encoding scheme that meets all current and future 
process and service is not practical in the short-term. Mapping of existing identifiers to a selected 
CBI would allow existing schemes to persist 'behind the scenes' as it were. For large programs, 
this is potentially a time and resource-intensive undertaking and, therefore, represents a 
considerable operational risk to widespread support for the proposed CBI. 

Offset 

In consideration of these issues, ensuring the CBI allows a given business to be readily 
identified based on rigorous registration processes while allowing the program to 
determine how best to link that identity with specific processes and data is the most 
compelling approach forward. 

Second, it is widely acknowledged that a comprehensive common (or 'core' or 'tombstone') 
dataset across all programs does not exist in the GoC. Current systems collect data according to the 
narrower requirements of the programs they serve. Where obvious commonalities exist, there is a 
high level of inconsistency in data structures, validation procedures, and data format. 

Offset 

In the absence of such data standards, successful sharing of basic information associated 
with a given identifier is almost certainly dependent on an approach based limited and 
controlled sharing. 

3.1.4 Conclusion 

Despite the often passionate arguments CBI advocates put forward for adopting a CBI for GoC 
programs serving the business community, the value of the CBI is not inherent, alternatives do 
exist, and successful implementation and use is dependent on a number of other technical factors. 
However, the CBI approach to identity management is intrinsically aligned with current GoC 
service delivery and modernization strategies and more supportive of anticipated future work in 
these areas than the status quo of multiple context-specific identifiers. 
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Reconunendation 
The GoC should pursue implementation of a common business identifier for business clients. 

3.2 Common Business Identifier Options 

The BN is one option among many that may provide a suitable CBI for GoC programs serving the 
business community. Choosing between these options is essentially a process of weighing various 
factors to arrive at a viable choice that can be implemented in the GoC context and used by 
programs and business clients. 

Major factors the GoC should consider in selecting a CBI are the assorted attributes that make up 
the following properties of the identifier: 

1. Origin: Creating a new identifier versus expanded use and widespread adoption of an 
existing identifier (like the BN). 

2. Source: The provider of the identifier (fi-om a business/organizational perspective rather 
than a systems perspective). 

3. Applicability: The context(s) to which the identifier applies. This is particularly relevant 
to options based on efforts to map multiple existing identifiers such that the effect of a 
having one common identifier is produced. 

4. Significance: A qualitative assessment of the strength of the association between the 
identifier and i) the business entity, and ii) information about that business. The MBUN is 
an identifier with low significance. 

5. Structure: The form of the identifier, particularly any meaning that may be encoded into 
said form. 

In considering the feasibility of the BN, the project team looked at several potential options, as 
outlined in the following sections. In the interest of completeness, it should be noted that the status 
quo—continued use of multiple context-specific identifiers—was deemed untenable. As the 
preceding sections illustrate, the status quo: 

does not address current administrative burden on business clients or GoC programs; 
has limited potential to realize significant improvements in service delivery; and 

will not dramatically improve inte rnal information management practices or efficiency. 

3.2.1 Single Identifier vs. Community Identifier 

In examining the value-proposition of the CBI, we noted that staff in large enterprise settings 
typically deal with the same programs on a regular basis. This observation reasonably applies to 
the business as a whole, regardless of size. It is unlikely that a given firm, particularly a SME, will 
have regular, established relationships with all programs targeted at the business community. With 
a few notable exceptions (CRA-administered tax accounts being the most obvious), the business 
will deal most frequently with those programs serving its particular industry sector, geographic 
location, or business activities. This premise, of course, continues to be the basis of many 
collaborative service delivery efforts. 

A single identifier used by every GoC program is not necessary to simplify and streamline these 
interactions. A community identifier would accomplish these same objectives. In a sense, this 
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option involves the refinement and extension of current practices related to BN use. The BN would 
continue to exist much as it presently does as the identifier for the tax community alongside 
identifiers put in place for other identifiable communities. 

The community identifier option has several merits in relation to the single identifier: 

1. Implementation issues are considerably less complex and challenging than govenunent-
vvide adoption of a single identifier. 

2. It provides higher levels of privacy and confidentiality, particularly with respect to data 
sharing and exchange between programs. 

3. It reduces potential consequences in the event security around a significant identifier is 
compromised. 

4. It avoids the need to address regulatory or policy restrictions on widespread adoption of 
the BN. 

5. Implementation of an identifier with meaning in a given context is much easier. 

6. It is potentially easier for large enterprises and corporate families to deploy and manage. 

However, notable drawbacks also apply to the community identifier option: 

I.  It does not completely address current problems stemming from the use of multiple 
context-specific identifiers. The total number of identifiers in use will go down, but 
business will still find themselves managing multiple government-issued identifiers. 

2. It does not readily allow for a holistic view of the business across all government 
programs. 

3. Defining each community is a potentially time-consuming exercise that risks 'missing' if 
sufficient analysis is not performed prior to implementation. It is unclear who should 
perform this critical task. 

4. Little flexibility to support seamless access to service offerings that are highly customized 
to reflect all of a given business client's service needs (particularly as these needs cross 
multiple communities). 

5. It introduces (or at least fails to eliminate) redundancy in identity management efforts 
moving forward as each community is obligated to define the specifics of its identifier, 
implementation processes, systems, etc. 

6. Potential difficulties managing on-going use of the conununity identifiers as programs and 
communities evolve and change. 

Recommendation 

Considering the above factors, the conununity identifier is at best a partial response to current 
circumstances that will not fully realize service delivery opportunities. While short-term 
implementation issues are more manageable than those associated with a single identifier, long-
term alignment with GoC service-delivery and modernization agendas, and therefore ROI, is 
questionable. Adoption of a single identifier is therefore recommended. 

3.2.2 Selection of a Single Identifier 

If a single identifier is the preferred choice moving forward with a CBI for GoC programs serving 
the business conununity, stakeholders should be aware that this choice presents a number of 
additional potential challenges, particularly with respect to the identifier's origin, source, and 
implementation. The following sections examine alternatives to minimize these challenges. 
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Origin: New vs. Existing 

Advocates of the CBI often equate that identifier with the BN. This is understandable given not 
only the label 'business number', but also explicit TBS support for widespread use of the BN. 
Section two of TBITS-30: Business Number Impletnentation Criteria states in part: 

Subject to any statutory limitations, this Treasury Board Information Technology 
Standard endorses the use of a Business Number (BN) to uniquely identify private and 
public sector entities (i.e. registrants), government programs, and operating entity(ies). 
This standard requires that the BN be used in applicable transactions and provides 
opportunities to reduce costs while streamlining and expediting government services. 

Obviously, general use of the BN under TBITS-30 is qualified by the specification being 'subject 
to statutory limits'. Creation of a new identifier for the express purpose of providing programs with 
a CBI is not subject to such limitations. Moreover, creating an entirely new identifier for the 
purposes of providing a CBI carries  the  following additional benefits: 

1. Business clients and programs would realize the service delivery and administrative 
benefits typically ascribed to wide-scale adoption of a single, multi-purpose identifier. 

2. As an entirely new GoC initiative, this option presents stakeholders maximum flexibility 
to meet design and implementation challenges. The impact of existing governance, 
management, technical, regulatory, and usage arrangements are substantially reduced if 
not eliminated ftom the outset. 

3. Requirements to retain existing context-specific identifiers can be accommodated. 

The flexibility of creating a new single identifier must be balanced against the additional effort 
involved vis-à-vis adoption of an existing identifier for use as a CBI: 

1. The format and implementation guidelines of the new identifier must be defined. 
2. Administrative and technical support systems need to be developed. 
3. Ability to capitalize on existing investments in current registration and identifier systems 

in support of item 2 is questionable. 
4. A major communications effort will be needed to raise awareness of the identifier and 

educate stakeholders stakeholder in both the government and business conununities. 
5. Solutions and resources to resolve potential confusion and conflicts with existing 

identifiers will be required over the short-term. 
6. Registration is problematic. Since the new identifier would not be associated with any 

existing enrolment process, new registration systems and procedures or time-consuming 
and potentially costly integration efforts with existing applications will be required. 
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In addition to the above, introduction of a new identifier raises a number of 'unknowns' regarding 
cost and effort on the part of business clients. At this juncture it is impossible, for instance, to 
quantify the effort involved to modify existing applications and processes to support an identifier 
whose significance (and therefore security requirements) and format are undefined. Before 
proceeding to implementation of a new identifier, additional consultation with the business 
community is advisable. These risks are mitigated to a certain extent is an existing identifier is 
selected. 

Recommendation 

Creation of a  new identifier is  a major undertaking  requiring considerable  time, effort, and 
investment. Ability to leverage existing  assets and, perhaps more importantly, maintain the interest 
support of stakeholders seeking to improve  identity management during protracted implementation 
guidelines is unce rtain. Given the existence of workable alternatives to create a CBI among 
existing identifiers, the option to  create  a  new  identifier carries unwarranted cost and risk moving 
forward. 

Source: BN vs. Other Identifiers 

While the BN, along with the SIN, is perhaps the best known identifier currently used in the GoC, 
other identifiers, like PWGSC's Procurement Business Number, are also potential choices for CBI. 
The most compelling argument for preferring one of these identifiers as a CBI over the BN is their 
apparent freedom from regulatory limits on their use for such a purpose. 

Legally, use of the BN is linked to tax legislation that sets limits on general use of the BN. 
Discussions with representatives from CRA unequivocally indicated that CRA does not believe 
this fact to be a major risk moving forward in principle with implementation of the BN as the 
single business identifier for business clients given broad interpretability of certain legislative 
clauses. 

Over the longer-term, it is probable legislative change will be necessary to ensure use and/or 
acceptance of the BN in all circumstances. Consequently, a contingency plan will be required to 
address the risk of such change not being completed in a timely manner. Again, this does not 
appear to present a major impediment to adopting the BN as CBI. To minimize future 
incompatibility problems, GoC programs can follow standard practice among provincial CRA 
partners that are or are anticipating use of the BN: construct a unique identifier for temporary use 
that strictly adheres to the format and other attributes of the BN. Moreover, proceeding in this 
manner would provide the BN Working Group with a suitable construct for pilot implementation 
of a CBI. 

Strong connection to CRA-administered tax programs also mean the BN is not issued to every 
business. In most cases, companies need not register with CRA and obtain a BN unless annual 
revenues exceed $30 000 in a single quarter or four consecutive quarters. Stakeholders have cited 
this lack of mandatory registration for the BN as a potential drawback to is use a CBI. If this is 
indeed a major shortcoming of choosing to use the BN, it is a shortcoming that is equally 
applicable to all other existing identifiers. No existing identifier or registration procedure is 
mandatory for every business operating in Canada. Only registration for a new identifier would be 
required of all businesses without changes in applicability and the registration practices associated 
with other identifiers. Bearing this in mind, the BN is arguably the most pervasive identifier 
currently in use by virtue of its association with federal and, increasingly, provincial tax programs. 

• 
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In addition to recognition, familiarity, and pervasiveness the BN as single identifier enjoys: 
1. Established and formal implementation criteria (i.e. TBITS-30). 
2. The existence of established and rigorous business and IT support systems. These range 

from a flexible online registration/issuance system, data matching and conversion utilities 
to capture updates from partners to over-the-counter support in through established Tax 
Service Offices. 

3. Design flexibility. The BN was originally conceived as a multi-purpose identifier, as 
evidenced by a structure that provides a 9-digit core identifier and extensions to identify 
specific programs (or accounts in CRA terminology). 

4. A registration process whose integrity is trusted by every relying party. 
5. Organizational support for its use as a single identifier. As the BN's source, CRA 

commitment to its selection as a CBI is necessary and avowed. 

Recommendation 
Current legislative restrictions on widespread use of the BN are a legitimate concern moving 
forward with its use as  a  CBI. There is, however, little evidence these represent long-term 
obstacles to efforts to adopt a single identifier that is both familiar to the business community and 
backed by a business and technical infrastructure capable of supporting implementation on a 
national scale. The BN, more than any other existing identifier, possesses both of these key 
attributes in abundance  and, therefore, is  a viable choice  for  a  CBI. 

• 4 Moving Forward: Imp (ementation 

In formulating their client identity and information management strategies, some organizations 
elect to define a 'desired state' that envisions implementation of a single identifier in conjunction 
with: i) a sophisticated hub to manage data routing and exchange, and ii) a service-oriented 
platform for analytical and transactional applications. With few exceptions, achievement of such 
an end state entails considerable time and monetary investment in data model, service architecture, 
and data broker design, development, and deployment. 

The business case for such a large and potentially invasive ICT project depends on the support and 
active involvement of multiple organizational stakeholders and in all probability contemplates 
dramatic shifts in existing infrastructure if the organization has not already engaged in a major 
systems review and planning exercise. 

The alternative to such a massive undertaking is to implement a single identifier through a 
relatively fast to deploy registry-style architecture in conjunction with narrowly defmed data 
models incorporating only truly common information. In this scenario, the conunon identifier 
provides a cotrunon link for associating additional, program-specific information with the basic 
client record. 

For a number of reasons, the registry-style implementation approach is arguably the more feasible 
option for BN Working Group participants moving forward with implementation of a CBI: 

1. meets basic objectives associated with the notion of a CBI—reduced duplication of effort 
and data quality issues—with only moderate effort on the part of key stakeholders; 

2. dramatically shorter implementation timeline and significantly lower total cost make it a 
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valid choice for limited trial implementations with less overall risk; 
3. lower immediate impact on existing systems and processes; and 
4. flexible integration and connectivity options for partners. 

For these reasons, the conceptual business and technical models described below follow the 
registry-style approach 

Where a full, enterprise-scale infrastructure deployment in support of the CBI is a resource-
intensive undertaking with elusive ROI, the faster, less rislcy registry approach is arguably of lower 
overall benefit to GoC programs, particularly if initial design and architecture provide insufficient 
flexibility and scalability. The architecture principles outlined in the following sections address 
this potential limitation. 

Outstanding issues of which the BN Working Group should be aware or requiring fu rther 
discussion to resolve are highlighted throughout this section. 

4.1 Business Model 

This section outlines recommended approaches (based on discussions with BN Working Group 
representatives) to a number of business-related issues or decisions regarding implementation of 
the BN and a CBI. 

4.1.1 BN Hub Scope Et Functions 

In keeping the relatively lightweight nature of the overall implementation approach, the primary 
function of the BN hub itself is similarly limited to streamlining business client data management 
processes for GoC programs and the business community. More specifically, the hub will: 

I.  provide a consolidated source of common information for subscribing program; and 
2. accept passive or active requests for new or modified business client information. 

Implicit in the above are the following assumptions: 
The hub, and consequently the BN CBI, will initially be available only to GoC programs. 
Expansion to provinces and other partners is a secondary requirement for an anticipated 
phase two implementation. 
Programs wishing to take advantage of the Hub must go through a formal, if not very 
onerous, registration process to connect to the hub. 
Tecluncal design of the hub provides multiple data exchange options with program 
systems. 
The hub does not store or manage program-specific business information — and in doing 
so adheres to accepted GoC information and confidentiality management practices 

The hub's secondary function is to validate registration of a business through query and look-up 
services. 'Registration' in this context is the successful enrolment of a business in a participating 
program that has subsequently created a record for that business in the hub. 

In response to BN Working Group member requirements, we recognize a potential role for BN 
Hub in identity authentication processes, and the architecture provided below will support such 
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objectives. However, in the interest of i) maintaining and extending support for the initiative over 
the short-term and ii) alignment with the reconunendations of other groups examining this specific 
issue, the more complex issues of identity authentication are deferred for an anticipated second 
phase. 

Outstanding Issues 
Business registration processes managed by the provinces normally capture some common 
business information. Overlap or redundancies will persist for the short-tenn. 

Variances in the rigour and rules applied to data capture and verification during the 
registration processes of participating programs may undermine trust in the hub. 

4.1.2 Information Management 

Initial Data Set 

Information associated with the CBI and managed through the hub needs to provide sufficient 
detail to achieve significant service delivery and administrative improvements. At the same time, 
concerns regarding confidentiality and the present lack of an established and comprehensive model 
for business information in the GoC restrict to a certain extent the inclusiveness of an initial data 
set. The BN Hub should therefore be initially limited to information of broadest applicability and 
use. 

The proposed initial data set consists of the following mandatoty elements: 
The 9-digit core BN 

BN issuance/registration date 
Entity legal name (typically registered provincially or with Corporations Canada) 
Entity operating names 
Headquarters in Canada 
Jurisdiction of business registration (if applicable) 
Date BN Hub record was last updated 

The proposed initial data set consists of the following optional elements: 
Up to 3 contact data blocks (postal address, e-mail address, phone numbers) in addition to 
the business' Canadian headquarters 
Worldwide headquarters (if applicable) 
Entity type 
Industry or business description 

In all cases, the BN Hub will adopt existing data standards where applicable or feasible. All 
address information, for instance, will conform to Canada Post Corporation standards. 

Outstanding Issues 
While the above data set meets the requirements of the proposed BN Hub fimctions and provides 
and extensible baseline, it may not be sufficient descriptive to support the service delivery 
enhancements over the short-term. 
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Data Ownership 

Ownership of common data residing in or otherwise intimately linked to a shared system is a 
potentially contentious issue. If there are ownership questions, however, the business client to 
which the information pertains is plausibly regarded as that information's proper owner. In this 
respect, the GoC is a custodian rather than owner of any information managed through or by the 
BN Hub. 

Maintaining this principle, larger issues regarding data ownership can be resolved as follows: 

CRA is the primary agent with respect to BN itself; 

System operator assumes primary responsibility for ensuring data is well-managed; 

BN hub obligations end when data is downloaded to program systems 

Programs retain responsibility for their systems and additional information contained 
therein 

Outstanding Issues 

Extending data set to include domain-specific or ID-specific elements may upset this model 

4.1.3 System Operations 

Access to the BN Hub 

Existing business registers, like the Australian Business Register and the Danish Central Business 
Register provide free or fee-based read-only access to public notice and/or semi-confidential 
information of varying detail. BN Working Group members rejected proposals for the BN Hub to 
offer similar access to the public with the option to revisit the issue during anticipated future 
development phases. 

Consequently, only GoC employees will be able to access BN hub data during initial 
implementation. However, registered business clients holding a valid BN must be able to access 
the BN Hub for the express purpose of updating their own information. As envisioned, the hub 
would be updated through online and other channels (e.g. Service Canada location). Also, the BN 
hub should provide the ability to generate automated notices that can be sent to registered 
businesses requesting that they review and update their information (on an annual basis). 

This approach maximizes available data collection points while providing at value to GoC 
employees whose programs are not actively participating in the BN Hub. 

Ownership of the BN Hub 

As with the information associated with it, ownership of the BN Hub itself is a potentially 
contentious issue with wide-ranging govemance and funding implications. 

In keeping with current practices for similar shared systems/services, the BN Hub will operate as a 
GoC initiative under the direction of a management committee the members of which are drawn 
from participating programs. 
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Subject to appropriate inte rnal approvals, PWGSC will assume the role of system operator. In this 
capacity, it would have primary responsibility for: 

Overseeing and ensuring day-to-day operations 
Assessing on-going requirements to support routine operations 
Overseeing the implementation of technical developments and updates deemed necessary 
or appropriate by the management committee. 

The decision to nominate PWGSC for this role is based on: 

Alignment with the cross-departmental mandate of PWGSC; and 
discussions with PWGSC representatives that confirm a willùigness to assume the role. 

Outstanding Issues 

Regardless of its designation and technical design as a shared GoC system, deployment and 
operation of the BN Hub will remain dependent—at least for the short-term—on CRA systems by 
virtue of their being the source of the BN. 

4.2 Conceptual Architecture 

This section proposes a conceptual architecture for the BN hub. The discussion includes 
The key architectural forces that drive the design; 
A set of architecture principles that respond to these forces; 
Treatment of the business registration and business update processes; and 

Initial remarks and guidance concerning the BN hub trust relationship. 

4.2.1 Architecture Forces 

Within the area of distributed systems design, the integration of disparate applications and 
processes usually involves certain trade-offs, and a careful weighing of competing requirements, or 
"forces". During architecture development, it is important to identify these forces and to determine 
an appropriate design response. For the BN hub the key architecture forces are: 

I. The BN is the preferred common business identifier; however a backup plan is required if 
legislative issues prevent or unduly delay the use of the BN outside of the federal tax 
domain. 

From a design perspective, the use of the BN provides a known authority (CRA) for the 
generation and management of the common business identifier, and an established 
integration point for programs participating in business registration. If an alternative to 
the BN is required then it will be necessary to determine an authority for the common 
business identifier and to define a process to correlate this identifier to the existing BN. 

2. The BN hub value proposition depends upon broad use across programs. 

As usual, the return on investment for a shared service is proportional to the nimber of 
subscribers. However, the drive to increase adoption must be balanced with the need to 
minimize inter-program trust issues resulting from the inclusion of new sources of 
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business information (e.g., provincial registration feeds, updates to business information 
from new programs). 

3. The service delivery agenda may indicate an extension to the BN hub data set, to support 
additional functions such as business identity authentication. 

Identity authentication (of both the business and authorized business owners) is a key 
service enabler; however, there are unresolved data ownership and privacy issues 
concerning these identities that would delay the implementation of the BN hub. 

4. CRA has indicated it does not wish to host the BN hub. 

It is not within CRA's mandate to host a shared service offering such as the BN hub, 
involving the dissemination of business information to a potentially large pool of multi-
jurisdictional subscribers. On the other hand, if the BN is the common business identifier 
then the BN hub will depend (directly or indirectly) on CRA systems. 

4.2.2 Architecture Principles 

In the previous section, we reviewed competing requirements ("forces") that must be 
accommodated by the BN hub. At a design level, it is appropriate to respond to these forces 
through certain architectural principles that will inform and shape the technical design: 

I The BN hub design will be agnostic concerning the choice of a common business 
identifier. 

While the BN is preferred, the technical design of the BN hub will have no explicit 
dependence on the BN or the CRA systems involved in the generation, issuance, and 
maintenance of the BN. Instead, the design will assume the existence of a unique 
identifier for business 'tombstone' information (the common business identifier) but make 
no assumptions regarding the ownership or internal structure of this identifier. 

2. Departmental programs, not technology, will drive the trust model  for the BN hub. 

Within the security arena, there is available a formidable arsenal of best practises, tools 
and technologies. However, it is important to avoid security overkill, since this will raise 
the bar of entry and hamper adoption. A concerted effort across programs is required to 
establish the minimum acceptable trust level for interactions with the BN hub. 

3. The BN hub will employ an extensible data design. 

In keeping with an iterative release model, the initial data set for the BN hub will be 
limited to information of broadest applicability; however, it will be possible to add data 
elements with minimal impact upon participating depa rtments. This ensures technical 
limitations do not hamper the implementation of future functionality (such as identity 
management). 

4. The BN hub will integrate external systems through interfaces and protocols based on 
widely accepted open standards. 

The use of open standards ensures the BN hub does not depend on department-internal 
implementation details, and promotes agility as the service evolves; it is easier to integrate 
new partner interfaces and to take advantage of technology improvements. 
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4.2.3 Business Registration 

CRA Business Registration is the key process that introduces new business information to the BN 
hub (see figure 1). 

• 

Trust Relationship 

Subscribe 
Program A 

Figure 1: Business Registration Flow 

In the figure, the flow begins at step #1, when Business Registration receives registration details 
from a Business Owner, provincial feed, or non-electronic channel (for example, paper forms). 
Business Registration validates and processes the registration, and then submits the new business 
information to the BN hub using a web service call over a secure back channel (step #2). Since 
CRA exchanges information currently with partner organizations using web services, this 
integration requirement with the BN hub should not present any technical challenges. 

Next in the flow, the BN hub validates the business information, storing the data in an internal 
repository (not shown). Since the BN hub receives the data from a trusted source over a secure 
network, there is no question as to its authenticity or the authority to disseminate. Following this, 
the BN hub publishes the business information to registered subscribers ("Program A", step #3). It 
is also possible for programs to query the BN hub for updates ("Program B", step #4). Not shown 
in the figure, Business Registration would also receive updates (by subscription or the query 
interface). This completes the business registration flow. 

It is important to note that the BN hub architecture allows for multiple business registration 
providers. If this is entertained then the key consideration is not technical, but one of trust; 
additional providers must be trusted by all participating programs. In any case, this should not be a 
factor for the initial implementation as it is expected that CRA will be the sole provider of new 
business registration information. 

11, There are a number of considerations for the publish/subscribe process that are important to 
understand. As with all "push" models, the recipient (subscribing program) must be prepared to 
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• receive inbound messages. Typically this involves (at a minimum) the implementation of a web 
server within a departmental DMZ (de-militarized zone). It will be necessary to open inbound 
firewall ports. These requirements may not be acceptable to all subscribers (for example, smaller 
departments or agencies). 

Another consideration with the publish/subscribe model is the overall reliability of the process. If a 
subscriber is unavailable (for example due to a network outage or scheduled maintenance) then BN 
hub will be unable to deliver business information updates to the subscriber, resulting in a 
synchronization issue. There are a number of approaches to mitigate this problem, including 
message queuing, email notifications and secure file transfer. A detailed discussion of these 
options is out of scope, however a simpler approach is to supplement the publish/subscribe process 
with a periodic query to the BN hub, fetching all updates within a specified time window. This 
solution should be acceptable to departments that are willing to accept a short synchronization lag 
in the event of a (rare) communications failure'. Other departments may opt to use the query 
interface exclusively. 

4.2.4 Business Information Updated through a Program 

In the proposed design, business owners wishing to update their business tombstone information 
may do so through a participating program. See figure 2. 

identity information (via SANK.) 

Figure 2: Business Information Updated through a Program 

The primary flow for this scenario proceeds as follows. This business owner accesses and 
authenticates to a participating program ("Program A", step #I). The program includes the option 
to update business information, which the business owner selects (step #2). Next the program 
authorizes the business owner for update permission and seamlessly transfers (redirects) the 
business owner to the BN hub (step #3). The technical details of this transfer are discussed below. 
Interacting with the BN hub at this point, the business owner views the current business 

Recovery after an outage of the receiving departmental system can be made seamless by including an automated query to the BN 
hub within a system start-up script. 

BN Hub Working Group 

• 

• 
Page 32 of 39 



Industry Canada 

information and submits updated values (step #4). The BN hub validates the submitted data and 
transfers (redirects) the business owner back to the program (step #5). Finally, the BN hub 
publishes the updated business information to registered subscribers (step #6). This completes the 
flow. 

Returning to the secure transfer of the business owner between the program and the BN hub, a 
technical solution is required that: 

Is seamless from a user perspective, without the need for multiple authentications (log-
ins); 
Transfers the identity and access rights of the business owner from the program to the BN 
hub, in a highly secure fashion; and 
Uses open standards that have significant industry support. 

Within the IT industry, this problem is termed single sign-on). In the past, vendors have resorted to 
proprietary SSO solutions. Today there is widespread convergence around SAML, the Security 
Assertion Markup Language developed by the OASIS Security Services Technical Committee 
(SSTC). SAML is an XML-based framework for the secure exchange of authentication, 
authorization and attribute information concerning certain "subjects" (usually end-users) between 
online business partners. A complete treatment of SAML is beyond the scope of this document; for 
an introduction, the OASIS SSTC has prepared a technical overview [SAMLOverview]. 

From the perspective of SAML, figure 2 is an instance of the SAML Web Browser SSO Profile, 
specifically the flow "IdP-initiated SSO (POST binding)". The initial point of access for the 
business owner is the program, which plays the role of a SAML Identity Provider (IdP). When the 
business owner requests the BN hub update form (step #2) the program responds with a SAML 
response message, embedded within an HTML form. The SAML response message contains a 
digitally signed SAML assertion representing the business owner's logon security context, 
including the following data: 

Authentication statements, such as the identity of the business owner (e.g. ePass MBUN) 
and the authentication method; 
Authorization statements, such as the right to update a specified business account 
(identified by the appropriate common business identifier); and 
Attribute statements, providing descriptive information such as the business owner's first 
and last naine (enabling a personalized interface) and a return URL (for step #5). 

When the SAML response message is received by the business owner's web browser, it is 
submitted to the BN hub, which plays the role of a SAML Service Provider (SP). The font' may be 
submitted manually or using an "auto-submit" script. The net effect is the user's login session has 
been transferred securely to the BN hub (step #3). The confidentiality of the information exchange 
is ensured through transport encryption (SSL 3.0 or TLS 1.0), while data integrity (tamper-proof 
assurance) is achieved through digital signatures. 

The use of digital signatures assumes a pre-existing trust relationship, which relies typically on a 
Public Key Infrastructure (PKI). The requirement for PKI is the trade-off for ease of 
implementation through the existing departmental web infrastructure; there is no need to 
implement costly system-to-system linkages over a secure back channel. 
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4.2.5 Business Information Updated through the BN Hub 

As an alternative to program-controlled access, the business owner may access the BN hub 
directly. See figure 3. 

1: Request update form 

The flow in this case conforms to the variant of the SAML Web Browser SSO Profile termed "SP-
Initiated SSO: Redirect/POST Bindings". To begin, the business owner accesses the BN hub and 
views a welcome screen (step #1 ). Next, the business owner requests update access to their 
business account. Since the BN hub does not retain personal information, it requires program 
assistance to authenticate the business owner: a secure browser redirect transfers the business 
owner to a designated program, such as CRA My Business Account (step #2). The redirect request 
includes a SAML authentication request, and a URL to which the business owner should be 
returned after authentication completes. Similar to the previous flow, the program authenticates the 
business owner (step #3) and issues a digitally signed SAML response message that is re-submitted 
to the BN hub (step #4). The BN hub establishes a security context and the business owner updates 
the desired business information (step #5). 

The primary advantage to the SP-initiated flow is that it provides a program-independent access 
point for the BN hub. While not a firm requirement for the initial implementation, central access 
would be useful should the BN hub develop its point of presence through value-added services 
such as public access. However, there are number of considerations to keep in mind: 

The program acting as the dedicated SAML Identity Provider must implement a SAML 
request processor; and 

To access the BN hub, business owners must hold a valid account at the dedicated SAML 
Identity Provider. This may undermine the value of a central access point. 

4.2.6 The BN Hub Trust Relationship 
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The success of the BN hub depends in part on data quality and trust considerations. Departments 
will require assurances that the business information collected by the BN hub is accurate and 
originates from the appropriate business owner. In this section, we will discuss the latter concern 
and develop some preliminary recommendations for the BN hub trust relationship. 

The cornerstone of any trust model is the manner in which the primary actors (in this case the 
business owners) are authenticated and identified. In existence today there is a bewildering may of 
authentication processes, from simple password authentication (e.g. HTTP 1.0 Basic 
Authentication scheme) to strong authentication techniques involving layered security (for example 
a hardware token in combination with a shared secret). However, it is important to recognize that 
the security requirements for the BN hub do not exist in a vacuum; the programs provide the 
necessary access control (coordinated through SAML exchanges). Business owners authenticate to 
a prograni, not to the BN hub. Therefore, the question becomes; which programs will secure 
access to the BN hub (act as identity providers), and will the authentication and ID proving 
methods employed by these programs be acceptable throughout the government? 

While a complete answer to this question will require firther consultation with the programs, it is 
possible to make some initial remarks and provide guidance. 

1. There is an existing trust relationship around Business Registration, involving CRA, the 
provinces and various federal programs. As the authority for the BN, CRA is the trusted 
source of business registration infornmtion. Clearly, the BN hub must support this trust 
relationship. 

2. CuiTently business owners can access their business accounts online through CRA "My 
Business Account". Access to this service requires a Government of Canada ePass and the 
successful completion of an out-of-band enrolment procedure. As a result, it is expected 
that CRA will require ePass authentication for all interactions between business owners 
and the BN hub. 

3. In the short term it is understood that CRA will provide the primary secure access point to 
the BN hub (acting as a trusted identity provider for business owners). Other programs 
may follow suit with two implementation options: 

i. The program may simply link to the CRA access page for BN hub. In this 
case, the business owner must hold a valid CRA account (CRA-enrolled ePass 
credential); or 

ii. The program can act as an independent identity provider. This will require the 
program to enter into a circle of trust with CRA and other IdP's, through the 
appropriate disclosure and reporting of authentication and enrolment 
processes. 
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5 Budget Estimates 

In order to assist with the planning effort, this section presents some early financial guidance 
concerning the development of the BN hub. The scope of these budget estimates is the complete 
implementation of the BN hub, from requirements development to production launch activities. 
Excluded from the estimates are all costs relating to post-launch activities, hosting, connectivity, 
and ongoing operations support. It is assumed the project will be fully outsourced through a 
competitive tender process. 

The proposed design has been developed with a cost-conscious approach in order to maximize 
ROI, while ensuring the appropriate flexibility and scalability to meet future requirements. For 
example: 

The use of open standards (SAML, XML, web services), allows for the possibility of 
open source solutions; 
The use of a central repository (registry) in conjunction with a query interface lessens the 
need for message queuing solutions; 
A re-usable component (the SAML assertion generator) will be developed in order to 
reduce significantly the integration effort on the part of the departments; and 
The BN hub leverages identity management solutions in place at designated programs 
(e.g. CRA business registration). It is not necessary to re-implement these processes and 
technical solutions (e.g. ePass). 

5.1 Development  Rotes  

For the purposes of estimation only, the following roles and per diems have been identified for the 
development team: 

1. Project Manager — responsible for the overall success of the project, coordinating team 
efforts and liaising with Industry Canada and selected partners in order to ensure an on 
time, on budget outcome that meets client expectations. (Per diem: $1,200) 

2. Business Analyst — develops detailed business and functional requirements in consultation 
with the project team. (Per diem: $1,000) 

3. Technical Architect — the technical authority responsible for the complete architecture of 
the solution. Coordinates with the business analyst and the development team lead to 
ensure that all functional and non-functional requirements are satisfied. (Per diem: 
$1,200) 

4. Senior Developer/Development Team Lead — responsible for detailed design activities (as 
directed by the technical architect) and the execution of software development life cycle 
(SDLC). For this project, the development team lead is expected to perform a hands-on 
role as a senior developer. (Per diem: $1,050) 

5. Intermediate Developer — responsible development activities as directed by the 
development team lead. (Per diem: $950) 

6. Quality Assurance Specialist — responsible for ensuring the overall quality of the solution 
through the development and execution of test cases in accordance with the test plan and 
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the business requirements. (Per diem: $875) 

7. Operations Specialist — For ease of estimation, this is a multi-faceted role combining 
network and hardware design, DBA functions, and a lead role for the production 
implementation. (Per diem: $1,000) 

5.2 Development Activities and Costing 

The development of the BN hub is expected to follow the standard software development lifecycle 
according to the phases outlined below. For each phase a preliminary cost estimate is presented. 
Detailed costing information is included in Appendix B. 

1. Requirements Development 

Participants: technical architect, business analyst, operations specialist, project manager 
During the requirements phase the business analyst develops detailed functional and non-
functional requirements, involving extensive consultation with Industry Canada, selected 
partners, and the development team. 
The estimated cost for requirements development is $43,200. 

2. Architecture /Design  Development 

Participants: entire development team. 
In this phase, the technical architect develops the solution architecture, including 
conceptual, logical and physical models, utilizing process views to highlight dynamic 
structure and static views to describe solution components and dependencies. Also 
included in the design phase is user interface design (page flow and layout), graphic 
design, and detailed design activities conducted by the technical team (detailed call flows, 
component interfaces). 
The estimated cost for architecture/design development is $91,350. 

3. Solution Build 

Participants: technical architect, senior developer, intermediate developer, project 
manager 
During the solution build phase the technical team develops and tests the BN hub 
components within the development enviromnent. Key deliverables include the BN hub 
repository, the web application for business owner access, web services to support the 
subscribe, publish, query and submit operations, and the re-usable SAML assertion 
component. 
The estimated cost for the solution build phase is $145,750. 

4. Quality Assurance 

Participants: entire development team. 
The quality assurance (or "test") phase consists of multiple activities coordinated by the 
quality assurance (QA) specialist. The technical team sets up a test framework to support 
testing of the web service interfaces. A test plan and test cases are developed by the QA 
specialist with team input; the QA specialists executes the test cases and the technical 
team conducts defect resolution as required. 
The estimated cost for the quality assurance phase is $73,075. 
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5. Knowledge Transfer 

Participants: entire development team (excluding quality assurance specialist) 

In the lcnowledge transfer phase the development team authors various technical 
documents in order to facilitate the ongoing operation and evolution of the BN hub. The 
deliverables include a finalized architecture/design document, an operations manual, and 
a code documentation package (e.g. javadocs). 

The estimated cost for knowledge transfer is $48,900. 

6. Production Implementation 

Participants: technical architect, senior developer, intermediate developer, operations 
specialist, project manager. 

This phase is culmination of the previous phases and involves the development and 
testing of a production rollout plan, two rounds of user acceptance testing, and the 
production implementation (rollout) to the hosting environment. 

The estimated cost for the production implementation is $56,650. 

Total Estimated Professional Service Fees 

Combining the above estimates gives an overall budgetary estimate for the professional services 
fees that would be incurred for the design, development, and implementation of the BN hub: 
$458,925. 
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6 Appendix A: Questionnaire 

1. What do you want from the Business Number Hub? 
i. What services do you want the hub to provide? 
ii. How do you see your organization using the hub? 

2. Do you foresee a single common registry? A federation of registries? 

3. Who owns the system itself? 

4. Who owns the data in the system? 

5. How is the hub going to be governed? 
i. Who can access the registry? 
ii. Who has rights to update the registry? 
iii. What restrictions have to be put on updating the registry? 

6. How should updates be communicated to partners and users? 

7. Do you agree with this suggested information set? — 9 digit business 
number, BN status, Entity Legal Name, Entity Trade Name(s), Entity 
Type, Business Headquarters, Industry Code (SIC or NAICS), Date record 
was last modified 

8. Are there existing data standards with which the registry will have to 
comply? 

9. Do you have any requirements regarding how objects stored in the registry 
are classified/indexed? Search and browse functionality? 

10. For your requirements, must the registry and/or infon-nation be available to 
users outside of the Federal Government domain? 

11. Do you believe that the registry should be used ID authentication 
purposes? 
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7 Appendix B: Budget Estimate 
Details 

This appendix includes detailed costing information that formed the basis for the budgetary 
estimates in section 5. All effort estimates are in person days. 

TA BA Sr Dey Int Dey QA Ops PM 
Requirements 5 
Develop reqs 10 20 
Finalize estimates 1 1 3 
TOTAL 11 21 0 0 0 3 5 
COST 13200 2100 0 0 0 3000 6000 43200 

0 

Design 8 
IJ1 design 1 5 
Architecture 10 2 5 5 
Detailed design 12 15 5 1 4 
Reviews 3 2 2 1 1 2 
TOTAL 26 9 22 6 2 11 8 
COST 31200 9000 23100 5700 1750 1100 9600 91350 

0 

Build 10 
Db 5 8 3 
Framework 10 5 5 
Components 15 35 25 
Integration 5 5 5 
TOTAL 35 0 53 38 0 0 10 
COST 42000 0 55650 36100 0 0 1200 14575 

Test 5 
Setup test frameworks 5 4 2 1 
Develop test plan 3 2 1 5 1 
Develop test cases 2 5 3 0 4 0 
Support 2 rounds testing 2 5 10 10 2 
TOTAL 12 7 13 12 19 4 5 
COST 14400 7000 13650 11400 1662 4000 6000 73075 

5 

Document 5 
Finalize design does 3 3 3 3 
Ops manual 5 5 3 10 
Appl docs package 1 2 3 
TOTAL 9 8 8 6 0 10 5 
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Implement 10 
Develop rollout plan 2 1 1 
Support 2 rounds UAT 3 5 8 4 
Production rollout 2 3 10 
Validate 1 1 1 1 
TOTAL 8 0 10 9 0 16 10 
COST 9600 0 10500 8550 0 1600 1200 56650 

O o 

Hosting 
TBD 

Totals 
Days 101 45 106 71 21 44 43 
Perdiem 1200 1000 1050 950 875 1000 1200 
COST 12120 4500 11130 67450 1837 4400 5160 45892 

0 0 0 5 0 0 5 
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