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RESPOND DETECT  

EDUCATE PREVENT 

Cyber Centre - AWARENESS PUBLICATIONS - Search our catalogue 
for guidance and best practices.  

Cyber Centre - GET CYBER SAFE - Learn how to protect yourself online 
through the national public awareness campaign. 

Cyber Centre - LEARNING HUB - Take our course on cyber security  
for small and medium organizations. 

CyberSecure Canada -  ELEARNING MODULES - Take the free learning 
series on CyberSecure Canada’s certification requirements. 

Canadian Intellectual Property Office - IP TOOLBOX, IP HUB,  
IP ACADEMY - Find out how to protect your intellectual property (IP). 

Public Safety - INDUSTRIAL CONTROL SYSTEMS SECURITY EVENTS - 
Learn how to strengthen the resilience of industrial control systems.  

Cyber Centre - PROTECTED DOMAIN NAME SYSTEM (DNS) - Use a 
protected DNS service to prevent devices from connecting to malicious 
websites. 

CyberSecure Canada - CERTIFICATION PROGRAM - Find out how to 
certify your organization. 

National Research Council of Canada - INDUSTRIAL RESEARCH 
ASSISTANCE PROGRAM - Get support for your innovation projects. 

Public Safety - CANADIAN CYBER SECURITY TOOL - Assess your cyber 
security posture with this voluntary assessment tool. Note this tool is 
specifically for critical infrastructure organizations. 

Public Safety - INSIDER THREAT MITIGATIONS - Apply the 
recommended actions to mitigate insider threats. 

Cyber Centre - ALERTS AND ADVISORIES - Stay up to date on recent 
threats, vulnerabilities, and incidents. 

Canadian Anti-Fraud Centre - REPOSITORY OF SCAMS AND FRAUD - 
Browse informational aides on current scams. 

Cyber Centre - CYBER INCIDENT REPORTING - Report cyber incidents 
to us. 

Cyber Centre - INCIDENT RESPONSE PLAN GUIDANCE - Prepare your 
organization to handle incidents when they happen. 

Cyber Centre - IT RECOVERY PLAN GUIDANCE - Have your incident 
recovery plan ready for minimal down time. 

The Canadian Centre for Cyber Security (Cyber Centre) provides advice and guidance to protect Canadian information infrastructures and improve Canada’s cyber resiliency—this includes Canadian small and medium 
organizations. Below we link Cyber Centre and Government of Canada (GC) resources that your organization can use to educate employees, as well as prevent, detect, respond, and recover from cyber incidents. Note that 
clicking the links for other GC departments’ resources will take you to their websites.  

Report cyber incidents to the Cyber Centre through My Cyber Portal. Report scams, fraud, or cybercrime to local police and the Canadian Anti-Fraud Centre Online Reporting System.  
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RECOVER 

https://cyber.gc.ca/en/publications
https://www.getcybersafe.gc.ca/en/about-get-cyber-safe
https://lih-cai.cse-cst.gc.ca/course/index.php?categoryid=29
https://www.ic.gc.ca/eic/site/137.nsf/eng/h_00017.html
https://www.ic.gc.ca/eic/site/cipointernet-internetopic.nsf/eng/h_wr04320.html
https://www.ic.gc.ca/eic/site/cipointernet-internetopic.nsf/eng/h_wr04409.html
https://www.ic.gc.ca/eic/site/cipointernet-internetopic.nsf/eng/h_wr04234.html
https://www.publicsafety.gc.ca/cnt/ntnl-scrt/cbr-scrt/ndstrl-cntrl-sstms/index-en.aspx
https://www.cyber.gc.ca/en/canadian-shield-sharing-cyber-centres-threat-intelligence-protect-canadians-during-covid-19
https://www.ic.gc.ca/eic/site/137.nsf/eng/home
https://nrc.canada.ca/en/support-technology-innovation
https://nrc.canada.ca/en/support-technology-innovation
https://www.publicsafety.gc.ca/cnt/ntnl-scrt/cbr-scrt/cbr-scrt-tl/index-en.aspx
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/nhncng-crtcl-nfrstrctr/index-en.aspx
https://cyber.gc.ca/en/alerts-advisories
https://www.antifraudcentre-centreantifraude.ca/scams-fraudes/index-eng.htm
https://www.cyber.gc.ca/en/incident-management
https://cyber.gc.ca/en/guidance/developing-your-incident-response-plan-itsap40003
https://cyber.gc.ca/en/guidance/developing-your-it-recovery-plan-itsap40004
https://cyber.gc.ca/en/incident-management
https://www.antifraudcentre-centreantifraude.ca/report-signalez-eng.htm

