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Managing Information 

1 Introduction 

At Industry Canada, managing information is everyone's business. In fact, all 
Government of Canada (GOC) employees are "responsible for the effective 
management of information". (Policy on Information Management. Treasury 
Board Secretariat) 

A large part of the work at Industry Canada 
involves the creation, management and 
dissemination of business, economic and 
scientific data; results and analyses; and 
policy development, human resources and 
financial information. 

The volume of information we are producing 
and storing has grown significantly in recent 
years and may be harder to track and trace 
in light of the various technologies we use. 

At the same time, Canadians are continually 
demanding more information from the federal 
government and expect quicker responses 
than ever before. 

In an era when decisions 
get made on BlackBerry 
handhelds and over 
mobile phones, the paper 
trail, which is hard enough 
to follow at the best of 
times, is vanishing before 
our very eyes. 

Sheila Fraser 
Auditor General 
May 2004 

This guide is designed to provide you with the basic elements you need to know 
to carry out your responsibilities for managing information. 

2 Vision 

Information is essential to achieve the business goals of Industry Canada. We 
will manage information as a strategic resource to foster sharing, learning and 
improved service to our clients. 
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3 Guiding Principles 

• Information should be shared 

• Information should be accessible 

• Information should be able to be used by those requiring it 

• Information should be managed to enable us to work more efficiently 

• Information is a valuable depa rtmental resource 

• Managing information is everyone's responsibility 

4  Your Key Roles and 
Responsibilities 

As an employee of Industry Canada you have a corporate responsibility to 
ensure that depa rtmental records are kept as evidence of business activities, 
and are available to meet legal, policy, departmental business and 
accountability requirements. 

This means that you need to: 

• Document your activities and decisions 

• Identify information requirements 

• Apply information management principles 

Your key roles and responsibilities for the management of information, as 
outlined in this handbook, are as follows: 

• Manage information as a valuable corporate resource 

• Plan your information needs 

• Collect and create information to support your program / activity and 
information needs 

• Identify, file and organize information for quick and easy retrieval 

• Protect information and the information rights of others 
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Managing Information 

• Provide access to information, as appropriate 

• Keep and dispose of information appropriately 

• Comply with information policy and legal requirements 

• Take responsibility for your performance in the management of information 

More information about these roles and responsibilities is contained in the 
following sections. 

5 Manage Information 

In today's complex environment information resides within a variety of formats 
including, but not limited to, web pages, e-mail, images, maps, books, 
recordings and is held in a variety of media including paper and electronic. 

How well we manage this information will, to a large extent, determine whether 
its value can be readily identified and exploited to the fullest extent possible. 

What Information Needs to be Managed? 

Records (including) 

Corporate Records which consist of recorded information that is produced or 
received in the initiation, conduct or completion of an institutional or individual 
activity and that comprises content, context, and structure sufficient to provide 
evidence of that activity regardless of the form or medium. 

Transitory Records that are required only for a limited time to ensure the 
completion of a routine action or the preparation of a subsequent record. 
Transitory records do not  include records required by government institutions 
or Ministers to control, support, or document the delivery of programs, to carry 
out operations, to make decisions ,  or to account for activities of the government. 

Publications 

Publications include works produced and released for public distribution, with 
or without charge. Publications may be made available in any medium or form, 
such as printed material, on-line items or recordings, including: books, maps, 
periodicals, reports, videos, compact discs, web pages and software packages. 



Most electronic sources listed on LibraryLink are available without charge to all 
employees of Industry Canada. These enterprise-wide sources are paid for by 
Industry Canada, the Library and Knowledge Centre (LKC) or by branches that 
have agreed to share their subscription with the entire depa rtment. These 
subscriptions and licence agreements must be managed to ensure continuing 
access and compliance. 

6 Plan Your Information Needs 
- à ■■•■ 1  

Planning involves assessing how to meet the information needs of your activity, 
program and department for business, accountability, legal and policy purposes. 
These needs should be identi fied as early as possible. You will need to answer 
these questions: 

• Why is the information being collected and created? 

• What is the operational, legislative or policy purpose? 

• What information needs to be collected and created? 

• What information is available? 

• Who will have custody and who will use the information? 

• How often will the information be accessed? 

• How will the information be identified, organized, preserved and protected? 

• Where will it be stored? 

7 Collect and Create 

Collect and create the information you require to support business needs, 
legislative or policy requirements only. 

• Avoid collecting information that is already available 

• Eliminate duplication of commercially available sources by contacting the 
Library and Knowledge Centre for information on resource availability 

• Minimize the response burden and costs associated with collection 
• Collect personal information in accordance with the Privacy Act 

A Handbook for Industry Canada Employees -66L141.,. 
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Managing Information 

You must: 

• Document activities to account for government operations 

• Provide evidence of the evolution of decisions and demonstrate 
accountability for policies, programs and services 

8 Identify, File and Organize 

It is important to identify, file and organize electronic and paper-based 
information in a logical and systematic fashion so that you and others can find 
and retrieve the right information, quickly and when it is needed. 

Organizing Information 
As a general principle, organizations need to ensure that the information under 
their control is organized in a manner that reflects the Department's business 
activities. For corporate records this means that you should: 

• Follow your organization's formal classification structure 

• Use the same subject classification structure for organizing electronic and 
hard-copy records to make it easier to find information whether it is stored 
electronically or on paper 

The application of sound information organizing principles will: 

• Allow employees to access and retrieve relevant information rapidly 

• Ensure that related information is grouped in a manner which establishes 
context and accurately reflects the organization's actions and decisions 

• Allow for information re-use and re-purposing 

• Enable the identification and retention of critical business information and 
the systematic disposal of information which has exceeded its business 
and legal value 

Verify your organization's classification practices with your manager or 
supervisor. If you are in need of expertise and best practices, consult your 
sector's IM professionals. 
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Version Control 

As documents go through various stages of development, such as preliminary 
drafts, working drafts, consultation drafts and the fi nal document, it is important 
to name and keep track of the various versions. 

Keeping track will make it easier to identify the latest or final version of a 
document and the history of the changes made to it. 

• Create a new version when you have made significant changes 

• Create a new version when you want to maintain the history of changes 
made to your document, for example, during a consultation or approval 
process 

• Do not create a new version if the document has not changed significantly, 
for example, if you have made only minor edits or fixed typographical errors 

Use your document's footer and header 

Consider adding the following information to the header or footer of your 
document: 

• Organization 

• Version number 

• Document name 

• Document date (when created and when edited) 

• Document status, such as working draft, consultation draft, official version, 
final or signed version 

• Page number 

• Security classification (if applicable) 

• File path, file number and/or file subject 

Filing Electronic Information 
Methods for filing electronic records vary across the Department. Depending on 
what tools are available your organization might consider the following options: 

• IC's Records Document and Information Management Solution (RDIMS) — 
where available 

• Shared directories 
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Managing Information 

• Public folders in e-mail 

• Personal folders in e-mail (for 
transitory records) 

• Personal directories and files in 
electronic networks 

• CDs, diskettes (for protected and 
classified information stored under 
lock and key) 

• Paper format (print and file to the 
corporate fi ling system) 

Information that is classified 
as Protected B or higher 
must not be stored on the 
departmental network; it 
should be securely stored 
on paper or on portable 
media (unless your 
segment of the network is 
an approved Protected B 
environment). 

Verify your organization's electronic filing practices with your manager or 
supervisor. If you are in need of expertise and best practices, consult your 
sector's IM professionals. 

Records Offices 

Depa rtmental Records Offices manage corporate records and provide 
appropriate access to these records. Records Office staff can help you: 

• Reduce the amount of paper records that accumulate in your office 

• Identify and classify your records according to the subject classification 
structure 

• Make it more efficient to find, share and retrieve information 

• Reduce storage and maintenance costs 

• Ensure records are accessible to those who need them 

Libraries 
Industry Canada has an extensive library network to support you and other IC 
employees. Its role is to connect IC employees with the information products, 
services, systems and expertise they need to support Industry Canada's 
objectives. It does this by: 

• Providing robust desktop-delivered e-content available via LibraryLink, the 
Library and Knowledge Centre (LKC) website 

• Providing expert advice and training to IC employees regarding available 
sources of critical information and expertise 

• Collaborating with IC employees in identifying and delivering key reference 
material to support IC business needs 
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11111111111111 
• Extending reach of and mitigating IP rights management risk for proprietary 

electronic resources at IC 

• Offering expertise and support in purchasing publications and e-content and 
leveraging existing depa rtmental investments for the entire Depa rtment 

• Offering assistance in organizing local library collections 

9 Protect Information 

Government information can be released to the public unless its unauthorized 
disclosure can reasonably be expected to cause injury or harm. 

You must identify the security level of information, based on the degree of injury 
that could be expected to result if its availability or integrity was compromised. 

The Department must limit access to non-public information to employees who 
have both the appropriate security clearance and a need to know. 

You must comply with licensing restrictions that apply to electronic resources. 

Determining Security Levels 
The Government Security Policy, the Access to Information Act and the Privacy 
Act provide guidance for determining whether information should be classified 
or protected, and who has a right to access the information. Government 
information is generally accessible unless it compromises the privacy rights 
of Canadian citizens or impacts the competitiveness of companies, or national 
security. 

Protected Information 

Information concerning private and other non-national interests should be 
considered Protected and access to it must be controlled. The three categories 
of protection are: 

Protected A — applies to information that, if compromised, could reasonably be 
expected to cause injury outside the national interest, for example, date of birth, 
PRI, etc. 

Protected B — applies to information that, if compromised, could reasonably be 
expected to cause serious injury outside the national interest, for example, loss 
of reputation or competitive advantage. 

A Handbook for Industry Canada Employees 
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Managing Information  *4 

Protected C — applies to the very limited amount of information that, if 
compromised, could reasonably be expected to cause exceptionally grave 
injury outside the national interest, for example, loss of life. 

Classified Information 

Information is considered Classified if its unauthorized disclosure or 
compromise could reasonably be expected to cause injury to the national 
interest. There are three categories of classi fied information: 

Confidential — applies when compromise could reasonably be expected to 
cause injury to the national interest (e.g. government strategy papers). 

Secret — applies to information that, if compromised, could reasonably be 
expected to cause serious injury to the national interest (e.g. surveillance 
systems, cabinet confidences). 

Top secret — applies to the very limited amount of information that, if 
compromised, could reasonably be expected to cause exceptionally grave 
injury to the national interest (e.g. intelligence reports, defence strategies). 

For fu rther information, please consult the departmental Guide to the Identification. 
Categorization and Marking of Protected and Classified Information. 

Protecting Personal Information 
Personal information about individuals must be marked as Protected with the 
appropriate level A. B or C and access to it must be controlled. 

Any collection of personal information must be done in consultation with the 
departmental ATIP Secretariat. The personal information Industry Canada 
collects, uses and discloses must be registered with the Treasury Board 
Secretariat in a Persona! Information Bank (PIB). 

A PIB is a summary about the type of personal information a department or 
agency holds that is subject to the Privacy Act. PlBs describe: 

• The personal information elements that are contained in the official record-
keeping system 

• VVhy this personal information is being collected 

• How this information may be used 

• Who it refers to or the category of individuals it includes 

• How this information is held and then disposed of 



Personal Information 
(as defined in Section 3 of the 

Privacy Act) 

Non-Personal Information 
(for government employees. former 

employees and consultants) 

• Home address, home telephone 
number 

• Age, date of birth, gender 

• Blood type 
• Ethnicity, nation of origin, color 

of skin 

• Religious beliefs 

• Health care, medical history 
• Marital status 
• Opinions about a person from others 

• Identifying numbers SIN, PRI 
• Credit card numbers 

• Criminal records, fingerprints 
• Curriculum vitae, educational 

history 
• Financial history 

• 

• Address at work 

• Classification of job position 

• Work-related correspondence 

• Details of employment contract 
• Fact that a person is employed by 

the government 

• Name on government contract 

• Opinion about job 
• Responsibilities of job 

• Salary range 

• Telephone number at work 

• Fax number at work 
• Job title 
• Security level of position 

Employment information 
Exact salary 

If you are designing a new program or service involving personal information, 
making significant changes to an existing program or service, or converting from 
a conventional to an electronic service-delivery method, you must perform a 
Privacy Impact Assessment (PIA) according to the Treasury Board Secretariat 
and Industry Canada Privacy Impact Assessment Policies. 

The following Table differentiates between information that is considered 
personal as defined in the Privacy Act and information about federal 
government employees that is not considered personal. 

Table 1 

Safeguarding Sensitive Information 
You must keep sensitive information — paper and electronic — secure at all times. 

Industry Canada networks are secured for Protected A information only. You 
must not store or transmit sensitive information higher than Protected A on 
these networks. 

A Handbook for Industry Canada Employee 



Managing Information 

• Information that is identified as Protected B or higher must not be stored 
on the departmental network — it should be securely stored on paper or on 
portable media and accessible to those who have a right to the information 
(unless your segment of the network is an approved Protected B environment) 

• Information that is identified as Protected B or higher should not be 
transmitted using e-mail or the Internet unless you use approved security 
methods, such as encryption technologies 

Refer to the departmental Guide to the Identification, Categorization and 
Marking of Protected and Classified Information. 

Provide Access 

Providing Access Inside the Department 
You, in concert with your manager and colleagues, need to put in place a plan 
to ensure that business information can be shared, as appropriate: 

• In your work unit 

• With other individuals, as required 

• VVhen you are away from the office (others may require access to your 
business information) 

This includes electronic records, such as e-mail and documents stored in 
network directories. You can: 

• Use shared network directories and/or public folders 

• Use an electronic document and records management system (EDRMS), 
if one is used in your organization 

• Use the sharing option within e-mail to set specific access rights 
(permissions) on your Mailbox for specific folders and sub-folders so others 
can access them when you are away 

Call the CIO IT Service Desk if you have any questions on how to set up access 
rights (permissions) for Mailboxes, folders within your e-mail or electronic 
documents. 

Providing access DOES NOT MEAN sharing your password. 
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Providing Access Outside the Department 
In keeping with the principle of making 
information available to the public, the 
Access to Information Act and the Privacy 
Act give Canadians the right to access 
federal government information. You 
must be able to produce the information 
you manage if a request is made under 
these Acts. 

I Keep or Dispose 
i! 

Industry Canada employees are 
responsible for keeping information as 
long as it is needed to support business 
operations and/or to meet legal, business 
and accountability requirements. 

Industry Canada must also ensure that 
information that has enduring value to the 
Government of Canada and to Canadians 
is protected, preserved and available for 
current and future use. 

Even the information you 
scribble in your notebook 
or on a Post-it note must 
be handed over to the ADP 
Secretariat if the subject 
matter relates to an ATIP 
request. 

Departing Employees 
Before an employee leaves 
a job, their manager or 
supervisor is responsible 
for ensuring that the 
corporate records in the 
employee's possession 
are transferred to the 
appropriate people or to 
the organization's Records 
Office, and that the 
organization's procedures 
are followed. 

Records Disposition Authorities 
The Department cannot dispose of records unless the records are covered 
under a valid Records Disposition Authority signed by the Librarian and 
Archivist of Canada — a document identifying which records are to be eventually 
transferred to Library and Archives of Canada and which records 
the Department may destroy. 

Industry Canada's Records Disposition Authorities include: 

• Transitory Records Disposition Authority 

• Multi-Institutional Disposition Authorities (MIDA) for Administrative Records 
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Managing Information 

• Institution Specific Disposition Authorities (ISDA) for operational records 
(note that not all IC records are covered at this time) 

Note: On/y IM / Records professionals have the authority to seek approval for 
the transfer or destruction of corporate records. 

The Keep or Dispose Decision 

Corporate Records — Keep 

If you are the: 

• Originator of a record, you are responsible for keeping and filing the 
corporate record 

• Recipient of information, you are responsible for keeping any information 
you receive from outside the Depa rtment if that information forms part of 
the Depa rtment's corporate record 

• Sender of information to several people, you are responsible for keeping the 
original text and all responses that make up the completed corporate record 

You must consult your Information Management or Records Office personnel 
prior to disposing corporate records. (See Table 2) 

Transitory Records — Dispose 

Dispose of records once they are no 
longer of use to you or the organization. 
(See Table 2) 

Publications — Deposit 

Do not destroy or delete 
transitory records IF... 

the Department has received 
or anticipates receiving a 
formai request, made under 
the Access to Information 
Act or Privacy Act, relating to 
these records. 

You must deposit all departmental publications — in either electronic or print 
format — in the Industry Canada Library and Knowledge Centre and with 
Communications and Marketing Branch. This will ensure the capturing and 
recording of all departmental resources. 

To comply with the legal requirements of the Library and Archives of Canada 
Act, two copies of all publications must be provided to the Librarian and Archivist 
of Canada. 

Surplus publications can be sent to the Library and Archives' Canadian Book 
Exchange Centre. 

a 



Corporate Records — Information you must keep 

• Information which is still useful for decision making, program operations 
or service delivery 

• Final versions of briefings, background notes and talking points 
• Official reports 
• Final versions of instructions, statements, speeches 
• E-mail accounting for business activities of the Department 
• Web material not captured elsewhere 
• Documents involving financial and legal matters 
• Documents containing annotations which provide evidence of decisions 

related to  a business activity of the Department 
• Documents that record how or why decisions or actions were taken 
• Significant drafts of agreements or policy documents 
• Any document that should be part of the Department's corporate memory 

Transitory Records — Information you may dispose 

• Personal documents, such as résumés and casual communications 
• Initial drafts not communicated outside the creating office 
• E-mail messages used for casual communications 
• Annotated drafts where annotations become a part of a subsequent 

version, and are not evidence of decisions related to the evolution of 
the final document 

• Copies for reference / information or convenience only 
• Electronic documents used to produce a hard copy, which is maintained 

in the hard copy files 
• Copies of publications 
• Documents that no longer have corporate, legal or archival value 

Important! You cannot delete or dispose of any records (transitoty or corporate) 
required for an active or anticipated ATIP request, litigation, or official investigation. 

Your Own Personal / Private Information — Dispose 

Information that does not relate to departmental business is not a depa rtmental 
record. This includes your own personal information, announcements or unsolicited 
advertising. Dispose of this material once it is no longer of use to you. 

is it Corporate or Transitory? 

Table 2 
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12 comPlY 

Whatever their form, you must manage records, under the control of government 
institutions, in accordance with Canada's existing information-related laws and 
policies. Some of the key acts and policies relevant to the management of 
government information are listed below. 

Access to Information Act 
The Access to Information Act gives Canadian citizens the right to access 
information in federal government records. This is in keeping with the principles 
that government information should be available to the public and that 
exceptions to this should be limited. 

Privacy Act 
The Privacy Act protects the privacy of individuals by controlling personal 
information collected, used, retained or disposed of by federal government 
institutions, and it provides individuals with the right to access their personal 
information. 

Library and Archives of Canada Act 
The Library and Archives of Canada Act states that government records may not 
be destroyed without the written consent of the Librarian and Archivist of 
Canada. The Act also requires that two copies of all departmental publications — 
in print or electronic format — must be provided to the Librarian and Archivist of 
Canada. 

Policy on Information Management 
The Policy on Information Management requires that all information under the 
control of a government department must be recognized as a valuable asset and 
managed as a public trust. Further, it assigns all employees with the 
responsibility to: 

15 
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• Apply information management principles, standards and practices 

• Integrate information management considerations into all aspects of 
government business 

• Ensure that information is accessible, shareable, and usable over time and 
through technological change 

Privacy Impact Assessment (PIA) Policy 
A Privacy Impact Assessment (PIA) is the process used to determine whether 
a program complies with the Privacy Act when you consider implementing new 
technologies, information systems, initiatives or policies involving personal 
information. The recommendations resulting from a PIA will be used to mitigate 
those risks. 

Federal Accountability Act 
The Federal Accountability Act (FedAA) received Royal Assent on December 12, 
2006. Different sections of the Act come into force at different times. Some of the 
major components of the Act are: 

• Reform of the fi nancing of federal political parties 

• The banning of secret donations to political candidates 

• Strengthening the role of the Ethics Commissioner 

• Toughening the Lobbyist Registration Act 

• Ensuring truth in budgeting with a Parliamentary Budget Authority 

• Making qualified government appointments 

• Cleaning up the procurement of government contracts and government 
polling and advertising 

• Providing protection for whistleblowers 

• Strengthening the access to information legislation 

• Strengthening the power of the Auditor General and auditing and 
accountability within departments 

• Creating a Director of Public Prosecutions 
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3 Take Responsibility 

Ensure that departmental records are kept as evidence of business activities, 
and are available to meet legal, policy, departmental business and 
accountability requirements. 

• Document activities and decisions 

• Apply information management principles 

• Identify information requirements 

14. 
 Realize the Benefits 

• Find the right information faster, easier and when you need it 

• Reduce your "levels of effort" by minimizing duplication of work and costs 

• Easily share information with your colleagues 

• Organize your office and reduce clutter 

• Reduce the number of unnecessary e-mail messages in your mailbox 

• Provide easy access to high-quality, reliable information to others, as 
appropriate 

• Make informed decisions based on up-to-date information 

• Meet business, legal and accountability requirements, such as access to 
information requests, litigations and reports to Parliament 
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15  Looking Forward 

This handbook is part of the employee IM Awareness Program. It is intended 
to provide you, as an IC employee, with the basic elements needed to manage 
information efficiently and effectively and to provide a shared understanding of 
roles. 

The handbook will be used as the foundation for upcoming awareness sessions 
and other communications about managing information. 

As Industry Canada's information plays a major role in programs and activities 
for present and future generations, we continue to develop new ways to manage 
information efficiently. 

1 6 Contacts 

• Corporate Integrated Records Services (e-mail Records Management @ IC) 

• Information and Privacy Rights Administration (613-954-2754) 

• Library and Knowledge Centre (e-mail library(âic.gc.ca )  

INFORMATION MANAGEMENT BRANCH 
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