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PlIEFACE 

Personal information flows on the information highwaY like water flowing from streams 
into rivers, lakes and then ocean& Like water, information  comes from à multitude Of 
sources and is used in countless business activities. Once clraWn froin a Ka:nee, personal 
information is mingled with other information streams; and then is processed, modified, 
sold, used in industrial  production,  and then allowed to run off, often in an 	, 
Unrecognizable, polluted state. 

Individuals, the original source of personal information, do not typically demand that 
this industrial runoff Of information be returned to them. Their concern is that personal 
attributes and identities are taken and used with wantén abandon, without their-
lcnowledge or consent, and exchanged many times to market players without any . 
assurance that the original source is kept accurate and pure. Information, like water, is 
needed and used by everyone. It must be treated with respect, and subject to reaSônable 
çontroLs enforced by law. 

Protecting, Conserving and regulating the use of information streams is a difficult task. 
Current regulatory approaches to controlling the consumption and quality of resources 
like water will be inadequate to protect personal information. Personal attibutes and 
identities flow acrôss borders in nanoseconds. They are sent by inicrowaye, satellite and 
through a maze of compitter switches before reaChing their destination on fibre optic 
cables. No dam will control this unseen information flood; no pollution Controls will 
keep information pure. 	 - 

Regulatory:apprOaches tdprivacy protection on the information  highway will focus on 
values and behaviour, instead of on science and Mechanics. Successful management of 
the conflict between privacy and Commerce will he guided more by principles and _ 
respect for hùman dignity, than by technical specifications for permitted uses and 
prohibited abuses of information streams. Like human rights and enyiromnental quality, 
however, the unprincipled and disrespectful  use  of personal information must be met 
with public sanctions appropriate to the nature of the abuse. 	. 

This document explores some techniques to protect privacy on the information highway. 
It Outlines problems arising from consumption of personal information in the marketplace, 
and regulatory approaches to these probleMs internationally. Several proinising regulatory 

• options for Canada are identified and evaluated subjectively. The study does not present a 
prescription for legislative action; it is instead a starting point for the process. It was 

• researched and written dining a two-month period between December, 1994 and Febniary, 
1995 -- not enough time to conduct a thorough analysis, but enough time to set out some 
issues and ideas for further -Study. 



PRIVACY AND THE INFORMATION HIGHWAY 

It became obvious as hearings proceeded that the sale or exchange of 
confidential information was a massive, lucrative business. Organized 
networks had developed whereby this information was swapped, bartered 
or sold . . . 
The finance, banking and insurance industries embraced the practice. 
Indeed, the mammoth proportions it reached can be attributed largely to 
the involvement of these  industries. . . . 
The sums of money involved in the sale of information ranged from a few 
dollars for each "check" to hundreds ofdollars for son2e individual efforts. 
Some public officials earned over $ 100,000. 

Ian Temby, Q.C., Commissioner, New South Wales 
Independent Commission Against Corruption 

Personal information is a valuable commodity. 
Revolutionary advances in the business use of 
computer and telecommunications technology have 
put a premium on information that can, in 
combination with other information, discern the 
behaviour and personal characteristics of 
individuals. In both the private and public sectors, 
it is difficult for decision-makers to resist taking 
advantage of modern techniques to communicate 
and inteÉrate information and thereby achieve 
marketing or management goals. 

There has been constant tension betvyeen 
the demand for privacy protection and the 
development of communications technology for 
more than a century. Development of photography 
and tape-recording in the late 1800s sparked the first 
inquiry into whether the law could protect personal 
privacy. Development of the computer in the 1960s 
led to heightened public concern about privacy and 
the enactment of legislation in North America and 
Europe to address these concems. Advances in 
telecommunications and computer technology in the 
1990s have sparked a new round of domestic and 
international legislative reform, with the objective of 
restoring the balance between personal privacy and 
the technology that threatens it. 

By connecting to a global tele- 

'communications network, individuals can work, 
shop and transact business from their home 
computers. Outside of the home, individuals can do 
their banking by carphone, purchase goods without 
cash or credit card, monitor home events by 
computer and operate home appliances by 
telephone. A new world of entertainment enters the 
home through a converged telecommunications and 
broadcasting networlc, delivered by digital 
technology that also lets viewers cast votes and 
send video messages to.  neighbours. 

These technological developments allow 
new methods of gathering information 

•electronically. Details of identity and behaviour are 
collected at the time a service is provided or a 
transaction is made. Collection can occur in person, 

•by telephone or computer, or through third parties 
observing or facilitating this activity. Sophisticated 
new techniques for the storage and transmission of 
information render obsôlete such traditional barriers 
to econoraic activity as international borders and the 
expense of maintaining cumbersome manually-
controlled information systems. 
• Above all, technology is changing the way 
business and government operate, both internally 
and externally. Daily tasks now take place on an 

• electronic network of networlcs, which increases 
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efficiency and effectiveness tremendously in 
comparison with traditional means of 
communication. Some businesses, such as the 
American retailer Walmart, have acquired satellites 
and transmit information between outlets and 
management without even using the public switched 
netvvork. This allows banking and management 
tasks to be done centrally in the United States, and 
avoids the restrictions and limitations of public 
networks. Other firms use Electronic Data 
Interchange to provide instantaneous 
communication links with subsidiaries and 
suppliers. Management and marketing tasks no 
longer need to be done in-house; information about 
clients and customers ca.n now be purchased and 
transmitted in ways that were impossible only a 
decade ago. An information highway has broken 
through the backwoods, opening up a high-speed 
route to business, government and the rest of the 
world. 

The information highway is a metaphor for 
the evolving telecommunications infrastructure that 
links governments, businesses, homes, schools, 
libraries and hospitals to each other and to a vast 
array of electronic information sources and services. 
There is no single "highway", but a multitude of 
computerized networks that carry a variety of text, 
voice, data and video signals. Much of this 
infrastructure is already in place, as most 
households have telephones and cable television, 
and many have computers vvith modems. Most 
telecommunications signals are now carried to some 
extent on fibre optic cable, which allows 
simultaneous transmission of video and other 
electronic information. The Integrated Services 
Digital Network (ISDN) routes these signals through 
software-driven digital switches to provide creative  

• ways of managing telecommunications such as 
calling number identification and call forwarding. 
Incre,asing use of global telecommunications means 
that information on this highway may be travelling 
by wire, microwave or satellite or a combination of 
these at any point in time. 

The Internet is the first example of the 
potential of this infrastructure, and is in some ways 

• its model. The Internet is a system id more than 
30,000 networks containing over 2.5 million 
computers in 60 countries, linked by digital 
teleconununications. 	• Universally accepted 
computer protocols allow individuals to gain access 
to computers anywhere on the network, 
communicate with other computer users and 
exchange computerized information. Data traffic on 
this network is estiffiated to be doubling in volume 
each year. 

Business and government ignore the 
information highway at their peril, as the 
marketplace of the future will take place network by 
network. _The same highway that helps business 
connect with consumers and other businesses, may 
also take those consumers and businesses out of the 
country  if the domestic infrastructure does not meet 
their varied needs. 

Privacy protection is a key element of a 
well-ordered domestic environment for information 
highway users. Limits on the use of personal 
information obtained and transmitted on the 
highway will not only be called for by individuals, 
but this protection is an integral part of good 
business practices that will ensure unrestricted 
access to international markets. The purpose of this 
paper is to set out options for government action to 
achieve privacy protection in an orderly-developed 
Canadian information highway. 



PRIVACY AND HUMAN RIGHTS 

Privacy is one of the most truly profound values of civilised society . . . a 
man without privacy is a man without dignity. 

Sir Zelman Cowen, Boyer Lectures, 1969 

*- A discUsSion of privacy must begin with a review of 
interests that indiViduals associate, With the term. - 
Any dèfmitiOn of ,privacy, like other rights and 
freedoms, depends on the partiOular interests . an 
individual seeks to protect. _ David H. Flaherty, - 
British Columbia's first Information and Privacy 
Commissionçr, identified some of these interests in - 
,his 1993-1994 Annual. Report. Privacy interests: 
include: '(the:  right to) personal autonomy; tO be left 
alone; to a private life; tO eontrol  information about 
oneself; to liMit acceSsibility; . to exclusive control.of 

. access to private realms; to minimize intritsiveness; • 
to expect confidentiality; to Seerecy;  and  tci enjoy 
solitude, intimacy, anonymity and reserve. . 

Construction of a single regime of laW to 
protect all of these varied interests as they arise is 
extremely .diffictdt. Some of the interests are already 
protected at cOintrion law. Others receive protection 
under Canadian Provincial laws inaking invasion of 
priVacy a tort remediable  by  damages. Data 
protection laws have been enacted around the world ; 

 and to a limited extent inCanada, to Protect  some  of 
these interests from modem  applications  of coniputèr 

. and , telecomMunications technolOgy. Filially, 
privacy is protected internationally as a human right 
proclaimed in Ùnited Nations  and  European human 
rights doeuMentà. 

The quest for personal information is at the • 
heart of most, but net an, activities threatening 
privacy interests: Acts violating an 
interest in Scilitude, perSonal autonomy and hitirnacy - 
may not be aimed at colleeting information, but have 
objectives that conflict with these - -interests. . 
UnsOlicited mail or telephone ,ealls, for example, 
occtir for reasons other than collecting personal 

" information. , Negligent discrOsure of personal 

informatiOn is also a proper subject for privacy 
protection, but by definition, privacy invasion of this 
nature has no motive. Theft and tampering of 
computer-stored information may also have motives 
other than simple acquisition of the information. A 
legal regime for the protection of privacy, therefore, 
cannot be restricted to placing controls on the 
acquisition and use of personal information alone — 
a broader approach is required. 

Data protection is consequently a subset of 
general privacy protection, although a subset of 
sweeping proportions in the eontext Of the 
infonnation highway. A data protection law alone 
will not sufficiently address the many interests 
identified by Commissioner Flaherty. 

The objectives of international data 
protection  acts, however, are not restricted to 'natters 
of privacy. In Europe, for example, data prôtection 
is designed to protect other human rights threatened 
by a regime of surveillance, or by the improper 
Collection and use of sensitive personal  information  
relating . to personal pol#ics, religion Or health. 
Privacy's sélid foundation in htiman rights illustrates 
another difference between the Etiropean experience 
and privacy as perceived in North America. 
European citizens suffered the ternir of Naziism far 
more intimately than North Americans during the 
second world war. Personal information banks were 
among the first targets in the Gestapo's effort to 
purge German dissenters, control invaded 
populations and identify citizens of non-Aryan 
descent. 

An appreciation.  of privacy's place as a 
human right is therefore important in examining 
international privacy protection regimes, and in 
designing a regime for Canada. 



THE INFORMATION MARKETPLACE 

• . . the use ofpersonal data is at the heart ofmost modern business 
activity. 

International Chamber of Commerce, 1992 

Business consumes personal information on the 
information highway to • provide products and 
services, conduct market research and development, 
and to manage these activities. Modern applications 
of computer and telecommunications technology 
create novel ways to obtain personal information — 
from tracking and recording information generated 
when a transaction is made, to monitoring what 
products or services are of interest to individual 
consumers. Purveyors of personal information, such 
as credit reporters and direct marketers, also talçe 
advantage of transaction-generated information and 
computer matching of files to present profiles of 
consumers to business. 

The Nature of Information 

Business use of personal information differs 
significantly from business use of other factors of 
production, such as labour, capital, and energy. All 
of the latter inputs are purchased in a marketplace, 
which regulates price roughly in accordance with 
supply and demand. 

Like natural resources, however, 
information has attributes of common property, as 
there is not a functional marketplace to set price and 
determine ownership. But unlike natural resources, 
the value of information actually increases with its 
use, and information does not diminish in quality or 
quantity as it is consumed. 

The mark of a common property resource is 
that any individual cannot legally exclude others 
from its exploitation. When others exploit this 
resource, a price cannot be attached to it as there is 
no mechanism for its exchange. The resource is then 
at risk of being exploited until its marginal utility  

equals its price, which is 'zero. This leads to careless 
use of the resource, and a frenetic, greedy sort of 
behaviour. 

Canadian law does not recognize a property 
right to information about oneself. Personal 
information can be appropriated by all who come 
across it, without first having to negotiate its 
purchase from the provider. On the other hand, 
ownership of certain types of information has 
received legal protection, such as copyrights and 
trade secrets. Extension of the privileges of 
ownership to personal information may not require 
cataclysmic change in legal thinking. 

Free Riders on the Information Highway 

Information surrendered in the course of dealing 
with government, purchasing goods and services, 
and using modern communications technology may 
be appropriated and exploited by third parties who 
typically have not made any bargain with the 
provider of the information. When these third 
parties then benefit from use of the information, and 
if this occurs against the wishes of the original 
information provider (or at least without knowledge 
or consent and without any benefits accruing to the 
provider), the result is a misallocation of the costs 
and benefits of using this information. A market 
operates imperfectly when costs and benefits of 
transactions are not allocated appropriately. 

To the extent that business obtains and uses 
personal information without a market mechanism to 
govern the exchange, business is a classic free rider 
in the economy. It consumes a common property 
resource without covering the externalities related to 
its extraction and use. An externality occurs when 



Market transactions cannot be an efficient method of 
organizing human activity ,  unless both the buyer and 
the seller understand the full costs and benefits to 
them of the transactions they undertake, including any 
side effects that impinge on their own welfare. 

Charles Schultze 
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business imposes costs on others instead of bearing 
these costs itself. This results in a divergence 
between private and social benefits, and between 
private and social costs. Pollution is the best lçnovvn 
example of an externality, and Is a Common rationale 
for government intervention in the marketplace. 

Some would argue there is no cost incurred 
when  a third party appropriates and Uses :personal 
information. The Chicago school of economics, led 
by Richard Posner, suggests privacy .  ià Only an 
intermediate rather than  final  good, Which people 
value only as a means to some other end. Pryers 
seek the truth, while the private seek to conceal 
discreditable information abo,ut themselves. Under 
this theory, only information which is the by-product 
of socially productive activity has value, and this 
excludes purely personal information. Privacy itself, 
accordingly, has value only when its protection 
relates to an investment in the information at stake, 
such as preventing a defaMatory stateMent 

The application of economic thinking to 
privacy simply illustrates the wealmess in relYing on 
economics to analyze a hiiman right; personal 
information that is not the product of - "socially 
productive activity" has no value. This approach is 
therefore incapable of capturing or addressing the 
element of dignity in invasion of purely personal,' 
non-socially-productive information. Such analysis 
is seldom applied with any relevance to discussions 
of freedom of speech, or the right to be secure from 
arbitrary detention. The contribution of the Chicago 
school, however, is to underscore the importance of 
advancing privacy as a value that cannot be 
measured in monetary terms. 

Information on the Information 

Even if one accepts there is no economic value to be 
attached to personal information appropriated by 
third parties in the market, the préviders of this 
inforniation do not fully appreciate that information 
about themselveà is being collected, or that this  
information may then be used for other purposes or 
sold, and then stored in any number of places for 
future use or exchange. If individuals are not aware 
of the full implications and risks- of tramqntions they 

make, then the market is again fiinctioning 
imperfectly. Individuals vvill not have free chôiee in 
the marketplace, and they will be assuming risks of 
which they ,  are unaware -or which they do not 
understand. 

Another rationale for ‘, government 
intervention in the information marketplace is 
therefore the correction of "imperfect information" 
available to market players.  Régulation  in the fields 
of  consumer  prOducts and occupational health and* 
safety is based on the fact hidividuals may be unable 
to obtain the necessary information to make a 
rational market decision. - 

Privacy Has Value 

Regulation is often thought of as a tool used only to 
correct economic problems, such as externalities and 
imperfect information. Defmed broadly as 
government modification of' human behaviour, 
however, regulation can address a lirnitless range of 
social as well as economic problems. 

As noted in Chapter 2, privacy is an 
enforceable rig,ht under several international human 
rights documents. As such, it falls into another 
categoiy of rationales for government intervention in 
the marketplace by way of social regulation. Values 
and human rights by definition are incapable of 
being negotiated in a market Behaviour 
modification through regulation is therefore 
justified to ensure the 'market does not infiinge this 
right, in the seine way that sellers may not 
discritninate in hiring and providing services 
normally available to the public. 

Imperfect 
Highway 
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Other Rationales for Regulation 

1. Gove rnment has intervened in the 
markeelace internationally, to assign value to 
personal information. Several international 
regulatory schemes for privacy protection are 
reviewed in Chapter 6. Business in these countries, 
therefore, operates in a different economic 
environment for personal information. While a 
dollar value per se is seldom attached to personal 
information in these regimes, constraints are placed 
on the collection, storage and use of information, 
and "data subjects" have enforceable rights to access 
and correction of this information. 

As a result, business in Canada currently 
• operates in a third world privacy environment, and 
does not incur the costs of using personal 
information to the same extent as our global 
competitors. This is an important rationale for 
government intervention, if' only to ensure that 
Canadian information users will operate in the same 
human tights environment as their international 
competitors. 

2. An impfflfectly operating domestic 
m arketplace 	threatens 	international 
competitiveness. Regardless of international 
efforts to regulate the privacy marketplace, the 
Canadian marketplace is simply not functioning 
properly. This is prima facie a potential obstacle to 
international competitiveness and to orderly 
development of the information highway in Canada. 

3. Canada must be prepared for a privacy 
Chernobyl. To the extent that Canadian business 
does not operate in the same economic and human 
rights environment as,our international competitors, 
and to the extent that our domestic market is in any 
event improperly fimctioning, Canada is ill-prepared 
to address the eruption of public concern that will 
follow a catastrophe in public or private sector use 
of personal information. Any predictive effort that 
minimiz,es the likelihood of such a disaster should 
be discounted by the tremendous social and 
economic costs to be incurred if the unimaginable 
actually happens. 

4. Consumers and business in cyberspace can 
easily abandon the Canadian markeelace without 
incurring substantial costs. Should a privacy 
disaster occur, or should international privacy 
environments become more attractive to business 
and consumers, then economic transactions can 
easily take place with non-Canadian privacy-
sensitive businesses, or in marketplaces outside 
Canada that better protect privacy. The information 
highway may well bring business and wealth to 
Canada, but it can also.take these valuables out of 
the country. 

5. Public concern about privacy is increasing. 
Market research surveys in Canada and the United 
States indicate increasing privacy awareness and 
anxiety. In the recent Ekos survey in Canada, 83% 
of respondents believed govermnent legislation is 
necessary to protect privacy, and that such 
legislation must cover both the public and private 
sectors. If a regulatory regime is to be effective in 
the future, today's designers should consider the 
likelihood that public concern will continue to 
increase. 

6. Adequate privacy protection should be built 
into the Canadian information highway. In 
commenting on American plans to construct a 
National Information Infrastructure (Nil),  the 
Computer Professionals for Social Responsibility 
pointed out that like reliability in the construction of 
computer components, privacy and security cannot 
be added as an af'terthought: 	"Privacy of 
communication is a fundamental precept that must 
guide the development of the Nil. ... As is true for 
reliability, a computer system can ensure privacy 
only if the designers of that system make privacy a 
fundamental goal of the initial design." Even if 
political will or public concern may be insufficient 
today to justify building a proper privacy component 
into the Canadian information highway, privacy 
protection must nevertheless be an integral part of 
the initial design. Failure to do so ma,y render the 
entire undertaking obsolete far more quickly than is 
currently appreciated. 

7. •  Business itseIf is at risk if there are 
insufficient measures to ensure security and privacy 



In the first nine months of 1994, CERT [Computer 
Emergency Response Team] logged 1,517 incidents -- 
up more than 75% from 1993 -- some of them 
involving networks that link tens of thousands of 
machines. Two weeks ago, someone infiltrated 
General Electric's Internet link, forcing the company 
to pull itself off the network while it revamped its 
security system. "Every morning we find marks from 
people trying to pry open the firewall," says Michael 
Wolff, author of the Net Guide book series... 

"Terror on the Internet", TIME Magazine 
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in Canada. The experience to date is that cellular 
telephones and e-mail, both in constant business use 
today, are extremely vulnerable to unauthorized 
access and fraud. Phone phreaks, hackers and 
Internet crackers will always push privacy protection 
and security to the limit. Entire computer networks 
are at risk should unauthorized users gain access to 
a single company computer on the information 
highway. While technology vvill itself help to 
protect against these efforts, there is a need for 
govertunent intervention to control invasive 
behaviour -- a classic rationale for social regulation. 

9. European Community menibers will soon 
trade only with those çOuntries that have adequate 

:measures in place for the protection of personal 
information. The proposed EC  Directive on the 
Protection of Individuals with Regard to the 
Processing of Personal Data will soon be passed by 
the Côuncil of the European Communities. This -  - 
will reqiiire member countries to enact legislation to 
impleinent the Directive. Although it was signifi7 

 çantly amended since itslitst appearance in 1990, 
the Directive received Ministerial approval on 
February 6, 1995 and is expected to be adopted by 
the Council on February 20. With some exceptions; 
Arr. 26 of the Directive permits the transfer of 
personal  data  to only those countries that ensure an 
adequate level of protection :fôr the data. The' 
patchwork regulatory environnent in Canada; with 
only a smattering of UnenforCeable voluntary codes 
in an otherWise unregulated private seCtor (save only 
for Québec),  Cannot be described as adequate: 

Privacy protection in beisinesS is the way.  Of 
• :the future. The lessonS Of  the  green consumer 

movenient have not been , wasteCI on some business 
users of personal :information. - Most notably, . 	. 
Arnerican  Express  has  launched  an  advertisind ,  
campaign. on'theiSsue of privaCy; m  Whichit affords 

•cUstoiners -some choice as tà .how  the  conipany -uses 
their persOnal information and prOvides advice ,  on 
how ,coriSumers Can better Protect this information. 
:SeVeral • 'associations  of, information-intensive  
industries  In Canada have either promulgated codes 
of privacy or are erigageçl in Such a process,' but they 
are a minority.' The .  majority . of • private sector 
information Users.  are unprepared for change in the • 
Way persônal  information,  is used. They  Will  
therég)ie be vulnerable - to competition from privacy-

f-  sensitive businesses that • may be loCated. ‘OutSide 
. Canada. If the rationale for . building an information -

- . infrastructure in Canada is - to •increase international. 
- • competitiveness,,privacy protection must be a part 

	

of the process.- 	• 	• 

8. - 	 , Orderly devélopineni of 'the Canadian 
information highway is' impeded by the  existence of 

 diffèrent levels and :regimes for privacyProtection - • 
among the provinces:  Québec -  has recently enacted 
state-of- the art data proteetionlegislation that Covers - 
'both the public  and  private sectors. It is -  the  only • 
•jurisdiction in North America -to - apply • data, - 
protection principles to business. Ontario 'and 
British Columbia have data ptoteCtion Acts applying •  . 2  
Solely to the public  s.ector,. as  is  the case under the 

•federal Privacy Act. Privacy:invasion is actionable 
as . a stattitory tort. in 'sortie provinces, • but not in 
others. Recent  efforts in the  • European Conunuriity 

. have been addressèd to harmonization of the various 
privacy ' protection  regimes in - meinber_ . states, - 

precisely beCausè.the existence -of the varied regimes 
is an impediment to developmentef a Conununity -
:information infrastructure and tO  inter-state trade. -  ., 

, Development of the .Canadian information highWay 
is .similarlY iinpeded by differing .  degrees of priVacy 

Having reviewed  some  of the large-Scale problems 
in the Canadian information marketplace, the next 
chapter identifies more specific privacy problems. 

protection affecting -bu: 
provincially and federally,. 



PRIVACY PROBLEMS 

"There oughta be a lctw." 

Todd Purdum 

The voices of angry consumers and privacy advocates 
around the world combine to make the following list 
of privacy problems. 

1. Personal information is collected without an 
individual's knowledge or consent. This is the first 
ingredient in a surveillance society, and relates to the 
oldest of rationales for privacy protection: freedom 
from intrusion. Information collected in this manner 
is often done surreptitiously, sometimes illegally, and 
usually unfairly. It occurs in the workplace, in daily 
consumer transactions, and in the use of public 
facilities such as transportation and communications. 

2. Personal information is used for purposes 
unrelated to the reason it is collected, typically 
without the individual's knowledge or consent. This 
privacy problem captures the issue of selling personal 
information to third parties, who may use the 
information for purposes completely unrelated to the 
reason it was given in the first place. Individuals may 
tolerate a business's inte rnal use of information given 
during a transaction, but the exchange of such 
information to third parties, without any control or 
limit on its further use, is of great concern  to most 
consumers. A related issue is that consumers do not 
know the extent to which personal information will 
be treated as confidential by the party collecting it. 

3. Personal information is subjected to various 
forms of computer matching with other information 
sources, without the individual's knowledge or 
consent. This practice ranks highly in any list of 
consumer privacy concerns. It answers the often-
asked question, "how did I get on their list?" 
Computer matching allows the identification and 
selection of individual consumers by deductively 
associating information from different sources, such  

as a magazine subscription list matched with 
transaction-generated  consumer• information, and 
combined with a telephone, postal code or reverse-
directory data base. 

4. Data matching activities are carried out on 
an ad hoc  basis, without any control over quality and 
the subsequent use of matched information. Lack of 
supervision of these activities raises the prospect of 
mismatched or inaccurate personal information being 
circulated widely among information users. The 
absence of controls can result in incorrect information 
being used for years, without any way of tracing how 
the error occurred or how widely the information was 
distributed. 

5. Individuals  havé  few ways of ensuring they 
are left alone by information users who have 
obtained personal information about them. A 
universal privacy complaint relates to unsolicited 
communications that result from a marketer 
obtaining information about personal behaviour, 
attributes or preferences. 

6. When personal information is collected, 
individuals are not always told why the information 
is needed. People need to lcnow the reason personal 
information must be dischised, if they are to make 
rational market decisions. 

7. Individuals dsually learn the reason 
information was collected, or that it was used for 
unrelated purposes, long after the information was so 
collected and used. If individùals are aware of these 
facts, they can decide whether their information or 
consent should be given initially. 
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8. More information is collected than is 
necessaty for a given putpose. The classic example 
is the use of personal identifying numbers (or social 
insurance or driver's licence numbers) in simple 
consumer transactions. This type of information 
facilitates computer matching at a later date, for other 
reasons. 

9. Individuals have no way offinding out who 
has what data about them, and for what purpose. 
The discovery of information banks is left to chance, 
and limited by the average consumer's lack of 
knowledge about the information processing industry. 

10. 	If individuals do find out who has 
information about thein, they have no way of 
extracting such information from an unwilling data 
user, in a readable form and without unreasonable 
delay. There is no reniedy for a consumer if an 
information user simply declines to provide details of 
'personal information held, or if the user otherwise 
hampers fair access to the information. 

11. 	Personal information that is collected is 
often incomplete, out of date, or simply inaccurate. 
Data files are kept for indefmite periods, and may be 
matched with other data files, thus compounding the 

• potential for errors and inaccuracies. 

12. 	Individuals have no way to force data users 
to erase or correct information that is not accurate. 
With some exceptions established by law in the 
health and credit reporting industrie; an 
uncooperative data user may continue to use 
inaccurate data with impunity. 

13. 	There is no feasible -way to force businesses 
to comply with any fair information practices; or to 
hold data users accountable for their actions. There 
is no public or private body with power to control the 
activities of private sector data users with poor 
information practices. Neither is there any 
recognized forum for obtaining compensation for 
harm suffered, nor for obtaining other remedies, 
because of these practices. 

14. 	Personal information collected from 
individuals is seldom stored securely to prevent loss, 

theft or unauthorized access. Most large personal 
information data banks are easily accessible by 
unauthorized lasers possessed of technical skill. 
Smaller operations do not typically place a high value 
on security of personal information banlçs. Security 
is necessary to protect against theft and computer 
hacking. 

15. Consumers have no feasible -way to address 
the negligent disclosure of information about 
themselves to others. Not only does this problem 
arise from failure to keep data secure, but there is 
great potential for error in computerized data 
proçessing itself. Errors can occur in a single human 
keystroke, in high-speed computer scanning of 
information in a data base, and in deductive 
reasoning in fmding a "hit" in computer matching. 

16. Personal information is exported out of the 
country with no control  over  how it is handled or 
used in the recipient country. This is both a national 
sovereignty  issue, and an issue for individuals who do 
not trust data processing activities occurring outside 
the country. In Europe, this issue has been of intense 
concern Since the second world war, when invading 
armies used personal information banks to control 
populations. 	 • 

Informational Self-determination:  • Restoring 
Indiyidual Choice to the Marketplace 

Many of the above privacy concerns illustrate one 
fimdainental problem. Individuals lack the power to 
decide for, themselves what will happen to personal 
information they divulge during daily life on the 
information highway. 

It is often said consùmers do not mind 
businesses putting their personal information to 
widespread uses unrelated tb the purpose for which 
the information was initially obtained. The 
possibility there are many consumers who feel this 
way is used to argue against blanket privacy•
protection prohibiting business from so using 
customer  information. If, however, the bulk of 
privacy problems is reduced to a Matter of giving to 
consumerS the power to decide for themselves what 
happens to their personal information, then the 
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argument against a regime of privacy protection is 
weakened considerably. 

Analyzing the problem as one of restoring 
power or control to the consumer has interesting 
ramifications for design of an appropriate regulatory 
regime. When regulation addresses consumers 
lacking a degree of control, the public often insists on 
detailed, stringent forms of regulation. On the other 
hand, if consumers already have a degree of power or 
control, the demand for a strict regime is diminished. 
This dichotomy is illustrated by the experience of 
consumer safety legislation in two fields: anti-
smoking and air travel. Since consumers can  choose 
whether to smoke, the demand for strict controls is 
less than in air travel, where consumers have no 
choice about whether a particular airline or jet is safe. 
In the latter case, there is a tremendous regulatory 
effort, even though the relative dangers of smoking  

and flying are weighted much more on the side of 
smoking. 

The conclusion to be drawn from this 
example is that if informational self-determination 
can be provided or restored to consumers, then a 
massive command-and-control regulatory apparatus 
may not be required. A fair degree of self-
determination can be accomplished by according to 
privacy the status of an enforceable right, as in many 
European countries. The problem, however, is that 
true informational self-determination requires much 
more than enshrinement of a right. It calls for a 
system of rules to prevent privacy problems from 
occuning, to foster a heightened awareness of privacy 
in business and government, and to make 
enforcement of privacy rights more accessible and 
efficient than litigation on a case-by-case basis. 

The fact is, ten year's technology has transformed the inherent value of personal 
information. Every scrap of data about us, from such mundane "tombstone" 
information as name and age, to lifestyle data such as shopping habits or movie 
preferences, to such detailed medical information as our genetic makeup, is 
useful to somebody. Technology has fu rnished us with the tools to buy, 
manipulate, re-constitute and sell the details of others' lives for a profit. Under 
the harsh glare of all this electronic scrutiny Canadians leave a "datashadow" -- 
a trail of personal details and transactions which they carmot control. 

Privacy Commissioner of Canada, Annual Report. 1992-1993 



REGULATING PRIVACY INVASION 

Although enthusiasm for deregulation currently exists in most countries, 
data protection is not an appropriate area for the exerCise of such 
sentiments; this is one issue where governmental intervention is maniftstly 
necessary. In fact, the critical issue is how best to strengthen data 
protection in the face of strong, sustained, countervailing pressures for 
surveillance. 

David  1-1. Flaherty 
protecting Privacy in Surveillance Societies 

"A data user who invades the privacy Of a data " 
subject commits an offence." A simple, powerful . 
legal prohibition such as this would have  been  used 
in Harmnurabrs time, but is perhaps too blunt and 
lacking in detail to: be used effectively on the 
information highWay. "A person who  sùbstantially, 
unreasonably and without claim of right, violates the 
privacy of another person, conunits a tort agàinst that 
other person." This approach is found in the laws of 
Manitoba. The same criticism may apply to this 
technique, as data users are still uncertain about how 
far they  can  use and  eichange personal information 
without invading privacy "unreaàonably". Data 
subjects are equally in the dark, and must ganible on 
the outcome of expensive, public litigation. 
Govermnent will be unable to plan effectively for the 
development of Canada's information 'highway; as 
the degree to which business Will have access to 
essential personal  information  will be uncertain and 
unpredictable. 

As noted in Chapter 3, there is a 
marketplace for personal information and  such  
information is critical to modem business. And as 
noted in Chapters 3 and 4, the marketplace currently 
is rife wit,h privacY problems. An imperfect market 
is the way in which Most goVernment intervention in 

, society has been rationalized in the past century. It 
is appropriate to begin, then; by ç,onsidering whether 
the same rationale can help resolve privacy problems 
and restore informational self-determination to 
individuals. , 

Rationalizing the Regulation of Privacy Invasion 

It used to be thought that government could cure all 
ills in the marketplace. In the 1960s, regulation was 
rised widely in the public interest to cure market 
failures ranging from monopoly power to 
externalities such as pollution. In the 1970s, 
however, regulation was seen as creating its own 
market failures, including catering to the private 
interests of the regulated. Current economic theory 
is that the market is a powerful institution but 
inherently imperfect; regulation is seen as tempormY 
but necessary respite from perpetual political 
disequilibrium, to allow long term planning. In 
other words, a privacy regulatory regime is only 
temporary relief, until human behaviour can come to 
terms with the values at stake. 

There is also awareness that a new style of 
regularion has developed over the past few decades, 
which replaces much of the pure market-oriented 
direct regulation of the 1960s. "Social regulation" is 
not addressed at any one industry or market, but 
aims to control the conditions under which pods 
and services are produced and sold. These 
conditions range from ensuring envirmunenta1 
quality and occupational health and safety to 
ensuring equity in employment practices. Social 
regulation is typically accomplished by the setting of 
standards in information disclosure (product 
labelling, prevention of misleading advertising, 
fmancial disclosure); in the attributes. of a good or 
service (food and drug content and quality, 
hazardous preducts); in methods of production 
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(pollution standards, worker health and safety 
standards); and in the conditions of sale or 
employment (minimum wage, anti-discrimination). 

The subjects for social regulation are either 
not found in a marketplace, or are not properly 
integrated into a market Like environmental quality 
and workplace safety, there is no market in which 
the competing values of privacy and of business 
access to personal information can be balanced 
through the medium of exchange. Matters of human 
rights and exploitation are simply not appropriate to 
the use of market exchange and so government 
intervention is justified. Social regulation has 
therefore contributed equity and individual freedom, 
in addition to economic efficiency, as rationales for 
government intervention. 

However, most of the privacy problems 
reviewed in the previous chapter occur in the course 
of doing business. To ignore the role of the market 
in privacy invasion is to ignore the potential of 
market-based techniques for regulating privacy 
invasion.  Government intervention to protect social 
values that cannot be allocated in the market tends to 
over-employ the old command-and-control style of 
regulation. The current approach to regulation of 
enviromnental quality, for example, is widely 
criticized for failing to employ market based 
techniques such as an effluent charge. Of course, 
there must be prohibitions, strict control and 
effective sanctions in any regime of privacy 
regulation. But the power of the market can be used 
to help protect privacy in a creatively designed 
system of rules to regulate privacy invasion. There 
needs to be a regulatory approach to solving the 
problem of externalities caused by personal 
information free riders. If consumers are to have 
informational self-determination, there must be a 
cure for the cuffent inability of consumers to make 
rational decisions in the information marketplace. 
And the approach to general regulation of privacy 
invasion must be more creative and sophisticated 
than simple prohibition of offending conduct. 

Regulatory Techniques for Curing Privacy 
Externalities 

•Some choic,es available to regulators to deal with this 
•problem include: creation of property rights in  

personal information; establishment of a regime of 
civil liability for privacy externalities; use of 
government spending and taxing powers to correct 
misallocation of costs; and regulation to establish 
and enforce standards or prohibitions in the 
acquisition and use of personal information. 
Government regulation may be direct or delegated — 
the latter type involves transfer of rule-making and 
enforcing powers to self-regulatory bodies, 
independent standards-writing organiz.ations and of 
course to regulatory . agencies. Regulation is • 
typically delegated where there are many different 
markets and players, or where considerable expertise 
is required to carry out regulation effectively. 

Regulatory Techniques for Curing Imperfect 
Information in the Information Market 

Lack of adequate information to data subjects in the 
marketplace can be remedied by ensuring that 
simple, accessible information is provided about the 
privacy risks and rights , involved in daily 
transactions.' This can be acComplished through 
government grants or subsidies to information 

, providers in the consumer interest (such as privacy 
or consumer axivocacy groups). Another approach is 
to compel information users to disclose important 
informatick about their activities, like manufacturers 
required to disclose  ingrédients in food and the 
energy efficiency of appliances. Testing agencies 
could also be established, to grade or rank 

• inforrnation users or their activities in accordance 
with a system for measuring privacy risks or privacy-
sensitivity. 

•General Social Regulatory Techniques for 
Privacy Invasion  • 

As noted, social regulation employs some different 
strategies, although it can aLso use traditional 
techniques of direct regulation. Setting control 
standards and business incentives are, however, 

, common approaches. Instead of defming in 
legislation or administrative decisions the precise 
limits of privacy invasion for a particular company 
or industry, a social regulatory approach will tolerate 
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privacy invasion up to a defmed standard. 
Incentives will be used to influence market 
behaviour, without actually controlling market 
players. Thus, firms are free to set up any type of 
safety or environmental protection apparatus, 
provided certain minimum safety and environmental 
standards are met. Firms may carry out whatever 
hiring and personnel policies they wish, provided 
they do not discriminate in employment or maintain 
unfair wage practices. Accordingly, the new 
regulatory approach to privacy invasion will set 
limits on how personal information is acquired and 
used, and require observance of certain fair 
practices, but it will not otherwise control data users. 
Techniques such as civil liability or strict liability for 
breaches of the standards ensures there are other 
influences on data users than simply prosecution for 
failure to comply with legislation. 

The Problems of Regulatmy Design 

Just as there is  no single ekplaiiation fôr the various 
. privacy ProbleMs  on the information  'highway, So 
there is no single regulatory technique or approach: 
to resolving these problems. Regtilatmi design is as 
much an art as a science, ànd so the best reginie will 
be one that combines several different techniques 
creatively and effectWely. 

Politics play a critical role in regulatory.  
design. Regulation raCans government control over 
citizens and business; it means-  the expenditure of 
public and private funds; and usually its ptirpose is 
to solve a political problein of  pressing  concern. A 
study undertaken by the Econoinic .Council of 
Canada in 1982 found that political factors 
explained a great deal of decision-making in the 
choice of regulatory  techniques Options that canied 
a positive. Value among vàters were often chosen 
Over other more effective and lesS coitly options. 

Government regulatory policy aLso imposes 
some design constraints.  New  regulatory prônosals 
Must first demonstrate that regulation is itself 
justified, and that there has been adequate 
consultation with Concerned parties. It must also be 
shown that the benefits of the plan outweigh the 
costs to business, governnient and individUals: The 
proposed plan intiSt impede as little as possible 

Canada's international competitiveness, and 
regulatory burden must be minimized through 
cooperation with other governments. Finally, there 
must be assurance that systems and resources are in 
place to adequately administer the regulatory 
proposal when implemented. 

The problem with social regulation, 
however, is that it is  impossible to assign a dollar 
value to the risks of proceeding or not proceeding 
with a regulatory proposal. There is a school of 
econoinic thought, in fact, that suggests values (such 
as privacy) ought not fo be subjected to cost-benefit 
analysis. An attempt to assign monetary values 
would simply reflect the personal values of analysts 
purporting to measure the costs and benefits. 
Instead, Values such as privacy must be reconciled 
with other competing values in a process of moral 
judgment. 

This is the overriding problem in designing 
privacy invasion regulation: how to decide what 
relative  valuations individuals place on the 
consequences of certain privacy risks, and what risk.s 
individuals are willing to take in exchange for 
conimodities and services available on the 
information highway.' The safest approach to this 
problem is to avoid being paternalistic and let 
individuals malce these choices for themselves. 

This leads, therefore, to creation of a right to 
privacy in legislation, in the same way there should - 
be a right to environmental quality, employment 
equity or a safe workplace. ,  This approach relieves 
policy makers of the burden of determining the 
extent of such rights in advance, and affords 
consumers true choice about where and when they 
will enforce such rights. A rights approach is 
certainly not the only answer to privacy invasion on 
the information highway, but it will be a key 
ingredient in an aitful mixture of regulatory 
techniques. 

Before exploring some possibilities for a 
Canadian regulatory structure, it is important to look 
at how other countries have dealt with the same 
problems. The ensuing chapters will identify 
suitable privacy  protection  principles and goals, set 
out some techniques for implementing the 
principles, and finally examine regulatory 
possibilities for Canada. 



INTERNATIONAL REGULATION OF 

PRIVAC'Y INVASION 

Data protection can rest on a stable foundation only if there is a deeper 
understanding of  the goals of the legislation, and if the principles of  data  
protection become self-evident also for those who plan and use information 
systems. 

Anna-Riita Wallin 
Finnish Data Protection Ombudsman 

The second world war had a major impact on the 
landscape of human rights, and in particular, the 
right to privacy. Three important international 
human rights documents were promulgated after the 
war, and all include guarantees of the right to 
privacy. The Universal Declaration of Human  
Rights  was created in 1948, Art. 12 of which 
contains the following provision: "1. No one shall 
be subjected to arbitrary or unlawful interference 
with his privacy, family, home or correspondence, 
nor to unlawf-ul attacks on his honour and 
reputation." The same provision was included as 
Art. 17 of the International Covenant on Civil and 
Political Rights  in 1966, to which Canada acceded in 
1976. In 1950, the European Convention for the 
Protection of Human Rights and Fundamental  
Freedoms  was created, Art. 8 of which reads: 
"Everyone has the right to respect for his private and 
family life, his home and his correspondence." 

The development of the computer in the 
1960s and 1970s led to concern in Europe that the 
privacy provision in the European Convention was 
no longer adequate. The Council Of Europe then 
enacted the Convention for the Protection of 
Individuals with Regard to Automatic Processing of 
Personal Data in 1980. The latter Convention 
contains the original framework for most modern 
data protection laws: personal data should be 
obtained and processed fairly and lawf-ully; stored 
for specific and legitimate purposes, and not used for  

any other purposes; data should be relevant, 
adequate and not excessive for the ptuposes at hand; 
data should be accurate and up to date,  and  kept for 
no longer than is required for the original purpose. 
The Convention sets out rights of access and 
correction, and required member states to enact laws 
providing for appropriate sanctions and remedies for 
violation of these principles. 

At the same time, the Organisation• for 
Economic Co-operation and Development (OECD) 
became concerned that the development of domestic 
privacy and data protection laws would interfere 
with the free flow of information essential to 
international trade and economic development. The 
OECD therefore published Guidelines on the 
Protection of Privacy and Transborder Flows of 
Personal Data a few days following promulgation of 
the EC Convention in 1980. The objective of the 
Guidelines is primarily to prevent barriers to the free 
flow of information between member countries as a 
result of data protection efforts, while also ensuring 
observance by member states of appropriate data 
protection principles. The Council of the OECD 
recommended that member countries take the 
Guidelines into account in drafting domestic 
legislation. 

At the heart of the Guidelines are the 
following eight "Basic Principles of National 
Application," which are to apply to both the public 
and private sectors: 
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Collection Limitation Principle 
7. There should be limits to the collection of personal data and  an  y such data should be obtained by lawful and 
fair means and, where appropriate, with the lmowledge or consent of the data subject 

Data Quality Principle 
8. Personal data should be relevant to the purposes for which they are to be used, and, to the extent necessary 
for those purposes, should be accurate, complete and kept up-to-date. 

Purpose Specification Principle 
9. The purposes for which personal data are collected should be specified not later than at the time of data 
collection and the subse,quent use limited to the fulfilment of those purposes or such others as are not 
incompatible with those purposes and as are specified on each occasion of change of purpose. 

Use Limitation  Principle 
10. Personal data should not be disclosed, made available or otherveise used for purposes other than those 
specified in accordance with Paragraph 9 except: (a) with the consent of the data subject; or (b) by the authority 
of law. 

Security Safeguards Principle 
11. Personal data should be protected by reasonable security safeguards against such risks as loss or 
unauthorised a.ceess, destruction, use, modification or disclosure of data. 

Openness Principle 
12. There should be a general policy of openness about developments, practices and policies with respect to 
personal data. Means should be readily available of establishing the existence and nature of personal data, and 
the main purposes of their use, as well as the identity and usual residence of the data controller. 

Individual Participation Principle 
13. An individual should have the right: 

(a) 	to obtain from a data controller, or otherwise, confirmation of whether or not the data 
controller has data relating to him; 

(b) 	to have commtmicatecl to hint, data relating to  han  
i) within a re,asonable time; 
ii) at a charge, if any, that is not excessive; 
iii) in a reasonable manner; and 
iv) in a form that is readily intelligible to him; 
to be given reasons  lia  request  marie  under subparagraphs (a) and (b) is denied, and to be 
able to challenge such denial; and 

(d) 	to challenge data relating to him and, if the challenge is successful, to have the data erased, 
rectified, completed or amended. 

Accountability Principle 
14. A data controller should be accountable for complying with measures which give effect to the principles 
stated above. 

(c) 

The Guidelines then enumerate "Basic Principles of 
International Application," which require member 
countries to take all reasonable and appropriate steps 
to ensure that transborder flows of personal data are 
uninterrupted and secure. These principles also 
require that there should be no restrictions on data 
flows unless the reciprocal country fails to 
substantially observe the Guidelines or the flow 
would otherwise be contrary to domestic law. 

Of the 24 member countries of the OECD, 

22 have now enacted data protection legislation to 
one extent or another. All such legislation attempts 

. to implement the OECD Guidelines, and so the 
Principles of National Application are usually 

• repeated in each legislatiVe effort. The methods 
chOsen to impleraent thé prinçiples, however, and 
the scope of their application, vary widely among the 
member coun tries. 

Canada has not  fully implemeMed the 
Guidelines, although the Guidelines were formally 
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adhered to in 1984. The Privacy Act  of 1982 applies 
only to the federal public sector, leaving a patchwork 
of legislative coverage at the provincial level and in 
the private sector. Data protection legislation in 
OECD member countries applies to both the public 
and private sectors, with the sole exceptions being 
Canada, the United States, Australia and Japan. 

Licensing Schemes 

Sweden was the first country in the world to enact 
data protection legislation. The pata Act  of 1973 
prohibits the opening of a "personal file" without 
first obtaining a licence to do so from the Data 
Inspection Board. A personal file can exist in the 
public or private sectors, but the Act is restricted to 
files that are automatically processed. The Board 
issues licences if no undue encroachment of privacy 
would result from lawf-ul use of the information 
involved. The Act as amended contains the basic 
requirements of fair information practice, although 
not expressed in the language of the OECD 
Guidelines. The Board can issue regulations 
goveming personal files specifically or generally, 
and has the power to inspect and to order the 
delivery up or destruction of personal files. Criminal 
sanctions are established for specific breaches of the 
Act, and an offence of "data trespass" is created for 
persons who deliberately seek unauthorized access 
or alteration of personal files. Keepers of personal 
files are responsible for damages  suffered by an 
individual resulting from errors or inaccuracies in 
the file. 

Data processing shall be at the service of every 
citizen. It shall develop in the context of international 
cooperation. It shall infringe neither human identity, 
nor the rights of man, nor piivacy, nor individual or 
public liberties. 

Section I, Loi relativeà l'informatique, aux 
fischiers et aux libertés  (France, 1978) 

A licensing system was also set up in 
France, under the 1978 Loi relative à l'informatique, 
eux fischiérs et aux libertés.  The 17-member 

National Commission on Informatics and Liberties 
(CNEL) is charged with supervising the registration 
scheme and ensuring compliance yith the Act in the 
public and private sectors. No automatic processing 
may take place without first filing a declaration of 
the proposed activities, and then obtaining a 
regulation issued upon the "reasoned opinion" of the 
CNIL. The CNIL has a broad range of rule-making 
powers, and receives "claims, petitions and 
complaints." The Act sets out general rules for the 
collection, recording and storage of personal data, 
and creates rights of access and correction. These 
rules also apply to manual files, and provision is 
made for the making of a special decree by the 
Conseil d'État, that other provisions of the Act apply 
to certain manual files. Criminal sanctions are used 
to enforce the Act. 

Denmark enacted not one, but two data 
protection Acts in 1978. The Public Authorities  
Registers Act  deals exclusively with personal data in 
the public sector, while the Frivate Registers Etc.  
Act  deals with the private sector. Both Acts 
establish requirements for registration of some but 
not all automatically processed personal data, and 
the entire scheme is administered by the Data 
Surveillance Authority. Specific prohibitions cover 
the processing of sensitive data, which cannot be 
carried out unless the consent of the data subject or 
with special leave of the Surveillance Authority. 
The Private Registers Etc. Act  was amended to 
provide detailed supervision of credit reporting, 
direct marketing and electronic data processing 
agencies. Denmark has one of the strictest regimes 
for control of  transborder data flows in the private 
sector; personal data may not be transferred out of 
the country without the Authority's prior approval, 
and the Act purports to cover the handling of 
personal information outside of Danish territory. 
The Authority has extensive powers to control data 
processing activities and require the correction or 
deletion of information.. The Acts, and orders made 
by the Authority, are enforced by criminal sanctions. 

Norway's Personal Data Registers Act  of 
1978 applies broadly to all personal data in the 
public and private sectors, both manually and 
automatically processed. A licence is required 
before any automatic processing of personal data 
may take place. Licences are issued only after an 



Everyone shall have the right that his personal data 
are kept secret insofar as he has an interest in such 
data that needs protection, in particular as regards the 
respect of his privacy and fnmily life. 

Section 1, Constitutional Provision, Data 
Protection Act of 1978 (Austria) 
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assessment indicates the proposed operation will not 
"cause problems for the individual person" which 
cannot be reâolved adequately by the Act's 
provisions. A registry of all such operations is 
maintained and controlled by a 7-member Data 
Inspectorate. The Inspectorate is empowered to 
issue rules governing the operation of each register. 
There are absolute prohibitions against the 
processing of certain types of sensitive personal 
information. The Act was amended to add 
provisions covering the credit reporting, data 
processing, direct marketing and opinion polling 
industries. Wilful or negligent contraventions of the 
Act result in criminal penalties; compensation is 
required to be paid for losses arising from breaches 
of the Act or inaccurate information, regardless of 
whether negligence was involved. . 
• Aushia's pata Protection Act of 1978  

enacts a constitutional right to data protection, and 
establishes a licensing scheme similar to other 
European cmmtries. Data users are required to 
notify the Data Protection Registrar prior to carrying 

• out data processing. On the recommendation of the 
Data Protection Commission, data protection orders 
are issued by the federal legislature for each 
registered data user, prescribing principles and rules 
for operation. A licence is required prior to 
transmission of data outside the country. Extensive 
rights of access, correction and compensation are 
given to data subjects. In addition to the 4-member , 

 Data Protection Commission, a Data Protection 
Council is established with a large, broad-based 
membership. The division of responsibilities 
between these two bodies and the Data Protection 
Registrar is complex. Administrative orders and 
breaches of the Act are enforced by criminal 
sanctions. 

Private sector use of personal data in 
Luxembourg is subject to a blanket requirement of 
prior authorization by government Applications are 
required by The Use of Nominative Data in 
Computer Data Processing Act of 1979, and are 
scrutinized by a 5-member Advisory Board with the 
power to issue opinions only. The Act applies to the 
public and private sectors, but is restricted to 
automatically processed data. A National Register 
of Data Banks is established, under the supervision 
of the relevant government Minister. The Minister 
also exercises many  of  the powers accorded to data 
protectors under other European Acts. The Act 
prohibits the collection and storage of "data 
Concerning private life" as well as other presCribed 
sensitive information. Breadhes of the Act are 
enforced by criminal sanctions: operation of a data 
bank without prior authorization results in a 
minimum penalty of 8 days' imprisonment; violation 
of the fair information practice provisions of the Act 
results in a minimum penalty of imprisonment for 1 
month. 

The collection of data by any fraudulent, unfair or 
unlawful means shall be prohibited. 

Art. 14, Luxembourg Act of 1979 

Iceland's Protection of Personal Records  
Act. No. 121  of 1989 establishes a partial licensing 
system. Credit  reporters, direct marketers, opinion 
pollsters and data processing  services  all must be 
licensed by the 5-member Data Protection 
Commission before holding or procegsing personal 
data. The Act applies to both the public and private 
sectors, and to manual as well as autœnated data. 
The collection of certain types of sensitive data  is 
prohibited, unless the Commission or the affected 
indiViduals *consent. The collection of data for 
processing outside  the country is prohibited, except 
with the permission of the CommissiOn. The 
Commission is given power to investigate and 
demand production, deletiàn or correction of 
personal data. The Act is enforced by criminal 
Sanctions. 



The data subject shall have the right to prohibit the 
coneoller of the file from using or delivering data 
regarding said data subject for direct advertising, sales 
by telephone and other  direct marketing, directory 
assistance and market and opinion research. 

Section 23, Personal Data File Act  (FinlancL 1987) 
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Registration and Notification Schemes 

Germany enacted a new Data Protection Act  in 1990 
to replace the pioneering law of 1977. Private sector 
bodies that process personal data, and all public 
bodies, must register their activities in relation to 
personal data. Public bodies must keep their own 
registers, while private bodies register with the 
Federal Conunissioner for Data Protection. The Act 
applies to manual as well as automatically processed 
data. The Cormnissioner has powers to investigate 
and persuade, but no power to issue binding orders 
to force compliance. In particular, there is no power 
to rescind the registration of recalcitrant data users. 
Instead, the Commissioner uses public pressure quite 
effectively by 'reporting fmdings and special 
problems to Parliament and the media. There is, 
however, an impressive array of criminal and

•  administrative offences for non-compliance with the 
Act. The Act continues the innovative requirement 
that companies appoint internal data protection 
officers whose purpose is to ensure the Act is being 
complied with. 

The Data Protection Register is the major 
instrument ensuring compliance with the United 
Kingdom's Data Protection Act. 1984.  Registration 
is mandatory for all persons holding personal data. 
An amendment to the Act allows the Data Protection 
Registrar to refuse an application to register if the 
proposed operation would violate any of the eight 
fair information principles scheduled to the Act. 
The Registrar may issue orders striking data users 
from the register, thus prohibiting them from 
lawfully processing personal information. The 
Registrar may also issue enforcement notices 
specifying certain steps to be taken to comply with 
the Act, and transfer prohibition notices respecting 
transborder data flows. Failure to comply with any 
of these orders is a criminal offence. The Act 
applies only to automatically processed data, and 
several types of personal data are exempt from the 
Act's application. The Registrar has investigative 
powers, yet lacics power to inspect opemtions of data 
users. The Registrar also has power to direct 
compensation to victims of breaches of the Act. The 
Act encourages development of voluntary codes, but 
contrary to the recommendations of the Lirtdop 
Cornmittee on Data Protection, the Registrar is  

cannot impose these on the private sector, nor are 
there criminal sanctions to enforce the codes. 

The Finnish Personal Data Files Act  of 
1987 applies to both automatically processed and 
manual  files  in the public and private sectors. 
Separate legislation establishes a Data Protection 
Ombudsman and a Data Protection Board. The 
former official monitors compliance with the 
legislation and supervises the registration system; the 
Data Protection Board decides applications for 
particular uses of data, such as transborder data 
flows and data matching. The Act has been 
described being "second generation" data 
protection legislation, in that protection is afforded 
by general legislative guidelines, compliance with 
which is accomplished by persuasion and guidance 
provided by the Ombudsman. There is a limited 
registration scheme for personal data users, such as 
direct marketers and operations that process data or 
transmit data outside the country. The collection of 
sensitive personal information is prohibited, except 
with the permission of the Data Protection Board or 
according to law. 

Ireland enacted a limited registration 
scheme in its Data Protection Act. 1988.  Only 
automated systems containing specified types of 
sensitive personal data are required to be registered. 
This has resulted in some confusion, as the Act 
applies to both registered and non-registered  data  
The principles of fair information practice are 
expressed posifively as legislative requirements, 
unlike the United Kingdom's approach, in which the 
principles are appended as a schedule. The Act also 
imposes a general duty of care on data users, to the 
extent that tort law does not already so provide: A 
Data Protection Commissioner is established, and 
given the power to issue enforcement notices, 
prohibit the transborder transfer of data, investigate 



For the purposes of the law of torts and to the extent 
that law does not so provide, being a data controller 
or a data processor, shall, so far as regards the 
collection by him of personal data or information 
intended for inclusion in such data or his dealing with 
such data, owe a duty of care to the data subject 
concerned. 

S.7(1), Data Protection Act. 1988  (Ireland) 
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complaints and order remedies for inaccurate data. 
The Commissioner supervises the registration 
system, and may refuse to allow an application for 
registration if the proposal does not contain 
"appropriate safeguards for the protection of the 
priva,cy of the data subjects concerned." The 
Commissioner is also mandated to encourage "trade 
associations and other bodies representing categories 
of data controllers" in the private sector to draft 
codes of practice. The Act introduces a 
revolutionary approach, however, to the enforcement 
of  such  codes. Codes prepared by industry 
'associations may be presented to the Commissioner 
for approval. If approval is granted, the code is 
presented to each House of the Oireachtas (the Irish 
legislative assembly). If both Houses pass an 
appropriate resolu tion, the code is given the force of 
law and is deemed to be a statutory instrument. 

A more novel approach to the concept of 
registration was devised in The Netherlands's Act 
on Personal Data Files  of. 1988. Data users are 
required simply to notify the Registration Charn*  ber 
of the fact that personal data is being used; 
registration is quite simple and is not subject to any 
particular scrutiny by the Chamber. The Act also 
introduces the concept of normative enforcement by 
requiring data users to produce the exact manner in 
which they will comply with and implement the data 
protection principles. Organimtions in the public 
and private sectors may submit draft codes to the 
Charnber for its approval, and the Act requires a 
mandatory period in which interested parties may 
examine and comment on the proposed code. The 
Act contains no particular scheme for enforcement 
of the principles of fair information practice, other 
than the encouragement and facilitation of self.  

regulatory codes. Regulations may be made, 
however, setting standards in à sector that has failed 
to produce an adequate code. Criminal offences are 
established for failure to register, failure to disclose 
the existence of a personal file that is to be 
transferred out of the country, and impeding the 
Chamber's investigative powers. The Act also 
establishes a comprehensive system for civil actions 
arising from breaches of the Act, including a form of 
class action that may be commenced by "interested 
parties." Although this regime has been in place 
since 1988, only a small number of codes have been 
drafted by industry and approved by the Chamber. 

Japan's legislative efforts have been 
restricted to the public sector. The Act for the  
Protection of Computer Processed Personal Data 
Held by Administrative Organs  was passed in 1988 
and came into full effect in 1990. It follows the 
OECD Guidelines and establishes a notification 
system for personal data held by public bodies. The 
Act is administered by the Management and 
Coordination Agency, which encourages dispute 
resolution by the heads of govenunent agencies, and 
carries out audits. l'here is an active campaign to 
encourage the adoption of "concrete guidelines" for 
data protection in the private sector. 

Portugal enacted the Law for the Protection 
of Personal Data with Regard to Automatic  
Processing  in 1991, which applies to the public and 
private sectors, but is restricted to automated data. 
A central registration  system is overseen by the 11- 
member National Commission for the Protection of 
Automated Personal Data, whiCh was formally 
installed in January, 1994. The Commission is 
given broad supervisory powers, including power to 
investigate and resolve complaints. The processing 
of sensitive personal data is prohibited, except with 
the consent of data subjects, for social science 
ptuposes or by public bodies with the Commission's 
prior approval. A wide range of criminal offences 
are created for  various  types  of non-compliance with 
the Act. - 

Spain's Organic Act on the Regulation of 
Automatic Processing of Personal Data  was enacted 
in 1992. It also applies to the public and private 
sectors, and is also restricted to automatically 
processed data, although there is provision for later 
application to manual data. The Act requires data 



An infringement of privacy is illegal, or at least is 
only justified with the consent of the victim, by a 
dominant private or public interest or by the law. 

Art. 10(1), Federal Data Protection Law 
(Switzerland) 
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users to notify, the General • Data Protection Register 
of all personal data files, but there is no licensing or 
authorization of data use per se. The Register is 
supervised by a Data Protection Agency, which also 
has powers to investigate and receive complaints. 
A transitional period of one year was set, in which 
data users were to prepare for the new regime; the 
Data Protection Agency became operational in 
January, 1994. The adoption of "Model Codes of 
Practice" is encouraged, but there is no mechanism 
for enforcement of such codes. Codes are to be filed 
with the Agency, which may reject any code that 
does not conform to the Act. The Agency is assisted 
in its work by a broadly based 9-member Advisory 
Council. 

Switzerland enacted a federal Data 
Protection Act  in 1993, which covers both manual 
and automatically processed data in the federal 
public and privaie sectors. There is a limited 
registration system requiring the 'public sector to 
register all personal files, and the private sector to 
register only those files that contain sensitive data or 
those personal files that are regularly processed or 
transferred. A federal Data Protection 
Cornmissioner is established with investigative and 
complaint resolution powers. The Commissioner 
may make recommendations for action on special 
problems to the Federal Data Protection 
Commission, which also hears appeals from 
decisions of the Commissioner and other matters. 
There are limited criminal sanctions for enforcement 
of some of the Acfs provisions. 

Belgium's Law on the Protection of Private 
Life Regarding the Processing of Personal Data  was 
enacted in 1992. It applies to automatically 
processed and manual data, in the public and private 
sectors. Data users are required to notify the 16- 
member Privacy Commission in advance of 
processing any personal data. The Commission  

maintains a public register containing these 
notifications, it receives complaints and performs 
advisory functions to public and private bodies. 
Minimum penalties of 3 months' imprisonment are 
provided for a wide range of criminal offences 
created by the Act. 

Privacy Commissioner Schemes 

All European OECD members have adopted either 
licensing or registration data protection regimes. 
Apart from Japan, none of the non-European OECD 
members have chosen licensing or registration 
schemes. Although privacy commissioners or data 
protectors are established in most international 
regimes, a privacy commissioner is the sole vehicle 
of privacy protection in Canada and Australia. 
Canada's Privacy Act  deals only with the public 
sector, only at the federal level. As David Flaherty 
has pointed out, the Act really has nothing to do with 
privacy; it is simply a data protection Act regardhig 
personal information' held by the federal 
government. It addresses personal information 
"about an identifiable individual that is recorded in 
any form," with a comprehensive list of examples of 
such information in the possession Of government 
institutions. It requires each institution, with certain 
exemptions, to record in a central Personal 
Information Index the nature and extent of personal 
information in its possession. The Privacy 
Commissioner of Canada is appointed to receive 
complaints and investigate non-compliance, but is 
without significant powers other ,  than those to 
facilitate investigations. In particular, the 
Commissioner has no power to force compliance 
with the Act or with his or her recommendations. 
The chief tools available to the Commissioner are 
therefore persuasion and • the ability to publish 
contraventions of the Act in annual reports to 
Parliament. The  only  offences created relate to 
obstruction of the Conunissioner; violation of any of 
the fair information practice principles is therefore 
not backed by any public sanction. The Act is, 
however, an admirable example of how the 
principles of fair information practice can be applied 
in legislation; its failing lies in its restricted scope 
and minimal mechanism for enforcement of its 



Failure to comply with the code, even though that 
failure is not otherwise a breach of any information 
privacy principle, shall, for the purposes of Part VII 
of this Act, be deeined to be a 'breach of an 
inforniation privacy principle. 

Section 45H(b), Privacy Act 1993  (N.Z) 
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provisions. 
Australia's Privacy Act 1988  is aLso 

restricted to the federal public sector, excepting only 
the credit reporting industry and certain data 
matching activities between public and private 
agencies. The Act applies to personal information 
"whether recorded in a material form or, not." 
Eleven information privacy principles are set out in 
the body of the Act. / A Privacy. Conunissioner is 
established with • a broader mandate - than the 
Canadian Privacy Conunissioner. :  In àddition to the 
complaint investigation power, the Austrialian 
Commissioner is to advise on proposed legislation, 
prepare guidelineà for the avoidance of interférence 

 with individual privacy, promote the understanding 
and acceptance of the privacy principlea, conduct 
research and monitor developments relating to data 
processing and computer technology, conduct audits, 
and maintain a Digest of personal information 
records. In furtherance of the investigative powers, 
the Commissioner may compel the attendance of 
parties to a "cOmpulsory conference," with a 
criminal offence established for failure to attend. 
The ComMissioner may make determinations 
following an investigation, including the award of 
monetary compensation and the making of other 
remedial orders. Determinations are enforced by 
order of the Federal Court, and are subject to review 
by the Administrative Appeal Tribunal. The 
Commissioner is specifically empowered to seek an 
injunction to restrain any actual or proposed 
contravention of the Act. A range of, criminal 
offences are established for hindrance of. the 
Commissioner's investigations. The Act establishes 
a Privacy, Advisory Committee composed of the 
Commissioner and 6 other members, to advise the 

In the performance of his or her functions, and the 
exercise of his or her powers, under this Act, the 
Commissioner shall: 
(a) have due regard for the protection of important 
human rights and social interests that compete with 
privacy, including the general desirability of a free 
flow of information and the recognition of the right of 
government and business to achieve their objectives 
in an efficient way. ... 

Section 29, Privacy Act 1988  (Australia)  

Commissioner and engage in public education and 
consultation. 

The Special Case of New Zealand 

New. Zealand's Privacy Act 1993  is a 
landmark; it is the first comprehensive data 
protection law to be enacted by a non-European 
member of the OECD. It is therefore a model for 
further legislative development in Canada and 
Australia. The Act is based on the Australian Act, 
but applies 14 Information Privacy Principles 
universally to both the public and private sectors. It 
establishes a Priva.cy Commissioner to receive 
complaints, carry out investigations and 
mediate/c,onciliate disputes. Special attention is paid 
to data matching, where the Comtnissioner's 
approval is 'required for any data matching 
operations other than some pre-approved 
government programs. The Act requires all public 
and private sector agencies to designate "privacy 
officers," individuals who encourage compliance 
with the principles and cooperate with the 
Commissioner's requests and investigations. A 
Complaints Review Tribunal is established to hear 
disputes that the Commissioner is unable to resolve, 
and to hear appeals from the Comtnissioner's refusal 
to approve data matching operations. The Tribunal 
is empowered to grant enforceable remedies and 
award damages. 

The Commissioner may apply for 
declaratory judgments in the High Court "any time 
it appears desirable," and regardless of whether the 
matter in question is within the Commissioner's 
statutory mandate. He or she may aLso issue codes 
of practice that modify any of the privacy principles, 
provided rigorous advance notification requirements 



(a) The Congress fmds that 
(4) The right to privacy is a personal and 

fimdamental right protected by the Constitution of the 
United States. 

Section.2, Privacy Act e1974   (U.S.) 
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are met. Such codes are deemed to be regulations, 
and are enforceable as breaches of the information 
privacy principles. The Commissioner has an 
impressive array of investigative powers. 
Complaints may be made by "any person" alleging 
an action "is or appears to be an interference with the 
privacy of an individual." The only criminal 
sanctions provided for under the Act relate to 
interference with the Commissioner's powers and the 
making of false statements. 

The United States 

Standing alone among Western developed nations in 
the context of privacy protection, the United States 
bas a patchwork of legislation at the federal and state 
levels. A compendium of international data 
protection legislation entitles its chapter on 
American legislation as "The USA: First in 
Technology and Last in Data Protection," In an 
address to the 1994 conference of international data 
protection commissioners, Evan Hendricks stated 
that despite some improvements, the U.S. cannot 
seriously be seen as on the road to an adequate 
system of data protection. 

It should not be forgotten, however, that in 
some ways the U.S. is much more advanced in 
privacy protection than other common law nations, 
particularly Canada and Australia. The U.S. has had 
a highly developed system of privacy protection 
under tort law for the past century. Privacy has also 
been recognized as a constitutional right, although it 
has received little judicial elaboration and 
surprisingly limited attention in civil rights litigation. 
These forms of purely individual litigant-driven 
privacy protection are admittedly unsatisfactory, but 
nevertheless have provided protection in situations 
that would not receive protection in Canada or 
Australia. In fact, the United States has in some 
ways the same 2background of general privacy 
protection that exists under human rights documents 
and constitutional rights of privacy in Europe, which 
again leaves other common law nations far behind. 

The Privacy Act of 1974  applies only to the 
federal public sector; the U.S. is otherwise an 
example of the purely sectoral approach to privacy 
and data protection. The Privacy Act  amends the 
United States Code by requiring government 
agencies to comply with rules governing the 
collection and storage of personal information. In 
the characteristic American style, individuals who 
are dissatisfied with actions of any agency are given 
a statutory civil remedy, requiring the 
commencement of a civil action against the 
offending agency. The Privacy Protection Study 
Commission was established to study the use of 
personal information in the public and private 
sectors and make recommendations on the extent to 
which the Act's principles should apply more 
broadly. The Commission produced an impressive 
report in 1977 and was then disbanded pursuant to 
a sunset clause in the Act. The Office of 
Management and Budget, a branch of the executive, 
is assigned responsibility for oversight of the Act, 
but is not given any powers to enforce the Act's 
provisions. The U.S. is therefore the only OECD 
member country in which privacy protection and 
regulation of data protection principles is left 
entirely to the data subject, unaided by any form of 
independent agency (with the exception of data 
protection laws in a few American states). The 
patchwork of federal and state legislation includes 
statutes governing credit reporting, electronic funds 
transfer, protection of medià files from government 
searches, confidentiality of information relating to 
cable television subscribers, the use of wiretaps, 
confidentiality of video rental records, federal . 
computer matching activities and security of 
government computer -systems. hnportant areas of 
public and private data surveillance that are not 
regulated include the fmance and insurance 
industries, direct marketing, medical health 
information, and workplace surveillance and 



INTERNATIONAL REGULATION OF PRIVACY INVASION 23 

employment information. 

Proposed EC Directives 

In view of the great diversity in implementation of 
the data protection principles across the European 
Corrnnunity, fears were expressed at the European 
Commission that the increasing transborder data 
flow within the Community would be hampered. 
This would in tum adversely affect the health of the 
Common Market, and the development of an 
efficient information infrastructure. The European 
Commission therefore drafted a Proposal for a 
Council Directive on the Protection of Individuals 
with Regard to the Processing of Personal Data and 
on the Free Movement of Such Data in 1990. The 
objective of the Directive is to harmonize privacy 
and data protection legislation to facilitate the free 
movement of personal data within the European 
Community. 

The proposed Directive amounts to a 
comprehensive model for domestic legislation and is 
much more detailed and broader in scope than the 
1980 EC Convention. In particular, it applies to all 
personal data, whether public or private, and 
whether in automated or manual form. Member 
states are to enact legislation implementing the 
Directive by January 1, 1993. The export of 
personal data is prohibited unless the recipient 
country provides an "adequate" level of privacy 
protection. The proposed Directive has been 
received with a great deal of controversy, . as its 
implications for business and international relations 
are far-reaching. 

As a result of critical comments from many 

quarters, the Commission re-drafted its proposal and 
released an Amended Proposal in 1992. The 
proposed Directive remains a comprehensive 
prescription for domestic legislation, but has been 
softened in several respects. In particular, the 
"adequate level" of Privacy protection in third-
country transactions will now be determined by 
considering circumstances other than the existence 
of legislation equivalent to European data protection 
Acts. The Directive received Ministerial Approval 
on February 6, 1995, and is expected to be passed by 
the Council on February' 20, 1995. 

The next wave of efforts to harmonize 
European data protection laws will be in the peculiar 
context of the information highway. Another draft 
directive is currently proposed by the European 
Commission, to harmonize privacy rules in the 
context of ISDN (Integrated Services Digital 
Network), which is the system of software-driven 
digital switches that allow many new 
telecommunications services. The proposed 
directive therefore specifically addresses 
telecommunications privacy in the EC countries, 
with the objective of avoiding any restrictions on the 
use of telecommunications services and terminal 
equipment between member states. The concern is 
that services such as automatic display of the calling 
number (Caller II) in Canada) should have unifomi 
rules for blocking of such displays and for the 
equipment used to provide the service. It is expected 
that this directive will be implemented only after the 
general data protection directive is issued. As global 
attention turns to the information highway, this 
directive may become broader in scope and 
ramifications, particularly as work progresses on the 
European information infrastructure. 



AN AGREEMENT ON PRINCIPLES 

The ideal data protection law should strive for as much explicitness as 
possible in the identification ofprivacy interests in order to facilitate, guide, 
and inform the process of limiting surveillance. It is sometimes argued that 
the changing nature of challenges to privacy discoùrages such efforts. Yet, - 
at present, there is a core element of well-defined privacy interests that 
stands the test of time and is not fully susceptible to changes in technology, 
ideology, age, income, or social developments. The core ofprivaiy interests 
remains essentially the same in Western nations, while surveillance threats 
continue to escalate. • 

David H. Flaherty 
Protecting Privacy in Surveillance Societies 

As Colin Bennett found in his comparative policy 
analysis of privacy protection regimes, there is a 
remarkable degree of convergence in policy 
approaches to privacy and data protection in 
different countries. This is explained by a number of 
factors Bennett analyzes, including emulation by 
policy-makers of data protection efforts in other 
countries and explicit efforts at harmonization of 
laws to ensure free flow of information for trade 
purposes. As a result, business and govermnent are 
required to follow principles of fair information 
practice that are quite similar in international privacy 
and data protection legislation. 

These internationally accepted principles of 
fair information practiceseem to be derived 
primarily from the Basic -Principles of National 
Application in the OECD Guidelines. But as Bennett 
demonstrates, the genesis of the principles occurred 
in the early 1970s, when law reform efforts in 
several countries produced strikingly Similar sets of 
policy requirements for addressing privacy and 
computers. The United Kingdom's Younger 
Committee produced principles for privacy 
protection in the private sector .  in 1972, which were 
similar to the results of Canada's l'ask Force on 
Privacy and Computers in the same year. Studies in 
the United States, the Council of Europe, Sweden 
and Germany led to the emergence by 1973 of "fair 
information principles" which were the basis of the 

OECD Guidelines, and most international privacy 
and data protection legislation. 

An analysis of the evolution of these 
principles in legislation would likely reveal the 
degree to which privacy protection policies based on 
human rights, international trade and changing 
technology are interdependent and interrelated, and 
must continue to be so. The chief effort in 
developing these principles is to ensure they are 
simply expressed yet complete. The following is a 
brief statement of the seven principles that are basic 
to all international legislative efforts. 

1. The accountability principle. Users of 
personal information shall be held accountable for 
their compliance with these principles. 

2. The collection limitation principle. 
Personal information shall only be collected for 
such fair and lawful purposes as are specified to the 
individual concerned before its collection. 

3. The data quality principle. Collected 
personal information shall be relevant, accurate and 
complete, and should be kept only as long as 
necessary to fulfil the specified purposes. 

4. The use and disclosure limitation ' 
principle. Once collected, personal information 
shall only be used and disclosed for the specified 
purposes. 

5. The openness  principle. All aspects of 
the use and management of personal information 
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shall be transparent and known by everyone'. 
6. The principle of individual access and 

correction. Individuals shall be assigned a series of 
rights to see  information  relating to themselves and 
to challenge information that is inaccurate, 
incomplete or irrelevant. 

7. The security principle. Personal 
information shall be proteCted against modification, 
loss, theft and unauthorized acçess or use. 

There are, of course, exceptions and 
modifications te thee basic  principles in niany 
international statutes and policy; proposals. The 
degree to which these prinCiples are exPanded and 
modified is an important topiô for *comparative 

alysis; to ensure any privacy and data  protection 
scheme keens up with new technology and 
information practicea': AS Bennett notes, the 
principles seem self-dvident but are based on a set of 
assumptions that are rarely stated explicitly and 
questioned in the data protection Movement. 

Canada is exploring -  new territory by 
developing a universal standard for expressing the 
fair information principles in Codes of pretice. The 
Canadian Standards Association has  been  engaged 
in a thoroug,h, broad-based effort to develop a 
model privacY code. When  the Model ia developed, 
it could be the bails for  all  private sector codes, and 
for data protection legislation. The value Of the CSA 
process lies in the brokerage of competing interests 
and Values among business, gevernMent and 
consumers that is required for sUccessful standards 
development. The principles that emergd erorit this 
process, therefore, may reflect an important 
Consensus that has not been attempted in other , 
countries. ' 

The principles of fair information practice 
are appropriate responses to many of the privacy 
problems set out in Chapter 4. These principles, 
however, do not address an privacy problems. 
Issues of intrusion, surveillance, negligent dischisure 
and privacy invasion for reasons other than the 
collection of information are not adequately dealt 
with by rules of fair information practice. This 
reveals the  importance  of noting the broader context 
of European privacy protection, and the danger in 
iniporting a data protection approach without also 
legislating adequate general privacy protection. 
European data protection acts are not privacy acts, 
because privacy already receives general protection 
under international human rights documents 
implemented by domestid European legislation, and 
by constitutional rights to privacy in several 
European countries. Data protection acts in Europe 
are specific legiSlative efforts to support the general 
protection of human rights, including the right to 
privacy. Apart from Québec, Canada lacks the type 
of gèneral privacy protection that  supports the 
specific focus of European-style data protection acts. 
Additional principles must therefore be formulated 
in Canada, to provide a right to privacy or at a 
minimum, the right to sue others who unreasonably 
invade personal privacy. 

The challenge in iMplementing privacy and 
data protection  principles  lies  in designing 
legislation that gives substance to the sometimes 
lofty and sweeping propositions contained in the 
principles. The next two chapters review some 
methods of detecting and resolving privacy 
problems, and Chapter 10 proposes several schemes 
in which these methods might be applied. 



PUTTING PRINCIPLES TO PRACTICE I: 

OPTIONS FOR DETECTING PRIVACY 
PROBLEMS 

Efficient regulation presupposes the establishment of an independent control authority. 
Experience confirms what was argued in the earliest debates: a mandator),  framework for 
data processing is not sufficient. The legislator must also provide a control to monitor 
collection and retrieval conditions. Neither intervention by the data subject nor any of the 
traditional control mechanisms guarantees adequate supervision. Even if the persons 
concerned are entrusted with control rights, they remain, as a rule, outsiders, deprived of  the 

 knowledge necessaly to understand and evaluate the activities of the various government 
agencies and private institutions. The obvious conflict of interest discredits all attempts to 
reduce the supervision to purely internal procedures. Finally, both the technical knowledge 

•essential for effective monitoring and the necessary intensity of the supervision exclude 
supervision by any of  the  other existing control authorities. 

Spiros Simitis 
"Reviewing Privacy in an Information Society" 

Finding out about breaches of the principles of fair 
information practice is the most important step in 
any regime of privacy and data protection. Even if 
the regime lacks mechanisms to enforce the 
principles, individuals who are aware of privacy 
problems may use the ultimate enforcement 
technique: refuse to do business with the offending 
agency. 

1. 	- Consumer Complaints 

This is one of the oldest and least desirable of 
techniques if relied on without other means of 
detecting' problems. A purely consumer-driven 
complaint investigation system is only as effective as 
the  extent to which individuals are aware that a 
privacy problem exists. In conjunction with other 
techniques for detection of problems, however, a 
complaint mechanism is essential. It allows 
individuals who are not content vvith other detection 
or enforcement steps taken, to bring the matter to a 
third party, hopefully with some power or influence 

•to effect a more satisfactory outcome. There are at 
least three approaches to setting up a consumer 
complaint system. 

(a) Purely Voluntary. Some major 
Canadian corporations and industry associations 
have already set up complaint schemes for privacy, 
whereby individuals bring issues to the attention of 
a corporate ombudsman. 

(b) SelFRegulatory. A more formal 
approach is to refer complaints to a body standing in 
a position of authority over the offending party. The 
best examples are legislatively established bodies 
governing professicinals such as doctors and 
lavvyers. This model is of limited applicability to 
most data users, who would not be subject to such a 
disciplinary regime. • 

(c) Statutory. In many countries, including 
Canada, powers to investigate privacy complaints are 
given to bodies or officials established by statute or 
regulation. 

In terms of investigative powers, it is 
unlikely that any voluntary or self-regulatory model 
could rival powers assigned to statutory complaint 
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investigators, which are reviewed hi the next section. 
A credible consumer-driven complaints system, 
however, is one that does not restrict the complaint 
process to individuals who have experienced the 
particular privacy problem. If the process is open to 
any "interested party," including privacy advocacy 
bodies, the investigative process will not be 
restricted to only those consumers who are yvilling to 
sacrifice their own privacy to ca ll  public attention to 
protecting the privacy of others. 

2. Non-Consumer-Driven Complaints 
Investigation 

A complement to a purely consumer-driven 
complaints investigation process is the establishment 
of a body or official with powers to investigate 
complaints on its own initiative. This is another 
approach, in addition to the interested party 
technique, to removing the restrictiveness of 
complaints investigation only at the instance of 
individual complainants. A body or official with 
power to investigate on its own initiative will be able 
to address privacy ,  problems across a broader 
spectrum of public interest, and likely with a deeper 
appreciation of the nature of the problem than would 
be possessed by individuals. 

To be credible, a self-initiated complaint 
investigator must be equipped with adequate 
investigative powers to deal with uncooperative data 
users. Typically, investigative powers will only be 
used when a data user is truly uninterested in 
complying with fair information practices or 
recognizing the authority of the investigator. A 
suitable complement of powers would include: 
power to subpoena documents and witnesses; right 
of enny to places where personal information is 
collected, stored or processed; power to seek 
warrants of search and seizure; and criminal 
sanctions against persons who hamper or interfere 
with the exercise of investigative powers. 

3. Audits 

The power to audit has always been the most 
important investigative tool in enforcing tax 

legislation. The notion of voluntary non-financial 
audits to preempt government enforcement of 
legislation became widespread recently in the area of 
environmental protection. Waste-producing 
companies endeavour to nainimize their exposure to 
prosecution or civil action for damages by hiring 
specializ,ed auditors to`scrutinize their operations and 
identify high-risk areas. Auditing for compliance 
with fair information practice principles wi ll  be 
similarly helpful, to both industry and government 

Audits may be of at least three types, and 
may be carried out by .at least three different parties: 

(a) Voluntary Audits. 	As in the 
environmental field, firms may decide it is prudent 
to carry out regular privacy audits, using either 
internal staff or third-party specialists. It would be 
less common to see such voluntary audits being 
carried out by a public body or official, but 
government should appreciate the importance of 
preventive auditing, perhaps on a without-prejudice 
basis. A "helping" role  in  this regard is played by 
data protectors and privacy commissioners 
internationally, and is professed to be an approach of 
choice among Canadian commissioners. 

To the extent that voluntary audits may not 
be released to the public or investigative officials, 
thià is less an investigative than a preventive 
technique. . 

(b) Mandatory Audits. Information users 
May be required by law to carry out regular audits, 
which may be done alternatively by in-house 
personnel, by specified or approved third-parties, by 
governnient itselt or by the body or official charged 
with overSeeing compliance with the fair information 
practice principles. The audits would, of course, be 
used as an investigative technique. However, this 
approach would also be an effective preventive 
measure, in the same way that the threat of an audit 
encourages individuals to report fairly their income 
to Revenue Canada. 

(c) Investigative Audits. This may be the 
most effective tool for detecting privacy problems. 
A consumer complaint may raise a single incident of 
breach of the principles; a thorough audit of a 
suspect data user may reveal many problems 
affecting large numbers of individuals. Such an 
audit would aLso produçe solid evidence of brea.ch, 
should a prosecution or other more serious 
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enforcement techniques be required. To be credible, 
an investigative audit power should not require 
"reasonable grounds" to be established by the 
investigator prior to the audit; any data user should 
be susceptible of an audit at any time. 

4. Registration or Notification of Personal 
Data Files 

Several European countries have enacted a 
legislative requirement that data users register with 
a central authority. Among other things, registration 
requires users to inform  the authority of the nature of 
personal information they collect store, process and 
transport, as well as details of the purpose of these 
activities. Other regimes require a softer version of 
registration, whereby data users simply complete a 
form that sets out the nature of their information 
holdings and activities. 

. While registration or notification is not itself 
an investigative technique, detection of privacy 
problems is facilitated by the availability of 
information about activities carried out by data users. 
Users may be identified as "high risk" and so may be 
subject to audits and investigations as the need 
arises. Individuals may themselves investigate the 
information held and activities carried out by data 
users, if they are aware of the existence of data files 
and avail themselves of the rights of access and 
correction. Any consumer-complaint process will be 
more effective if interested individu21s can consult a 
central registry of data users, and learn of their 
activities. 

5. Notice to Individuals of Information 
Collection and Use 

The fair information practice principles require a 
degree of notification to individuals at the time 
information is collected, of both the fact that 
information is being collected and of the purpose for 
the collection. As with a scheme of registration, this 
advance notice facilitates detection of privacy 
problems by alerting individuals to the possibility 
that the principles could be breached. Individuals 
are also able to judge the risks of this occurring, 

depending on the nature of the information collected, 
the identity and reputation of the data user collecting 
it, and the purpose for which the user is collecting 
the information. 

6. Policy VVatchdog: Detecting Privacy 
Problems Before They Happen 

Most Privacy Commissioners and Data Protectors 
are free to comment publicly on legislative and 
policy developments that pose privacy problems, and 
to monitor new technology for privacy impacts. The 
Privacy Committee of New South Wales was created 
with primarily this purpose in mind: to warn 
government,about privacy issues well before they 
became problems calling for govemment attention. 

7. Privacy Impact Statements 

The use of impact statements or assessments has 
proven highly successful in the area of 
enviromnental protection, where "proposals" with 
possible environmental ramifications are subjected 
to a scaled analytical and evaluative process. Use of 
such statements in the context of privacy protection 
has recently attracted the interest of Ontario's 
Information and Privacy Commissioner. Privacy 
impact statements are a sensible, cost-effective 
technique to detect privacy problems in new 
legislation, technology,  and business practices before 
they happen. 

8. Protection for Whistle-blowers 

A great deal of important information about 
compliance with legal ruleS or ethical principles is 
possessed by employees of companies or agencies at 
risk of violating such iules or principles. In the field 
of environmental protection, for example, line 
employees are often aware of the likelihood of 
serious environmental contamination long before a 
disaster occurs. Consequently, some interest has 
been expressed in encouraging disclosure of such 
important information in the public interest, by 
offering protection to employees who notify 
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authorities of such risks. A Whistle-blowers  
Protection Act  was enacted in the United States in 
.1989, and similar legislation has been proposed in 
Ontario and New South Wales. 

Employees 	in 	information-intensive 
industries Will likely be well aware of poor 
information practices long befôre an individual is 
harmed and makes a complaint, and before the 
practice is discovered by normal investigative 
techniques. The public interest in ensuring the fair 
information practice principles are complied with 
may well outweigh any private interests that would 
be offended by encouraging employees to blow the 
whistle. 

9. 	Self-Regulatory Privacy Problem  

monitoring by a public authority, the monitoring task 
may be carried out privately, by bodies such as the 
Quality Management Institute. 

Another possibility is the requirement of 
internal company inspectors or directors of 
compliance, who would be obliged by law to report 
breaches of the law. A lighter version of this is in 
place in Germany, where data protection controllers 
help companies comply with data protection 
legislation. — 

Consequently, there is potential for purely 
private detection of privacy problems. To be 
credible, siich monitoring cannot be done behind 
closed doors; the results should be publicly released 
to ensure that the full impact of adverse market 
reaption by individuals will encourage Strict 
c,ompliance. 

Detection 

The self-regulatory or ,voluntary model of privacy' 
protection usually consists Of industry adherence to . 
an linenforneable .  Code • of practice, with 'a modest . 
voluntary regime. of .cOmplaints reSolutkin; The 
inOdel is typically weakest atthe point of Monitoring 
compliance With the code. At the Most, it is left to 
individunls to bring possible breaches of the Code to 
thé internal• Problem. resolver's  attention : 

. There is room to develop a more  effective  
approach to cOmPliance  monitoring of  a voluntary - 
code. Regardless 'of the enforcement 'problenis, if a .-- 
third-party in.vestigatoiwere .to  be. responsible for 
compliance monitoring, and if  the  resUlts 'of such 
monitoring  were  to .be - publicly, the 
.voluntary model would be considerably 
strengthene.d. • 

As an exaniple, it is  well  known that the 
•Canadian Standards Association has been Working 
for some tinie on.  a mOdel privaey 'code.  Its plan is to 
have the code adopte,d widely by:industry, and . 

• perhaps also adopted by reference in any regulatory . 
• regimes' that may be Created  in the future. To be - 

süccessful, there must be  an  adequate form of 
compliance monitoring. As it is Unlikely the private 

. . seetor would welcome some forin ..of • Official . 

10. 	Using Technology to Detect Privacy 
Problems 	, 

The tireless ability of computers to monitor complex 
series of events at high  speed should not be 
underestimated in a search for ways to detect privacy 
problems. It is conunonplace now to find computers 
acting as gatekeepers in conununications between 
large corporations and the outside world. As 
business hooks up to the Internet, such security will 
be critical and rapid development of this technology 
will occur. 

It can be speculated that centrally controlled 
but locally placed computers will scan all activities 
in personal information banks, and record instances 
of data matching and transfers, as well as unusual 
occurrences and unauthorized access. Alternatively, 
information users may be required to operate 
prescribed equipment and programs,, and surrender 
records so generated to a supervisory authority. It 
may not be inconceivable that any individual may 
obtain a report of exactly what transactions occurred 
regarding their personal information over a given 
period of time. 



It within a reasonable tirne after issuing an order in 
respect of a person who carries on an enterprise, the 
Commission considers that appropriate measures have 
not been taken in response, it may publish, in the 
manner it detennines, a notice to inform the public 
thereof. 

S. 84, An Act respecting the protection qf 
personal information in the private sector  (Québec) 

9 PUTTING PRINCIPLES TO PRACTICE II: 

OPTIONS FOR FIXING PRIVACY PROBLEMS 

Ifthe plainti has a right, he must ofnecessity have a means to vindicate and maintain it, and 
a remedy if he is injured in the exercise or enjoyment of it; and indeed it is a vain thing to 
imagine a right without' a remedy; for want of right and want of remedy are reciprocal. 

Holt CJ., Ashby  v. White (1702) 

A human right does not exist if there is no way to 
enforce it; privacy will have no meaning unless there 
are ways it can be attained. This chapter identifies 
some techniques used around the world to ensure 
privacy and data protection. 

1. Persuasion 

This may be the most common problem-solving 
technique among international privacy and data 
protection regimes. A respected school of thought 
holds that the optimal role for privacy 
commissioners and data protectors is to encourage 
compliance with the fair information pra.ctice 
principles, and foster an appreciation for the 
principles among data users. Ascribing enforcement 
powers to commissioners, it is believed, would 
interfere with the more important role of cultivating 
respect for privacy through education and advice-
giving. The fact that some unscrupulous data users 
may capitalize on the absence of sanctions is 
outweighed, it is argued, by the larger impact that 
comes from persuasion and education. 

A credible regime for privacy and data 
protection, however, must ultimately have a way to 
force recalcitrant data users to comply with the fair 
information practice principles. Unless combined 
with other e,ompliance techniques, persuasion alone 
will be inadequate. 

2. Mediation and Conciliation 

The effectiveness of this technique of privacy 
problem solving cannot be underestimated. If 
persuasion has not proven successful, and if both the 

regulator/complainant and the offending data user 
are willing to attempt mediation, then there is a high 
probability that assisted negotiation will resolve the 
problem without further enforcement being 
necessary. 

3. Adverse Publicity 

The German Privacy Conunissioner has had 
significant success forcing compliance by making 
special reports to the legislature, and thereby 
sparldng media attention to the fact a data user is not 
complying with the principles of fair information 
practice. A power to publish adverse findings is 
given to Québec's Commission d'accès à 
l'information under the recently-enacted An Act 
respecting the protection of personal information in 
the private sector.  Negative publicity is an effective 
deterrent of poor information practices, at least for 
data users whose business would suffer because of 
such publicity. Again, however, reliance on 
publicity alone would not he a credible answer to 

public concern that individnalg have no control over 
personal information in the marketplace. 
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4. Auditing 

While ptimarily a technique for detecting ptivacy 
problems, an audit will aLso direct attention to curing 
whatever wealmesses are detected. A properly done 
audit will usually state what procedures should be 
taken to ensure compliance with the fair information 
practice principles. 

Recommendations by auditors associated 
with a privacy commissioner or data protector, if not 
complied with, could become the basis of a 
determination whether a data user has breached the 
principles. 

5. Voluntary, Self-regulatory Compliance 

A data user's conunitment to a code of practice is 
limited by the ability of dissatisfied individuals to 
force compliance when the user is not so inclined. 
Téchniques such  as persuasion and conciliation may 
nevertheless be brought ,to bear on the data user, 
ideally through intervention by a third party with 
moral or actual influence over the user. Experience 
shows that a substantial number of problenu are 
resolved using these techniques. 

There will nevertheless be some problems 
that cannot be resolved without additional sanctions 
or incentives. In some industries, membership in a 
trade organization may be revoked if a data user 
refuses to comply with a code. If membership in the 
trade organization is not essential to carrying on 
business, however, then it is unlikely this type of 
sanction will be effective fora  recalcitrant datauser. 
• If a self-regulatory model were to include a 

mechanism for independent third-party compliance 
monitoring, and also provide for some means of 
forcing compliance, then the self-regulatory 
approach could accomplish the same results as a 
legislated regulatory scheme. It is unlikely, 
however, that an effective system for forcing 
compliance can be devised in a self-regulatory model 
without legislative support. 

6. Drafting and Amending Codes o 
Practice 

An advantage enjoyed by the voluntary/self-
regulatory approach is the speed with which codes of 

practice may be changed or drafted, in comparison 
with the legislative process. Provided there is 
relative industry agreement as to content or change 
of a code, an that is normally required is a formal 
statement of commitment by individual data users 
that they will abide by the code. 

Accordingly, as privacy problems are 
detected, and if they can be resolved by making 
changes to existing codes or drafting new ones, then 
the self-regulatory approach may address issues 
more quickly than any legislative approach. 

In New Zealand, the privacy commissioner 
is empowered to draft and promulgate codes at his or 
her own initiative, whether or not industries have 
drafted their own. The government can impose its 
own codes in The Netherlands. To the extent these 
codes have the force of law, this is not a true self-
regulatory approach. Nevertheless, the notion of a 
supervising authority drafting and distributing codes 
of its own creation is an interesting complement to 
such activity being carried out entirely by private 
sector players. 

7. Administrative Orders and Rule-making 

Public authoritieS charged with regulating a 
particular activity are usually equipped to make 
procedural and substantive orders that are binding on 
the regulated. These powers are useful when 
problem.s arise outside of a typical application or 
dispute calling for the body's decision, such as 
problems arising from technological change. If a 
privacy cominissioner or data protector had such 
rule-making or order-making powers, privacy 
problems could be addressed without engaging in a 
formal complaint-resolving or inVestigative process. 

8. Enforcement Notices 

The United Kingdom Data Protection Act 1984  
allows the Data Protection Registrar to issues notices 
to data users that they must comply with the Act 
within a certain period. These notices have no 
consequence other than to serve warning that if 
compliance is not forthcoming, more severe 
penalties will issue. As the Data Protection 
Registrar has seldom had to take more severe steps 
against data users, it can be presumed that this 
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coercive technique is relatively successful. 

9. 	Civil Liability for Damages 

Some privacy problems are not -truly resolved by any 
of the above problem-solving techniques. If a 
particular breach of the fair information practice 
principles results in harm to an individual, a remedy 
in damages should be provided. Several 
international data protection acts provide that a 
breach of the principles gives rise to an action in 
damages. Some regimes enable the data protector or 
privacy commissioner to award damages, with limits 
on the size of such awards. Civil liability is aLso a 
second form of deterrent against poor information 
practices. An offending data user risks not only 
breaching legislation, but also being liable in 
damages to individuals for  the saine  act. 

10. 	Broad Remedial Powers 

In several jurisdictions internationally, privacy 
commissioners and data protectors are empowered to 
grant broad civil remedies other than damages. 
These remedies include the power to stop unfair 
practices by injunction, ordering the correction, 
destruction or delivery of records, and granting other 
civil remedies designed to remedy the problem or 
compensate a complainant. In the context of data 
users transporting information across international 
borders, data protectors are often given powers to 
prohibit such transfer, or to order conditions prior to 
transfers taking place. 

11. 	Criminal Prosecution 

The threat of prosecution is an effective incentive to 
comply with the fair information practice principles. 
Even though use of criminal sanctions may be quite 
rare, the existence of this ultimate coercive tool 
helps persuade data users to obey the law. 

To be credible, a regime of criminal 
offences should include maximum penalties that are  

proportionate to the high earnings that can be 
achieved in the information processing industry, and 
should apply equally to companies and to the 
individuals who direct them. 

12. 	De-registration or Licence Cancellation 

This is the ultimate sanction for offending data users 
in the private sector. Several international regimes 
set up elaborate and strict registration or licensing 
systems, whereby data users are required to register 
and/or obtain a licence in order to carry out 
personal data processing activities legally. Should 
data users • decline to respect any of the lesser 
compliance techniques, or should particular practices 
be so publicly offensive as to deserve the harshest of 
responses, the data user may be deprived of the right 
to carry on business lawfully, by cancellation of a 
licence or de-registration from the register. . Like 
criminal sanctions, this technique is not often used 
around the world, but it is available to data 
protection authorities should it be required. 

13. 	Establishment of a Public Authority to 
Monitor Compliance 

Most of the powers and remedies discussed above 
are aptly exercised by a single authority, with 
responsibility to oversee implementation of and 
compliance with principles of fair information 
practice in the public and private sectors. The 
authority's role would be first and foremost to 
educate on and promote the data — protection 
principles, but also to ensure data users comply with 
the principles. Not all authorities inte rnationally are 
charged with actual enforcement of data protection 
acts and the granting of remedies thereunder, but 
most are responsible for advocating privacy and 
encouraging data users to adopt fairer information 
practices. Another Important role for these 
authorities is to monitor new technological and 
market developments, and report concerns either 
publicly or to a legislative body. 



REGULATORY OPTIONS FOR PRIVACY 

AND DATA PROTECTION 

(d) Rear Reflector., The reflector or Mount shall not contact the ground 
plane when the bicycle is resting on that plane in any Orientation. The 
reflector shall be mounted such that it is to the rearOftheseat mast with the 
top of the reflector at least 76 mm (3.0 in) below the point ,on the 'seat 
surface  that is intersectedby the line ofthe seat post: The optical  axis. of the; 
reflector Shall be directed rearward within 5° of the horizontal-vertical 
alignment Of the bicycle when the wheelS are travelling in a straight line, as 
defined in s.1512.18(M)(2). The réflectors and/or nuiunts shall incorporate 
a distinct, preferred assembly method that shall insure that the reflectOr' 
meets the optical requirementS of this paragraph (d) when the reflector is 
attached to the bicycle. The rear reflector shall be testedin aceO rdance With 

•the reflector mount and alignment test, s. 1512.18(m). 	 • 	• 
• 

- 	United States, Code of Federal Regulations, 
s. 1512.16(d) 

There are many ways to combine strategies for 
implementing the principles of fair information 
practice. Some options do not call for regulation per 
se, whereas others require carefill design to fit 
Canada's unique political and economic structure, 
and to fit the enormity of the task. 

Thirteen different options will be reviewed. 
No effort can be Made here to provide the detail 
required to help draft legislation, but an outline of 
suggested  content  can be provided: The focus of 
each option will be on the private sector, despite the 
suggestion in this volume that minimum content for 
à privacy and cinta protection regime is to cover both 
the public and priYate sectors. As the Canadian 
public sector is partially covered with a federal and 
some provincial privacy Acts, this discussion will 
focus on the largely Unregulated priate sector. 

Some advantages and disadvantages of each 
option wi ll  be stated, ai well as atty particular 
regulatory design problems that may be associated 
with each option: The options as a whole will be 
evaluated in a subjective  matmer in Chapter 13. 

OPTION ONE: VOLIJNTARISM, PURE AND 
SIMPLE 

This option involves no regulation in the normal 
sense of the word. A purely voluntary regime of 
privacy and data protection involves the adoption by 
data users themselves of norms or standards 
designed to limit and control the way personal 
information is collected, stored, processed and 
exchanged. Typically, these norms will be contained 
in a privacy code or privacy policy that individual 
data users adopt. 

There are now approximately 30 voluntary 
privacy codes in the Canadian private sector, some 
being specific to one company (such as Bell 
Canada), others being drafted by an industry 
association and intended for adoption by members of 
the association (such as Canadian Bankers' 
Association), and still others designed for all 
members of a particular industry (such as the 
Telecommunications Privacy Principles). 

The voluntary nature of this type of privacy 
protection relates to the fact there is no compulsion 
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on any firm to adopt the codes; content is completely 
dependent on what the drafters wished to include; 
and there is no particular compulsion to comply with 
the Code once adopted, other than ethical obligation. 

Voluntary privacy codes typically adopt a 
version of the Basic Principles of National 
Application in the OECD Guidelines, and sometimes 
set out a process by which complaints about 
compliance with the code may' be investigated. 
Where provided, the investigation process is strictly 
on an in-house basis, and investigators are not given 
any powers to ensure compliance with the code. 
There are no penalties imposed for non-compliance, 
other than the possibility under an industry 
association code that association membership may 
be cancelled. 

Advantages 

From the perspective of government, the voluntary 
approach involves no regulatory cost. To a certain 
extent, the drafting and adoption of codes in the 
private sector relieves government of the daunting 
problein of designing rules to apply to diverse 
sectors and information uses. By the same token, 
industries can tailor-make a set of rules to their own 
peculiar needs. As a result, industry-written rules 
can be superior in many ways to universal rules 
created by government. 

Business is attracted to a scheme that avoids 
regulatory restrictions. The process of developing 
and adopting a code can be much simpler and 
quicker than designing and implementing a 
govenunent regulatory scheme. The existence of 
some constraint on business use of personal 
information, it can be said, is better than the current 
absence of privacy protection in the private sector 
outside of Québec. 

Disadvantages 

Nothing can be done if a firm fails to follow its code. 
Expulsion from an industry association is unlikely to 
have any effect on the business operations of an 
offender. If the purpose of adopting a code is to 
change corporate behaviour to protect privacy, then 
the purpose is thwarted if corporate behavioin 
cannot be changed in an instance where it cotmts. It 

will likely be in such an instance that individuals 
will fmd nothing can be done about an intransigent 
information user. Any advantages of the voluntary 
approach will be overshadowed by a public 
perception of futility and ineffectiveness. 

Public perception of a voluntary regime will 
also be coloured by the inherent conflict of interest 
when firms become all at once law-makers, law-
enfbrcers, judges and executioners. No privacy code 
has yet been devised that can dispense with this 
conflict. 

Because adherence to codes is purely 
voluntary, there will always be businesses and 
industry sectors that have not engaged in the process, 
or worse, see no value in it at all. The number of 
codes currently in place is minuscule in proportion 
to  the'  number of businesses using personal 
information in the marketplace. The competitive 
environment for business will be affected by the 
degree to which some businesses have voluntarily 
constrained their information practices, while others 
have  not  A patchwork of compliance with basic 

• privacy principles is not desirable, and perhaps 
ultimately harmful to orderly development of the 
information highway. 

Design Problems 

To the extent that pure voluntarism involves no 
regulatory structure, there will not be any regulatory 
design problems. The corollary of this fact, 
however, is that a regime of voluntarism will be 
haphazard, non-uniform across industries and 
between firms, and difficult to coordinate or manage 
on a national scale. 

OPTION TWO: GOVERNIVIENT-ASSISTED 
VOLUNTARISM 

An apparent contradiction in terms, this option is in 
fact a public regulatory scheme that delegates the 
majority of rule-making and compliance ftmctions to 
the private sector. In some jurisdictions, such as 
Australia, this model is known as "co-regulation". 
Goverriment involvement in this model corrects two 
major deficiencies in the pure voluntary model: lack 
of uniformity in content and in adoption of codes of 
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practice. There are at least three versions of this 
model for consideration. 

(a) The "Light" Version 

A framework Act sets Out basic principles for fair 
information practice, • but does not require 
compliance with the principles other than to 
encourage and faCilitate the drafting and adoption of 
codes of Practice by all industry sectors. An 
advisory body or official is established to assist 
private sector code drafters, and conduct research 
and publio information campaigns on privacy and 
data protection. The advisory body may also be 
mandated to pronounce that codes presented for its 
review comply with the principles enunciated in the 
Act, thus giving a sense of added authority and 
legitimacy to industry-drafted codes. 

(b)  Thé  "Medium" Version 

A framework Act sets out privacy and data 
protection principles, but requires the adoption of 
codes of practice in the private sector within a 
specified time fraine. The advisory body or official 
is empowered not only to assist the code drafting and 
promulgation prOcess, but also to impose codes of 
the body's own creation if private actors have not 
met the deadline. Compliance with the codes is still 
purely voluntary. Provision may be made for 
withdrawal of govenment-created Codes if sititable 
industry-drafted Codes are presented. 

(e) 	The "Heavy" Version 

Under this variation, greater value is placed on the 
supposed voluntariness of privacy codes, and on the 
goal of ensuring codes are properly designed to fit 
the peculiar needs and activities of business. Instead 
of an advisory body imposing codes of its own 
creation On the private 'sector after a deadline has 
passed, stronger incentives are employed to force 
industry to deal with the privacy issue. In thè private 
sector, few incentives are stronger than the dollar. A 
criminal offence sanctioned by  fines for failing to 
produce a code by the deadline seems somewhat 
harsh; a softer approach is to characterize  the penalty 
as a levy assessed in an amount proportionate to the • 

time and effort involved in the advisory body's effort 
to draft an appropriate code. 

Advantages 

In addition to the advantages of a purely voluntary 
system, the government-assisted approach ensures 
codes are adopted universally and have minimum 
acceptable content The use of incentives to force 
attention to the issue may result in a greater degree 
of ownership of the code by industry, i11  comparison 
with agency-imposed codes. The creation of many 
different codes, tailor-made to the needs of each firm 
or industry, may be superior to the universal use of 
one uniform code for the entire private sector. 

Disadvantages 

The fundamental disadvantages of any voluntary 
approach remain, as discussed in Option One. 

The introduction of public authority in this 
model will obviously involve regulatory costs. 
Government would be undertaking the daunting task 
of reviewing or devising codes that will potentially 
apply to any firm or industry that fails to join the 
process. 

Design Problems 

The government-assisted model calls for unique 
applications of public authority. First, the notion of 
a public body "iinposing" à code on a particular 
industry or company requires soine thought This is, 
'however, the technique Carried out in some 
international jurisdictions, such as The Netherlands 
and New Zealand. In the latter, it is the norm for the 
Privacy Coinmissioner to draft and iMpose codes of 
practice that will apply to indUsttY. 

Second, the notion of a levy is a poorly 
disguised application of criminal law, and requireS 
further 'analysis to enSure the idea would work. 

OPTION THREE: C OERC ED 
VOLUNTARISM 

A true contradiction in terms, and in effect. This 
option addresses the issues of content and universal 
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adoption, but now ventures into the territory of 
ensuring compliance with the codes. A framework 
statute is enacted as in Option Two, but it includes 
some of the following mechanisms for ensuring 
compliance. 

(a) The "Light" Version 

The framework requires establishment of industry-
specific privacy problem-solvers or ombudsmen, 
funded and supported entirely by the industry. 
While such problem-solvers have no enforcement or 
investigative powers per se, they are mandated to 
receive consumer complaints and perhaps also 
monitor Compliance with codes of practice adopted 
by industry members. Germany adopted a variation 
of this technique long ago by requiring companies 
that process significant amOunts of personal data to 
install a Data Protection Controller. The Controller's 
chief task is to ensure the company is complying 
with the Act. 

The most important technique — and 
perhaps the only one — at the disposal of such 
problem solvers is persuasion. Another impôrtant 
role is educative: to cultivate compliance by 
familiarizing company officials and employees with 
the value of privacy and the goals of the regime of 
privacy and data protection. 

This model is similar to the role.played by 
the Privacy Commissioner of Canada in the federal 
public sector: primarily persuasive/educative, with 
mediationkonciliation being the most common 
technique for resolving complaints. 

(b) Three "Medium" Versions 

(i) Codes enforced by Order. Truly effective 
c,ompliance with a code of practice, as with any type 
of regulation, comes when there are sanctions for 
enforcement. In this variation of the coerced 
voluntarism option, relatively untested waters are 
entered. It is proposed that a public body or official 
be given power to make orders that a private sector 
data user comply with a provision of its own code. 
A first step toward this approach is fotmd in New 
Z,ealand's  Privacy Act 1993,  which provides that the 
Privacy Commissioner may entertain complaints 
based on contraventions of codes of practice. The 

Commissioner is given power to issue a broad range 
of remedies for resolving complaints. The next step 
from complaint-resolving power is power to make 
orders requiring firms to comply with their own 
codes. 

The Lindop Commit-tee in England 
recommended that codes drafted by the data 
protector would be enforced by making it a criminal 
offence for them to .be. contravened (this 
recommendation was not, however, implemented in 
the United Kingdom's Data Protection Act 1984).  In 
the proposed "medium" version, failure to follow 
orders to comply issued by the public body is a 
criminal offence, but it may not be necessary to use 
criminal sanctions initially. To soften the harsh 
impact of such enforcement power, provision may be 
made for judicial or other review of an enforcement 
order, prior to criminal sanctions for disobedience 
taking effect. 

(ii) Codes by Regulation. In this variation, codes 
are given the force of law themselves, by having 
thern adopted or enacted as regulations pursuant to 
the framework Act. This model is implemented in 
Ireland and New Zealand. 

(ill) Enforcement by Contract. The framework Act 
provides that the provisions of any privacy code 
adopted by industry are made implied terms in 
contracts between the industry and consumers. This 
creates a civil cause of action for non-compliance 
with the code. The possibility of using contract law 
in the context of privacy and data protection is not 
often appreciated, and can be a very effective 
regulatory option. 

(e) 	Two "Heavy" Versions 

This variation of the model improves the ability of a 
public body or official to detect breaches of the 
codes. 

(i) Industry Ombudsmen with Teeth. Recent 
literature on new regulatory techniques discusses 
"compliance officers", who are required by law to 
report any company practices that do not comply 
with a code (or with other legal rules). Enforcement 
steps are 'then taken by a public body, upon the 
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information of the compliance officers. This adds 
authority to the work of 'industry ombudsmen, as 
firms would know the ombudsmen have no choice 
but to report compliance problems. 

(ii) Public Ombudsmen. In this variation of the 
model, a public body or official is responsible for 
performing the investigative role performed by 
indu.stry ombudsmen. This model therefore coMes 
dangerously close to the notion of a data protection 
agency. At this stage, however, the public 
ombudsmen may be restricted to those firms or 
industries which do not have their own ombudsmen, 
and in which it is uneconomic or infeasible to 
require ombudsmen to be appointed. 

Advantages 

This model attempts to remedy three chief 
wealcnesses of voluntary regimes. First, framework 
legislation requiring the making of codes of practdce 
ensures comprehensive coverage in the private 
sector. Second, the Act also ensures codes have a 
minimum acceptable content. The third and most 
vexatious of the weaknesses of voluntary codes is 
addressed by one of three levels of coercive 
influence: • codes may be given the force of law 
themselves, or by implied contract; industry-specific 
ombudsmen may be required by law to report non-
compliance; or the ombudsman role may be played 
by a public body or official, backed by criminal 
sanctions. 

The Coerced Voluntarism model combines 
the best of the two competing worlds in privacy and 
data protection: the convenience and simplicity of 
industry-drafted voluntary codes, with the effective 
compliance that can only come from the use of 
sanctions and remedies with the force of law. 

Disadvantages 

Not surprisingly, the combination of the best also 
brings a combinafion of the worst from each worlds. 
In the "Light" variation, the inherent conflict of 
interest by having industry investigate and coerce 
itself is still present; similarly, there are still no 
ultimate remedies for individnals who are not 
satisfied with the industry problem solver's 

persuasive or mediative techniques. The "Light" 
model also risks being unduly duplicative and 
confusing, with many different ombudsmen for 
individuals to turn to across the private sector. Some 
sectors of industry, obviously, will either be too 
small or will be otherwise inappropriate for 
establishment of their own .ombudsmen. A test will 
have to be devised for the ombudsman requirement 
in smaller industries. 

The "Medium" variations are curious 
hybrids between public and private control, which is 
an untested regulatory technique, at least in Canada. 
None of the variations can deal adequately with the 
problem of repeat offenders, develop an effective 
national regulatory strategy and address ever-
changing technology. 

The "Medium" and "Heavy" versions will 
involve higher regulatory cost. The interesting 
problems posed by public enforcement of private 
rules have not been explored in Canadian 
jurisprudence, and so there are inherent uncertainties 
in the model. There is also a risk that by attaching 
enforcement to privately drafted rules, the 
framework legislation containing the principles of 
privacy and data protection may lose some moral 
force. 

• Design Prciblems 

Forcing industry sectors to establish privacy problem 
solvers is a unique concept and will carry with it all 
the uncertainties of an untried regulatOry technique. 
The hybrid model of a public authority enforcing 
private rides is also unique, but the notinn of 
adopting codes or standards by reference is not 
unlmoWn in government regulation. 

More challenging regulatory design 
problems arise by enabling a public authority to 
make orders that private actors should coMply with 
their own rules. If such orders are to be enforceable, 
particularly by criminal sanctions for , their 
disobedience, it iS more than likely that the exercise 
of such power will be subjected to rigorous and 
frequent judicial scrutiny. The notion of using 
iniplied contractual terms may involve some 
constitutional design problems, depending on the 
legislative vehicle employed to launch the model. 
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OPTION FOUR: 	SECTOR-SPECIFIC 
SELF-REGULATION 

To the extent that this model would only be 
applicable to a few large and politically developed 
industry sectors, it will receive passing comment 
only. 

Current examples of self-regulation are not 
usually found in private business other than in 
professions such as law and medicine. Professions 
are businesses, however, usually operating like any 
other business in the private sector. Professions 
share attributes of trust and expectations of high 
standards of service, not unlike public expectations 
of major users of sensitive personal information in 
the private sector. Professions are practiced 
uniformly and are relatively narrow in terms of the 
types of services provided, not unlike some major 
information handling companies in the ptivate 
sector. 

There are obviously many reasons why the 
professional self-regulatory model would not work 
in non-professional situations. The model itself, 
however, is of some interest to protect privacy in 
large, information-intensive industries such as 
telecorrnnunications, insurance, fmance and direct 
marketing. These industries already have a degree 
of structural integration at the policy level (they all 
have industrial associations that take an active role 
in goverrunent and regulatory matters, as well as 
promotion of the industry), and they are all 
motivated to maintain a high standard of service and 
engender public trust in their activities. 

Accordingly, the concept of enabling these 
or other appropriate privacy-sensitive industries to 
self-regulate the issue of compliance with privacy 
and data protection principles deserves sonne 
consideration. Such a regime could be set up as a 
single piece of legislation, constituting for each 
industry sector a board or council composed of 
democratically chosen industry players, and 
conferring on this body limited powers to enforce the 
principles. The bodies' powers would be carefully 
limited to privacy and data protection matters, so as 
not to interfere with cuffent regulatory structures 
governing the industry. Critical to the success of 
this type of model is a requirement that to provide 
the particular type of privacy-sensitive service, the  

provider must be a member of the industry 
association in question. 

The self-regulatory bodies could also take 
over the role of drafting, approving or assisting with 
the development of privacy codes for individual 
industry players. The bodies vvould be mandated to 
attempt the same type of mediated/conciliated 
solutions as in other privacy regulatory models, but 
they would have the power to order compliance with 
the principles where necessary. As with 
professional disciplinary bodies, the ultimate 
sanction is suspension or surrender of the right to 
carry on business in the field. 

To the extent that some industry associations 
in privacy-sensitive areas have already assumed 
limited self-regulatory roles, this form of statutory 
self-regulation may be a logical development in the 
industry. For example, the Canadian Direct 
Marketing Association (CDMA) has already 
assumed the task of advocating and enforcing a self-
designed privacy code, which lacks any enforcement 
power other than cancellation of. Association 
membership, which has no significant economic 
impact on a member. A CDMA Privacy Council 

' with statutory powers may be a welcome addition to 
the Association's efforts. 

Advantages 

This model could capture several of the most 
information-intensive industries on the information 
highway, which together may give rise to the bulk of 
privacy problems that would otherwise be dealt with 
in some other regulatory scheme. The model retains 
a sense of industry ownership of privacy rule 
development and enforcement, and succeeds in 
meeting industry's desire to avoid additional 
government regulation. 

Disadvantages 

The model would do nothing to resolve the current 
patchwork of privacy protection in different 
industries. It is clearly limited to industries having 
cohesive associations with the political maturity and 
confidence to take on a regulatory role. This model 
is also plagued by the conflict-of-interest problem 
that hatmts all self-regulatory or voluntary regimes, 
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including the professional model. The regulator's 
first loyally is often perceived — rightly or wrongly — 
to be to the profession itself and only seeondârily to 
the public interest. there will also be considerable 
duplication df effort, in the sense that several bodies 
will have members and staff devoted to urging 
compliance with the same basic privacy principles. 
This may be less of a disadvantage, however, if the 
industries in qùestion generate a considerable 
number of privacy problems that would otherwise 
drain the resources of a more general reg-ulatory 
body for all industries. 

Design Problems 

Carving out regulatory turf from under existing 
regulators (such  as CRTC, Superintendent of 
Financial Institutions, federal and provincial 
Superintendents of Insurance) may be technically 
difficult to accomplish, and vulnerable •to atta.ck as 
unnecessarily duplicative of an existing regulator's 
role. The notion of forcing existing businesses to 
become members of a particular association in order 
to carry on business may be without precedent and 
will no doubt be controversial. 

OPTION FIVE: 	ADDED-ON PRIVACY 
REGULATION BY EXISTING REGULATORS 

A corollary to Option Four is to add priVacy 
regulatory responsibilities onto the current duties of 

• regulators Controlling information-intensive 
industries. An immediate and particularly: 
appropriate exaMple iS to add tO the CRW's ditties 
as regulater of the major telecommunications 
carriers. The CRTC is well placed to handle privacy 
regulation on the information highway, and it has 
already been given privacy reSponsibilitiès in the 
area of automatic dialling deviees and Miselicited 
telephone calls. The Commission has also embarked 
on a major regulatory inquiry into convergence of 
teleccimmunications and broadcasting, which 
involves many technologies and praCtices that 
threaten privacy. Addedon regulatory responsibility 
could again be - acComplished by a single Act 
amending the empowering Acts of ; eXistirtg 
regulators, to include priVacy juriidiction. 

Advantages 

A major advantage to this approach is that the 
regulatory cost involved is minimal in comparison 
with creating new privacy-specific regulatory bodies. 
There is also an existing regulatory structure in 
place, which presumably has had its jurisdiction and 
powers well-tested, and is in an established  position  
of power.  in the industry. A layer of privacy 
responsibilities may be added to current regulatory 
duties without major change to the face of regulation 
in the industry. 

Disadvantages 

This approach is also limited by the number of 
existing regulators in privacy-sensitive industries. 
Only a few industries on the information highway 
are currently regulated to a significant extent by a 
government agency. Adding privacy duties to an 
existing board will add regulatory burden to an 
agency whose first priorities are highly unlikely to be 
in the privacy area. Most existing regulatory boards 
operate in an adversarial, legalistic environment; this 
may preclude or diminish the effectiveness of the 
mediation/conciliation approach to problem-solving 
in privacy matters. Finally, the sheer scope of 
regulating the information highway may prove too 
much for an agency such as the CRTC to manage 
adequately and maintain its current regulatory 
responsibilities. 

Design Problems 

This regulatory naodel is relatively free from special 
design problems, because privacy ditties would be 
added t,o the responsbilities of a regulator whose role 
and powers, it can be presumed, have already been 
satisfactorily designed. 

OPTION SIX: EXTEND THE REACH OF THE 
PRIVACY COMMISSIONER OF CANADA 

This option is similar to Option Three, but makes 
use of an existing and tested public authority. Under 
this model, the Privacy Act  is extended to cover the 
entire Canadian private sector. While central control 
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over the entire private sector is standard in most 
countries internationally, it is more difficult to 
achieve in a federal state. The constitutional 
ramifications of this and other approaches will be 
considered in the next chapter. In this model the 
Commissioner does not have powers of investigation 
or enforcement over private sector actors, which 
lessens any adverse constitutional impact of the 
scheme. 

The Privacy Act  is already based on the 
Basic Principles of National Application in the 
OECD Guidelines, and needs relatively modest 
restructuring to extend its reach to the private sector. 
The objective of this option is to commence private 
sector privacy regulation on a note of persuasion and 
helpfulness, while ensuring the beginnings of a 
comprehensive national regime of privacy and data 
protection are put into motion. 

The "Light" Version 

The Privacy Commissioner continues to persuade, 
educate and mediate compliance with the principles 
of fair information practice, but is also mandated to 
encourage and assist the private sector to implement 
privacy codes of practice. The Conunissioner urges 
adoption of certain minimum requirements in all 
codes, but does not otherwise have power to coerce 
either content or implementation. 

A modest form of complaint-resolving may 
aLso be implemented, but again there is no power at 
this stage to force a desired outcome on a recalcitrant 
data user. A major consideration in the latter regard 
is the huge number of complaints that will be 
generated by the private sector; exercise of 
investigative and remedial/enforcement powers 
would require massive augmentation of the Privacy 
Commissioner's staff and resources. 

The "Medium" and "Heavy" 
Versions 

As in Option Three, variations of this model relate to, 
the degree to which it is desirable to force 
production of codes of practice, and ensure 
minimum content. Variations range from a simple, 
unenforceable statutory requirement that the private 
sector must produce and adopt codes of practice 

within a specified period of time, to empowering the 
Commissioner to impose codes of his or her own 
creation where necessary. 

The Privacy Commissioner may also be in a 
good position to use adverse publicity to supplement 
his or her efforts at private sector compliance. As 
noted in the previous chapter, attention is paid to 
annual or special reports by privacy conunissioners, 
and many businesses loathe adverse media coverage. 

Advantages 

This option  ' involves  modifying an existing 
regulatory  structure, and so will be relatively easy to 
implement The Privacy Commissioner of Canada 
has considerable expertise in the issues and a record 
of accomplishing results without the use of harsh 
enforcement and investigative powers. Con.siderable 
improvement in the private sector privacy protection 
landscape could be accomplished, without the 
controversy that would attach to a regime that 
investigates the private sector ,  and punishes 
offlenders. 

Disadvantages 

IndividuaLs will be disappointed to find that what is 
publicly represented as "private sector privacy 
regulation" is really a system of trying to persuade or 
mediate compliance,  but  then powerlessness in face 
of a recalcitrant data user. Unless the 
Commissioner's Office is properly equipped, it may 
be unable to manage efficiently the huge number of 
complaints expected. The Office may also be unable 
to maintain its other important duties such as public 
education and general supervision of private and 
public sector information activities. The added 
responsibility of assisting with code of practice 
development, and even imposing codes of his or her 
own creation, will also drain the Commissioner's 
resources. 

Design Problems 

The politics and mechanics of extending an existing 
public sector monitoring agency to the private sector 
is relatively unexplored in Canada. In addition to 
the constitutional arrangements, the sheer scope of 

(a) 
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the undertaking is bound to be underestimated, and 
result in severe administrative problems for the 
agency. Implementation of the model is otherwise a 
relatively straightforward process of amending the 
existing Privacy Act. 

OPTION SEVEN: COERCED CO1VIPANY-
SPECIFIC SELF-REGULATION 

A novel form of regulation has emerged in some 
European countries over the past decade, under 
'which the private sector is required to devise its OWil 

sCheme for ensuring certain public or safety goals 
are met. In Norway, for example, regulations have 
been .enacted to regulate safety and pollution on 
offshore oil rigs by requiring oil companies to 
produce an "internal control" plan to ensure 
compliance with relevant legislation. Such 
legislation includes general control of oil rig 
operations, as well as acts governing worker safety 

•and pollution control." Companies are required to 
deliver an internal control plan to the Norwegian 
Petroleum Directorate, which examines the plan for 
adequacy. The Directorate may require inclusion of 
such provisions it deems appropriate; there is often 
a process of negotiation between the Directorate and 
each oil company. Failure to produce a plan or 
comply vvith rulings of the Directorate are regulatory 
offences. The regulations specify minimum content 
for control plans, such as regular auditing and 
rigorous quality assurance procedures. Company 
personnel charged with monitoring . and 
implementing the control plan are to be separate 
from other personnel, and answerable only to senior . 

management. 
By analogy, legislation could be introduced 

in Canada that sets out the principles of fair 
information practice, and stipulates how the 
principles are . to be implemented. A system of 
sanctions would be «included, for breach of any 
•provision of the Act. Either the Act•  itself, or 
regulations made pursuant to the Act, would then 
require data users to produce internal control plans 
for ensuring that the legislation is complied with in 
daily operations. A central authority — perhaps the' 

. Privacy Commissioner — would receive the plans  
and generally assist businesses to devise appropriate 

ways to implement the principles. Audits would be 
conducted by employees or by specialists retained 
for the purpose. 

(a) The "Light" Version 

The Act or regulation requires the preparation and 
submission of internal control plans by a certain 
date, but does not include any penalties for non-
compliance. The Commissioner is mandated to 
assist in the process, but does not have any power to 
force content in the plans. Audits are required under 
the Act, but failure to conduct audits does not result 
in any penalty. 

(b) The "Medium" Version 

Failure to produce privacy internal control plans 
within a specified time is an offence. Audits must 
be submitted for scrutiny by the Commissioner. 
Failure to conduct and submit audits is aLso an 

•offence. 	\ 

(e) 	The "Heavy" Version 

If privacy internal control plans are not satisfactory 
to the Commissioner, and negotiation has failed to 
produce satisfactory results, the Conunissioner can 
order inclusion of a necessary provision in the plan. 
The Commissioner has investigative powers to 
inspect business premises and conduct secondary 
audits (or require the company itself to produce a 
more thorough audit). 

Advantages 

The chief advantage of this approach is that it 
requires firms to take special steps to comply with 
the privacy law, thereby easing the need for a large 
investigafive staff in the Commissioner's office. 
Instead, staff focus On deciding whether company 
plans  ensure adequate compliance with legal rules, 
and let companies police themselves. 

Businesses already perform planning 
activities to one extent or another; preparation of a 
plan to achieve privacy protection goals can be 
dovetailed with other business goals. The private 

•sector would retain a sensé of ownership of the 
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means by which privacy and data protection is 
achieved, and could  design ,a  compliance plan suited 
to their own needs. This apiiroach differs from the 
code of practice approach, by diverting private sector 
efforts away from carving out privaey rules, to 
designing a system tô ensure general privacy rules 
are complied with. Audits, whether provided to the 
Commissioner or not, are helpful and educational in 
themselves. The negotiation process that occurs 
between the CommiSsioner  and  individual 
companies enables the regulatory Structure to be 
flexible and meet changing conditions without 
having to amend a legislative rule or voluntary code, 
prOvided these rules are expressed in broad, 
technology-independent terms. 

Disadvantages 

A privacy and data protection act of some sort must 
be enacted. As in the Norwegian example, a 
detailed set of rules are in place before firms are 
required to devise internal control plans. The 
internal control requirement is basically art 
innovative approach to enforcement Since the focus 
of the regulator is away from field inspection and 
toward scrutiny of internal company procedures, 
there is some risk that companies can fail to follow 
these plans and that this cannot be detected. A field 
investigative staff will therefore be required. 
Auditing will reveal non-compliance eventually, but 
auditing itself does nothing to stop unfair 
information practices if there is no will to stop. For 
purists who believe a regulatory scheme should be 
uniform and consistent across and within industry 
sectors, this scheme will not be satisfactory. It 
encourages a hodge-podge of different compliance 
systems, all aimed at accomplishing the sarne result, 
but with approaches to implementation that are 
limited only by the creativity of the implementors. 

Design Problems 

This approach is truly unique to Canada, and so will 
suffer from the design problems assoeiated with any 
untried scheme. 

OPTION EIGHT: CYBER-FtEGULATION 

With Orwellian irony, it is indeed possible that Big 
Brother may protect one's privacy. Tireless, 
boredom-free devices such as the computer may be 
applied to an increasing degree to monitor activities 
in personal information banks, on data 
communication lines, or even on individual 
workstations in privacy-sensitive industries. The 
computers would not necessarily be watching 
peorile; they would be watching other computers. 

The concept of using audit logs to protect 
privacy was discussed as long ago as 1972, in the 
Report of Canada's Task Force on Privacy  and'  
Computers. Computers can generate audit trails for 
analysis by other computers. Suspicious events can 
result in the monitoring computer expelling a user, 
sounding an alarm, shutting down a transmission 
line or locking all files. Cyber-regulation 
contemplates a more sophisticated use of this 
security technology. 

Security and surveillance systems could be 
installed and managed on a company-by-company 
basis, or they could be operated by a central public 
authority. With processing speed increasing 
steadily, it is conceivable that in the 21st century 
computers could easily track pieces of data 
"belonging" to individuRls, to ensure that the privacy 
and data protection principles are complied with by 
data users. At a minimum, automated auditors could 
sample data use at random, using high speeds to 
check on how information is being collected, stored, 
processed and transferred. Any suspicious or 
unauthorized activities, or any use of data contrary to 
the privacy and data protection principles, may result 
in either a higher level of computer surveillance with 

•a view to prosecution of the offender, or the 
dispatching of human auditors to investigate further. 

Encryption is anotlier technology that was 
explored by Canada's .Task Force in 1972. The 
United States recently proposed the universal use of 
a government-developed encryption technology (the 
"clipper chip") as a solution to privacy protection on 
the information highway. Already, however, 
cryptanalysts are finding ways to break encrypted 
communications. Reliance on any single encryption 
technology as a universal privacy protection device 
will only increa.se its vulnerability to attack, and the 
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risks associated with its failure. 
As cyber-regulation is truly speculative at 

this time, its advantages, disadvantages and design 
problems are not yet discernible. 

OPTION NINE: 	REGULATION BY 
STANDARDS ENFORCEMENT 

The dedicated work of the Canadian Standards 
Association on a model privacy code/over the past 
few years illustrates the potential of a privacy 
regulatory regime based on standards enforcement. 
Standards may be based on technoTogy or on 
performance. The CSA is best known in the former 
area, by defming technical standards to be met by 
manufacturers of products posing threats to health or 
safety. The development of performance standards 
is less commonly employed, as appropriate standards 
are often more difficult to defme than technical 
standards. 

A role for technical standards in privacy 
protection can be envisioned, as technology will be 
important in any scheme to prevent misuse of 
personal information (for example, development of 
encryption and other devices to make 
communication and storage of information more 
secure). The more interesting standards 
enforcement technique for the current purposes, 
however, is the area of performance standards. 

The CSA Model Privacy Code (currently in 
draft stage) draws primarily on the OECD 
Guidelines for its content. It aLso contains 
modifications of traditional data protection 
principles respecting informed consent and 
accountability, and it reflects a unique consensus 
that is emerging  I  between government, consumers 
and industry  players. The development athe Code 
is not as important for the current puiposes as the 
manner in which it can be adopted and used as a 
standard by industry. 

The simplest application of the Model Code 
is for it to be adopted ad hoc by firms seeking to 
demonstrate compliance with the privacy and data 
protection principles. It is attractive and helpful to 
start the process of adopting a privacy code with a 
Model representing the collective efforts of drafters 
from a variety of sectors and interests. 

A higher purpose for , the Model Code is for 
it to be adopted-by-reference as a legislative standard 
to which the private sector must comply as a 
condition of using personal information on the 
information highvvay. 

(a) The "Light!' Version 

Framework legislation is enacted as outlined in 
Option Two, but the operating provision is that data 
users must complY with "the CSA standard" for 
privacy codes. As with the CSA's other standards 
activities, there is an independent monitoring agency 
to  confirma  given' data user's code has met the 
industry standard. There is not, :however, any 
process for forcing a data user to comply with its 
own code, for receiving ccimplaints or for use of 
other tedhniques to resolve interpretation and 
cOmpliance problems. 

(b) - The "Medium" Version 

This variation addresses the lack of enforceability in 
the previous version, by prohibiting the handling of 
personal information by any private sector data user 
unless the user has adopted a privacy code that meets 
the CSA standard. Further, a public authority such 
as the Privacy Commissioner of Canada is mandated 
to receive complaints from consumers relating to a 
data user's compliance with its code. The 
Conunissioner applies his or her existing problem-
solving techniques, including education, persuasion, 
and mediation. There are not, however, any further 
coercive measures to ensure compliance. 

(e) .  . The "Heavy" Version 

This variation provides redress to individuals not 
satisfied with efforts to force compliance under the 
previous variations. The Privacy Conunissioner is 
empOwered to issue orders requiring data users to 
comply with their codes; disobedience of such orders 
is a criminal offence. The framework Act also 
establishes civil liability for failure of a data user to 
comply with its code. This could be accomplished 
by creating a statutory right to liquidated damages 
specifying a minimum amount, or by inaking it an 
implied tenn of any data user's contract with 
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individuals (which itself may be implied) that the 
data user will comply with its code in all dealings 
with the individual's personal information. 

Advantages 

Use of a  'CSA standard would lift a significant 
regulatory burden that would otherwise rest with a 
public authority charged with overseeing data 
protection and the development of privacy codes. A •  
consensually-drafted code would promote 
compliance and reduce the need for enforcement 
measures. Not only would there be no need for the 
central authority to scrutinize individual codes, but 
a great deal of the education and development work 
woüld be carried out by the CSA in assisting 
industry to comply with its standard. Presumably, 
the CSA would also continue to develop its standard 
in light of , changes in technology and the 
marketplace. This would relieve the central 
authority of another onerous task: ensuring at a 
policy,  level that the privacy ,  and data protection 
principles continue to be implemented adequately. 

Disadvantages 

This model creates somewhat of a division in 
overseeing private sector data protection: technical 
and performance standards are developed by the 
CSA, while broader matters of supervision and 
problem-solving based on privacy codes rest with a 
central authority such as the Privacy Commissioner 
(or under lighter versions, with an agency designed 
to decide whether codes meet the standard). 
Efficient operation would require adequate 
communication, coordination and cooperation 
between these very different bodies. 

Despite .the advantages of the consensual 
approach  to  making an industry standard, a 
consensus calls for compromise. Depending on the 
matters subject to compromise, the final standard 
may lose important qualities in generalizing and 
arriving at a consensus. The standard-setting 
process is often dominated by major industry 
players, and entirely excludes newcomers to the 
market who were not around when the standards 
were set. A further disadvantage is therefore the risk 
that current major players will use the process to  

secure their market power and position. 
Another 	disadvantage 	relates 	to 

technological and marketplace change. This issue 
has not previously received attention in regulatory 
options above, mainly because the notion of one 
universal standard for voluntary  codes was not 
contemplated. Under other models, codes are 
developed ad hoc, with the only common element 
being minimum compliance with the OECD 
Guideiines. As soon as one universal standard is 
employed, concern is raised that the entire private 
sector would have to corne "up to standard" 
whenever the standard is changed. If frequent 
updating of the standard is not contemplated or 
required, then the universal standard would be lost 
as some industries continued to operate under older 
standards. To overcome these difficulties, the model 
would become similar to the traditional data 
protection Act models reviewed below, whereby the 
"standard" code is embodied in an Act or regulation 
and amended as required. The CSA may also have 
to devise several Model Codes to suit different 
sectors of data users. 

Design Problems 

Incorporating non-legislative standards into a 
regulatozy regime is difficult, but not impossible. It 
is also difficult to devise a sensible technique for , 

recognizing an updated standard. Consideration 
should also be given t io creating a process in which 
certain businesses or industries could be exempted 
from the standard, or another standard substituted, if 
their activities cannot be brought under the universal 
standard. 

As noted, the concept of a public authority 
ordering firms to comply with a standard set by a 
non-governmental authority is a novel one, that will 
require an innovative regulatory design: 

OPTION TEN: SHELL REGULATION 

A cruder and more politically daring version of the 
previous option is to set out in a "shell" statute the 
privacy and data protection principles, and then 
make it an offence for anyone to violate them. More 
refmed versions of the "shell" concept would take 
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advantage of the current movement toward 
responsive reàulation. 

It is an offence under the Fisheries Act  to 
deposit a "deleterious substance" in fish habitat; it is 
a regulatory offence under the çanadian 
Environmental Protection Act  to release a "toxic 
substance" into the environment Similarly, it can be 
an offence to  collet  "personal information" from an 
individual without first notifying. that individual Of 
the collection and the purpose for it. 

This option iS undoubtedly a less elegant 
way of getting firms to take their own steps to 
implement principles of fair information practice, 
but it gives teeth to the law. Under the previous 
option, business was coerced into addressing privacy 
protection in carrying out its activities; this option 
spares the niceties and tells business it has to protect 
privacy. 

A "Light" version of this option would 
simply set out the fact that failure to comply with the 
principles is an offence. A "Medium" version would 
allow for the making of regulations pursuant to the 
Act setting out either one general code of practice 
for implementation of the  principles, or several 
codes for specific industries or privacy-invasive 
activities. The principles of responsive regulaticin 
could then come into play: statutory provisions 
would allow for exemption from the regulation(s) 
upon acceptance  Of an industry's compliance plan 
and execution of an administrative agreement to 
ensure the plan is complied with. 

A "ileavy" version of Shell Regulation 
could delegate regulation-making power to a public 
authority such as the Privacy Conamissioner, of 
Ceneu!n, who would play an integral role in the entire 
scheme. This version would also provide that a 
breach of the regulations gives rise to civil liability 
in damages for any harm suffered, in 'addition to 
criminal sanctions. 

In Ireland and New Zealand, codes of 
practice are enacted as regulations pursuant to data 
protection legislation. This illustrates. the potential 
of a responsive regulatory approach, which has not 
yet taken hold in these two countties. If responsive 
regulation was implemented in these jurisdictions, 
the Ptivacy Commissioner would not only draft and 
enforce codes of practice but would also engage in 
a process of negotiating satisfactory compliance  

plans and administrative agreements with data users. 
This exercise would be of tremendous value in 
educating abeut and encouraging compliance with 
privacy and data protection principles. 'Data users 
may tailor-malce an otherwise Universally applicable 
and binding regulation, thus "buying in" to 
compliance and also getting relief from a rigid set of 

This regulatoty model is similar in objective 
to Option Seven, the Coerced Company-specific 
Self-regulatory model. A binding regulatory regime 
is in place, but industrY is invited to re-work the law 
to better fit its own eircunistances, and then agree to 
abide by its own code. 

This option is alse partieularly suited to 
regulating broad or general legislafive principles. As 
an example of this option's potential, consider the 
area of regulating corporate accounting standards. - 
Legislation requires that corporate accounts -be 
prepared according to "generally accepted 
accounting principles," but dees not specify what 
these are. Firms can avoid prosecution by producing 
expert acciountants who can easily, demonstrate that 
a given practice iS "generally accepted." Under a 
regime of responsive regulation, firms would be 
required by law to write their own accounting rules 
to meet the legislative goal: Regulators and 
shareholders could then hold the cOmpany 
accœmtable and enforce the legialation WithOut 
difficulty.. The universal legislative prinçiples are 
thus made company-specific, without serificing the 
universality of the original principles. 

In this option, plain language in setting out 
the terms of the legislation is critical. The .goals of 
privacy and data protection should be as clear and 
understandable to business as possible. The 
Criminal Code  may not be written in plain language, 
but the nature of offences created therein is often 
clear, and words describing offences are used 
sparingly: Most individuals have an understanding 
of what constitutes crhninal behaviour; and  avoid it. 
This option strives for a similarly harsh but simple 
form of behaviour modification. 

Advantages 

This regulatoty scheme is simple to construct, and 
would likely produce excellent compliance in view 



under international data protection regimes. 
Enforcement of the data protection principles can 
therefore be delayed, and also subject to the 
uncertainties of criminal prosecution. The impact of 
some of the principles on business operations may 
be weakened or changed substantially under judicial 
interpretation, without the consultation and carefid 
consideration of options that otherwise occurs in 
policy development. 

Design Problems 	. 

The major difficulty in designing a regulatory 
scherne backed by criminal sanctions is to ensure the 
criminal  provisions are actually workable, that 
offences can be easily proven and prosecuted. The 
particular harslmess of this model would benefit 

• from some creative application of progressive 
sentencing principles, conunencing with a sehenie 
of alternative measures to prosecution, and including 
programs of victim-offender reconciliation and 
restitution. Finally, the notion of responsive 

•regulation has not Yet been implemented and tested 
in Canada. 	so is subject to the uncertainties 
involved in designing a new approach to regulation. 

• 
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of the harshness of its sanctions. In practice, 
relatively few prosecutions may occur. If 
prosecution is deemed necessaiy, it will likely relate 
to a data user with such poor information practices 
or such an uncooperative attitude that any lesser 
degree of enforcement action would prove 
ineffective. The United Kingdom's pata Protection 
Act 1984  is enforced by criminal sanctions, yet only 
a few administrative orders and prosecutions have 
occurred since the Act came into force. In this 
sense, the stricter regime actually devotes 
enforc,ement resources only where they are 
necessary. This permits better use of resources that 
might otherwise be applied to a large enforcement 
apparatus, such as the operations of most data 
protection authorities aroimd the world. 

As stated, the role played by a public 
authority in this model is to educate• and assist 
•industry to avoid breaching the Act. In privacy 
protection regimes lacking effective enforcement 
tools, however, such a public authority spends a 
great deal of time persuading, cajoling and 
mediating the desired result. In addition, the Shell 
Regulation model preserves the sense of ownership 
by business of the method by which the privacy and 
data protection principles are implemented. 

Disadvantages 

Obviously, a rigid punitive regime such as this 
requires a sizeable enforcement and prosecution 

•staff. There are, however, other Canadian regulatory 
regimes charged with enforcement tasks of similar 
enormity, which are relatively effective in times of 
restraint. There are many fish habitat around the 
country for fisheries officers to patrol, and the size of 
the environment covered by the Çanadian 
Environmental Protection Act  is as wide as the scope 
of the information highway. Major polluters are 
often identifiable and can be more closely watched 
than the activities of other actors whose 

• environmental impact may be proportionately 
smaller. These other punitive regimes are successful, 
but can never hope to cover all of the possible areas 
that the law could be broken. 

Another weakness of the model is that it 
criminalizes and judicializes an area of economic 
activity that is not customarily so treated, particularly 

OPTION ELEVEN: DATA PROTECTION 
ACT — THE NETHERLANDS MODEL 

The Dutch approach to data protection  is the result 
of a long-standing policy commitment to 
Voluntarism and deregulation. The Dutch legislators 
established •  substantive norms that require 
compliance with data protection principles, but that 
require no fiirther elaboration by Subordinate 
•legislation and no action by an administrative body 
to operate. 

Under this model; the data protection 
piinciples are stated positively, in the form of 
commands and prohibitions ("A personal data file 
shall contain only such personal data ai have been 
obtained legitimately and are in accordance with the 
purpose for which the file was set up." -- section 5). 
Unlike the previons Option, Shell Regulation, there 
is no mechanism for enforcement of these legislative 
requirements. 

An administrative body (Registration 



was . not also in the position  of  enforcer. or • . 
prOseçutor. The  Registration Chamber  IS  indeed 
removed  from  a controlling role: • general 

. administrative orders impOsing  codes and rnaking 
.regulations for sensitive Personal data are: in fact- 	• 
•made by the government, and not by the Chamber. • 

Lack-of rigidity is  also  seen as an.advantage 
over more strictly 'enforced regimes. It results in a .. 
nitich less cumberionte, • therefore less cestly, • 

. governMent apparatus for implementation. Finally, . 
thOught that if one industry has a codeapProVed 

by  the :supervising  body,  other members of the .. 
indriStry — and other industries would fellow  the 

 example and ;receive guidance fro.m the pathbre,aker. . 

Disadvantages 

The most serious problem with this approach is that 
the fundamental elements of both the Act and codes 
of practice approved under it are unenforceable. 
Individuals who are unhappy with the Registration 
Chamber's efforts to resolve a complaint must sue 
for damages or other remedies. This is one of the 
least desirable solutions to privacy problems, and is 
certainly the least accessible. 

The lack of any requirement that codes of 
practice be prepared has resulted in a poor 
compliance rate; relatively few Dutch data users 

•have had codes approved by the Registration 
•Chamber.. The number of registrations is also 
seemingly low, for an industrialized country of the 
size of The Netherlands. 	 •  

Design Problems, 

The division of responsibility between the 
Registration Chamber and the govenunent under 
this model poses some interesting  questions The 
making of pdministrative  orders is a subordinate 
legislative fruiction, naturally performed by the 
executive. The Chamber, however, has no official 
role in the process. This jeopardizes the 
•independence of the supervisory process, and may 
result in orders being made 'without the benefit of the 
Chamber's expertise in the field. 

The process of approving codes of practice 
• involves a declaratory power by the Chamber (as 
well  as publication in the official gazette), but 
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Chamber) is established to receive complaints; 
conduct investigations and provide 
mediationkonciliation, but the Act provides few 
powers to enforce its rules. The Chamber is also 
responsible for maintaining and supervising the 
Register of data users. The registration requirement 
is backed bya criminal sanction, but there are no 
other administrative çontrols over users. 

There is no requirement that private-sector 
firms enter into codes of condrict, but the Chamber 
is  empowered to examine codes submitted to it for 
"assessment," alloW public comment on the code, 
and if appropriate, declare that the code conforms - 
with the requirements of the Act. 

The Dutch model does provide, however, 
that the government may impose codes of its own 
making by General Administrative Order. This 

• 
 

power  is not to take effect until the Act has been in - 
force for three years. Non-compliance . with an 
ordered code may be an effence .under Dutch public 

, law, but titis is not made clear in the Act. 
A civil remedy is provided in the model for 

consumers who have suffered damages, or whose 
requests for access or correction have been denied. 
A form of class  action  is also created, allowing 
"interested parties" to seek civil redress under the 
same conditions as individuala 

Advantages 

• This model is an example of a government-assisted 
voluntary regulatory scheme. 	It deserves 
consideration as a separate option because it. is an 
established, tested regime and not speculative, as are 
.many of the options discussed here. As in other 
voluntary models, the data protection principles are 
set out in the Act but compliance with them is not 
backed by any sanctions. Provision is made for 
adoption of voluntary codes in the private sector, but 

• there is no requirement that codes actually be 
adopted. There is power for codes to be imposed in 
certain circumstances, and these codes may be the 
only ones that are enforceable. 

The value of this approach is that a 
cooperative, helping relationship is fostered between 
the body charged with overseeing the principles, and 
those who must follow them. The theory is that a 
public body would be more effective in this role if it 
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confers no authority or privileges on the approved 
codes apart from the publicity value such approval 
may 1ring. Despite a provision in the Act stating 
such a declaration is not binding on the courts, the 
Chamber's stamp of approval -would nevertheless 
dampen any consumer efforts to prove a particular 
code does not comply with the data protection 
principles. 

OPTION TWELVE: DATA PROTECTION 
ACTS — THE PRIVACY/DATA PROTECTION 
COM1VIISSIONER MODEL 

This model combines privacy and data protection 
supervision, and enforcement and planning, in a 
single individual. The persuasive power of the 
personality in this position is typically the most 
important enforcement technique. 

Privacy commissioners or data protectors 
have been established under many international 
regimes. Framework legislation sets out the 
obligations of data users and rights of data subjects 
along the lines of the OECD Guidelines, and then 
establishes the office of the commissioner or data 
protector. 

Commissioners are responsible for receiving 
complaints, public education on privacy, 
encouraging and assisting the adoption of codes of 
practice in the private sector, and often the 
supervision of a scheme of registration or licensing. 
They are typically empowered to conduct 
investigations, resolve conflict by mediation or 
conciliation, and make public reports. They are 
sometimes empowered to make orders enforcing the 
legislation, compensate victims of privacy invasion, 
and initiate prosecution of privacy offenders. 

One of the most important attributes — and 
chief value — of this model is the political and 
financial independence of the commissioner. There 
are often caref-ul appointment processes for these 
positions and efforts to ensure the office is not 
constrained by, underfunding. If a commissioner is 
to be effective, the chances are high that at some 
point there will be conflict with major government 
and private-sector data users. 

(a) The "Light" Version 

Canada's Privacy Commissioner falls into this 
category. The Commissioner's reach extends only to 
the federal public sector, and his or her powers are 
chiefly advisory. There are powers to investigate, 
conduct searches, subpoena witnesses and compel 
production of documents; but in the fmal result, 
there are no po. wers to force the Commissioner's 
view of the problem onto the offending data user. 

The German Privacy Cornmissioner has 
similarly restricted enforcement powers, but is 
responsible for both the public and private sectors. 
An aid to the German official's persuasiveness is an 
expressly authorized and frequently used power to 
report to the Bundesrat on matters a pressing 
concern that the Commissioner has been unable to 
resolve. The public attention generated by such a 
report on a specific problem often carries much 
persuasive clout, particularly in the private sector. 
The Commissioner is aided by a registration 
requirement for all organizations that commercially 
disclose data to third parties. 

(b) The "Medium" Version 

Some privacy commissioners are granted powers to 
see their recommendations implemented, and to 
compensate for damage resulting ftom breaches of 
the legislation. For example, Commissioners in the 

•  United Kingdom and Australia may order data users 
to compensate individuals for harm resulting from 
breach of the principles. The United Kingdom 
Registrar can also issue orders of increasing severity, 
requiring data users to take specific steps  té  comply 
with the legislation. The New. Zealand 
Commissioner may apply in court for a declaratory 
judgment on any matter to facilitate administration 
of the Act. 

The "Heavy" Version 

In this variation, privacy commissioners not only 
have a complement of investigative and 
compensatory powers, they have the ability to make 
binding rules and orders. The New Zealand Privacy 
Commissioner may draft codes of practice and have 
them implemented with the force of law. This is 

(c) 
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also the case to varying degrees in Ireland and 
Australia. Spiros Simitis has observed that data 
protectors in Austria and Norway exercise executive 
powers. As such, they are true privacy czars, with 
power to make as well as enforce the law. 

Advantages 

As David Flaherty has pointed out, privacy 
commissioners are specialists in articulating privacy 
interests on a systematic basis, and in applying fair 
information practices. As such, they are better able • 

than courts or legislatures to perform these essential 
and difficult tasks. If properly equipped with 
enforcement and even rule-making powers, 
commissioners can provide more consistent and 
dedicated level of implementation of the privacy and 
data protection principles. A most obvious, 
advantage possessed by conunissioners over courts 
and legislatures is the ability to apply focused 
expertise to monitor the marketplace and 
teclmological developnients, and ensure the law 
keeps abreast of these. 

This model is more streamlined than the 
bureaucracy-intensive regimes of registration or 
licensing that will be reviewed below. Typical staff 
complements for conunissioners' offices seldom 
exceed 100 employees. 

Disadvantages 

There is only one commissioner, but a vast 
marketplace for personal information. Even with a 
large and effective staff, there vvill be limits tO what 
a commissioner can accomplish, particularly if 
adequate attention is paid to non-enforcement areas 
such as public education and policy development on 
new technologies. In some models, the 
commissioner lacks sufficient powers, and is 
restricted in scope, to be truly effective in the role. 
The danger in a powerless commissioner is the 
public perception that privacy is being protected, but 
the private sector knowledge that the commissioner 
can only decry poor practices instead of stopping 
them. Because the effectiveness of the office is 
determined largely by the personality and 
determination of one individual, if an inappropriate 
appointment is made, the whole regime of privacy 

and data protection may stiffer from whatever 
deference or reluctance to act may plag-ue the 
commissioner. 

Design Problems 

This model Is common in many international 
jurisdictions, and most of the difficulties in 
legislative design are resolvable. Foremost among 
these is ensuring the commissioner's independence 
from 'government, and equipping the office with 
resources to handle the task adequately. 

OPTION THIRTEEN: 	D A T A 
PROTECTION ACT — REGISTRATION AND 
LICENSING SYSTEMS 

Under this model, privacy and data protection is 
designed around a system by which data users are 
required to enter details of their activities into a 
public register. Failure to do so can be un offence, 
or can make any data processing activities illegal. 

• These regimes represent at once the most effective 
and the lea.st effective legislative approaches. On the 
one hand, cancellation of a licence or de-registration 
is the ultimate deterrent to any unfair information 
practice, as it puts a data user out of business. On 
the other hand, these regimes are burdened by paper 
and require large administrative staffs to operate 
properly, and even then with limited results. 

A privacy commissioner or registrar is 
typically established to oversee the scheme. The 
privacy and data protection principles are set out in 
legislafion, which sets out in often painstaking detail 
the various rig,hts and obligations of data subjects , 
and data users. • 

A central component in the model, 
therefore, is scrutiny of the register to determine 
where privacy problems may arise, and malcing 
appropriate contact with data users at the time of 
registration to facilitate compliance vvith the 
legislation. Whereas in The Netherlands registration 
is simply a matter of completing a form without any 
firther administrative contact, in most other 
registration schemes an application is made to bé 
registered, which is then reviewed by the 
administrative body. 



50 PRIVACY AND THE INFORMATION HIGHWAY 

(a) The "Light" Version 

As mentioned, The Netherlands represents the least 
onerous of the registration schemes. It is more 
properly described as a "notification" system, as the 
Act require only that data users enter in the registry 
details of their operations on a simple form. The 
Registration Chamber has no power to refuse 
registration, attach conditions to registration, or 
cancel  registration  if the Act is not complied with. 

(b) The "Medium" Version 

The United Kingdom, Ireland, Germany, Australia 
and New Zealand have all enacted registration 
schemes in which the registrar or commissioner has 
some power to refuse or attach conditions to the 
registration. In Ireland, for example, the Data 
Protection Commissioner may refuse an application 
for registration where the proposed use does not 
contain "appropriate safeguards for the protection of 
the privacy of the data subjects concerned". 

(e) 	The "Heavy" Version 

Sweden and France employ an even stronger 
registration technique: the processing of information 
is prohibited unless data users have been issued a 
licence (in Sweden) or a special regulation (in 
France) after filing an application for registration. 
This model therefore employs very effectively the 
ultimate sanction for non-compliance with data 
protection legislation. 

Sweden's Data Inspection Board examines 
extremely detailed applications from prospective 
data users, and is equipped with broad investigative 
powers to enstue the conditions of licence are being 
met. France's Commission Nationale Informatique 
et Libertés requires detailed declarations to be filed 
by prospective data users, and exercises similarly 
comprehensive investigative powers. It is a criminal 
offence  •to carry out data processing activities 
without the prior approval of the supervising body. 

Advantages 

Registration and licensing schemes facilitate 
enforcement of privacy and data protection acts by 

enabling supervisory ,  bodies to focus on high-risk 
users, and ensure users are familiar with legislative 
requirements. In the heavier versions of the model, 
authorities can invoke the ultimate sanction of 
cancellation of a licence or registration where 
warranted. The register also reveals trends in 
information use, and allows for planning better 
enforcement approaches. The 'process, of 
scnitinizing an operation prior to granting a licence 
is also a very effective technique for preventing 
privacy problems before they occur, and ensuring a 
data user's operation will not result in costly 
enforcement measures later. Registers open to the 
public allow individuals to exercise effectively their 
legislative rights to access and correction. 

Another advantage, noted by the Hong Kong 
Law Reform Commission in its recent study of the 
area, is that these schemes can produce revenue. It 
was found, for example, that if a levy of $100 was 
imposed on all holders of business licences in Hong 
Kong, the revenue generated would completely ftmd 

, a data protection regime on the same scale as that in 
the United Kingdom. 

Disadvantages 

These regimes have been subjected to considerable 
criticism for the huge administrative burden they 
entail, which is shouldered by both governrnent and 
business. Some critics have found that agencies 
charged with supervising these schemes are unable 
to properly ,  handle even the simple step of making 
registrations, and consequently have few or no 
resources to devote to ma tters of education and 
policy. The very act of managing the system tends 
to prevent adequate enforcement on a large scale. 

Design Problems 	. 

The attractiveness of a modest fonn of registration or 
notification has resulted in many international 
regirnes employing the system to one extent or 
another. Some of the associated design problems 
have been explored and dealt with internationally, 
with varying degrees of success. The chief concern, 
however, is to devise a system that minimizes the 
administrative burden on both the regulator and the 
regulated. 
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IMPLEMENTED, PRACTICALLY SPEAKING? 

The concept of  trade  and commerce, the regulation ofwhich is confided to Parliament, is entirely separate and distinct 
from the regulation of mere sale and purchase agreements. Once an article enters into the flow of interprovincial or 
external trade, the subject-matter and all its attendant circumstances cease to be a mere matter of local concern. 

The Rt.  Hou.  Mr. Justice Kerwin, Chief  Justice  of Canada 
Reference re the Farm F'ro ducts Marketing Act (Ontario) 

There has been since the First World War an immense development in the use of aircraft flying between the various 
provinces of Canada and between Canada and other countries. There is a very large passenger traffic between the 
provinces and to andfrom foreign countries, and a very considerable volume «freight traffic not only between the 
settled portions of the country but between those areas and the northern part of  Canada,  and planes are extensiv4 used 
in the carriage ofmails. That this traffic will increase great41 in volume and extent is undoubted . . . The maintenance 
and extension of this traffic, particulart,  to the North is essential to the opening up of  the  country and the development 
of  the  resource.s of the nation. Itrequires mer4 a statement of  these  well-recognized facts to demonstrate that the field 
of aeronautics is one which concerns the country as a whole. 

The Hon. ivir. Justice Locke, Johannesou  v.  West St.  

It seems, therefore, that the most important element of national concern is a need for one national law which cannot 
realistical4,  be satisfied by a cooperative provincial action because the  failure  of one province to cooperate would carry 
with it adverse consequences for the residents of other provinces. A subject-matter of legislation which has this 
characteristic has the necessary national concern to fuser invocation of  the  p.ag.g. power. 

Peter Hogg, Constitutional Law of Canada 

WHEREAS the presence of toxic substances in the enVironment is a matter of national concern; WHEREA S  toxic 
substances, once introduced into the environment, cannot alwaj;s be contained within geographic boundaries; 
WHEREAS the Government of  Canada in demonstrating national leadership should establish national envirànmental 
quality objectives, guidelines and codes ofpracticei . AND WHE.REAS Canada must be able to fulfil its international 
obligations in respect of the environment . . . 

Preamble, Canadian Enviromnental Protection Act 

There are several important but general questions 
concerning how any of the options reviewed in the 
previous chapter could be implemented. Answering 
any one of these questions requires answers to the 
others; answers will usually begin with "It 
depends..." Some of these questions will be 
addressed here in an abbreviated manner. 

The question of when the selected option 
should come into force, however, may be answered  

with certainty. The experience of privacy and data 
protection legislation around the world illustrates the 
importance of delaying the effective date of any,  new 
legislation, and also deferring enactment of 
legislation, until an adequate consultation process 
with the private sector has occurred. 

For example, the Dutch data protection Act 
prohibits approval of any code of practice by the 
data protection authority until a period of public 
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consultation on the code has taken place. The Act 
itself was also to come into force one year after its 
enactment. Consultation in advance of implemen-
tation of any regulatory scheme allows not only the 
deficiencies of the scheme to be identified by its, 
detractors, but it establishes a process whereby 
detractors may claim ownership of the final result. 
The Swedish legislative approach involves broad 
consultation and study of the proposal for years, 
until a consensus on the best approach emerges. 

If effort is made to accommodate the 
legitimate concerns of detractors, even if only a few 
of these concerns can be accommodated, then 
detractors are more likely to compromise and accept 
the new scheme. Likewise, the unaccornmodated 
concerns of detractors may diminish during a 
lengthy period of adjustment prior to the new 
scheme talcing effect. During this period, most 
private sector data users would be preparing for the 
new regime. Resistance to the regime by detractors 
becomes futile and their acceptance of it will be 
inevitable. This approach was taken following 
enactment of the equality clause in the Canadian  
Charter of Rights and Freedoms,  and also in 
implementation of British Columbia's recent 
Freedom of Information and Protection of Privacy 

The important and interrelated questions, 
however, are: should the new regirne of privacy and 
data protection attempt to cover all industries ,with 
general legislation, or cover specific sectors with 
specially modified rules? Should the actual 
implementation of either approach be set out in one 
omnibus Act, or in several related stattites and 
amendments to existing Acts? And fmally, there is 
the omnipresent constitutional question. 

Most OECD countries, however, adopt a 
general approach to privacy and data protection. 
General principles of universal application are set 
out in legislation, and various schemes are devised 
to itnplement the principles comprehensively in the 
public and private sectors.  The  approach is to 
protect privacy by applying univérsal and clearly 
articulated rules to all aspects of daily life. 

The sectoral approach has the advantage of 
addressing in detail the particular threats to privacy 
in specific industries and activities. On the other 
hand, the sectoral approach often leaves many 
important threats to privacy untouched. The general 
approach has the advantage of affording privacy 
protection to all sectors equally, so that there are no 
gaps in protection. On the other hand, there are 
some activities and industries, such as data matching 
and credit reporting, that would be better covered by 
the application of more detailed, tailor-made 
legislation. 

Over time, however, the general approach 
appears to be superior. Not only does the sectoral 
approach contain an inherent defeatism (the 
conclusion that if is impossible to cover all areas of 
human activity with the same legal rules), but it 
suffers more than the general approach from the 
practical difficulties of modern lawmaking. It takes 
time and considerable political effort to enact 
legislation. The sectoral approach falls far behind 
the general approach in this regard. In the United 
States, for example, certain sectors have privacy 
protection, but others — such as life and health 
insurance — may not be covered for years. A general 
privacy and data protection statute can be enacted in 
roughly the same period of time it takes to enact a 
single piece of sectoral legislation. 

Question One: General or Sectoral Approach? 

The United States adopted a sectoral approach to its 
privacy protection regime. In addition to the Privacy 
Aça covering the federal public sector, there are 
several pieces of legislation dealing with data 
matching, cable television company records and 
video rental records. The approach is to protect 
privacy by addressing separately the various ways 
privacy is threatened in the marketplace. 

Question Two: One Act or Many? 

It should not be thought that the general approach to 
privacy protection always employs omnibus statutes, 
while the sectoral approach uses piecemeal 
legislation. To implement a large-scale general 
legislative scheme there will typically be many other 
statutes to enact or amend. These include existing 
statutes governing the public service, criminal law, 
the enforcement of administrative orders, or judicial 
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review,  and appeal from decisions of public 
authorities. 

At the same time, the sectoral approach may 
well employ one omnibus statute to accomplish the 
task at hand completely. Enactment of a video 
privacy Act will not necessarily call for a great deal 
of changes to existing legislation or enactment of 
supporting legislation. 

Other factors, such as differing levels of 
legislative jurisdiction in a federal state, may also 
affect whether it is possible to accomplish the 
legislative goal in a single statute, or in a package of 
statutes, some perhaps enacted by different 
legislatures. 

Accordingly, the answer to this question is: 
it depends on the scope and content of the legislative 
scheme to be implemented, and possibly on the 
constitutional division of powers between 
legislatures. 

Question Three: The Constitutional Question 

Few legislative reforms in Canada — or in any 
federal state — can be developed without careful 
scrutiny for corapliance with vvritten and unwritten 
constitutional arrangements. Canada is particularly 
unlike other federations around the world: our 
written constitution asiigns many  major  legislative 
powers, as well as residuaiy power, to the fed.eral 
government. Our. constitution. as judicially 
interpreted, however, has been readjusted 
significantly to restore a typically federal balance of 
power to the provinces. Unlike other federations, 
however, Canada's centralized constitution inay 
facilitate construction of privacy protection in an 
information infrastructure. 

Of six Western federal states with some 
form of. privacy legislation (Canada, the United 
States, Germany, Austria, Australia and 
Switzerland), three have succeeded in designing 
comprehensive legislative • regimes: Germany, 
Austria and Switzerland. The remaining three make 
do with federal legislation basically restricted to the 
public sector and some private sector activities 
subject to federal regulation. In these three 
remaining counties there is a patchwork of 
dissimilar legislation in some, but not an, of the  

states and provinces. 

The Federal Ideal 

An ideal Canadian legislative scheme covering the 
private sector would consist of coordinated 
legislative efforts at both the provincial and federal 
levels. For example, the federal government has 
exclusive power over criminal law, while the 
provincial governments have exclusive power over 
civil remedies in the courts. Another ideal is for 
both levels of governMent to negotiate a satisfactory 
legislative arrangement; which allows the respective 
legislatures to step around constitutional restrictions 
by agreement, in order to devise a sensible national 
regulatory regime. Some federal agencies, such as 
the Canadian Egg Marketing Agency, have been 
created only because of express provincial 
agreement to allow a national body to operate in an 
area of provincial legislative jurisdiction. 

Privacy and the Canadian Constitution 

Privacy is not found anywhere in the Constitution 
Act. 1867  a.4 a subject of legislative power. 
However, this doei not lead to a conclusion that 
privacy must be a niatter for :provincial power. 
Aeronautics is also unitated in the Constitution; but 
its allocation to exchisive federal power related to 
the transproVincial nature of the subject. 

Is privaCy, then, a subject that is inherently 
provincial or federal? The most common sense 
answer is that, like environmental protection, privacY 
has both federal and provincial aspects, depending 
on the Context in .whiCh it arises: Privacy as a:tort 
between individuals situate within a province will be 
a legitimate subject for provincial legislation, 
whereas privacy on the information highway, it is 
suggested below, will be a subjeet for federal 
legislation. 

Législative concurrency means that the 
federal and provincial legislatures may enact 
legislation  on the same subjects, even to the extent 
of overlap between legislation at the two levels. 
Where there is à confliet in concurrent legislation, 
however, the judicial doctrine of federal 
paramountcy applies. But this rule need not always 
apply. In the area of , Unfair competition, for 
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example, double civil liability in damages under 
overlapping federal and provincial legislation has 
been held to be constitutionally legitimate, not 
requiring the operation of paramountcy (for, it  'was 

 held, no court would actually award double damages 
to a litigant who had already been awarded damages 
in one jurisdiction). Common sense will therefore 
have a role to play in the jurisdictional question. 

The information highway does not divide 
itself 'into easily discerned federal and provincial 
legislative lanes. Nor is it reasonable to try to 
separate the highway and expect two levels of 
government to devise two sets of rules to address 
two levels of private-sector activity. The solution, it 
is suggested, will be the enactrnent of federal 
legislation, supported (if necessary) by carefully 
negotiated provincial legislative concurrence. The 
following is a preliminary analysis of constitutional 
jurisdiction over privacy protection on the 
information highway. 

Privacy on the Information Highway 

The question whether privacy regulation on the 
information highway is within federal or provincial 
legislative power has not been answered. There has 
been no judicial consideration of the matter to date. 
•The ensuing analysis suggests there are specific 
sectors on the information highway where a strong 
case can be made for federal jurisdiction to regulate 
privacy. There are aLso several aspects of federal 
legislative power that can be used to support federal 
competence over privacy on the information 
highway as it affects the private sector generally. 

Distribution of permissible subjects of 
federal and provincial legislation is dealt with in the 
Constitution Act. 1867.  Sections 91 and 92 of that 
Act are the principal sources of federal and 
provincial jurisdiction, respectively. The framers of 
the Constitution in 1.867  could not, of course, have 
contemplated a legislative subject such as the 
information highway, nor the technology on which 
it is based. The telephone had not yet been invented 
and computers were a century in the future. 

Many subjects have arisen since 1867, 
however, that are not specifically dealt with in the 
Constitution. Among these are radio 
communications, aeronautics, television and cable  

television, labour relations and environtnental 
protection. Courts have nevertheless allocated these 
new subjects to federal or provincial jurisdiction, or 
both, based on principles of constitutional 
intepretation developed over the years. A brief 
review,  of some central principles of constitutional 
analysis is a useful point of departure in a•
consideration of legislative jurisdiction over privacy 
protection on the information highway. 

General principles of constitmlonal 
interpretation 

The federal parliament may enact legislation that in 
"pith and substance°  concerns one or more subjects 
of federal jurisdiction enumerated in section 91 of 
the Constitution Act. 1867.2  The provinces may 
make laws that in pith and substance concern a 
subject of provincial jurisdiction' under section 92. 
In general terms, matters of federal competence are 
of national or extra-provincial scope whereas 
provincial competence relates to local or intra-
provincial matters. 

If a provincial legislature passes a law that 
has an impact on a subject outside of its jurisdiction, 
the law will nevertheless be valid as long as the 
extra-jurisdictional impact is only incidental in 
nature? A provincial law will not be permitted to 
apply to a subject within federal jurisdiction if the 
law affects a vital element of the federal subject.' 
The same is true for federal laws having impact on 
subjects within provincial jurisdiction. 

There are subjects where concurrent federal 
and provincial legislative competence is possible. 
Where concurrent laws exist, however, the federal 
law will prevail and render the provincial law 
inoperative to the extent of any inconsistency 
between the two.' 

The division of powers between the federal 
and provincial legislatures is considered to be 
exhaustive. Subject only to some exceptions not 
relevant here, a particular subject will come within 
either federal or provincial jurisdiction. 
Furthermore, the area of provincial jurisdiction is 
considered . to be finite. Therefore, to the extent a 
subject is beyond provincial legislative competence 
it will be within federal competence.' 

There is thus a relationship between the 
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Provincial  jurisdiction  and privacy on the 
information highway 

Federal jurisdiction and privacy on the 
information highway 

There are a number of subjects for federal power 
relevant to consideration of jurisdiction over the 
information highway. There is federal jurisdiction 
.over the public sector as well as federally-regulated 
undertakings in the private 'sector. Regarding the 
private sector in general, there are three other 
sources of federal jurisdiction: section 91(29), 
dealing With works and undertakings extending 
beyond the province; 10  section 91(2), concerning the 
regulation of trade and commerce; and thé federal 
residual power based on the introductory words of 
section 91, permitting Parliament to legislate 'for the 
Peace, Order .  and Good Government of Canada, in 
relation to all Matters not c,oming within the Classes 
of Subjects by this Act assigned exclusively to the 
Legislatures of the Provinces." 

(a) The federal public sector and federally-
regulated private sector. 

Parliament has ample jurisdiction to legislate in 
relation to the Crown in right of Canada. 11  By ,  
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federal and provincial areas of power and a revieve 
of one can help establish parameters for the scope of 
the other. 

The provincial  legislatures are competent to enact 
legislaticin that in pith and substance  relates to any of 
the subjects in section 92 of the Constitution Act., 
1867.  With regard to the information highway, a 
review of section 92 points to paragraph 13, 
"Property:  and Civil Rights in the Province," as the 
leading candidate for proVincial jurisdiction. Other 
possibilities are paragraph 10, "Local. Works and 
Undertakings"  and  paragraph 16, "Generally all 
Matters of a merely local or private Nature in the 
Province." 

Property and civil rights provides the 
foundation for much provincial legislation. It 
describes a bioad area characterized by various 
forms of legal relationship and allows the provinces 
to legislate regarding inàny forms of business;" The 
information highway will be an important business 
and economic resource. However, it is not clear 
whether information travelling on the information • 
highway  cornes  within the concept of either property 
or civil rights: . 

The concept of ptoperty covet's items that 
can be owned, and includes rights of - oVenersitip. 
Information or data is sometimes thought of as 
property, which suggests privacy has an essentially 
proprietary nature. Canadian courts, however, have 
not been quiek to adopt this analysis, preferring to 
deal with privacy-as a right at large depending not on 
private law principles but on a reasonable 
expectation flowing from the circumstanees." 

The concept of civil rights is not used in the" 
 senie•of  civil liberties or human rig,hts, brit refers 

instead to righti recognized by law as incidents of 
various forms of legal relationships between persons, 
such as rights in contract and tort or delict. Privacy 
does not fit neatly into this cenCept Confidentiality 
can be an aspect of contract, but in many situations 
involving an expectation of privaCy there is either no 
Contractual relationship, or privacy tights are not part 
of the bargain. In the area of tort there is no clear 
statement of appellate judicial authority in Canada or  

in .England that invasion of privacy is a tort at 
common law.9  

Another important consideration affecting 
paragraph 92(13) is that it deals with property and 
civil rights "in the Province." This limitation means 
that legislation grounded upon this basis cannot 
apply to matters Wending beyond the boundaries of 
the province, unless that aspect can be characterized 
as incidental or ancillary in nature. 

The structure of the information highway 
centres on telecommunications networks that clearly 
transcend each province's teititory. This same 
limitation affects the reach a provincial power 
under paragraph 92(10) concernhig local works and 
undertakings, and paragraph 92(16) concerning 

• matters of a local or private nature. This limitation 
raises serious difficulty for provincial competence 
concerning the information highway, and control of 

• the flow of information on it. 
The same.difficulty does not apply.to federal 

jurisdiction, which deals generally with matters 
extending beyond provincial or national borders. 
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extension, Parliament may legislate with regard to 
the administrative amis  of the federal gove rnment, 
consisting of the federal public service, federal 
agencies and Crown corporations. Use of the 
information highway in the federal public sector is 
clearly a matter of federal legislative competence. 

The federally-regulated private sector 
consists of undertakings operated on a commercial 
basis, but which come within some subject of federal 
jurisdiction. Examples are banks, airlines, radio and 
television broadcasting companies, and undertakings 
declared by Parliament to be for the general 
advantage of Canada such as Bell Canada and 
nuclear power. As with the federal public sector, 
Parliament has ample jurisdiction to legislate with 
respect to these private sector operations. Use of the 
information highway by this sector may therefore be 
regulated in the same way that Parliament has 
enacted the Canadian Human Rights Act,  the 
Canada Labour Code,  and -the Employment Equity 
Act.  

Federal regulation of the use of the 
information highway ,  by the private sector generally 
is less certain, chiefly because there has been no 
judicial consideration of the matter. The following 
three subjects of federal legislative competence, 
however, have potential as sources of federal 
jurisdiction. 

(b) Works and undertakings extending beyond the 
province. 

Federal jurisdiction in this area focuses on matters 
involving extra-provincial transportation and 
communications. Legislative competençe over 
communications is particularly relevant in a 
consideration of jurisdiction over the information 
highway. 

Communications in general is not confined 
to matters entirely within a province or matters 
extending beyond a province. Frequently there is a 
mix and the same is true for the information 
highway. The approach taken in the courts has not 
been to divide regulation of a communications 
undertaking according to its intra-provincial and 
extra-provincial operations, or even to designate 
regulatory authority according to which component 
is dominant. Where an undertaking invélves extra- 

provincial service on a continuous and regular basis, 
regulatory competence has rested with Parliament.' 

In Alberta Govermnent Telephones v. 
Canadian Radio-television and Telecommunications  

, Conunissiou,",  the application of section 92(10) was 
determined primarily not by the location of 
telecommunications equipment, but by the type of 
service offered. The Supreme Court of Canada 
found that although nearly all of AGT's subscribers 
were located in Alberta, the service offered was not 
so limited. The Court noted AGTs clear links to the 
national telecommunications system and the extra-
provincial service it provided and concluded that 
AGTs operations came within federal jurisdictiOn. 
The Court affirmed that a work or undertaking that 
came within federal jurisdiction  according to the 
exception to provincial competence in section 
92(10)(a) was removed entirely from provincial 
jurisdiction. Similarly, in Téléphone Guèvrement  
kr, v. Québec (Régie des Télécommunications)," 
the full range of telecommunications services 
offered, including interprovincial and international 
service, brought the undertaking within federal 
jurisdiction. 

Using this analysis, support can be 
developed for federal jurisdiction over the 
information highway. The highway involves 
telecomnunications and the exchange of information. 
Extra-provincial connections will be made on a 
regular and continuous basis. To operate in this 
way, the information highway will rely on 
interprovinciai and international telecommunications 
networks, which is a matter of exclusive federal 
jurisdiction. 

Federal jurisdiction over radio and television 
broadcasting also rests on the above analysis of 
section 92(10)(a), as these undertalçings are not 
confmed to provincial territory.' Further, 
jurisdiction over federal undertalcings extends not 
only to regulation of equipment and facilities, but to 
all aspects of operations and management.' In 
broadcasting undertakings, for example, there is 
clear federal jurisdiction over broadcast côntent as 
well as facilities." Jurisdiction  ' over 

 communications content and other aspects of 
management is an important factor in establishing 
measures to protect privacy on the information 
highway. 
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(c) The regtdation of trade and commerce." 

Much has been written about how the scope of this  
apparently rich source of federal jurisdiction has 
tended to be restricted by the courts, frequently in 
favour of provincial power over property and civil 
rights. However, the trade and commerce appears to 
be regaining its vitality. 

Two aspects of the federal  power  to regulate 
trade and commerce emerge from the cases: the 
regulation of interprovincial and international trade 
and commerce; and the general regulation of trade 
•and commerce affecting the country as a whole.' 
Support for federal legislative competence Over the 
information highway will rest on the important 

. economic role of the highway and its relationship to 
business. 

It was established early in judicial 
• interpretation of the trade and commerce  power  that 

Parliament cannot regulate either intra-provincial 
transactions or specific  industries or undertakings, 
eiren those operating on a national basis." However, 

• the Supreme Court of Canada has permitted federal 
regulation of extra-provincial trade and commerce 
even though purely intra-provincial trade would be 
affected as an incidental matter to the regulatory 
program.21  Regulation of the information highway 
would, of course, have a significant interprovincial 
and international dimension. 

The general aspect of federal power over 
trade and commerce was used by the Supreme Court 
of, Canada in General Motors  v. City National 
Leasing"  in support of the validity of the federal 
Competition Act  proscribing uncompetitive business 
practices. The Court  indicated that use of the 
general aspect of the trade and commerce power was 
appropriate where: there was a general regulatory 
scheme dealing with trade as à whole rather than a 
particular industry; an overseeing regulatory agency 
was present; the legislation was of a nature that the 
provinces either jnintly or on their own were 
constitutionally unable to establish; and where the 
absence of a province 'from the regulatory program. 
Would jeopardize operation of the progratn in the 
other provinces that were subject to it. 

To regulate privacy invasion on the 
information highway under the trade and commerce 
power, the federal regime would not be aimed at any  

particular industry and some sort of overseeing 
regulatory agency wbuld be an important element. 
Due to the extra-provincial scope of the 
telecommunications networks involved, there appear 
to be constitutional diffiçulties for the provinces to 
enact comprehensive legislation. In addition, 
privacy regulation on the information highway 
would be flawed if there was a weak link in 
protection arising fium one proyince with an 
inadequate or nonekistent regulatory scheme: 

(d) The federal residital power. 

The courts have identified three branches of the 
• federal residual power: a gap branch conce rning 

matters that do not come within other specified 
- heads ofpower; an emergency branch involving 

temporary circumstances affecting the nation; and a 
national concern branch dealing with matters of 
concern to the country as a whole and not 
compatible with provincial regulation. 

The national concern branch appears 
particularly relevant to regulation of the information 
highway. In this regard, the role of the highway in 
business and economic development will be an 
important factor. 

National concern was discussed by the 
•Supreme Court of Canada recently in Ontario ydro  
v. Ontario (Labour Relations Board)."  La Forest J., 
speaking for the majority, referted to two qualities of 
matters of national concern: First, they have a 
singleness, distinctiveness and indivisibility that 

• clearly distinguishes them as matters of national 
concern. The effect, outside the province, of a 

• province's failure to deal effectively with a matter, 
•provides an indication of whether this requirement is 

satisfied. 
• The other quality is that the matter's scale of 
• impact on Provincial jurisdiction is compatible with 

the fundamental distribution of powers under the 
Constitution. This appears to be a reference to the 
established constitutional principle that federal 
legislation may affect subjects within provincial 
power  but  only in an incidental, ancillary or 
functional way. 

" 	The production of atomic energy is an 
example of a topic of national concern. It is 
predominantly extra-provincial in character and 
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possesses sufficiently distinct and separate 
characteristics to bring it within federal legislative 
e,ompetence. Nuclear generating facilities, however, 
are located within provinces and are used to generate 
power for purposes primarily within the province. 

Although much of the teleconununications 
equipment on the information highway is located 
within provinces, and the purposes for which 
businesses and individuals use the highway may be 
described as "provincial" in nature, there is 
nevertheless a clear extra-provincial quality to the 
highway and a scheme of privacy protection on it. 
The hig,hway operates through an interprovincial and 
international telecommunications network that must 
be single and indivisible in character — "seamless" — 
to ftmction effectively. Should one province fail to 
cooperate in a scheme of privacy protection on the 
information highway, the entire effort would be 
undermined. And a federal privacy protection 
regime would not seriously disturb existing 
constitutional arrangements, as Parliament already 
has exclusive jurisdiction over telecommunications. 

As with undertakings subject to federal 
jurisdiction through the exception to provincial 
jurisdiction in section 92(10)(a), federal jurisdiction 
as a matter of national concern under the residual 
power  overs not just facilities but also content and 
management of operations.' Privacy protection on 
the information highway is an aspect of how the 
highway is used and managed. 

Federal 	legislation 	dealing 	with 
environmental pollution has also been analyzed as a 
matter of national concern . In It, v. Crown  
Zellerbach Canada Ltd„"  the Supreme Court of 
Canada ruled on the validity of federal legislation 
governing the dumping of waste in coastal waters. 
Although the dumping under consideration in the 
case occurred in provincial coastal waters, the Court 
held that the federal Act applied. Its validity rested 
on national concern. The Court noted that marine 
pollution had a predominantly extra-provincial and 
international character. 

National concern has also been suggested as 
the basis for federal competence to regulate toxic 
chemicals." The argument in favour of federal 
jurisdiction is based on the fact pollution is not 
contained within provincial territory and the problem 
of pollution is a serious one affecting the whole  

country. The Canadian Environmental Protection  
Act,  for example, is premised on the doctrine of 
national concern. 

Control of pollution extending beyond 
provincial borders and control of privacy invasion on 
the information highway have several features in 
common. They address subjects that were not 
contemplated in 1867 and that do not fit within the 
stated categories of legislative competence. Both 
subjects involve harmful or undesirable effects that 
by their nature are not confined to provincial or even 
national territory. Like pollution affecting national 
interests, privacy protection on the information 
highway involves factors that suggest efficiency rests 
with a national rather than decentralized approach. 

Conclusion 

In summary, federal jurisdiction to regulate privacy 
onthe information highway appears straightforward 
regarding the federal public sector and the federally-
regulated private sector. Similar privacy protectkin 
for the private sector in general is less clear but 
support for federal competence in this area can be 
found in: 

(a) the difficulty bringing this topic clearly 
within provincial jinisdiction, and in particular the 
problem facing provincial regulation of a matter 
having a significant extra-provincial dimension; 

(b) the exception to provincial jurisdiction 
set out hi section 92(10)(a) of the Constitution Act, 
1867  and the authorities establishing federn1 
competence in telecommunications; 

(c) the trade and commerce power, both as 
it relates to extra-provincial Matters and the 
regulation of trade and commerce in general; and 

(d) the national concern branch of the 
federal residual power, with emphasis on the 
efficiency of centralized regùlation over a provincial 
approach. 

Admittedly, full federal privacy regulation 
for the information highway is not free from doubt. 

• Without specific legislation to consider at this stage, 
' theoretical analysis is missing a practical or 
operational component HoWever, this initial review 
of legislative jurisdiction suggests there is sufficient 
support for general federal competence to warrant 
review and consideration of the full range of 
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possible federal regulato ry  options. Constitutional 
factors will of course be an essential element in the 

•development of working options. The process  will 
 be assisted by more detailed study of constitutional 

jurisdiction in this area, as well as study of how 
national or extra-state matters such as privacy 
protection, pollution, hazardous products, nuclear 

•energy and telecommunications have been dealt with 
in other federations. Some valuable lessons may be 
learned  from  those federations (Germany, Au.stria 
and Switzerland) that have also implemented 

•comprehensive privacy and data protection 
legislation covering the public and private sectors. 

Some Lessons in Federal-Provincial Legislative 
Cooperation 

An illustration of the importance of consultation and 
cooperation is provided by the failure of a major 
federal initiative in consumer protection nearly 20 
years ago. Concern about the patchwork of , 

provincial legislation across Canada in the field of 
consumer credit led to the introduction of an 
omnibus bill in 1977, entitled the Borrowers and  
Depositors Protection Act.  The move was intended 
to hannonize laws to protect cônsumers across 
Canada. The effort, however, suffered from a lack 
of adequate consultation with the provinces and 
fmancial institutions. The bill was vigorously 
attacked by these quarters, and was eventually 
abandoned. The debacle haunted all subsequent 
federal consumer protection initiatives and led to a 
virtual abandonment of efforts in the field by the 
1980s. The lesson here is that no matter how 
important the national problem may be, and 
regardless of whether there may be clear 
federaljutisdiction to act, any sweeping legislative 
reform must be preceded by adequate consultation 
and agreement. 

In a study of harmonization of consumer 
protection laws in 1985, Professor William A.W. 
Neilson identified some interesting legislative 
options for achieving adequate and harmonious 
legislation across the country. These options would 
be of assistance in arriving at cooperative 
arrangements, should provincial jtuisdiction over 
privacy protection prove insurmountable by a single  

federal initiative. In addition to the obvious 
"paramount national standards" model (omnibus 
federal legislation), the following six models have 
either been proposed or implemented to some extent 
in Canada: 

(i) The mirror legislation model, in which 
comprehensive national legislation is enacted, 
mirrored by legislation in each province and 
administered by joint regulatory machinety. This 
model occurs in AuStralia under the name of the 

•National Companiei and Securitieà Industry 
Scheme. The notion ofjoint regulatory mechanisms 
in areas of federal jinisdiction has been dismiSsed for 
some time, particularly in the area of 
telecomimmications regulation. 

(ii) The jurisdictional.  abstention model, in  
which one level of government refrains from acting 
in the area, to allow the other levé! of government to 
fill the vacuum. Several provinces have so 
refrained, to allow the federal Combines  
Investigation  Act  to address trade practiees at the 
provincial level. 

(iii) The contract model, in which the 
regulatory pie is divided between jurisdictions along 
program lines prior to legislation being enacted. 
Such agreements have been worked out in the area 
of agriculture. The failure of these agreements to be 
implemented in areas suçh as advertising indicates 
the importance of negotiations occurring prior to the 
enactment of legislation. 

(iv) The conditional legislation Model, 
where federal legislation is 'adopted and 
administered provincially, on an opt-in basis. 
Alternatively, federal legislation would be 
proclaithed only in  ' those  provinces that lack 
equivalent legislation. The latter apprôach was 
embodied in the scu ttled Borrowers and Depositors  
Protection Act,  and has been implemented 
respecting certain provisions of the Combines  
Investigation Act. 

(v) The concurrent legislation model, in 
which both leveLs of government enact legislation to 
the limits of their jurisdiction, without concern that 
provisions may overlap. This tnodel °cows in many 
areas of government regulation, typically when 
provincial legislation is already in place when 
federal legislation is enacted. 
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(vi) The collaborative/complementary 
model, in which a permanent body of administrators 
(typically at the deputy ministerial level) meet to 
coordinate legislative programs and create task 
forces to consider areas for harmonization. 

Professor Neilson points out that these 
models are not mutually exclusive, and may be 
implemented in combinations that suit the needs at 
hand. He recommends that even in areas where the 
federal gove rnment has exclusive legislative 
jurisdiction, the conditional legislation model should 
be used to fetcilitate provincial implementation and 
enforcement of the federal initiative. 

The Uniform Law Conference Privacy Act 
Deliberations 

A suitable stage for implementation of one of the 
above cooperative legislative efforts has already 
been set in the area of privacy protection. For 
several years the Uniform Law Conference has been 
working on a rnodel Privacy Act,  fashioned after the 
provincial Acts in British Columbia, Saskatchewan, 
Manitoba and Newfoundland. While the 
Conference  bas  not yet adopted a model tort-based 
Act, it is currently exploring privacy and other legal 
implications of Electronic Data Interchange, which 
may spark reneWed efforts to adopt a model Privacy 
Act.  The results of the Conference's deliberations 
could be a ready-made package of privacy protection 
remedies, available for adoption in omnibus federal •  
legislation or implementation nationally in some of 
the  models for harmonization reviewed above. 



THE IMPORTANCE OF ENFORCEMENT 

. . . we argue that regulator} ,  (2gencies are often best able to secure 
compliancewhen they are benign big guns. 7'hat is, regulators will be more 
able to speak softly when they carry big sticks (and crucially, a hierarchy of 
lesser sanctions). Paradoxically, the bigger and the more various are the 
sticks, the greater the success regulators will achieve by speaking softly. 

We argue for a minimal sufficiency principle in the deployment of 
the big and smaller sticks: the more sanctions can  be  kept in the 
background, the'mère regulation can be transacted through moral suasion, 
the more effective regulation will be. 

Ian Ayres and John Braithwaite 
Responsive Regulation  (1992) 

• 

The problem of ensuring compliance with laws that 
implement privacy and data protection principles 
will vex designers of a Canadian regulatory regime, 
as the problem has vexed international regulatory 
designers. Some international jurisdictions maintain 
that criminal or Other sanctions interfere with efforts 
by the data protector to negotiate or mediate 
compliance with the prinCiples. In other 
jurisdictions, rules are supported by criminal and 
civil sanctions in the same way as any major 
regidatory scheme. 

The enforcement problem is particularly 
vexatious  in .a  regime employing privacy codes of 
practice for the priyate sector. Not only is it a 
difficult legislative task to extend public authority 
into the previously tmregulated marketplace, but a 
code of practice  is itself a difficult thing to enforce. 
Any attempt to enforce a code of practice, it is 
argued by some; would pervert the notion of 
cultivating industry compliance by allowing business 
.to design and implement its own rules. 

The "new regulation" holds that industry 
will comply with any rules that capture the proper 
incentiVes, and with which risk analysis shows 
industry must comply for self-preservation. The new 
regulation philosophy, however, would appeal to and 
be followed by only those few large private 
enterprises With an enlightened corporate attitude  

and sufficient concern for their public reputation to 
want to devote resources to drafting and 
implementing privacy rules. 

The majority a private-sector data users 
may not fall into this category of corporate 
behaviour. These data users must therefore be 
subject to enforCeable rules. The economic 
incentives driving these businesses will either be 
different, or not strong enough, to justify 
abandonment of enforcement powers. Further, 
privacy is a value and a human right, that does not fit 
well into the profit motive. 

l'hese considerafions lead to a conclusion 
that some means of enforcing privacy rules is 
necessary in most regulatory  structures. If the goal 
of most types of privacy and data protection regimes 
is to restore choice to the marketplace and give 
individnals the power to decide for themselves their 
informational destiny, then this goal will not be 
achieved if a recalcitrant data user can disobey the 
rules with impunity and thereby nullify any free 
choice or informational self-determinism. 

Deterrence Over Compliance? 

In their thoughtful effort to transcend the 
deregulation debate, Ayres and Braithwaite identify 
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two divergent schools of regulatory thought: the 
deterrence and the compliance schools. These 
theories are currently battling for dominance in the 
privacy protection debate. The former argues that • 

punishment is the only way to ensure compliance 
with regulatory rules; the latter argues this goal can 
only be met by persuasion, and the introduction of 
penalties would jeopardize the ability of regulators 
to persuade. 

After reviewing and conducting research in 
the field, Ayres and Braithwaite conclude there is no 
cross-purpose in using  punitive and persuasive 
techniques concurrently. They conclude reliance on 
either theory exclusively should be avoided: "[t]o 
reject punitive regulation is naive; to be totally 
committed to it is to lead a charge of the Light 
Brigade." 

The authors found that regulation solely 
from the compliance perspective is exploited by 
firms whose only motivation is to maximize profits. 
The deterrent technique, applied exclusively, 
undermines the good will of fnms truly motivated by 
a sense of social responsibility. In the real world, 
however, actors in the marketplace are seldom 
always governed by money alone, or by social 
responsibility alone. The regulated will typically 
exhibit variations of both behaviours at different 
times. 

The Tit-for-Tat Theory of Regulation 

The most effective regulators are those with alarge 
stable of escalating penalties, but who start with a 
persuasive approach. It is important  that  the 

regulator cultivates an image of invincibility among 
the regulated, so that the punitive approach is needed 
only infrequently. 
• Ayres and Braithwaite use an interesting 

analogy to describe their theory, relating to why dogs 
are so successful managing herds of animals much 
larger in size and scaring off human intruders who 
again are much larger and more formidable. The 

 answer is that dogs are masters at creating an image 
of invincibility, by skilful use of a variety of 
hierarc‘ hical scare tactics. They are initially friendly 
to any creature who cooperates, but then can sound 
a warning bark if the relationship deteriorates: 
Ifiriendliness can turn to a warning bark, then a 
more menacing growl, posture and raising of fur 
transforms her -- she is bigger and seems ready to 
pounce, teeth are bared, slightly at first, the dog 
advances slowly but with a deliberateness that 
engenders irrational fears that a sudden rush will 
occur at any moment." The authors thus illustrate 
•the effectiveness of escalating deterrent threats for a 
regulatory being that can also be a best friend to the 
regulated. 

The dog analogy demonstrates what can be 
accomplished using a fit-for-tat regulatory strategy. 
This strategy offers the benefits of both the 
compliance and deterrence schooLs, and few of the 
disadvantages associated with exclusive pursuit of 
either theory. When a data user is cooperative and 
committed to complying with the legislation, the 
regulator is friendly and helpful. The same 
regulator, however, is willing and able to bark at and 
then bite other data users who are less committed to 
compliance. 
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The picture developed in the preceding- chapters  of the flows of personal 
data about Canadians, and of the systems in which these data are stored, 
helps to illuminate some of the issues that lie beneath the surface of the 
complex relationship between personal privacy and information. What is 
clear is that many of  the issues raised bear directly on privacy and related 
interests and values. It is equally clear, however, that some of  the issues do 
not relate to privacy at all but rather to the political power that derives from 
the possession of information. 

Task Force established jointly by the Departments of 
Communications and Justice, Privacy and Computers  (1972) 

The preceding chapters revealed a multitude of 
factors to consider in deciding which regulatory 
options would be best foi Canada. The challenge is 
how to assemble these factors in a meaningful way, 
to rank the various options or at least to compare 
them. 

Cost-benefit analysis was a popular way to 
inject objectivity into this evaluative process, but 
there are serious problems in attempting to attach 
economic value to matters involving social 
regulation and human rights. Other objectification 
efforts include the preparation of regulatory or socio-
economic impact statements, which require decision-
makers to identify the objectives o.  f the proposed 
regulatory scheme, the alternatives examined, and 
the consequences associated with each alterriative. 

- These efforts also call for identification of the costs 
of the scheme to both govermnent and business, and 
specification of the benefits to be expected. 

Not only is such an analysis beyond the 
scope of this volume, but critics of any cost-benefit 
approach to regulatory policy point out that the 
Cartesian logic of the marketplace cannot be applied 
to regulation. This type of analysis suffers from• 
being an economic approach to a political prbblem. 
This chapter therefore presents a subjective, intuitive 
analysis of the options identified in Chapter 10. The 
result will be less scientific and influenced by the 
author's ovvn values. This analysis, more than an 
objective analysis, will therefore stimulate  

discussion and debate on the relative merits of the 
options and the factors used to evaluate them. 

What Can Be Learned From the International 
Expérience  With Privacy and Data Protection 
Legislation? 

It is tempting to compare the dozens of regulatory 
approaches to privacy currently in effect around the 
world and select the most attractive systems or 
aspects thereof. Professor Colin Bennett analyzed 
four different regimes, and found interesting 
convergences in in key areas of both policy and 
implementation. 

The divergences between regulatory 
approaches around the world, however, are 
explained by several factors that illustrate dangers in 
borrowing freely from abroad. In addition to 
obvious differences in constitutional and legal 
systems, different political cultures and histories lead 
to major differences in regulatory requirements. 
Most European countries already operate in an 
enhanced environment for the legal protection of 
privacy, through domestically enforceable human 
rights to privacy. For example, informational self-
determination has been judicially recognized undér 
the German constitution; France has had a right to 
privacy in its Code civil since 1970. Constitutional 
rights to privacy have been established in Sweden, 
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Austria and Spain. 
The effects of the Second World War on 

social• values and attitudes to privacy have been 
noted. Canadians did not experience the same 
degree of terror and so lack the same respect for 
privacy and human rights that is held in Europe. 
This alone requires careful consideration in 
designing a Canadian regime. To import a European 
data protection Act without also importing a 
refreshed human rights environment could be 
analogous to acquiring a BMW automobile engine, 
hoping it would fit nicely in a Chevrolet. 

The pure economic incentives behind much 
of the European data protection legislation should 
also be kept in mind. Some legislative efforts may 
have been launched primarily to avoid exclusion 
from the Common Market, and only secondarily to 
protect human rights. Canada's interest in privacy 
protection on the information highway is similarly 
economic, but there are major differences between 
the Canadian and European marketplaces. 

The Subjective Analysis 

With the above qualifications, and considerable 
reservation, the following purely subjective analysis 
is presented. Seven values have been extracted from 
the previous discussions of international regimes, 
techniques for detecting and solving privacy 
problems and the 13 regulatory options. Each value 
will be described briefly, and then applied in tabular 
form to the options. On a purely subjective basis, 
the options will be assigned either a "high" or a 
"low" rating with respect to each value. 

Cost effectiveness. 	Primarily a 
consideration for govenunent, this value relates to 
the cost to set up and run the given regulatory 
option. It should be remembered that regulatory 
burden also rests on the regulated; this analysis 
makes no effort to evaluate cost effectiveness of the 
options to business. An option  that  is ranked "low" 
will be one that is costly. 

Credibility. A consideration for consumers, 
this relates to the degree to which each option 
establishes enforceable rules. Another consideration 
is whether an option provides effective redress for 
breaches of the privacy and data protection  

principles. For the purpose of this analysis, 
however, the issue of redress will not be included in 
measuring credibility of the options. An option with 
"low" credibility will therefore be one that lacks an 
effective enforcement mechanism. 

Policy .  balancing. Another important 
ingredient in a sucCessful regulatory scheme is the 
degree to vvhich the scheme allows the balancing of 
competing interests in privaCy and brisiness. This 
value measures the ability of each option to 
accommodate conflicting privacy interests in 
particular cases. A "low" ranking indicates an 
inability to apply the privacy and data protection 

. principles in a flexible way. , 
Business certainty. This value addresses 

one of the most cominonly expressed business 
concerns about regulation that whatever scheme is 
implemented should be reasonably predictable and 
consistent in its application to the private sector, thus 
ensuring confidence in business planning and 
minimal untoward effects on the competitive 
environment. An option that is ranked "low" is one 
that makes it di fficult for business to know what the 
rules of the game are in a given situation. 

Comprehensiveness. At a minimum, a 
, sensible privacy regulatory scheme must not be 
balkanized into different regimes affecting 
individual industries, sectors or jurisdictions to 
different degrees. An ideal option is one that applies 
universally, both geographically and sectorally. A 
"low" ranking indicates the option applies onlY to 
certain sectors or jurisdictions. 

Ease of implementation. This is an 
omnibus measure of the teclmical, legal and political 
difficulties that might be encountered in 
implementing each option in Canada. This may be 
the most subjective of all the values, as it is a 
composite of many factors. A "low" ranking 
indicates some difficulties are foreseen in putting the 
option into effect. 

International competitiveness. 	The 
Canadian information highway must ensure business 
and consumers from other countries are not hindered 
in exploring our marketplace. Canadian business 
and consumers should also be able to access our 
marketplace as fully and effectively as in any 
international market. This value attempts to capture 
the degree to which a regulatory option protects 



Revelations in Table One 
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discusse 

• 

• 
• 

privacy to international standard's: While any 	• 
regulatory scheme  imposes  burdens on industry, a 
privacy regulatory regime must prove to the world 	• 
that Canada is a good place to do privacy-sensitive - 
business, or that Canada will adequately protect 	• 
personal information that must be exchanged in the 
course of doing business. A "low" ranking for an 
option indicates the contrary. 	 • 

Changeability. A successfid regulatory 
regime in any technology-intensive field must be 
capable of adapting to new technology and the way 
it is applied in the marketplace. This value relates to 
the ease with which the regulatory option can be 
Modified as the need arises. When this value was 
inserted into Table One, it was found that all options 
were sufficiently flexible to register a "high" value. 
Changeability is accordingly not included as a 
column in the Table.  

the medium version of Option Two, 
Government-assisted Voluntarism; 
all versions of Option Three, Coerced 
Voluntarism; 
the light and medium versions of Option 
Seven, Coerced Company-Specific Self-
regulation; and 
Option Eleven, The Netherlands Model.' 

The options that will not be further 
d are: 

Option One, Pure 'Voluntarism; 
the light and heavy versions of Option Two, 
Government-assisted Voluntarism; 
Option Four, Sectbr-specific Self. 
regulation; 
Option Eig,ht, Cyber-regulation; and 
the light version of Option 'Thirteen, the 
Registration and Licensing Model. 

• 

A straw count of high values created four categories 
of acceptability. Two options received the highest 
ranking: the light version of Option Six, Extend the \ 

Reach of the PrivacY Commissioner; and the 
medium and heavy versions of Option Nine, 
Standards Enforcement. 

The second place category cônsists of: , 

• Option Five, Added-On Privacy Regulation; 
• the Medium and heavy versions of Option 

Six, Extend the Reach of the PrivaCy 
Commissioner; 

• the heavy version of Option Seven, Coerced 
Company-Specific Self-Regulation; 

• the lig,ht version of Option Nine, Standards 
Enforcement; 

• Option Ten, Shell Regulation; 
• all versions of Option Twelve, the Privacy 

Commissioner Model; and 
• the medium and heavy,  versions of Option 

Thirteen, the Registration and Licensing 
Model. 

The category of options that barely survived 
elimination on the basis of acceptability is: 

Further Subjective Analysis 

The straw count, Obviously, is prefnised on the seven , 
values having relatively equal weight. It is also 
based on  ,a black-or-white choice between a high or 
low ranking for each option under, the value 
columns. This, of course, is nothing nice the real 
world of policy-Making: Some interesting 
. comparisons can nevertheless be made, at this 
simple level. 

First, the two highes-t-rated options received 
"high" ranks in all bût the  values of cost 
effectiveness and credibility. AMong options in the 
next category, all  but  two receiVed "high" ranks in 
the values of coinprehensiyeness and international 
competitiveness. The conclusion to be drawn is that 
successful options will he geographically and 
jurisdictionally comprehensive, and will provide 
privacy protection that meets international standards. 

It is proposed; therefore, to treat 
comprehensivèness and international 
coinpetitiyeness as "givens" and eliminate them from 
further analysis. The lowest-rated options will also 
be eliminated from the analysis. 

The remaining values are: 	cost 
effectiveness, credibility, policy balancing, business 
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A SUBJECTIVE, INTUITIVE ANALYSIS OF THE OPTIONS  
(See text, pp. 64-65) 
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, SIONER 	HS' 1 	LOW 	HIGH 	HIGH 	LOW 	HIGH 	 HIGH 	HIGH 

DATA PRO- 	LGIIT  HIGH 	LOW 	HIGH 	HIGH 	LOW 	 HIGH 	LOW 
13 	TECTION: 	  

REGISTRA- 	MED 	Low 	HIGH 	HIGH 	HIGH 	HIGH 	 LOW 	HIGH 

TION AND 	  
LICENCING 	'IVY 	LOW 	HIGH 	HIGH 	HIGH 	HIGH 	 LOW 	HIGH 
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TABLE TWO: 

FURTHER SUBJECTIVE ANALYSIS 

COST 	CREDI- 	POLICY 	BUSINESS 	EASE OF IMP- 
EFFECT- 	BILITII 	BALANCING 	CERTA I NT V 	LEMENTATION 
IVENESS 

GOV'T-ASSISTED 	HIGH 	LOW 	LOW 	HIGH 	HIGH 

VOLUNTARISM - MED  

COERCED yoLuN- 	HIGH 	LOW 	LOW 	HIGH 	HIGH 
TARISM - LIGHT 

5 . 	ADDED-ON PRIVACY 	HIGH 	HIGH 	HIGH 	LOW 	HIGH 
REGULATION 

,EXTEND REACH 	1 Gin 	HIGH 	LOW 	HIGH 	HIGH 	HIGH 
OF  PRIVACY 
COMMISSIONER 	mEl), 	LOW 	LOW 	HIGH 	HIGH 	, HIGH 

HVI 

COÈRCED„C0.-SPECIF. 	HIGH 	HIGH 	LOW 	HIGH 	LOW 
SELF-REGS - HVY 

LIGHT 	HIGH 	LOW 	LOW 	HIGH 	HIGH 
9 . 	STANDARDS 

ENFORCEMENT 	‘ I I  D 	LOW 	HIGH 	HIGH 	HIGH 	HIGH 

1 	LOW 	HIGH 	HIGH 	HIGH 	HIGH 

10 	SHELL 	 LOW 	HIGH 	HIGH 	HIGH 	LOW 
REGULATION 

11 	DATA PROTECTION: THE 	HIGH 	LOW 	HIGH 	HIGH 	HIGH 
NETHERLANDS 

DATA 	 EGHT HIGH 	LOW 	HIGH 	HIGH 	HIGH 
12 	PROTECT ION: 

PRIVACY 	 MED 	LOW . 	 HIGH 	HIGH 	LOW 	HIGH 
COMMISSIONER 

HVY 	LOW 	HIGH 	HIGH 	LOW 	HIGH 

13 	DATA PROT'N: 	MED 	LOW 	HIGH 	HIGH 	HIGH 	LOW 
REGISTRATION & 	  
LICENCING 	li V Y 	LOW 	HIGH 	HIGH 	HIGH 	LOW 
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certainty and ease of implementation. It is in these 
areas that real differences between the options arise, 
and so further examination of the remaining options 
in tabular form is instructive. 

One further round of elimination is 
appropriate. When the remaining options are 
examined in comparison with the above five values, 
sonie options failed to score even 3 out of the 5 
possible "high!' scores and are therefore eliminated. 
These options are: the "medium" and "heavy" 
versions of Option Three, Coerced Voluntarism; the 
"light" and "medium" versions of Option Seven, 
Coerced Company-Specific Self-regulation; Option 
Eight, Cyber-Regulation; and the "light" version of 
Option Thirteen, the Registration and Licensing 
Model. Table Two sets out the remaining values and 
options. 

Revelations in Table Two 

This level of subjective analysis reveals the trade-
offs that must be made in designing any regulatory 
systeni: If a cost-effective and credible design is 
required, then only two options qualify: Option 
Five, Added-on Privacy Regulation; and the heavy 
version of Option Seven, Coerced Company-specific 
Self-regulation. If the regime must have credibility 
and the ability to balance conflicting policies, then 

•Option Five again qutIlifies, as do the following: the 
medium and heavy Versions of. Option Nine, 
Standards Enforcement; and the medium and heavy 
versions of both Options Twelve and Thirteen, the 
Privacy Commissioner and Registration/Licensing 
Data Protection Models. Table One indicates that 
the medium and heavy versions of Option Three, 
Coerced Voluntarism, would also qualify. 

If a cost-effective regime is required that is 
also credible and can balance competing policies, 
then the only option to suffice is again Option Five, 
Added-on Privacy Regulatiod However, if Option 
Five appears to be the answer, it does have a fatal 
flaw: it was the only option in the top two categories 
to fail to rank "high" when tested for 
comprehensiveness. - 

If the important Value of credibility is 
sacrificed, then three options are clear leaders: the 
light version of Option Six, Extend the Reach of the 

Privacy Commissioner; Option Eleven, The 
Netherlands Model; and the light version of Option 
Twelve, the Privacy Commissioner Data Protection 
Model. And if cost is no object, then only the 
medium and heavy versions of Option Nine, 
Standards Enforcement, satisfy the other values. 

Simple comparisons in this manner dônot 
necessarily help to phoose one option over another. 
They do, however, help identify important objectives 
in designing a regulatory structure. 

Can the Deficiencies of Particular Options 
Cured? 

If a compulsory requirement for any successful 
scheme is coSt-effectiveness, then one-half of all the 
successful options must be eliminated. If credibility 
is an absolute necessity, then the other half of the 
options can be eliminated: 

Another possibility, however, is to redesign 
these eliminated options to add suitable components 
for cost effectiveness and credibility, or for any other 
missing value. For example, the Privacy 
Commissioner in Option Seven, Coerced Company-
Specific Self-regulation, could be endowed with 
powers to receive complaints and impose binding 

•decisions which resolVe disputes under a company's 
code of practice. The iek of business certainty in 
Option Five, Added-on Privacy Regulation; could be 
addressed by adding a code of practice component, 
or allowing for a responsive regulatory system that 
lets business design and live by rules of its own 
making. This very interesting level of analysis is 
mifornmately beyond the scope of this study. 

So What Options Emerge as Promising? 

The best regulatory options will not emerge by 
taking a straw count of high rankings in Table Two. 
Instead, pure subjective reasoning is required to 
decide which options hold the most promise for 
further study. Six options emerge as excellent 
candidates. Each has at least one major flaw, but the 
merits of each justify serious consideration and 
development in the hope some flaws can be 
remedied. 

be 
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expansion of the current powers of the Privacy 
Commissioner of Canada (Option Six). Under this 
model, the Commissioner would continue in the role 
of persuader, mediator and educator, but be 
responsible for the entire private sector. There 
would be no enforcement or decision-making 
powers, and so thé model suffers seriously from lack 
of credibility from the perspective of consumers. 
The Commissioner would nevertheless continue to 
exercise current powers of investigation and 
complaint reception, and could break a path to more 
c,omprehensive regulation of the private sector in the 
future. 

The fifth promising option. At the 
opposite extreme again is Option Thirteen, the 
traditional data protection Act model in which a 
Commissioner presides over a registration or 

•licensing scheme and has broad powers to ensure 
enforceable rides for privacy and data protection are 
complied with. Registration or licensing would 
facilitate scrutiny of data users and allow the 
ultimate sanction to be used for failure to comply 
with the Act. Of all the promising options reviewed 
above, this is the only one to suffer from extreme 
regulatory cost to both government and business. 
On the other hand, this is the only option that can 
generate revenue in registration fees to offset 
administrative costs. It has consistently enjoyed top 

• marks under all other values, and is the option of 
choice for most countries around the world. 
• The sixth promising option. Finally, the 
possibility of adding privacy protection onto the 
current responsibilities of existing regulators 
deserves careful consideration. An obvious prime 

• candidate is the Canadian Radio-television and 
Telecommunications Commission. Option Five 
consistently scored high marks in the analysis, but 
has one serious flaw: existing regulatory bodies, 

• alone or collectively, simp.  ly  cannot provide the 
comprehensive transnational and cross-sectoral 

• c,overage that is required. For example, the CRTC's 
• current jurisdiction is lirnited to telecommunications 

and broadcasting carriers. While these players 
account for a great deal of privacy-sensitive-
activities on the information highway, a successful 
regulatory regime must have a broader scope. This 
option is limited, therefore, by the number of 
existing regulators who could be assigned privacy 

The first promising option. Option Nine, 
Standards Enforcement, has consistently been in the 
top running. It is extremely attractive to government 
for its inherent cost-effectiveness, and still attractive 
to business because it is presumed the best interests 
of business are a priority in the CSA code-drafting 
process. Its major weakness, as proposed here, 
involves the absence of a supervising authority to 
exercise the balancing value when conflicts arise in 
interpreting and / implementing the standards. 
Otherwise, it is a cost effective approach that would 
engender a significant degree of consumer 
confidence. 

The second promising option. The 
opposite approach to Option Nirie is Option Ten, 
Shell Regulation. Instead of requiring compliance 
with a universal standard and policing compliance 
by audits, Option Ten would protect privacy by 
making it an offence for anyone to breach 
regulations made under the Act. The regulations 
would embody in substance what is contained in the 
universal standards, but compliance is assured by the 
threat of prosecution or enforcement orders. A 
scheme of responsive regulation would inject into 
this option the important values of flexibility and 
business certainty; firms could rewrite the 
regulations to better suit their needs. The only 
weakness of this option lies in the area of dispute 

•resolution — ultimate decision-making is taken 
completely out of a privacy-familiar, user-friendly 
environment and into the courts. 

The third promising option. This is 
Option Three, Coerced Voluntarism. A mid-Point 
between the previous two options, this approach . 
calls for enforcement orders when it is apparent that 
a firm is failing to comply with its code of practice 
(which the fum was required by law to produce). 
Firms are free to tailor-make implementation of the 
fair  information  practice principles, but a central 
authority (such as a Privacy Commissioner) would 
be empowered to ensure compliance with these. 
This is perhaps the best of the voluntary and 
coercive worlds, as business has ownership and 
control over the privacy rules it proposes to follow, 
and consumers are assured of the clout canied by the 
Commissioner to hold companies to their word. 

The fourth promising option. A logical 
progression from the third option is simply 
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responsibilities. 

Which Option is the Best? 

The purpose of this abbreviated study is not to 
design a perfect regulatory scheme. The work here 
will be put to good use if it can be a foundation for 

exploration and analysis of some of the regulatory 
ideas identified as proinising: There will be trade- 
ceffs in this higher exercise,.as no single idea appears 

•• to satisfy all of the values 'of cost effectiveness, 
credibility, policy balancing, business certainty and 

• ease of implementation. Some suggestions for 
minimum content in the design preceSs will be made 
in the next chapter. 



14 MINIMUM CONTENT FOR ANY 

REGULATORY SCHEME 

It would be a seriously regressive step if when a data protection law is finally enacted in this 
State, the data protection authority were not given the power to investigate complaints and 
to advise on privacy issues in general. This is the only way that privacy problems can be 
identified and addressed. Jurisdiction in relation to privacy in generalwould also provide 
the data protection authority with secientflexibility to deal with privacy issues which may 
emerge from the technology of  the  future. 

Recommendation: Privacy and data protection must both be addressed in comprehensive 
legislation. 

The Privacy Committee of New South Wales 
Privacy and Data Protection in New South Wales: A Proposal for Legislation  

There may be wide variations in how international 
privacy and data protection schemes are 
implemented, but there is also considerable 
similarity among statutes on certain key issues. 
Canada's peculiar environnent for privacy protection 
also calls for some minimum content that may be 
unique among existing data protection regimes 
around the world. 

1. Privacy .  Protection Principles 

Most international regimes use the "Basic Principles 
of National Application" in the OECD Guidelines as 
originally articulated in 1980, without significant 
modification. These basic principles are now 
perceived as absolute minimum content for any 
privacy and data protection regulatory scheme. 
Canada may soon take advantage of the consultative 
efforts of the Canadian  Standards Association, 
which will produce a "model" set of OECD-based 
principles with the consensus of business, 
consumers and government. 

2. Both the private and the public sectors 
should be covered by the same rules. 

The distinction between personal information 
collected, stored, processed and transferred in the 
public sector and in the private sector is less 
significant, if there ever was a distinction worth 
noting. The degree of integration and 
interconnection of public and private information 
systems is increasing. The rationales for controlling 
each sector with different rules are therefore 
weakening. 

3. Any Canadian regime should be 
comprehensive — geographically, jurisdictionally 
and sectorally. 

The information highway knows no provincial 
boundaries, nor does it distinguish between federal 
and provincial constitutional divisions. Its users 
come from all business sectors. Like unfair 
competition, hazardous proàucts and environmental 
contamination, invasion of privacy on the 
information highway can only be addressed 
adequately and rationally on a nation-wide scale, 
without artificial divisions attributable only to a 
political arrangement accomplished long before 
there were telephones or electricity. 

For example, to extend the federal Privacy 
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Ag to the federally-regulated private sector may well 
be an accomplishment in itself, but it will simply be 
another patch in a patchwork quilt of different 
regimes for different sectors of business and society. 
Moreover, it would be a regressive economic step to 
create different regulatory environments for the 
private sector, depending on vvhether businesses 
operate at the federal or provincial levels. A 
seamless information highway calls for an equally 
seainless blanket of privacy protection. 

the other hand, has no backd.rop of general privacy 
protection other than a few provincial Acts making 
privacy invasion a tort, and Quebec's civil law 
tradition of privacy protection. It would be a 
mistake to introduce European-style data protection 
legislation, without also providing privacy protection 
at a general level. This may be done crudely but 
effectively by creating an enforceable right to 
privacy and confirming liability in tort for acts of 
privacy invasion. 

4. The regulatory scheme should apply to 
both manual and atitomatically proCessed data 
files. 

There is no defensible rationale for protecting and 
controlling personal information capable of being 
automatically processed, but not manually pror-essed 
information. The thrust for data protection 
legislation began out of fear that thé çoniputer would 
allow privacy invasion on an unprecedented scale; 
manual files have always been at risk of the same 
type of privacy invasion, but on smaller scale. 
Manual files should not be eXcluded from being 
protected on the basis only that the risk is smaller in 
scale. It has also been recognized in several 
international regimes that sensitive personal 
information for example, employee inforniation 
and evaluation files — could be excluded from 
application of data protection legislation simply by 
being kept in manual form. 

5. By the same token, a Canadian 
regulatory scheme should not be restricted only 
to "data protection", but should provide 
protection of privacy generally. 

All of the European OECD countries have operated 
in an environment of enforceable privacy protection 
since 1950, when the European  Convention for the 
pioteclion_sf_Human Rights 'and Fundamental 
Freedoms  was adopted. In fait, it was °id of 
concem that privacy protection under the 
Convention was becoming obsolete in face  of the 
development of the computer, that the interest in 
data protection legislation was begin  Canada,  on 

6. There should be special provision made 
in any regulatory scheme to address transborder 
data flow and data matching activities. 

The experience of international regimes is that the 
fair information practice principles must be 
implemented more stringently with regard to the 
particular threats posed by these two activities. 
Typically, extra supervision and advance approval is 
imposed for data users who tran.sfer data outside of 
the country, and who regularly engage in the practice 
of computer matching of data. 

7. . . 'Special care should also be taken in 
defining key terms, such as "personal 
information" or "personal data" and "data 
user", to ensure optimal coverage of future 
privacy-sensitive activities. 

The reason muCh international legislation focuses on 
"data" is that the computer has changed the way we 
look at "information". Information is composed of 
data the computer enables individualS tO assemble 
otherWise meaningless data in various forms to 

• produce information \',  about Other individuals. 
Similarly, any defmition of "personal data" should 
not be technology-dependent ,  thus becoming 
obsolete when new te,chnology provides novel ways 
of côllecting or storing datn  For example, Germany 
has found it necèssary recently to make atnendments 
to its legislation to better address the  'growing  use of 
video and audio records in business and government. 
Devices for information storage in the future may 
bear no resemblance to the floppy disks and CD 
ROM of today. 
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•  8. 	Adequate provision should be made to 
allow policy making and planning for future 
technological development and changes in the 
information marketplace. 

This a requirement for modem law-making and 
regulatory design generally, but it is absolutely 
essential in the area of privacy protection. Any 
supervisory authority should be mandated and 
supplied with  adéquate  resources to ensure the 
regulatory structure remains capable of protecting 
privacy in an environment of rapid technological 
change. Privacy commissioners in several countries 
are assisted by advisory bodies with a wide range of 
expertise, and the time to monitor technological 
developments and recommend appropriate changes 
to the regulatory regime. Some provision should 
aLso be made to ensure the regulatory structure itself 
can be easily adapted to new developments. One 
simple technique is to require by law a regular 
review of the legislative scheme in a formal, public 
manner. 

9. 	An effective regulatory regime must be 
backed by some method of enforcing its rules. 

Even the Dutch data protection act, which 
exemplifies the new approach to regulation by use of 
incentives, makes it an offence to fail to comply with 
the obligation to register, or to hinder any of the data 
protection authority's investigative powers. 
Arguments against criminal sanctions are ultimately 
self-defeating. If data users do not intend to break 
the law, then prosecutions will not occur or will not 
succeed; but those data users who do breach 
important provisions of the statute should be subject 
to appropriate sanctions. To argue against such a 
proposition is to advocate disobedience of the 
statute. It will only likely be the extreme cases that 
require critninal penalties, and it will be such cases 
that a data protection authority without effective 
sanctions cannot handle. 

10. A credible regulatory regime must 
provide accessible, effective remedies to 
individuals. 

There are many approaches to this issue 
internationally, from the American strategy of 
creating a right to sue any recalcitrant public data 
user, to the ability to award damages to Victims of 
privacy invasion under legislation in the United 
Kingdom, Australia and New Zealand. Several 
regimes also allow more creative remedies to be 
issued, to strike an appropriate balance between 
competing interests. The advantage of allowing 
privacy commissioners to provide remedies is that 
individuaLs çan receive quick justice from a privacy 
expert, as opposed to the delays and uncertainties of 
litigating the matter before courts that are not 
accustomed to adjudicating privacy invasion. 
Liberal standing rules, and the ability to launch class 
actions or broadly-based applications for 
compensation are also important remedial vehicles. 

11. Legally and morally binding rules should 
be written in plain language. 

Whatever regulatory structure is chosen, it must be 
expressed in language that will not only encourage 
compliance because of its simplicity and 
understandability, but will capture the spirit of the 
values expressed in documents such as the OECD 
Guidelines. Some international statutes, such as the 
United Kingdom's Data Protection Act 1984  and 
New Zealand's recent Act, are ponderously long and 
detailed, and may be slow to engender popular 
support only because no lay person would ever read 
them. If it is to be effective, a privacy and data 
protection statute should be accessible to all people 
who could be affected by it, not just by those who 
have legal counsel to help them understand and 
comply with the provisions. Codes of practice, in 
particular, must be written in plain language. 



CONCLUSIONS 

. . . there is no such thing as an ahistorical optimal regulatory strategy. 
There are just diffèrent strategies that have a MIX of strengths and 
weaknesses. 

Ayres and Braithwaite 
Responsive Regulation  

PriVacy is a Profound value recognized as a human 
right in many jurisdietions around the world. The 
information highway will not only take Canadian' 
consumers and businesses to these cotuitries, but it 
will also carry business from these countries to 
Canada. Given that personal information is a 
valuable eonunodity, and giyen the cUrrent lack of 
privacy protection in the Canadian private sector, it 
is essential that government efforts to develop the 
information highway ensure privacy Protection is an 
integral part of the process. Failure to address 
privacy issues now will not only result in an inferior 
information infrastructure,  bût  will jeopardiie 
Canada's abilitY to compete with other nations whose 
infrastructures include substantial privacy protection. 

As a human right internationally, privacy is 
protected in:many ceuntries under international as 
well as domestic law. Domestic laws in several 
European states provide privacy 'protection as a , 
constitutional right. Privacy is also protected by 
comprehensive statutes aimed at controlling the 
collection and use of personal information in the 
public and private se,ctors. Canada has none oethese 
forms of legal  protection for privacy, and is ill-
prepared for the steady increase in public concern 
about privacy issUes. Like the green consumer 
movement, the demand for privacy-respectfiil. 
business and goVernment is on an inexorable rise, 
and  will soon change the marketplace 
fimdamentally. The time to build -privacy protection 
into the information highway is novv. 

There is • considerable enthusiasm for a 
purely voluntary approach to privacy protection in 
the private sector, where the greatest privacy threats 
for the information highway are found. However, as 

David Flaherty wrote five years ago, this is one issue 
where governmental intervention is manifestly 
necessary. The marketplace for personal information 
is far too imperfect to rely on econornic incentives 
alone to provide adequate privacy protection. 
Personal information is used by free riders, who take 
advantage of the low awareness consumers have 
about how information is being collected and  used  
The cure for many types of privacy problems is to 
restore the power of choice to individuals, who 
should be able to detemiine for themselves the 
extent to which they will leave a data trail on the 
information highway. 

Informational 	self-determination 	for 
individuals requires application of certain principles 
of fair information practice. 'These are used 
throughout the world to place limits on the 
collection, use, storage and transfer of personal 
information, and to provide individuals with 
important rights of access to and correction of 
information held about them. The legislative 
challenge lies in putting these principles to practice. 

'There are many ways to detect privacy 
problems and then to remedy them. In designing a 
regulatory regime for Canada, certain elements must 
be included as minimum content. Both the public 
and  the piivate sectors should be covered by the 
same rules. A Canadian regime should protect 
privacy generally and not be restricted to the 
European notion of data protection. This would be 
achieved in part by creating a statutory right to 
privacy and confirming that invasion of privacy is a 
tort at common law. Special provision should be 
made for controlling transborder data flows and data 
matching activities. Care should be taken in 
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defining key ternis, and the entire legislative scheme 
should be expressed in plain language. If the regime 
is to be effective, there must be a reliable method to 
enforce its rules. 

A general, comprehensive legislative 
approach is superior to, the sectoral approach. 
Although single statutes for specific sectors may be 
suitably detailed and designed to fit particular policy 
needs, the result is a patchwork of rules and 
ultimately a much longer wait for comprehensive 
privacy protection. As to the perennial Canadian 
constitutional question, the scope for federal 
jurisdiction to implement privacy protection on the 
information highway seems ample. Although 
federal-provincial cooperation in such an effort is 
ideal, the information highway appears to be a 
proper subject for federal legislation. The wisdom 
of experience suggests, however, that there be 
adequate consultation in advance with the provincial 
governments and the private sector. 

Of the 13 or more options identified in 
Chapter 11, six general approaches seem promising. 
A system can be designed that employs a privacy 
standard, perhaps the one currently being drafted by 
the Canadian Standards Association. Compliance 
with the standard could be a legislative requirement. 
Another approach is to simply legislate compliance 
with privacy and data protection principles, or with 
codes of practice enacted as regulations pursuant to 
a framework privacy Act. Both options would 
employ a public authority such as the Privacy 
Commissioner of Canada to persuade, educate and 
mediate compliance with legislation and codes, and 
to investigate individual complaints. 

A third possibility is to simply extend the 
Privacy Conunissioner's jurisdiction to include the 
private sector, without making significant changes to 
either the Conunissioner's role or powers. Another 
option is to reqUire the private sector to produce 
codes of practice, and then ensure these are 
complied with by supplying a public authority — 
such as the Privacy Commissioner -- with power to  

order compliance with a particular code. There is 
also the option of a full data protection Act with 
registration or licensing of data users, and a Privacy 
Conunissioner to oversee implementation of the 
Act's detailed provisions. Finally, privacy protection 
could be added to the responsibilities of existing 
regulators, such as the CRTC. 

This study will not identify any particular 
option as the "one" to be pursued, and it is beyond 
the study's scope to design a regulatory scheme in 
detail. The process by which the desired scheme is 
arrived at, however, must include a period of 
extensive study and wide consultation. Around the 
world, as much as five or seven years are typically 
consumed by public and legislative debate on the 
contents of a privacy protection scheme, and the 
successive drafts and re-drafts that are part of the 
legislative process. 'While this process can be 
abbreviated, it must occur. Canada has some unique 
attributes that make it dangerous to borrow the 
results of any other  nations  political deliberations on 
privacy. The absence of a human rights background 
for privacy in Canada, in particular, makes it 
essential to engage in a broad consultative process. 

Reduction of surveillance and protection of 
human rights are the goals of privacy and data 
protection legislation. Selection, design and 
implementation of a regulatory scheme, however, is 
just the beginning. The real test will be whether the 
regime succeeds in modifying human behaviour, or 
whether it simply increases costs for privacy 
invaders. Higher values and more respectful 
attitudes must be cultivated, in addition to placing 
legal controls on behaviour. It may be that 
technology does not invade privacy; people do. The 
focus of privacy protection may be diverted by 
menacing new technology, away from human beings 
operating the machines. Nevertheless, technology 
brings us computers, fibre «dos and nuclear power. 
Privacy meltdowns will happen, unless a carefid 
watch is kept on technology and human behaviour 
in the information marketplace. 



NOTES TO CHAPTERS 

CHAPTER ONE 

Opening quote. This is from an address to the 1993 
gathering of data protectors and privacy commissioners 
by the Commissioner appointed to investigate widespread 
corruption in the government of New South Wales 
relating to the sale of personal information to a multitude 
of private sector actors. See "Australia Exposes Illegal 
Data Sales" (1993) 16:1 TDR 26, at 26-27. 

In its submission to the Commission, the Privacy 
Committee of New South Wales wrote: 
"... probably the most important reason behind "Information 
Inc.' was the laissez-faire attitude of govenament to privacy and 
data protection issues. This allowed  the misuse of personal 
information to not only flourish but become systematic. 

Successive govenunents have failed to take privacy 
and data protection issues seriously. This failure is evidenced 
by the fact that, since 1982, the Privacy Committee' s. pleas for 
data protection legislation have been ignored." 
— from Privacy and Data Protection in New South Wales:  
A Proposal for Legislation  (1991), p. 1. 

An American example of this problem is 
provided by Al Schweitzer, an admitted  "information 
broker" who boasted to have made $800,000 in one year 
by obtaining hard-to-get personal information: (1993), 
13:6 Privacy Times 2. 

First inquiry into privacy protection, p. 1. 
The development of telephone tapping technology and 
recording devices in the 1880s resulted in Warren and 
Brandeis's pioneering study, "The Right to Privacy" 
(1890), 4 Harv. L.R, 193. Development of the computer 
resulted in a filmy of writing in the 1960s, leading among 
them Westin's Privacy and Freedom  (1967). The next 
generation of privacy scholarship relates to threats posed 
by the linkage of computers with digital 
telecommunications services. Some interesting recent 
studies of modern technological threats to privacy are: 
Anne Wells Branscomb, Who Owns Information: From 
Privacy to Public Access  (1994); Ann Finlayson and 
Sandra Martin, Card Tricks  (1993); Jeffrey Rothfeder, 
Privacy for Sale  (1992); and David F. Linowes, Privacy 

junralo.;_bYQuLErlyiliciLife_b_thQ211.12fisaycl 
(1989). With specific reference to current legal 
protection of privacy in the paivate sector, see the author's 
Privacy and Free Enterprise: Legal Protection of 
Personal Information in the Private Sector  (1993). 

The information highway is a metaphor, p. 2. 

These two sentences are borrowed from Jane Bortnick 
Griffith and Marcia S. Smith, "US Information 
Superhighway and National Information Infrastructure 
(NH)" (1994), 17:3  I&33,  at 33. The Privacy Journal 
credits U.S. Senator Al Gore with having created the 
metaphor in announcing the NH program. Gore's father 
apparently engaged in a similarly pioneering effort to 
develop the interstate (motor vehicle) highway system in 
the 1960s. See "The Metaphor of the Information 
Highway is int .() Overdrive" (1994), 20:7 Privacy Journal 
1. 

The Internet, p. 2. Some of the figures for 
network siie are taken from Paul Wallich, "Wire Pirates", 
Scientific Atnericau  (March, 1994), at p. 90. Current 
figures would be higher. The doubling of data traffic is 
estimated by the Computer Professionals for Social 
Responsibility, in Serving the CommuniV: A Public 
Jnterest Vision of the National Information Infrastructure 
(1993), p. 7. 

CHAPTER TVVO 

Opening quote. Taken from the Privacy 
Committee of New South Wales submission to the 
Independent Commission Against Corruption, Privacy 
and Data Protection in New South Wales: A Proposal for 
Legislation  (1991), p. 28, note 5, referring to the The  
Private Man: The Boyer Lectures  (1969), pp. 9 and 11. 

Privacy interests. See Office of the 
Information & Privacy Commissioner, Annual Report 
1993-1994(1994), p. 6. This analysis is also explored in 
Flaherty% Protect g Privacy in Surveillance Societies  
(1989), at pp. 6-8. To describe interests in the language 
of rights muddies the definitional effort somewhat, but 
Flaherty's list is broad and comprehensive. 

Protection of privacy interests at common 
law. See the author's Privacy and Free Enterprise: Legal 
protection of Personal Information in the Private Sector 
(1993). 

Provincial privacy torts. These are established 
in British Columbia, Manitoba, Saskatchewan, 
Newfoundland and Québec. 

International human rights documents and 
data protection Acts. See the discussion in Chapter Six. 
An exciting new field in human rights is whether such 
international documents are enforceable against private 
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actors. Andrew Clapham, in Iluman Rights in the Private 
Sphere  (1993) argues that the European Convention on 
Human Rights creates obligations on states to adopt 
measures to secure respect for private life even in the 
sphere of the relations between individuals themselves — 
at pp. 89ff. The latter sentence is a paraphrase of a 
decision of the European Court of Human Rights, giving 
rise to Clapham's exploration of whether states can be 
liable for failing to legislate to so protect individuals' 
rights from being violated by other individuals. This 
doctrine, if accepted and applied, could have a 
revolutionary impact on privacy and data protection 
around Me world_ 

"Privacy protection" v. "data protection". 
David Flaherty notes the important difference as follows: 
"there is a failure in some cases to distinguish between the 
broad need for the protection of all aspects of privacy and the 
need for data protection. This situation primarily exists in 
North America, where data protection laws usually bear the 
misleading title of Privacy Acts. The understanding and 
protection of privacy requires conceptual principles; the 
conduct of data protection is more operational in character. The 
British were wise to call their statute a Data Protection Act; in 
fact, the word 'privacy' does not appear anywhere in it." 
-- From Protecting Privacy in Surveillance Societies  
(1989), p. 377. 

Data protection and privacy. In the same 
work at p. 398, Flaherty quotes Paul Sieghart as arguing 
that the objective of data protection is to defend a whole 
series of rights and freedoms, "and in particular the right 
to privacy". Flaherty is also one of the few non-European 
writers to note the significant impact of the Second World 
War experience on privacy protection: see ibid.  pp. 373- 
374. F.W. Hondius noted the broader human rights basis 
of the European acts as follows: ". . . data protection 
laws in Europe have as their principal objective the 
reinforcement of the protection of human rights" — from 
"The Work of the Council of Europe in the Area of Data 
Protection", in Online Conferences Ltd., Data Regulation:  
European & Third World Realities  (1978). A 
comprehensive account of the activities of the SS and 
also of American McCarthyism is found in Wayne 
Madsen, jiandbonk of Data Protection  (1992), pp. 22-24 
and 100-102. 

CHAPTER THREE 

Opening quote. From "International Business Criticizes 
EC Data Protection Propose (1992), 15:1 TDR 37, at 
37. The Chamber continues: 
"Such operations as banking, travel reservations, processing of 

insurance claims, warranting of manufactured goods, inventory 
control, personnel management, market research, direct 
marketing, credit card operations, provision of credit 
information, database access services, and many more provide 
an unprecedented quality and efficiency of service that would 
be impossible without freedom of information flow." 

Colin Bennett refers to 1970s literature on post-
industrial society for the proposition that information has 
a central  role as "the currency of the post-industrial 
society": Regulating Privacy  (1992), p. 14. Bennett also 
refers to the writing of Marc Porat, who states half the 
workforce is engaged in the processing of information. 

, Monitoring products or services of interest to 
consumers, p. 4. In a ftusiness Weelç  feature on business 
and the information highway (Nov. 14, 1994, p. 86), it is 
reported that a mail-order industry veteran founded Hello 
Direct, a company that sells telephone equipment on the 
Internet. Referring to the use of an electronic catalog: 
"The real plus is the fast, two-way flow of information between 
supplier and customer. 'The customer can keep going deeper 
and deeper,' surmnoning up additional information about a 
complex product, says Volweiler. And by automatically 
tracking their paths, Hello Direct can learn which products are 
getting the most attention — and, perhaps, why that's so." 

The nature of information, p. 4. A thought-
provoking article on the nature of information itself is 
Lewis Branscombe, "Information: The Ultimate 
Frontier" (1979), 203 Science  143. 

Conimon property resource, p. 4. A 
convenient discussion of this concept is found in 
Economic Council of Canada, Reforming Regulation 
(1981), p. 71. The classic in this. area is R.H. Coase, 

• "The Problem of Social Cost" (1960), 3 J. of Law &  
Economics  1. 

A frenetic, greedy sort of behaviour, p. 4. 
This passage is a quote from J.H. Dales, "Beyond the 

•Marketplace" (1975), 8 Cdn. J. of Economics  483, at 
492, quoted in Robert D. Cairns, Rationales for 
Regulation (1980), p. 54. 

Extending privileges of ownership to personal 
information, p. 4. See the discussion in the author's 
Privacy and Free Enterprise: Legal Protection of 
Personal Information in the Private Sector  (1993), at pp. 
343-352. In the leading case of EL_ v.  Stewart  [1988] 1 

•S.C.R. 963 at 976, Lamer J. made a tantalizing reference 
to the possibility that in time, confidential information 
would be considered as property at civil law, although for 
the purposes of criminal law, it could not be so held. 

Some recent statements advocating property 
rights to information as a solution to the privacy problem 
are: Paul Mallam and Jacqueline O'Dea, "Privacy and 
Communications: The Example of Australia" (1994), 
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22:5 Interwedia  32, at 36; Kenneth C. Laudon, "ToWard 
Fair Information Markets" (1994), 1:2 PriVacy and 
American Business 6, at 6-7; and Yves Potfflet, "Data 
Protection Between Property and Liberties — A Civil Law 
Approach", in Amongst Friends in COMputers and Law:  
A Collection of Essvs in Retnembrance 1 of  Guy. 

 Vanderberghe  (1990). . 
Eiternalities and free riders, p. 4. A helpful 

discussion of these issues is found in Econoniic Céancil 
of Canada, Responsible Regulation  (1979), p. 47. See 
also pewees, Mathewson and Trebilcock, "The Rationale 
for Govemment Regulation of Quality" in Donald N. 
Dewees,  cd.,  The Regulation of Products, 
Services. Workplaces and the Environment  (1983). 
Although the discussion in this chapter deals With two 
types of market failure, externalities and imperfect 
information, there is a third failure Whkli is not dealt vvith 
in this very brief discussion: the problem of transaction 
costs. When these are prohibitively lie, it is cheaper. for 
a firm  to Centinne hi the harmful conduct than to 
negotiate its discentinuance. The market, acçordingly, 
will have no impact on an actor facing high transaction 
costs, and so  the  Solution is usuallY côrrectien of the 
problem 4' direct government intervention. 

An externality need not be restricted in 
definition to  the imposition of çosts on others; an 
externality naay arise simply by aCtors making decisions 
in theanarket which affect unconsulted third parties. 

The Chicago School, p. 5. See Richard A. 
. PoSner, "The Right to Privacy" (1978), 12 Georgia L.R.  

393, and "Privacy, Secrecy and Defamation" (1979), 28 
Buffalol.R,  1. À more accessible version of his theories 
is set out in the May/June,1978 isstie of Regulation,  àt 
pp. 1926.. - 

Imperfect information, p. 5. See  Cairns, 
 Rationales for Regulatien  (1980), pp. 11-12: 

Charles Schultze, p. 5. Quoted in Econcimic 
Council of Canada, Responsible Regulation  (1979), p. 48. 

Privacy Chernobyl, p. 6. This apt metaphor 
was coined by John Grace,_ Privacy .  Commissioner of 

• Canada, in his 1986-87 Annnal Report at p. 2, 
Commenting on the theft of computerized records On 16 
million Canadian taxpayers from a Revenue Canada 
office: 	 • 	. 	• 

Consumers in cyberspace, p. 6. The European 
Council create,d a High Level "grouP of persoriàlities" to 
examine an action :plan that wOuld ensure Privacy 
protection is a priority in the deVelopMent of European 
information highways. The Grotip receramended that a 
Europe7wide approach be taken, because "withont thè, 
legal security of a Union-wide approach, lack of 
consumer 'confidence will certainly andermine the rapid 

development of the information society." Quoted in John 
Mogg, "Privacy Protection in the Information SoCiety" 
(1994), 17:6 'TDR 29, at 30-31. 

Publie concern about privacy is increasing, p. 
6. This fact laas been found in the annual Harris/Equifax 
.priVacy surveys of Canada and the United States; the 
mOst recent Canadian survey is Ekes Research 
Associates, Privacy Revealed: The Canadian  Privacy 
Study  (1993). 

, Built-in privacy protection, p. 6. 	See 
Computer Professionals for Social Responsibility, 
Serving the Community: A Public Interest Vision of the 
National Information Infrastructure  (1993). 

Business is at risk, pp. 6-7. •See, for example, 
Paul Wallich, :"Wire Pirates" (March, 1994) Scieniific  
American  90. "Terror on the Internet" is by Philip Elmer 
Dewitt, TIME Magazine, December 12, 1994, p. 63. 

Anierican Express, p. 7. See (1994), 1:3 
Privacy and American Business  7-10. 

CHAPTER FOUR 

Opening.  qùote. Tedd Purdum, 	Didn't ..Slash 
Budgets",• -New  York Times,  April 26, - 1992, Section 4, . 

- page «referring not to privacy but te Ankrican reliance 
.  on  this "vénerable - demoCratic maxim"); quoted in Bibas, • 

"A Contractual Approach to Data Privacy" (1994), 17 
Harv. J. of Law & Public Policy'59.1:,: at 591. • 
' • . • Ensuring: theY are left alone, p. 8.  The  
folloWing submission was rndeiVed from an Australian  — 
citizen responding to .  the  teleconamtmications:rngtilator • 
Austees request for comment on  • teleconnannications • 
priVacy:' • • - • - 

• "They [unsolleited telephona calls]  are an unWelcome, • 
tmwarranted invasion Of privacy. They can and do delay other . 
urgent calls. -They. are a complete waste of ray time which is 
.valuablé. They interrupt thought, activity or leisure. They  are 

 not a raison dette for having a phone line: They  are simply.  a 
. pain in the bum." 	' 
FrothAustel, Telecommunications PrivaCY  (1-992),•p, 17. 

• Informational self-determination, p. 9. Austel • 
. refetred to a -silmission whieh defined -privacy. as "an 
•index' of the ,degree of consent, to and control. Of their 
relationàhips With Others which indiViduals experience", 

- and concluded that this view helps to explain  the  rabced 
reactions different  people have to services sueh as Caller 

"People settheir own expectations of privacy and are 
imconvinced when people vvith different expedtation's  of  - • 
privacy tell them' theirs is too high or too low." . 
'Telecommunications Privaq  (1992), p. 18. — 	• 

. . Smoking v. air travel regulatory'dichotoiay, 
p. 10. This interesting example is taken .from Treasury 



80 PRIVACY AND THE INFORMATION HIGHWAY 

Board, Assessing Regulatory Alternatives  (1994),  P.  7. 
Privacy. Commissioner quote. From Annual 

Report  1992-1993(1993), p. 8. 

CHAPTER FIVE 

Opening quote. From p. 373 of Flaherty's 1989 text. 
Privacy tort, p. 11. The Privacy Act, R.S.M. 

1987, c. P125, s. 2(1). 
Regulation is respite from perpetual political 

disequilibrium, p. 11. See the thought-provolcing 
discussion in Robert D. Cairns, Rationales for Regulation 
(1980). 

Social regulation, p. 11. 	See Economic 
Council of Canada, Responsible Regulation (1979), p. 45. 

Equity and individual freedom as rationales 
for social regulation, p. 12. See Ibid.,  P.  27. 

Criticism of environmental regulation, p. 12. 
The seminal critique, arguing for market-based 
regulation, is J.H. Dales, Pollution. Property and Prices  
(1968). See also Dewees, "Regulating Environmental 
Quality" in Donald N. Dewees, ed., The Regulation of 
Ouality: Products. Services. Woricplaces and the 
Environment (1983). Effluent charges were 
recommended as a regulatory technique by the Economic 
Council of Canada, Reforming Regulation (1981), pp. 92- 
93. 

Curing imperfect information, p. 12. See 
Dewees, Mathewson and Trebileock, "Policy Alternatives 
in Quality Regulation" in Dewees, ed. Ibidu  pp. 28-31. 

The role of politics, p. 13. See Mi. 
Trebilcock, R.S. Prichard, D.G. Harde and D.N. Dewees, 
The Choice of Governing Instrument (1982). 

Government regulatory policy, p. 13. Seé, for 
example, Treasury Board, Assessing•Regulatory 
Alternatives  (1994) -- quote on p. 18 is taken from  p.3 of 
this publication. 

Cost-benefit analysis ought not to be used, p. 
13. See Dewees, Trebilcock and Tuohy, "Summary and 
Conclusions" in Dewees, ed., The Regulation of ,uality:  
Products. Services. Workplaces and the Environment 
(1983), pp. 335-336. 

CHAPTER SIX 

Opening quote. From a presentation to the 1991 
Conference of Data Protectors (1991), 14:6 TDR 29. 

International human rights documents, p. 14. 
It is important to recognize the extent to which these  

documents are enforced domestically. For example, of 
the 24 states bound by the European Convention, 18 have 
made the Covention part of domestic law (from Andrew 
Clapham, Human Rights in the Private Sphere (1993), 
p.4). This means  the  right to privacy enshrined therein is 
as enforceable as any other right created by dornestic 
legislation. 

Clapham also  confinais the Second World War 
impact on these documents: "the impulse to draft the 
European Convention at the end of the 1940s sprang from 
revulsion at the atrocities committed by 'democratic' 
states" (p. 139). 

Finland, p. 18. The Firmish Data Protection 
Ombudsman describes the 'legislation as "second 
generation" in (1991), 14:6 TDR 29. 

Ireland, p.18. The confusion generated by this 
scheme of partial registration, where the Act applies to 
both registered and non-registered data, is noted by Greg 
Tucker, Privacy and Data Protection: Issues and 
Challenges  (1994), p. 13. 

The Netherlands, p. 19. The introduction of 
normative enforcement principles is commented on by A. 
C.M. Nugter, Transborder Flow of Personal Data within  
the EC: A Comparative Analysis of the Privacy Statutes  
of the Federal Republic of Germany. France. the United 
Kingdom and The Netherlands and Their Impact on the  
Private Sector (1990), p. 155, referring to Tweede 
Kamer, vergaderjaar 1984-1985, 19 095, nr. 3, p. 19. 

Canada's Act is not a "privacy" Act, p. 20. 
Flaherty makes this remark respecting North American 
privacy Acts in general in Protecting Privacy in 
Surveillance Societies (1989), p. 377. 

New Zealand is a landmark, p. 21. Tucker 
describes the Act as the first non-European 
comprehensive data protection act in Privacy and Data 
Protection: Issues and Challenges (1994), p. 19. 

United States -- "First in Technology and 
Last in Data Protection", p. 22. From Wayne Madsen, 
Handbook of Personal Data Protection  (1992), ch. 4. 
Evan Hendricks' remarks are found in "Impediments to 
Full U.S. Privacy Protection" (1994), 17:6 TDR 37, at 
40. The observation that the U.S. is the only county 
without any supervisor:) ,  authority in its privacy 
legislation comes from the Law Reform Commission of 
Hong Kong, Report on Reform of the Law Relating to the 
Protection of Personal Data (Topic 27) (1994), p. 197. 

Fears of the European Commission, p. 23. 
See Mog,g, "Privacy Protection in the Information 
Society" (1994), 17:6 29. 
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CHAPTER SEVEN 

Opening qUote: From P. 378 of Flaherty's 1989 
publication. 

Comparative  Policy analysis, p. 24. Colin 
Bennett, Regulating Privav  (1992). A rudimentary 
comparative policy analysis is found in Jane H. Yirrow, 
"Data Protection" in Anne W. Branscomb, ed., Toward a 
law of Global CoMmunications Netwerks  (1986). 

Evolution of the prineiples, p. 25: This area 
deserves 'fiirther analysis for the interdePendence  of.  
human rights, - technological change and international 
trade. See Joel R. Reidenberg, "Rules  of  the Road for 
Global Electronic Highways: Merging the Trade and 
TeclaniCal Paradigms" (1993), 6 Harvard J. of Law &  , 
Technology  287. See also Charles D. Raab, "Co- - 
produeing Data Protection: The Role of the Sttae, Civil 
Society and the Market", Paper presented at the European 
Consortium for Pelitiçal Research; Leiden, April, 1993. 
As an examPle of two different approaches, compare the 
principles recommended by the Privacy Cornmittee of 
New Sonth Wales (Jrivacy and Data Protection in New 
South Wales: A Proposal for Legislation  (1991), 
Appendix 4) with the draft Principles forProviding and 
Using Personal Information and their Commentary, 
relea.sed foi coinment by the Privacy Working Group of 
the U.S. Information Infrastructure Task Force (1994). 

ASsumptions behind data protection 
principles are rarely stated explicitly and questiOned, 
p. 25: See Bennett, Regulating Privacy  (1992), p. 112. 

Landa, "Whistleblower Protection in British Columbia" 
in Sustainable Development Committee, Canadian Bar 
Association, Law Refortn for Sustainable Deelopment in 
British Columbia  (1990). 

Self-regulatory detection, p. 29. The notion of 
directors of compliance is presented by Ayres and 
Braithwaite in Respon.sive Regulation  (1992), at pp. 102- 
108. This model and the Gemian model are discussed 
briefly in Chapter Ten, Option Two. 

Using technology, p. 29. See, fer example, the 
level of detection and prevention equipment and 
strategies discussed in Richard Sizer,  cd. ,  SecuriW 
Guidelines in Information Technoloay for the  
Professional Practitioner  (1993), and at the Toronto 
Forum on the International Legal Vulnerability of 
Financial Information, reported in (1990), 6:3 Computer 
Law & Security Report,  2. 

CHAPTER NINE 

Opening quote. Reported in (1702), 92 E.R. 126 at 136. 
Adverse publicity, p. 30. The effectiveness of 

this deterrent technique is illustrated by research on 
corporate offending reported in. Ayres and Braithwaite, 
Responsive Regulation  (1992) at 22. Corporate 
executives and corporations collectively were deeply 
concerned about publicity in relation to corporate 
wrongdoing, not only because of the impact on profits, 
but because they perceived personal and corporate 
reputation in the business community to be priceless 

CHAPTER EIGHT 

Opening quote. From (1987), 135 U.Penn. L.R.  707, at 
742-743. 

Consumer complaints: "Interested parties", 
p. 27. Section 46 of The Netherlands's data protection 
Act allows for any "interested party" to request the 
Registration Chamber to initiate an investigation. 

Privacy impact statements, p. 28. The Ontario 
Commissioner referred to the possibilities of using such 
statements in comments submitted to Industty Canada on 
privacy protection and the information highway (1994). 

Whistle-blowing, p. 28. See: Kernaghan and 
Langford, The Responsible Public Servant  (1990), ch. 4; 

• Kernaghan, "Whistle-blowing in Canadian Governments: 
Ethical, Political and Managerial Considerations" (1991), 
22:1 Qp.timum, 34; Bruce Smith, "How not to protect 
whistleblowers" (1993, October), Freedom of 
InfQm_Atipalup1m; a symposium presented in (1991), 
34:1 Canadian Public Administration; and Linde and 

CHAPTER TEN 

Opening quote. From Robert W. Poole Jr., ed., Instead 
of Regulation: Alternatives to Federal Regulatory 
Agencies  (1982), ch. 9, "What to Do About Hazardous 
Products". 

Largely unregulated private sector, p. 33. 
Only the private sector in  Québec  is subject to a system 
of rules governing the use of personal information, under 
the recently enacted An Act respecting the protection of 
nersonal information' in the private sector, S.Q. 1993, c. 
17. Fer an examination of the limited cover-age of private 
sector activities in sectoral legislation in some provinces; 
and generally, see the author's Privacy and Free  
Enterprise: Legal Protection of Personal Information in  
the Private Sector  (1993), ch. 3. 
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OPTION ONE: PURE VOLUNTARISM 
No regulation, p. 33. Among the many critical 
commentaries on voluntarism in the context of privacy is 
the following, by Greg Tucker: 
"... in reality self regulation may equal no regulation and just 
provide a convenient tool to hold out and proclaim that 
something is being done about data protection. It may be quite 
difficult to determine in each case whether the self regulation is 
effective or nothing more than paying lip service to data 
protection." 
— from "Frontiers of Information Privacy in Australia" 
(1992), 3:1 J. of Law and Information Science, quoted in 
Law Reform Commission of Hong Kong, Report on 
Reform of the Law Relating to the Protection of Personal 
Data (Topic 27) (1994), p. 66. 

Telecommunications Privacy Principles, p. 
33. These cannot properly be described as voluntary, as 
they were imposed on industry by government (after 
consultation). Compliance, however, is vohmtary. 

Investigation process is strictly in -house, p. 
34. The only exception appears to be in the cable 
television industry, where complaints are heard by a body 
established by the Canadian Cable Television 
Foundation, composed of representatives of all industry 
players. 

Advantages. Ayres and Braithwaite present 
several instances of the superiority of industry-written 
rules over universalistic, "bland" government rules: 
Responsive Regulation  (1992), pp. 110-113. 

Disadvantages. The fundamental weakness of 
voluntary self-regulation relates to the will to comply, and 
is described by Ayres and Braithwaite as follows: "A 
voluntary program will stop many violations that cost the 
company money and others that are cost neutral; it will even 
halt some violations that benefit the company financially in the 
short term, for the sake of the long-term benefit of fostéring 
employee commitment to compliance. Recommendations that 
involve consequences beyond the cost neutral or short tenn, 
however, conunonly will be ignored." (Responsive  
Regulation,  p. 106). 

OPTION TWO: GOVERNMENT ASSISTED 
VOLUNTARISM 
Co-regulation, p. 34. Ayres and Braithwaite report that 
this model is implemented in Australia in the context of 
computerized retail checkout systems, where a code of 
conduct was negotiated between the Australian Retailers 
Association, the Trade Practices Commission and 
consumer groups. There is ongoing oversight by both 
government and con.sumers, and some self-enforcement 
is allowed to consumers. See Responsive Regulation 
(1992), p. 102. Austel, the Australian telecommunications 

regulator, recommended establishment of a voluntary co-
regulatory system for telecommunications privacy 
protection, with oversight by a Telecommunications 
Privacy Committee representing consumers, users, 
industry and government: Telecommunications Privacy  
(1992), pp. 45-61. 

Advantages. 	Ayres and Braithwaite 
demonstrate that non-uniform optimal standards are 
superior to universal standards, particularly when 
universal standards are made increasingly stringent; 
industry performance diminishes as the cost a 
compliance increases — Responsive Regulation,  (1992), p. 
107. 

OPTION THREE: COERCED VOLUNTARISM 
(a) "Light" version 

Privacy problem-solvers,  p.36. In their model 
for "enforced self-regulation", A.yres and Braithwaite 
require industry to appoint "compliance directors" to 
monitor and report company compliance with the rules: 
see Responsive Regulation  (1992), pp. 102-108. See 
K.T.  Weise, "The Company Data Protection Controller" 
(1992), 15:2 TDR 30. • - 

(b) Three "Medium" Versions 
Regulation by contract, p. 36. See, for 

example, the compelling proposal made by Steven A. 
Bibas in "A Contractual Approach to Data Privacy" 
(1994), 17 Harv. J. of Law 84 Public Policy  591. 

Design problems. There are, in fact, some 
precedents for public enfortement of private rules. 'These 
are: litigation involving private societies or associations 
(such as trade unions) where the internal rules are in 
dispute; some instances of medical malpractice litigation 
in which codes of ethical practice are pertinent; and 
litigation involving internal or disciplinary rules in 
universities. See Ayres and Braithwaite, Responsive  
Regulation  (1992), 123, refening to an article by 
William Eva.n, "Public and private legal systems" in 
Evan, cd.,  Law and Sociology: Exploratory Essnys  
(1962). 

OPTION SIX: EXTEND REACH OF PRIVACY 
COMMISSIONER 	 - 

P. 39. Australia's telecommunications regulator, Austel, 
recommended that the Australian Privacy Commissioner's 
jurisdiction be extended to cover the private sector, as a 
strategy to address telecommunications privacy. Austei 
relies on the recent extension of the Commissioner's 
powers to address credit reporting in the private sector: 
Telecommunications Privacy  (1992), pp. 41-44. 
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OPTION SEVEN: COERCED COMPANY-
SPECIFIC SELF-REGULATION 

Internal control, p. 41. See the Regulations 
made pursuant to the Norwegian Act of 22 March 1985 
no. 11, concerning petroleum activities, and also pursuant 
to other Acts relating to worker safety and pollution. The 
author is indebted to Francis Savage of the Regulatory 
Affairs Branch, Treasury Board of Canada for this 
reference. 

OPTION EIGHT: CYBER-REGULATION 
Computers watching other computers. The notion of 
computers protecting privacy is now quite established. 
Spiros Simitis made the following statement in 1987: 
"Technical resources must also be mobilized. Instead of a 
simple focus on the convenience of the potential user, the 
safeguarding of privacy must become an equally powerful 
consideration in  all  further development of information 
technology. Hardware and software should, like motor vehicles 
or medicine, meet certain safety requirements before being put 
on the market. They . . should have a minimum of built-in 
prote-ctive devices. This requirement is by no me,ans a utopian 
expectation. Smart cards and videotex can, at least for payment 
purposes, be designed in a way that detnands almost no 
collection of personal data.." — "Reviewing Privacy in an 
Information Society" (1987), -135 U. Penn. L.R.  737, at 739- 
740. 

Canada's Task Force, p. 42. See Task Force 
established jointly ,  by the Departments of 
Communications and Justice, Privacy and Computers  
(1972), p. 106. 

Encryption, p. 42. See ibid., p. 104. On March 
19, 1994 the Ottawa Citizen  reported on p. Al that 
Michael Wiener, employed as a cryptanalyst by Bell-
Northern Research, designed a machine last year that 
could break codes set by the Data Encryption Standard 
(DES), which is the worldwide standard for encryption 
technology, used widely by financial institutions, business 
and goVernments. Wiener's work surprised experts in the 
field and raised suspicion that the DES "is on its last 
legs". 

OPTION TEN: SHELL REGULATION 
Responsive regulation, p. 45. See Treasury Board 
Se,cretariat, Responsive Regulation in Canada  (1993) and 
the Regulatory Efficiency Act  introduced to Parliament 
recently in bill form by the Président of the Treasury 
Board. 

"Light" Version, p. 45. In the responsive 
regulatory model, industry contracts out of regulation, but 
"regulatory defaults" must remain. As Ayres and 
Braithwaite state in Responsive Regulation  (1992) at p. 
108: "Maintaining a regulatory default would still alow  

regulators to learn from the privately promulgated ruks, 
but would allow some (especia lly smaller) firms to avoid 
the costs of rulemaking." 

Corporate accounting standards, p. 45. This 
example is taken from Responsive Regulation,  at p. 109. 

OPTION ELEVEN: DATA PROTECTION ACT — 
THE NETHERLANDS MODEL 
Commitment to Voluntarism, p. 46. A bill structured 
along the lines of standard OECD data protection 
legislation was introduced in 1981, to implement a 
provision in the Dutch constitution which required such 
legislation. A change of government in 1982 resulted in 
a major "de-regulation" campaign, and the bill was 
substantially modified to its present form and enacted in 
1989. See A.C.M. Nugter, Transborder Flow of Personal 
Data Within the EC  (1990), pp. 146-148. See also Peter 
Hustinx, President of the Registration Chamber, in 
(1991), 14 TDR  27, at 28: "Since 1975 the Dutch 
government ha.s actively promoted self-regulation as a 
means to prepare for legislation. When the Data 
Protection Act finally entered into effect (1989), this 
policy,  was well developed and widely accepted." 

Substantive norms, p. 46. This analysis is 
referred to by Nugter, IbiL  at p. 155, quoting Tweede 
Kamer, vergaderjaar 1984-1985, 19 095, nr. 3, p. 19. 

Low compliance,  p.46.  In 1991, tvvo years 
aller the Act came into force, Peter Hustinx reported that 
only four codes had been approved by the Chamber, 
although ten others had been submitted for approval. He 
also reported that there had been 35,000 registrations 
under the Act. See (1991), 14 TDR 27 at 28. 

OPTION TWELVE: DATA PROTECTION — 
PRIVACY COMMISSIONER MODEL 
Executive powers in Austria and Norway, p. 49. This 
observation was made by Simitis in "Reviewing Privacy 
in an Information Society" (1987), 135 U.Penn, L.R.  737, 
at 745. The current author, however, was unable to find 
authority for this proposition in the relevant statutes. 

CHAPTER ELEVEN 

Opening quotes. Kerwin C.J.C.: [1957] S.C.R. 198, at 
205. Locke J.: [1952] 1 S.C.R. 292, at 326. Hogg: 3rd 
cd.  (1992), at p. 448. 

Australia, p. 53. There appears to have been 
considerable legal debate as to the power of the 
Commonwealth Parliament to enact a general privacy 
and data protection statute covering the entire private 
sector. There is a trade and commerce power federally, 
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but the debate has centred around interpretation of the 
federal "external affairs" power, in relation to treaty 
implementation. This legislative power is quite broad 
(unlike the Canadian constitution) and there is some 
agreement that the federal government would thereby be 
able to implement treaties such as the International 
Covenant on Civil and Political Rights. There is 
disagreement, however, as to whether this power would 
enable a federal iniative to implement the OECD 
Guidelines, which is not a treaty. For discussion of this 
issue, and an argument that the federal government could 
so legislate broadly, see Gordon Hughes, Data Protection 
in Australia  (1991), pp. 40-48. 

Double civil liability, p. 54. See the discussion 
in Hogg, Constitutional Law of Canada  (3rd  cd., 1992) at 
p. 433, referring to Multiple ACÇZSS  v. McCutcheon, 

 [1982] 2 S.C.R. 161. Similarly, in General Motors  v. 
City National Leasing, [1989] 1 S.C.R. 641, the court 
ripheld a civil remedy under the Compelijjon Act  that was 
to be awarded by a provincial superior court; which is 
normally a matter for exclusive provincial jurisdiction 
(this was upheld as a valid exercise of the trade and 
commerce power). 

Endnotes for section on constitutional 
interpretation: 
1. The pith and substance of legislation has been 
referred to as its "dominant or most imporant 
characteristic": Friends of the Oldman River Society  v. 
Canada (Minister of  Transport'), [1992] 1 S.C.R. 3, at 62. 
2. Peter W. Hogg, Constitutional Law of Canada, 
3rd cd.  (Carswell, 1992), pp. 377-379 [15-7 to 15-9] 
(hereafter referred to as "Hogg, Constitutional Law"). 
3. ibid.,  pp. 381 -383 [15-11 to 15 - 13]. 
4. Ibid.,  pp. 395-403 [15-25 to 15-32]; United 
Transportation Union  v. Central Western Railway Corp, 
[1990] 3 S.C.R. 1112 at pp. 1124-1125. _ 
5. Hogg, Constitutional Law,  pp. 417434 [16-1 to 
16-18]. 
6. B.W. Funston and E. Meehan, Canada's  
Constitutional Law in a Nutshell  (Carswell, 1994), p. 58, 
note 7; P. Anisman and P. Hogg, "Constitutional Aspects 
of Federal Securities Regulation" in Proposals for a 
Securities Market Law for Canada, vol. 3 (Consumer and 
Corporate Affairs, 1979), p. 150, note 75. 
7. Generally, see Hogg, Constitutional Law,  pp. 
537-564 [21-1 to 21-28]. 
8. See Hunter  v. Southern Inc.,  [1984] 2 S.C.R. 145 
at pp. 158-159; and Y. Poulet, "Data Protection Between 
Property and Liberties: A Civil Law Approach" in 
Among Friends in Computers and Law: A Collection of 
Essays in Remembrance of Guy Vandenberghe  (Kluwer 

Law and Taxation Publishers, 1990), p. 161, at 167-174. 
Privacy may be considered to be a freedom or societal 
value arising out of the form of social organization - a 
free and democratic society. Like other freedoms or 
values developed from society, it is distineshed from a 
right of property by not being subject to alienation. 
9. S  See the author's efforts to establish that such à 
tort exists in Privacy and Free Enterprise: Legal 
Protection of Personal Information in the Private Sector 
(Public Interest Advocacy Centre, 1993), pp. 226-240. 
10. Section 91(29) refers to "Such Classes of 
Subjects as are expressly excepted in the Enumeration of 
the Classes of Subjects by this Act assigned exclusively 
to the Legislatures of the Provinces." It is to be read in 
conjtmction with the exception to provincial jurisdiction 
listed in section 92(10): "(a) Lines of Steam or other 
Ships, Railways, Canals, Telegraphs, and other wor1cs and 
Undertalcings connecting the Province with any other or 
others of the Provinces, or extending beyond the limits of 
the Province; (b) Lines of Steam Ships between the 
Province and any.  British or Foreign Country; (c) Such 
Works as, although wholly situate within the Province, 
are before or after their Execution declared by the 
Parliament of Canada to be for the general advantage of 
Canada or for the advantage of Two or more of the 
Provinces." 
11. Hogg, Constitutional Law, p. 269 [10-13], 
mentions section 102 of the Constitution Act. 1867  and 
the federal residual power in connection vvith this 
statement. 
12. Ibid.,  pp. 573-574 [22-9 to 22-10]. 
13. [1989] 2 S.C.R. 225. 
14. [1994] S.C.R. 878. 
15. Compare the conclusion reached by Anisman 
and Hogg, "Constitutional Aspects of Federal Securities 
Regulation", supra note 6 at p. 172, that an automated 
system for trading securities using computers located 
throughout the country would be within federal 
jurisdiction based upon section 92(10)(a) due to the 
involvement of an extra-provincial communications 
network. 
16. Hogg, Constitutional Law,  pp. 588-590 [22-24 
to 22-26]. 
17. Alberta Government Telephones  v. CRTÇ,, 

 [1989] 2 S.C.R. 225, at 257; and Ontario Hydro  v. 
Ontario (Labour Relations Board),  [1993] 3 S.C.R. 327 
per Lamer C.J. at pp. 348-350 and La Forest J. at pp. 
364-378. 
18. Hogg, Constitutional Law,  pp. 591-594 [22-27 
to 22-30]. 
19. Ibid., p. 522 [20-2]; Funston and Meehan, 
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Canada's Constitutional Law in a Nutshell  (1994), p. 80. 
Citizens' Insurance Co.  v. Parsons  (1881), 7 

App. Cas. 96 (P.C.) and Attorney General of Canada  v. 
Attorney General of Alberta,  [1916] 1 A.C. 588 (P.C.). 
See generally Hogg, Constitutional Law,  pp. 521-536 
[20-1 to 20-16]. 
21. Caloil  v. Attorney General of Canada,  [1971] 
S.C.R. 543. 
22. [1993] 3 S.C.R. 327. 
23. Ibid.,  per La Forest J. at pp. 379-380. 
24. [1988] 1 S.C.R. 401. 
25. P. Muldoon and M. Vallante, Toxic Water.  
Pollution in Canada: Regulatory Principles for Reduction 
and Elitnination with Emphasis on Canadian Federal and  
Ontario Law  (The Canadian Institute of Resources Law, 
1989), p. 27. 

The Borrowers and Depositors Protection 
Act debacle, p. 59. William A.W. NeiLson presents this 
stark example of the need for consultation in his paper, 
"Interjurisdictional Harmonization of. Consumer 
Protection Laws and Administration in Canada", in 
Ronald C. Cuming, ed., Perspectives on the 
Harmonization of Law in Canada  (1985), pp. 76-87. 

Neilson's models for legislative 
harmonization. From ibid.,  pp. 88-94. Neilson cautions 
against the imposition of federal legislative rules, 
particularly in areas of clear federal jurisdiction and non-
existent provincial legislation as follows: 
"... but the advantages of harmonization are rooted in sensitive 
legal design, patient collaboration, mutual trust and a sense of 
shared interest. Harmonization in a federal system worlcs on a 
consensual and interdependent basis, rarely equates with 
legislative uniformity, and is frequently more attaine,d at the 
administrative level than in the moment of statutory 
creation."(p. 60) 

Joint regulatory mechanisms, p. 59. See, for 
example, the deliberations of  the  Federal-Provincial Task 
Force on Joint Regulatory Mechanisms in its Renort 
(1982). See also Economic Council of Canada, 
Reforming Regulation  (1981), p. 50, and in Richard 
Schulz and Alan Alexandrof Economic Regulation and 
the Federal System  (1985), pp. 149-152. The present 
author wrote an unpublished law school paper under 
Professor Neilson's supervision: "Joint Mechanisms for 
Interjurisdictional Telecommunications Regulation in 
Canada" (University of Victoria, 1983). Schulz's earlier 
worlc, Federalism and the Regulatory Process  (1979) 
identifies in blunt detail considerable provincial 
dissatisfaction with federal regulatory programs 
undertaken with little regard for provincial impact or 
consultation. The notion of  joint regulatory mechanisms 
surfaced again recently in Deparbnent of 
Communications,  Privacy Principlesm 

Models  (1992), in the context of a federal proposal for 
implementing the Teleconimunications Ptivacy Principles 
by establishing a Telecomraunications Privacy Protection 
Agency. 

Uniform Law Conference, p. 60. Work on a 
model privacy act took, place between 1970 and 1977, 
and between 1985 and 1991. A note in the 1993 
Conference Proceedings indicates the Model Act failed to 
muster the required support early in 1992: Uniform Law 
Conference of Canada, Proceedings of the Seventy-Fifth 
Mutual Meeting  (1993), p. 203. Appendix G of this 
volume contains the beginnings of the Conference's work 
on EDI. 

CHAPTER TWELVE 

Opening quote. From the revolutionary text on new 
regulatory concepts, • Responsive Regulation:  
Transcending the Deregulation 'Debate  (Oxford U.P., 
1992), p. 19 (Chapter Two of the text is entitled, "The 
Benign  Big  Gin"). 

Tit-for-tat theory of regulation, p. 62. : See 
Ibid.,  Chapter Two generally. The Light Brigade remark 
is found on p. 25 of this text. The authors rely on the 
application of game theory to test the proposition that tit-
for,tat maxiinizes payoffs  'fOr all parties involved in 
regulation, more so than any other school of thought On 
how to ensure compliance. 

Image of invincibility, p. 62: The dog analogy 
and quote is found in Ibid.,  p. 44. 

CHAPTER THIRTEEN 

Opening quote. From p. 111 of this pioneering 
Canadian report. 

Criticism of cost-benefit analysis, p. 63. See 
Leon Courville, Responsible Regulation: Rules v.  
Incentives  (1980), pp. 13ff and Tuohy quoted in 
Belobaba, "The Development of. Consumer Protection 
Legislation", in Bernier and Lajoie, eds., Consumer 
Protection. Environmental Law. and Corporate Power 
(1985), p. 59. 

Promising options, p. 69. Although a straw 
count would also lead to inclusion of Option Seven 
(Coerced Company-specific Self-regulation), it will be 
noted that this option barely passed the subjective 
analysis of Table One. It was the only option to survive 
the Table One analysis to have a "low" value recorded for 
constitutional acceptance. This relates to the fact that any 
attempt to impose binding rules on specific industries will 
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encounter an industry that could successfuly argue it is 
truly under exclusive provincial jurisdiction. For this 
reason, Option Seven will not be considered further. 

CHAPTER 14 

Opening quote. This is from the Privacy Committee's 
submission to the Independent Commission Against 
Corruption, Privacy and Data Protection in New South 
Wales: A Proposal for Legislation  (1991), p. 28. 

Public and private sectors, p. 72. As Paul-
André Comeau, President of Québec's Commission 
d'Accès à l'information, stated recently: "there is no such 
thing as a frontier, as far as privacy is concerned, between 
private and public sectors." From (1993), 24 Privacy 
Laws & Business  6. 

Comprehensiveness, p. 72. It should be noted 
that there is a cogent but relatively untested regulatory 
theory that good results can be achieved by regulating 
only the dominant firm or firms in a given industry. See 
Ayres and Braithwaite, Responsive Regulation  (1992), 
Chapter 5. 

Manual and automated data, p. 73. Another 
interesting consequence of treating the two differently is 
stated as follows: "Regulating computers more strictly 
than paper also distorts both the flow of information and 
the use of new technology." From The Economist,  May 
4, 1991, p. 22. 

Defining key terms, p. 73. For example, the 

Dutch data protection act comes into operation when a 
personal (lea  file is in existence, and not only when such 
a file is "processed", as in most other international acts. 
This matter of careful definition results in an important 
increase in scope of the Etutch act. 

Plain language, p. 74. Plain language is critical 
in the drafting of voluntary codes, not only because the 
documents should be completely clear to company 
managers and stal% but also to consumers who will be 
relying on the company's Compliance with the code. The 
recent drafts of the CSA Model Code, for example, reveal 
language that is more legalistic and perhaps more detailed 
than necessary. 

CHAPTER FIFTEEN 

Opening quote. Ian Ayres and John Braithwaite, 
Respesive Regulation: Transcending the Deregulation 
Debate  (1992), p. 101. These authors later state: 
"A message of this book is that there can be strength in the 
convergence of weakness. The challenge is to find a mix of 
self-regulation and governmental regulation -- a mix that vvill 
cover the gaps left by one approach with the strengths of 
another approach. By exploiting the advantages  and 
recognizing the weaknesses of enforced self-regulation, 
voluntary self-regulation, and direct governmental regulation, 
we might strike a tnix that is more effective and less expensive 
than any one- or two-dimensional approach." 
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