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● (1100)

[English]
The Chair (Mr. Pat Kelly (Calgary Rocky Ridge, CPC)): I

call this meeting to order.

Welcome to meeting number 30 of the Standing Committee on
Access to Information, Privacy and Ethics.

Pursuant to Standing Order 108(3)(h) and the motion adopted by
the committee on Tuesday, July 26, 2022, the committee is meeting
to study device investigation tools used by the Royal Canadian
Mounted Police.

Today’s meeting is taking place in a hybrid format, pursuant to
the House Order of Thursday, June 23, 2022.

For members in the room, if you wish to speak, please raise your
hand. Members on Zoom, please use the "raise hand" function.

The clerk and I will manage the speaking order as best we can,
and we appreciate your patience and understanding in this regard.

I will introduce our witnesses for this panel this morning. We
have with us from the Office of the Privacy Commissioner of
Canada, Philippe Dufresne, Privacy Commissioner of Canada; and
Gregory Smolynec, deputy commissioner, policy and promotion
sector.

We will now begin the opening remarks. The floor is yours.

Take it away, Commissioner Dufresne.
Mr. James Bezan (Selkirk—Interlake—Eastman, CPC): I

have a point of order, Mr. Chair.
The Chair: I'm sorry, there's a point of order.

Go ahead, Mr. Bezan.
Mr. James Bezan: When the hammer drops, there are supposed

to be no cameras in the room.
The Chair: Correct, thank you. I think we have co-operation

there.

With that, take it away, Commissioner.
Mr. Philippe Dufresne (Privacy Commissioner of Canada,

Office of the Privacy Commissioner of Canada): Good morning
Mr. Chair and members of the committee.

I am pleased to be here today to assist the committee in its study
of the device investigation tools used by the RCMP. I am accompa‐
nied by my colleague Gregory Smolynec, deputy commissioner,
policy and promotion branch.

This study follows media reports and a response to a question on
the Order Paper confirming that the RCMP was using technical
tools to obtain data covertly and remotely from targeted devices,
subject to judicial authorization. The response and media reports al‐
so indicated that the RCMP had not consulted my office prior to us‐
ing these tools.

[Translation]

As you know, as the Privacy Commissioner of Canada, I am re‐
sponsible for the protection and promotion of the privacy rights of
Canadians in the public and private sectors. My office does so by
investigating complaints, providing advice to government depart‐
ments and private sector organizations, reporting publicly on com‐
pliance with privacy laws, and promoting public awareness of pri‐
vacy issues.

When I appeared before you in June to discuss my proposed ap‐
pointment as Privacy Commissioner, I indicated that I would have
as my vision the following three elements: privacy as a fundamen‐
tal right; privacy in support of the public interest; and privacy as an
accelerator of Canadians' trust in their institutions and in their par‐
ticipation as digital citizens.

● (1105)

[English]

Applying these elements to the committee’s study generally, I
would say the following.

Privacy as a fundamental right means that all institutions, includ‐
ing the RCMP, should have privacy as a key consideration when
designing and deciding to use any technology that could have ad‐
verse impacts on the privacy of Canadians.

Privacy in support of the public interest means that by consider‐
ing privacy impacts at the front end and by consulting with my of‐
fice, organizations can prevent privacy harms at the outset and in‐
deed improve the tools that will be used to further the public inter‐
est, whether it be the prevention of crime, the protection of national
security, or the advancement of Canada’s competitiveness. Privacy
and the public interest go hand in hand, they build on and strength‐
en each other and Canadians and their institutions should not have
to choose between one or the other.



2 ETHI-30 August 8, 2022

Privacy as an accelerator of Canadians’ trust in their institutions
and in their participation as digital citizens means that when organi‐
zations such as the RCMP consider privacy impacts at the front end
and are seen to be doing so, this generates trust and reassures Cana‐
dians about the necessity of the tools and the measures put in place
to mitigate privacy impacts and ensure proportionality between the
measures and the objectives.
[Translation]

In terms of specific background to your study, I would start by
saying that the Privacy Act does not require the RCMP or any gov‐
ernment institution to prepare privacy impact assessments, or PIAs,
for my consideration, but the Treasury Board requires it in its poli‐
cies. I hope to see this included as a binding legal obligation in a
modernized version of the Privacy Act.

As you know, the RCMP recently indicated that it had put in
place a program to use on‑device investigative tools, or ODITs, and
other methods to obtain data covertly and remotely from targeted
devices. The RCMP confirmed that these tools could collect private
communications such as texts and emails sent or received from the
device, documents and media files stored on the device, as well as
sounds within range of the device and images viewable by the cam‐
eras built into the device.

The RCMP has also stated that the use of these tools is subject to
judicial authorization. My office was not informed of, or consulted
on, this program prior to its implementation or since. After learning
about this through the media in late June, we contacted the RCMP
for more information, and the RCMP has since scheduled a demon‐
stration for my officials in late August. In its response to the ques‐
tion on the Order Paper, the RCMP indicated that it began drafting
a PIA in relation to these tools in 2021, but we have not yet seen it.
[English]

Once we receive the PIA, we will review it to ensure that it in‐
cludes a meaningful assessment of the program's privacy compli‐
ance and measures to mitigate privacy risks. We will also review it
to ensure that any privacy-invasive programs or activities are legal‐
ly authorized and necessary to meet a specific need, and that the in‐
trusion on privacy caused by the program or activity is proportion‐
ate to the public interest at stake. This would require the RCMP to
consider whether there is a less privacy-intrusive way of achieving
the same objective. If we find shortcomings in terms of privacy
protections, we will provide the RCMP with our recommendations.
We would expect them to make the necessary changes.

In conclusion, I would reiterate my hope that the timely prepara‐
tion of PIAs be made a legal requirement in a modernized version
of the Privacy Act. Doing so would recognize privacy as a funda‐
mental right, support the public interest and generate necessary
trust in our institutions, such as the RCMP, who are doing vital and
important work for all Canadians.

I would now be happy to answer your questions.
The Chair: Thank you.

For the first round of questions we have Mr. Kurek.

You have up to six minutes. Go ahead.

Mr. Damien Kurek (Battle River—Crowfoot, CPC): Thank
you very much, Mr. Chair.

Thank you, Commissioner, and congratulations. I know that the
last time you were before this committee, it was expected that you
would be appointed, so congratulations on that appointment. I'm
sure it's been a busy summer for you.

You referenced in your opening remarks how one of your priori‐
ties as commissioner is viewing “privacy as a fundamental right”.
Certainly, with the Order Paper question, there were some concerns
about the way the RCMP and the government approached the pro‐
curement of this software. I'm wondering if I could hear your opin‐
ion on whether or not you would see the government sharing your
opinion that privacy is a fundamental right in the way this process
seems to have been carried out.

● (1110)

Mr. Philippe Dufresne: I know that the Department of Justice
has issued a paper recommending proposed modifications to the
Privacy Act in a modernized version, as this committee has done as
well. One of those goes to the preamble and strengthening the lan‐
guage in the preamble to highlight the fundamental importance of
privacy to the dignity and rights of Canadians.

What I would say is that seeing this as a fundamental right, all
institutions should have it as top of mind. It should be a culture of
privacy. It should be privacy by design so that when thinking of
new tools, new public interest opportunities, priority is given to
considering the impacts on privacy.

Mr. Damien Kurek: I found it interesting when you shared a lit‐
tle bit of the timeline regarding the RCMP's response to basically
being called out on this with this Order Paper question and the rev‐
elations. Do you find it suspect or curious that it was only after hav‐
ing this information go public that it seems they would have been
more forthcoming with their privacy obligations?

Mr. Philippe Dufresne: What I will say is that the impact of this
type of information coming out in the public through media reports
or questions can raise questions and can raise concerns. I think
from a trust standpoint and generating confidence, it would be far
preferable that privacy impact assessments be done at the front end,
that my office be consulted, and that this can be conveyed some‐
how to Canadians so that they are reassured that there are institu‐
tions there, such as my office, to provide advice and to make sure
that privacy is top of mind.
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Mr. Damien Kurek: Just to clarify, especially when it comes to
law enforcement, we have heard, and I'm sure we will hear, about
the operational realities of an investigation. Does your office have
protocols in place to make sure that things like investigations and
the integrity of those things could be protected?

Mr. Philippe Dufresne: When we work with organizations, we
ensure that the information is treated appropriately in terms of con‐
fidentiality and security. From my standpoint, as I stated, privacy is
not an obstacle to the public interest. They go hand in hand. They
strengthen each other.

Mr. Damien Kurek: Thank you very much, Commissioner.

I know that your office and a number of the other offices that re‐
port to this committee do some proactive work to look at how gov‐
ernment is fielding their various areas of responsibility. I'm just cu‐
rious; has your office discussed or looked at software such as Pega‐
sus or other types of spyware and their potential to jeopardize the
rights and human rights of Canadians? Is that something that your
office has looked into outside of the context of this study that we're
undertaking now?

Mr. Philippe Dufresne: I know that this has been discussed in
terms of the appearance of my predecessor at this committee with
regard to facial recognition technology. There were questions asked
about that. To my knowledge, this is not something that is used by
government institutions, but this type of technology is the type of
technology that to my mind should be looked at very carefully from
a privacy standpoint to ensure that its impacts are known and miti‐
gated.

Mr. Damien Kurek: Just to clarify, your office has not undertak‐
en an assessment of the use of software like Pegasus or other types
of spyware and their impact on the privacy of Canadians.

Mr. Philippe Dufresne: No, we have not, but in the context of
this matter, we look forward to receiving the PIA and information
from the RCMP—not with Pegasus, but with the type of tools that
are being used in this context.

Mr. Damien Kurek: Are you aware of, outside of the informa‐
tion that was provided in response to the Order Paper question
that's been referenced, other entities in government that have used
this throughout the last number of years, especially with the rapid
evolution of types of technology like this? Are you aware of
whether this type of technology has been used in the past and other
privacy assessments have been done?

Mr. Philippe Dufresne: I'm not aware of other types of technol‐
ogy or privacy assessments. Our office has been involved in re‐
viewing the facial recognition technology. It has been involved in
Clearview and the use of images and an investigation in terms of
cell site simulators—these types of technology. When we are in‐
volved, we look at the privacy impacts. Public interest may require
the use of these tools, but we look at making sure the safeguards are
there to minimize and to ensure that it's proportional.

Mr. Damien Kurek: In my last few seconds here, can I ask
whether your office has been in touch with any provincial counter‐
parts on these or related matters regarding the use of technologies
during law enforcement investigations?

● (1115)

Mr. Philippe Dufresne: In the context of facial recognition tech‐
nology, there was coordinated work with provincial privacy com‐
missioners. A joint statement was issued on recommended princi‐
ples in these matters.

Mr. Damien Kurek: Has there been any work—

The Chair: You're out of time, Mr. Kurek.

Mr. Damien Kurek: Okay. Thank you very much.

The Chair: We will now go to Ms. Hepfner.

Ms. Lisa Hepfner (Hamilton Mountain, Lib.): Thank you very
much, Chair.

Through you, I'd like to thank the Privacy Commissioner and Mr.
Smolynec for being here to answer our questions today.

I would like to take you back through a little bit of the timeline. I
think you said that you understood about the RCMP's use of tech‐
nology in June, and then you got an update from the RCMP just
this month. Have you gotten some information already from the
RCMP about their use of technology that can be used to spy on
people's cellphones?

Mr. Philippe Dufresne: Not at this time; we were made aware
of its use through the media and the question on the Order Paper at
the end of June. We reached out to the RCMP. They are aiming to
provide us with information at the end of August. It will be coming
this month, but it hasn't come yet.

Ms. Lisa Hepfner: Okay.

From what you know of the RCMP's limited use of technology in
some investigations, do you have concerns about how it was being
used? Can you explain any privacy concerns or other concerns you
have about a violation of people's rights under the charter?

Mr. Philippe Dufresne: Well, we have not received detailed in‐
formation in terms of the context and the use. That's what we look
forward to receiving and to providing advice on with the facts. I
think what I could say at a high level is that, on the one hand, these
tools appear to be potentially highly intrusive in terms of their ca‐
pabilities to gather information. On the other hand, they are also
subject to an extensive regime in terms of judicial authorization and
conditions. We will look at those two aspects to see the intrusive‐
ness of the tools but also the safeguards, including the fact that they
are, if they are, and the extent to which they are subject to judicial
authorization and the criteria and notification—the elements in
terms of the Criminal Code. We're going to look to see if, given the
evolution of the technology and the capabilities, there should be
more in terms of safeguards, whether it be with respect to retention
policies or otherwise.

These are the things we're going to be looking at once we have
the briefing and the more detailed information, as we would have
done and as we would do in the context of any program where a
PIA would be done.
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Ms. Lisa Hepfner: Thank you.

You mentioned that there should be some updates to the Privacy
Act that should include this under its purview. I'm wondering if you
can give us a little bit more detail about how that legal framework
should look.

Mr. Philippe Dufresne: Sure. Currently, there's no legal obliga‐
tion on departments or the RCMP for doing this. There is a policy
from the Treasury Board and there's a directive. Those policy in‐
struments require that PIAs be done when there's a new program or
new use that could potentially be having an impact on the privacy
of Canadians. There's a requirement that my office be notified early
enough so that we can provide meaningful input. The idea, again, is
to reassure Canadians, and also to ensure that the information and
advice is there.

But we see situations like this one, where this is done very late,
after the tools have been used for some time, so we're not in a posi‐
tion where we can address or prevent. We're in a reactive mode.
Our advice and recommendation, or my hope, is that this be made a
legal obligation in the Privacy Act, because then there hopefully
would be more timely compliance with this requirement.

Ms. Lisa Hepfner: Is the RCMP required to consult with you
before starting the use of technology like this, given that there are
several layers of judicial authorization needed for them to use the
technology?

Mr. Philippe Dufresne: Under not a legal obligation but under
the policy documents of the Treasury Board; this is something that's
not legally required but is more internal. The sanctions could be im‐
posed by the Treasury Board itself...or removal of delegation or
these types of things, but there is certainly in this policy the sense
that my office should be notified and that a PIA should be done in
high-risk situations where the tools can have an impact on privacy.

The fact that there's a judicial authorization regime doesn't re‐
move the need to do a PIA, but it's an important element that would
certainly be looked at and considered in a PIA as a mitigation mea‐
sure.
● (1120)

Ms. Lisa Hepfner: And you would like to see it become a legal
requirement that your office be consulted.

Mr. Philippe Dufresne: That the PIA be done would be the legal
requirement and that my office be consulted in appropriate cases;
again, there may be situations where you have to manage the risk at
play. There's also the sensitivity of the information. Situations have
to be looked at on their facts.

Our recommendation is that if it were a legal obligation, there
would be more compliance. Maybe it would help organizations en‐
sure that they do it, that they have the resources to do it and that
they're coordinated enough to do it. I understand that organizations
have a lot of pressure and have a lot of things they have to bear in
mind. I'm very sympathetic to that. I think having it as a legal obli‐
gation is sometimes helpful, because it focuses the attention on that.

The Chair: Thank you.

With that, Ms. Hepfner, you are out of time.

[Translation]

Mr. Villemure, we now go to you for six minutes.

Mr. René Villemure (Trois-Rivières, BQ): Thank you,
Mr. Chair.

Commissioner, like my fellow members, I want to congratulate
you on your recent appointment.

Let me say, from the outset, that the purpose of this study is not
to carry out a witch hunt but, rather, to see whether improvements
are needed, whether a legislative framework or public policy is
needed to protect Canadians. Respect for fundamental rights, public
trust and the public good are all things we are trying to achieve
here.

Thank you for being with us this morning.

There is no denying how quickly technology moves, sometimes
faster than legislation. Nevertheless, other countries, or the Euro‐
pean Community, has begun looking into spyware.

What can you tell us about a government entity's decision to use
or not use spyware?

Mr. Philippe Dufresne: A government entity's use of spyware
raises privacy concerns right off the bat. That doesn't mean that it
won't be allowed in situations where it's appropriate. As I said earli‐
er, privacy is not an obstacle to the public interest, but it always has
to be taken into account. Privacy is a fundamental right and needs
to be taken into account. It's a matter of human dignity.

You're right about how quickly technology is moving, and tools
are becoming more and more sophisticated. This isn't the same as
just intercepting a conversation on a landline; smart phones hold a
wealth of information.

The approach we advocate is taking privacy into account from
the get‑go, especially given the potential for technologies to be
more and more privacy-intrusive. Also important is the ability to
properly weigh the risks and the necessity of using the tool.

My office and this committee recommended necessity and pro‐
portionality as criteria. That is not to say that the tool can't be used.
Perhaps it can. Perhaps, in this case, that balance was achieved, but
it's important to make sure. Those checks and balances not only
protect privacy, but they also reassure Canadians that privacy is be‐
ing respected.

Mr. René Villemure: A sense of security is indeed very impor‐
tant in this situation.

On its own, a tool isn't moral or immoral. The problem really has
to do with how it's used. Admittedly, these tools are extremely in‐
trusive. They can be installed on people's phones unbeknownst to
them.
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I think it's your office's job to review and verify assessments that
may be done upfront.

Do you think the RCMP or similar organizations need oversight
when it comes to assessing their practices?

Currently, they do their own assessments. If they tell us that it's
appropriate to use this or that tool, I'm willing to believe it, but self-
assessment has its limits.

What do you think?
Mr. Philippe Dufresne: This afternoon, you'll be hearing from

RCMP representatives. I think they will highlight the fact that these
tools are subject to oversight under part VI of the Criminal Code. In
its response, the RCMP said that the use of these types of tools was
subject to judicial authorization. That's an important aspect.

That oversight comes down to criteria set out in a section of the
Criminal Code for the purpose of protecting privacy while allowing
criminal investigations to take place.

What we are saying is that, when these tools are new, very pow‐
erful and potentially intrusive, it's important to carry out privacy
impact assessments, even if judicial review mechanisms are in
place. There is a system that has that requirement, but it's not a le‐
gal one. It's the system that was put in place pursuant to the Trea‐
sury Board policy. My office asks departments to ask these ques‐
tions and to document the information.

At the end of the day, the results may show that, while these
tools are certainly intrusive, they are necessary given the difficulty
of conducting the investigation and the lack of alternatives. It's not
about choosing between the public interest and privacy; it's about
ensuring respect for both, but it has to be done in a way that builds
trust. It's better to carry out assessments at the front end so that the
use of these tools doesn't come to light in a news report or in re‐
sponse to a parliamentarian's question. This kind of situation can be
avoided by conducting assessments first and by consulting my of‐
fice when appropriate.
● (1125)

Mr. René Villemure: Now it feels as though there's been a
breach of trust.

Currently, a number of bills relate to privacy, including Canada's
digital charter.

I worry that all these bills have gaps. Do you have a recommen‐
dation that might help?

Mr. Philippe Dufresne: Parliamentarians, my office and stake‐
holders need to ask questions and examine the possible repercus‐
sions these tools have on privacy.

You're right: there are a number of bills and initiatives. Organiza‐
tions need to address privacy considerations in their plans and ac‐
tivities, and parliamentarians need to do the same when it comes to
bills. My office is here to provide the committee with advice on
legislative measures.

Mr. René Villemure: Do you think we need a moratorium on
spyware right now, so we can take the time to really examine
things?

Mr. Philippe Dufresne: We said the same thing in relation to fa‐
cial recognition technology: it's important to consider the safe‐
guards in place. That includes the requirement to obtain judicial au‐
thorization before using spyware.

My priority is to determine what the repercussions and implica‐
tions of using the tools are, and to make recommendations based on
the information provided by the RCMP. We hope the RCMP will
follow through on our recommendations, and that's what we expect.

Mr. René Villemure: Thank you.

[English]

The Chair: Thank you.

Now we'll have Mr. Green, for up to six minutes.

Mr. Matthew Green (Hamilton Centre, NDP): Thank you very
much.

Already, some very important points have been raised. Hopeful‐
ly, they will help guide us in future discussions on balancing
Moore's law and the advancement of technology with legislation
and, quite frankly, a workforce that may not be as up to date on the
technology, to be able to provide adequate insight on its proportion‐
ality.

Mr. Dufresne, you mentioned that you're looking to see the pri‐
vacy impact assessment as a legal requirement. Can you take a brief
moment to expand on why it would be important for your office to
provide oversight on the basic functions of this rapidly increasing
and expanding use of technology?

Mr. Philippe Dufresne: Absolutely.

Privacy impact assessments, in my mind, are an important tool
for a culture of privacy, for a culture where privacy is top of mind.
We are designing tools for organizations that are meeting many
obligations and facing pressures. Time is limited for decision-mak‐
ers and I understand that, but having that framework is about get‐
ting into this habit of asking questions: What is the impact on priva‐
cy? How large is it? How necessary is it? What is my purpose?
Why do I need this information? Do I need as much? What are the
safeguards we're putting in? All of this risk assessment, the identifi‐
cation of mitigation tools and the identification of proportionality
create a culture of privacy and a culture of privacy by design, and
in the ideal scenario, it means that my office doesn't need to be in‐
volved—or very little—because we're informed of it; we're noti‐
fied. We then look at it and we're satisfied, or we provide some ad‐
vice. It doesn't give rise to situations where there is a complaint, a
concern or a sense of mistrust, or where questions are being asked.
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This is good, in my mind, for everyone. It ensures the protection
of privacy for Canadians, ensures organizations can achieve their
goals and ensures there's trust in society so Canadians can feel they
can use these tools and participate as digital citizens.
● (1130)

Mr. Matthew Green: When you talked about strengthening the
language of privacy as a culture, you mentioned strengthening fun‐
damental rights in the language of the preamble. Just so that I'm
clear, is a preamble legally binding in legislation?

Mr. Philippe Dufresne: It's not legally binding to the extent that
a section of the act is, but it would be looked at in identifying the
purpose of the act and in identifying sections of the act. The pream‐
ble is very helpful, so we would look to—

Mr. Matthew Green: But it's not legally binding.
Mr. Philippe Dufresne: It's legally binding in the sense that it's

going to be interpreted by courts in terms of how the statute and the
sections of the act will apply. However, you would want sufficient
protection in the sections themselves. If there is a lack of clarity or
some elements need to be given some nuances, the preamble will
assist in highlighting what the intention was.

Mr. Matthew Green: Has there been any contemplation by your
office on what legally binding language might look like in the Pri‐
vacy Act? I ask because quite like my good friend Mr. Villemure,
I'm interested in seeing the fruits of this labour over the next two
days result in recommendations that will hopefully strengthen the
new Privacy Act.

Before you answer that, I want to reference the time we spent on
mobility data tracking. That was a culture referencing the Treasury
Board. It has this language within it, but we had a department that
went beyond the scope of the Treasury Board's directives and had
this committee spending a considerable amount of time contemplat‐
ing that use.

Help me close the gap between suggestions, culture and pream‐
ble, and strong legal requirements for privacy.

Mr. Philippe Dufresne: In the context of this study—and there
was the study on mobility data—there was a study that this com‐
mittee did in 2016 on overall Privacy Act reform. There were a
number of recommendations. The one that is very relevant here and
that I'm reiterating is the one about having, in the act, a section re‐
quiring that organizations prepare privacy impact assessments
when they are designing—

Mr. Matthew Green: I want to jump in on that. We spoke
briefly before the meeting, and you know that I have been trying to
champion the duty of candour. I would put to you, given your past
roles, that you know better than most how serious and how impor‐
tant Parliament is, as the grand inquisitor of the nation, in ensuring
there is civilian, democratic oversight of our institutions. However,
it seems like—in fact, I believe there's been judicial comment on
this—CSIS and the RCMP have a bit of a cavalier approach to Par‐
liament.

Do you think privacy assessments should also be made readily
available to this committee? We could help offset some of the un‐
necessary time we might spend in investigating these things if there

were a bit more of a proactive duty of candour within this particular
committee.

Mr. Philippe Dufresne: This idea is similar to why my office
should be receiving notifications of these privacy impact assess‐
ments. There was a recommendation made, I believe by this com‐
mittee, on not only requiring PIAs but also requiring reports, or
more fulsome reports, on privacy management initiatives and priva‐
cy steps.

This information can be made available publicly, or if there is
some issue about public information, it can be made available to the
proper entities, such as my office and this committee. If informa‐
tion has to be confidential, there are tools for that, but it is impor‐
tant that the proper bodies, including this committee and the House,
have this information. Again, it generates this notion of trust in that
questions may not need to be asked if you have this information
provided on a proactive basis. That allows the organization to fulfill
its important public interest without having to answer these ques‐
tions after the fact.

Mr. Matthew Green: Thank you.

The Chair: Thank you.

Now we'll move to Mr. Williams for up to six minutes.

Mr. Ryan Williams (Bay of Quinte, CPC): Thank you very
much, Mr. Chair.

I'll follow my colleagues' questions and I'll also amplify them.
Thank you very much for attending and being here today.

Can you hear me? Do I have five minutes?

● (1135)

The Chair: Yes.

Mr. Ryan Williams: Thank you.

I want to walk back a little bit on how your office became in‐
volved today and why we're here.

Did you hear about this technology only through the media, or
were there other ways you heard about how this was occurring?

Mr. Philippe Dufresne: We heard about this from the media.

Mr. Ryan Williams: Do you have any more information in your
office at this point, or is it just that you're going to get information
at the end of August?

Mr. Philippe Dufresne: The information that I have is the infor‐
mation that I have from the media reports. It's also from the
RCMP's answer to the question on the Order Paper, so there is more
information there.

I know that there will be a more fulsome briefing to my officials
at the end of August, but I don't have more information than that
today.

Mr. Ryan Williams: Did you formally request more information
at this time or at any time prior to her hearing about this in the me‐
dia?
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Mr. Philippe Dufresne: As soon as we heard about it in the me‐
dia on June 27, we reached out to the RCMP. I believe on June 30
we made the request for the meeting, and the meeting will take
place at the end of August.

Mr. Ryan Williams: Did you just ask for a meeting and no other
information at the time?

Mr. Philippe Dufresne: What I understand is that we asked to
be provided with information about this initiative, these tools, and a
briefing on those tools. I don't know if there's more information.

I expect that we're going to receive enough information so that
we can provide meaningful input on this. I expect that we will re‐
ceive the PIA as well.

Mr. Ryan Williams: Have you asked for the PIA?
Mr. Philippe Dufresne: We've been informed that the PIA was

done in 2021, and this is something that we're going to want to see.
I don't know if we're going to see this at the end of August, but this
is something that we will want to see.

Mr. Ryan Williams: Going on some of the last testimony, you
mentioned that the PIA's are non-intrusive, that they're very private
themselves.

Have you done a PIA on the RCMP and other technologies in the
past?

Mr. Philippe Dufresne: What I know is that the office was in‐
volved in reviewing the facial recognition technology and the
Clearview AI. We also had an investigation on the use of cell site
simulator data.

I don't know if my colleague has more information on PIAs that
would have been proactively shared and discussed with us.

Dr. Gregory Smolynec (Deputy Commissioner, Policy and
Promotion Sector, Office of the Privacy Commissioner of
Canada): There have been other PIAs submitted by the RCMP his‐
torically in the past.

Mr. Ryan Williams: Have they always given fully what your of‐
fice needed when you've asked for them?

Dr. Gregory Smolynec: Typically, it's not unusual in a PIA sub‐
mission that we would request additional information upon receipt
of the PIA; we'd ask additional questions. It's a little bit of an inter‐
im process where we may ask for supplementary information or
documentation as part of our review of a PIA. That happens quite
frequently.

Mr. Ryan Williams: With regard to your office and your knowl‐
edge, when it comes to all of this new technology that we're using,
are you aware of who approves this information? Is it the RCMP
themselves, or are any offices of the government involved at all, for
instance, is Public Safety, etc., involved in any procurement of that
technology?

Mr. Philippe Dufresne: I'm not sure of the internal workings.
This is a question that should be properly asked of the RCMP.

I've seen the information they gave and the question on the Order
Paper.

Mr. Ryan Williams: When we talk about this technology—and
we went through this with your predecessor before with regard to
facial recognition and cellphone mobility data—does it concern you

that a general warrant with this kind of technology is all that's nec‐
essary to remotely access someone's phone, and the microphone or
camera?

Mr. Philippe Dufresne: Again, I will want to know the details
from the RCMP in terms of which warrant and which authority
they are using. If it is part VI of the Criminal Code, there are more
safeguards there in terms of authorization and notification to the
person after the fact. This is going to be part of what we look at to
see if it's enough and, if this is used, if it's this one, if we need to
strengthen it with other means, but part VI in the Criminal Code
does have a number of safeguards built in.

Mr. Ryan Williams: We know that this technology has been
used in the U.S., and it's no longer allowed to be used in the U.S.

This will be my last question, Mr. Chair.

Would you have concerns on its use in general just from knowing
what you know right now, and what would those concerns be?

Mr. Philippe Dufresne: My concern is making sure that this
type of technology is looked at from a privacy angle and that it be
looked at carefully to ensure that it doesn't go further than it needs
to in order to achieve the necessary public interest at play.

This is something we'll be able to do once we see the details of
the specific tools as well as the uses, the purposes and the safe‐
guards.

● (1140)

Mr. Ryan Williams: Thank you, Mr. Chair.

The Chair: Thank you.

Ms. Khalid, you have up to five minutes.

Ms. Iqra Khalid (Mississauga—Erin Mills, Lib.): Thank you
very much, Chair.

Thank you, Monsieur Dufresne, for being here today.

I will start by going back to something you said that I want to
clarify. I believe you said that, to your knowledge, there is no Pega‐
sus-like tech that is being used, that you're aware of, by government
departments. Is that right?

Mr. Philippe Dufresne: I think Pegasus itself; I think I was re‐
ferring to this program, and to my knowledge it is not used by any
government agencies.

Ms. Iqra Khalid: Sir, you have a lot of experience. On a world
scale, where does Canada place in its protection of the privacy of
Canadians from mass surveillance or the use of Pegasus-like tech‐
nology in surveilling Canadians? Where does Canada stand in the
world?
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Mr. Philippe Dufresne: I think Canada has a number of safe‐
guards. The role of my office is to ensure that we can make them
stronger and to promote making them stronger. We've called for
law reform for the Privacy Act to modernize it so that it catches up
to new technology. There is Bill C-27, which is currently before the
House in terms of private sector privacy.

We value privacy as Canadians, and I think it's something that
has to be top of mind. That's why I say that privacy is a fundamen‐
tal right. It has to be so. It has to be seen as such. It is not an obsta‐
cle to the public interest. It has to be there. It has to work with the
public interest, but it has to be something that we communicate and
we address to build trust for Canadians.

I think we have a strong system. I think it could be stronger. I
think it's important that it be world class and that it be the best sys‐
tem in privacy. It's a fundamental right, and it's fundamentally im‐
portant for Canadians.

Ms. Iqra Khalid: Thank you.

You just mentioned the use of such surveilling technologies by
private organizations. I know that in the news we heard recently
about the Awz group, which former prime minister Stephen Harper
has been deeply involved with. There's technology such as Cor‐
sight, which uses facial recognition software, or viisights and their
behaviour recognition software.

Are you concerned about how those technologies being devel‐
oped are being used by private companies, and whether we should
be doing more? You just mentioned Bill C-27 as well. Perhaps you
could expand on that.

Mr. Philippe Dufresne: I think it's important for both the private
sector and public sector that we have modernized legislation that
treats privacy as a fundamental right, that does so while advancing
the public interest, and that does so by generating trust. There will
be some different considerations in terms of necessity and propor‐
tionality in terms of ensuring that whatever tool is used is warrant‐
ed and is legitimate to goal.

In terms of the public sector, there will be a necessity that will
often be at a higher level. If you're talking about the public interest,
national security, prevention of crime and so on, they're distinct sit‐
uations, and they have to be looked at in context.

Ms. Iqra Khalid: Thank you.

Lastly, I want to go down this path. We know that over the past
number of years, the RCMP has investigated, for example, mem‐
bers of Parliament. That is part of the motion that is before us. Ob‐
viously, the work you do as Privacy Commissioner impacts all gov‐
ernment departments. It impacts the House, and it tries to protect
the privacy of Canadians. Where do you see that balance between
the role that the RCMP plays in balancing privacy and security of
Canadians versus the role that you play in ensuring that privacy is
protected and also that justice is done, and is seen to be done as
well, in an efficient manner? What are your thoughts about that?

Mr. Philippe Dufresne: As the Privacy Commissioner, my man‐
date is to promote and protect the privacy rights of Canadians in the
public and the private sector. That's the mission that I have and that
my office and my colleagues have. But my vision would be that we
have a culture of privacy in Canada throughout the whole of gov‐

ernment, and that whatever organization, whatever department, in‐
cluding the RCMP, has privacy as a consideration.

The RCMP has its own mission and its own mandate in terms of
protecting Canadians. They can talk about it more eloquently than I
can, but I concluded my remarks by describing it as being vital and
important to Canada. It's of fundamental importance. My goal is
that, by doing so, they nonetheless have privacy as top of mind. I
think that is doable. I think that strengthens privacy, which is a fun‐
damental right, but it also strengthens the mission of organizations,
in this case law enforcement, in protecting Canadians, because it
generates trust and ensures that Canadians will know what they can
do and what's being done. I think that ultimately helps the RCMP in
its mandate.

● (1145)

Ms. Iqra Khalid: Lastly—

The Chair: Thank you.

No, I'm sorry, Ms. Khalid; you're out of time.

Ms. Iqra Khalid: Thank you, Chair.

[Translation]

The Chair: Over to you, Mr. Villemure for two and a half min‐
utes.

Mr. René Villemure: Thank you, Mr. Chair.

Commissioner, part VI, the part of the Criminal Code you just
mentioned, comes up a lot in the documents provided by the
RCMP. When I read the documents, I got the sense that part VI was
something of a replacement for the Office of the Privacy Commis‐
sioner.

What are your thoughts on that?

Mr. Philippe Dufresne: Thank you for your question.

The fact is it doesn't replace the Privacy Commissioner. They are
two different things. Part VI sets out the conditions in which police
can use the tools. It stipulates the obligation to obtain authorization
from a judge, the obligation to give notification and various other
conditions. That is very important.

One thing is for sure. If the use of a tool was not subject to such
obligations or a regime like this, there would be even fewer mecha‐
nisms to limit that use. A tool that is used across the board for ev‐
eryone will certainly be handled differently than one that is used
specifically for the purposes of an investigation. However, that does
not relieve police of the necessity to assess the potential privacy
repercussions when they plan to use new tools. That is why my of‐
fice views those assessments as necessary, and we can contribute to
the process by providing advice and an opinion on the issue.
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Perhaps we will come to the conclusion that the assessment
mechanism is adequate and come away reassured. The police could
then tell the public that the tool had been scrutinized, and Canadi‐
ans would be reassured. Perhaps we will conclude that the mecha‐
nism is quite good but has a few gaps given how quickly technolo‐
gy evolves. The regime would then need to be strengthened, and
new criteria or safeguards added. All of that is possible, but it won't
automatically flow from part VI, and that's where my office comes
into the equation.

Mr. René Villemure: Part VI does a good job of establishing
limits, but your office provides additional oversight and a different
perspective, one that is needed.

One of my fellow members brought up the Treasury Board's di‐
rectives. They don't carry the same weight as the law—there is no
disagreeing with that.

I gather from your previous comment that these obligations
should be prescribed in the act instead of set out in an administra‐
tive directive that can change at any time.

Is that correct?
Mr. Philippe Dufresne: In my view, that's the thing to do. An

administrative directive can always be changed. An act can also be
changed, but it's obviously a more cumbersome process.

Conducting the assessments is what matters. Given the benefits
to Canadians and the organization of conducting the assessments,
making them a legal obligation, I think, will incentivize people to
do them. When decision-makers have multiple obligations to meet
at the same time, they will obviously prioritize those that—
[English]

The Chair: I'm sorry, Commissioner; I'm going to have to go on
to Mr. Green. It's tough, but sometimes I'm just not going to be able
to let questions—
[Translation]

Mr. René Villemure: Thank you very much.
[English]

The Chair: —go fully or the answer go too long when a ques‐
tion is posed right at the very end of the round.

Go ahead, Mr. Green.
Mr. Matthew Green: Do you believe that the use of technolo‐

gies like this by law enforcement has the potential to violate rights
guaranteed by the Charter of Rights and Freedoms?

Mr. Philippe Dufresne: Well, the Charter of Rights is there, and
I think it can be raised in appropriate cases if there's a violation. I
think that the regime is there and the protection is there. This is
something that would be raised before courts and would be decided
by courts.

What I would say in terms of my mandate as the Privacy Com‐
missioner is that these technologies have the potential of having im‐
pacts on privacy, so they need to be looked at from that standpoint.
There is a regime that allows that, and it is the regime of the priva‐
cy impact assessments, and I would hope that this be made a legal
obligation and be done early enough in the process so we can

course correct, if needed, as opposed to doing it long after it's been
started.

● (1150)

Mr. Matthew Green: Thank you.

I know that you mentioned that you'd like to see frameworks in
place to ensure that technologies don't go further than they need to,
and I'm not sure if you are aware of the document submitted by the
RCMP on a warrant, which is like a sample warrant.

Are you familiar with the matter for the application of general
warrants by Justice Bertha Wilson? Did you have a chance to look
at that?

Mr. Philippe Dufresne: I'm not sure that I am.

Mr. Matthew Green: I'll reference it for you, just the top sen‐
tence, which says, “When oral communications have been inter‐
cepted using an ODIT, the monitor who subsequently reviews the
communication must cease reviewing the communication as soon
as the monitor determines that no person in paragraph 3a is a party
to the communication”. It sets a parameter.

The challenge that I have with the cavalier nature of law enforce‐
ment—you referenced stingray technology where they're mass in‐
tercepting communications from everybody and then deciding
which ones they'll use—is who reviews their use? Once this war‐
rant is granted and surveillance has begun, what mechanisms are in
place to ensure that the RCMP are adhering to the terms of this
warrant?

Mr. Philippe Dufresne: That's right; this is what we want to be
looking at, and these are questions you may want to ask the RCMP
when they appear before you. How does the regime work? How
well does it work? There is judicial authorization, and there is fol‐
low-up that can be done there. There's notification after the fact—

Mr. Matthew Green: Just quickly, before my time is up, do you
have anybody in your office who you feel has the technical knowl‐
edge to deal with the emerging technology at pace with the legisla‐
tion?

The Chair: Your time is up. We have time for a yes-or-no an‐
swer and then we have to move on.

Mr. Matthew Green: Could he perhaps prepare that in writing
for the committee?

The Chair: You may request so.

Mr. Philippe Dufresne: We can provide information to the com‐
mittee on our technical unit.

The Chair: Thank you.

With that, we will go to Mr. Bezan.

Mr. James Bezan: Thank you, Mr. Chair.

I want to thank the Privacy Commissioner and the deputy com‐
missioner for being with us today. I think this is an important dis‐
cussion.
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I just want to go back to what you said earlier in answering ques‐
tions from Ms. Khalid, that Pegasus is not used by other govern‐
ment departments. How do you know that, when the RCMP never
disclosed proactively that they were using on-device investigative
tools? How do you know that CSIS, CSE, CBSA and National De‐
fence are not making use of this type of technology?

Mr. Philippe Dufresne: Right; what I perhaps should have said
is that I'm not aware of any government entity using it. I don't know
for a fact that they're not, but I don't have confirmation—

Mr. James Bezan: So really, this is about a lack of transparency
by the government, because they haven't been disclosing this infor‐
mation to you proactively. That's why we need to have the privacy
impact analysis embedded in the Privacy Act legislation, so that all
departments are obligated to do these impact analyses and request
the advice of your office to ensure that they are compliant.

Now that you know that the RCMP have deployed this technolo‐
gy in the past, have you reached out to other government agencies
that are responsible to you on whether or not they're using other Pe‐
gasus-type ODIT?

Mr. Philippe Dufresne: No, we have not. We reached out to the
RCMP after this matter became public. We would expect the gov‐
ernment departments to have the onus on reaching our office and
advising us if they are using tools. That's the expectation.

Mr. James Bezan: You wouldn't be interested in actually asking
them directly, in your role as commissioner, if they will disclose
that they use on-device investigative technology?

Mr. Philippe Dufresne: We could reach out to them in our ex‐
changes, but what's important, I think, is that the obligation rests on
departments themselves to notify my office if they are using these
tools. I wouldn't want to create an expectation that unless we proac‐
tively ask all organizations they don't have to provide us with the
information. I think it's important that this is how the directive and
the policies of Treasury Board are designed. The onus is on the or‐
ganizations to advise the Privacy Commissioner of the use of those
tools, and I would expect them to do so.

● (1155)

Mr. James Bezan: You know, as Conservatives we do believe
that we want to make sure that police agencies and our national se‐
curity and criminal investigations have the appropriate tools to do
this as long as charter compliance is in place and privacy rights are
protected. How do you feel about the unintended consequences?
They may have a warrant to turn on a cellphone and monitor the
data or the video of conversations happening involving a person of
interest, but what about the other Canadians who might be around
that device and have their privacy violated as well? How do we bal‐
ance that off?

Mr. Philippe Dufresne: That is exactly the type of question we
would be asking in terms of looking at a PIA. This is the type of
approach that I would call a culture of privacy. What is the impact
on the privacy of Canadians? Are you going further than you need
to? You may well need to do it to investigate one individual, but are
you using a tool that's going to be gathering information about oth‐
er individuals? Is that necessary? Can that be avoided? Can that be
mitigated?

This is part of the context we would want to look at to see if it's
minimally intrusive from a privacy standpoint.

Mr. James Bezan: Is there a responsibility across government
agencies and departments to ensure that they respect the charter,
where they are prohibited from spying on Canadians? This is spy‐
ware. They cannot directly or indirectly spy on Canadians without
proper warrants. Do you believe the current warrant system we
have in place is modern enough to deal with the spyware that's out
there now?

Mr. Philippe Dufresne: Well, this is why we need this informa‐
tion. This is the question that we will be asking when we receive
the briefing on the information, to see whether, given this new tech‐
nology, the safeguards are sufficient, or whether we have to make
recommendations to make it safer from a privacy standpoint. These
tools may well be needed, but do they have an impact from a priva‐
cy standpoint that is greater than what is warranted given the pur‐
pose?

This is an important question. This is the central question, to my
mind, when doing a PIA, looking at the purpose and looking at the
impact.

Mr. James Bezan: Thank you.

The Chair: Thank you.

Now we have Mr. Bains for five minutes, please.

Mr. Parm Bains (Steveston—Richmond East, Lib.): Thank
you, and thank you to our guests for joining us today.

According to the RCMP's response to the Order Paper question
and the questions that the Office of the Privacy Commissioner
raised concerning the covert access and intercept team, what were
those concerns?

Mr. Philippe Dufresne: We did not raise concerns with respect
to the specific use of tools in this instance because we have not
been consulted on them yet. We will be consulted on this at the end
of August.

I believe the reference is made to some of the other investiga‐
tions that took place by my office of the cell site simulators and the
Clearview AI, which was the use of facial recognition images of
citizens.

There has been engagement and work between the RCMP and
my office following these matters, but it does not relate to the cur‐
rent matter with the use of this new technology.

Mr. Parm Bains: The RCMP's response to the Order Paper
question states that, in the past, the RCMP intercepted private com‐
munications and other data in motion pursuant to Criminal Code
section 185 and subsection 186(6) authorizations, and other judicial
orders and warrants. In your opinion, do these warrants provide suf‐
ficient protection?
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Mr. Philippe Dufresne: Well, this is what we will want to an‐
swer once we have the specific information about the tools and
their capacities. Certainly, it does provide protection and it does
provide safeguards. Hopefully, it provides sufficient safeguards.
This is what we'll be looking at when we have the briefing on the
tools themselves at the end of August.

Mr. Parm Bains: What benefit does a PIA offer that a judicially
approved warrant might not?

Mr. Philippe Dufresne: The judicially approved warrant will
look at the specific request on the basis of the criteria in the Crimi‐
nal Code and will follow that process. The PIA will look at it from
a program perspective. It will look at it broadly in terms of what
types of available tools are being used, what are the mechanisms to
authorize the use of those tools, and whether the mechanisms are
sufficient. For instance, should there be different or additional re‐
quirements before they can be judicially authorized, or should there
be, in addition to the judicial authorization, mechanisms for the
safeguarding of information? Perhaps that's not necessary, but the
PIA serves that purpose—to look at it, not with respect to a specific
case but with respect to the program as a whole.
● (1200)

Mr. Parm Bains: Do you believe that your office should be con‐
sulted on every use of ODIT, or should it be on a case-by-case ba‐
sis?

Mr. Philippe Dufresne: With regard to being consulted on a
PIA, I'm not suggesting that every time an ODIT is being sought in
a given investigation we would be consulted—not at all. What I'm
suggesting is that a PIA should be done on the program and on
those tools, and that we be consulted with respect to this program
and those tools generally, so that we can provide input as to
whether the process as a whole is sufficient to protect privacy—not
with respect to specific cases.

Mr. Parm Bains: How far along is the RCMP's privacy impact
assessment?

Mr. Philippe Dufresne: I don't know. You would have to ask
them that.

Mr. Parm Bains: Is there a timeline for when you expect to re‐
ceive the PIA?

Mr. Philippe Dufresne: What I know is that we will receive a
briefing at the end of August on these tools. I don't know if the PIA
will be concluded at that time. That would be something to ask
them, but I know that we will be receiving a briefing at the end of
August.

Mr. Parm Bains: Do you have any concerns about the approval
process for the use of ODITs? If so, how can they be addressed?

Mr. Philippe Dufresne: My concern is that the PIA in this in‐
stance was not brought to my office's attention before the tools
were used. That's my focus—looking at how this program has been
looked at from a privacy standpoint and having the ability to pro‐
vide our input.

I don't have concerns that I can share right now in terms of the
specifics because I have not seen the specific information.

The Chair: Thank you.

With that, we've completed two full rounds under the time por‐
tion that the committee's operating with. We're going to a third
round now, beginning with Mr. Kurek for up to five minutes.

Mr. Damien Kurek: Thank you very much, Mr. Chair.

Some of the information has certainly been very revealing.
There's one question that I'd like to ask to kind of dig into one of
your previous responses.

The onus is upon government departments. I certainly know that
scarcity of resources is a reality that your office faces, but the onus
is upon government departments and agencies and, by extension,
entities like the RCMP and whatnot to reach out to your office.
However, the precedent that I see is certainly not very good. The
fact is that the RCMP—I'm looking at the timeline—waited three
years after starting to use this type of technology to do a privacy
impact assessment and only reached out to your office after this
went to the media a couple of years after that. That's not a good
precedent.

We saw that the same sort of dynamic existed when it was deal‐
ing with the use of mobility data, facial recognition technology, and
the list goes on and on. The fact that the onus is upon departments
certainly doesn't give me much confidence that proactive work is
being done.

I'd ask for your feedback, I guess, on my interpretation—certain‐
ly as a second-term parliamentarian now—that a lot of work has to
be done to ensure that privacy is respected in our government.

Mr. Philippe Dufresne: Absolutely. This is something that I will
be looking at in terms of what we, as the OPC, can do to help this
process. The first position I'm stating is that the recommendation
should be a legal obligation and it should be on the departments to
do so, and to proactively do so.

I've been having good exchanges and meetings with my counter‐
parts. It's been my first month as the Privacy Commissioner, and
I've spent a lot of time reaching out and having good discussions. I
sense a lot of goodwill, so I want to build on that and I want to cre‐
ate means of communication and exchanges, so I'll be looking to
see how we can improve that.

● (1205)

Mr. Damien Kurek: Just to clarify that, by “counterparts”, do
you mean provincial counterparts or those within agencies and de‐
partments? What do you mean by—

Mr. Philippe Dufresne: I mean both with respect to provincial
counterparts and departments and with respect to the private sector.
I'm going to continue that reach out to see how we can help that
process to make sure the information flows.

Mr. Damien Kurek: I'm glad that the RCMP will be briefing
you and your office come the end of August—although, again, it's
disappointing that it's only under these circumstances that this is
taking place.
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I asked in my previous round for you to clarify if your office had
safeguards in place to ensure the operational integrity of something
like a law enforcement entity like the RCMP so that an investiga‐
tion is not compromised, and whatnot.

I'd like to give you an opportunity to expand a little bit on that,
especially as the RCMP and the Minister of Public Safety will be
appearing before this committee a little bit later.

Can you expand on some of the steps that you and your office
have to ensure that entities like the RCMP or other arms, agencies
and departments of government can be assured that, if they reach
out to you, the operational integrity of something like an investiga‐
tion would be protected?

Mr. Philippe Dufresne: Certainly. We will put in place the
mechanisms necessary so that if we receive information that is con‐
fidential, secret or top secret, obviously we want to protect that.

Again, that goes to the point that privacy is not an obstacle to the
public interest. It's not in the public interest to jeopardize the confi‐
dentiality of investigative information, so looking at a privacy im‐
pact assessment has to be done in this context. If there's informa‐
tion that's of a particular sensitivity, then it has to be treated appro‐
priately, and we would put the measures in place to do so.

Mr. Damien Kurek: Thank you very much.

It's the final minute or so of my questions, and you've talked
about the updates that need to be made to the act. A minute is prob‐
ably not enough time, but if I could, I'll ask you to provide to this
committee the specific provisions within the legislation that need to
be changed. There's an onus to have it codified, and not simply
within the preamble of the legislation, so what specifically needs to
be done? Certainly, as a committee member, I know it would be
helpful for you to provide that information, probably in writing.
That would be best, and if I could, I'll ask you and your office to do
so in the coming days as we continue to look at this.

Mr. Philippe Dufresne: Absolutely.
Mr. Damien Kurek: Thank you very much.

Thank you, Mr. Chair.
The Chair: Thank you.

Next we have Ms. Hepfner for up to five minutes.
Ms. Lisa Hepfner: Thank you, Chair.

Mr. Dufresne, it sounds like you haven't seen the documents pro‐
vided to this committee by the RCMP, so I'll share that in a letter
from Commissioner Brenda Lucki, we learned that since 2017, the
RCMP has used this ODIT technology—ODIT is the technology
that they use to access people's devices—“in support of 32 investi‐
gations in which a combined total of 49 devices were targeted.”
This goes back to 2017. It's been used 32 times to access 49 de‐
vices. There's a list of the types of investigations the RCMP has
used this technology for, and it's for things like terrorism, kidnap‐
ping, murder and trafficking.

It sounds like this technology has not been overused. What's your
impression of the way the technology has been used thus far ac‐
cording to what we've learned from the RCMP?

Mr. Philippe Dufresne: This is exactly the type of information
that needs to be looked at in a PIA, with my office being consulted
on it. This is the type of thing that would certainly go towards say‐
ing, okay, there are mechanisms here for approvals, so is it being
used in specific, tailored cases appropriate to the severity of what's
at stake and so on and so forth? These are the types of things.... It is
very relevant information to consider and is part of what we look at
in terms of necessity and proportionality, absolutely.

Ms. Lisa Hepfner: Would you say that there are circumstances
in which the RCMP should be allowed to use this technology? I ask
because it's not useful to tap a home phone as people aren't using
those anymore, and people who may be committing terrorism, mur‐
der or kidnapping shouldn't have the right to privacy; they should
lose that right.

Can you talk about whether this is useful technology in some
cases and whether some people shouldn't have the right to privacy?

● (1210)

Mr. Philippe Dufresne: Well, I think what's important is that the
tools are looked at in terms of their impact, their purpose and the
importance of the public interest at play. It's not a zero-sum game,
and it's that not you achieve the public interest by sacrificing priva‐
cy. You achieve both. However, there certainly is an argument to be
made to have some requirements for authorization in the Criminal
Code, approved by Parliament, that provide some specific condi‐
tions and information about the types of situations where it can be
used.

These are all things we would be looking at to see if there's more
we could recommend to make this stronger from a privacy stand‐
point. Maybe there will be; maybe there won't be, but the important
thing is that this exercise takes place, because it could strengthen
the program. Maybe we won't need to strengthen it because the pro‐
gram is already strong enough, but this will strengthen trust be‐
cause it will reassure Canadians that there's been a vetting of this
from a privacy standpoint.

Ms. Lisa Hepfner: Thank you.

Can you talk about some of the checks and balances that are al‐
ready in place? For example, we learned that the RCMP needs two
types of warrants to use this technology: a transmission data
recorder warrant and a general warrant. They have to be approved
by a judge and have to go through a special department of the
RCMP. Can you talk about that a bit further?
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Mr. Philippe Dufresne: I think this is something the RCMP will
be very well placed to talk about in terms of the details, but I can
say that there is a requirement for judicial authorization and there
are criteria for obtaining this judicial authorization. There are some
specific time periods for the duration. There are also requirements
to notify the individuals at the end of the process and there's the
possibility for extending that. There are a number of safeguards that
exist, so the question will be whether there are other things that
could be required or recommended given the privacy intrusiveness.
As I said, maybe there will be; maybe there won't be, but going
through that exercise will be important.

The Chair: You had maybe a few seconds left , Ms. Hepfner. I'm
not sure; maybe you were muted or you had a—

Ms. Lisa Hepfner: I was muted. I'm sorry. I was just signing off
anyway because I realized I only had a few seconds left.

Thanks very much, Chair.
The Chair: Now we're at five minutes.

With that, we'll go to Mr. Villemure for two and a half minutes.

Go ahead.
[Translation]

Mr. René Villemure: Thank you, Mr. Chair.

We are discussing the right to privacy as a fundamental right, one
that is in the public interest and promotes a sense of trust. Those
things are undermined, however, when media reports reveal that or‐
ganizations are using these tools.

Do you think we need a public debate on privacy and the use of
these technologies?

Right now, people are worried and they don't understand every‐
thing that's going on, because it's complicated. Is a public debate
warranted?

Mr. Philippe Dufresne: I would say a public debate is under
way as we speak given what this committee is studying. You are
playing an important role by asking these questions and studying
the issue. Your recommendations will fuel that debate.

Raising privacy concerns and discussing the interplay with new
and evolving technologies is important, so that Canadians are aware
of what's going on. It helps inform them about new technologies
and the safeguards in place to protect their privacy.

When Canadians find out that a parliamentary committee like
this has the ability to examine the privacy repercussions of these
tools, to consult my office and to make recommendations, it helps
earn their trust. It shows them that there is a regime in place, that
Canadians aren't on their own when it comes to defending their pri‐
vacy.

Mr. René Villemure: Do you think it's necessary to educate peo‐
ple about privacy issues?

Mr. Philippe Dufresne: One of the things I said earlier is that
more needs to be done. Young people need to be educated, whether
at the high school, CEGEP or university level. We live in an in‐
creasingly digital world, so these are issues we need to talk about
more with young people.

● (1215)

Mr. René Villemure: Thank you very much.

[English]

The Chair: You have 30 seconds.

[Translation]

Mr. René Villemure: Commissioner, my fellow member asked
you to get back to the committee with some written information,
but I'm curious as to whether you have the technical expertise to as‐
sess these new technologies.

Mr. Philippe Dufresne: Yes, we have a very strong technical
team. Assessing technologies is part of what we do. We make sure
we keep up with the latest technologies and have cutting-edge ex‐
pertise.

Mr. René Villemure: Thank you very much.

[English]

The Chair: Thank you.

We have Mr. Green now for two and a half minutes.

Mr. Matthew Green: I'd like to continue on that line.

I'm sure that you've been looking at budgetary concerns since
you've come into your new role. Do you believe that your depart‐
ment is set up contemplating a proactive approach to the assess‐
ments and the rapid advance of technology? Do you believe that
you're set up and fully funded in a way that you'll have all the tools
and resources necessary to keep up with the subject matter exper‐
tise and this growing explosion of surveillance tools that are being
used?

Mr. Philippe Dufresne: We're certainly looking at the resources
situation very carefully. We have had the Privacy Act extension or‐
der that extended the ambit of the Privacy Act. We've made a re‐
quest for more resources based on that. We're waiting for the an‐
swer to that request.

We're also looking at Bill C-27. We're looking at potential mod‐
ernization of the Privacy Act itself. All of these are raising ques‐
tions of resources. Not everything requires more resources, but I'm
certainly looking at this very carefully as one of my focuses to see
if we have what we need and what we will need so that we can be
as efficient as we need to be to face these new challenges and reali‐
ties.

Mr. Matthew Green: Thank you.
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Mr. Chair, even going through some of the preliminary support‐
ing documents, one of my concerns, as somebody who likes to
think they're somewhat technologically savvy, remains that there's
just so much out there that we know we know and we know we
don't know, but then we don't know what we don't know. My con‐
cern is that we have a generation of court justices, of judges, who
are making decisions on proportionality who may not have, quite
frankly, the technical expertise to keep up with making adequate
decisions on exactly what it is they're giving warrants to.

In the contemplation of the Privacy Act, are there specific legal
frameworks that you would like to see that might help guide our ju‐
diciary to make the adequate assessments on whether this is propor‐
tionate?

Mr. Philippe Dufresne: We need to make sure, whoever the de‐
cision-maker is, whether it's the judiciary, my office or depart‐
ments, that they have the necessary understanding of the technolo‐
gy that's at play. We need to understand the privacy impacts. We
need to understand the information at play, and we need to under‐
stand what the capabilities are and if those change the nature of the
discussion of metadata.

We have privacy legislation in the public sector that's 40 years
old. We have the private sector. We have Bill C-27 that's going to
be considered to modernize the private sector, so it's important that
the legislation keeps up, but also, as you rightly point out, that the
decision-makers are properly equipped with that knowledge. In this
case, it's technological knowledge.

The Chair: Thank you.

Now we'll go to Mr. Williams for five minutes.

Mr. Ryan Williams: Thank you very much, through you, Mr.
Chair.

Following the vein of not knowing what we know don't know,
certainly when we're looking at this kind of technology and what
we've just learned, this was started in 2018. Knowing how technol‐
ogy evolves, we probably have a lot more technology that could be
used that we have no knowledge of.

I want to go into some of the recommendations that you may or
may not make from your end for our report on this issue that we're
studying right now. I know that you're going to submit some of
these in writing. Specifically knowing what this specific software
can do perhaps from your research, is there anything new you
would recommend for the Privacy Act that we didn't have before on
facial recognition technology or on mobile data?

Mr. Philippe Dufresne: I will wait to get the briefing on those
specific tools to see all of the capabilities they have, but I think that
we need to make sure that the legislation, when it's amended, is
done in a way that it can keep up with technology. We can't amend
legislation as quickly as technology evolves, so how do we make
sure that the legislation is flexible enough to keep up with this tech‐
nology that's going to be evolving? I think the questions remain the
same, namely focusing on the impact, on the privacy intrusive na‐
ture of these tools and comparing that to the goals and making sure
that it goes no further than what is required by the goal.

● (1220)

Mr. Ryan Williams: Based on some of my research, there are a
tremendous number of loopholes that technology exploits to be able
to use that. One of those is that, if satellites cross earth's orbit and
information is contained in that satellite, there are ways it can be
stored in other countries. Canada can get that through other ways,
but we have specific loopholes that we just haven't caught up with,
and we're finding that out here. Is that something else your office is
investigating and looking into when it comes to being as modern as
possible when we redo these privacy laws?

Mr. Philippe Dufresne: We're working very closely with our in‐
ternational counterparts and seeing how we can work together, put
forward similar principles and deal with these issues that, in many
regards, know no borders. That's part of what we do in our interna‐
tional outreach and sharing of information.

Mr. Ryan Williams: In terms of the public versus private sec‐
tors, I know this has come up before. There are sometimes different
rules for the private and public sectors.

You've also talked about working with the provinces. Specifical‐
ly when it comes to privately and publicly working with the
provinces, are we developing best practices in order to look at this
technology as a whole federally and provincially?

Mr. Philippe Dufresne: We have great working collaborations
with the provincial counterparts. This is my first month, but I was
told that there are monthly calls and regular discussions and ex‐
changes. We do keep a close relationship to work with each other
and to make sure that our respective legislation evolves in the right
way. We learn from best practices in one area. My goal as the feder‐
al Privacy Commissioner is making sure I can give the best advice
and recommendation to Parliament so that the federal legislation is
as good as it can be.

Mr. Ryan Williams: Similarly, looking across the world at our
European partners, is your office in contact with them, too, looking
at what their privacy laws look like privately and publicly?
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Mr. Philippe Dufresne: Absolutely. We have very close collabo‐
ration. I have already had exchanges with my counterparts since the
start of my term on June 27. We're looking at the GDPR. We're
looking at developments in the U.S. and developments in the U.K.
We're facing similar challenges, and there are different approaches
that are adopted. My office's goal is to look at what will work best
for Canadians and to provide recommendations to Parliament via
this committee.

Mr. Ryan Williams: To echo my counterpart, does your office at
this point need any more resources to find more of that collabora‐
tion?

Mr. Philippe Dufresne: At this point my office does need more
resources. We've made a request for more resources already and
we're awaiting the response on that. We are evaluating what we will
need for Bill C-27 and beyond.

Mr. Ryan Williams: Thank you very much.

Thanks, Mr. Chair.
The Chair: All right. With that, we'll go to Ms. Khalid, who will

be last in this third round.

Go ahead, Ms. Khalid.
Ms. Iqra Khalid: Thanks, Mr. Chair.

I know we've been talking a lot about the need for transparency
to build trust in public institutions, but on the flip side of that, do
you think, for example, that somebody watching this committee
hearing is going to come away with the takeaway that the RCMP is
doing mass surveillance on them? Are we finding the right balance
and holding institutions to account? Is there a responsibility on us
to also reassure the public that mass surveillance is not happening,
if that's the case? What's your role in that regard?

Mr. Philippe Dufresne: I think that's an important point. When I
talk about privacy as an accelerator of the trust Canadians have in
their institutions, I mean that. It's important that Canadians are reas‐
sured about the processes that exist and about their institutions and
what their institutions are doing.

In this case, I think Canadians will see that the RCMP is provid‐
ing responses to Parliament, will be appearing and will be sharing
information and answering questions by this committee. They will
be playing a fundamental role in obtaining information and provid‐
ing advice to the House in its report. I think this is a strong func‐
tioning system.

What I am advocating for is to see even more of that in the con‐
text of privacy impact assessments at the front end. I think that
would even further generate some of this trust and would perhaps
allay concerns that may arise—perhaps needlessly—when some‐
thing becomes public in the media and creates some doubts. At the
end of the day, they may be unwarranted, whereas if this had been
looked at earlier on, perhaps there would have been a way of allay‐
ing doubts even earlier.
● (1225)

Ms. Iqra Khalid: To continue with that, I know some of my col‐
leagues across the way said the RCMP is conducting mass surveil‐
lance on the population and on MPs. Do you have any comments
on that? Is there any evidence of that?

Mr. Philippe Dufresne: I know that my officials have good
working relations with the RCMP, and I look forward to having the
same with Commissioner Lucki and the institution. What I am say‐
ing is there's a good opportunity to conduct a PIA to provide infor‐
mation. We're available to work with the RCMP to provide advice
on these tools.

Ms. Iqra Khalid: Thanks for that.

Do you have any concerns about the public disclosure of policing
techniques and technologies? How do we balance the public's right
to know with the risk of criminal organizations getting ahead of our
investigative tools?

Mr. Philippe Dufresne: This goes to when I talk about privacy
not being an obstacle to the public interest but building on each oth‐
er. That's very important.

There may well be information that cannot and should not be
made public. If we're talking about criminal investigative tech‐
niques, there's probably a good potential that that would apply in
this instance. Doing a PIA internally, consulting my office confi‐
dentially and putting in place necessary safeguards would not go
against that. We'd look at it on a case-by-case basis, but not every‐
thing can be made public. That's something that would be looked at
on the facts of a case.

Ms. Iqra Khalid: Based on that, do I understand you correctly
that you're seeking to find a balance between privacy rights and
working competently to protect the safety and security of Canadi‐
ans through the PIA system? In other words, are you arguing that
legislated PIAs will help governments, agencies and individuals
find a balance between privacy and security?

Mr. Philippe Dufresne: I think that's a very good way of formu‐
lating it. I would agree with that. Privacy is a fundamental right. It
needs to support the public interest. One of the ways of doing that,
while generating trust, is to have PIAs at the front end and a good
process for reviewing them.

Ms. Iqra Khalid: Thank you.

Last, I'll just ask if there's anything that you'd like to add to what
you've been asked today as words of advice for our committee or a
recommendation that you want to put forward before us.

Mr. Philippe Dufresne: I think that there have been lots of good
questions and exchanges, and I don't have anything to add top of
mind, but we will be following up with the committee with the spe‐
cific wording of our recommendation for the legislation.

Ms. Iqra Khalid: Thank you very much, Commissioner.

Thank you, Chair. Those are all my questions.
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Mr. Matthew Green: Excuse me, Mr. Chair.
The Chair: Thank you.

Go ahead, Mr. Green.
Mr. Matthew Green: Mr. Chair, I'd just like to request that, with

the time remaining, the committee go back to its practice in first
round in terms of the order and time allocations.

The Chair: At the end of this round, I was going to canvass the
room to see if there was interest in continuing and having addition‐
al speakers. I can see there is such an interest. I thought that, after
concluding three full rounds, I'd check first, but we do have the
commissioner for another half hour, so maybe just give me a quick
show of hands to see who would be interested in another speaking
round.

I think what I will do is proceed as Mr. Green has suggested. I'll
take four more speakers, and I'm going to cut it to five minutes
each. Let's just do five each.

I see Mr. Bezan, Mr. Villemure and Mr. Green. I haven't seen any
hands up yet on screen. Now I see one. All right, Ms. Khalid, I'll
have you up, and I'll maybe just go in the regular order and have
Mr. Bezan go first for five followed by Ms. Khalid, Monsieur Ville‐
mure and Mr. Green.

Go ahead, Mr. Bezan.
● (1230)

Mr. James Bezan: Thank you, Mr. Chair.

Going back to Commissioner Dufresne, I am concerned that
there hasn't been complete transparency here, never mind concerns
around the issue of privacy. When you look at the track record of
this committee's work, we've started down the mobility data av‐
enue, and the Public Health Agency of Canada and the Minister of
Health never went directly to the Office of the Privacy Commis‐
sioner to get advice. There was some information sharing, but there
was never an ask for input from the Privacy Commissioner's office.

When we studied facial recognition technology, it was after the
fact that we learned about Clearview and how they're using artifi‐
cial intelligence, and the shortfalls in monitoring, and it was only
after it became public that police agencies in Canada decided to
quit using FRT from Clearview, in particular, and now we are here
talking about ODIT and software companies like NSO that has the
Pegasus spyware. You have all of these, as they've been described:
mercenary data companies that are out there selling this not just to
police agencies but also to other governments with access world‐
wide.

Are you not concerned that, as the RCMP, CSIS and other gov‐
ernment agencies are using this commercially available technology,
it could fall into the wrong hands, never mind the privacy breaches
that can occur with the use of that technology here in Canada?

Mr. Philippe Dufresne: I think privacy breaches are always
something that we have to be guarding against, and my office
should be informed of them when they occur, and the more sensi‐
tive the information an organization holds, the stronger the protec‐
tion should be in terms of those breaches. That's fundamentally im‐
portant.

I think the potentially highly intrusive nature of these tools war‐
rants that they be looked at from a privacy standpoint. Whatever the
tool is, it needs to be looked at from its impact and needs to be
looked at in terms of proportionality and minimal use, and, if
there's a risk of private sector use, well, that has to be looked at
within that context of private sector use, which is going to have far
different justifications from the public sector in terms of law en‐
forcement.

Mr. James Bezan: As we look at the use of ODIT and look at
the Pegasus software system in particular, the U.S. found that it was
being used by malign actors and other foreign state actors within
the United States. Do you have concerns of that potentially happen‐
ing here as well?

The U.S. Congress has banned the use of Pegasus in the United
States.

Mr. Philippe Dufresne: From what I see in the reports about the
use of software like Pegasus directed at citizens without authoriza‐
tion, these are concerning allegations. This is something that, if it
occurred in Canada, would certainly raise concerns.

Mr. James Bezan: Again, this comes down to trust in our insti‐
tutions—between Canadians and the RCMP, Canadians and Parlia‐
ment, Canadians and government agencies. When we had this ques‐
tion on the Order Paper returned, the RCMP said they'd used ODIT
10 times. Now, as referred to by one of the Liberal members, we
have a letter from Commissioner Brenda Lucki to our committee.
They're now saying that it's been used 32 times, yet they refuse to
follow this committee's request for information on the details of the
warrants that were used. The warrants are under all different as‐
pects of the Criminal Code and our charter rights, so we have to be
concerned about how it's being used that way.

Also, the RCMP refuses to disclose whether they are using this
type of spyware here on the Hill, against parliamentarians, against
our staff or against departmental officials.

How do you feel about the RCMP...? Again, the yardsticks keep
moving. They refuse to comply with Parliament's supremacy here
in getting information and are withholding critical information that
this committee has requested, which would also help inform your
office on how ODIT is being used in Canada.



August 8, 2022 ETHI-30 17

● (1235)

Mr. Philippe Dufresne: I think these are questions that could be
asked of the RCMP members. My focus is with respect to my of‐
fice's role being consulted on the privacy impact assessment. I look
forward to seeing that at the end of August. I would have liked my
office to have seen that already, but, looking forward, we will re‐
view it, and we'll provide our best advice to ensure that this proper‐
ly takes into consideration the privacy of Canadians.

Mr. James Bezan: Thank you.
The Chair: Thank you.

Now we have Ms. Khalid for five minutes.
Ms. Iqra Khalid: Thank you, Chair.

On the line of questioning by Mr. Bezan, I've heard multiple
times now from that members opposite that there's a lack of trans‐
parency in this whole process with the RCMP and on who's being
surveilled. There are suggestions being made that MPs are being
surveilled, that the general public is being surveilled.

I know you said this before, Mr. Dufresne, but I'll ask you again.
Do you have any evidence or indication that this is the case?

Mr. Philippe Dufresne: I don't have any evidence that this is the
case. I look forward to receiving the information on the use of those
tools at the end of August.

Ms. Iqra Khalid: Do you think that it would be right for you or
your office to review the work of a judge signing off on a warrant
for an investigation by the RCMP?

Mr. Philippe Dufresne: No. What I'm talking about with priva‐
cy impact assessments is really looking at the program as a whole
at a macro level—not looking at an individual decision made in an
individual case. Rather, it would be looking at the process. What
are the criteria? What are the safeguards that could be put in place?

Ms. Iqra Khalid: Thank you.

I think my colleague also spoke about private organizations and
the way they are selling technology. For example, the Awz group is
selling technologies sold by our former Prime Minister Stephen
Harper. Should he be allowed to sell that technology, which is so
invasive, so intrusive? Should there be limits on who he should be
able to sell it to?

Mr. Philippe Dufresne: There is private sector privacy legisla‐
tion, which raises these types of issues in terms of collection and
use by private organizations. Again, the specific privacy-intrusive
tools are going to be looked at differently, whether they're used for
purely commercial purposes or for a public interest purpose by law
enforcement authorities.

Ms. Iqra Khalid: Thank you.

Mr. Chair, do I have time left?
The Chair: Yes, you have at least a couple of more minutes. You

have close to three minutes.
Ms. Iqra Khalid: Thank you.

Mr. Dufresne, I know that we've talked about this before with re‐
spect to the PIAs striking that right balance. In your opinion, are
there any missing pieces or gaps within how that PIA would strike

that right balance that we are trying to achieve to increase trans‐
parency and accountability of government?

Mr. Philippe Dufresne: I think the PIA process, the way that it's
described in the Treasury Board policy and the way it is described
in the advice by my office on what we look for in PIAs, is very
comprehensive. It balances risk. It looks at situations in their proper
context, and it puts the efforts where they need to be put, and it is
something that can achieve public interest goals while protecting
fundamental privacy rights. I think this is a good tool. It's a flexible
tool. It's not something that should be seen as a check or a nuisance.
It's something that really helps the decision-making process and
makes the program stronger from all aspects. I do highly commend
it, and I think it should be something that is done as soon as possi‐
ble. Mind you, there will be situations where exigent circumstances
will prevent that from happening, but the standing point should be,
as much as possible, to do that before the program is launched.

Ms. Iqra Khalid: Are these conversations that you're having
with your provincial and territorial counterparts as well with re‐
spect to provincial law enforcement?

● (1240)

Mr. Philippe Dufresne: We are talking about all issues relating
to privacy. We're talking about trends, and we're looking at what to
expect in terms of law reform and evolving technology. We haven't
spoken about this specific topic.

Ms. Iqra Khalid: Thank you.

Those are all of the questions I have, Chair.

The Chair: Thank you.

Go ahead, Mr. Villemure.

[Translation]

You have the floor for five minutes.

Mr. René Villemure: Thank you, Mr. Chair.

Mr. Dufresne, I'm going to ask you the same question my fellow
member—

[English]

Ms. Iqra Khalid: Excuse me, Mr. Chair—

The Chair: Yes.

Ms. Iqra Khalid: I'm very sorry. If it's okay, I just want to clari‐
fy with respect to our routine motions on subsequent rounds,
whether we are doing five minutes per member. I ask because I
know that our routine motions listed times that are a little bit differ‐
ent. I just need some clarification.
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The Chair: Yes, I am deviating from that. That was what I had
said. I was canvassing the room if we wanted to end the meeting
after the third round, and then I asked who maybe wanted to speak.
There were a number of people who did. I made a ruling to let each
party have a five-minute round. That was my ruling, and I'm going
to give Mr. Villemure five minutes and Mr. Green five minutes, and
I might have a question from the chair when we're done.
[Translation]

Mr. René Villemure: Thank you, Mr. Chair.

I'm going to ask you the same question my fellow member asked
you.

Commissioner and Deputy Commissioner, do you think spyware
was used to surveil Canadians in general?

I'm not asking for documented evidence. I'm simply asking
whether you think it's happened.

Mr. Philippe Dufresne: We know that spyware was used be‐
cause the RCMP confirmed it. What we want to see is the privacy
impact assessment for the program.

Mr. René Villemure: Can you comment on that, Mr. Smolynec?
Dr. Gregory Smolynec: Whether that happened, I'm not aware.
Mr. René Villemure: All right.

I was talking about what goes on beyond government. In general,
do you think spyware is being used to surveil Canadians?

Mr. Philippe Dufresne: I will repeat what I said about the infor‐
mation we received about what took place. Other witnesses will be
able to share their experiences.

Mr. René Villemure: Very well.

When you carry out a PIA and you identify gaps—say, in one of
Apple's or Samsung's systems—do you flag them to the phone
manufacturers, to ensure users' privacy is protected?

Mr. Philippe Dufresne: Mr. Smolynec may be able to say more
about that.

I do think we would share our findings with them to ensure that
privacy is protected.

Mr. René Villemure: That means your staff would be in contact
with the phone manufacturers to ensure that harmful gaps were
plugged.

Is that right?
Mr. Philippe Dufresne: We have consultation mechanisms for

the government and for the business community. Organizations are
able to reach out to us about potential initiatives. We conduct as‐
sessments on a case-by-case basis, so we can provide feedback and
advice on privacy considerations.

Mr. René Villemure: If you identify a gap, do you proactively
contact manufacturers like Apple to ensure the gap is plugged?

Mr. Philippe Dufresne: If we identify a gap and we weren't con‐
tacted, it is possible to file a complaint in some cases or to proac‐
tively initiate discussions with the organization in others.

Mr. Smolynec may have more to say on that.

Dr. Gregory Smolynec: That is a possibility.

Mr. René Villemure: I see.

You wouldn't do nothing, then.

Isn't that right?

Mr. Philippe Dufresne: No, we wouldn't do nothing.

Mr. René Villemure: Thank you very much.

This year, Canada is chairing the Freedom Online Coalition,
which promotes best practices.

Do you think it would be appropriate to examine the use of spy‐
ware?

Would it be a good idea for Canada to propose that to other coun‐
tries so that, together, we can come up with best practices?

Mr. Philippe Dufresne: This issue has captured the public's at‐
tention, especially thanks to this study. The issue is under the media
spotlight. Canadians are concerned about anything having to do
with their digital tools.

Mr. René Villemure: The issue is on people's radar thanks to ar‐
ticles that appeared in La Presse and on news site Politico. Did you
become concerned when you read those reports?

All of this is quite shocking when you consider your earlier point
about the public interest, privacy as a fundamental right and Cana‐
dians' trust.

If you put yourself in the average person's shoes, does the infor‐
mation in those articles worry you?

● (1245)

Mr. Philippe Dufresne: A stronger regime is needed when it
comes to the requirement to prepare PIAs. That is the basis for my
recommendation. After reading the articles, I realize how important
it is to be able to tell Canadians that privacy impact assessments are
being carried out and that privacy authorities will be consulted. I
think that would reassure Canadians.

Mr. René Villemure: I want to follow up on something we
talked about earlier.

We all know that technology moves faster than legislation, which
tends to play catch‑up, so do you think a moratorium on the use of
these tools is warranted?

Mr. Philippe Dufresne: I'm going to wait until I've seen the pre‐
sentation on the tools in question before I give an opinion on that.

Mr. René Villemure: Are you referring to the presentation you'll
be getting from the RCMP in August or another presentation?

Mr. Philippe Dufresne: I'm referring to the RCMP's presenta‐
tion in August. That's when I'll get the information on these tools.

Mr. René Villemure: The presentation will be on the RCMP's
use of the tools.
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Is that right?
Mr. Philippe Dufresne: Yes, that's right.
Mr. René Villemure: Other organizations, government or other‐

wise, may be using the tools. We don't know, but we do know that
surveillance is a $12‑billion industry. I think we need to be proac‐
tive in seeking that information. There are four or five Israeli tools,
alone. Pegasus is one, but there are others.

Will you work proactively to find out whether organizations oth‐
er than the RCMP are using these tools?

Mr. Philippe Dufresne: I think it's appropriate to see how the
use of these tools by police forces like the RCMP compares with
their use by the private sector. That gives rise to other questions.

Mr. René Villemure: Will you be addressing the issue from a
private sector standpoint, or do you wait until a complaint comes
in?

Mr. Philippe Dufresne: We are going to examine the issue inter‐
nally to determine whether we are going to make recommendations
or take steps to address the issue in the private sector.

Mr. René Villemure: I see.

When would you like to see new legislation containing your rec‐
ommendations adopted?

Mr. Philippe Dufresne: My recommendations on—
[English]

The Chair: Thank you.

We'll go to Mr. Green for the final five minutes.

Go ahead.
Mr. Matthew Green: Thank you.

Mr. Dufresne, are you aware of the use of stingray technology,
the dummy cellphone towers that are set up to capture information
as it comes and goes?

Mr. Philippe Dufresne: We had an investigation on cell site
simulators. We looked at the RCMP's use of those tools.

Mr. Matthew Green: What did you find in that investigation?
Mr. Philippe Dufresne: In that investigation, we found that

when it was authorized by a judicial warrant, it was compliant with
privacy legislation. There were instances where we had not re‐
ceived sufficient evidence to indicate that it was judicially autho‐
rized or that there were exigent circumstances.

Mr. Matthew Green: Just to be clear, you're stating here on the
record that the RCMP was using—I think it's commonly called
stingray technology—artificial cellphone towers to intercept infor‐
mation without warrants.

Mr. Philippe Dufresne: We said in our investigation that, in cer‐
tain instances, they did not have warrants. I believe their position
was that these were exigent circumstances, and we didn't have in‐
formation from them on that.

Mr. Matthew Green: When this technology is used, do you un‐
derstand it to be true that it captures everybody's information and
doesn't necessarily have the ability to target individual phones?

Mr. Philippe Dufresne: I'm not sure if Dr. Smolynec can answer
this one more specifically.

Dr. Gregory Smolynec: No, I can't answer more specifically.

Mr. Matthew Green: I think this is another example of where
we see the RCMP using technology in a way that may or may not
have judicial review.

In your opinion, what concerns do you have regarding the use of
technologies like the one we're considering both on device and oth‐
er ones? Stingray technology is just one step away from that in
gathering the information outside of the device. What concerns do
you have about that? How does the use of this technology by law
enforcement affect the fundamental right to privacy that you laid
out in your opening remarks?

Mr. Philippe Dufresne: I think what it shows is that judicial au‐
thorization is very important when law enforcement authorities are
using these types of tools to intercept private communication and
personal information, so that's essential. In that investigation, we
found that, in certain circumstances where there was no such autho‐
rization, we wanted to see information about exigent circumstances,
so that is something we look at—

Mr. Matthew Green: Could I pause for a second, Mr. Chair, on
that point? Given your history and your understanding of the char‐
ter and breaches of the charter, what happens when law enforce‐
ment uses this technology without judicial oversight? What are the
ramifications? What are the outcomes and consequences of that
use?

● (1250)

Mr. Philippe Dufresne: It's important that there be oversight of
the use of those tools. Those tools are intrusive. They have access
to the private information of Canadians, so that's why Parliament
has put in place judicial authorization regimes. That's why we have
the charter, all of these limits, for the fundamental rights of Canadi‐
ans. In the context of privacy, the question we're asking today is: In
circumstances where there is judicial authorization and where there
is a regime, do we need more in terms of privacy consideration giv‐
en the power—

Mr. Matthew Green: My apologies; that's not the question I'm
asking today. The question that I'm asking is what happens in a cul‐
ture.... You've referenced a culture of privacy. I'm suggesting to you
that there's a culture of cavalier intrusions on privacy and shortcuts
that are taken. We had Clearview before us for a study of ours,
where a lower-level police officer suggested that somebody just
took it out on a whim. We had an RCMP officer refuse to name the
person who authorized it, in what I believe to be contempt of this
committee.
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The question that I'm asking isn't so much in the perfect scenario,
but what are the threats and risks involved in situations when an of‐
ficer goes rogue, for whatever reason, or doesn't necessarily have
the oversight, even within the RCMP, quite frankly, to do the things
that they're doing, given the expansion of technology and the indus‐
try's propensity to offer this stuff even through, as I'm hearing anec‐
dotally, on a trial basis and for free to kind of circumvent procure‐
ment?

Mr. Philippe Dufresne: What I think it shows is that in Canada
Parliament has taken steps to put in safeguards on the use of this
information. It's important that these safeguards exist because of
the impact that this technology, these tools, can have on citizens
and on fundamental rights.

Mr. Matthew Green: Mr. Chair, through you, respectfully, do
they exist? Because if they existed, we wouldn't necessarily be here
right now, would we?

Mr. Philippe Dufresne: In this instance, what I'm saying is that
there is a process to do a privacy impact assessment on the use of
new tools.

Mr. Matthew Green: I respect that, and I respect your newness
to your position. I would put to this committee that, in fact, the
guardrails don't exist, which is why we're here in the summer ex‐
amining something that was really only discovered due to the dili‐
gence of the media.

Thank you.
The Chair: Thank you, Mr. Green.

Before we wrap up, I have a couple of points.

I don't ask a lot of questions from the chair, but I'm going to take
a minute or two here.

Commissioner Dufresne, in a response to one of your questions
earlier, you talked about the committee's ability to deal with sensi‐
tive information. You are a former law clerk, and you're probably
uniquely qualified to give us a little more detail on how that works
for the benefit of committee members.

I'll let you go ahead with that.
Mr. Philippe Dufresne: I'll answer that not wearing my law

clerk's hat and just talk about the constitutional law principles and
the committee's authority to send for papers and records and to act
as the grand inquest of the nation. You have the ability to seek in‐
formation, to sit in camera and to put in place mechanisms to pro‐
tect the confidentiality of information that you request for your
studies.

The Chair: Thank you.

In their response to the Order Paper question that really caused
this study, the response, the public reaction and the committee's de‐
cision, the RCMP said that the unit worked closely with the Public
Prosecution Service and the Privacy Commissioner. Your testimony
this morning did not seem to indicate that. Is that correct?

Mr. Philippe Dufresne: I think that is referencing a different
unit of the RCMP, not the program that is using the ODIT. I think
that's the distinction—

The Chair: Which program is it? Just so that we're clear, if
you're able to differentiate between the two programs, that might
help the committee.

Mr. Philippe Dufresne: My colleague can correct me, but I
think they were talking about the Special “I” program, in place
since 1975, as opposed to the CAIT program, which was—

● (1255)

The Chair: Okay. Thank you for clarifying that.

With that, I think we're just about out of time. I don't really want
to get into final—

Mr. James Bezan: There's some clarification I need from you,
Mr. Chair.

The Chair: Go ahead, if it's a point of order.

Mr. James Bezan: Mr. Chair, there have been some discussions
about some of the documents the committee has received from the
RCMP, particularly correspondence from Commissioner Lucki. Be‐
cause they have been discussed at this committee, can we make
public the documents that have been provided by the RCMP to the
committee?

The Chair: Some of them have already been made public in the
course of this meeting. Some committee members made reference
to them. I'll have a brief moment with the clerk to ensure that I un‐
derstand correctly that yes, they can be referred.

Any document that is supplied can be made public unless the
committee agrees otherwise. Any of the material that the committee
received can be made public.

The clerk is looking for my attention. One moment.

The material that's supplied is not private to the extent that it
can't be referred to in committee, but at the same time, if it were to
be made public via the committee's website, for example, the com‐
mittee would have to agree to it. The material is not secret. Mem‐
bers did, in the course of this meeting, refer to it and read portions
of it into the record, so it can be made public. It's a matter of the
will of the committee. You can choose to ask the clerk to place the
material on the committee's website, for example.

Mr. James Bezan: Mr. Chair, I move that the material provided
by the RCMP for the study on-device investigation tools used by
the RCMP be published on the committee's website.

The Chair: Your motion is in order. I consider this the correct
way to ensure that if the committee desires to have the material
we've received made public, we do so.

For discussion, I see Mr. Fergus and Ms. Khalid. I'm going to go
to Ms. Khalid.

Go ahead.

Ms. Iqra Khalid: Thanks, Chair.
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I'm trying to seek some clarity as to why. What is the purpose of
putting these documents to the public? I'm wondering if there is
anywhere we are going with this. Clearly we'll be hearing from the
RCMP this afternoon. It would perhaps be more efficient to do this
after the RCMP has been here so that we can pose these questions
to them as well.

I'm not sure why we're having this conversation in the last two
minutes of the meeting, but I'm seeking some clarity as to what the
objective of this is.

The Chair: I'm not in a position to answer that question, so I'll
carry on. I've got Mr. Fergus next, and I see Mr. Kurek with his
hand up.

Go ahead, Mr. Fergus.
Hon. Greg Fergus (Hull—Aylmer, Lib.): Thank you very

much, Mr. Chair.

Could I ask if the chair could allow us to have five minutes to
discuss this motion because these materials were requested. I would
just like to know a little bit more about what the implications are. I
would just like to have a couple of minutes to consider Mr. Bezan's
motion.

The Chair: At a minimum, I think I would like to excuse our
witnesses. We've completed our questions of our witnesses so, with
our thanks, we'll allow them to leave if they would like to.

In terms of managing our time, if we have the committee re‐
sources to extend this meeting a few minutes, because we're at the
hour, I'd be inclined to proceed as Mr. Fergus has suggested and re‐
turn to this in a few minutes.
● (1300)

Ms. Iqra Khalid: Mr. Chair, I have other obligations at 1 p.m.
that I need to get to. It's kind of going back on the whole principle
of no surprises. I leave it to you, Chair.

The Chair: I have Mr. Fergus who wants a few minutes to con‐
fer with colleagues. I don't want to extend this meeting past—

Mr. Damien Kurek: I'll take my name off the list.
The Chair: Okay, at this point I have no further speakers.

I have a request for—
Hon. Greg Fergus: I'm sorry, Mr. Chair.
The Chair: Go ahead, Mr. Fergus.
Hon. Greg Fergus: If it's inconvenient for members to continue

or if it's impossible for us to extend beyond one o'clock, perhaps we
could save this discussion for the next meeting.

The Chair: Right now, I have no further discussion in front of
me, unless others wish to speak to it.

We don't have time later in the day. The afternoon panel is com‐
pact, and I'd rather not have this spill over too much. If there are
concerns about a decision to make public what has been turned

over to the committee that is not private and that any member can
access and read into the record, we're simply....

Well, I don't want to speak to the motion, but I'd rather put this to
a vote and dispose of it, if there are no other speakers. If there are
other people who wish to speak to it....

Go ahead, Ms. Khalid.
Ms. Iqra Khalid: Chair, I move to adjourn this meeting.
The Chair: We have a motion to adjourn this meeting, which is

not debatable, so we'll put that to a vote immediately.

It's a tie. Accordingly, the Chair will be voting against the mo‐
tion.

(Motion negatived: nays 6; yeas 5 [See Minutes of Proceedings])

The Chair:

We are back to the motion of Mr. Bezan to make public that
which the committee has received. Again, just to clarify this: these
are public documents. The question before us is merely whether to
publish them. They are public. The question before us is whether
we make it easier for people to find them or not.

Ms. Khalid, go ahead.
Ms. Iqra Khalid: Thanks, Chair.

I just want to clarify this. It's not that I'm opposed to disclosing
documents or making them more accessible to the public. It's the
no-surprise-us thing. You know, we're willing to work with the
whole team here, and at the 11th hour we're getting motions coming
up.

Members have our contact information. I would like to work in a
more collaborative fashion as opposed to a more hostile or opposi‐
tional one.

Chair, I just want to put that out there for members who are will‐
ing to work with us and work on these important issues. Let's work
together a little bit more, folks.

The Chair: That's noted.

Is there any other discussion?

I will call the question. In the hybrid format, I will ask this in re‐
verse. Is there anybody opposed to the motion?

Some hon. members: No.

The Chair: I see no opposition to the motion, so the motion is
carried.

(Motion agreed to [See Minutes of Proceedings])

The Chair: With that, this meeting adjourned, and we will be
back this afternoon.
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