I*I Innovation, Science an d Innovation, Sciences et
Economic Development Canada  Développement économique Canada

2022-2023

Annual Report on the
Privacy Act

Canada




Innovation, Science and Economic Development Canada
2022-2023 Annual Report on the Privacy Act

Publication Information

This publication is available online at https://ised-isde.canada.ca/site/atip-services/en/references.

To obtain a copy of this publication or to receive it in an alternative format (Braille, large print,
etc.), please fill out the Publication Request form at https://www.ic.gc.ca/eic/site/iccat.nsf/frm-
eng/EABV-9E9HE?Y or contact the following:

Web Services Centre

Innovation, Science and Economic Development Canada
235 Queen Street

Ottawa, Ontario K1A OH5

Telephone (toll-free in Canada): 1-800-328-6189

Telephone (international): 613-954-5031

TTY (for hearing impaired): 1-866-694-8389

Business hours: 8:30 a.m. to 5:00 p.m. (Eastern Time)

Online contact form: https://www.ic.gc.ca/eic/site/icgc.nsf/eng/h _07026.htmI#382

Cover photography by: Martin Adams, courtesy of Unsplash — Photos for Everyone
Permission to Reproduce

Except as otherwise specifically noted, the information in this publication may be reproduced, in
part or in whole and by any means, without charge or further permission from Innovation,
Science and Economic Development Canada (ISED), provided that due diligence is exercised in
ensuring the accuracy of the information reproduced, that ISED is identified as the source
institution, and that the reproduction is not represented as an official version of the information
reproduced or as having been made in affiliation with, or with the endorsement of, ISED.

For permission to reproduce the information in this publication for commercial purposes, please
fill out the application for Crown Copyright Clearance at
https://www.ic.gc.ca/eic/site/icgc.nsf/frm-eng/EABV-9DDLWL or contact the Web Services
Centre mentioned above.

© His Majesty the King in Right of Canada, as represented by the Minister of Innovation,
Science and Industry, (2023).

Cat. No. lu1-19/2E-PDF
ISSN 2564-1530
ICWE-DT37ZD

Aussi offert en francgais sous le titre : 2022-2023 Rapport annuel sur la Loi sur la protection des
renseignements personnels

Page 2 of 27


https://ised-isde.canada.ca/site/atip-services/en/references
http://www.ic.gc.ca/publication-request
http://www.ic.gc.ca/publication-request
https://www.ic.gc.ca/eic/site/icgc.nsf/eng/h_07026.html#382
http://www.ic.gc.ca/eic/site/icgc.nsf/frm-eng/EABV-9DDLWL

Innovation, Science and Economic Development Canada
2022-2023 Annual Report on the Privacy Act

TABLE OF CONTENTS

INtrodUCtion ... 4
PUNDOSE o 4
Institutional Mandate ... 4

Organizational Structure ..................... 5

Delegation of Authority ... 5

Performance . 6
Responses Within Legislated Timelines ..., 6
MuUulti-Year Trends ... 6
Requests Outstanding and Carried-Forward ... 6
Three-Year Overview of Sources and Subjects of Requests ........................ 7
Completion Times for Closed Requests..........ccooviiiiiiiiiiiiiii e 7
Disposition of ReqUESES ... 7
Number of Pages Processed .. ... 8
Nature of Information Requested ... 8
Limits to the Right of Access — Exemptions and Exclusions ........................ 8
EX ENSIONS . 8
Consultations Completed for Other Institutions ...l 9
COVID-19 Impacts and Operational Measures ..., 9
Annual Statistical Report ..o 9

Training and AWareNeSsS ........cciceviiiriemrieriarranraraansanranssansanranassanransannes 9

Operating CostS  ....ouiiiiiiiii 10

Policies, Guidelines, and Procedures ..........ccoioiiiiiiiiiiiinieriscnnnsnnnsenas 10

Initiatives and Projects to Improve Privacy ........ccccvoiiiiiiiiiiiiiiiincienns 11

Key Issues and Actions Taken on Complaints  .........cccoiiiiiiiiiinnnn.. 1
Total Outstanding Complaint Inventory by Year Received ........................ 12

Material Privacy Breaches ... 12

Privacy Impact Assessments ... 12

Public Interest Disclosures ... 13

Monitoring ComplianCe ........ccoiiiiiiiiiii 13

ANNEX A - Annual Statistical Report for TBS ..., 15

ANNEX B - Delegation of Authority .........ccoiiiiiii e 25

Page 3 of 27



Innovation, Science and Economic Development Canada
2022-2023 Annual Report on the Privacy Act

Introduction

Purpose

The Privacy Act (Revised Statutes of Canada, 1985, Chapter A-1) was proclaimed on
July 1, 1983.

The purpose of the Privacy Act is “to extend the present laws of Canada that protect the privacy
of individuals with respect to personal information about themselves held by a government
institution and that provide individuals with a right of access to that information.” The law also
protects an individual’'s privacy by preventing others from having access to that personal
information and allows an individual specific rights concerning the collection and use of their
information.

Section 72 of the Privacy Act requires that the head of every government institution prepare for
submission to Parliament an annual report on the administration of the Act within the institution
during each financial year.

This annual report is tabled in Parliament pursuant to section 72 of the Privacy Act and
describes how Innovation, Science and Economic Development Canada (ISED) administered its
responsibilities for the reporting period.

Institutional Mandate

ISED helps Canadian businesses grow, innovate, and expand so they can create good-quality
jobs and wealth for Canadians. It also supports science research and the integration of scientific
considerations into investment and policy choices. The Department helps small businesses
grow through trade and innovation and promotes increased tourism in Canada. It also works to
position Canada as a global centre for innovation where investments support clean and
inclusive growth, the middle class prospers through more job opportunities, and companies
become global leaders.

ISED’s efforts focus on improving conditions for investment, supporting science, helping small
and medium-sized businesses grow, building capacity for clean and sustainable technologies
and processes, increasing Canada’s share of global trade, promoting tourism, and building an
efficient and competitive marketplace.

In 2022-2023, ISED supported four ministers:

¢ the Minister of Innovation, Science and Industry;

e the Minister of International Trade, Export Promotion, Small Business and Economic
Development;

e the Minister of Tourism and Associate Minister of Finance; and

o the Minister of Rural Economic Development.

The Department also supported two deputy ministers and one associate deputy minister.
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For more information on the Department’s organizational mandate letter commitments, see the
ministers’ mandate letters section of the Prime Minister’'s website.

Organizational Structure

Access to Information and Privacy (ATIP) Services is part of the Office of the Corporate
Secretary at ISED. The ATIP team has a complement of 21 employees, consisting of

one director at the executive level, three managers, and 17 advisors at various levels, from
team leader to junior officer, all of whom are dedicated to processing access to information (ATI)
and privacy requests and performing related functions (e.g., proactive publication, policy,
training, administration, and outreach). In 2022-23, five consultants were also engaged, for
contracts of varying lengths, to help address backlogged policy and Access to Information case
loads.

ATIP Services is responsible for the implementation and management of programs and services
relating to the administration of the Access to Information Act and the Privacy Act for the
Department. Specifically, ATIP Services makes decisions on the disposition of ATl and privacy
requests; promotes awareness of the legislation to ensure departmental responsiveness to
statutory obligations; monitors and advises on departmental compliance with the Acts,
regulations, procedures, and policies; and represents ISED on ATIP matters when dealing with
the Treasury Board of Canada Secretariat (TBS), the Office of the Information Commissioner of
Canada, the Office of the Privacy Commissioner of Canada, the Privy Council Office, and other
government institutions. ATIP Services is also responsible for consulting with other federal
departments and third parties with respect to ATIP requests.

The Director of ATIP Services is responsible for the development, coordination, and
implementation of effective policies, guidelines, and procedures to manage ISED’s compliance
with the Acts. The administration of the legislation within the Department is managed by

ATIP Services, but is also facilitated at the sector, branch, and regional office levels. Each
sector and corporate branch has an ATIP liaison officer (reporting to an assistant deputy
minister, executive director, etc.) who coordinates activities and provides guidance on the
administrative processes and procedures of the Acts. ATIP Services, which is located in Ottawa,
responds to all formal requests submitted to the Department under both Acts.

Section 73.1(1) of the Privacy Act permits institutions reporting to the same minister to enter into
agreements with each other for the purpose of sharing ATIP resources and capacity. However,
ISED currently has no such agreements in place.

Delegation of Authority

The ATIP Delegation Order in effect on the last day of this reporting period was approved on
May 18, 2021. Pursuant to subsection 95(1) of the Access fo Information Act and
subsection 73(1) of the Privacy Act, that delegation instrument provides full authority to the
Deputy Minister and Corporate Secretary as well as to the ATIP Services Director and
managers (see Annex B).
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Performance

ISED’s mandate is focused on Canadian businesses. Departmental programs and initiatives
assist in building a more productive, competitive, and knowledge-based economy for Canada.
Therefore, there are few privacy requests or privacy-related issues.

A summarized statistical report on requests under the Privacy Act processed from April 1, 2022,
to March 31, 2023, is found in Annex A of this report. An explanation and interpretation of the
information provided in the statistical report is contained in this annual report.

Responses Within Legislated Timelines

During 2022-2023, 32 privacy requests were brought to conclusion (11% fewer than last year’s
36 closures). Of these, 27 were concluded within legislated timelines, resulting in an on-time
performance of 84.4% (26.1% higher than last year’s on-time performance of 58.3%).

Multi-Year Trends

ISED received a total of 31 privacy requests in 2022—2023. This represents a 16% decrease
compared to the 37 requests received during the previous year. In addition to the 31 new
requests received, 11 incomplete requests were carried over from the previous year, for a total
caseload of 42 requests. Of the total 42 requests, 32 were closed during the reporting period,

and 10 were carried forward to 2023-2024.

ISED received and completed two privacy consultations from other federal institutions in this

reporting period.

Requests Outstanding and Carried-Forward

Requests Outstanding (Carried-in from 2021-22):

Open Requests that

Open Requests that

Fiscal Year were Within were Beyond
Requests Were Leaislated Timeli Leaislated Timeli Total
Received egislated Timelines egislated Timelines
as at March 31, 2022 | as at March 31, 2022
2021-2022 5 5 10
2020-2021 0 1 1
Total 5 6 11
Requests Carried-Forward (Carried-forward to 2023-2024):
Fiscal Year Open Requt_ast_s that | Open Requests that
were Within were Beyond
Requests Were Legislated Timeli Leqislated Timeli Total
Received egislated Timelines egislated Timelines
as at March 31, 2023 | as at March 31, 2023
2022-2023 1 5 6
2021-2022 0 3 3
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2020-2021

0

Total

[{= JISRN

1

10

Three-Year Overview of Sources and Subjects of Requests

Sources of Requests
. Number of
Fiscal Year Requests | Number of Requests From Number of Requests From
ISED Employees* the Public-at-Large*
2022-2023 31 26 (84%) 5 (16%)
2021-2022 37 26 (70%) 11 (30%)
2020-2021 21 19 (90%) 2 (10%)

* Requests from ISED employees typically pertain to personal information in relation to human
resources matters, while requests from the public-at-large typically pertain to personal

information in relation to the department’s individual operating programs.

Completion Times for Closed Requests

The 32 privacy requests closed by ISED during the reporting period were completed within the
following timeframes:

Disposition of Requests

The disposition of the 32 completed privacy requests is as follows:

5 within 1 to 15 days (16%)
14 within 16 to 30 days (44%)
6 within 31 to 60 days (19%)
4 within 61 to 120 days (12%)
2 within 121 to 180 days (6%)
1 within 181 to 365 days (3%)

4 were fully disclosed (12%)
13 were disclosed in part (41%)

5 were abandoned (16%)

e 9 had no existing records (28%)
[ ]
[ ]

1 was neither confirmed nor denied (3%)

Records were fully disclosed in 12% of cases, compared to 14% in 2021-2022, while 44% were
disclosed in part, compared to 42% in the previous year. No records were fully exempted or
excluded, as in the previous year.

Page 7 of 27



Innovation, Science and Economic Development Canada
2022-2023 Annual Report on the Privacy Act

Number of Pages Processed

In 2022-23, ISED processed a total of 3,906 pages of information in relation to privacy requests,
broken down as follows:

o 3,883 pages pertaining to Privacy Act requests; and
. 23 pages pertaining to Privacy Consultations received from other federal institutions.

The total page count is 46% lower than the 7,223 pages processed in the previous year.

Nature of Information Requested

ISED sees few privacy requests because of the nature of its mandate. Therefore, these trends
have remained unchanged for many years with no significant new trends being noted. See the
table under: Three-Year Overview of Sources and Subjects of Requests, on the previous page.

Limits to the Right of Access — Exemptions and Exclusions

Exemptions to the disclosure of information are permitted pursuant to sections 18 through 28 of
the Privacy Act. Several exempting provisions can be applied to withhold information in
response to one request, and these are reported separately in the statistical report. However,
the same exempting provision invoked to withhold information more than once within the same
request is reported only once.

The statistics, as shown in Annex A of this report, demonstrate that ISED invoked only three of
the allowable exempting provisions during the reporting period, as follows:

e 21 (International Affairs and Defence): 1 use
o 22 (Law Enforcement and Investigations): 1 use
e 26 (Personal Information of Other Individuals): 13 uses

Exclusions provided for within the Act pertain to information that is publicly available or for sale
(section 69 of the Act) and information that is in the confidence of His Majesty’s Privy Council for
Canada (Cabinet confidences) (section 70 of the Act). However, ISED invoked no such
exclusions during the reporting period.

Extensions

ISED invoked extensions on two requests concluded during the reporting period. One of these
extensions was due to an extraordinary volume of information, and the other was due to a large
volume of requests being processed simultaneously, which delayed its processing. Both
extensions were taken for between 16 and 30 days.
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Consultations Completed for Other Institutions

ISED received and completed two privacy consultations from other federal institutions in the
current reporting period. Both were completed within 15 days, and recommendations were
made to disclose entirely, in both cases.

COVID-19 Impacts and Operational Measures

There were no impacts to ISED’s ATIP Services operations this year resulting from COVID-19.

Annual Statistical Report

TBS prescribes requirements for annual statistical reports on the Privacy Act, which must
comprise part of the corresponding annual reports to Parliament. ISED’s Annual Statistical
Report on the Privacy Act is enclosed with this report as Annex A.

Training and Awareness

Enhanced awareness and knowledge of ATIP obligations on the part of departmental officials
has shown to improve the quality of responses and ISED’s rate of compliance with legal
obligations.

Throughout 2022—-2023, ATIP Services delivered numerous training and awareness sessions to
employees across the Department on both the Access to Information Act and the Privacy Act
(and their requirements). In total, 25 training sessions relating to access to information and/or
privacy were delivered to 671 employees, as follows:

o ATIP 101 at ISED: An overview of the legislation, associated timelines, and processes,
as well as the role of the Department, the courts, and the Information and Privacy
Commissioners of Canada, combined with a more in-depth look at the exempting and
excluding provisions of the Access to Information Act, focusing on the top three such
provisions used most frequently at ISED, and how to identify information pertaining to
those provisions. This session is also offered in a modified format, on-demand, to focus
solely on either the Access to Information Act or the Privacy Act.

o 18 sessions, 569 participants

¢ Personal Information Boot Camp: Comprehensive training focused solely on the
Privacy Act and its related policy requirements, including the concept of ‘informed
consent,’ privacy notice statements, privacy impact assessments, and privacy breach
administration. This includes an in-depth look at the type and volume of personal
information that exists within the Department and the requirements surrounding the
collection and use of personal information in relation to ISED and other Government of
Canada programs.
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o 3 sessions, 50 participants

e Speciality Training: A number of on-demand training sessions were delivered in 2022-
23, on a diverse range topics, including: PIAs; Privacy for Case Management Systems;
ATIP Processing for ATIP Sector Liaison Officers; and ldentifying Cabinet Confidences.

o 4 sessions, 52 participants

Employee response to ATIP training has remained overwhelmingly positive. In 2022-2023, 87%
of survey respondents indicated they would recommend the same training to another colleague,
while 100% indicated their knowledge of ATIP improved moderately or substantially, by
attending.

Operating Costs

The cost of delivering ISED’s Privacy program and services for 2022—2023 was $57,413, based
on salary costs and operating expenses.

Salary costs for 2022-2023 totalled $47,103, equating to 0.536 full-time employees (FTEs),
including students, when averaged over the year. Salary costs for 2022-2023 were 22% higher
than the previous year’s $38,662, owing to a 13% increase in FTEs, which stood at 0.476 in the
previous year.

Operating expenses for the year totalled $10,310, representing a 399% increase over last year’s
$2,066. Of the 399% Increase, 307% (77% of total costs) is due to costs for professional
consultants engaged during 2022-2023 to assist with backlogged policy and ATIP cases, while
the remaining 92% (23 of total costs) was largely due to an increased number of licences (and
the related annual maintenance fees) to support those consultants, and the increase in staff
members, and to a lesser extent, other administrative costs, such as stationery and postage.

Policies, Guidelines, and Procedures

To improve the administration of the ATIP program and to ensure that TBS ATIP policies are
respected and implemented, ATIP Services collaborates with both internal and external
stakeholders on a continuous basis. In 2022-23, these collaborations included:

o Weekly all-staff meetings and semi-weekly management team meetings to discuss
emerging and ongoing operational and policy issues; and

e Ongoing collaboration with ISED stakeholders on the effective processing of ATIP
requests.

In addition, new policies, procedures and business practices were developed (or existing ones

were updated) throughout the year, as enhancements, or to comply with various TBS directives
and policies. These included:
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New guidance on the issue of “control of information”;
e Updated training decks to comply with TBS requirements;
Compiled a new version of Information About Programs and Information Holdings
(formerly InfoSource) for June, 2023 publication;
Developed and piloted new training for Callouts and Retrievals;
Updated Privacy Impact Assessment Policy and User Guide;
New guidance on audio-visual recordings and privacy;
New guidance on the privacy requirements incumbent on service providers;
Enhanced procedures for correcting and annotating personal information;
New procedures for processing privacy requests from extranational applicants;
Developed a new Departmental Privacy Management Framework (publication pending);
and
¢ Numerous new or enhanced policies and procedures relating to the processing of
Access to Information Act requests.

ATIP Services also continues to enhance its intranet site—where all departmental employees
can access plans, reports, acts, regulations, policies, directives, training decks, procedures, and
checklists in one convenient place.

Initiatives and Projects to Improve Privacy

ISED became a member of the ATIP Community Development Office in 2022-23, to take
advantage of centralized training and professional development programs, and to avail the
department of the recruitment campaigns, learning and networking and partnership activities
afforded by membership.

ISED also successfully migrated to the TBS’ new ATIP Online Management Tools system
during the reporting period, which contains new and improved functionalities making it easier for
applicants to track the statuses of their requests, and to receive responses to their requests
online.

Key Issues and Actions Taken on Complaints

Applicants have the right to register a complaint with the Office of the Privacy Commissioner
regarding any matter relating to the processing of their requests, and several complaints can be
linked to the same request.

ISED received two complaints on privacy requests during the reporting period. One of the
complaints was in respect of a delay in processing a Privacy Act request for personal
information, and the second was an allegation of improperly applied exemptions.

One complaint was resolved during the reporting period.
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In 2022-2023, the Privacy Commissioner ruled on one outstanding complaint made under the
Privacy Act, which was filed in 2021-2022, and which alleged an over- and unauthorized
collection of personal information resulting from the implementation of the Policy on COVID-19
Vaccination for the Core Public Administration Including the RCMP. The Commissioner ruled in
favour of ISED and deemed the complaint “not well founded”.

No court challenges relating to the Privacy Act were received during the reporting period, and
no audits were conducted relating to the administration of privacy legislation.

Total OQutstanding Complaint Inventory by Year Received

Fiscal Year Number of
Complaints Were Received | Outstanding Complaints

2022-2023 1
2021-2022 1
2019-2020 1

Total 3

Material Privacy Breaches

No material breaches of privacy that required reporting to the Privacy Commissioner of Canada
or to TBS occurred during the reporting period.

Privacy Impact Assessments

Twenty seven (27) privacy impact assessment (PIA) submissions were received this year for
various project activities occurring across the Department. Of these 27 submissions, an analysis
concluded the following:

. 1 project did not progress;

e 19 projects were for activities that were outside of PIA policy;

e 7 projects were in respect of a new or substantially modified program activity (the two
factors that necessitate the requirement to conduct a PIA, pursuant to TBS policy
requirements) and the ATIP Services Branch began working with the relevant program
areas to develop the PlAs. At the time of completion of this annual report, it is not known
if all seven projects will progress, or if some will be discontinued.

The following two PIlAs were concluded in the 2022-2023 reporting period, and duly submitted to
the TBS and the Office of the Privacy Commissioner:

e ATIP Services at ISED (as required by the Memorandum of Understanding between the
TBS and ISED for the Implementation of the ATIP Online Management Tools System)
Online summary at: https://ised-isde.canada.ca/site/atip-services/en/references
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e |dentity and Credential Management Solutions at ISED
Online summary at: https://ised-isde.canada.ca/site/atip-services/en/node/29

Public Interest Disclosures

Paragraph 8(2)(m) of the Privacy Act gives heads of institutions the discretion to disclose
personal information where disclosure would clearly benefit the individual to whom the
information pertains or when the interest in public disclosure clearly outweighs the privacy of the
concerned individual.

ISED made no such disclosures during the reporting period.

Monitoring Compliance

With respect to monitoring the processing time of requests, ATIP Services has a number of
measures in place. ATIP Services has continued the following business practices:

o Managers regularly review and monitor the status of privacy requests using the ATIP
case management system;

¢ Managers conduct weekly bilateral meetings with staff to review work plans and
establish priorities; and

o Managers report weekly to the Director on requests to be closed as well as on-time
compliance and issues delaying or otherwise affecting processing.

Further:

e ATIP Services has an escalation process to address delays in responses to taskings;
and

o ATIP training sessions address and reinforce the importance of respecting the legislated
30-day timeline.

The following new and updated procedures and policy guidance issued in 2022-23 also pertains
to issues of compliance:

¢ New guidance on the issue of “control of information”;

¢ Updated training decks to comply with TBS requirements;

Compiled a new version of Information About Programs and Information Holdings
(formerly InfoSource) for June, 2023 publication;

Developed and piloted new training for Callouts and Retrievals;

Updated Privacy Impact Assessment Policy and User Guide;

New guidance on audio-visual recordings and privacy;

New guidance on the privacy requirements incumbent on service providers;
Enhanced procedures for correcting and annotating personal information;
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o New procedures for processing privacy requests from extranational applicants; and
e Developed a new Departmental Privacy Management Framework (publication pending);
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ANNEX A
Annual Statistical Report on the Privacy Act

Name of institution: Innovation, Science and Economic Development Canada
Reporting period: 2022-04-01 to 2023-03-31

1.1 Number of requests

Number of Requests

Received during reporting period 31
Outstanding from previous reporting periods 11

e Qutstanding from previous reporting period 10

e Qutstanding from more than one reporting period 1
Total 42
Closed during reporting period 32
Carried over to next reporting period 10

e (Carried over within legislated timelines 1

e (Carried over beyond legislated timelines 9

1.2 Channels of requests

Source Number of Requests

Online
E-mail
Mail
In-person
Telephone
Facsimile
Total

Qiololod|o|R

Section 2: Informal Requests:

2.1 Number of informal requests

Number of Requests
Received during reporting period 0
Outstanding from previous reporting periods 0
e Outstanding from previous reporting period
¢ Outstanding from more than one reporting period 0
Total
Closed during reporting period
Carried over to next reporting period

o

o|o|o
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2.2 Channels of informal requests

Source

Number of Requests

Online

E-mail

Mail

In-person

Telephone

Facsimile

Total

OO0 0O|0|0|O

2.3 Completion time of informal requests

Completion Time

115 16-30 31-60 61-120 121-180 181-365 + 365 Total
Days Days Days Days Days Days Days
0 0 0 0 0 0 0 0
2.4 Pages released informally
Less Than 100-500 501-1000 1001-5000 + 5000
100 Pages Pages Pages Pages Pages
Released Released Released Released Released
# of Pages # of Pages # of Pages # of Pages # of Pages
Requests | Released | Requests | Released | Requests | Released | Requests | Released | Requests | Released
0 0 0 0 0 0 0 0 0 0
Section 3: Requests Closed During the Reporting Period:
3.1 Disposition and completion time
Disposition Completion Time
of Requests 115 | 1630 | 3160 | 61-120 | 121-180 | 181-365 | +365 | 1otal
Days Days Days Days Days Days Days
All disclosed 0 4 0 0 0 0 0 4
Disclosed in part 0 5 3 2 2 1 0 13
All exempted 0 0 0 0 0 0 0 0
All excluded 0 0 0 0 0 0 0 0
No records exist 3 4 1 1 0 0 0 9
Request abandoned 2 0 2 1 0 0 0 5
Neither confirmed
. 0 1 0 0 0 0 0 1
nor denied
Total 5 14 6 4 2 1 0 32

Page 16 of 27




Innovation, Science and Economic Development Canada
2022-2023 Annual Report on the Privacy Act

3.2 Exemptions

. # of . # of . # of
Section Requests Section Requests Section Requests
18(2) 0 22(1)(a)(ii) 0 23(a) 0
19(1)(a) 0 22(1)(a)(iii) 0 23(b) 0
19(1)(b) 0 22(1)(b) 1 24(a) 0
19(1)(c) 0 22(1)(c) 0 24(b) 0
19(1)(d) 0 22(2) 0 25 0
19(1)(e) 0 22.1 0 26 13
19(1)(f) 0 22.2 0 27 0
20 0 22.3 0 27.1 0
21 1 22.4 0 28 0
22(1)(a)(i) 0 '
3.3 Exclusions
. # of . # of
Section Requests Section Requests
69(1)(a) 0 70(1)(b) 0
69(1)(b) 0 70(1)(c) 0
69.1 0 70(1)(d) 0
70(1) 0 70(1)(e) 0
70(1)(f) 0
70(1)(a) 0 70.1 0
3.4 Format of information released
Paper Electronic Other
E-Record Data Set Video Audio
0 0 0 0 0

3.5 Complexity

3.5.1 Relevant pages processed and disclosed for paper and e-record formats

# of Pages Processed

# of Pages Disclosed

# of Requests

3,883

2,035
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3.5.2 Relevant pages processed per request disposition for paper and e-record formats
by size of requests

Less Than 100 101-500 501-1000 1001-5000 More Than 5000
Disposition Pages Processed Pages Processed Pages Processed Pages Processed Pages Processed
# of Pages # of Pages # of Pages # of Pages # of Pages
Requests Prc d Requests Processed Requests Pr d Requests Prc d Requests Processed
Al disclosed 3 45 1 135 0 0 0 0 0 0
Disclosed
in part 3 165 6 1208 1 510 1 1,816 0 0
All exempted 0 0 0 0 0 0 0 0 0 0
All excluded 0 0 0 0 0 0 0 0 0 0
Request
Abandoned 5 4 0 0 0 0 0 0 0 0
Neither
confirmed nor 1 0 0 0 0 0 0 0 0 0
denied
Total 14 214 7 1343 1 510 1 1,816 0 0

3.5.3 Relevant minutes processed and disclosed for audio formats

# of Minutes Processed

# of Minutes Disclosed

# of Requests

0

0

0

3.5.4 Relevant minutes processed per request disposition for audio formats by
size of requests

Less than 60 60-120 +120
Disposition Minutes Processed Minutes Processed Minutes Processed
# of Minutes # of Minutes # of Minutes
Requests Processed Requests Processed Requests Processed
All disclosed 0 0 0 0 0 0
_Dlsclosed 0 0 0 0 0 0
in part
All exempted 0 0 0 0 0 0
All excluded 0 0 0 0 0 0
Request
abandoned 0 0 0 0 0 0
Neither
confirmed nor 0 0 0 0 0 0
denied
Total 0 0 0 0 0 0

3.5.5 Relevant minutes processed and disclosed for video formats

# of Minutes Processed

# of Minutes Disclosed

# of Requests

0

0

0
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3.5.6 Relevant minutes processed per request disposition for video formats by
size of requests

Less than 60 60-120 +120
Disposition Minutes Proce.ssed Minutes Proce.ssed Minutes Proce.ssed
# of Minutes # of Minutes # of Minutes
Requests Processed Requests Processed Requests Processed

All disclosed 0 0 0 0

Disclosed 0 0 0 0 0 0
in part

All exempted 0 0 0 0 0 0
All excluded 0 0 0 0 0 0

Request

abandoned 0 0 0 0 0 0

Neither

confirmed nor 0 0 0 0 0 0
denied

Total 0 0 0 0 0 0
3.5.7 Other complexities

. " Consultation | Legal Advice | Interwoven
Disposition Required Sought Information Other Total

All disclosed 0 0 0 0 0

Disclosed in part 0 0 0 0 0
All exempted 0 0 0 0 0
All excluded 0 0 0 0 0

Request Abandoned 0 0 0 0 0

Neither 'conflrmed 0 0 0 0 0

nor denied

Total 0 0 0 0 0
3.6 Closed Requests

Number of requests closed within 27

legislated timelines

Per_centage. of r.equests closed with 84.37%

legislated timelines
3.7 Deemed refusals

3.7.1 Reasons for not meeting legislated timelines

Number of Principal Reason
requests
closed past the | Interference External Internal
legislated with operations | o o 1tation Consultation Other
timelines or workload
5 2 0 0 3
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3.7.2 Requests closed beyond legislated timelines (including any extensions taken)

Number of requests | Number of requests
Number of days past legislated past legislated
past legislated timeline where no timeline where an Total
timelines extension was extension was
taken taken
1t0 15 0 0 0
16 to 30 0 1 1
31 to 60 2 0 2
61 to 120 1 0 1
121 to 180 0 0 0
181 to 365 0 1 1
More than 365 0 0 0
Total 3 2 5
3.8 Requests for translation

Translation Requests | Accepted | Refused Total
English to French 0 0 0
French to English 0 0 0
Total 0 0 0

Paragraph 8(2)(e) Paragraph 8(2)(m) Subsection 8(5) Total

9

0

0

Section 5: Requests for Correction of Personal Information and Notations:

Disposition for Correction Requests Received | Number
Notations attached 0
Requests for correction accepted 0
Total 0

Section 6: Extensions:

6.1 Reasons for extensions

15(a)(i) Interference with operations

Number of -
Further review
requests where required to Large Large Documents
an extension dgtermine volume | volume of | are difficult
was taken exemptions of pages | requests to obtain
2 0 1 1 0
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15(a)(ii) Consultation

Number of Cabinet 15(b)
requests where . Translation
. Confidence
an extension Section External Internal purposes or
was taken (Section 70) conversion
0 0 0 0 0

6.2 Length of extensions

15(a)(i) Interference with operations

Further review

Length of required to Large volume Large volume Documents are
Extensions 9 - 9 9 difficult to
determine of pages of requests .
. obtain
exemptions
1to 15 days 0 0 0
16 to 30 days 0 1 1 0
Total 0 1 1 0
15(a)(ii) Consultation
Cabinet 15(b)
Length of - .
Extensions Confld_ence External Internal Translation
Section purposes or
(Section 70) conversion
1to 15 days 0 0 0 0
16 to 30 days 0 0 0 0
Total 0 0 0 0

Section 7: Consultations Received From Other Institutions and Organizations:

7.1 Consultations received from other Government of Canada institutions and
other organizations

Other
Consultations Government | # of Pages Other # of Pages
of Canada to Review | Organizations | to Review
Institutions
Regelved during the reporting o 23 0 0
period
Outstgndlng from the previous 0 0 0 0
reporting period
Total 23 0 0
CIo;ed during the reporting 2 23 0 0
period
(?arqed over within negotiated 0 0 0 0
timelines
Carrle_d over be)_/ond 0 0 0 0
negotiated timelines
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7.2 Recommendations and completion time for consultations received from other
Government of Canada institutions

Number of Days Required to Complete Consultation Requests
Recommendations

1-15 16-30 | 31-60 | 61-120 | 121-180 | 181-365 | + 365 Total

Days Days Days Days Days Days Days
Disclose entirely 2 0 0 0 0 0 0 2
Disclose in part 0 0 0 0 0 0 0 0
Exempt entirely 0 0 0 0 0 0 0 0
Exclude entirely 0 0 0 0 0 0 0 0
Consult other institution 0 0 0 0 0 0 0 0
Other 0 0 0 0 0 0 0 0
Total 2 0 0 0 0 0 0 2

7.3 Recommendations and completion time for consultations received from other
organizations outside the Government of Canada

Number of Days Required to Complete Consultation Requests
Recommendations
1-15 16-30 | 31-60 | 61-120 | 121-180 | 181-365 | + 365 Total
Days Days Days Days Days Days Days
Disclose entirely 0 0 0 0 0 0 0 0
Disclose in part 0 0 0 0 0 0 0 0
Exempt entirely 0 0 0 0 0 0 0 0
Exclude entirely 0 0 0 0 0 0 0 0
Consult other institution 0 0 0 0 0 0 0 0
Other 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 0 0
Section 8: Completion Time of Consultations on Cabinet Confidence:
8.1 Requests with Legal Services
Less Than 100 101-500 501-1000 1001-5000 More Than 5000
Number of Pages Processed Pages Processed Pages Processed Pages Processed Pages Processed
Days # of Pages # of Pages # of Pages # of Pages # of Pages
Requests Disclosed Requests Disclosed Requests Disclosed Requests Disclosed Requests Disclosed
1t0 15 0 0 0 0 0 0 0 0 0 0
16 to 30 0 0 0 0 0 0 0 0 0 0
31 to 60 0 0 0 0 0 0 0 0 0 0
61 to 120 0 0 0 0 0 0 0 0 0 0
121 to 180 0 0 0 0 0 0 0 0 0 0
181 to 365 0 0 0 0 0 0 0 0 0 0
More than 365 0 0 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 0 0 0 0
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8.2 Requests with Privy Council Office

Less Than 100 101-500 501-1000 1001-5000 More Than 5000
Number of Pages Processed Pages Processed Pages Processed Pages Processed Pages Processed
Days # of Pages # of Pages # of Pages # of Pages # of Pages
Requests Disclosed Requests Disclosed Requests Disclosed Requests Disclosed Requests Disclosed
1t0 15 0 0 0 0 0 0 0 0 0 0
16 to 30 0 0 0 0 0 0 0 0 0 0
31 to 60 0 0 0 0 0 0 0 0 0 0
61 to 120 0 0 0 0 0 0 0 0 0 0
121 to 180 0 0 0 0 0 0 0 0 0 0
181 to 365 0 0 0 0 0 0 0 0 0 0
More than 365 0 0 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 0 0 0 0

Section 9: Complaints and Investigations Notices Received:

Section 31 | Section 33 | Section 35 | Court action Total
2 1 0 0 3

Section 10: Privacy Impact Assessments (PIAs) and Personal Information Banks

10.1 Privacy Impact Assessments

Number of PIAs completed 2
Number of PIAs modified 0

10.2 Institution-specific and Central Personal Information Banks

Personal Information Banks | Active | Created | Terminated | Modified
Institution-specific 16 1 2 13
Central 0 0 0 0
Total 16 1 2 13

Section 11: Privacy Breaches:

11.1 Material Privacy Breaches Reported

Number of material privacy breaches reported to TBS 0
Number of material privacy breaches reported to OPC | 0

11.2 Non-Material Privacy Breaches

| Number of non-material privacy breaches | 2 |
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Section 12: Resources Related to the Privacy Act:

12.1 Allocated costs

Expenditures Amount
Salaries $47,103
Overtime $0
Goods and Services $10,310
e Professional services contracts $7,968
e Other $2,342
Total $57,413

12.2 Human Resources

Person years dedicated to
Resources A . e
ccess to Information activities

Full-time employees 0.501
Part-time and casual employees 0.006
Regional staff 0.000
Consultants and agency personnel 0.005
Students 0.019
Total 0.531
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ANNEX B
Delegation of ATIP Authority

Delegation in effect on the last day of 2022—-2023:

The Department of Industry

(To be known as Innovation, Science and Economic Development Canada)

Le ministére de I'Industrie

(Qui sera connu sous le nom
d’Innovation, Sciences et Développement économique Canada)

Access to Information Act and Privacy Act Delegation Order

Arrété sur la délégation en vertu de la Loi sur
l'accés a l'information et de la Loi sur la protection
des renseignements personnels

The Minister of Industry Canada, pursuant to
section 95(1) of the Access to Information Act
and section 73(1) of the Privacy Act, hereby
delegates the persons holding the positions
set out in the schedule hereto, or the persons
occupying on an acting basis those positions,
to exercise the powers and functions of the
Minister as the head of a government
institution, under the section of the Acts set
out in the schedule opposite each position.
This Delegation Order supersedes all
previous Delegation Orders

En vertu de l'article 95(1) de la Loi sur I'acces a
l'information et 'article 73(1) de la Loi sur la
protection des renseignements personnels, le
Ministre d'Industrie Canada déleégue aux
titulaires des postes mentionnés a lI'annexe ci-
aprés, ainsi qu'aux personnes occupant a titre
intérimaire les-dits postes, les attributions dont
il est, en qualité de responsable d'une
institution fédérale, investie par les articles des
lois mentionnées en regard de chaque poste.
Le présent décret de délégation remplace et
annule tout décret antérieur

Page 25 of 27



Innovation, Science and Economic Development Canada

2022-2023 Annual Report on the Privacy Act

Position / Poste

Deputy Minister / Sous
ministre

Corporate Secretary /
Secrétaire général

Director, Access to
Information and Privacy
(ATIP) Services /
Directeur (trice), Service
d’acceés a l'information et
a la protection des
renseignements
personnels (AIPRP)

Schedule /| Annexe

Access to information
Act and Regulations / Loi
sur 'accés a l'information
et réglements

Full authority / Autorité
absolue

Full authority / Autorité
absolue

Full authority / Autorité
absolue

Privacy Act and
Regulations / Loi sur la
protection des
renseignements
personnels et reglements

Full authority / Autorité
absolue

Full authority / Autorité
absolue

Full authority / Autorité
absolue
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Manager, ATIP Services / Full authority / Autorité Full authority / Autorité

Gestionnaire, Services absolue absolue

d’AIPRP

And / et

Senior Advisor, ATIP Section / Articles: 7, 8(1), Section / Articles : 8(1),
Services / Conseiller (&re) 9, 13, 14, 15, 16, 17,18, 14, 15,19, 20, 21, 22, 23,
orincipal(e), Services 19, 20, 21, 22, 23, 24,25, 4. 25,26,27,28,69,70
d’AIPRP 26, 27(1), 68, 69

Dated, at the City of Ottawa, this 18%" Daté, a la ville d’Ottawa, ce 18¢
day of May, 2021 jour de mai, 2021

THE HONOURABLE FRANCOIS-PHILIPPE CHAMPAGNE

MINISTER OF INDUSTRY
(To be known as Minister of INNOVATION,
SCIENCE AND INDUSTRY)

W

L'HONORABLE FRANCOIS-PHILIPPE CHAMPAGNE
MINISTRE DE L'INDUSTRIE
(Identifié comme Ministre de INNOVATION, des SCIENCES

et de [INDUSTRIE)
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