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INTRODUCTION

Great Power Competition (GPC), also referred to as strategic competition, has
seemingly taken centre stage. However, it is not new. Nations have always
competed for influence and access to allies, partners, resources, colonies, etc.,
in their quest to attain political, military, economic and geographic advan-
tage.' The Cold War (1948-1990) witnessed this competition in a very bipolar
lens between the two superpowers, the United States and their allies against
the Soviet Union and their alliance bloc. Throughout this period both sides
were enmeshed in an ideological, political, as well military competition for
ascendency.

With the fall of the Berlin Wall in November 1989, the subsequent disband-
ment of the Warsaw Pact and the collapse of the Soviet Union in 1991, the
United States emerged as the single global Superpower.> As such, the U.S.
and the North Atlantic Treaty Organization (NATO) were now in a posi-
tion to more freely act unilaterally on the world stage. In the wake of the
11 September 2001 (9/11) terrorist attack on the twin towers of the World
Trade Center in New York, the U.S. and its alliance partners became embroiled
in, and focused on, the “War on Terror.” Counter-terrorism (CT) and counter-
insurgency (COIN), particularly in Afghanistan and Iraq, consumed political
and military resources and focus.’

Although Russia was still in the throes of domestic reconstruction and China
was still in its early-emergent phase, and even though neither could chal-
lenge the military or political strength of the U.S. and its allies in the same
capacity as during the Cold War, they continued to “compete” in accordance
with their capabilities during this period. They had never stopped attempt-
ing to ameliorate their position in the GPC. Espionage, support of proxy
forces (particularly those engaged in conflict with the U.S. and their coali-
tion partners), propaganda, disinformation, economic strategies, criminality,
to name only a few lines of operation, were conducted to achieve national
objectives. Although the U.S.-led international order may have lost sight of
the GPC due to its dominant position at the time, it had never stopped. As
former Chairman of the Joint Chiefs of Staff, General Joseph Dunford offered,
“We think of being at peace or war.... Our adversaries don't think that way.”*
Dunford was right. For the Russians and the Chinese, they believe they were /
are in a constant state of conflict with the West. As strategic advisor, author
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and former military officer David Kilcullen observed, our adversary(ies) “may
be acting in ways it considers warlike, while we with our narrower notion of
warfare remain blithely unaware of the fact, so that by the time we realize we
are at war, we have already lost.””

By 2014, Russian and Chinese actions (e.g., seizure of Crimea and the
militarization of the Spratly Islands and coral reefs respectively) signaled a
resurgent Russia and an emergent China had altered the geo-political land-
scape dramatically, requiring a reassessment of the U.S. strategic vision. This
reevaluation led to a pivot in American focus (and subsequent NATO atten-
tion) and ushered in a “renewed” GPC.

The revision of Western strategic priorities and the renewed GPC, although
in many ways similar to the Cold War, conducted in a much more ambigu-
ous, complex and challenging security environment. The competition space
is now far more exigent due to advances in computing and information
technologies, as well as the proliferation of accessible advanced technology
to all state and non-state actors. As such, the renewed GPC, although not a
new phenomenon, is far more demanding than in previous eras. This real-
ity means that there are also significant implications for Special Operations
Forces (SOF).
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CHAPTER

1

The Pivot

The renewal of Great Power Competition made widescale news in 2018,
however, it was actually already acknowledged by President Barack Obama
Administration’s June 2015 National Military Strategy. Subsequently it
became a centrepiece of the President Donald Trump Administration’s
December 2017 National Security Strategy (NSS) and in the January 2018
National Defense Strategy (NDS).!

Undoubtedly, the 2018 NDS was abundantly clear on the “pivot,” or in other
words, the transition from Department of Defense’s (DoD) primary focus on
counter-terrorism and the “global war on terror” to a shift of emphasis on
Great Power Competition with its “peer and near-peer” rivals (i.e., China,
Russia) and international rogue states / competitors (e.g., Iran, Republic of
North Korea).? The 2018 NDS clearly states that DoD’s “enduring mission is
to provide combat-credible military forces needed to deter war and protect
the security of our nation.” As such, DoD “provides military options to en-
sure the President and our diplomats negotiate from a position of strength.”
Significantly, the strategy document also notes:

Today, we are emerging from a period of strategic atrophy, aware
that our competitive military advantage has been eroding. We are
facing increased global disorder, characterized by decline in the
long-standing rules-based international order—creating a secu-
rity environment more complex and volatile than any we have
experienced in recent memory. Inter-state strategic competition, not
terrorism, is now the primary concern in U.S. national security.’

The document plainly labels Russia and China as revisionist powers who are
set on remodeling the international system and, as such, pose “the central
challenge to U.S. prosperity and security.” The conclusion drawn is resound-
ingly clear, namely a return of the big power rivalry reminiscent of the Cold
War, but now in an increasingly multipolar world. From the perspective of
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the 2018 NDS this evolution has become the defining element of the interna-
tional environment.

Another DoD strategy document echoed, “Our national focus on defeating
Violent Extremist Organizations (VEO) over the last two decades allowed our
strategic competitors to close the gap with our Nation’s military capabilities.
As rogue regimes and VEOs continue to destabilize regions and near-peer
opponents increasingly undermine long-established international order, our
national leaders have shifted their primary national security efforts back to
interstate strategic competition, while balancing continued Counter-VEO
requirements.”*

The 2018 NDS clearly underscores that for the first time in a generation that
the strategic focus of American defense policy is to compete with near power
rivals in a multi-polar world. This shift would seem to indicate that the
period of unrivaled American power that emerged following the collapse
of the Soviet Union in 1991 has come to an end. As a result, the former
American Defense Secretary, Mark Esper, revealed, “We are focused on great
power competition, first with China, then Russia.” Esper conceded, “My aim
is to adjust our [military| footprint in many places.””

The change in American presidential administrations has not changed the
American outlook. President Joe Biden Administration’s Interim National
Security Strategic Guidance, in consonance with Secretary of Defense (SecDef)
Lloyd Austin’s recent Letter to the Force (SecDef21), reinforces the focus on
strategic competition with China as a top priority.® Moreover, on 28 March
2022, the Biden administration delivered the classified version of the 2022
NDS to Congress. The strategy, requiring a $773 billion budget, outlined four
strategic priorities: pacing defense capabilities to the “growing multi-domain
threat” posed by China, deterring “strategic attacks” against the U.S. and its
allies, deterring aggression from China and Russia, and building a resilient
“Joint Force” and defense ecosystem.7 Additionally, SecDef Austin issued
an internal directive to “laser focus” American military “efforts to address
China as the nation’s number one pacing challenge.”®

Inevitably, the American pivot has led to a similar focus for its alliance part-
ners. A NATO working group declared, “The main characteristic of the current
security environment is the re-emergence of geopolitical competition.”” Not
surprisingly, Canada too, has pivoted to focusing on the renewed GPC.
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Arguably, the 2018 NDS is exactly what the three traditional Services (i.e.,
Navy, Army, Air Force) have waited for since the demise of the Warsaw Pact
and the fall of the Soviet Union, namely the peril of high-end state threats
that allow the Conventional Services to focus their efforts on capability
development, deployment and funding.' Predictably, this focus is more
centred on traditional capabilities and threat scenarios than it is on the issue
of “competition.” Culture and deep-rooted perspectives based on Service
affiliation, training and experience are difficult to change.

What Is The “Competition” Battlespace?

The “pivot” is unsurprising in its own right; however, the challenge comes
in correctly identifying the battlespace and the threats within. As Dr. Daniel
Nexon observed, “Competition isn't a strategic goal. It’s a means to an end.
The decision to compete with another great power should always be over
something specific; it should center on the efficacy of competition, the value
of the object at stake, and how the specific objective contributes to long-term
goals.”" As such, framing a national policy around great power competition
obscures the reality that most, if not all countries (including the U.S. and
China), share extensive interests (e.g., economic, global issues such as climate
change, counter-terrorism, nuclear non-proliferation, pandemic prevention).
Competition is not simply a military problem.

However, for too many conventional military commanders and some
politicians the renewed GPC is seen as a return to “high-intensity” combat
harkening back to the Cold War stand-off between super-powers.'> Danish
General Martin E. Dempsey acknowledged, “It’s the first time in 41 years
we've had a legitimate risk emanating from state actors, and we clearly have
a persistent threat emanating from sub-state and non-state actors.” He con-
cluded, “That makes for a very volatile mix and makes it difficult for us to

balance our resources to deal with these multiple threats simultaneously.”"*

The balancing of resources and identifying the “multiple threats” that exist
is a formidable problem. Former Chairman of the Joint Chiefs of Staff (JCS),
General Joseph Dunford, admitted, “We're already behind in adapting to
the changed character of war today in so many ways.” He argued that the
U.S. national strategy with regards to GPC must recognize that the binary
peace / war distinction is flawed. Rather, nations must understand conflict as
a continuum, as a “range of different modes of conflict with increasing levels
of violence, from measures short of armed conflict (Gray Zone) through
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conventional warfare.” He noted that by failing to fully understand the true
breadth of our adversaries’ stratagems and their strategic narratives, the
Western alliance has ceded influence and access to China and the West's abil-
ity to compete with its adversaries’ narratives. The result has been that both
China and Russia have been able to commence dismantling, if not demolish-
ing, the rules-based international order.'*

This failure to understand the true nature of the strategic competition and
the apparent willingness to return to a traditional warfare model mindset
has clear dangers, as does ignoring the capability of current rivals and rogue
states. “The biggest problem with DoD strategy development,” Brigadier
General Don Bolduc argued, “is that it is tied to an antiquated organizational
structure.” He insisted, “the department is in need of serious reorganization.”*
The Americans are not alone as most Western military institutions share the

same experience.

It is this failure, if not unwillingness, to come to grips with the true nature of
the GPC, or more accurately strategic competition, specifically, understanding
the competition space and balancing resources correctly that disadvantages
the West. Bolduc’s concern is well-founded. Retired admiral and former
NATO Supreme Allied Commander Admiral James Stavridis warned of an
over-reliance on the military for the American approach to foreign policy.
He reasoned, “diplomacy is preventive medicine that will help avoid costly
surgical procedures (i.e., military operations) in the future.”'* This over-
dependence on military solutions, or the use of force to achieve desired
political outcomes, has left the U.S. and its alliance partners in a poor position
to compete in the new “competition” battlespace. General Michael Mullen, a
former chairman of the Joint Chiefs of Staff, lamented:

My fear, quite frankly, is that we aren’t moving fast enough in this
regard. U.S. foreign policy is still too dominated by the military, too
dependent upon the generals and admirals who lead our major overseas
commands. It’s one thing to be able and willing to serve as emergency
responders; quite another to always have to be the fire chief."”

Mullen’s concern was that political decision-makers were too quick and too
dependent on the military to deal with an ever-increasing gamut of missions
in a constantly evolving complex international forum. As a result, they are
competing with a limited tool set, while their competitors utilize the entire
array of national resources.
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One area of concern is that DoD, much like its alliance partners, have
employed an “artificial distinction between an environment of armed conflict
and peace without significant military competition” since the end of the
Cold War. Fortunately, some progress has been achieved. DoD has recently
defined “the continuum of competition as cooperation, competition below
the threshold of armed conflict.”** Most recently, a report by the Joint Special
Operations University (JSOU) defined the current level of competition as “the
interaction among actors in pursuit of the influence, leverage, and advantage
necessary to secure their respective interests.”*” To the U.S. Army, a competi-
tion period is described as:

actions over time that exploit the operational environment condi-
tions in order to gain a position of advantage below the threshold
of armed conflict. At the crux of competition is the ability to cre-
ate a strategic and operational standoff to gain freedom of action in
any domain. This is done through the integration of political and
economic actions, unconventional and information warfare, and the
actual or threatened employment of conventional forces.*

DoD apparently has begun to establish a more robust framework for under-
standing and competing in the operational environment. Although the
military is an essential component of the GPC, it is but a single actor in a
nation’s armoury. As the shadowy GPC competition has shown to date, it is
not even the primary weapon.

Clearly, a sound understanding of what “great power competition” or
“strategic competition” is, as well as what it looks like, is essential." As a
RAND report noted, “If the assertion that international politics is entering
a new period of strategic competition has been widely accepted, there is no
consensus about what this shift means.” ** For the previous two decades in
the fight against terrorists and insurgents, the U.S. and its Western allies have
been able to compensate for any lack of a strategic coherence in their approach
to less capable opponents through technological and resource advantages.
Against more formidable adversaries its technological and military capabili-
ties may be equaled. What will be important is a change in strategic thinking
that recognizes the exact nature of the current and future battlespace.”

In this light, the prognosis for a high-intensity, traditional war scenario is

ominous, if not downright horrendous. Globalization, the proliferation of
technology and its exponential, consistently increasing capability has made
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a traditional war almost incomprehensible. An increasing number of nations
with substantial nuclear arsenals, as well as the global propagation of stand-
off precision missile systems and platforms, including highly manoeuvrable
cruise missiles, as well as hypersonic weaponry (weapons that travel at
five times the speed of sound) and glide vehicles, matched with networked
sensors that are capable of delivering large payloads of munitions at increased
ranges so that targets can be engaged and destroyed almost anywhere with
accuracy within a short period of discovery and decision-making.”* The
use of Artificial Intelligence (AI), space based weapons, lasers, directed-
energy munitions and high-powered microwaves will only increase lethality
and reach.

In essence, the future battlefield will be characterized by increased lethality,
enhanced speed and tempo of operations, amplified informatization empow-
ered through AI, increased complexity, and the loss of traditional Western
supremacy in all domains. Conflict between belligerents using modern weap-
onry will be disturbingly swift and horrifically destructive. In more than
eight wargames set in the Indo-Pacific theatre, covering campaigns lasting
from several days to several weeks, typical attrition exceeded the estimated
combined U.S. and Japanese ship and aircraft losses from the Battle of the
Coral Sea and the Battle of Midway, which were two of the costliest air and
naval battles in World War II (WWII). The wargames also determined:

The combat is also disorientingly chaotic, regardless of whether in-
formation and command systems worked (in which case, long-range
precision fires resulted in catastrophic attrition and destruction) or
not (in which case, both sides scrambled to understand what was
happening, make decisions, and communicate these decisions across
their forces). Second, the side that could rapidly impose chaos on
its opponent while maintaining sufficient understanding and order
to command its own forces gained an enormous advantage. This
advantage accrued to the Chinese and Russian teams in nearly every
scenario in which U.S. teams used current concepts. Most Chinese
and Russian red teams had a relatively consistent “script” of attacks
that they would use to systematically conduct ID/CD against U.S.
forces. This script rapidly gave them an advantage in key aspects of
the techno-cognitive confrontation, such as the ability to target ships
at long range and coordinate attacks from multiple domains. Third,
once gained (or lost), this advantage had cascading effects that put
the weaker side—usually the U.S. team—into untenable dilemmas
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or, worse, seemingly unrecoverable positions. These games suggested
that, without urgent changes to how the DoD is conceptualizing and
engaging in techno-cognitive confrontation, U.S. forces face a real
risk of losing their situational awareness, capacity to make decisions,
ability to communicate reliably, and the initiative in plausible con-
flict scenarios. Once the fight for information and command is lost,
U.S. forces may not be able to recover, and military defeat becomes
likely.”

In another wargame that simulated an Al-enhanced ground fight where
troops were outnumbered three to one by enemy forces, the addition “of
autonomous air and ground sensors allowed troops to smartly detect, target,
and engage adversaries (find, fix, finish), realizing an approximate 10—fold
increase in combat power.”?® The Russian and Ukrainian experience in their
2022 conflict is yet another example of the lethality of modern arms and
technology.

China’s heavy investment in AI and “intelligent detection and identification”
indicate that China intends to construct a connected network of persistent
sensors, including meter-wave technology, for domain awareness and early
warning.”” Experts believe that a system of advanced sensors connected to
air defense systems supported by advanced fighter aircraft would make
penetrating Chinese-controlled airspace an incredibly difficult problem.*

Other wargames and simulations based on a Baltic scenario concluded that
Russia could defeat and occupy the three Baltic states (i.e., Estonia, Latvia,
Lithuania) in less than 60 hours and another wargame determined that
Poland would fall in a conventional war with Russia in just five days. These
assessments are now questionable considering the Russian difficulties and
losses in its February 2022 invasion of the Ukraine. However, Russia’s ability
to learn and adjust from its Ukrainian experience should not be underesti-
mated. Finally, simulations focused on conflict in the East China Sea region
indicated analogous catastrophic results.”

The formidable capabilities of current and emerging technology and muni-
tions makes the fielding of large conventional armies and their platforms laden
with risk. Added to this daunting array of threats is a myriad of additional
perils. Jamming of communications, electronic warfare and cyber-attacks
that target networks and the vulnerable software programs that seemingly
run the entirety of today’s society and militaries will only increase risk and
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consequence of a high-intensity war. The increasing development of autono-
mous systems only adds to this complexity.”® In light of the lethality of the
modern battlespace, as well as the substantive, imposing American and allied
military capability, no nation would purposely attempt to compete with the
U.S. and its allies in a traditional conventional war setting if at all avoidable.
However, this situation is not to say American rivals and competitors will not
wage a different form of conflict or competition.

Although competitors such as China and Russia maintain large military forces
and continue to improve and expand their arsenals, arguably leading to a
renewed arms race, they remain careful to avoid actions that would possibly
activate the conventional war “trip wire.””! Rather they maintain the military
capability as a substantial, viable and overt threat, but compete on various
levels under the threshold of'a “hot” or “shooting war.” They utilize “Hybrid
Warfare,” defined by NATO as “a wide range of overt and covert military,
paramilitary, and civilian measures [...] employed in a highly integrated

design.”"*

NATO political-military expert Chris Kremidas-Courtney described Hybrid
Warfare as “the mix of conventional and unconventional, military and
non-military, overt and covert actions employed in a coordinated manner to
achieve specific objectives while remaining below the threshold of formally
declared warfare.”** A 2014, British Ministry of Defence report captured its
essence more lucidly. It asserted:

Our adversaries are unlikely to engage us on our terms and will not
fight solely against our conventional strengths. They will seek an
asymmetric advantage and some will employ a wide range of warfight-
ing techniques, sometimes simultaneously in time, space and domain.
Their logic will not necessarily be our logic and thus our ability to
understand adversaries — and our ability to make them understand
our intent — will be challenging...In some conflicts, we are likely to
see concurrent inter-communal violence, terrorism, insurgency, per-
vasive criminality and widespread disorder. Tactics, techniques and
technologies will continue to converge as adversaries rapidly adapt to
seek advantage and influence, including through economic, financial,
legal and diplomatic means. These forms of conflict are transcend-
ing our conventional understanding of what equates to irregular
and regular military activity; the conflict paradigm has shifted and
we must adapt our approaches if we are to succeed.™
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The National Coordinator for Security and Counterterrorism (NCTV) of the
Netherlands further refined the definition of Hybrid Warfare stating, “it is
understood as conflict between states, largely below the legal threshold of

an open armed conflict, with the integrated use of means and actors, aimed

at achieving certain strategic goals.” It characterizes this form of warfare by:

The integrated deployment of multiple military and non-military
means, such as diplomatic, economic and digital means, disinfor-
mation, influencing, military intimidation, etc., that belong to the
toolbox of state instruments;

Orchestration as part of a strategy/campaign;
The intention of achieving certain strategic goals; and

Important features, namely deception, ambiguity and deniability,
which accompany the actions (or could do so), making it difficult to
attribute them and respond to them effectively.”

Janis Berzins, the director of the Center for Security and Strategic Research at

the National Defense Academy of Latvia, explains the shift from “traditional”

to “Hybrid Warfare” as the transition:

from direct destruction to direct influence;
from direct annihilation of the opponent to its inner decay;
from a war with weapons and technology to a culture war;

from a war with conventional forces to specially prepared forces and
commercial irregular groupings;

from the traditional battleground to information/psychological war-
fare and war of perceptions;

from direct clash to contactless war;

from a superficial and compartmented war to a total war, including
the enemy’s internal side and base;

from war in the physical environment to a war in the human con-
sciousness and in cyberspace;

from symmetric to asymmetric warfare by a combination of political,
economic, information, technological, and ecological campaigns; and

from war in a defined period of time to a state of permanent war as
the natural condition in national life.**

_ 9 —
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Importantly, the different interpretations of Hybrid Warfare, or how analysts
see competition / conflict in the current security environment, puts the
emphasis on non-military actions. It should be no surprise then that a recent
study concluded that “in a future, large-scale conflict, Chinese forces will
likely employ a modern and unique irregular warfare concept, focused on
information and influence, tightly integrated with conventional capabilities.
A return to great power competition does not portend a shift away from
irregular warfare to conventional warfare, but rather an amalgamation
of the two.””” Quite simply, adversaries have discovered, and more impor-
tantly, will continue to refine and evolve, methods to achieve their political,
economic and military objectives while remaining in “Phase 0”, the American
doctrinal period describing pre-conflict. The fact that the U.S. and its allies
are extremely hesitant to go to war, further emboldens and provides adver-
saries with a competitive edge.”

In essence, the new competitive landscape, blends conventional, irregular,
asymmetric, criminal and terrorist means and methods to achieve a political
objective. This actuality makes the opponent largely irrelevant. Whether
a state or non-state actor, adversaries will make use of the proliferation of
technology and information that has accompanied globalization. Instruments
such as cyber warfare, economic coercion or even blackmail, exploitation of
social / societal conflict in a target country and the waging of disinforma-
tion campaigns and psychological warfare are all in the inventory. Criminal
behaviour and terrorism are also in the repertoire of opponents.

General Valery Gerasimov, Chief of the General Staff of the Russian
Federation, markedly identified the weakness of modern states. He insisted
that history has shown that “a perfectly thriving state can, in a matter of
months and even days, be transformed into an arena of fierce armed conflict,
become a victim of foreign intervention, and sink into a web of chaos,
humanitarian catastrophe, and civil war.”* This state of affairs is due, in
his estimation to the fact that “the role of nonmilitary means of achieving
political and strategic goals has grown, and, in many cases, they have

exceeded the power of force of weapons in their effectiveness.”*

Similar to Gerasimov, General-Lieutenant, Adrei V. Kartapolov, in 2015, then
chief of the Russian General Staff’s Main Operational Directorate, published
an article in the Journal of the Academy of Military Science that described the
“new-type war.” It clearly highlights the fact that the military was not seen
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as the only actor in the renewed GPC. Kartapolov argued that the framework
of conflict included:

* political, economic, informational, and psychological pressure;
* disorientation of the political and military leadership;

* spreading dissatisfaction among the population;

* support of internal opposition in other countries;

* preparing and deploying armed opposition;

* deployment of special forces;

¢ conduct of subversive acts; and

* employment of new weapon systems.*'

Rather than a kinetic solution to conflict, Gerasimov and Kartapolov argue
that the focused application of political, economic, informational, humanitar-
ian, and other non-military measures, when applied in a coordinated manner
with internal discontent and protest can wield significant results. In addi-
tion, all of these actions are also combined, at the right moment, normally to
achieve final success, with concealed military action, often “under the guise
of peacekeeping and crisis regulation.” Gerasimov insisted, “Asymmetrical
actions have come into widespread use, enabling the nullification of an enemy’s
advantages in armed conflict. Among such actions are the use of special-
operations forces and internal opposition to create a permanently operating
front through the entire territory of the enemy state, as well as informational
actions, devices, and means that are constantly being perfected.”*

From a strategic perspective, the methodology of rivalry in the great power
competition entails the mobilization of a wide range of a state’s resources,
primarily non-violent to achieve a desired political end-state. The use of
violence is not remotely desired. A “Hybrid Warfare” approach is seen as a
methodology of achieving the political end state without tripping the thresh-
old of war, which would allow an opponent the recourse to legally use force
and / or attract international intervention.®> Hybrid Warfare creates a perfect
ambiguity that paralyzes opponents since they are not even aware that they
are under attack.

The case of the Russian annexation of the Crimea and the conflict in Ukraine

in 2014 is a perfect example. Russia was able to skillfully manipulate the U.S.
and its NATO allies to remain largely passive while Russia dismembered the
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Ukraine.* It was so successful that the Supreme Allied Commander Europe
(SACEUR) at the time, General Phillip Breedlove, proclaimed that Russia’s
use of Hybrid Warfare in Eastern Ukraine represented, “the most amazing
information warfare blitzkrieg we have ever seen in the history of informa-

tion warfare.”®

Consequently, the challenge is recognizing that strategic competition / GPC,
as well as dealing with rivals and rogue states, is on a completely different
playing field. Although conventional military capability will always be re-
quired, as both a deterrent and back-stop to military aggression, the majority
of the never-ending competition / conflict will be waged on economic, infor-
mational, political, societal and technological planes. Experts have argued
that “China and Russia compete across five primary domains of competition:
population / political warfare, economic statecraft, cyber operations, armed

conflict and international institutions.”*

General Stephen J. Townsend touched on the issue. He noted, “Competition
is forever. It’s endless. It’s like mowing the grass. You don't just do it once.”
He explained “You want to achieve your strategic objectives. You want to
thwart your adversaries’ strategic objectives, and you want to avoid major
war. So, you always want to be in a state of competition to avoid major war.”
He rhetorically queried, “What do we want? We want access and influence,
right? And how do you get access and influence? Well, you can get that by

147

helping your partner with a problem that they have.

Underlying his point was the fact that to continually compete, you must
compete on the same playing field as your opponents. That means, you must
wage competition / conflict on the same domains / planes as your adversaries.









CHAPTER

2

China in the Competition Space

China is almost universally identified as the major competitor in the GPC.
The Biden Administration explained that China “is the only competitor poten-
tially capable of combining its economic, diplomatic, military, and technological
power to mount a sustained challenge to a stable and open international system."
Experts believe that China “presents the greatest challenge to the United States
and to Western-based international norms in large part because it does so on
many fronts.”? Director of National Intelligence Avril Haines called China an
“unparalleled competitor” because of the wide range of ways it spreads its
influence and undermines Western-based norms.’

China has clearly studied the Americans and their Western allies and shaped
a strategy that has allowed it to increase its influence and prosperity. It has
achieved this success through a deliberate focus on irregular activities that
have allowed it to arguably surpass “the United States as the dominant global
technological, military, and economic power.”* It has created an incredibly
sophisticated cyber capability (e.g., Unit 61398 of the People’s Liberation
Army (PLA)), extended its global reach and influence through its economic
program and utilized its military and para-military capabilities to secure con-
tested territory, utilized its political and economic clout to muzzle criticism
of the regime and stolen sensitive technologies.’

To many analysts, China has mastered the GPC and as a result has made great
strides in advancing their interests and confounding Western influence,
access and dominance. They have achieved this by methodologies short of
triggering a “hot war.” Analysts from the PLA have argued that future wars
will be the “three non-warfares: non-conflict, non-linear and non-symmetric”
to attack its opponents’ weaknesses.® In short, they have utilized multiple
levers of national power and other means. Specifically:
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Political Means

Many experts have asserted that China has adopted a “Wolf Warrior”
diplomacy rather than one based on cooperation and friendship. The slight-
est criticism of China is met with aggressive condemnation. One report notes
that “a combative attitude has seeped into every part of China’s foreign policy,
and it is confronting many countries with their gravest threat in generations.
Beijing is churning out warships faster than any country has since WWII, and
it has flooded Asian sea-lanes with Chinese coast guard and fishing vessels.
It has strung military outposts across the South China Sea and dramatically
increased its use of ship ramming and aerial interceptions to shove neighbors
out of disputed areas. In the Taiwan Strait, Chinese military patrols, some
involving a dozen warships and more than 50 combat aircraft, prowl the sea
almost daily and simulate attacks on Taiwanese and U.S. targets.””

What is seen as a shift, however, is somewhat misguided. What the West tends
to miss is that as far as China is concerned it is, and always has been, at “war”
with the U.S. and its alliance. “The PRC [People’s Republic of China],” one
expert observed, “considers itself engaged in a political war with the United
States and its partner nations and allies. Beijing perceives U.S. and Western
diplomatic, economic, and military measures targeting China as a concerted
Western effort to prevent China’s rise, as well as to undermine the Chinese
Communist Party’s (CCP) rule.® Failure to understand their perception and
the nature of this ‘war” severely undermines the ability to conceptualize the
threat and to implement appropriate countermeasures.’ This failure ensures

ultimate defeat.”*°

For China, political warfare includes using international and national laws,
bodies and courts to influence and shape decision-making to obtain favourable
outcomes, economic warfare, biological and chemical warfare, cyber-attacks,
terrorism, public opinion / media warfare, psychological warfare, espionage,
bribery, censorship, deception, subversion, blackmail, “enforced disappear-
ances,” street violence, assassination, use of proxy forces, public diplomacy,
and Hybrid Warfare." Quite simply, China views Gray Zone activities as
a natural extension of how countries exercise power. These activities are
methods to achieve China’s political objectives, specifically to advance
its domestic, economic, foreign policy, and security objectives—without
triggering backlash or conflict. A RAND report concluded that over the past
decade, “China employed nearly 80 different Gray Zone tactics across all
instruments of national power against Taiwan, Japan, Vietnam, India, and

712

the Philippines.
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China places great emphasis on what Western experts have termed the three
forms of warfare, which include Psychological Warfare, Public Opinion /
Media Warfare and Legal Warfare (Lawfare) at the strategic level. Specifi-
cally, Psychological warfare (PSYOPS) is utilized to influence domestic and
international opinion, adversary will, and third-party support. The intent is
to undermine an opponent’s will to resist. PSYOPS “seeks to influence and/
or disrupt an opponent’s decision-making capacity, to create doubts, foment
anti-leadership sentiments, to deceive opponents, and to attempt to diminish
the will to fight among opponents. It employs diplomatic pressure, rumor,
false narratives, and harassment to express displeasure, assert hegemony, and

convey threats.”"’

Their multi-faceted approach is not unexpected. Hans Morgenthau a cor-
respondent and expert on international relations observed that utilizing
indirect power (i.e., cultural imperialism over the minds of individuals) is
a more subtle and effective means to alter relations between nations than
the use of force.” It is not surprising that China is continually expanding
its intelligence capabilities."” As one expert explained, “Beijing has been
intensifying efforts to shape the political environment in the United States
to promote its policy preferences, mold public discourse, pressure political
figures whom Beijing believes oppose its interests, and muffle criticism of
China.” ' It is for this reason, China “invests substantial resources in translat-
ing and exploring the contours of U.S. culture and politics.”'” It pays for
inserts in newspapers such as the Washington Post and New Your Times, as
well as other venues.

As aresult, Chinese influence extends deep into the U.S. and European coun-
tries. Chinese political and intelligence agencies have conducted operations
on American university campuses to purloin sensitive technologies, collect
information, monitor Chinese students, and pressure publishers and research-
ers not to print negative images of the PRC. A recent RAND study noted
the same practices in UK universities. It reported that “almost three-quarters
of joint research centres established between UK universities and Chinese
partners focus on sensitive areas with potential national security risks. These
include synthetic biology, advanced materials, artificial intelligence, and

satellite and space technologies.”*®

China’s influence even extends to Hollywood, where approval by the CCP
determines whether a film release can be distributed in China. Often the CCP
pressures American movie studios to adjust their content. Interestingly, there
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are very few “Chinese villains in Hollywood movies, a far cry from the Cold
War, when movies like The Hunt for Red October pitted the United States
against the Soviet Union.” As one study concluded, there is an epidemic of
“self-censorship” in Hollywood to ensure access to the Chinese market."
No-one wishes to lose out on a potential market that numbers over a billion
people.

Similarly, for the same reason, The PRC forced numerous concessions from
American corporations including Apple, Disney, Facebook, Google, and
Microsoft. For example, Apple portrayed disputed islands on its maps
as larger than they actually are, and Facebook ran Chinese government
advertisements denying persecution of Uyghur Muslims.*

Its impact on Europe is no different. China has invested heavily in its efforts at
influencing European Union (EU) political elites. These efforts have resulted
in dramatic results. For instance, the EU has become less able to cohesively
hold China accountable on upholding the rule of law and protecting human
rights. In July 2016, Hungary and Greece resisted EU attempts to make a
direct reference to Beijing in an EU statement about a binding international
tribunal ruling that struck down China’s legal claims over the South China
Sea. The following year, in March 2017, Hungary derailed the EU’s consensus
to sign a joint letter denouncing the reported torture of detained lawyers in
China. Several months later in June, Greece blocked an EU statement at the
United Nations (UN) Human Rights Council criticizing China’s human rights
record. This action represented the first time that the EU failed to make a joint
statement at the UN’s top human rights body.*'

Moreover, in the spring of 2017, the Czechoslovakian Ambassador to Beijing
was severely criticized publicly by Czech President Milds Zeman after he
had signed a non-public human rights observance appeal addressed to
the Chinese Public Security Minister along with ambassadors from other
EU member states and like-minded countries. Moreover, Zeman appointed
Ye Jianming, a Chinese citizen, former Chairman and Executive Director of
Global Fortune 500 energy and finance conglomerate CEFC China Energy,
who was also a major investor in the Czechoslovakian Republic as well as
an individual with strong ties with the PLA, as a senior economic policy
advisor. Significantly, Ye undoubtedly had access to a vast array of confiden-
tial EU documents related to trade and investment, as well as other issues of
interest to China.



STRATEGIC COMPETITION: IMPLICATIONS FOR SOF

RAND researchers have concluded one of the most effective means of influence
was “China’s targeted, often clandestine outreach—sometimes with finan-
cial incentives—to specific leaders, elites, and opinion shapers in targeted
countries.” They noted that China “has demonstrated significant capability
to build sympathetic reservoirs of support among other countries’ elites
and public officials.”** Alarmingly, China has a growing number of former
top-level politicians from Western Europe on its payroll.> These individuals
are tasked with popularizing Beijing’s policies. For example, former British
Prime Minister David Cameron took on a leadership role in a one billion U.S.
dollar Bridge and Road Initiative (BRI) infrastructure investment fund in
December 2017. Similar types of roles have also been accepted by former
prime ministers and ministers from France and Germany.24 Predictably,
security experts fear that the CCP’s increasingly close connection to some
European leaders may also lead to the passage of sensitive EU and national
information to Chinese agents.

China’s influence campaign also extends to executives and high-level
decision-makers in major European firms in an attempt to get their support
for China’s global infrastructure foreign policy initiatives such as the BRI
program. China trades access and partnership for vocal support. For Western
firms, this support is a prerequisite for becoming a partner with Chinese
investorsand contractors in BRI projects in Third World markets. The strategy
has been effective. Senior executives in firms such as the logistics company
DHL and Siemens Automation company have publicly repeated Chinese BRI
marketing language and praised the CCP for its vision. Both DHL and Siemens
are key contractors on various BRI projects. Furthermore, individual busi-
nesses and business associations have also lobbied their respective national
governments to adopt a positive stance towards BRI, playing down any of
the known adverse geopolitical and macroeconomic effects of the Chinese

initiative.®

For those who are uncooperative to Chinese overtures, or those that remain
critical or take actions that anger China, they face aggressive action. The PRC
has repeatedly engaged in freezing political and economic dialogues with
individual EU member states, including Belgium, Denmark, Estonia,
Germany, Lithuania, Slovakia and the United Kingdom (UK).** These
measures are deliberate and part of a long-term strategy that aims to cultivate
“self-restraint among European governments when it comes to criticizing
China.”*” For example, after a prolonged period of frozen relations between
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Norway and China between 2010 and 2016, as a result of the Norwegian
Nobel Committee awarding the 2010 Nobel Peace Prize to Liu Xiaobo, Norway's
political elites have been very cautious when making public pronounce-
ments on China and Chinese policies. In 2017, Norway’s Prime Minister Erna
Solberg refused to comment on demands for Liu Xiaobo’s release because
she did not want to jeopardize negotiations over a free-trade agreement
with China.®

The aggressive punitive action to signal displeasure with criticism of
the regime is wielded without prejudice against any interlocuter. After
Australia called for an investigation into the origins of COVID-19, China
imposed restrictions on imports of Australian coal, wine, barley, cotton and
other goods.”” Their unhappiness with Canadian criticism of their human
rights record, as well as the detainment of the Huawei Chief Executive Officer
(CEO) Meng Wanzhou also resulted in diplomatic and economic retaliatory
actions.

Although researchers have identified that it is “very difficult to distinguish
between targeted and unintended or passive political influencing, and
between accepted activities (such as public diplomacy) and those that harm
national security,” the point is that targeted political influence has become a
progressively recognized feature of China’s engagement in Europe.* Despite
the specific targeting of primarily political and business elites, media and
think tanks, the ultimate objective is to have impact on the overall public

‘

opinion. Researchers have observed that the “potential security risks are
likely to be of a long-term rather than a short-term nature and relate to the
weakening of European and the EU’s global influence (through the erosion of
economic competitiveness) and to the EU’s ability to act as a unified actor and

a close partner of the United States.”

Chinese political actions to further their national interests also extend to
foreign universities. For instance, the high numbers of Chinese students
at Australian universities have created an environment of self-censorship.
According to Human Rights Watch, lecturers avoid criticizing Beijing
policies and actions and Chinese students remain silent to avoid harassment.
There are cases of parents in China being questioned by Chinese police
about the activities of students in Australia. Moreover, due to the COVID-19
pandemic and the move by universities to on-line courses, Chinese students
who join classes from behind China’s highly controlled system of internet,
self-censorship has only increased. Academic freedom has been greatly
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compromised. For example, one on-line course removed references to the
bloody 1989 Tiananmen Square crackdown.’

China has also worked at extending its influence in academia and scholarship.
By 2009, there were a total of 440 Confucius Institutes worldwide, with 90 in
the U.S. alone.” This investment furthers Beijing’s tentacles in spreading its

narrative and countering criticism.

Further to the political competition landscape, China uses public opinion
and media warfare from both an internal and external lens. It strives to shape
domestic and foreign opinion, as well as support, through mass informa-
tion platforms such as television, radio, newspapers, the internet and social
media to generate support at home and abroad, as well as opposition to its
adversaries / competitors.*® This approach is a “constant, on-going activity
aimed at long-term influence of perceptions and attitudes.””” Researchers
have concluded:

It leverages all instruments that inform and influence public opinion
including films, television programs, books, the Internet, and the
global media network (particularly Xinhua and CCTV) and is under-
taken nationally by the PLA, locally by the People’s Armed Police,
and is directed against domestic populations in target countries.
Media warfare aims to preserve friendly morale, generate public
support at home and abroad, and weaken an enemy’s will to fight
and alter an enemy’s situational assessment. It is used to gain
‘dominance over the venue for implementing psychological and legal
warfare.” Media warfare ties into Chinese diplomacy. At the UN and
in other venues, China promotes the use of phrases that align with

I

its diplomatic vision, such as “win-win cooperation,” “people to

people connectivity,” and “creating a community of shared future
for mankind.”*

China’s persistent, ubiquitous influence over external audiences is insidious.
Often, its impact is not always fully realized. An example of China’s willing-
ness to exert its muscle was evident when the National Basketball Association
general manager of the Houston Rockets criticized China’s approach to Hong
Kong on Twitter. China responded by blocking the broadcast of NBA games
in China and then conducting a devastating on-line attack on the general
manger in question.”’
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The attempts at controlling negative discourse extend even further. In March
2022, the U.S. Justice Department charged five people with assisting the CCP
to “stalk, harass or spy on political dissidents in the US, including a con-
gressional candidate and a Los Angeles sculpture artist.”*® In another case, a
retired Chinese intelligence agent, Qiming Lin was charged with conspiracy
for his efforts to smear a 2022 congressional candidate in New York.”

Another political means of waging strategic competition is China’s use of
Legal Warfare (or “Lawfare”). This approach focuses on exploiting the legal
system to achieve political or commercial objectives. China practices legal
warfare to validate actions in law and create support both domestically and
externally. It utilizes domestic law, as well as the laws of armed conflict and
international law to argue that China is within its rights to take whatever
respective action is underway. By invoking the chimaera of legality, China
attempts to cloak its actions in legitimacy.*

As part of its “lawfare” approach to competition, China has embedded itself
within international organizations and uses these platforms to further its
objectives. Significantly, Beijing has assumed powerful leadership positions
within international institutions. Out of 15 UN agencies, China controls
the head of the UN Food and Agriculture Organization, the UN Industrial
Development Organization, as well the International Telecommunication
Union and the International Civil Aviation Organization.* As Melanie
Hart, a senior fellow and the director of China policy at the Center for
American Progress, observed, “No other nation leads more than one.” She
added, “Making contributions is one thing, but [the Chinese delegates| show

1142

up big, and they push.

Researchers have affirmed that “China has demonstrated an increasingly
assertive and proactive stance within these organizations, which has com-
bined in some cases with greater institutional power.” They explained,
“Across the board, China has become more effective in utilizing international
organizations to advance national interests, and to extract what it needs
from these institutions.” They concluded, “Importantly, from a tactical point
of view, China’s constructive engagement in these organizations is shrewd
because it heightens Chinese credibility, which further strengthens China’s
influence, and its ability to achieve its objectives.”’

Its increasingly oblique penetration of international organizations, as well as
its own initiatives, to garner access, influence and leverage in regions such as
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the Middle East and Africa are extremely worrisome. A RAND report noted,
“Chinese success in establishing itself as a principal arbiter in Middle Eastern
affairs, as the main sponsor of Africa’s economic development, and as a major
partner in Latin America could result in a severe weakening in the strategic
position of the United States as a global leader and undercut its position
in the Indo-Pacific theater as well.”** China is also establishing international
organizations that compete with the functions of the Western-dominated
UN. For instance, it has created the Asian Infrastructure Investment Bank
and the China Development Bank. As of 2018, the China Development Bank
had funded 500 projects in 43 different African countries worth a total of
$50 billion.*

Additionally, in 2018, China invited 50 African countries and the African
Union to participate in the inaugural China-Africa Defense and Security
Forum, which represented a more formal and far-reaching level of dialogue.
Such venues allow Chinese and African representatives to establish deeper
ties and to conduct sustained discussion that identify opportunities to
enhance collaboration in the defence and security domain.*

Similarly, in May 2022, China was in the process of signing a security agree-
ment with the Solomon Islands, which would allow the Solomon Islands to
request the Chinese government to provide military and law enforcement
personnel to maintain “social order” in exchange for China’s ability to use

7w

the Solomons for “logistical replenishment,” “stopover” and “transition.”
The agreement met great consternation from New Zealand, the U.S. and other
Western partners. Such an agreement would allow China a growing presence
in the South Pacific, giving it a strategic foothold and potentially a military

presence in the Pacific that could destabilize Western influence.?’

Beijing did not stop there. China has pressured ten small Pacific nations to
endorse a sweeping agreement covering everything from security to fisheries.
Experts warn this is a “game-changing” bid by Beijing to seize control of
the region. The pact would see a jointly developed marine plan for fisher-
ies, increased cooperation on running the region’s internet networks, the
establishment of even more cultural Confucius Institutes and classrooms and
possibly the creation of a free zone with the Pacific nations. The concern from
experts emanates from the fact that China “has a pattern of offering shadowy,
vague deals with little transparency or regional consultation in areas re-
lated to fishing, related to resource management, development, development
assistance and more recently even security practices.”*®* The agreement
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would, in essence, pave the way for China to own and control the region’s

fisheries and communications infrastructure.

China’s geopolitical aim, according to Thomas Mahnken, a Senior Research
Professor and the Director of External Programs at the Philip Merrill Center
for Strategic Studies, “is to exercise predominant influence over the defining
ideas, rules, and institutions of world politics, competing with the US to
shape the foundational global system through political warfare.” He explains
that the CCP “seeks to use overt and covert means to influence, coerce, intimi-
date, divide and subvert rival countries in order to force their compliance or
collapse” and has a “deep attachment to revisionist strategies that overturn
domestic and international norms.”*’ In essence, “China focuses on long-term
positional advantages, sustaining a campaign with exceptional patience and
persistence, resulting in competing countries to acquiesce and accept the

‘new facts’ as normal, such as in the South China Sea.”*°

Over the last decade, China (as well as Russia) have also slowly chiseled
away at US influence in the Middle East. They have achieved this by enter-
ing into lucrative arms deals and investing commercially, as well as backing
America’s adversaries in diplomatic forums. Most recently, some analysts
argue that China (and Russia) intend to use vaccines as another strategy to
position themselves as “benign scientific leaders” and extend their influence
and status in a post-COVID-19 world.”" Some analysts argue that Beijing and
Moscow are using vaccines as the most recent vehicle “to pull the Middle

East deeper into their sphere of influence.”*

China has also used “lawfare” and its coercive tactics to further its
position itself in its geographic pursuits. China has claimed almost all of
the 1.3 million square mile South China Sea. Since 2014, it has transformed
indistinct reefs and sandbars into man-made artificial islands, fortified with
missiles, runways and weapons systems. In the process they have antagonized
governments with overlapping claims, including the Philippines, Vietnam,
Malaysia, Indonesia, Brunei and Taiwan.” Part of its approach has been
to threaten the use of force against foreign naval vessels navigating the
surrounding waters citing sovereignty over the contiguous maritime zone, as
well as plundering the natural resources within the exclusive internationally
recognized economic zones of other countries. Cleverly, the Chinese govern-
ment utilizes a combination of civilian fishing vessels, coast guard ships, and
maritime law enforcement forces to protect its island-building efforts and
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enforce its claims. Since these vessels are unarmed, American or regional
naval forces cannot respond with military force without significantly
escalating the confrontation.

And, that is exactly the intent of the Chinese government. To enforce its will
and achieve its political objectives without provoking a military response
from the West. Their efforts continually erode U.S. influence and credibility
in the region and push the U.S. that much closer to being shut-out from the
Indo-Pacific region.

Economic Means

Another important component of China’s strategy in the GPC is its economic
power. General Stanley McCrystal, a former commander of the Joint Special
Operations Command (JSOC) affirmed, “For China competition is 80 per
cent economic and 20 per cent diplomatic and military.”>* A RAND report
concluded, “the most effective source of influence in the various cases and
data sources that we investigated was the weight of attraction of China’s
economy. Countries” desire for trade, direct investment, technology transfer,
and other economic benefits far outweighed other potential sources of
influence, such as direct military threats or any form of the China model (e.g.,
development, sociopolitical).”

Quite simply, the PRC uses its economic capacity to great effect. China uses
its economic might to threaten the sale of state debt, to pressure foreign
businesses to invest in China’s market, to employ boycotts, to restrict critical
exports (rare earth minerals), to inhibit imports, and to employ predatory
practices (e.g., steel production) to expand market share.” Its latest five-year
plan calls for dominating “chokepoints,” namely goods and services that are
indispensable to other countries. China then uses its dominating position, as
well as the lure of its large domestic market, to force concessions from other
states. As such, it sees itself becoming “the dominant dispenser of overseas
loans, loading up more than 150 countries with over $1 trillion of debt.””’
Moreover, it has massively subsidized strategic industries to gain a monopoly
on hundreds of vital products, and it has installed the hardware for digital
networks in dozens of countries.”® The PRC uses its monopoly in materials
and resources (e.g., rare earth elements (REE)) as a political weapon to achieve
its objectives. For example, in 2010, China halted shipments of REE to Japan
following the Japanese detention of a Chinese fishing crew during a maritime
border dispute.”
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One of its most widely known economic strategies has been the BRI, which
utilizes state-owned enterprises that have strong links to the PLA to:

*  boost PRC domestic growth;
* solve internal demographic problems; and

* realize the PRC’s strategy for dominating global economic-security
diplomacy.

The BRI is the PRC’s international, transcontinental, multi-domain strategic
infrastructure construction project. Its announced investments are as high
as $8 trillion across Europe, Africa and Asia. While originally envisioned in
2013 to be limited to 60 countries, the PRC has expanded BRI, as of 2020, to
130 countries representing over two-thirds of the world’s population.®® As
such, the BRI has become an infrastructure financing initiative for a large
part of the global economy that will also serve key economic, foreign policy
and security objectives for the Chinese government.

Far from being simply an infrastructure project, the BRI has become a strate-
gic foreign policy initiative. It allows China to position itself as an alternative
global and political order to the Western rules based international order.
Additionally, it situates China to make important economic and strategic
inroads throughout the world.

The BRI allows the PRC to leverage its economic power to forge ties with
other nations, expand its influence and strategic geographic positioning.®
Although seemingly benevolent, the BRI is used to force recipient nations
into onerous debtor relationships. China’s “generosity” has a steep price. The
BRI is used to persuade partner nations to accumulate high levels of debt. For
instance, in 2016, Sri Lanka defaulted on loans and as a result, China forced
Sri Lanka to cede control of the Hambantota Port to the China Merchant’s
Port for 99 years.® Beijing’s “debt trap” diplomacy has allowed China to gain
access to a number of other strategic assets as well such as the Piraeus Port
in Greece, Zambia’s Kenneth Kaunda International Airport and Djibouti’s
Doraleh Naval Port. ¢

Additionally, although the PRC furnishes “loans” for projects, the actual
construction jobs go to Chinese, not local, workers, as well as Chinese or
affiliated partner firms.** For example, in 2008, in the Democratic Republic
of the Congo, China agreed to build 3,800 kilometres (km) of road, 3,200 km
of railway, 32 hospitals and 145 health clinics and two universities. However,
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China stipulated that at least 70 per cent of the labour would be supplied by
China. Moreover, the Chinese-owned firms used for construction imported
cheap goods that pushed the local entrepreneurs out of the market. Addition-
ally, the PRC did not transfer technology, it flouted local labour laws, created
environmental damage, and neither offered competitive wages, nor adhered
to work hour limitations.®

The key, however, is that China is willing to provide massive loans for mega-
industrial and infrastructure projects that can seemingly unlock Affrica’s
potential. Importantly, unlike their Western competitors, the PRC doesn’t
dwell on issues such as good governance or fiscal management. One African
ambassador explained, “The Chinese just come and do it. They don’t hold
meetings about environmental impact assessments or human rights, bad gov-
ernance and good governance...Chinese investment is succeeding because
they don't set very high benchmarks.”® As a result, as of 2019, according
to the London School of Economics, China had a total $165 billion in direct
investments in Africa. From 2014 to 2019, China invested almost double what
the U.S. and France did in Africa. As one analyst observed, “You're going to
have to write the cheques to be taken seriously.” In the new “Great Game” in
Africa, the most powerful weapon is money.*’

The importance of money has not been lost on China in its competition for
influence and access to achieve its objectives. In North Africa, the PRC has
spent $11 billion since 2015 on the Trans-Maghreb highway alone. This road
network that spans from the Western Sahara to Libya will connect 60 million
of the region’s 100 million people. In East Africa, China built a network of
roads and a rail lines linking Ethiopia and Djibouti, as well as financing a
large port in Djibouti (a location that just so happens to be a chokepoint for
global shipping and the port is large enough to host Chinese nuclear sub-
marines and aircraft carriers).®® In West Africa, in Gabon, the PRC built a
railway from mining territory 800 km inland to the country’s main port. In
addition, it is also building a deep-water export terminal and a hydropower
dam. In southern Africa, China, in conjunction with the African Develop-
ment Bank, supported a Namibian port expansion at the cost of $300 billion
and Angola was loaned $4.5 billion for a hydroelectric plant.*” In Uganda, the
PRC financed the building of a $350 million road from Entebbe to Kampala.”

China’s focus on Africa is easy to understand. Africa is home to 11 of the

world’s 25 fastest growing economies, as measured by gross domestic product
data for 2020.”" Moreover, Africa’s population is young, growing fast, and
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expected to top two billion by 2050, at which point more than a quarter of
the world’s population will reside on the continent. By 2100, Africa’s popula-
tion could nearly double again. Not only is the continent’s growth rate the
highest in the world, but the population is the youngest, with 41 percent
under the age of 15.

Quite simply, the growth and demographic of the African population, fuels
its rising global importance.” In 2002, trade between the U.S. and Africa was
$21 billion, nearly double China’s $12 billion in trade. Six years later, in 2008,
U.S. / Africa trade swelled to $100 billion, although by 2019 it plummeted to
$56 billion. However, in the same eleven-year period, Chinese / African trade
rose from $102 billion to $192 billion. Currently there is no other country
that comes close to the PRC’s investment in Africa.”

China’s success is easily discerned. Its practice of bundling infrastructure
projects with concessional, resource-backed loans has proven particularly
appealing to impoverished African nations. These nations receive large loans
at below world market rates for major infrastructure projects. In return,
the resource rich countries pay back the Chinese with resources such as oil,
copper, cobalt and other minerals over a long-term period. For the African
countries, they do not have to deal with pesky Western requirements for
good governance and transparency. Moreover, the projects are delivered
quickly with no lectures.™

China’s economic strategy as part of strategic competition is not solely lim-
ited to Africa. The PRC became the largest trading partner of Arab countries
in the first half of 2020 with two-way trade of more than $115 billion. In
fact, it has launched partnerships, specifically a “Comprehensive Strategic
Partnership” with 12 Arab nations. Alarmingly, a recent survey conducted
in the region found China is viewed more favourably than the U.S.. “Arab
Barometer,” a research network based at Princeton University, polled citizens
in six countries in the Middle East (i.e., Algeria, Jordan, Lebanon, Libya,
Morocco and Tunisia) to gauge their attitudes toward China and the U.S. “The
survey results make clear that Arab publics prefer China,” the organization
reported.” In fact, Israel, America’s closest ally in the region, also joined the
Chinese BRI initiative.”

Beijing economic and political leverage has also pushed the Americans out of

Cambodia. For the past two decades China has carefully cultivated closer ties
with that state by backing Prime Minister Hun Sen’s 33-year authoritarian
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hold on power. In 2017, Sen trashed the long-running American military aid
program called Angkor Sentinel. Instead, he increased training with the PLA.
In September 2020, the Cambodian government demolished the American
facility at Ream Naval Base. Prime Minister Sen also ceded 20 per cent of the
Cambodian coastline to Chinese-owned companies. In addition, the influx of
thousands of Chinese nationals moving into Cambodian provinces puts them
in a position to sway provincial elections due to a 2016 legal change that
allows foreigners with Cambodian identification cards to vote.”

China’s strategy of using its economic clout also bled into its campaign to
become invested in UN operations. In November 2020, Beijing announced
it would work with the international community to achieve long-term
peace in the Sahel. As such, the PRC pledged $45.7 million for security and
counter-terrorism during a UN Security Council meeting to support the G5
(i.e., Burkina Faso, Chad, Mali, Mauritania and Niger). China is the second
largest contributor to the UN peacekeeping budget, currently contributing
approximately $6 billion a year.”

Their ability to maximize impact is noteworthy. For instance, during the
spring of 2020, when President Donald Trump declared, during the midst of
the COVID-19 pandemic, that he would stop funding for the World Health
Organization (WHO), a sum of more than $400 million annually, Chinese
President Xi Jinping a week later pledged another $30 million to the organi-
zation. The fact that the PRC still owed the WHO $60 million in membership
dues was lost in the noise. The move was a stroke of genius. The message
conveyed was clear to most. Once again, China’s cheque book diplomacy
scored another important victory. Their desired message was abundantly
clear, “You can’t count on the U.S., but you can count on us.” Rear Admiral
Kenneth Bernard, a former political adviser to the director-general of the
WHO explained, “The Chinese give as little money as they can get away
with. They give as little money as will buy influence. This isn’t about being
fair. This is about winning.””

China’s “cheque book diplomacy” is not only at play in third world countries.
The U.S. is also a key proponent of the PRC’s success in this field. American
corporations, universities and colleges, as well as Hollywood film studios
and sports leagues are all seduced by Chinese money and markets. As a
result, they willingly gorge themselves on CCP money they pour in the
trough. “It’s akin to fattening chickens and cattle until they have served their
purpose and are ready to be devoured,” explained Peter Thiel, a billionaire
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entrepreneur and venture capitalist who criticized “Big Tech” for chasing
Chinese funding and deliberately turning a blind eye to China’s forced labour
camps and human rights violations. Senator Marco Rubio reinforced Thiel’s
criticism stating, that the PRC has “deputized major American corpora-
tions and their leaders to ... push for and pressure for policies that favor
the Chinese position.”® Amazingly, already in 2015, the Chinese budget for
influence operations alone was estimated at $10 billion. As an example, in
the past six years Stanford University “received $32,244,826.00 in monetary
gifts from China” and Harvard “received $55,065,261.00 through a combina-
tion of contracts and monetary gifts.”® Not surprisingly then, more than
500 U.S. scientists are under investigation for being compromised by China
and other foreign countries, according to a recent hearing before the Senate
Health, Education, Labor and Pensions Committee.®

A final application of its economic muscle is to advance its intelligence and
military capabilities. “Innocent” economic investment opportunities seem-
ingly for diversification also are used as a front to gain access for strategic
purposes. In 2013, Huang Nubo, a former official in the CCP, who was now a
property developer in Beijing, attempted to buy land in Grimsstadir, Iceland,
to build a luxury hotel and eco-golf course. A luxury resort in such a
remote area quickly gleaned suspicion. A few years later, in 2016, the Chinese
mining firm General Nice Group attempted to buy a defunct U.S. naval base
in Greenland and tried to build at least two airports in the country. These
attempts at procuring infrastructure are a clear attempt at the Chinese to
gain a physical foothold in the Arctic and position themselves astride NATO
lines-of-communication.®®

In 2015, China’s Shandong Landbridge Group, which has ties to the PLA,
spent $506 million (Australian) to acquire a controlling stake in the Port
of Darwin. Darwin Naval Base, which is home to Australia’s fleet of patrol
vessels and it hosts American and other allied warships, is co-located with
the port. That same year, China Ocean Shipping Company gained control of
the port of Piraeus, which is the location of Greece’s largest naval base and a
hub for NATO operations in the Mediterranean as well as for the U.S. Navy’s
Sixth Fleet.™

More obvious yet, was the Chinese effort to purchase the Hotel del Coronado,
which overlooks the San Diego Naval Base, where there exists volumes of
military traffic (e.g., radio, cellphone, microwave and satellite signals,
Wi-Fi, sensor feeds, radar waves, GPS, navigation signals). The hotel is an
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ideal “listening post.” It was eventually purchased for $1 billion USD in 2016
by the Anbang Group, a Beijing-based company taken over by the Chinese
Government.®

Similarly, in 2018, a group of Chinese nationals bought Rosslea Hall, which
sits at the base of a spit of land projecting into Gare Loch, which connects
the Firth of Clyde network of waterways west of Glasgow and its port.
Approximately, six kilometres away is Faslane, formerly Her Majesty’s Naval
Base Clyde, home to Britain’s entire fleet of four Vanguard-class missile sub-
marines, which represents the country’s only nuclear deterrent. Almost from
the moment they cast off, submarines are in direct visual and electronic line
of sight from Rosslea Hall.®*

Finally, China Radio International (CRI), a state run firm, holds the con-
trolling interest of at least 33 radio stations in 14 countries, including an
English language news station in Washington D.C.. This control allows China
to deliver native language news biased towards the CCP and its preferred
narrative of events. A Center for Strategic and International Studies 2020
report, revealed, “Nearly every Chinese language news outlet in the U.S. is
either owned by, or works closely with the Party - and it is making inroads
into English language media as well. There are more than a dozen radio sta-
tions in cities across the country where Americans hear subtle pro-Beijing
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propaganda on their FM radio.

As with most Gray Zone activities the true motives are often hard to
distinguish. Is it simply foreign economic investment? Are they simply
diversifying? Or, is it a more diabolical intent to gain strategic advantage
and leverage in the GPC? The simple truth, however, is that Beijing uses
subsidies, loans and espionage to help its firms dominate global markets and
access infrastructure, territory and resources to further its political, economic
and military objectives.

Military / Para-Military

An important component of China’s approach to strategic competition is its
military and para-military capability. First, its military modernization in all
domains, including nuclear, naval, and missile capabilities, introduces new
risks and potential threats to the West, as well as to global security and
stability. It also acts as a nuanced hammer either as a deterrent or as a
means to bully and intimidate others. “In the coming years,” cautioned
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General Richard Clarke, commander of U.S. Special Operations Command
(USSOCOM), “China will become the most capable adversary, and they are
rapidly modernizing.”*

Notably, Beijing’s approach to deterrence is guided by its Active Defense
Strategy in accordance with its National Security Law of 2015, as well as
China’s 2019 White Paper, National Defense in the New Era. Accordingly,
China approach is depicted as “strategically defensive but operationally
offensive.” In essence, if China perceives that its interests have been dam-
aged, or are about to be injured, at the strategic level by another state, it will
take offensive action to defend its interests. It “seeks to control events on
its terms, initiating actions to escalate or deescalate tensions to achieve its
objectives.”® As part of this strategy, Beijing “is prepared to undertake risky
actions that threaten to escalate a crisis unless the other side accommodates
Beijing’s demands.””® Menacingly, China has demonstrated a propensity to
use limited force to show both its “capability and willingness to escalate a

crisis and employ larger scale military forces to deter adversaries.””"

To support its use of military means to achieve its objectives in the GPC,
China has focused on building up its military capability. Of particular con-
cern is their advanced anti-access / area denial (A2/AD) network, which is a
series of sensors, antiship, antiaircraft, and ground defenses; and long-range
fires designed to prevent China’s rival and competitors from entering into a
close fight. China has installed a vast array of A2 / AD zones conceived to
deny U.S. and allies access to Taiwan and the South China Sea.”

The PLA has built-up a massive number of missiles that for the most part
have a greater range than those of the U.S. and its regional allies. General
John Hyten, vice chairman of the Joint Chiefs of Staff, revealed that the
Chinese launched a hypersonic weapons test that sent a missile around the
world at more than five times the speed of sound. “They launched a long-
range missile,” Hyten described, “It went around the world, dropped off a
hypersonic glide vehicle that glided all the way back to China, that impacted

a target in China.””

The PRC has also reportedly developed a 30-kilowatt road-mobile Direct-
Energy (DE) system, the LW-30, designed to engage unmanned aerial vehicles
and precision-guided weapons. These systems can be used to interfere with

adversary aircraft and to disrupt freedom of navigation operations in the
Indo-Pacific. According to the Defense Intelligence Agency (DIA), China is
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also “pursuing DE weapons to disrupt, degrade, or damage satellites and
their sensors and possibly already has a limited capability to employ laser
systems against satellite sensors.”** Experts predict China likely will field a
ground-based laser weapon that can counter low-orbit space-based sensors
by 2020, and by the mid-to-late 2020s, it may field higher power systems that
extend the threat to the structures of non-optical satellites.”

As aresult of the Chinese advancements, American commanders have warned
that “China holds a clear advantage in these weapons” and that the “United
States, long the dominant military power in Asia, can no longer be confident
of victory in a military clash in waters off the Chinese coast.”*® Quite simply,
the Americans are no longer the indisputable military power in Asia.

China is also modernizing its nuclear forces as part of its overall military
modernization effort. Most analyst agree that China will increase the size
of its nuclear force in the near future.” Experts predict that China could
have as many as 1,000 nuclear warheads by 2030.% The Director of National
Intelligence (DNI) annual threat assessment asserted:

Beijing will continue the largest ever nuclear force expansion and
arsenal diversification in its history. Beijing is not interested in
agreements that restrict its plans and will not agree to negotiations
that lock in U.S. or Russian advantages. China is building a larger
and increasingly capable nuclear missile and bomber force that is
more survivable, more diverse, and on higher alert than in the past,
including nuclear missile systems designed to manage regional
escalation and ensure an intercontinental strike capability in any
scenario. China is building hundreds of new intercontinental bal-
listic missile (ICBM) silos. As of 2020, the People’s Liberation Army
Air Force (PLAAF) had operationally fielded the nuclear capable
H-6N bomber, providing a platform for the air component of the
PRC’s nascent nuclear triad. China conducted a hypersonic glide
vehicle (HGV) flight test that flew completely around the world and
impacted inside China.”

Central to China’s build-up and modernization of its military capability is
its increasing reliance on space to provide it with a beneficial edge in any
future conflict with the U.S. and its allies. The PRC has aggressively launched,
acquired, and obtained through espionage the counter-space capabilities
necessary to prevail according to a DIA report. It revealed that China has
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made great strides in its space program, doubling the number of intelligence,
surveillance, reconnaissance (ISR) satellites it has in space (i.e., 250) since
2018. The DIA report also noted that the PRC probably is developing jammers
dedicated to targeting SAR [synthetic aperture radar|. Importantly, those
jammers would be key to preventing American and U.S.-affiliated commercial
satellite firms from maintaining a clear picture over Taiwan, as they have in
Ukraine.'” Similarly, the DNI annual threat assessment noted, “Counterspace
operations will be integral to potential military campaigns by the PLA, and
China has counterspace weapons capabilities intended to target U.S. and
allied satellites. The PLA is fielding new destructive and nondestructive
ground- and space-based antisatellite (ASAT) weapons.”***

Another critical component of its use of military forces in strategic competi-
tion is China’s focus on irregular warfare. These activities are fully integrated
with their conventional doctrine and tactics. The Chinese do not even identify
any of their actions as irregular. The PLA is planning to fight concurrently
across multiple domains. Significantly, the PLA emphasizes “informationized
wars.” It considers “information superiority as the driver of operational plan-
ning.” The components “of irregular warfare, such as psychological warfare,
legal warfare, and cyberwarfare, are central to the PLAs concept of informa-

tion warfare and its theory of victory in a conventional conflict.”**

Within Chinese military writing and operations there are three principal
elements of irregular warfare, namely the “three warfares” (i.e., Psycho-
logical Warfare, Public Opinion / Media Warfare and Legal Warfare
(Lawfare)) as discussed earlier. These methodologies are used to stifle domes-
tic criticism and more importantly attempt to influence foreign governments
“in ways favorable to China.” The “three warfares” shape the battlespace
by creating a favourable strategic and operational environment prior to
hostilities. One analyst noted that the application of the “three warfares”
is exceptionally interactive in nature. For example, legal warfare provides
the basis for launching an attack; public opinion warfare delegitimizes the
adversary; and psychological warfare demoralizes the opponent.'®

Another component of China irregular warfare capability is the use of
SOF. Although Chinese SOF have a smaller band of missions than those
of their US. adversary, they do emphasize Direct Action (DA) and
Special Reconnaissance (SR). They do not specialize in unconventional
warfare (UW), which would represent a shortfall in their ability to support
insurgencies or organize indigenous resistance groups.'®
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Yet, another irregular warfare capability is the use of paramilitary forces.
These are composed of the People’s Armed Police (PAP), the maritime
militia, and private security companies. The PAP is responsible for reacting
to internal unrest, maintaining social stability, fighting terrorism, and pro-
tecting national sovereignty. Notably, the PAP also functions internationally.
In 2018, the CCP transferred control of the Chinese Coast Guard to the
PAP, which was now responsible for the maritime security role as well.
In addition, the PAP also operates a base in Tajikistan, which is believed
to be responsible for supporting counterterrorism operations along the
Tajikistan-Afghanistan border, as well as inside Afghanistan. Moreover, PAP
units have also deployed on UN peacekeeping missions. However, its primary
role remains its national-level focus on maintaining internal stability and
policing restive Tibet and Xinjiang, which connotes an emphasis on counter-
terrorism and counter-insurgency missions. This focus, residing in the PAP
instead of the PLA, led analysts to believe that there is a possibility of PAP
ground units being deployed beyond China’s borders during a conventional
war to carry out counter-terrorism and counter-insurgency operations.'®

Key to the Chinese military component in its strategic competition posture
is the integration of its military and civilian capabilities, as well as its invest-
ment in artificial intelligence. The American National Security Commission
on Artificial Intelligence warned of a “‘new warfighting paradigm’ pitting
‘algorithms against algorithms,” and urges massive investments ‘to continu-
ously out-innovate potential adversaries.”'* China has heeded this call and
its latest five-year plan places Al at the centre of its research to assist the PLA
in its focus on “intelligentized warfare.” As Russian President Vladimir Putin
stated in 2017, “whoever becomes the leader in this sphere [AI] will become

the ruler of the world.”*’

Further to China’s integrated military / civilian complex is its industrial
policy and military-civil fusion (MCF) strategy. At the core of its strategy is
the Chinese belief that “all international states are in perpetual competition
across all domains. It is important for a state to adapt and apply the will
and strength of the entirety of society to support security and development
goals.”'® MCF allows for improved efficiency and resource-sharing to maxi-
mize the strategic effects of China’s economic growth and defense spending.
As one analyst concluded:

It is also important to note that the focus of the strategy is internal
and is on improving interactive ecosystems such as manufacturing,
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science and technology, education, social services, and public safety
within China, not simply ensuring efficient cooperation between
civilian organizations and the Chinese armed forces. By blurring
the line between military and commercial endeavors, military-civil
fusion (MCF) has heightened the risk that U.S. companies or univer-
sities may be unwittingly eroding U.S. military advantage through
cooperation with Chinese companies, institutions, or individual
researchers. The primary threats linked to MCF involve IP theft and
tech transfer tactics, which are often linked to, but hardly synony-
mous with, MCE.'”

The MCF strategy has caused enormous Western concerns about the PRC.
President Xi Jinping has taken a long-standing policy and pressed MCF as
a priority. He has expanded, intensified, and accelerated the effort across
multiple domains, particularly placing an emphasis on a more integrated
development of emerging technologies. He elevated MCF to national grand
strategy “in response to complex security threats and as a means of gaining

strategic advantages.”''°

Another means the PRC is utilizing its military in strategic competition
to gain influence and access is through its participation on UN peace
keeping operations. The year 2020 marked the 30™ anniversary of China’s
participation in UN peacekeeping operations. During this period, the PLA
deployed over 40,000 personnel on twenty-five UN missions, the majority
in Africa. China is currently the second-largest contributor to both peace-
keeping missions, as well as UN membership fees.'"!

Although PRC contributions to Africa have initially, for the most part, been
involved with support tasks such as medical and engineering personnel,
they have expanded into more active roles such as mediation, enforcing
UN mandates to protect civilians, policing and infantry-centric operations.
As of February 2020, China has more than 2,000 soldiers and support staff
deployed in Africa in locations such as the Central African Republic (CAR),
the Democratic Republic of Congo, Mali, South Sudan and Sudan.'*?

The Chinese support of UN operations is not benevolent. Clausewitzian “real-
politique” is at play. At the 2015 Forum on China-Africa Cooperation, the
PRC pledged $100 million in military assistance to create an African Standby
Force. Additionally, the People’s Liberation Army Navy (PLAN) also conducts
goodwill ship visits and deployed a hospital ship known as the “Peace Ark”
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to provide medical assistance and healthcare to Djibouti, Kenya, Tanzania
and the Seychelles. These initiatives are designed to further PRC economic
interests, access and influence.

The military has also been used outside of UN operations to extend Chinese
influence. For example, four Chinese-made Wing Loong II combat drones
were deployed to Nigeria to take part in ongoing counter-insurgency and
anti-banditry operations. The Chinese initiatives also include the sale of
armaments. From 2015-2019, the PRC was the second largest supplier of
weapons to Saharan Africa representing nineteen per cent of sales. Russia
accounted for thirty-six per cent.'”

China’s military engagement is a key component of its strategy to penetrate
Africa. The PRC provides a panoply of benefits in its arms sales as it blends
the sale of weapons with military assistance, economic overtures includ-
ing investment and trade deals, as well as other programs. Notably, China
does not focus on human rights records or corruption. As such, the PRC
holds significant advantages over its Western competitors in Africa.'"* These
Chinese inroads have not been missed. Africa Command (AFRICOM) Com-
mander General Townsend acknowledged, “We cannot compete economically
with China.”'?

General Townsend further elaborated that China was apparently seeking to
extend its influence beyond the Pacific with the potential construction of a
large Atlantic naval base on the western coast of Africa. He observed that
the PRC has been dealing with countries as far north as Mauritania and as
far south as Namibia with regard to creating a naval base that is capable of
hosting submarines or aircraft carriers.''®

General Townsend’s concerns were not alone. Senate Armed Services
Committee member Senator Mark Kelly reinforced the warning, assert-
ing that China was expanding its influence on the continent with military
infrastructure. “They've got a strategy to expand there,” he cautioned,
“and to be able to project power in regions of the world that they haven't

previously.”*"

Another of its key military components in undertaking strategic competition
is its maritime militia, which is a critical element of its Gray Zone operations
to assert control over disputed territory. The maritime militia is based on
civilian fishers and their vessels, which also represent a component of the
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Chinese national fishing fleet.''® Although the majority of the members are
civilians with little military training, there is also a core in the militia that
is full-time, do not partake in fishing activities and are better trained. The
Maritime Militia have proven to be an influential force. They were involved
with the 2009 provocation of the USNS Impeccable, the stand-off at the
Scarborough Reef in 2012 and at the Haiyang Shiyou 981 oil rig in 2014,
the surge of ships near Senkakus in 2016, as well as more recently the
confrontation at the Whitsun Reef.'*’

The maritime militia’s versatility is unquestionable. It acts to “enforce”
territorial claims, provides an intelligence capability and an economic tool
for plundering foreign resources. In 2021, approximately 350 Chinese-flagged
vessels deployed just beyond Argentina’s territorial waters for over six
months. The fleet was suspected of plundering squid stocks. China has been
consistently ranked as the world’s worst fishing offender due to its massive
distant-water fishing fleet, which is estimated to number in the thousands.
Their vessels fish illegally employing bright lamps to draw fish to the surface
at night and they turn off their GPS-based automatic identification systems
so they cannot be identified.'*

Although employed in Gray Zone operations, the Maritime Militia would also
feature in a conflict. The Chinese have demonstrated historically that they
would utilize irregular and conventional forces in a war with its adversaries.
Chinese writing has identified a number of wartime missions for the Maritime
Militia including ISR, counter-ISR, sabotage, anti-aircraft missions, raiding,

and electronic warfare.'?!

A final use of the PRC’s military in strategic competition is to bully its
neighbours and adversaries. For instance, Taiwan expelled nearly 4,000
Chinese vessels that were illegally dredging sand from its waters in 2020, a
more than six-fold increase on the previous year.'** Additionally, Taiwan’s
coastguard expelled more than 500 vessels up to November 2020, compared
to 91 in 2019 and none in 2018.'* Furthermore, in 2020, Chinese jets made
a record 380 incursions into Taiwan's air defence identification zone (ADIZ).
June 2022 provides a single example of the magnitude of intrusions. On just
one given day, Taiwan scrambled jets to intercept 29 Chinese aircraft, which
included 17 fighters, six H-6 bombers, as well as a number of electronic
warfare, early warning, antisubmarine and aerial refuelling aircraft. The
airplanes penetrated the Taiwanese ADIZ. This Chinese practice is designed
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to both wear out Taiwanese forces by making them repeatedly scramble, as

well as to test Taiwanese responses.'**

In another example, in three separate incidents over a period of two months
in the spring of 2022, Chinese law enforcement vessels challenged marine
research and hydrocarbon exploration activities within the Philippines’
exclusive economic zone in the South China Sea.'” The intimidation tactics
were designed to press Chinese claims to disputed waters.

Additionally, Chinese jets repeatedly buzzed Canadian aircraft as they were
taking part in a multilateral UN mission over the Pacific Ocean to enforce
sanctions against North Korea."”® They actually sprayed metallic chaff in
the path of an Australian surveillance plane that approached the Paracel
Islands, which are a Chinese-held archipelago in the South China Sea that is
also claimed by Vietnam and Taiwan.'”” In all cases, the Chinese actions were
extremely aggressive and dangerous.

Although not military per se, China is expanding its use of private security
companies (PSC) as a method of growing its reach globally as well. China has
in excess of 5,000 PSCs, some of which operate internationally. Although not
used in the same manner as the American PSCs in Afghanistan and Iraq, their
presence in support of Chinese corporations participating in the Road and
Belt initiative give the PRC additional access and influence.'*®

Espionage

Espionage is yet another key tool in the PRC’s pursuit of global competi-
tion. Director Christopher Wray of the Federal Bureau of Investigation (FBI)
disclosed that the current scale of espionage and cybersecurity threats from
China were “unprecedented in history.” He divulged, “The biggest threat
we face as a country from a counterintelligence perspective is from the
People’s Republic of China and especially the Chinese Communist Party.”
He explained, “They are targeting our innovation, our trade secrets, our
intellectual property, on a scale that’s unprecedented in history.” He revealed
that China’s hacking program is larger “than that of every other major
nation combined.” Wray noted, “They have stolen more of Americans’
personal and corporate data than every nation combined.” He exposed,
“We are now moving at a pace where we're opening a new China counter-

intelligence investigation about every 12 hours.”'*
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The PRC espionage efforts extend to cultivating agents within adversary intel-
ligence organizations. In 2019-2020, four former DIA and Central Intelligence
Agency (CIA) case officers were convicted for spying for Beijing. Similarly,
in 2020 two former French General Directorate for External Security (DGSE)
officers were also convicted of spying for China for over ten years."

China, however, does not have to rely on foreign recruited agents. Its
National Intelligence Law requires “Any organization or citizen shall support,
assist and cooperate with the state intelligence work in accordance with the
law, and keep the secrets of the national intelligence work known to the
public.”"! Paul Moore, a China analyst for the FBI, explained the Chinese
approach. He described:

If a beach was an espionage target, the Russians would send in a
sub, frogmen would steal ashore in the dark of night and with great
secrecy collect several buckets of sand and take them back to Moscow.
The Americans would target the beach with satellites and produce
reams of data. The Chinese would send in a thousand tourists, each
assigned to collect a single grain of sand. When they returned, they
would be asked to shake out their towels. And they would end up
knowing more about the sand than anyone else."*

As an expert witness explained to the U.S. Senate Intelligence Committee,

“Counterintelligence is the new counterterrorism.”*>

Cyber

Another important arrow in the quiver for China in strategic competition is
the use of cyber operations. Cyber operations are defined as “the actions by
a nation-state or international organization to attack and attempt to damage
another nation’s computers or information networks.”"** Cyber operations,
however, can also be undertaken by non-state actors (e.g., terrorists, hacker
groups) independently or in concert with a sponsor state.'*

China has invested heavily in its ability to mount cyber operations. It has
established a PLA cyber force that numbers approximately 300,000 personnel
as well as “a netizen ‘50 Cent Army’ of perhaps 2 million individuals who ‘are
paid a nominal fee to make comments on social media sites in favor of [PRC]
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propaganda.

— 40 —



STRATEGIC COMPETITION: IMPLICATIONS FOR SOF

The DNI annual threat assessment stated:

We assess that China presents the broadest, most active, and persis-
tent cyber espionage threat to U.S. Government and private sector
networks. China’s cyber pursuits and export of related technologies
increase the threats of attacks against the U.S. homeland, suppression
of U.S. web content that Beijing views as threatening to its control,
and the expansion of technology-driven authoritarianism globally.
China almost certainly is capable of launching cyber attacks that
would disrupt critical infrastructure services within the United
States, including against oil and gas pipelines and rail systems. China
leads the world in applying surveillance and censorship to monitor
its population and repress dissent, particularly among minorities.
Beijing conducts cyber intrusions that affect U.S. and non-U.S. citi-
zens beyond its borders—such as hacking journalists—to counter
perceived threats to the CCP and tailor influence efforts. China’s
cyber-espionage operations have included compromising telecom-
munications firms, providers of managed services and broadly used
software, and other targets potentially rich in follow-on opportuni-
ties for intelligence collection, attack, or influence operations."’

Significantly, the U.S. Government has recently determined that China was
behind a series of hacks against key targets in its U.S. government, private
companies and the country’s critical infrastructure. The penetration enabled
China to gain access to numerous federal agencies and major U.S. companies
for months.”*® One hack attacked the Office of Personnel Management from
which they stole “detailed, often highly sensitive personnel data from 21.5
million current and former U.S. officials, their spouses, and job applicants,
including health, residency, employment, fingerprint, and financial data. In
some cases, details from background investigations tied to the granting of
security clearances—investigations that can delve deeply into individuals’
mental health records, their sexual histories and proclivities, and whether
a person’s relatives abroad may be subject to government blackmail.”**
William Evanina, the U.S. top counterintelligence official, confided that China
is “one of the leading collectors of bulk personal data around the globe, using
both illegal and legal means.” He explained, “Just through its cyberattacks
alone, the PRC has vacuumed up the personal data of much of the American
population, including data on our health, finances, travel and other sensitive

information.” %
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The hacking software that was used, Aria-body, was also targeted against
Australia and Southeast Asia.'*! A cybersecurity company in Israel identified
Aria-body as a tool utilized by a group of hackers, known as Naikon, that
has previously been traced to the PLA. Specifically, the hacking group is
believed to be part of the PLAs Second Technical Reconnaissance Bureau,
Unit 78020, based mainly in the southern city of Kunming and is believed
to be responsible for China’s cyberoperations and technological espionage in
Southeast Asia and the South China Sea.'*?

The Chinese cyber capability fuels Western concerns about the Chinese
company Huawei and its 5G (fifth generation of wireless internet access)
aspirations. 5G will allow for much faster speeds and stable connections
critical for the future of the internet. It will also be critical for the interrela-
tion with applications of AI. However, it will require substantial investment
in infrastructure such as an expansive network of antennas. Huawei is the
dominant player in a shrinking pool of telecom equipment suppliers. For
security, as well as the desire not to be dependent on a single, particularly
potentially hostile foreign, commercial entity, the West must carefully exam-

ine long-term solutions.'*

The summary of known PRC cyber-attacks is concerning, if not impressive.
In addition to the examples already given, the PLA also hacked into Equifax’s
computer system allowing it to obtain full names, birth dates, Social Security
numbers of 145 million Americans, as well as driver license numbers for at
least 10 million Americans. PLA hackers also collected credit card numbers
and other information belonging to 200,000 Americans.'*

China has also stolen information on such sensitive technologies as the W62
Minuteman III intercontinental ballistic missile, W76 Trident C4 submarine-
launched ballistic missile and the W88 Trident D5 submarine launched
Ballistic missile. Additionally, the PRC stole information on cruise missile
systems, stealth technology, F-16 jet engine design, trade secrets from US
corporations (e.g., Ford Motor Company, General Motors), computer chip
design and the development design of the F-35 fighter jet.'*

In 2020, the U.S. Attorney General indicted four Chinese military hackers,
linking large-scale data thefts from the U.S. Office of Personnel Management,
Marriott hotels, Anthem Insurance, and Equifax to the Chinese govern-
ment.'*® Chinese agents are also accused of hacking into Microsoft’s Exchange
email service allowing them to steal Western defence and commercial secrets,
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as well as harassing Chinese dissidents overseas and bugging the head-
quarters of the African Union.'"

Early cyber-attacks, many which were deemed “sloppy,” were conducted by
PLA agents. However, China’s Ministry of State Security has now contracted
out the work to an elite satellite network of contractors at front companies
and universities that work at the direction of the ministry."*® This approach
has allowed for a degree of deniability as well as increased expertise.

Disinformation

China’s view of strategic competition to gain access and influence and
advance its national interest is not constrained by any boundaries. Accord-
ing to Major-General He Fuchu, Vice President of PLA Academy of Military
Science, “The sphere of operations will be expanded from the physical
domain and the information domain to the domain of consciousness; the
human brain will become a new combat space. Consequently, success on
the future battlefield will require achieving not only ‘biological dominance’
but also ‘mental /cognitive dominance’ and intelligence dominance.” In fact,
He Fuchu anticipates the development of a “new brain-control weaponry
that interferes with and controls people’s consciousness, thereby subverting

combat styles.”'*

The PLA contends that warfare is a constant struggle that involves both the
enemy and its population. It noted:

The target of modern psychological warfare is not limited to the
enemy forces as it also includes all people of the hostile country...
in order to cause wrong understandings, assessments, and decisions,
and shake its thinking and conviction and will of resistance to
achieve the objective of defeating the enemy without fighting. It is
implemented not only in wartime but also in a massive and contin-
ued scale in peacetime.'*

A component of this approach is disinformation"* and “hostile social manipu-
lation,” namely “the purposeful, systematic generation and dissemination
of information to produce harmful social, political, and economic outcomes
in a target country by affecting beliefs, attitudes, and behavior.”"*> A RAND
report concluded, “China is treating Taiwan as a test bed for developing
attack vectors using disinformation on social media.” The report notes that the
PRC’s use of disinformation to date has achieved mixed results primarily in the
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political domain. It has also carried out disinformation operations with regard
to the COVID-19 crisis. The significant take-away is that the PRC will undoubt-
edly launch disinformation campaigns against its adversaries in the event of
a crisis or conflict. Inevitably, China will deeply embed disinformation and
social media further into its military operations and utilize this capability to
“shape” the environment prior to conflict or during “heated” competition."”

A disinformation network with ties to China used hundreds of fake social
media accounts, including one belonging to a fictitious Swiss biologist, to
spread an unfounded claim that the U.S. pressured scientists to blame China
for the coronavirus. Within hours of the initial posting, hundreds of other
accounts, some of which were created only that day, began liking, posting or
linking to the post. Many of the accounts were later found to be fake, with
some of the users posing as westerners and others using likely fabricated pro-
file photos. A Facebook investigation discovered links between the accounts
and a tech firm based in Chengdu, China, as well as to overseas employees
of Chinese infrastructure companies. Within a week of the initial post, large
media outlets in China were reporting on the claims of U.S. intimidation as if
they had been made by a real scientist."*

This methodology has also been used by the PRC to discredit criticism of the
regime. Researchers discovered an expansive network of more than 350 fake
social media profiles that pushed pro-China narratives and attempted to dis-
credit critics of the PRC. The accounts were spread across Twitter, Facebook,
Instagram and YouTube. All used fake Al-generated profile pictures, while
others seem to be stolen from postings in other languages."” China is also
using part of its internal internet surveillance network to mine data from
Western social media and provide its government agents with information on

foreign targets.'*

In summary, China is a highly capable and effective actor in the GPC. It
utilizes all of its capabilities (i.e., economic, political, military, cyber, informa-
tional) to achieve access and influence in its pursuit of its political objectives.
Although preferring to compete below the threshold of armed violence, the
PRC does not hesitate to use aggressive action, including the use of its military,
to deter perceived adversary assaults on its interests or to push its claims.
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CHAPTER

3

Russia In the Competition Space

The Russian play book for strategic competition is little different from
the Chinese approach. Historically, they have been masters of deception,
using ambiguity to mask intent and operations, and operating on the cusp
of detectability. They have cleverly shaped operational theatres by methods
such as escalating to de-escalate, creating political leverage through limited-
objective coup de main operations, using political means to achieve military
objectives and vice versa. They emphasize ingenious ambiguity to cover their
activities.! Additionally, they utilize their conventional military threat, as
well as offensive cyber warfare, state-sanctioned assassinations and poison-
ings, political coercion, and other methods to violate the sovereignty of other
nations.” “He [Putin| has played the great game better than anyone on the
world stage,” Admiral William McRaven, a former commander of USSOCOM
conceded.’

As President Joe Biden stated, Russia remains determined to enhance its global
influence and play a disruptive role on the world stage.* Much like the China, they
have utilized multiple levers of national power and other means. Specifically:

Political

Unlike China, Russia actively seeks to undermine democracy and sway
voters, to a very destructive end, while the PRC is more focused on seeking
to “shape” perceptions to advance its policy objectives.” Once Russia stabi-
lized its own domestic issues after the disintegration of the Soviet Union, it
quickly returned to the competition space seeking to weaken the U.S. and
its allies, as well as the international norms in place.® There is ample, strong
circumstantial evidence that Russia interfered with, or at a minimum
attempted to influence, Britain’s Brexit referendum and the U.S. presidential
election in 2016, the Catalonian vote for independence from Spain in 2017,
the German federal elections and U.S. midterm elections in 2018, as well as
Montenegro’s entry into NATO in 2018, the rise of Far Right and Far Left
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parties from Greece and Hungary to Austria, Sweden and France.” Quite
simply, as the 2022 DNI annual threat assessment expounded;

Russia presents one of the most serious foreign influence threats
to the United States, using its intelligence services, proxies, and
wide-ranging influence tools to try to divide Western alliances, and
increase its sway around the world, while attempting to undermine
U.S. global standing, amplify discord inside the United States, and
influence U.S. voters and decision-making.®

In essence, as a U.S. DoD publication concluded, “Russia exploits the condi-
tions of the operational environment to achieve its objectives by fracturing
alliances, partnerships, and resolve, particularly through the effective use

of information in undermining friendly will.”®

Russia’s approach embraces
low levels of violence and attempts to avoid direct confrontation between
adversaries. Russia often threatens escalation to achieve its political objec-
tives and deter retaliation. Consistently, Russia attempts to engage and defeat

an adversary by:

* undermining territorial integrity,
* subverting internal political cohesion, and

* disrupting a target’s economy."’

To achieve these outcomes Russia uses its own, as well as third-party media
outlets, cyber hackers, business interests, non-governmental organizations
(NGOs) and government-organized NGOs, Russian-speaking communities
abroad and sponsorship of political parties to undermine democratic pro-
cesses and decision-making in individual countries, the EU and NATO."

Nowhere is this more apparent than in Russia’s international relations,
particularly its challenging of the status quo in Africa by using insecurity,
instability and diplomatic disputes with Western powers as a springboard
to expand its presence on that continent. Russia has been building key
military alliances and improving its public image in states such as Libya,
Chad, Mali, Burkina Faso, Nigeria, Mauritania, Ethiopia, Sudan, CAR,
Mozambique and Angola. Key to these inroads was the African discontent
with Western diplomatic partnerships, which place emphasis on human
rights and fiscal responsibilities. Conversely, Russia pays scant attention to
human rights offences or corruption. Additionally, it has provided food and
medical assistance, as well as its growing commercial, economic and military
support across the continent.'
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As analysts have observed, “Developing countries now have a Russian option
to provide them with foreign internal defense, security force assistance, or
counter-terrorism capabilities against irregular threats.” They noted, “such
a choice is especially appealing to authoritarian or corrupt regimes who
want a military answer to an irregular threat but have limited interest in the
oversight and pressure to reform that comes from Western support.””> The
net result is that Russia has made significant inroads in displacing Western
influence and access in a myriad of African states.

Economic

Although not capable of wielding as much economic clout as China, Russia
also uses economic leverage to influence, bully and press other states to
bend to its will. The export of energy to Europe is often used to pressure,
as well as divide, European nations. For example, Russia cut gas supplies
and raised prices to European customers such as Bulgaria, Germany, Italy,
the Netherlands, Denmark, Finland and Poland as a result of their support
to Ukraine since Moscow’s 2022 invasion.' It has also blockaded Ukrainian
ports, thus restricting grain exports to developing nations creating an
artificial food shortage in some of the most destitute countries in the world.
Additionally, Russia threatened to boycott Czechoslovakian beer and prior to
its invasion was already putting unremitting economic pressure on Ukraine
by raising gas prices and interfering with cross-border trade."

Similar to China, Russia appoints influential Western businessmen and politi-
cians on the boards of key Russian companies, as well as paying extravagant
consulting fees. This approach creates advocates for Russian policies, as well
as creating reluctance to forcefully push back at Russian breaches of inter-
national norms and regulations. As one researcher observed, “the Western
preference is to view Russia’s elites as a collection of entrepreneurs who want
to participate in the free market alongside their Western peers.” However, he
also explained:

In actuality, what has emerged in Russia in the last decade is anything
but a free market—something more akin to a statewide organized
crime syndicate. The central government controls the conditions
for international trade and is in turn backed by those who profit
from this arrangement. Low-level crime and corruption are allowed
to flourish as long as the government is not targeted and as long
as whatever services are required (criminal, cyber, paramilitary)
are at the government’s disposal when needed. The West maintains
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a significant economic advantage over Russia, so Putin has chosen
to forego direct competition in this arena, opting instead for local
bilateral arrangements that provide Moscow with economic leverage
over certain neighbors.'®

Military / para-military

As was witnessed in the Ukraine in 2014, as well as in 2022, Russia wields
its military cudgel with impressive finesse. Whether deploying “little green
men,” “peace stabilization forces,” intimidating military build-up on the
borders of neighbouring states, escalating forces to de-escalate a situation,
or outright military invasion such as in Georgia in 2008 or Ukraine in 2022,
the military is an important tool for Russia in the competition space. For
this reason, whether as a deterrent, threat or enhanced capability, Russia has
pushed advancements in hypersonic missiles, electromagnetic pulse weap-

ons, thermobaric (heat and blast) munitions, and other specialized systems."’

Russia is also upgrading its bombers, intercontinental ballistic missiles,
submarine launched ballistic missiles and warning systems. Admiral Charles
Richard, head of the U.S. Strategic Command, opined Russia is restructuring
its “entire strategic force structure.” He explained that Moscow was building
hypersonic weapons, as well as nuclear-powered torpedoes.'®

The array of weaponry, if described capability can be believed, is impressive.
For example, the Kh-47M2 Kinzhal is a Russian nuclear-capable hypersonic
aero-ballistic air-to-surface missile that can hit a target up to 2,000 km away
and can fly faster than 6,000 km/h."” The Russians have also tested a missile
that struck a defunct space satellite, which indicates Moscow’s proclivity to
further militarize space. The satellite explosion created approximately 1,500
pieces of trackable space debris and hundreds of thousands of smaller pieces.”

In addition, Russia also announced the deployment of a new generation of
powerful laser weapons in Ukraine that allow them “to burn up drones.”
President Vladimir Putin specifically mentioned the Peresvet laser and its
ability to blind satellites up to 1,500 km above the Earth. In one test, the
Persvet allegedly burned up a drone five km away in five seconds.*

Finally, Russia is also investigating the possibility of arming its fleet with
loitering munitions, specifically kamikaze drones that can quickly deploy
from ships.?

To complement the deployment of new weapons, Russia’s military also formed
twenty new units in the country’s west in 2021 to counter what it claims is
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a growing threat from NATO. The Russian Defence Minister explained that
these new units commissioned about 2,000 new pieces of weaponry as well.”
Russia has also conducted a series of annual strategic exercises such as Vostok
2018, Tsentr 2019 and Grom 2019. All were designed to message various audi-
ences (internal and external). For instance, Vostok 2018 aimed to demonstrate
the enhanced “operational art,” performance and capabilities of the Russian
military as one of the segments of power that supports Russia’s geopolitical,
military and political objectives. The theme of international partnerships
with such associates as China and Belarus was reinforced during Tsentr
2019. Finally, Grom 2019 was a demonstration of Russia’s sovereign nuclear
might, intended to remind all of Russia’s status as a nuclear superpower.
Significantly, analysts assess that Russia is planning to blend its conventional
forces with nuclear forces in future conflicts. They believe that Russia may be
able to deploy a mix of high-yield, medium-yield and low-yield warheads
integrated with cyber, space and non-nuclear forces.*

The 2022 military invasion of Ukraine is yet the latest example of how Russia
leverages its military to achieve its political objectives. In 2014, Russia
expertly carved out both the Crimea and the Eastern Donbas region. In a
matter of weeks, without a shot being fired, relying on “little green men,”
as well as cyber, disinformation and psychological warfare, the Ukrainian
military was broken and all of their 190 bases had surrendered. Russia had
less than 10,000 assault troops stationed in Crimea, supported by a few
battalions of airborne troops and Spetsnaz commandos, arrayed against
16,000 Ukrainian military personnel. Yet, armed groups, believed to be
Russian SOF blocked Ukrainian troops in their bases and seized the Crimean
Parliament.” One analyst observed, “this well-armed and highly professional
unit turned out to be the first deployment of operators from KSO [Russia’s
new Special Operations Command: Komanda spetsialnogo naznacheniya],
supported by the elements of the VDV’s [Airborne] 45th opSn [Independent
Spetsnaz Regiment|.”*® The KSO operators subsequently fortified the building
while well-organized but unarmed pro-Russian protesters assembled outside
to prevent local law enforcement forces from seizing the building.

Since then, in the Spring of 2021, Russian-conducted field training
exercises in Crimea involved more than 60 ships, over 10,000 troops, around
200 aircraft and approximately 1,200 military vehicles.”” More recently,
Russia increased its pressure on Ukraine amassing what American intelli-
gence sources estimated to be 169,000-190,000 troops along the border, in
Belarus, as well as in the Crimea.”® Although denying any intention of invad-
ing the Ukraine, the continuing build-up fixated the U.S. and NATO on the
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issue. Putin clearly attempted to use the build-up as a pressure tactic to force
the West to cede to his will.

Prior to February 2022, unsure whether President Putin was playing a
high-stakes poker match, Western diplomats both threatened Russia and
scurried to Moscow to negotiate with Putin to avoid war. Consistent with the
Russian “playbook” disinformation campaigns and “false flag” events
to shape possible invasion have also been played out. The United States
acquired intelligence about a Russian plan to fabricate a pretext for an inva-
sion of Ukraine using a faked video that would build on recent disinformation
campaigns that stated the U.S. had assembled chemical warfare factories in
Ukraine. The plan, which the U.S. spoilt by making it public, involved the
staging and filming of a fabricated attack by the Ukrainian military either
on Russian territory or against Russian-speaking people in eastern Ukraine.
The Russians then intended to use the video to accuse Ukraine of genocide
against Russian-speaking people. This outrage would then justify an attack
by the Russians, or equally, provide the separatist leaders in the Donbas

region to invite a Russian intervention.

The failed chemical weapon false flag plan was not the only effort. Separatist
leaders in the Donbas also accused the Ukraine of planning an invasion of
the rebel held territory. Additionally, Russia accused the Ukraine of break-
ing the ceasefire agreement by shelling rebel held territory, as well as Russia
itself. It also conducted “provocative firing” along the 250 km frontline, as
well as carrying out suspected sabotage attacks in the Ukraine itself.** On
21 February 2022, President Putin recognized the break-away territories in
the Donbas region (i.e., the Donetsk and Luhansk People’s Republics) and
deployed Russian forces as “peacekeepers” citing Ukrainian provocations
and ceasefire violations.” Subsequently, on 24 February, Russian forces
invaded Ukraine, supported by massive cyberattacks on Ukrainian govern-
ment agencies and banks, false flag operations, disinformation, mercenaries
and irregular forces.*

Notably, and as to be expected, as Western and international reaction includ-
ing crippling economic sanctions and the supply of armaments and munitions
to Ukraine took hold, President Putin once again dipped into the well of
military leverage and on 25 February implied any interference would trigger
“such consequences that you have never encountered in your history,” inter-
preted by most to mean the potential use of nuclear weapons. He went one
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step further two days later when he ordered his military commanders to put
his nuclear forces on high alert based on “aggressive statements” made by
NATO.” A classic case of escalate to de-escalate. Once again, he has achieved
a desired political objective by wielding, as well as threatening to escalate the
use of, military force in the competition space.

Russia has also deployed its military and proxies internationally (e.g., Syria,
Libya, CAR, Sudan) to expand its influence and access. For instance, the CAR
solicited the assistance of Russia in 2017 to reclaim its control of its diamond
trade from the rebels, as well as to end its insurgency. Russian trainers, or
more accurately mercenaries, were deployed, as well as Russian bodyguards
to protect the President and a former spy to act as the presidential security
advisor.*

Moreover, Russia’s return to Africa in 2017 was only the beginning. Utilizing
the Wagner Group, a public-private paramilitary army run by Yevgeny
Prigozhin, a secretive oligarch who is part of Putin’s inner circle, Russia
has been able to spread its influence and gain access while maintaining a
degree of deniability. The Russian mercenaries of the Wagner Group have
deployed in Sudan, the CAR, Madagascar, Libya, and Mozambique. Mos-
cow’s inroads are based on paramilitary security forces, natural resource
extraction, and Russian manipulation of local media. In the CAR, as well
as in Mali, for example, Russia’s Wagner Group was able to displace French
influence. In addition, in Burkina Faso, in the aftermath of the successful
military coup in January 2022, supporters of the new regime thronged the
streets of the country’s capital waving Russian flags. In May 2022, the new
junta that took control of Mali by coup in May 2021, struck a deal with the
Wagner Group that required the Russians to deploy 1,000 armed mercenar-
ies in exchange for providing access to Mali’s state-owned gold mines to a
Russian company said to be controlled by Prigozhin.*

The concept of irregular warfare is not lost on Russia. Similar to the Cold
War, Russia undertakes aggressive irregular campaigns against the United
States and its allies to “weaken the United States” and to “drive wedges in
the Western community alliance of all sorts.”** In June 2020, U.S. intelligence
officials concluded that Russian military intelligence agents, specifically from
Russian Unit 29155, had offered payments to Taliban-linked militants to
attack U.S. and other international forces in Afghanistan.’

Moscow has also leveraged special operations forces, intelligence units,
PSCs, and other government agencies and NGOs to expand its influence,
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build the capacity of partners and allies, and secure economic gains. Some
Russian PSCs have direct or indirect links with the Russian Ministry of
Defense (particularly the Glavnoye Razvedyvatelnoye Upravlenie (Military
Intelligence Directorate (GRU)), Federal’naya sluzhba bezopasnosti Rossiyskoy
Federatsii (Federal Security Service (FSB), Sluzhba vneshney razvedki Rossiyskoy
Federatsii (Foreign Intelligence Service (SVR)), and the Kremlin.

In fact, between 2015 and 2021, Russia has increased its use of PSCs sevenfold
(e.g., from four countries to 27). Russian PSCs are active in Africa, the Middle
East, Europe, Asia, and Latin America.’® Particularly, Russia utilizes the
Wagner Group, as well as proxies as another “military” vehicle to gain access
and influence in the competition space.’”” Importantly, the term “private”
does not mean “independent of the state” in the Russian context. Rather,
mercenaries are deployed to serve both oligarchical and state interests, which
are often difficult to untangle. The Wagner Group, which maintains a close
connection to the GRU, as well as to private commercial interests, is a perfect
example. Although mercenaries are not necessarily given state direction,
they never act counter to Moscow’s interests.*

Russian PSCs are used as a force multiplier to achieve objectives for both
government and Russia-aligned private interests while minimizing both
political and military costs. Russian decision-makers utilize PSCs as a tool to
support, if not prop up, friendly regimes. In many ways, Moscow uses PSC
to deal with complex foreign-policy initiatives which allows for a low-risk,
flexible means of interfering internationally, while maintaining plausible
deniability. For example, 2,500 Wagner mercenaries served in Syria in 2015
alone.*" Russian PSCs operate alongside and embedded with client state
militaries as well as non-state armed groups in offensive combat operations.
Tellingly, the command and control of Russian PSCs sometimes falls under the
command and control of the Russian Ministry of Defense (MoD) or Russian
intelligence agencies, or under client state governments (or aligned private
interests).* Moreover, often there appears to be a close working relation-
ship between Russian special operations teams and private contract groups.
Interestingly, Wagner and an elite GRU Spetsnaz unit reportedly share a
military base in the Russian town of Molkino.* Amazingly, the Wagner
Group has assets deployed throughout Africa in Sudan, Libya, Zimbabwe,
Angola, Madagascar, Guinea, Guinea Bissau, Mozambique, Democratic
Republic of Congo and the CAR. It trains local armies, protects important
persons, combats rebel and terror groups, as well as providing security over

gold, diamond and uranium mines.*
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Cyber

Cyber warfare is an important instrument for Russia in strategic competition.
General Paul K. Nakasone, head of U.S. Cyber Command and the National
Security Agency, asserted in 2018, “as the most technically advanced poten-
tial adversary in cyberspace, Russia is a full-scope cyber actor, employing
sophisticated cyber operations tactics, techniques, and procedures against
U.S. and foreign military, diplomatic, and commercial targets, as well as
science and technology sectors.”” He was not wrong. Russia has a long
record of conducting devastating cyber-attacks in conjunction with other
methodologies to achieve its political objectives. A U.S. Homeland Security
report warned, “Russia maintains a range of offensive cyber tools that it could
employ against US networks—from low-level denials-of-service to destruc-
tive attacks targeting critical infrastructure.” It explained, “Russia continues
to target and gain access to critical infrastructure in the United States...
Russian Government cyber actors compromised US energy networks,
conducting network reconnaissance and lateral movement, and collected
information pertaining to industrial control systems.” It added, “Russian
state-sponsored cyber actors have successfully compromised routers, glob-
ally, and US state and local government networks.”*® Moreover, Russia has
clearly demonstrated its capability to launch disruptive, if not destructive,
cyber operations against its adversaries.

Examples abound. Russia used cyber warfare:

* in Estonia in 2007 as part of its political disagreement;*’
* in Georgia prior to the short-term invasion in 2008;

* in 2008 to hack into the Pentagon’s Secret Internet Protocol Router
Network (SIPRNet);

e from 2012-2018, targeted the global energy sector in hacking
campaigns that targeted thousands of computers, at hundreds of
companies and organizations, in approximately 135 countries;**

* as part of its Ukrainian operations in 2014;

* toattack on Ukraine’s electrical grid in 2015, which cut its power in
the middle of winter;*

e to interfere in the U.S. elections in 2016;°
e as part of an attempt to change regimes in Montenegro in 2016;

* to conduct attacks against the World Anti-Doping Agency in 2016;
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* to attack the Organization for the Prohibition of Chemical Weapons
in 2018;

* to target a Saudi Arabian refinery in 2017,

* to seize a U.S. State Department e-mail system to infiltrate into the
computer networks of human rights groups and other organizations
that had been known to be critical of President Putin;

* to attack the U.S. software company Kaseya, with a crippling
ransomware attack demanding $50 million;

e to hack the Republican National Committee in 2021; and

* in Ukraine prior to its invasion in February 2022.>

The Russian cyber-attacks are particularly concerning. Between 2012 and
2017, the U.S. Justice Department reported that three Russian intelligence
agents and accomplices targeted the energy sector, hacking hundreds of com-
panies and organizations around the world. Russian hackers also managed
to get inside the computer network at a nuclear power company in Kansas.>®

Additionally, the 2016 interference in the U.S. presidential election is par-
ticularly telling as well. Dan Coats, then-Director of National Intelligence,
explained, “Russia conducted an unprecedented influence campaign to
interfere in the U.S. electoral and political process.””* Special Counsel
Robert Mueller as well as investigations by the Senate Select Committee on
Intelligence concluded that Units 26165 and 74455 were directly responsible
for Russia’s “hack-and-leak” operation.

These investigations discovered that Unit 74455 was responsible for releasing
tens of thousands of the stolen documents through various fictitious online
personas and in coordination with WikiLeaks. Beginning in March 2016, the
GRU conducted an extensive spearphishing and malware campaign to hack
the networks and email accounts of the Democratic National Committee, the
Democratic Congressional Campaign Committee, and the Clinton campaign,
including the email account of campaign chairperson John Podesta. The GRU
stole tens of thousands of documents and emails from these accounts until
at least September 2016. They then coordinated the release of the stolen
information to interfere in the 2016 election. According to the Senate Inves-
tigation, the GRU used aliases to communicate with WikiLeaks to transmit
stolen documents, which WikiLeaks then released for “maximum political
impact” starting on the eve of the 2016 Democratic National Convention.”
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Additionally, both American and British security agencies have disclosed the
invasive methods that Russian intelligence has utilized to attempt to penetrate
the cloud services of hundreds of government agencies, energy companies
and other organizations. An advisory released by the U.S. National Security
Agency acknowledged that the attacks were linked to the Russian GRU.
Experts contend that the campaign is likely ongoing.*

Disinformation

Integral to Russia’s approach to competing in the international arena is
its utilization of disinformation.’” Janis Bérzin$ cautioned that “The new
Russian view of modern warfare is based on the idea the main battlespace is
the mind and, as a result, new-generation wars are to be dominated by infor-
mation and psychological warfare, in order to achieve superiority in troops
and weapons control, morally and psychologically depressing the enemy’s
armed forces personnel and civil population.”*® Key to this approach is the
concept of reflexive control, which entails disseminating information that
motivates the target to make a predetermined decision. In essence, “the goal
is to manipulate information to compel an enemy to take desired actions. The
conditions for using reflexive control require strong target audience analysis,
which enables anticipating enemy action and using harsh forms of pressure
that take social elements as well as intellectual, psychological, theological,

and ideological factors into account.”

The Russians utilized disinformation throughout the Cold War to sow
division and distrust of democracy in Western societies. However, with
the advent of social media, Russia has been able to weaponize disinforma-
tion to undreamt levels. Its disinformation campaigns have infiltrated the
mainstream political discourse, news, media and especially social media. A
report from the Global Engagement Center at the U.S. Department of State
revealed Russia’s disinformation program consists of five pillars, namely,
official government communications, state-funded global messaging, culti-
vation of proxy sources, weaponization of social media, and cyber-enabled
disinformation.®

A Facebook report revealed that Russia “remains the largest peddler of
disinformation around the world” and that it “had run disinformation
campaigns in more than 50 countries since 2017.”%' One researcher asserted,
“The internet, however, has allowed these adversaries to weaponize and
tailor their disinformation campaigns against specific audiences and obfus-
cate their roles like never before.”®* As a result, analysts have explained:
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The effectiveness of information, misinformation, and disinforma-
tion is the cornerstone of their [Russian]| influence strategy. It has
proven effective and low-cost, both politically and economically. The
key aspect of Russia’s nonlinear warfare is centered around various
methods of subversion to demoralize and cast doubt in a political
and social system. Utilizing the preexisting divisions in a society
creates opportunities for Moscow to stoke internal flames, seizing
the strategic advantage and erode a targeted nation’s legitimacy and
influence.®

In essence, the focus of Russia’s disinformation campaign in the West is
designed to diminish the trust, credibility and legitimacy of target govern-
ments and politicians, democratic institutions, as well as the free media.
These efforts are meant destabilize and create internal turmoil in Western
nations, as well as demonstrating that the Western liberal democracies are
dysfunctional and in no way represent a superior system to the Kremlin.*
The disinformation campaigns are also devised to weaken, if not undermine
and spoil U.S. relations with its allies and other friendly states.®

Once again, examples abound. Russian leaders launched Operation Infektion
1983 as an attempt to place blame on the origins of HIV/AIDS on a U.S.
bioweapon laboratory in Fort Detrick, Maryland. World media and Western
newspapers widely reported this AIDS disinformation. By late 1987, the story
had circulated in media of 80 countries appearing in over 200 periodicals in
25 languages.*

In 2014, well before the COVID pandemic, a Kremlin campaign urged parents
not to vaccinate their children. The impact was such that in 2019, the
WHO proclaimed that “vaccine hesitancy,” which the Moscow disinforma-
tion campaign contributed to, had become a leading global health risk.

As the COVID crisis began to emerge in early 2020, Russian state propa-
gandists quickly exploited the divisive potential of the pandemic. Russian
government-controlled and aligned media have promulgated narratives that
contain disinformation and conspiracy theories about COVID, vaccines,
dangerous treatments and government health protocols that contributed to
the anti-vaccination movements and spurred vaccine hesitancy among the
public. Researchers have noted that Canadian anti-vaccination and anti-mask
groups have shared Russian state media narratives and conspiracies about the
pandemic, which served to legitimize and fuel pandemic-related protests.*’



STRATEGIC COMPETITION: IMPLICATIONS FOR SOF

Subsequently, in March 2020, the EU’s External Action Service issued a
caution with regard to the threat of Russian COVID disinformation. The
warning stated that Russia was engaging in a “significant disinformation
campaign” and that “the overarching aim of Kremlin disinformation is to
aggravate the public health crisis in Western countries...in line with the
Kremlin’s broader strategy to subvert European society.”*®

In 2021, researchers at the Digital Forensic Lab, run by the U.S.-based
thinktank the Atlantic Council, exposed how pro-Russian Facebook pages in
Mali coordinated support for anti-democracy protests, as well as the Wagner
Group, which was subsequently invited into the country after the military
coup. Similarly, the same investigators revealed that pro-Russian content
spread on Facebook in West Africa in the months preceding the military
takeover in Burkina Faso in January 2022. Mere hours after the coup,
demonstrators in the country’s capital, Ouagadougou, chanted pro-Russian
and anti-French slogans.*

The 2022 war in Ukraine is but the latest example of how Russia uses dis-
information to attempt to achieve its objectives in strategic competition.
Concerned with international, but particularly domestic public opinion,
President Putin directed that a massive disinformation campaign be launched
to justify is invasion of Ukraine. Claims that Ukraine was led by neo-Nazis,
that the U.S. had bioweapon laboratories in Ukraine, and that the Ukraine
was developing chemical weapons to use against Russia quickly spread
on-line and in the media. Putin also blocked all access to Western social
media in Russia.”

As the war progressed, Russian disinformation narratives proliferating online
attempted to spread false claims that Western volunteers (labelled mercenar-
ies) captured by Russian forces were evidence of NATO’s direct involvement
in the war. This Russian disinformation was intended to prove that the
West was supporting “Ukrainian Nazis” and that NATO was now “directly”
involved in the conflict. This narrative was important to convince Russia’s
domestic population of the rationale for the war. Importantly, these false
claims also gained traction overseas, including throughout the Middle East
and Africa.”

Additionally, Moscow also circulated several deep fakes on Facebook and
Reddit, the most prominent was that of Ukrainian President Volodymyr
Zelensky calling on Ukrainians to surrender. Another was of a supposed
Ukrainian teacher hailing Putin as a saviour.”
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The Russian disinformation also targeted other countries in an attempt to
sow support for the Russian invasion. On March 3, the day following India’s,
as well as 34 other countries, refusal to condemn Russia’s invasion of Ukraine
in a United Nations vote, the hashtags “IStandWithPutin” and “IStandWith
Russia” began trending on Twitter in India. The hashtags, were propelled
by tweets lauding President Putin for opposing the U.S. and “standing
against the West’s hypocrisy.” The tweetstorm was not a spontaneous show
of support. Researchers uncovered evidence that the hashtags were boosted
by networks of fake or hacked accounts. Most were created very recently
and were coordinated with each other to artificially amplify the pro-Russian
hashtags.”

The methodology was similar to what transpired in the days before the
Russian invasion of Ukraine. At that time a series of hashtags also began to
emerge on social media that stated #IstandwithPutin and #IstandwithRussia.
As the invasion commenced, these hashtags began to trend on Twitter.”

Russian Playbook

Russia has demonstrated that it is very effective at utilizing sub-threshold
methodologies to achieve its strategic objectives. Janis Bérzins identified the
Russian playbook as following eight distinct phases that allow the Kremlin
to achieve political objectives without triggering too adverse a reaction from
the West and international community. These are:

Phase One: non-military asymmetric warfare (encompassing information,
moral, psychological, ideological, diplomatic, and economic measures as part
of a plan to establish a favourable political, economic, and military setup).

Phase Two: special operations to mislead political and military leaders by
coordinated measures carried out by diplomatic channels, media, and top
government and military agencies by leaking false data, orders, directives,
and instructions.

Phase Three: intimidation, deceiving, and bribing government and military
officers, with the objective of making them abandon their service duties.

Phase Four: destabilizing propaganda to increase discontent among the
population, boosted by the arrival of Russian bands of militants, escalating
subversion.
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Phase Five: establishment of no-fly zones over the country to be attacked,
imposition of blockades, and extensive use of private military companies
in close cooperation with armed opposition units.

Phase Six: commencement of military action, immediately preceded by large-
scale reconnaissance and subversive missions. All types, forms, methods,
and forces including special operations forces, space, radio, radio engineer-
ing, electronic, diplomatic and secret service intelligence, and industrial

espionage.

Phase Seven: combination of targeted information operation, electronic
warfare operation, aerospace operation, and continuous air force harassment
combined with the use of high precision weapons launched from various
platforms (long-range artillery and weapons based on new physical prin-
ciples including microwaves, radiation, and non-lethal biological weapons).

Phase Eight: roll over the remaining points of resistance and destroy surviv-
ing enemy units by special operations conducted by reconnaissance units to
spot which enemy units have survived and transmit their coordinates to the
attacker’s missile and artillery units; fire barrages to annihilate the defender’s
resisting army units by effective advanced weapons; airdrop operations
to surround points of resistance; and territory mopping-up operations by
ground troops.”

Professor Alexander Lanoszka boils down the Russia pattern of attack in a
similar, but more succinct manner. He noted that the Russia approach to
strategic competition includes:

* Propaganda to dampen the target’s popular support and increase
discontent;

* Espionage to gain intelligence that confers a bargaining advantage or
spreads false information about belligerent activities and intent;

* Agitation to create dissension and discord;

* Criminal discord for hit-and-run attacks, cyberattacks, sabotage, and
kidnapping;

*  Fifth columns: covert groups embedded in the population to agitate

or wait for hostilities to break out;

* Insert unmarked soldiers to establish and operate checkpoints,
occupy buildings, seize military assets, and clear an area ahead of an
overt military operation; and

— 6] —



STRATEGIC COMPETITION: IMPLICATIONS FOR SOF

* Border skirmishes: short of military confrontation used to probe
target’s weaknesses and sap its resources.”

And, finally, intelligence analyst Guido Torres, explained that the Russian
“non-linear” warfare, or in other words, preferred method of strategic com-
petition can be described by the following indicators:

* Sudden spike in political unrest (organized online protest using trolls
and bots;

* Increased violent acts to destabilize the security situation and
degrade political legitimacy (e.g., terrorism, crime, mass migration);

* Cyberattacks (e.g., DDoS on government infrastructure, defacing
public websites);

* An abrupt surge of intelligence and subversive operations;
* Fake news, propaganda, and disinformation substantially increase:

* An exponential rise in social media posts against the current
political party;
e Increase in articles related to lack of security, political turmoil,

corruption, and socioeconomic inequality; and

* Russian state-run media (RT Espafiol and Sputnik Mundo) amplify
disinformation;

* Deployment of Russian special forces or mercenaries in the region;
and

* Direct or indirect support for an opposition candidate that would
be critical of the U.S.”

Similar to the Chinese, Russia has demonstrated itself to be a savvy, if
not wily, player in the strategic competition space. One major difference,
however, is the Russian proclivity to use military force, as it lacks the
economic muscle of China. Although, the 2022 invasion of Ukraine has shown
the Russian military modernization to have been highly over-rated, the fact
that Russia’s strength is rooted to a foundation of nuclear capability means
that Russia can never be discounted or dismissed.
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CHAPTER

4

Rogue Actors in
the Competition Space

The current strategic competition is not played out solely by great powers.
Other international actors such as rogue states (e.g., North Korea, Iran), as
well as non-state actors (e.g., Islamic State or Daesh, al-Qaeda) also aggres-
sively compete to achieve their strategic political objectives. All use a battery
of asymmetric methodologies to achieve their aims from low level military
operations, to cyber warfare, disinformation, criminality and terrorism.

North Korea is a graphic example. It has an extended if not colourful history
of conducting wide-ranging and ever-changing provocative acts to garner
attention, as well as exert political influence abroad, while avoiding a major
military confrontation. Central to its objectives is the destabilization of South
Korea and particularly its military alliance with the U.S. Its asymmetric,
hybrid operations include terrorist attacks, involvement in transnational
organized crime, localized military incidents, as well as missile or nuclear
weapons tests.'

The use of its military is dominant in its approach to strategic competition.
It has utilized both outrageous military assaults such as the shelling of
Yeonpyeong Island and the torpedo sinking of the Pohang-class corvette,
Republic of Korea Ship Cheonan, in 2010, to less overt actions such as the
planting of landmines along the border patrol routes along the South Korean
border in 2015. Alarmingly, it consistently holds the city of Seoul, with its
millions of inhabitants only sixty kilometres from the border, hostage to its
massive artillery and missile capability.

In addition, it utilizes its long-range missile and nuclear tests as a constant
reminder and threat to its adversaries. Even long before its nuclear weapons
were operational, the regime used them as a tool of provocation, persistently
threatening to use nuclear weapons even though they were not yet usable.
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Rather, its missile and nuclear weapon program were meant to frighten and
deter its adversaries.?

North Korea has also used bullying as a tactic. It has dammed rivers close
to the border allowing it to create sudden floods that killed people in South
Korea and it has regularly, through its increased and improved electronic
warfare capability, jammed Global Positioning System (GPS) signals that
negatively affected air and naval traffic in South Korea.

North Korea has also developed its cyber capabilities to the point it has
become one of the world’s pre-eminent cyber players. Since the start of the
new millennium, North Korea has been responsible for a myriad of cyber-
attacks aimed at South Korean banks and media. Apparently, the intent was
nothing more than attempting to destabilize South Korean society. It has also
used cyber warfare to target both South Korea, the U.S. as well as other states,
to conduct espionage and theft of sensitive and security-related data, as well
as money. It conducted the digital bank robbery of $81 million USD from
the Central Bank of Bangladesh in 2017, as well as the WannaCry ransom-
ware attack that crippled hospitals in Western Europe by exploiting a
vulnerability in Microsoft Windows the same year.’

A second prominent example of a non-great power that is actively compet-
ing in the strategic landscape is the Islamic Republic of Iran. Similar to the
others, it utilizes a host of hybrid methodologies to achieve its political
objectives. Beginning in 2005, Iran developed its Mosaic Doctrine, which is a
forward-defence approach aimed at offsetting the power imbalance between
Iran and its regional and extra-regional adversaries. The new doctrine substi-
tutes asymmetric forms of interactions with its opponents rather than direct
kinetic engagement.

Among its favourite methodologies is direct action through its own military
elements or proxy forces. Many of Iran’s direct action activities are conducted
through its Ministry of Intelligence and Security (MOIS) or the Islamic
Revolutionary Guard Corps-Quds Force. Notably, as part of their efforts
to achieve domestic and external political objectives, Iranian agents and
their proxies have targeted dissidents, Western opponents, as well as other
perceived enemies for assassination, surveillance, and abduction in plots
around the world since 1979 up until the present.*

Researcher Matthew Levitt has built a dataset of 98 Iranian plots carried
out since the Iranian Revolution in 1979.° Contemporary examples abound.
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In January 2018, German authorities raided several homes after weeks
of surveillance confirmed they were tied to Iranian agents. These oper-
atives were reportedly scoping out potential Israeli and Jewish targets in
Germany, including the Israeli embassy and a Jewish kindergarten. In March
of the same year, Albanian authorities charged two Iranian operatives with
terrorism after they surveilled a venue where Iranian Nowruz (New Year)
celebrations were set to begin. In June 2018, the Netherlands expelled two
Iranian diplomats based at the Iranian embassy in Amsterdam following an
investigation by Dutch intelligence. This action followed shortly after an
Iranian Arab activist was assassinated by gunfire in Amsterdam. °

Additionally In February 2021, a Belgian court convicted Assadollah
Assadi, an Iranian diplomat, who was actually an intelligent agent based
in Vienna, of organizing the July 2018 plot to bomb the annual convention
of the National Council of Resistance of Iran near Paris. Three accomplices,
all Iranian-Belgian dual citizens living in Brussels, were also sentenced for
their participation in the failed plot. The foiled plot, however, was just one
of a number of Iranian operations conducted by Iranian operatives or their
proxies. Levitt documented twenty-six such plots from 2018-2021 in such
countries as Colombia, Cyprus, Denmark, Dubai, Ethiopia, France, Germany,
Iraq, Israel, Kenya, the Netherlands, Scotland, Sweden, Turkey, the United
Kingdom, and the United States. This campaign includes an attempted plot
in July 2021 to kidnap New York-based journalist and human rights activist
Masih Alinejad, a U.S.-Iranian dual citizen, and forcibly take her to Iran.
Moreover, authorities have identified Iranian plots in Colombia (September
2021), Cyprus (October 2021), Kenya (November 2021), Tanzania (November
2021), and Turkey (September 2021, February 2022).”

Iran has outsourced some operational activities to criminal organizations to
conduct surveillance and / or execute plots (e.g., assassination, abduction,
bombings). In Baku, Azerbaijan, members of a crime gang were reportedly
paid $150,000 each to target a Jewish school. Furthermore, Iranian students
were sent abroad to study to collect intelligence and dual citizens living
abroad were paid to carry out surveillance missions. For example, an Iranian
was paid $300,000 to abduct an Iranian dissident and a Shi’a imam in Africa
was paid around $24,000 to carry out surveillance in Nigeria.®

Iran has also used its conventional military capability to prosecute its political
agenda, particularly maritime provocations. It has used swarms of fast small
coastal vessels to swarm, charge and attempt to intimidate Western warships
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in the Persian Gulf and it shot down a U.S. drone over the Strait of Hormuz.’
Iran also conducted a series of limpet mine attacks that damaged oil tankers
in 2019 and a drone attack on an Israeli-linked tanker in 2021 that resulted
in the deaths of two crew members. Additionally, it has seized oil tankers in
the Gulf. In 2021, Iranian operators hijacked a Panamanian-flagged asphalt
tanker off the United Arab Emirates (UAE), seized a Vietnamese tanker and
snatched a South Korean flagged tanker for months. More recently, on 27 May
2022, Iran’s paramilitary Revolutionary Guard seized two Greek oil tankers in
international waters in helicopter-launched raids. The attack was apparently
in retaliation for Athens assistance in the U.S. seizure of crude oil from an
Iranian-flagged tanker in the Mediterranean as a result of violating American

sanctions on Iran.'

Another effective tactic utilized by Iran is the supplying of rockets and
munitions to its proxies (i.e., Iranian affiliated militias). Not surprisingly, Iran
maintains the largest ballistic and cruise missile force in the region, which it
shares with its proxies. Many of these munitions have been used to carry-out
a long string of rocket attacks aimed at the Green Zone in Baghdad, as well
as U.S. bases in Iraq. Pentagon spokesman John Kirby described one series
of rocket attacks as “a complex, coordinated, and deliberate attack.” He
conceded that similar attacks have been carried out by Iranian-allied Shiite
militias against U.S. troops elsewhere."!

Iranian munitions supplied to proxies have also been used for multiple
attacks against Israel, Saudi Arabia, the UAE and American forces in Syria. In
fact, Israeli intelligence assessed that Iran or its proxies conducted 15 drone
attacks alone in the region between February 2018 and September 2021.' The
transfer of munitions to proxies is quite transparent. In a recent interview,
the spokesman for the al-Nasser Salah al-Din Brigade, Abu Atayya, thanked
the IRGC Quds Force and the Hezbollah for supplying the militant group and
the “Palestinian Resistance” in its war against Israel. “Every missile, shell, or
any tool of the Resistance,” he proclaimed, “the hands of the Revolutionary
Guards and the Quds Force have been credited with delivering, developing

and supplying them to us and to all military arms facing the Zionist enemy.”"

Terrorism is another key strategic tool Iran uses to achieve its foreign policy
objectives. Indeed, Iran has been identified as the world’s foremost state
sponsor of terrorism, which it uses as a strategic tool to achieve its foreign
policy objectives. Not surprisingly, the Quds Force and MOIS spearhead
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the “Iran Threat Network,” which comprises an alliance of surrogates,
proxies, and partners such as Hezbollah, Hamas, and Iraqi Shi’a militants,
among others. Researchers have revealed that “Iran funds, trains, and equips
these terrorist organizations, in whole or in part, to use in attacks around
the world” to destabilize countries throughout the Middle East and disrupt
regional security.'*

1 oad

As already mentioned, proxies play a substantive role in Iran’s “playbook” of
strategic competition. Iran has increasingly resorted to irregular warfare as
a primary means of expanding its influence. Rather than conducting attacks
directly against its adversaries, Iran operates indirectly through partners
and proxies."

As part of this strategy, Iran deploys the IRGC and other Iranian actors (e.g.,
advisors, soldiers, trainers) as well as weapons to militias. These forces pro-
vide direct support, as well as other forms of assistance such as funding,
logistics, recruitment, and social service provisions. For example, during the
Syrian civil war, the most common forms of support were training, funding,
provision of weapons, as well as participation in attacks. Overall, training

was the most often provided, followed by joint attacks and funding.'

Analysts have noted that the U.S. “is grappling with a rapidly evolving threat
from Iranian proxies in Iraq after militia forces specialized in operating more
sophisticated weaponry, including armed drones, have hit some of the most
sensitive American targets in attacks that evaded U.S. defenses.” For instance,
in the Spring of 2021, Iranian proxy militias conducted strikes using “small,
explosive-laden drones that divebomb and crash into their targets in late-
night attacks on Iraqi bases — including those used by the C.I.A. and U.S.
Special Operations units.”"” Similarly, on 17 January 2022, Iranian-supported
Houthi rebels in Yemen launched a group of armed drones on a journey of
nearly 1,600 km to strike at its enemies. Houthi forces have also used Chinese-
made C-801 anti-ship missiles, with a range of 42 km, for attacks on tankers
in the Red Sea."

RAND researchers explained that Iran’s “network of nonstate actors is an
essential component of the Iranian defense doctrine and one of the main tools
that the regime possesses to deter adversaries, bolster its homeland defenses,
increase its strategic depth, grow its regional reach and influence, and project
power outside its borders.”" The use of proxies complements other Iranian
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asymmetric capabilities such as its nuclear ballistic missile program and Quds
force. Taken together, Iran has been able to use these “tools” to fill the gap of
its shortfalls in its conventional capabilities.

Much like China, Russia and North Korea, Iran also uses disinformation to
achieve its ends. In October 2020, the Department of Justice announced the
dismantling of approximately a hundred websites linked to Iran’s powerful
Revolutionary Guard. According to the Americans, “the sites, operating under
the guise of genuine news outlets, were waging a global disinformation
campaign to influence U.S. policy and push Iranian propaganda around the
world.”?

Its targets ranged beyond the United States. Iran also interfered with the UK,
specifically targeting Scottish independence. British researchers have identi-
fied seven distinct areas where Iran possesses, or seeks to influence, targeted
audiences to achieve its political objectives. These are:

* political networks;

* religion;

* the media;

e cultural networks;

* the Iranian diaspora;

¢ education and academia; and

¢ the fields of business and finance.*

As part of its attempts to influence targeted audiences, Iran also established
its Al Mustafa International University, which is a religious seminar based in
Qom. It opened in 2007 with the specific mission of converting non-Shiite and
non-Muslim people. The university is one of Iran’s main vehicles to export
its revolutionary brand of Shiite Islam. Its principle is to indoctrinate and
radicalize its pupils, as well as actively train Shi’a militias that Iran deployed
in Syria. Despite Iranian economic hardships due to Western sanctions, it
still spends $80 million per year. As such, it has trained tens of thousands
of students, including numerous Latin Americans, who Iran hopes will turn
the Western Hemisphere into a hotbed of anti-Americanism and a forward
operating base for Iran.*

Finally, cyber warfare is also another recurring theme that Iran embraces to
achieve its ends. According to researchers, in the space of a decade, Iran’s
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“cyberspace propaganda machine has become one of the spearheads of
Tehran’s short-of-war strategy, achieving a degree of sophistication equiva-
lent to that of similar approaches developed by Moscow and Beijing.”** In
2013, IRGC leaders gloated that Iran possessed “the 4th biggest cyber power
among the world’s cyber armies,” a boast that was substantiated by the
Tel-Aviv-based Institute for National Security Studies. By the end of 2018,
cyber experts suspected Iran was using thousands of fake private accounts
on social media platforms such as Facebook and Twitter to run a worldwide
disinformation campaign. Moreover, Iran was impersonating real news orga-
nizations by using such techniques as mimicking the name, logo and visual
branding of various outlets. In 2019, an EDP audit, control and security
(EDPACS) report concluded that “China, Russia and Iran stand out as
three of the most capable and active cyber actors.” In 2022, Iran was
unanimously viewed as “one of the most sophisticated and feared online
actors in the world.”*

Indeed, Iran has used its much-improved offensive cyber capabilities to tar-
get U.S. casinos, dams, the power grid, and financial institutions such as the
Bank of America, JPMorgan Chase, and the New York Stock Exchange.”” In
2018, Iran hacked into hundreds of universities and companies to steal sensi-
tive research, proprietary data and intellectual property.* In June 2021, Iran
attempted to hack the Boston Children’s Hospital.”” In fact, the U.S. Treasury
Department targeted an Iran-based cyber company that worked with the
Iranian Republican Guard Corps and MOIS to gain access to the computer
systems of current and former U.S. counterintelligence agents and implant
malware on their computer systems.*

The four brief case studies (i.e., China, Russia, North Korea and Iran) were
intended to provide an overview of how just a selection of adversaries are
conducting operations as part of the ageless strategic competition in the
international arena. Problematic for the West is its mind frame that conflict /
war is a military event. It has never been able to reconcile, unlike its op-
ponents, that it exists in a world where, for many, conflict / competition is an
ongoing process. Nonetheless, within this competitive arena, the American
2018 NDS clearly stated that the U.S. strategy was to “compete, deter, and
win in this environment. The re-emergence of long-term strategic compe-
tition, rapid dispersion of technologies, and new concepts of warfare and
competition that span the entire spectrum of conflict require a Joint Force
structured to match this reality.” Therefore, the strategy called for:
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A more lethal, resilient, and rapidly innovating Joint Force, com-
bined with a robust constellation of allies and partners, will sustain
American influence and ensure favorable balances of power that
safeguard the free and open international order. Collectively, our
force posture, alliance and partnership architecture, and Department
modernization will provide the capabilities and agility required to
prevail in conflict and preserve peace through strength.*

But again, the conventional military component is a small fraction of what
is required. To compete on an equal footing, competition must be seen
beyond the traditional warfare scenario. As Katherine Zimmerman, an analyst
with the American Enterprise Institute in Washington assessed, “It’s [U.S.]
not losing militarily, but in the soft-power space.””” RAND researchers have
worked towards developing a better understanding of the competition space.
They have defined hostile measures as “State activities other than high-order
conventional or nuclear attack applied against other states at any time, and in
any context, with the hostile intent of gaining advantage and reducing that
state’s capabilities, stability, or advantages.’*

In the end, the prize of strategic competition is access, influence and the
attainment of one’s political objectives and the denial of the same to adversar-
ies. For too long, the West has missed the nuance of strategic competition.
Not so with Lieutenant General Tovo, a former Commander of U.S. Army
Special Operations Command. He acknowledged:

[Our adversaries] did what any good adversary would do. They
searched for our weaknesses, and invested heavily in asymmetric
techniques, Hybrid Warfare. It's an ability to get right to the heart of
a nation’s power, its people. And arguably, our adversaries are doing
this better than we are.*









CHAPTER

5

Too Small to Rother -
What About Canada?

When the topic of Great Power Competition, or strategic competition arises,
it is easy to discount Canada or other smaller nations to be directly impacted.
However, nothing could be farther from the truth. Canada, as well as other
small to mid-size powers, due to their own actions, their membership to
certain alliances (e.g., NATO, five-eyes, regional coalitions, etc.) and their
economic and geo-political interests, willingly or unwillingly, are actors in,
and influenced by, the GPC and strategic competition.

This reality has not been lost on Canadians. In a 2021 survey by Maru Public
Opinion, 52 per cent of respondents viewed China as the highest security
threat facing Canada, followed by Russia (42 per cent) North Korea (39 per
cent) and Iran (33 per cent). Related, 55 per cent of respondents agreed that
“a global war is already happening in the form of ‘death by a thousand cuts,’
in which some countries use ‘ongoing activities to destabilize, disrupt and
undermine’ the sovereignty and political institutions of their adversaries.”
Respondents also identified that “there are different levels of attack, that can
be constant, that can be ongoing, can be penetrating, and can be devastating
to national security.”"

Of note, 78 per cent of respondents believed that “the potential exists over
the next five years for Canada’s national security to be destabilized by a
foreign threat.”? Their concern is warranted. A report by the Task Force on
National Security of the Graduate School of Public and International Affairs
(GSPIA) at the University of Ottawa asserted that “China and Russia will
continue to pose a significant threat to Canada through their foreign inter-
ference, disinformation, espionage, hostage diplomacy, and cyber-attacks.”
They note that “These activities directly threaten government institutions,
but also individuals, businesses, universities, and research institutions. They
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reach into our homes through the intimidation of citizens who have come

to Canada to escape tyranny.”’

The Minister of National Defence (MND), Anita Anand, simply disclosed, the
world is “growing darker.” The Canadian Global Affairs Institute agreed. “In
this new world, Canada’s geographic position no longer provides the same
protection that it once did,” it stated, “And in this new world, the security

environment facing Canada is less secure, less predictable and more chaotic.”*

The apprehension is real. In the case of Canada, there are currently six activi-
ties conducted by foreign actors within the realm of strategic competition that
impact directly on the nation and Canadians. These are: foreign interference
in national life, hostile economic measures, cyber-attacks, disinformation,
espionage and Organized Crime.

Foreign Interference in National Life

Foreign interference is a substantive threat to the security of Canada. The
Canadian Security Intelligence Service (CSIS) has identified that foreign
entities “use direct and indirect contact to influence democratic and elec-
toral institutions and processes by manipulating ethnocultural communities,
persons in positions of authority or influence, and the media.” CSIS Director
David Vigneault identified “foreign interference and espionage as the greatest

threats to Canada’s national prosperity and national interests.””

The National Security Committee revealed, “states target Canada and seek
to exploit the openness of our society and penetrate our fundamental
institutions to meet their objectives.” Not surprisingly, foreign entities target
ethno-cultural communities, attempt to corrupt the political process, and
try to manipulate the media and as well as academic institutions.® Moreover,
a report for Public Safety Canada by Clairvoyance Cyber Corp in 2019,
concluded, “hostile military and intelligence forces are targeting Canada in
a new ‘sophisticated, multifaceted” type of warfare using a range of tools
from criminal gangs to cyber-hackers to high-tech companies such as Huawei
and China Telecom.” The report assessed that state-sponsored cybercrime
could be costing Canada an estimated $100 billion per year.’

The CSIS director conceded that China in particular, “presents a direct threat
to our national security and sovereignty.”® This admission was not startling.
After all, China has established a sophisticated network in this country
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to access and if required harass people of Chinese ethnicity and Uyghur-
and Tibetan-Canadians, as well as to disseminate disinformation, distort
information in the media, influence politicians, as well as form partnerships
with universities to secure intellectual property. As noted in Chapter 2,
China utilizes influence operations to entice politicians and business leaders
through all-expense-paid trips and lucrative investment projects to become
sympathetic, if not supportive of China’s interests.’

CSIS is dully concerned with Chinese efforts, as well as those of its agents of
influence to covertly cultivate relations with elected officials to gain sway
over parliamentary debates and government decision-making. For instance,
in June 2021, 33 Canadian senators voted to defeat a motion decrying China’s
treatment of Uyghur Muslims as a genocide. All faced criticism, but Senator
Yuen Pau Woo, leader of the Independent Senators Group, was specifically
blasted as a “stooge of China’s communist regime.” In fact, some charged
that “By claiming Meng [Wanzhou| was ‘taken hostage” @yuenpauwoo has
violated his oath as a Canadian senator and should resign.” Canadian politi-
cians have argued that “Mouthpieces for foreign propaganda ... should have
no place in Canada’s Parliament. They also accused Woo “being unabashedly
‘Beijing friendly,” a mouthpiece and lobbyist for the Communist Party of
China, even though he points out he’s ‘three generations removed from the

mainland (China).””"*?

CSIS has also reported that China is also known to harass and intimidate
critics of Beijing, particularly in the Canadian-Chinese community. In
fact, Canadian officials have alleged that the Overseas Chinese Affairs
Office (OCAO) was tasked with “influencing or manipulating” com-
munity members, and using “coercive tactics” against dissidents and
minorities. “This involves intimidation of OC (Overseas Chinese) at

every level of society.”"!

In addition, China attempts to control Chinese-language media, “thereby
undermining the free and independent media in Canada.” McGill University
researchers Sze-Fung Lee and Benjamin Fung published an article stating a
disinformation campaign against a Conservative Party candidate during the
2021 election demonstrates how hostile foreign actors could use propaganda
tactics to interfere with Canada’s political system. Former B.C. MP Kenny Chiu
proposed a similar mechanism during the campaign. Mr. Chiu’s proposal was
condemned on Chinese-language social media, with claims it would “sup-
press the Chinese community” in Canada. The comments were disseminated
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on apps and websites widely used by Canadians of Chinese origin, who make
up about half of his riding’s population. The Conservatives believe the MP
lost his seat because of disinformation attacks."

Their concerns are not mere paranoia. The Atlantic Council’s Forensic
Research Lab and the Canadian NGO Disinfo Watch analyzed the September
2021 election. Their deductions match The Conservative Party’s allegations.
Atlantic Council’s researchers concluded, “China-linked actors took an active
role in seeking to influence the September 20, 2021 parliamentary election in
Canada, displaying signs of a coordinated campaign to influence behaviour
among the Chinese diaspora voting in the election.” What concerned the PRC
was the Conservatives’ proposal for a foreign agents registration law along the
lines of the Australian model. As a result, Chinese-language media, as well
as numerous China-based social media platforms, warned that the proposed
law was a means of forcing Chinese-Canadians to register en masse as foreign
agents for merely maintaining relations with businesses or family members
back in China. As a result, the Conservatives took a beating at polls in many
ridings where Chinese diaspora communities are concentrated. Their loss was
not due to actual Conservative policy but rather how their policies “were
distorted, misrepresented, and mischaracterized as racist and far right.”"

Another example of Chinese infiltration to covertly shape and influence
public opinion is the use of two Canadian community organizations, the
Xinjiang Association of Canada and the Ontario-based Council of New-
comer Organizations, which was co-founded by a former Liberal member of
parliament. In both cases, the organizations, who actually received Federal
subsidies, consistently promote Beijing’s narratives and their leadership
invitations to visit China with all expenses covered by the PRC.**

The case of the “two Michaels” is yet another case of Chinese interference.
Detained illegally by China on false charges of espionage, Michael Kovrig
and Michael Spavor in December 2018 were held in grim detention condi-
tions for 1,020 days. China was using them as hostage diplomacy because of
the apprehension of Huawei CEO Meng Wanzhou, who was arrested by the
Royal Canadian Mounted Police (RCMP) at the Vancouver Airport in response
to an American extradition request for sanction-breaking violations. On
24 September 2021, Meng struck a deal with U.S. prosecutors. The same day,
the U.S. extradition request was dropped and Meng flew to Shenzhen, China.
Simultaneously, Kovrig and Spavor boarded a plane to return to Canada."
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Hostile Economic Measures

The economic cudgel is another means foreign states have used to attack
Canada. China once again comes to the fore. Beijing, angry at the deten-
tion of Meng Wanzhou, aside from arresting the “two Michaels,” slapped
a ban on Canadian canola imports. It banned shipments from two Canadian
companies, Viterra and Richardson International, in March 2019, and China
introduced a more aggressive regime of inspections, as well as slowing trade
with other Canadian shippers. Moreover, when Canada attempted to take the
issue to the World Trade Organization for dispute resolution, China blocked
the move. Beijing’s economic action in this case alone is estimated to have
cost Canada’s canola industry approximately $2 billion due to lost sales and
lowered prices.'

China also retaliated by effectively quashing a deal for Canada to test and
produce a Chinese-made COVID-19 vaccine. The decision cost the Cana-
dian government more than a quarter-million dollars. The National Research
Council (NRC) paid Dalhousie University $253,997 to conduct a clinical trial
of the CanSino Biologics vaccine, however, the trial was cancelled before any
patients were actually treated. The partnership was terminated when Chinese
Customs officials refused to allow any of the vaccine to be shipped to Canada.
This action was also tied to the diplomatic feud over Canada’s arrest of Meng
Wanzhou."

Cyber-attacks

The use of cyber warfare has become a mainstay of strategic competition
(as well as criminality). The National Cyber Threat Assessment 2022 revealed
that “While cybercrime is the most likely threat, the state sponsored programs
of China, Russia, Iran, and North Korea pose the greatest strategic threats to
Canada. State-sponsored cyber activity is generally the most sophisticated

threat to Canadians and Canadian organizations.”*®

CSIS has confirmed that “Canadian organizations are the victims of thou-
sands of cyberattacks every single day, and that number is only going up.”
CSIS Assistant Director, Cherie Henderson, revealed that “Canada suffers
of thousands of cyber threat attacks on a daily basis all across the country
and numerous organizations are under that attack.” The Communications
Security Establishment (CSE) disclosed that there had been 235 known
ransomware attacks against Canadians in 2021, with more than half against
critical infrastructure.
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One researcher noted that there are between two to seven billion cyber-
attacks of varying degrees of maliciousness every day. * In 2011, China
hacked into the Finance Department, Treasury Board, and Defence Research
and Development Canada. The attacks effectively forced the temporary shut-
down of government servers.”' These intrusions were not isolated incidents.
A CSIS report revealed that there is a higher frequency of cyber-attacks being
directed toward Canada than ever before. The report asserted that “espionage
and foreign interference activity at levels not seen since the Cold War” and
that those attacks were conducted mostly by Chinese and Russian-backed
actors.?

The CSE reached similar conclusions. CSE assessed that the number and
sophistication of cyber threat actors are increasing. In its annual report, CSE
revealed it provided assistance to the Government of Canada or its critical
infrastructure partners 2,206 times, including 84 incidents “affecting
Canada’s health sector.”” CSE concluded that “state-sponsored programs
from China, Russia, Iran and North Korea pose the greatest strategic threat
to Canada, and that state-sponsored actors are likely attempting to develop
cyber capabilities to disrupt Canadian critical infrastructure.” It emphasized
that those countries have all demonstrated an intent to develop cyber-attack
capabilities against industrial control systems linked to critical infrastruc-
ture. It also warned that state-sponsored actors will continue to conduct
commercial espionage against businesses, academic and government to steal
intellectual property and information. Additionally, CSE asserted that online
foreign influence campaigns continue and that they are not limited to major
political events such as elections. Finally, it warned that cyber criminals
will continue to target Canadian institutions and businesses in ransom-ware
attacks.”

Both CSIS and CSE reporting affirm that China and Russia, as well as other
entities, are conducting cyber and human espionage that targets individu-
als, institutions and corporations in Canada. The intent appears to be the
ability to shape and / or control Canada’s political discourse, as well as to
steal economic and trade secrets from corporations and personal data from
individuals. Experts note that the threat will only increase with the advent
of 5G networks and densely populated “smart cities.” Clairvoyance Cyber
Corporation CEO Dave McMahon, stresses that “Hostile intelligence services
and militaries will continue to exploit, interfere with and influence Canadian
interests domestically and abroad, using cyber as part of a broader Hybrid
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Warfare campaign,” He insists “5G-connected smart cities intertwined with
emerging technologies such as artificial intelligence and quantum computing
will become battlefields in a new type of military conflict.” He added, “city-
dwellers interconnected through mobile technologies will provide the most
target-rich environment for spying ever.” Concernedly, McMahon stated that
“China Telecom, a state-owned telecommunications entity, has systematically
diverted Canadian Internet traffic ... through its own network to facilitate
espionage and targeting.”*

Due to concerns of foreign cyber penetration, the Canadian Government
finally announced on 19 May 2022, that it would prohibit “Canadian tele-
communications service providers from deploying Huawei and ZTE products
and services in their 5G networks” because of its concerns that those
corporations “could be compelled to comply with extrajudicial directions
from foreign governments in ways that would conflict with Canadian laws or
would be detrimental to Canadian interests.”?®

Disinformation

Not surprisingly, Canada is not immune from foreign actors targeting the
country with disinformation. A Public Safety Canada report warned
that China will attempt to control Canadians through disinformation,
media manipulation, psychological warfare and legal warfare.”” CSIS has
cautioned that “In particular, PRC media influence activities in Canada
have become normalized.” Quite simply, “Chinese-language media outlets
operating in Canada and members of the Chinese-Canadian community are
primary targets of PRC-directed foreign influenced activities.” CSIS spokes-
person John Townsend explained that “foreign states target both mainstream
media outlets [e.g., print publications, radio and television programs] as well
as non-traditional online outlets and social media channels in order to
shape public opinion, debate, and covertly influence participation in the
democratic process.”?*

For instance, one PRC cartoon campaign depicted Prime Minister Justin
Trudeau “sitting on what appears to be the skulls of Indigenous people,
grave stones in the background. “We stole your land, we killed your men,
we buried your child (sic),” says the smirking Trudeau character as vultures

124

circle behind him. ‘Let’s reconcile.”” The message was subsequently retweeted
by both a Chinese diplomat and Hu Xijin, editor in chief of Global Times, a

Chinese Communist Party newspaper with an active online presence.” The
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attack was similar to a doctored photo posted by a Chinese Foreign Ministry
official that appeared to show an Australian soldier slitting the throat of an
Afghan child, which sparked outrage in Australia.

Russia and other adversaries are no different. In 2017, during the Canadian
military’s deployment in Latvia, troops were subject to a variety of disinfor-
mation campaigns ranging from stories about Canadians being accommodated
in luxury apartments at taxpayers’ expense, to images that purported to
show them littering, all in an effort to sow distrust in NATO's presence. More
recently, over the course of the pandemic, Russian state media, and plat-
forms aligned with it, published and amplified narratives that questioned
the existence of COVID-19, along with the legitimacy of Canadian public
health protocols. “A lot of it targets our own democracies,” one researcher
explained, “to erode our trust in our democratic institutions, our elected
officials,” he said.*

With the 2022 Russian invasion of Ukraine, the disinformation campaigns
continued. Researchers identified clusters and main influencers in Canada
and abroad who were promoting pro-Russian narratives. They discovered
that in “the Canadian Twitter ecosystem” discussions on the war, approxi-
mately 25 per cent of the accounts were spreading pro-Russian talking points.
Some accounts were “Trojan horses,” with some Canadians unaware the
pro-Putin narratives trace their origins back to Russia, China or right-wing
influencers in the U.S. Additionally, many of the tweets in pro-Russian social
media conversations also expressed mistrust of institutions and “a specific
mistrust of Canada’s Liberal government, and particularly of Prime Minister
Trudeau.” Researchers concluded that “foreign interference in the Canadian
information space is now so pervasive it is sowing distrust in Canada’s demo-
cratic institutions, including the federal government and mainstream media.”
Furthermore, they noted that “social media has more and more been able
to shape people’s view. It weakens our democratic resiliency and it creates

dissent and erodes trust in institutions.”>!

Espionage

The Public Safety Canada report affirmed that foreign entities, particularly
China and Russia are “conducting cyber and human espionage that targets
individuals, institutions and corporations in Canada.”** State-sponsored
espionage in Canada is conducted both in the cyber and traditional human
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domains. Foreign entities seek to exploit social and economic conditions,
which have been especially exacerbated during the Covid-19 pandemic.

The challenge to counter the espionage is daunting. Foreign threat actors,
such as the Chinese, use liberal Western democratic freedoms to embed them-
selves into the target society. For example, the Chinese government’s OCAO
has been identified as being involved in espionage that harms Canada’s inter-
ests. Beijing and the OCAO insist there is nothing nefarious about its presence
or mandate. They contend “the united front led by the Communist Party of
China is to unite people’s hearts and minds, gather strength, actively promote
harmony in relations among political parties, ethnic groups, religions, classes
and compatriots at home and abroad ... to achieve national prosperity, na-
tional rejuvenation and people’s happiness.” In foreign relations, it defended,
the party has “always advocated tolerance and mutual appreciation among
different civilizations in the world.” As for the OCAO specifically, Beijing
maintains that it is designed to provide support to members of the Chinese
diaspora.”

The RCMP and CSIS disagree. They argue the OCAO is designed to influence
and monitor Chinese Canadians. Although both agencies continually advise
the government about such interference a multitude of hurdles are placed
in their path. First, politicians tend to suppress the information for fear of
undermining trade between the two countries and second, the actual targets
are often too frightened, for themselves as well as for their relatives in China,
to make a complaint. In the final analysis the real goal of OCAO as seen by
Canada’s security agencies is to “legitimize and protect the party’s hold on

power, burnish China’s international image and exert its influence.”**

Some examples of high-profile espionage include the infiltration of a Canadian
lab working with the Wuhan Institute of Virology. A Chinese couple working
in the Canadian lab passed information and virus samples to the Chinese
facility representing a breach in both biosecurity and bio-defence.> CSIS also
sent multiple warnings to the Canadian Space Agency (CSA) about Wanping
Zheng, a former engineer accused of negotiating on behalf of a Chinese aero-
space company. While Zheng was working at the agency, CSA technicians
noted the presence of unauthorized software by a foreign company. They also
reported at least one secure file transfer service and a messaging application
that was discovered on the computer, violating internal policy. Zheng even-
tually resigned after 26 years with the CSA.*
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Organized Crime

Organized crime is another tool foreign entities use in strategic competi-
tion that has had a direct impact on Canada. Researchers have found that
“Chinese agents have used criminal syndicates to corrupt Canadian officials,
flood Canada’s streets with dangerous drugs, intimidate local Chinese com-
munities, and buy up vast swaths of Canadian real estate.””” Chinese agents
have turned a Canadian politician and used him to launder Asian drug
money; facilitated a crime boss who ran Chinese gang wars from his
Vancouver home; and organized a local fentanyl super-factory capable of
killing scores of Canadians.”® Moreover, an RCMP operation code named
Project Sidewinder in the late-1990s uncovered the partnership between
the Chinese government and Asian criminal gangs that had worked together
in drug smuggling, nuclear espionage and other criminal activities that
constituted a threat to Canadian security.”” More recently, a Public Safety
Report concluded that China and Russia have no hesitation in utilizing
organized crime supported by high-tech networks to target citizens and
institutions in Canada.*
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CHAPTER

6

What, If Anything, Will Change
With Regard to the Security
Environment?

Strategic competition started neither with the Cold War, nor with the current
iteration of international skirmish between the great powers and other actors.
Throughout history, empires, alliances and nation states have always com-
peted for influence, access and advantage. The great Prussian strategist Carl
von Clausewitz wrote, “Is war not just another expression of their thoughts
[competing governments], another form of speech or writing. Its grammar

1

[conduct of war], indeed, may be its own, but not its logic [policy].

So, although competition between global competitors is ageless, the context,
circumstances and “grammar” of the competition has evolved into a much
more complex and challenging affair. The prominent Soviet military scholar
Aleksandr Svechin wrote:

It is extraordinarily hard to predict the conditions of war. For each
war it is necessary to work out a particular line for its strategic
conduct. Each war is a unique case, demanding the establishment of
a particular logic and not the application of some template.’

And, so it is with the current iteration of strategic competition. The shift
ushered in by the 2018 NDS galvanized conventional military command-
ers. For many, if not most, it hearkened back to the “good old days” of the
Cold War, which focused on large mechanized armies. In fact, former U.S.
Secretary of Defense Mark Esper speaking to the U.S. Naval War College
remarked that “times have changed” and he asserted that the U.S. “needed to

focus on conventional war.”?
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Esper did not have difficulty in convincing his military commanders. The
pivot created renewed interest in large exercises and increased funding for
conventional military capability, as well as new modernized armaments.
However, the key is to fully understand the competition space and balancing
resources correctly. A return to a traditional warfare model mindset has clear
dangers, as does ignoring the capability of current rivals and rogue states.
The bias to refocusing primarily on “old school” conventional warfare could
hold serious consequences.

Admiral Stavridis argued the over-dependence on military solutions, or the
use of force to achieve desired political outcomes, has left the U.S. in a poor
position to compete in the new “competition” battlespace.* This recognition
is not necessarily widespread. The conventional warfare bias is in play. From
May until the end of September 2019, “93 separate military exercises were
held, with forces operating continuously in, above and around 29 countries.”
The exercises were manifestly designed to send a message to Moscow and
they represented “the most intense uninterrupted set of drills since the end
of the Cold War.”®

For example, NATO Exercise Steadfast Defender 2021, rekindled Cold War
memories. It had been almost four decades, not since 1986, that NATO had
exercised as an alliance the complex organizational and logistical challenge of
rapidly deploying personnel and equipment from North America to reinforce
Europe. For over two weeks NATO warships, submarines and aircraft war-
gamed methods to maintain open the sea lines of communication in the event
of war in Europe.® In addition, NATO also conducted Defender-Europe 21,
which witnessed approximately 28,000 forces participating from 26 different

countries.”

The return to conventional-centric high-intensity conflict is simple enough
to understand. It is the “bread and butter” of conventional forces. NATO is
good at it. And, importantly, the consequences of losing are catastrophic.
Although all countries must maintain a conventional military capability of
fighting and winning its nation’s war, attention must be paid to what the
actual looming threat(s) is. General Joseph Votel, a former commander of both
USSOCOM and Central Command (CENTCOM) lamented, “We are way too
focused on conventional war and deterrence...Conventional war dominated
our approach.”® Similarly, General Charles Cleveland, a former Commander of
U.S. Army Special Operations Command warned, “The United States is facing
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death by a thousand cuts. We are not prepared for competition the way the

Russians, Chinese, and Iranians see it.””?

This misunderstanding, or willful blindness, to the exact nature of strategic
competition is filled with risk. American diplomat George Kennan
continually counselled that political warfare / strategic competition is “the
perpetual rhythm of struggle, in and out of war.”*° General Sir Nick Carter, the
British Chief of the Defence Staff asserted, “They [Russian and China] regard
the global context as being a continuous struggle where non-military and
military means are used unconstrained.”!! It is critical that the West begin to
act with an analogous approach to strategic competition. As Michael Vickers,
former Undersecretary of Defense for Intelligence, cautioned, “Today we face
perhaps the greatest threat environment since the end of the Cold War. The
further you go out, the more dangerous it gets, especially when you combine

advances in technology with the rise of really capable adversaries.”"?

Kimberley Kagan the founder and president of the Institute for the Study of
War agrees. She explained:

The U.S. is falling behind in this intellectual race perhaps even more
than in the technological race. Military thinkers envisioning future
conflict typically imagine returning to the large-scale wars of the
past with new technologies. They struggle to imagine new modes
of warfare and the systems, organizations, and doctrine to use them
well — particularly before the full revolutionary capabilities of new
technology have come to fruition in ways that permit large-scale
experimentation. They remain excessively focused on the challenges
of high-end conventional conflict without taking adequate account
of the transformation particularly in Russian military thinking
around the concept of hybrid war, in which military operations are
subordinated to informational objectives. Our adversaries, and par-
ticularly Russia (and Iran), are now aggressively experimenting with
new concepts and techniques in small wars, overseas engagements,
and domestic crises. The Russians are conducting extensive lessons-
learned activities based on their experiences fighting in Syria and
Ukraine, and are constantly updating their theory, doctrine, organi-
zation, and practice based on those lessons. The Chinese are learning
lessons from their historical and current pandemic and disaster relief
operations, their special operations, wargaming, and observing other
actors such as Russia overseas."’
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This concern is shared by former U.S. Secretary of Defense Robert Gates,
who cautioned, “the black-and-white distinction between conventional war
and irregular war is becoming less relevant in the real world ... Possessing
the ability to annihilate other militaries is no guarantee we can achieve our

strategic goals - a point driven home especially in Iraq.”™

The point is that our adversaries are competing on the entire spectrum from
peace / competition to conflict. As shown, they are attempting to dismember
the West without fighting directly in a hot war. Rather they are attacking
Western democracy, stealing critical technologies, promulgating disinfor-
mation, launching cyber-attacks and undermining alliances and coercing
partners. They are practicing hybrid, or in more current parlance, Gray Zone
operations.

General Gerasimov distinctly articulated the application of the Russian
methodology of competing (or more accurately great power competition /
conflict). He explained:

Moscow is increasingly focusing on new forms of politically-focused
operations in the future. In many ways this is an extension of what
elsewhere I've called Russia’s ‘guerrilla geopolitics,” an appreciation
of the fact that in a world shaped by an international order the
Kremlin finds increasingly irksome and facing powers and alliances
with greater raw military, political and economic power, new tactics
are needed which focus on the enemy’s weaknesses and avoid direct
and overt confrontations. To be blunt, these are tactics that NATO—
still, in the final analysis, an alliance designed to deter and resist a
mass, tank-led Soviet invasion—finds hard to know how to handle."”

Although competitors such as China and Russia maintain large military forces
and continue to improve and expand their arsenals, arguably leading to a
renewed arms race, they remain careful to avoid actions that would possibly
activate the conventional war “trip wire.” Rather they maintain the military
capability as a substantial, viable and overt threat, but compete on various
levels under the threshold of a “hot” or “shooting war.” They utilize “Hybrid
Warfare,” defined by NATO as “a wide range of overt and covert military,
paramilitary, and civilian measures [...] employed in a highly integrated

design.”"'¢
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Similar to strategic competition, Hybrid (or Gray Zone) Warfare is not
new. In its simplest form it represents a state or non-state entity using
every “tool” at its disposal to achieve its political objectives. The big dif-
ference is globalization and the explosion and proliferation of cheap and
available technologies and information networks have made the ability
to impact adversaries far easier. The inherent strategic ambiguity that is
created with asymmetric methodologies implicit in Hybrid Warfare impacts
the ability of adversaries to recognize real threats (or attacks), make the
necessary decisions and react accordingly.

So, the issue becomes what if anything has substantively changed in the
security landscape? Is the current strategic competition a throwback to
the Cold War? Does the CT / COIN focus of the last two decades need to be
discarded? For Sir Michael Howard, the renowned military historian, the
issue is straightforward. “No matter how clearly one thinks,” he explained,
“it is impossible to anticipate precisely the character of future conflict.” In
finding a solution to this quandary, his philosophy was simple. He asserted,
“The key is to not be so far off the mark that it becomes impossible to adjust
once that character is revealed.”"’

As such, in the current turbulent, if not continually disintegrating secu-
rity environment, recognizing the “mark” and adjusting accordingly is a
daunting challenge. The proliferation of Chemical, Biological, Radiological,
Nuclear (CBRN) weapons, advanced conventional weapons, new and emerg-
ing military technologies, as well as invasive influence activities and cyber
warfare has, and will continue to, increase complexity and risk in strategic
competition. As a result, Seth Jones, a RAND Corporation researcher and
political scientist at the Center for Strategic and International Studies,
argues, “The future of conflict means that the United States needs to prepare
to compete with these states not primarily with divisions, aircraft carriers
and strategic bombers—but by, with, and through state and non-state
proxies, cyber tools, and overt and covert information campaigns.”*®
Additionally, climate change has created turbulent weather events that
have skewed traditional predictability of seasons and weather patterns, as
well as increasing the severity of storms. Flooding, drought, increased tem-
peratures have caused dramatic changes to the environment (e.g., forest fires,
expanding deserts, increased sea states, melting ice packs, etc.) that impacts
operations in affected regions, as well as causing humanitarian crises that
also fuel global instability.
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The COVID-19 pandemic has highlighted the potential disruptive, if not
destructive, impact of future epidemics in a globally connected world. As
researchers concluded:

An invisible virus borne on the air and reaching across continents
and oceans, moving freely among people, disrespecting borders and
ideas of state sovereignty, will mark the most profound shake-up of
thinking about national security since the beginning of the atomic
age in 1945. We have entered an era in which national security is not
just about protecting the state against adversaries, but also against
dangers that have a direct impact on the daily lives of people. The
vectors of these threats are new and different — they don't present
the menacing face of armies and war, the shadowy artifice of the
traditional spy, or the low-tech threat of terrorism. The new threats
come at us straight out of our digital environment and are unleashed
out of the natural world. Digitally enabled threats take aim at pre-
cious resources — our data, our economy, our research — and the
fundamentals of our democracy. They rob us and bend the truth,
and as more of our economy is digitally enabled it is capable of
being digitally disabled. Natural hazards from climate change and
the globalized spread of serious infectious diseases threaten liveli-
hoods and lives across the country."

Consequently, the challenge is recognizing that great power competition, as
well as dealing with rivals and rogue states, is on a completely different play-
ing field. Although conventional military capability will always be required,
as both a deterrent and back-stop to military aggression, the majority of
the never-ending competition / conflict will be waged on economic, infor-
mational, political, societal and technological planes.

However, what if we fail to identify, accept or understand the character of
conflict once it is revealed? The U.S. as well as most NATO countries are tran-
sitioning from a focus on primarily low-tech, low-resourced adversaries (e.g.,
the Islamic State, al-Qaeda and other jihadist terrorist groups) to a focus on
GPC, especially with China and Russia, who have both an advanced military
capability (conventional and nuclear) and also a well-developed asymmetric /
special warfare capability.*

Therefore, it is important to frame the changes that will impact operations
in the future security operating environment, which will be characterized
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by increased lethality, enhanced speed and tempo of operations, amplified
informatization empowered through AI, increased complexity, and the loss
of traditional Western supremacy in all domains. Quite simply, an outright
shooting war itself between belligerents using modern weaponry will be dis-
turbingly swift and horrifically destructive. The competition space, fought
below the threshold of actual kinetic engagement, will become frustratingly
ambiguous and complex as adversaries struggle to make sense of events to
determine if they are real? Constitute an attack? And / or, require a decisive
response?

In summary, some of the major changes that will require actors to absorb
and determine methodologies to deal with include:

Disintegrating Rules-Based International Order

The relative adherence and stability of the post-WWII rules-based interna-
tional order is, and will continue to, fray. A resurgent Russia, an emergent
China, and a host of rogue state and non-state actors will continually chal-
lenge the status quo of international relations and norms. The Global Trends
2040 report concluded, “the international system is directionless, chaotic,
and volatile as international rules and institutions are largely ignored by
major powers like China, regional players, and nonstate actors.”*! The trans-
formation in the international system will create structural challenges that
increase risk to global stability and security. The Report noted, “In the inter-
national system, no single state is likely to be positioned to dominate across
all regions or domains, and a broader range of actors will compete to shape
the international system and achieve narrower goals. Accelerating shifts in
military power, demographics, economic growth, environmental conditions,
and technology, as well as hardening divisions over governance models,
are likely to further ratchet up competition between China and a Western
coalition led by the United States.”*

The manifestation of this deterioration of the rules based international order
and the inherent risks are clearly evident by contemporary events. China’s
build-up and militarization of the Spratly Islands and associated reefs, as
well as its intimidation of Taiwan and other neighbours demonstrates a clear
rejection of international norms. So too, Iran’s aggressive regional expansion
through the use of proxies and its own military provides another example,
as does North Korea’s rejection of international rules and agreements. Finally,
the Russian annexation of the Crimea and support to the break-away Donbas
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separatists in 2014, and its outrageous invasion of Ukraine in February 2022
represent the most lurid examples of the disintegrating rules-based interna-
tional order.

This reality bodes ill for stability and security. Against a backdrop of tooth-
less international rules and agreements, as well as impotent international
bodies to enforce compliance, and the precedence of rule-breaking actors
who are able to achieve their political objectives without substantive harm to
their regimes, strategic competition will take on considerable risk. At what
point does an actor or actors miscalculate, thereby tripping the threshold
of violence? And, how will autocratic regimes reshape the geopolitical
landscape / international order?

Proliferation of Technology

Another key major change that will impact strategic competition is the
proliferation of cheap, accessible, advanced technology. This expansion
of available technology, whether weapons, sensors, delivery vehicles,
informational technology and robotics will make adversaries, particularly
those that are not great or middle powers, as well as non-state actors, more
capable and dangerous. A report to the U.S. Senate cautioned, “U.S. national
security will likely be affected by rapid technological advancements and the
changing character of war.... New technologies include advanced comput-
ing, ‘big data’ analytics, artificial intelligence, autonomy, robotics, directed
energy, hypersonics, and biotechnology—the very technologies that ensure
we will be able to fight and win the wars of the future.”**

Significantly, the proliferation of technology also means the West will lose
its monopoly of advanced technology and the advantages in ISR and fighting
to which the West has become accustomed. The sheer scope of technologi-
cal developments makes the current era of strategic competition so much
more complex and daunting than the past. Hypersonic missiles, directed-
energy weapons, Al, cyber warfare / hacking technologies, for instance, have
increased the capabilities of state and non-state actors to impact adversary
governments, militaries and societies.

A British report on strategic competition concluded that science & technol-
ogy (S&T) has become an arena of systemic competition. It noted, “over the
coming decade, the ability to advance and exploit S&T will be an increasingly
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important metric of global power, conferring economic, political and mili-
tary advantages.”** However, the wild card becomes the ability to repurpose
off-the-shelf consumer / civilian systems in warfighting that will further
enhance the abilities of adversaries to do harm. In addition, many state
powers have little hesitancy in sharing technology with their proxies who
can then target adversaries allowing their sponsor(s) plausible deniability in
culpability.

The key impact will be the heightened effectiveness, reach and lethality of
all actors. Unmanned aerial vehicles (UAVs), commonly known as drones, are
a simple example of how technology has been exploited to enhance war-
fighting capability in modern warfare. Although military UAVs have been
in use for two decades, the Nagorno-Karabakh conflict demonstrated how
pivotal drones have become in combat. Globally, state and non-state actors are
increasingly relying on drone technology. UAVs no longer simply provide an
ISR or kinetic-strike function. They are also used for command and control,
particularly to coordinate the fires and manoeuvre of combat arms units.
Currently, it is estimated that there are 30,000 military UAVs in use.”

For example, during the Nagorno-Karabakh conflict between Armenia and
Azerbaijan from 27 September to 10 November 2020, the use of Israeli and
Turkish manufactured military UAVs by Azerbaijan to target Armenian per-
sonnel and equipment proved extremely effective during the forty-four-day
conflict. Analysts observed that Azerbaijan used its UAV fleet “to stalk and
destroy Armenia’s weapons systems in Nagorno-Karabakh, shattering its
defenses and enabling a swift advance.” Azerbaijan used surveillance drones
to spot targets and subsequently sent armed drones or kamikaze drones to
destroy them. Confirmed Armenian losses numbered: 185 T-72 tanks; 90
armored fighting vehicles; 182 artillery pieces; 73 multiple rocket launchers;
26 surface-to-air missile systems and five S-300s; 14 radars or jammers; one
SU-25 war plane; four drones and 451 military vehicles.*

The significance lies in the fact that the expanding array of relatively low-
cost UAVs can offer state and non-state actors aerospace power at a fraction
of the cost of maintaining a traditional air force. Michael Kofman, military
analyst and director of Russia studies at the Center for Naval Analyses (CNA)
asserted, “Drones offer small countries very cheap access to tactical avia-
tion and precision guided weapons, enabling them to destroy an opponent’s

much-costlier equipment such as tanks and air defense systems.”*’
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As noted, it is not just state actors that are deploying UAVs. A large number
of non-state actors have utilized drones in combat, including Islamic State in
Syria (ISIS), Hezbollah, Houthi rebels, Hamas, Boko Haram, Shiite Militias
and the Afghan Taliban, among others.” For example, in Yemen, Houthi
rebels have used UAVs to attack Saudi oil facilities, effectively penetrating
Saudi Arabian air space and striking their target with impressive precision.
In the first three months of 2021, Houthi rebels launched 45 drone attacks
against Saudi Arabia.”” Three of the UAVs struck oil facilities and airports.
UAVs also attacked the capital Riyadh, which is approximately 1,000 km
from the Yemeni border.”® Moreover, on 17 January 2022, Houthi rebels
deployed a group of armed drones on another extended almost 1,600 km
mission as part of a drone / ballistic missile coordinated attack against the
Saudi coalition partner UAE hitting the Abu Dhabi airport and starting a fire,
as well as hitting several oil trucks at a state-owned fuel depot.’ In December
2020, the Saudi-led coalition revealed that the Houthis had fired more than
850 attack drones and 400 ballistic missiles at the kingdom in the past seven
years, killing a total of 59 civilians.*

American military officials in Iraq remain deeply concerned by the continual
attacks by Iran-backed militias that use UAVs, which can evade detection
warning systems around military bases and diplomatic facilities. Rather than
rockets, the militias have begun to deploy small, fixed-wing UAVs that fly too
low to be identified by defensive warning systems. An American official with
the American-led coalition conceded the evolving drone threat represented
“the military mission’s biggest concern in Iraq.”** In addition, ISIS also had
a significant drone program in Syria and Iraq. It launched 60 to 100 drone
attacks every month in 2017 alone.*

The proliferation of technology portends no end of risk. Almost any
actor, even “lone-wolf” terrorists, with access to commercial technology can
develop drones capable of wreaking havoc. Nuclear sites, power generation
stations, stadiums, any venue with mass crowds, government buildings,
etc., are vulnerable and can become Kkilling zones. As an example, in 2015,
a drone containing radioactive material landed on Japanese Prime Minister
Shinzo Abe’s office. In 2018, in Caracas, Venezuela, President Nicolas Maduro
was almost assassinated when two explosive-laden UAVs detonated in the
proximity of where he was giving a speech. Finally, in November 2021,
an explosives-laden drone landed on the residence of Iraqi Prime Minister
Mustafa al-Kadhimi, injuring seven of his bodyguards.”
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Compounding the lethality of easily procured UAVs is the threat of “swarm-
ing,” which would allow an adversary to overload the defensive capabilities
of their opponent. In Xi’an, China, 1,374 drones were flown by the Ehangh
Company in a coordinated fashion to form complex shapes and designs for
a light show. Another company called “Intel” also demonstrated the ability
to control increasingly larger numbers of drones. In 2017, it flew 300 drones
together. The following year it deployed 1,218 UAVs together and later in the
year 2,018.%°

What makes the issues of UAV, particularly drone swarms, more concerning
is the fact that in 2018, the U.S. National Academy of Sciences concluded
that modern hobby drones operate increasingly without radio. They noted
that these drones utilize automated target recognition and tracking, GPS
chips, obstacle avoidance and other software. These factors make the UAVs
relatively invulnerable to jamming and as a result more survivable.”

Of concern is the fact that proliferation will continue. As more rogue states
gain access to CBRN munitions the likelihood of nefarious actors, proxies or
sponsored groups, gaining access to weapons of mass destruction and the
vehicles required to deploy them becomes exponentially greater.

Precision and Lethality

The proliferation of technology becomes even more disquieting when one
considers the precision and lethality of modern munitions. The advent of a
new generation of advanced weapons systems including hypersonic missiles,
UAVs, and other unmanned systems, augmented by AI, machine learning,
and other information technologies makes conflict a daunting prospect. The
formidable capabilities of current and emerging technology and munitions
makes the fielding of large conventional armies and their platforms laden with
risk. The threat environment does not end there. The jamming of communi-
cations, anti-satellite technology, EW and cyber-attacks that target networks
and the vulnerable software programs that represent the backbone of societal
and military operations will only increase risk and consequence of strategic
competition, much less a high-intensity war. The increasing development
and deployment of autonomous systems only adds to this complexity.”® The
2022 Russian invasion of Ukraine provides a stark example. Ukrainian UAVs
identifying targets and controlling fires, as well as modern shoulder mounted
anti-tank missiles are but two factors that have shocked the Russians and
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outside observers to the destruction that can be wrought on state-of-the-
art armour.”

Destructive capability is not limited to land. On 14 April 2022, the Ukrainians
sank the Russian flag-ship cruiser Moskva with a pair of Neptune anti-ship
missiles. The lethality of modern missile systems has prompted defence offi-
cials to ponder the way ahead. Traditionally, a military has developed an army
built around tanks, a navy built around ships, and an air force built around
aircraft. All these platforms are technologically advanced and extremely
expensive. However, the Ukrainian conflict has revealed that “the signature
land weapon hasn’t been a tank but an anti-tank missile: the Javelin. The sig-
nature air weapon hasn’t been an aircraft, but an anti-air missile: the Stinger.
And as the sinking of the Moskva showed, the signature maritime weapon
hasn't been a ship but an anti-ship missile: the Neptune.”*® The effective-
ness of relatively inexpensive missiles and drones against expensive legacy
platforms begs the question of how to invest limited resources.

In this light, the prognosis for a high-intensity, traditional war scenario is
ominous, if not downright appalling once one discounts the obvious Russian
miscalculation in Ukraine.** In an armed conflict, China and Russia will
attempt to achieve physical stand-off by employing layers of anti-access and
area denial systems designed to rapidly inflict unacceptable losses on the U.S.
and its allies “to achieve campaign objectives within days, faster than the

U.S. can effectively respond.”*

Globalization, the proliferation of technology and its exponential, consistent-
ly increasing capability has made a traditional war almost incomprehensible.
An increasing number of nations with substantial nuclear arsenals, as well as
the global propagation of stand-off precision missile systems and platforms,
including highly manoeuvrable cruise missiles, as well as hypersonic weap-
onry (weapons that travel at five times the speed of sound and that can dodge
and weave during flight to avoid interceptors) and glide vehicles, matched
with networked sensors are capable of delivering large payloads of munitions
(with nuclear or conventional warheads) at increased ranges so that targets
can be engaged and destroyed almost anywhere with accuracy within a short
period of discovery and decision-making.”> Space based weapons, lasers,
directed-energy munitions and high-powered microwaves will only increase
lethality and reach.
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Recent advances by Russia and China highlight the threat. American offi-
cials were apparently “rattled” by the November 2021 Russian missile test
that struck a defunct space satellite bringing the fear of a militarized space
one step closer.* Similarly, China has demonstrated its capability as well.
One top American military official acknowledged, “They [China] launched
a long-range missile. It went around the world, dropped off a hypersonic
glide vehicle that glided all the way back to China, that impacted a target
in China.”® Its accuracy was disturbingly precise. Unlike intercontinental
ballistic missiles that travel in a predictable arc and are trackable by long
range radars, a hypersonic missile moves much closer to the earth, making
it difficult for radars to detect.*® Compounding the concern is the fact that
China has accelerated the pace of its nuclear expansion. Experts predict
the PRC will have up to 700 deliverable nuclear warheads by 2027.*” These
weapons systems limit the amount of time decision-makers have to assess the
required response options or to intercept the attack.

These advancements are not unexpected. Already in early 2018, American int-
elligence agencies warned that Russia sought to advance and operationalize
anti-satellite capabilities including directed-energy weapons and potentially
dual-purpose satellites that could conduct offensive strikes in space against
an adversary’s satellite network.*® In fact, Russia announced continued
progress on its A-235 “Nudol” anti-satellite missile, “which aims to provide
enhanced range (compared with previous technology) while enabling kinetic,
non-nuclear strikes against adversary missiles and satellites.””*

Furthermore, President Putin heralded the existence of the Zircon missile,
which he claimed can cover 1,000 km at Mach 9 speed. The Zircon cannot be
tracked by any radar or intercepted by any air defense system in existence.”
Moreover, Russian surface ships and submarines carry the Kalibr family of
sea-launched cruise missiles, which can house conventional or nuclear war-
heads and have a range of thousands of kilometres. These lethal munitions
ensure no adversary has sanctuary from attack.”

The dual capability of conventional or nuclear warheads also brings the
issue of lethality to an entirely new level. Disturbingly, it is more and more
common to hear of the consideration of using tactical nuclear ordnance in
conflict. The combination of miniaturized low-yield warheads combined
with accurate deliver systems makes the option of a “limited” nuclear war
frightening. The idea that a limited nuclear war could be fought without
triggering a larger exchange, borders on wishful thinking.*
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Importantly, there are relatively few problems with accurate delivery of
ordnance. As innumerable analysts have identified, the world has become
one big sensor, making masking military deployments or actions virtually
impossible. As one researcher observed:

The amount of data generated by networked devices, is on pace to
triple between 2016 and 2021. More significant, the proliferation
of low-cost, commercial sensors that can detect more things more
clearly over greater distances is already providing more real-time
global surveillance than has existed at any time in history. This is
especially true in space. In the past, the high costs of launching
satellites required them to be large, expensive, and designed to orbit
for decades. But as access to space gets cheaper, satellites are becom-
ing more like mobile phones—mass-produced devices that are used
for a few years and then replaced. Commercial space companies are
already fielding hundreds of small, cheap satellites. Soon, there will
be thousands of such satellites, providing an unblinking eye over the
entire world. Stealth technology is living on borrowed time.”

Making the battlespace even more challenging is the advancements in the
miniaturization of cameras and satellites. New microsatellites are relatively
cheap, small, and effective. A single rocket launch can deliver 80 small
photo reconnaissance satellites into orbit. This capability has permitted the
American company “Planet” to photograph any corner of the globe with one
of its 200 satellites. Furthermore, it can update images daily with two-meter
resolution. Actors need only project coverage over their objective areas. They
can achieve this by deploying 300 to 500 microsatellites over their areas of
interest or concern. Remarkably, these satellites can generate imagery of one-
metre resolution and transmit data every five to ten minutes. The point is,
this satellite array will have complete photo coverage of a conflict zone or
area of interest and be able to spot any aircraft or ship entering into the
battlespace and provide exact targeting data.™

An example of the danger of sensor to shooter timeliness and accuracy was
demonstrated by the Russians in the Ukraine since 2014. They had “short-
ened to mere minutes the time between when their spotter drones first
detected Ukrainian forces and when their precision rocket artillery wiped

those forces off the map.”>
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In addition, the observation on stealth technology is not an idle thought.
As noted earlier, the proliferation of technology is bound to continue. As
an example, Russia is supplying Iran with an advanced satellite system, the
Kanopus-V, which will give it an unprecedented ability to track potential
military targets across the Middle East and beyond. The Russian system is
equipped with a high-resolution camera that allows continuous monitoring
of facilities ranging from Persian Gulf oil refineries and Israeli military bases
to Iraqi barracks that house American troops. Military experts explain, “This
capability will allow Iran to maintain an accurate target bank, and to update
that target bank within a few hours” every day. Equally concerning, Tehran
can share the information with pro-Iranian militia groups across the region.

With increased sensing and identifying capability and the ability to rapidly
process information and cue sensors to shooting platforms through AI,
the deployment and manoeuvre of forces becomes extremely challenging.
Additionally, the lethality of modern weapon systems makes survivability
more tenuous.

Increased lethality is also a function of advancements in other weapon
technology. Next-generation high-power radio frequency-directed energy
weapons® that can disrupt electronic controls and shut off vessel engines
without harming occupants, as well as millimetre wave active denial-directed
energy technology further complicate the battlespace. The U.S. DoD defines
directed energy weapons as those using concentrated electromagnetic energy,
rather than kinetic energy, to “incapacitate, damage, disable, or destroy
enemy equipment, facilities, and/or personnel.””” For example, during a
border standoff between China and India in the western Himalayas, analysts
have warned of the use of a “micro-wave” weapon that sent a high-frequency
blast through Indian soldiers, forcing them to withdraw from strategic
mountain top positions. Chinese professor Jin Canrong from the Renmin
University in Beijing, revealed that two contested mountain tops were
deliberately turned “into a microwave oven.”*®

These high energy laser (HEL) weapons can be used by ground forces to
conduct such operations as short-range air defence (SHORAD); counter-
unmanned aerial vehicles (C-UAV); and counter-rocket, artillery, and mortar
(C-RAM) missions. The weapon systems can also be used to “dazzle” (i.e.,
temporarily disable) or damage satellites and sensors, which in turn can
disrupt and impede ISR operations, military communications and GPS
systems used for targeting.*
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Additionally, UAVs as previously discussed, are widespread across the bat-
tlespace. Ominously, they have augmented the level of lethality already
present on the battlefield. UAVs, especially when deployed in swarms, can
inflict extensive damage at an extremely low cost. Experts have determined
that tamper-proof features of blockchain for UAV swarms provides strong
effective protection of mission-critical data, which makes disruption and / or
interference with deployed UAVs extremely difficult.*

The U.S. and British militaries have programs to build “swarms” of small
UAVs that operate as a group using advanced AI. The swarms can be
launched from aircraft and ships. They can be used to overwhelm adversary
defenses. Experts have postulated the deployment of swarms of hundreds, if
not thousands of UAVs.® In 2020, a Chinese state-owned company released
a video showing a Hummer-like vehicle that launched a swarm of 48 drones,
each carrying a high-explosive warhead. The following year, the Indian army
demonstrated the capability of launching 75 drones, with plans to increase
it up to 1,000 UAVs. Drones deployed in swarms can overwhelm any defen-
sive system that may be deployed. For instance, as early as October 2020,
China revealed new airborne loitering munitions that can be launched from
the back of a truck and which use swarming behaviour to attack targets. It
represented an extremely potentially lethal and low-cost threat to expensive
Western military hardware.*

Importantly, military-grade UAVs can fly themselves to a specific location,
select their own targets and destroy targets without the assistance of a remote
human operator. Such weapons known as a lethal autonomous weapon sys-
tem (LAWS) are now in play. Their use adds yet another layer of capability
and lethality.”® After all, loitering munitions, also known as kamikaze drones,
are totally autonomous and can “find, decide to engage, and engage targets
on their own” without the need for human intervention.*® Once launched,
kamikaze drones fly to a specific target area, where they “loiter,” scanning for
targets. When they detect a target, they simply fly into it, detonating their
onboard payload of explosives.*

For example, Turkish-backed forces of the UN-recognized Libyan govern-
ment, using Turkish supplied drones, hunted down and killed soldiers loyal
to the Libyan strongman Khalifa Hifter as they tried to retreat. The operated
without human control to destroy Hifter’s soldiers as they fled.
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Finally, the development of motor-powered exoskeleton suits that increase
human capacity to carry weight or cover distances already exist. The use
of armour plate, weapon suites and jet-packs for flight are just a matter
of time.%

So too is neurowarfare, which is defined as “the strategic takedown of a
competitor through the use of neuroweapons that remotely target the brain
or central nervous system to affect the targeted person’s mental state, mental
capacity and ultimately the person’s behavior in a specific and predictable
way.”®” Similar to cyber warfare, neurowarfare has both a defensive and
offensive capability. Researchers explain that in “a defensive capacity,
neurowarfare could prevent conflict before it starts, easing tensions by
shaping attitudes and perceptions about the potential adversary. In an
offensive capacity, neurowarfare could manipulate the political and social
situation in another state, thus destabilizing the adversary, either as a stand-

alone tactic or in conjunction with a military strike.”*

Apparently, neurowarfare testing has already begun. In December 2016, CIA
officers and American and Canadian diplomats stationed in Havana, Cuba,
reported hearing pulsing sounds, sometimes accompanied by pressure sensa-
tions in their heads. Neurological symptoms such as headaches, dizziness,
cognitive difficulties, fatigue, and hearing and vision loss followed. In total,
over 40 U.S. government employees were affected, 24 being diagnosed with
brain damage. Similar reports have emerged from U.S. personnel in China,
Russia, Uzbekistan, and CIA officers working in several different countries.
Two separate cases in Washington D.C. area are also currently under investi-
gation. Investigators determined that “this is intentional, this is directed, this

seems to be a beta test of some type of a viable neuroweapon.”®

Command & Control

When it comes to the concept of command and control (C2) there are a num-
ber of issues to deal with such as military C2 in the battlespace, inter-agency
cooperation and the impact of social media. Conflict, particularly against
a peer or near-peer adversary, will entail operating in a degraded and
severely contested communications / electronic environment. For instance,
Chinese and Russian electronic warfare, cyber, and counterspace capabilities
represent an existential threat to critical command, control, communica-
tions, computer, intelligence, surveillance, and reconnaissance capabilities.
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Disruption to these critical warfighting functions will severely limit combat
effectiveness.”

This reality compounded by the speed of sensor-to-shooter platforms and the
lethality of modern weapon systems means that military forces must conduct
dispersed / decentralized operations. To accomplish this effectively, C2 must
rest on robust communications suites, but more importantly, allow for highly
decentralized decision-making processes that provide tactical commanders
both the authorities and the methodologies to deliver the required combat
effects. Strong and clear commander’s intent must drive tactical decision-
making without the need to request permission from higher authorities
at all times. Trust and mutual understanding between commanders and
sub-ordinates will become key factors in success.

These attributes will not magically take hold on “game-day.” Leaders at all
levels must be trained and educated to fight with degraded information and
disrupted command. They must be developed to be comfortable operating
with “loose, decentralized peer-to-peer command, control, and communica-
tions structures in degraded, disrupted, or contested environments.” They
must also be comfortable operating independently and being self-sufficient
for extended periods of time. The employment of mission command and other
forms of decentralized and delegated command philosophies, particularly
when command systems are disrupted will become paramount. As former
Secretary of Defense, General James Mattis explained, “The more we antici-

pate . . . the less we have to improvise in combat.””

Nonetheless, despite the need for dispersed operations and increased author-
ities to tactical commanders based on clear commander’s intent, there will
still be a requirement for robust informational and communications systems
that are “to gather, transmit, process, understand, and act on information
faster and with greater accuracy than an opponent.” Researchers have argued:

Advantage in peace and victory in war will demand a mixture of
technical information systems and cognitive functions such as
command decision-making. Every effort should be expended to
attain an advantage by degrading adversary systems and protecting
friendly systems while disrupting the enemy’s cognitive command
processes and sustaining one’s own. These imperatives create a
“techno-cognitive confrontation” that is continual and widespread,
crossing delineations between peace and war. Within this context,
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great-power warfare would be far more chaotic, lethal, and contested
than the conflicts of the post—Cold War period.”

Conflict is not the only sphere where C2 will need to be carefully examined.
Even within the Gray Zone sub-threshold competition space, C2 can be easily
compromised. Jamming, hacking, cyber-attacks, disinformation, particularly
“deep fakes” can disrupt, degrade and compromise C2.

Moreover, effectiveness in the Gray Zone requires a whole-of-government
approach, enabling cooperation between various government departments
and agencies working together in a seamless fashion to create collective,
synchronized / harmonized actions to stymie our adversaries. However,
as one senior SOF officer observed, “The sectoral structure of Western
governments leads to an often observed inability to collaborate, or even to
coordinate efforts, between governmental agencies.” He added, “There is
no integration between big [governmental| organizations facing the same

security problem.””

Frank Hoffman, an expert in Hybrid Warfare agrees. He emphasized that
“defeating the hybrid adversary will require alterations in how military and
national security organizations think about strategy and how leaders are
educated. It will require commanders throughout the military that can work
across organizational boundaries, with coalition members, international

organizations, and non-military agencies of government.””

However, the change in the C2 landscape also presents opportunities. Social
media is used by some actors, notably non-state actors, for internal commu-
nication, information sharing, coordination, and synchronization of actions.
Groups that are dispersed over large areas or that have no formal technical
backbone to their structure utilize cell phone technology and social media as
a means of C2. For instance, during the Arab Spring social media was used to
generate swarms of protestors at specific locations.

Although the use of social media as a C2 mechanism does not allow for an
attack on a centralized network, nodes or HQs, it does expose these adver-
saries to intercept and interference.” That being said, these actors can also
practice defensive activities that make the use of encryption, anti-tracking,
and/or IP-concealing software in connection with social network media.
Nonetheless, many non-state actors have shown a clear lack of appreciation
or knowledge of operational security (OPSEC). They have demonstrated
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a lack of awareness about basic cyber-security, which has allowed a large
number of terrorists and insurgents to be taken off the battlefield.”

Another concern with C2 and social media is the fact that any action in a con-
flict zone, or anywhere else, can be uploaded in real time and become viral.
The issue of disinformation, incorrect context, and / or deep fakes makes the
requirement to respond equally quickly problematic for traditional, hierar-
chical military establishment. An event posted spreads rapidly. The ability of
the chain-of-command to seek clarification through its hierarchical structure,
process the information, craft a response, and then approve its distribution
simply cannot compete with the current speed of information. As such,
C2 requires the ability to allow tactical commanders at the ground level to
respond as quickly as possible to correct, refute and / or explain the
context of the allegations. The longer the lag time, the lesser the impact of
the response.

Freedom of Manoeuvre & Concealment

Freedom of manoeuvre is yet another aspect in the changed security land-
scape. Unlike the past two decades where the U.S. and its NATO allies have
had the luxury of dominating any combat zone with ISR, precision fires,
communications and freedom of movement on land, sea and air, any
deployment in a future conflict, as well as in the environment of strategic
competition, will be challenging. Satellite surveillance, advanced sensors and
radars networked to shooting platforms, as well as state-of-the-art A2/AD
networks will challenge even the most advanced technologically advanced
militaries to maintain secrecy of manoeuvre. Moreover, the proliferation of
drone technology, as has been seen in recent conflicts, has allowed even small
state as well as non-state actors to possess an extremely capable ISR capability.

Even movement in non-conflict, below the threshold of conflict Gray Zone
activities, will be constrained. The proliferation of smart phones virtually
makes any person a potential sensor. Posting on social media platforms and
the internet makes any action taken potentially distributed in real time.

Moreover, the proliferation of close-circuit TV (CCTV) and facial recognition
at airports and other transit points makes concealment increasingly difficult.
SOF individuals transiting airports around the world can become identified
based on their presence during specific events or crises or simply from visit-
ing embassies or training bases. This information can be uploaded and used
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to identify individuals as they enter specific countries. As noted earlier, the
Chinese Road & Belt initiative that has witnessed China build airports and
ports for Third World Countries also included the installation of surveillance
suites that allow China to monitor travelers, thus allowing them to build a
large data-bank of facial images and information.

In addition, the digital footprint of individuals using their smartwatches and
fitbit devices, as well as their social media platforms provides another poten-
tial vulnerability to freedom of movement and manoeuvre. For example, U.S.
personnel using personal fitness trackers unwittingly revealed the location of
secret bases, as well as patrol routes in theatres of operation such as Iraq and
Afghanistan.” Intelligence analysts have warned:

the biggest danger may come from potential adversaries figuring out
“patterns of life,” by tracking and even identifying military or intel-
ligence agency personnel as they go about their duties or head home
after deployment. These digital footprints that echo the real-life steps
of individuals underscore a greater challenge to governments and
ordinary citizens alike: each person’s connection to online services
and personal devices makes it increasingly difficult to keep secrets.”

Artificial Intelligence (AI)

Al is “the theory and development of computer systems able to perform
tasks that normally require human intelligence, such as visual perception,
speech recognition, decision-making, and translation between languages.””
The Joint Special Operations University (JSOU) defines Al as “a specific field
within computer science that explores how automated computing functions

can resemble those of humans.”®

AT has demonstrated that it can rapidly and effectively furnish reliable data
analysis to assist, if not empower, decision-making. AI's biggest advantage
comes from its ability to find patterns that would otherwise be indecipher-
able to human analysts.®" Quite simply, Al analyzes and assesses data and
subsequently can recommend potential decision options. A RAND report
revealed:

Unlike in past technological developments, such as atomic weapons

and stealth aircraft, the United States will not have a monopoly, or
even a first-mover advantage, in the competition for military AL
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China is aggressively developing robotic systems and an assortment
of other systems to integrate data from a wide variety of sensors
to identify hidden targets, provide a common operating picture to
commanders, and enable rapid decision-making. Russia also has
an advanced robotics program but is more actively pursuing other
areas, such as defensive systems, decision-making and planning
tools, electronic warfare, cyber warfare, and Al-driven disinforma-
tion campaigns. Russia is already using AI technologies in support of
its hybrid, gray-zone, and information warfare operations abroad.*

The RAND observation is important since as the Final Report of the National
Security Commission on Artificial Intelligence concluded, “The ability of a
machine to perceive, evaluate, and act more quickly and accurately than a
human represents a competitive advantage in any field—civilian or military.
AT technologies will be a source of enormous power for the companies and
countries that harness them.”®’ Experts believe that Al-enhanced capabilities
will be the tools of choice in the renewed era of strategic competition as com-
petitors (e.g., peer, near-peer, rogue states, non-state actors) develop and /
or acquire AI concepts and technologies (through cheap and commercially
available AT applications) to achieve their objectives.

Notably, both the Chinese and Russians have placed great effort into develop-
ing AI capabilities. President Putin proclaimed, “Artificial intelligence is the
future of not only Russia, but of all mankind,” and “whoever becomes the

leader in this sphere will become the ruler of the world.”*

Experts tend to agree. They insist that defending against an Al-enabled
adversary without the use of AI was an “invitation to disaster.” In essence,
“AI can compress decision timeframes from minutes to seconds, expand the
scale of attacks, and demand responses that will tax the limits of human
cognition.”*> Human operators will not be able to contend with, much less
defend against, Al-enabled cyber or disinformation attacks, drone swarms
or missile attacks without the assistance of Al-enabled technology. As one
expert asserted:

Even the best human operator cannot defend against multiple
machines making thousands of manoeuvres per second at hyper-
sonic speeds and orchestrated by AI across domains. Humans cannot
be everywhere at once, but software can — it can augment human
capability and can have enormous benefits. It can defend society
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and democracy, it can enable operational advantage, and remove

humans from harm’s way.*

The power of Al is easy to understand. So too, are the enormous military

applications that Al can assist. Military uses of AI include:

1.

Processing and Managing Intelligence — with the proliferation of
sensors, UAVs, and other surveillance technology, AI allows for
an efficient and effective method to cull images and information
collected from these systems. Importantly, AI can rapidly process
a flood of data from varied ISR platforms operating in multiple
domains and flag important information such as missile systems,
military vehicles, troops, and intelligence information. It allows the
user to move faster than their adversary, thus enhancing offensive
mobility and defensive posture, thus, increasing force protection.
Equally, early identification and engagement enhances the element

of surprise and minimizes exposure to enemy fire.

Speed of Decision-Making — AI can process enormous amounts
of data faster than a human. Utilizing AI allows one to sequence
through the observe-orient-decide-act (OODA) cycle faster than
one’s adversaries, thereby bestowing clear advantage by driving
events rather than reacting. This advantage will deny adversaries
the ability to act effectively in a timely manner whether on the
offensive or defensive.

Improved Targeting and Situational Awareness — the myriad of
cameras conducting surveillance globally and generating images can
easily create data overload. With all of this data being generated,
Al can analyze incoming video and imagery and flag activity and
images of interest rapidly, thereby allowing for precipitous targeting

and / or increasing situational awareness.

Decision-Making Support — As noted above the ability to process
information, video and images swiftly allows AI to recommend
options to decision-makers faster or in some cases it can furnish an
array of higher-quality options to choose from compared to those
that humans could generate in the same timeframe. For example, Al
is able to take routing technology that can process complete maps
and real-time or projected traffic information and develop multiple
options for travel.
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5. Mitigation of Manpower Issues — The military is almost always
faced with personnel shortfalls. AT allows for some tasks (e.g., image
analysis, translation) to be done without humans. Moreover, Al
is instrumental to robotics, which will further alleviate personnel
issues on the battlefield in a multitude of ways (e.g., shortage of
personnel, risk to personnel, deprivation issues. Moreover, robotics
can increase accuracy and precision compared to humans, as well as
increasing efficiency since robots do not get tired, bored, stressed
or frightened.

6. ISR — The ability to autonomously collect intelligence by way of
drones, from ground and space-based sensors, as well as in cyber-
space will generate even greater amounts of data that will need to
be processed. Al is a key factor in both processes — collecting and
analyzing.

7. Operating in Denied / Hostile Environments — adversaries have
invested heavily in A2 / AD technology and networks to deny the
ability of opposition to project force into regions that they wish
to control. These systems are increasingly lethal to personnel and
equipment. General Mark Milley explained, “strategic competitors
like Russia and China are synthesizing emerging technologies with
their analysis of military doctrine and operations. They are deploy-
ing capabilities to fight the US through multiple layers of stand-off
in all domains — space, cyber, air, sea, and land. The military
problem we face is defeating multiple layers of stand-off in all
domains in order to maintain the coherence of our operations.”®’

Al-driven autonomous systems will assist in operating in envi-

ronments that are increasingly non-permissive for humans. For

example, swarms of UAVs / drones can be launched to overwhelm
defences and allow follow-on forces penetrate defensive barriers
with fewer casualties.*®

Tempo

The development and proliferation of advanced technologies has accelerated
the speed and complexity of war.** Conflict between belligerents, particularly
great powers, will be fast-paced, extremely lethal, and exceptionally chaotic.
Precision weaponry networked with a multitude of ground and space-based
sensors will allow for accurate long-range engagements, which will force
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dispersion and rapidity in manoeuvre to avoid becoming a target. Al gener-
ated data, as well as decision-support will assist in creating relative clarity
quickly prompting continual decision cycles resulting in perpetual motion of
both planning staffs and manoeuvre forces. The use of AI will press tempo
to limits not yet experienced in conflict. Decision-cycles will be collapsed
and decision-making pressed to extremes as belligerents try to make sense of
what is occurring and what capabilities still exist.

In addition, the introduction of robotics and exoskeletons will enhance
endurance and drive greater tempo. China has already developed a motor-
powered exoskeleton that can carry ammunition boxes weighing 50 kilograms
(kg). The light-weight exoskeleton suit, known as the portable ammunition
support assist system for individual soldiers, can provide 20 kg of assisted
strength to its user, relieve more than 50 per cent of the burden and greatly
reduce risks of waist injury. It takes less than 40 seconds to put on the suit
and take it off. The suit’s motor gives a reacting force to its user every time
the user gets up after bending over, so the user can get up faster with less
effort. Optional hooks can be used when carrying ammunition boxes, and
they can not only help the user with a better grasp, but also give assisted
strength. With the help of the exoskeleton suit, one person can carry am-
munition boxes weighing 50 kg without much effort, and two people can
carry more than 75 kg with ease.

The impact of increased tempo has also driven the U.S. concept of the SOF
Hyper Enabled Operator (HEO), which is designed to counter tempo, but
ironically will also drive-up tempo. The intent of the HEO system is to
provide the right information to the right person at the right time without
overloading them. Empowering the operator by technologies that enhance
the operator’s cognition to increase situational awareness, reduce cognitive
load, and accelerate decision-making is admirable, but will also fuel faster

and potentially longer operations.”*

Enhancement can be categorized into three main areas. First, neuropharma-
cology, which utilizes drugs designed to target specific areas of the brain.
Second, brain stimulation, which uses electric currents to invigorate specific
areas of the brain. Third, brain-computer interfaces (BCI), which pertain
to “opening up pathways to connect the brain to a computer in order to

allow the two-way flow of information, either to program new behaviors or
control external machines and devices.” These technologies have the ability
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“to improve warfighter performance by enhancing memory, concentration,
motivation, and situational awareness while negating the physiological ills of
decreased sleep, stress, pain, and traumatic memories.”*!

Finally, the ability of modern technology to see through periods of poor
visibility will further drive the will of commanders to continue operations
regardless of time of day / night or weather conditions. In sum, combat,
which has always been exhausting to its participants will enter an even more
demanding era.

Cyber

Cyber warfare, according to the RAND Corporation, “involves the actions by
a nation-state or international organization to attack and attempt to damage
another nation’s computers or information networks through, for example,
computer viruses or denial-of-service attacks.”?> General Sir Patrick Sanders,
the head of UK's Strategic Command, underscored the importance of
cyberwarriors. “These cyberwarriors,” he explained, “will be as vital to our
defences as an F-35 pilot, a special forces operator or a submariner — and in
contact with the enemy more frequently and persistently than any of them.”*
As one researcher noted:

Everything is connected to everything else — systems, machines,
people. Everything can be damaged, disrupted or put out of service
practically from anybody anywhere. Defenders don’t know when an
attack is being launched, where it will strike and how. The result-
ing ambiguity makes an adequate reaction difficult, in particular for
societies or multinational organizations that operate on the principle
of consensus such as the European Union and NATO.*

Chinese military strategists argue that “whoever controls space will control
the earth.”” Experts agree and believe that the opening salvo of conflicts are
most likely to be cyber weapons and electromagnetic radiation with their
primary targets being space operations centres, satellites, and ground-control
stations rather than military bases, ships or ground units. A PLA spokesman
revealed, “In information systems combat operations, the side that seizes con-
trol of the electromagnetic spectrum...will control the course of the war.”*

Similarly, Russian military strategists stress the importance of establishing
“information dominance on the battlefield.”*” Major General Yuriy Lastochkin,
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head of the Russian Defense Ministry’s radio-electronic warfare force relat-
edly proclaimed, “EW is the most effective, fast-moving and cost-effective
means of neutralizing the technical advantages of the opposing side... In
the near future, qualitative changes in the development of EW [electronic
warfare] forces and means will make it possible to decide the fate of all
military operations.””® Experience has shown that Russia skillfully utilized
cyber-attacks to destabilize Georgia in 2008 and the Ukraine in 2014, as well
as in 2022 prior to its military invasion.

The 2018 United States National Cyber Strategy declared, “persistent
engagement in cyberspace is already altering the strategic balance of power.”
Moreover, in 2021, the U.S. Intelligence Community’s Annual Threat Assess-
ment report asserted that its greatest concern with regard to cyber warfare
was about China, Russia, Iran and North Korea. Specifically, their intent to
gain access to critical infrastructure and to undermine, through digital influ-
ence campaigns, the American public’s confidence in institutions and the

confidence of Allies and partners in American foreign policy commitments.®

Quite simply, cyber warfare is, and will continue to be, a decisive weapon in
both Gray Zone operations and overt conflict by peer, near-peer and other
state and non-state actors. For instance, a hacker, using the handle “Cyber-
Caliphate,” who self-declared as a member of ISIS / Daesh in January 2015,
used the Twitter page of the Albuquerque Journal to post addresses, phone
numbers, arrest records, and other sensitive personal information stolen
from various databases. Subsequently, the CyberCaliphate struck the Twitter
account of the U.S. CENTCOM and sent threatening messages to American
service members. Some internal documents also appeared on CENTCOM’s
public Twitter feed.'®

Similarly, the hacker group of the Syrian Electronic Army attacked the
Twitter account of the Associated Press news agency. It published a tweet
that reported that the White House had been bombed and that the president
was injured. This tweet resulted in a $1,365 billion USD plunge in the S&P
500 index within three minutes.'”

A final example, Colonial, which transports more than 100 million gallons of
gasoline and other fuel daily from Houston to the New York Harbor, was the
target of a cyber ransomware attack (that consists of malicious software that
locks out a victim from their computer and renders it unusable) that forced
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them to halt operations. Colonial, transports through 8,800 km of pipeline,
approximately 45 per cent of all fuel consumed on the East Coast.'*

The advent of cyber warfare has proven to be a major game changer. It allows
an adversary to shape the environment and achieve political objectives below
the threshold of violence, and / or set the stage for actively commencing hos-
tilities. Denial of service attacks can destabilize a target country by attacking
banking institutions, government services and utilities, thus creating pos-
sible agitation, protests and domestic upheaval. Hijacking social media and
internet platforms can seed disinformation and deep fakes, which can further
aggravate internal governance. Additionally, attacks on C2 nodes as well as
satellite services can cripple an adversary’s ability to communicate, control
and / or support forces, as well as utilize their full inventory of capabilities.

Influence Activities

The term influence activities refers to organized attempts to achieve a specific
effect among a target audience. These “attempts” include public diplomacy,
strategic communications, information operations, and other methodologies
that can be utilized to influence attitudes, behaviors, and decisions (i.e., “win
hearts and minds”) of a specific target audience. RAND Corporation research-
ers in 2009 defined influence operations as “the coordinated, integrated, and
synchronized application of national diplomatic, informational, military, eco-
nomic, and other capabilities in peacetime, crisis, conflict, and post-conflict
to foster attitudes, behaviors, or decisions by foreign target audiences that
further U.S. interests and objectives.'”

The RAND researchers explained that influence activities “primarily consist
of non-kinetic, communications-related, and informational activities that aim
to affect cognitive, psychological, motivational, ideational, ideological, and
moral characteristics of a target audience.”'** A 2019 RAND research team
expanded the construct of influence activities to a concept they entitled
Virtual Societal Warfare, which can involve any combination of a broad range
of techniques including:

* deploying classic propaganda, influence, and disinformation opera-
tions through multiple channels, including social media;

* generating massive amounts of highly plausible fabricated video and
audio material to reduce confidence in shared reality;
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* discrediting key mediating institutions that are capable of distin-
guishing between true and false information;

* corrupting or manipulating the databases on which major compo-
nents of the economy increasingly rely;

* manipulating or degrading systems of algorithmic decision-making,
both to impair day-to-day government and corporate operations and
to intensify loss of faith in institutions, as well as increase social
grievances and polarization;

* using the vulnerabilities inherent in the connections among the
exploding IoT to create disruption and damage;

* hijacking virtual and augmented reality systems to create disruption

or mental anguish or to strengthen certain narratives; and

* inserting commands into chatbot-style interactive systems to
generate inefficiencies and in some cases personal frustration and

anxiety.'”

The analysis suggests that Virtual Societal Warfare has characteristics that
will have a direct impact on operations. RAND researchers contend these
include:

* National security will increasingly rely on a resilient infosphere
and, even more fundamentally, a strong “social topography.” This
resilient infosphere will require strong mediating institutions and a
population continuously inoculated against the techniques of social
manipulation;

* The barrier between public and private endeavours and responsi-
bilities is blurring; national security will rely on the cooperation of
private actors as much as public investments. This cooperation is
especially required since technologies and techniques of this form of
conflict are increasingly available to a wide range of actors both state
and non-state. Importantly, private power in this realm matches and,
in some cases, exceeds public power; and

* Conflict will increasingly be waged between and among networks.
This reality is already evident, for instance, in the complex, inter-
national network of hackers, activists, and informal propagandists
being employed by Russia as part of its information campaigns,
and in China’s use of Chinese citizens and ethnic Chinese abroad to

further its control over key narratives.'®
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Regardless of the term used, influence activities / virtual societal warfare, the
end result is a far more complex and difficult security environment to navi-
gate. As previously stated, Russian thinking has reemphasized Soviet beliefs
that the “initial period of war, which they perceive to be the period of time
directly preceding the conflict, as well as the opening days of combat, will
decide the outcome of the conflict. The Russians have shown an ability and
intent to utilize “aggressive information-psychological operations in order to
coerce adversaries, shape the environment, and prepare for conflict.” Russian
military strategists believe “in the pre-conflict or crisis phase of modern war-
fare, non-military means such as information will weigh in at a ratio of 4 to
1 with military means.” Similarly, other Russian analysts insist that “success

in modern warfare is predicated on information superiority above all else.”'"”

They are not wrong. In October 2020, an American Joint Force wargame
demonstrated how the U.S. and its allies could lose a conflict. The Vice Chair-
man of the Joint Chiefs of Staff, General John E. Hyten, conceded that the
U.S. Joint warfighting concept “failed miserably” when the red team denied
U.S. forces in the information environment, impairing communications and
command and control, and rendering useless many key capabilities.'*®

For this reason, Lieutenant General Francis Beaudette, a former commander
of the U.S. Army Special Operations Forces Command, explained, “We want
every fight to be unfair as we pressure our adversaries from every angle and
across all domains. It has never been more important to understand the cog-
nitive, social, economic, and physical influences that affect human behavior.
This is why we are aggressively training in the information space.”'*”

The concept of cognitive warfare represents the most advanced form of
manipulation to date, allowing the influence of an individual or a group of
individuals on their behavior, with the aim of gaining a tactical or strategic
advantage. The NATO Innovation Hub explained, “in this field of action, the
human brain becomes the theater of operation. The objective is to act not
only on what the target individuals think, but also on how they think, and

77110

ultimately, how they act.

Cognitive warfare poses a daunting challenge. Researchers have identified
that it:

disrupts the ordinary understandings and reactions to events in a
gradual and subtle way, but with significant harmful effects over
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time. Cognitive warfare has universal reach, from the individual to
states and multinational organizations. It feeds on the techniques of
disinformation and propaganda aimed at psychologically exhausting
the receptors of information. Everyone contributes to it, to varying
degrees, consciously or sub consciously and it provides invaluable
knowledge on society, especially open societies, such as those in
the West. This knowledge can then be easily weaponized. It offers
NATO's adversaries a means of bypassing the traditional battlefield
with significant strategic results, which may be utilized to radically
transform Western societies.'!!

Cognitive warfare and the pursuit of influence operations to shape the
attitudes and beliefs of a respective target audience is not a uniquely Russians
pursuit. China does not hesitate to disclose that their goal of psychological
warfare is “to sap the enemy’s morale, disintegrate their will to fight, ignite
the anti-war sentiment among citizens at home, heighten international and
domestic conflict, weaken and sway the will to fight among its high-level
decision makers, and in turn lessen their superiority in military strength.”'"?

Not surprisingly then, analysts argue that the non-kinetic fight is reshaping
conflict and that it will eventually overshadow the kinetic battlefield.
Disinformation, fake video and deep fakes, which are AI algorithms that
create convincing fake images, represent only the tip of the proverbial
iceberg.'"> A NATO report cautioned:

Among the many areas of concern around the technology, perhaps
one of the most widely discussed has been the threat posed by “deep-
fakes”: synthetic audio, images, and video generated with artificial
intelligence. Deepfakes are often strikingly realistic and sometimes
challenging to distinguish from the genuine article.'*

The Russians employed all the above techniques, including a deep-fake of
Ukrainian President Zelensky urging Ukrainians to surrender.'” And, the
tool is not simply for state use. Vladimir Voronkov, the Under-Secretary-
General of the UN Office of Counter-Terrorism, cautioned, “The ability to
use artificial intelligence to generate high-quality fake videos or images—
so-called deepfakes—is a powerful new tool that could be used by terror-
ists for misinformation and to undermine trust in governments and political

figures.”''
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The world is experiencing a crisis with regard to what comprises the estab-
lished truth, a phenomenon that RAND researchers refer to as Truth Decay,
which they define as “a shift in public discourse away from facts and analysis
that is caused by four interrelated drivers: 1. an increasing disagreement
about facts and analytical interpretations of facts and data 2. a blurring of the
line between opinion and fact 3. an increasing relative volume, and resulting
influence, of opinion and personal experience over fact 4. a declining trust in
formerly respected sources of factual information.” The RAND report notes
that Truth Decay is a serious threat to both domestic U.S. and international
security, one that is being exacerbated by malign efforts from a variety of
national bad actors.'"’

Social media provides one example of how one platform can be manipulated
by influence activities to support military operations independently or in
concert with physical activities on the ground. Supporting activities include:

* Targeting — social media can be used to identify potential targets
(based on geo-tagged pictures or on-going conversations in social
media). For example, Google Maps and cell phones were used in
Libya to map regime positions that were then passed on to NATO,
which used the information to identify targets and strike them with
air power. In addition, the U.S. Air Force attacked an ISIS / Daesh
headquarters building a mere twenty-two hours after commencing
to track its social media posts. In addition, https://liveuamap.com/
provided an up-to-the-minute updated map showing disposition
of Russian forces based on Ukrainians who were filming with their
smart phones and uploading the photographs / images onto the
site.''®

* Intelligence Collection — social media can allow for the search and
analysis of information (content and conversations) from social
media networks and profiles. Analysis can include intelligence
collection (e.g., trend, network, sentiment, geo-, content, behav-
ioural, systemic, and information analysis), which can contribute
to target audience analysis (TAA), and support psychological war-
fare or the selection of targets for operations both on- and offline.
Social media allows analysts to obtain detailed information about
actors, networks, and related communication, which in turn allows
for a better understanding of the information environment and the
respective target group.'"’
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Influence activity campaigns, synchronized effectively with military action,
can make a significant contribution to mission success. Conversely, a lack
of focus on influence activities (offensively or defensively) can create insur-
mountable problems for military forces in the battle space, as well as with
domestic and external audiences. Researchers insist that the global expand-
ing digital infrastructure and networks will become “a defining landscape
in human competition and conflict.” They believe that the “diffusion of
powerful capabilities across states, companies, and communities” will result
in populations becoming “the common targets, subjects, and the medium of

competition and conflict between actors.”**

The increased use of, if not reliance on, Al, will only further complicate an
already complex environment. Al can generate disinformation “in a way that
brings real concern,” according to Anne Neuberger, the White House deputy
national security adviser for cyber and emerging technology.'? Influence
activities, such as media manipulation can be used to mobilize and manipu-
late supporters through mass communications, social networks, and online
networks; shape public opinion, distort the truth, stoke social tensions,
undermine support for governments, as well as to goad, provoke or trick
an adversary into inflicting disproportionate civilian casualties or property
damage and then exploit such errors with domestic and external audiences.

Societies are extremely vulnerable to persistent disruption and manipulation.
Experts caution that advanced societies are “becoming perilously dependent
on networks of information and data gathering, exchange, communication,
analysis, and decision-making.”'** This dependence can have serious con-
sequences if disrupted. For all these reasons, influence activities can create
great opportunities, but also substantive hurdles, for governments and their
military forces.

Climate Change

The UN defines climate change as the “long-term shifts in temperatures and
weather patterns.” Although these shifts may be natural, the UN highlighted
that since the 1800s, “human activities have been the main driver of climate
change, primarily due to the burning of fossil fuels (i.e. coal, oil and gas),
which produces heat-trapping gases.”'*> Reports from U.S. Federal science
agencies and the Intergovernmental Panel on Climate Change concluded that
“the burning of fossil fuels has increased the concentration of greenhouse
gases in the atmosphere and raised global average surface temperatures about
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1.1 degrees Celsius (°C) over pre-industrial levels.” Moreover, they note that
temperature rise has accelerated resulting in every decade since the 1960s

being hotter than the previous one.”***

The impact of climate change has been clearly evident. It has resulted in
increased heat, heavy precipitation and flooding, drought, sea level rise,
Arctic ice melt, Tropical cyclones, coral reef decay and biodiversity (50 per
cent of terrestrial mammals and 25 per cent of birds are already affected by
climate change)."” These changes are expected to continue to damage and
destroy infrastructure, ecosystems, and social systems around the globe.
Moreover, continuing worsening climate change is expected to further
disrupt communities and regions by exacerbating existing challenges of
aging and deteriorating infrastructure, stressed ecosystems, and economic
inequality. Experts believe that the impacts of climate change within and
across regions will not be distributed equally.'*

American researchers conclude that “climate change will increasingly exac-
erbate risks to US national security interests as the physical impacts increase
and geopolitical tensions mount about how to respond to the challenge.”**
Researchers have established “that rises in temperature and prolonged
precipitation — both environmental phenomena linked to climate change —
increases the probability of conflict by four to five times in populations up to

a radius of 550 km.”!*®

Debate over action required and the competition over controlling the growth
of clean energy, as well as the competition for increasingly scarce resources
(e.g., fresh water) will increase the risks of instability and need for humani-
tarian assistance around the globe. Experts argue that the increasing physical
effects of climate change will likely ignite geopolitical flashpoints as states
manoeuvre to secure their interests. The reduction in sea ice in the Arctic has
already kindled strategic competition in the Arctic over access to its natural
resources. As temperatures rise and more extreme weather effects manifest
themselves, there will be a growing risk of conflict over scarce resources
and human migration.

The impact on international resource scarcity, security and stability is
concerning in its own right. Climate change will severely impact military
operations as well. Changes to weather patterns and their impact on geo-
graphical landscape and regions will require adaptation. Hotter temperatures,
expanding deserts, unpredictable super-storms, flooding, and increased
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access to remote regions such as the Arctic will all require technological and
logistical adaptation to allow extended operations (i.e., communications,
movement, survival, resupply, casualty evacuation) in potentially hostile /
harsh physical environments.

Summary

The major changes in the security environment are daunting. Any refusal
to acknowledge these changes and adapt accordingly will court disaster.
However, it is critical to balance the changing security environment with
those elements that remain constant. After all, great power competitors,
rivals, rogue states, non-state actors and VEOs will continue to wage “war” to
gain political objectives such as increased influence, access, economic gain,
military advantage and power. They will utilize the full gamut of resources
available to them whether proxy forces, cyber attacks, economic and political
coercion, as well as disinformation meant to disrupt and divide societies. As
such, a focus on purely traditional war fighting scenarios and an abandon-
ment of current realities is a cataclysmic mistake.

West Africa, specifically the Sahel, is a case in point. Any desire to withdraw
from Africa to focus on GPC misses the entire point of the current competi-
tive battle space.'” Former American Secretary of Defense Esper confirmed,
“Mission No. 1 is to compete with Russia and China.”"** But to relax the focus
on the smoldering state of the globe is arguably irresponsible, not to mention
it defies the actual great power competition underway.

For example, initially, it is important to look at what has been done by the
Americans, French and their allies and coalition partners in West Africa.
They have deployed an impressive array of troops in the Sahel since 2014:
1,500 plus American; 6,100 French; 5,000 G5 Sahel Joint Force; 13,289
UN troops and 1,920 police under UN Multidimensional Integrated Stabi-
lization Mission in Mali (MINUSMA); 7,500 Multinational Joint Task Force
(MNJTF) military and non-military personnel; and 3,000 African Union
(AU) emergency contingency troops, for an approximate total force of
38,000 personnel.””! Yet, despite this enormous effort, the Western Sahel has
experienced unprecedented terrorist violence, with more than 4,000 deaths
reported in 2019, a five-fold increase in the number of fatalities caused by
terrorist attacks since 2016. Burkina Faso alone accounted for 1,800 of the
deaths reported last year, an increase of 2,150 percent over four years."** In
the last two years alone, violence by terrorist groups in West Africa soared
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250 percent. Moreover, the violence has displaced well over three million
people in the Sahel.** Significantly, extremist groups are now creeping south
from the Sahel toward coastal countries such as Benin, Togo, Ghana and Céte
d’Ivoire."* One analyst observed:

The Islamist militants who have rampaged through the heart of West
Africa in recent years are now spreading toward the Gulf of Guinea
coast, including some of the continent’s most stable and prosperous
countries, according to African and U.S. officials. The past year has
seen an uptick in violence instigated by al Qaeda affiliates along the
northern borders of Benin and Togo, with militant cells infiltrating as
far as Ghana and Ivory Coast, the world’s top cocoa producers. The
attacks on countries along the bend in Africa’s Atlantic coast appear
to confirm warnings that U.S. military commanders have issued for
several years: Unless stopped, militant violence won’t remain con-
tained in the landlocked nations of the Sahel, the semiarid expanses
directly south of the Sahara.'*

The growth and expansion of the terrorist groups and the apparent inability
to defeat or even constrain them is worrisome in its own right. Additionally,
the terrorists and militants have shown a disturbing ability to learn from
their mistakes. They have taken on a more “complex” approach to attaining
power. They destroy infrastructure, assassinate local leaders and loot key
army bases in coordinated strikes, all resulting in the separation of the people
from the government. The militants are attempting to inculcate their view
of Islamist values into one of the youngest and fastest-growing populations
on earth. Furthermore, they share their lessons learned worldwide with the

fraternity of terrorists."

The French withdrawal for example, has opened the way for Russia’s proxy
mercenary band, the Wagner Group, to propel Russian interests in Mali.
In fact, both Russia and China have quickly tried to back-fill the apparent
French and American desire to withdraw from the Sahel."*” Both nations have
extended offers of military equipment and training to the struggling West
African countries. Additionally, China has invested heavily economically in
the region. In Senegal, Beijing paid local farmers a premium to buy the bulk
of their harvest. In Mauritania, China is building ports and other infrastruc-
ture, as well as investing in local fisheries."”® In Somalia, China has provided
military aid.” Furthermore, China has been offering African countries
“smart cities” technology equipped with facial recognition technology (and
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using that information for itself before delivering it to the host countries).'*
Indeed, Johns Hopkins University research indicates that China has wooed
African nations with an estimated $5 billion per year.*!

Chinese interest in Africa is not surprising. Africa represents an important
playing field in the great power competition, mainly due to its resources, eco-
nomic and demographic potential. It is a continent rich in raw materials such
as diamonds, gold and rare earth minerals. It has excellent farmland, and
other natural resources including oil and vast, flowing rivers. Economically,
Africa is the second-fastest-growing continent in the world. From a popula-
tion perspective, it already represents 16 percent of the world population
with 1.3 billion people, projected to grow to 2.5 billion by 2050 and perhaps
4.5 billion by the century’s end."** A senior British official noted the poten-
tial danger. “We Europeans,” he explained, “have already seen potentially
only the very tip of the human volcano that Africa, if left unattended, could

represent.”'*?

The point is, despite the desire to “pivot,” the world has not dramatically
changed. Great power competition focusing on traditional war fighting sce-
narios represents a small component of the actual “competition.” The major
moves and flashpoints remain in the shadows; clandestine in nature and most
often in the difficult human terrain, where fighting the war of information and
competing narratives for the support of the people remains omni-important.

The continued existence and global expansion of the Islamic State and
al-Qaeda, as well as the explosion of Iranian-supported popular mobilization
forces in Iraq; slow burning insurgencies in a myriad of at-risk states; and,
not to mention, the festering conflict in Ukraine, Syria and Libya, are but a
few examples of the current state of affairs, which will not go away simply
because great powers decide to rekindle Cold War-like military sabre rattling.
For instance, in 2019 there were approximately 8,500 terrorist attacks, which
caused over 20,000 fatalities.'*

All of these issues cannot be left to fester unattended, as the consequence,
as was seen by the rise of Daesh in Syria and Iraq has global implications.
Significantly, the Global Coalition to Defeat ISIS reported that terror activities
by Jihadist militants “have increased in recent years, killing tens of thou-
sands and displacing millions — creating a humanitarian crisis.”'*> Similarly,
General Clarke emphasized, “The threat, I think a good description is metas-
tasized. It's gone into areas of Africa, where they could seek sanctuary and
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where there may be some areas of sanctuary that we have to look at. And

when I say it is not diminished, I think it’s actually expanded.”**

Clarke was not mistaken. Christopher Miller, a top American counter-
terrorism official conceded that the Islamic State group continues to expand
globally with some 20 affiliates, despite being forced out of Syria and the kill-
ing of many of its leaders. He explained, ISIS “has repeatedly demonstrated
the ability to rebound from severe losses over the past six years by relying
on a dedicated cadre of veteran mid-level commanders, extensive clandestine
networks, and downturns in CT (counter-terrorism) pressure to persevere.”'*’
Similarly, General Townsend cautioned of the “wildfire of terrorism” that is

sweeping across a band of Africa and needs the world’s attention.'*®

Not surprisingly, the Americans are redeploying to Somalia. The Biden
administration has decided to maintain its 27 operational military outposts
in Africa. Moreover, AFRICOM is once again prioritizing counter-terrorism
objectives in the Horn of Africa and the Sahel regions. The U.S. is also estab-
lishing a presence in other strategically important regions, such as the
Red Sea and the Gulf of Guinea. Reportedly, the Americans are spending
$330 million for base construction and related infrastructure projects.'*” The
point is, GPC / strategic competition has not negated the need for continuing
CT and COIN operations. In fact, our adversaries continue to fuel insur-
gency, terrorism and instability as a means to further their interests in the
Great Game. The smoldering state of the world with its growing instability,
extremism and insurgencies simply cannot be ignored. Allowing small fires
to smolder, as has been shown throughout history, can lead to larger, costlier
campaigns. Despite the overwhelming challenge of containing peer rivals
such as China and Russia, the West cannot ignore the “brush fire” conflicts.









CHAPTER

7

Implications for SOF -
GPC & The Gray Zone

In assessing this challenging abstruse international arena many pundits
advocate that SOF must significantly transform to adapt to the renewed
GPC. They argue that SOF must stop being a crisis response / reactive
element and become more focused on sub-threshold proactive activities such
as gathering information and participating in “Phase Zero” operations. This
narrative is flawed, however, for a number of reasons. First, although SOF do
crisis response due to their high-readiness, highly trained, agile force, they
have historically (and are currently), been heavily engaged in sub-threshold
activities such as military assistance, special reconnaissance and special force
assistance (SFA).'

Secondly, the world remains an unstable place. VEOs, terrorism, insurgencies
have not and will not go away. Africa, the Middle-East, as well as other
geographic locations remain in turmoil. For example, in the Sahel, a former
U.S. SOF commander lamented that “the Sahel is lost” because too little
attention and too few SOF resources were applied to the problem. As a result,
it is now in “free fall and it’s continuing to deteriorate.”> And, herein lies the
issue. In many cases, these smoldering and raging fires are part of the GPC.
Therefore, SOF are still required to continue with CT and COIN to deter,
disrupt and defeat attempts at destabilizing friendly and at-risk states.> SOF
are required to continue to do what it has done for decades, sub-threshold,
Phase Zero work developing deep networks and relationships with partner
nations to assist with stabilizing regions and states that are at risk of
succumbing to violence and extremism.

Third, SOF tasks / employment principles in the renewed GPC remain
largely the same. Circumstances and situations may change but employment
principles for the large part remain interminable. For example, the task of

special reconnaissance to gain information, situational awareness and ground
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truth, or in current jargon to “illuminate,” whether in peace, competition,
conflict or war remains constant. Tactics, techniques and procedures (TTPs)
may need to be adapted based on the geographic location, adversary, climatic
conditions, etc., but the task remains the same. Too often, individuals who
are ignorant to SOF history or force employment try to introduce new terms
to explain a “required transformation” in the guise of advancing new con-
cepts and thinking, when in fact they failed to understand SOF employment
and capability in the first place. Nonetheless, the nature of the renewed GPC
does have implications for SOF and will require adjustments to thinking and
operating.

Gray Zone / Sub-Threshold Operations

In view of a competition battlespace in which competitors try very hard to
remain under the threshold of a shooting / hot-war, the struggle for access,
influence, political and economic advantage will remain in the shadows.
Irregular warfare will be a dominant methodology. Disinformation campaigns
meant to sway, alienate and / or divide populations; cyber-attacks; use of
proxy forces; agitation; and support for political opposition and insurgent
movements, will be predominant, as will economic and political strategies. As
a result, SOF will remain an influential military instrument for governments
to employ in strategic competition. After all, “the world is more dangerous
than it’s been before with a lot of potential threats out there,” Steven Bucci,
director of the Center for Foreign Policy Studies at the Heritage Foundation,
cautioned, “and SOCOM [SOF] is offering policymakers ways to address those
threats at a very low level with a low footprint in ways that can hopefully
defuse those threats before they turn to violence.”*

This theme was reinforced by former USSOCOM Commander General
Raymond “Tony” Thomas, who, insisted that the murky domain between hot
and cold war, “is arguably the most important phase of deterrence.”® And, he
noted, this is where SOF excels. A report from the Fort Leavenworth Army
Lessons Learned Center echoed his thoughts. It stated:

Pure military skill is not enough. A full spectrum of military, para-
military, and civil action must be blended to produce success. The
enemy uses economic and political warfare, propaganda and naked
military aggression in an endless combination to oppose a free
choice of government, and suppress the rights of the individual by
terror, by subversion and by force of arms. To win this struggle, our
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officers and men must understand and combine the political, eco-
nomic and civil actions with skilled military efforts in the execution
of this mission. Regardless of the name we use—special warfare,
counterinsurgency warfare, irregular warfare—one thing is for
certain: it characterizes the nature of warfare we are experiencing,
and will experience, for the foreseeable future. We must recognize
that “pure military skill” will not be enough. While the ability to
conduct high-end, direct action activities will always remain urgent
and necessary, it is the indirect approaches, working through and
with others in building a global network of partners, that will have
the most decisive and enduring effects.®

This rationale is why SOF will always maintain a pivotal role in the GPC.
Its characteristics and skill-sets are perfectly geared to irregular warfare and
war in the shadows. SOF operations, and those who carry them out, are posi-
tioned to conduct clandestine, time-sensitive, high risk (i.e., political and to
force) missions in hostile, denied, or politically sensitive environments. Much
of the GPC is taking place in the obscure domains and in regions around
the world where gaining access and influence to populations and regional
governments is key. On this playing field, information warfare, the competi-
tion over narrative and gaining acceptance goes hand-in-hand with having
impact (i.e., economic, military, political, social) on the ground. Dr. Jonathan
Schroden elucidated, “access equals influence; influence equals alignment;

and alignment equals power.””

SOF, through its military assistance / special warfare / irregular warfare
programs such as SFA, Foreign Internal Defense (FID)* and UW allow for a
low cost (both in personnel and financial terms) methodology of developing
favourable foreign relations with friendly and at-risk states to further politi-
cal objectives. Their ability to train foreign security forces to deal with real
or potential threats also works to pre-empt crises before they become out of
control or trigger larger conflagrations.

SOF operations around the globe also act to create networks and important
“lily-pads” should the larger conventional joint force require basing options
in times of crisis or war. In short, SOF programs develop access and influence
that furthers advantageous foreign relations in support of national objectives.

Moreover, SOF’s situational awareness around the globe through the
cultivation of long-term partnerships and creation of networks provides
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comprehension of emerging trends and threats worldwide. It also allows for
influencing actors and events to coincide with desired outcomes. Admiral
McRaven asserted, “SOF are rapidly deployable, have operational reach, are
persistent and do not constitute an irreversible policy commitment.” He
emphasized that “military success in today’s environment is about building
a stronger network to defeat the networks that confront us.” He underscored
that “the [SOF global] network enables small, persistent presence in critical
locations, and facilitates engagement where necessary or appropriate.””’

In essence, SOF allows for continual competition under the threshold of war
through its non-kinetic activities and targeting of key actors and audiences.
Admiral Eric Olsen, another former USSOCOM commander, underscored the
non-kinetic activities and targeting of friendly and at-risk states. He argued
that “Direct Action is important, not decisive; Indirect Action is decisive.”"
He was not alone. “While the direct approach captures everyone’s attention,”
acknowledged McRaven, “we must not forget that these operations only buy
time and space for the indirect and broader governmental approaches to take
effect. Enduring success is achieved by proper application of indirect opera-
tions, with an emphasis in building partner-nation capacity and mitigating
the conditions that make populations susceptible to extremist ideologies.”"!
He insisted that “The ‘dead of night” direct-action operations will be fewer
in number, while the more touchy-feely missions ‘by, through and with’
partner nations will increase.”'?

It is SOF’s ability to excel at their non-kinetic mission sets that create security
capability within partner nations; develop relationships and networks; target
hostile agents, agitators, insurgents and terrorists; as well as promulgate a
narrative that counters opponent disinformation; that makes SOF an impor-
tant player in the GPC. As two SOF strategists assessed:

SOF is uniquely positioned, across the globe to thoughtfully combine
intelligence, information, space and cyber operations to affect an
opponent’s decision making, influence diverse audiences, and un-
mask false narratives. Furthermore, SOF can coordinate operations,
activities, and actions in the information environment with those
across the other operational domains and, as a matter of routine,
fuse “cognitive” and lethal effects to obtain favorable outcomes. The
SOF enterprise can inform more comprehensive understanding of
adversary global operating systems and develop options that ex-
ploit vulnerabilities in those systems. Especially when paired with
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capabilities in the cyber and space domains, special operations
allow the Joint Force to gain positional, political, or informational
advantage in competition and enable a rapid transition to combat
operations should the need arise."’

David Gompert, a former acting Director of (U.S.) National Intelligence,
asserted, “any force prepared to address hybrid threats would have to be
built upon a solid professional military foundation, but it would also place a
premium on cognitive skills to recognize or quickly adapt to the unknown.”™
To this end, the special operator of today possesses the knowledge, skills, and
essential abilities that are effective in counter-Hybrid Warfare. They tend to
be well-educated, mature, flexible, resilient, adaptable and through experi-
ence able to operate and coordinate with other organizations under virtually
any condition. Special operators, due to their exceptional physical qualities,
skills and training, are adept at conducting no to low notice, high-precision,
and high-risk tactical operations."’

And so, within the context of GPC and Gray Zone operations SOF fulfills
a number of important roles:

Crisis Response

Crisis response remains a core task that SOF will continue to perform in the
GPC. Unexpected, potentially hazardous events that occur often require
highly-trained and educated operators who can work well in chaos and
ambiguity. As such, SOF’s characteristics position it to provide high-readiness,
rapidly deployable SOF teams or Special Operations Task Forces (SOTFs) that
can address a wide range of threats or problems and provide governments
with situational awareness, intelligence, as well as kinetic and non-kinetic
policy options to achieve political objectives.'® SOF capability and low cost
(i.e., fiscal and potential risk due to small footprint, high level of training and
education of operators) provide decision-makers an immediate and effective
tool to address crisis and chaos."’

Sensor

SOF expertise at Special Reconnaissance enables it to provide covert surveil-
lance, observation and reconnaissance to provide governments and their
militaries with ground truth and situational awareness. In contemporary
jargon, SOF can provide “illumination” which in essence is clarity on what
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is happening / has happened or what is likely to transpire. This function
is extremely important since adversary actions are often shrouded with
ambiguity and deceit. In addition, although alliance members and friendly
nations share information and intelligence, each actor has its own particular
national interests so it is essential that a country can determine ground truth
for themselves, which allows them to make the necessary decisions based on
credible information.

This SOF “sensor” role is also essential for information gathering, collat-
ing and processing into intelligence. It assists as a warning mechanism and
individually or, in cooperation with partners, can assist in constructing a
clear picture of occurrences in the security environment. As a function of
the sensor role, SOF can also provide clear culpability with regard to actor(s)
responsibility for security events and transgressions. Furthermore, through
persistent surveillance and observation, SOF can also assist with the determi-
nation of adversary “intent.”

SOF’s sensor role can also extend to preparing / developing an environment
for future special or conventional operations. SOF missions can develop a
better understanding of key characteristics of a specific region, its population
and physical attributes. This knowledge can assist with strategic messaging,
countering disinformation, developing key networks, as well as targeting
and enhancing potential future operations.'® For example, in the six-year
period prior to the outbreak of the war in Lebanon in 2006, a joint effort
between the Mossad and the Israeli Defense Forces (IDF), which involved
about 40 special operations, led Israel to glean intelligence concerning
Hezbollah'’s strategic arsenal and command and control centres. This infor-
mation proved vitally important in determining the success of Operation
Density on the second night of the war (12 July 2006), during which the
IDF destroyed about 90 per cent of Hezbollah’s rocket arsenal."

In sum, the SOF sensor role in the shadows of the GPC is instrumental
in assisting governments understand what is transpiring in the security
environment, who is responsible and to what end they are manoeuvring.
This information is critical in determining policy options and decisions for
governments. As an example, British SOF were sent to Kabul to monitor
events as well as protect hundreds of British soldiers as they prepared to leave
Afghanistan after twenty years.”” SOF were also deployed to the Ukraine and
other Baltic states to monitor events during the Russian 2022 invasion.
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Signaler

Another role for SOF in the sub-threshold landscape of the GPC is to act as
a signaler. SOF have become a universal representation of a nation’s military
elite. As such, SOF deployment carries a number of nuances, if not overt
indicators. Specifically, the employment of SOF demonstrates intent, namely,
the seriousness of a situation and the desire of a government to address the
issue(s). This manifestation expresses intent to take action / respond; ability
to deploy quickly with highly capable forces; and high level of support to
alliances / coalitions / partner nations.

SOF scholars Will Irwin and Dr. Isaiah Wilson III explained:

SOF can help to detect, monitor, and report on the covert and overt
gray-zone activities of adversaries, illuminating their actions to bet-
ter inform geographic combatant commands, country teams, JIIM-C
partners, and national decision makers. This early warning function
helps to eliminate strategic blind spots and improve situational
understanding, reducing response time and creating course-of-
action consideration and decision space.*

Similarly, other analysts have argued that “the overt forward deployment
of SOF working with allies and partner forces in combat and on training
missions communicates commitment on a very high level and affords access
to information that would otherwise be obscured.” They explained, “a con-
tinued forward SOF presence limits the threat posed by a strategic competitor
by ensuring that would-be aggressor states consider de-escalation. Partner-
ship commitment is clearly communicated to allies and adversaries alike.”"*
SOF can also “signal” warning of threat(s), as well as changes in the geo-
political environment to their national governments, the Joint Force,
Other Government Departments (OGDs) and allies, which allows for timely,
responsive decision-making and policy formulation. Moreover, SOF’s ability
to determine ground truth can be instrumental in assisting with the strategic
narrative to ensure the proper accurate messaging is undertaken to disarm
adversary disinformation and deceptive accounts, as well as take disruptive
action if required.

Integrator

SOF, due to its activities, relationships and networks within both the national
security and national defence domains, are positioned to act as an efficient
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and effective integrator between SOF elements, the Joint Force, OGDs and
allies. They provide the capacity to bring various actors together in either a
leading or supporting role. SOF’s understanding of, and experience working
with, partners in both the national security and defence domains also allow
them to become an important enabler by sharing contacts, doctrinal issues,
TTPs and SOPs, as well as liaison and interoperability capacity. Additionally,
SOF can “translate” capability and effects between partners and across the
national security and defence domains. They can identify vulnerability gaps
through their pan-domain knowledge and experience and enhance national
security protection by assisting in coordinating capabilities and effects of
all actors.

The integrator role is of the utmost importance as national resilience is
increased through the cooperative, integrated “whole-of-government”
approach, which is further augmented through alliance partners. Impor-
tantly, it allows for more rapid and comprehensive mitigation of crises by
allowing for the integrated approach to mitigate damage caused by adversary
action through the existence of experienced and tried C2 concepts, liaison
officers and staff processes tested by practice and exercises.

Mark Mitchell, the American principal deputy assistant secretary of defense
for special operations / low-intensity conflict, argued that the greatest role
for SOF was “being in position globally as tensions rise [and] having a deep
network in place on day one.” He explained, “working with our partners
and allies, training, collaborating, we've been able to nip a lot of things in
the bud.”*

Trainer

Another instrumental role for SOF in the GPC shadow wars is that of trainer.
Highly capable and experienced SOF operators have conducted this function
for decades. It is an essential task that provides huge dividends. Training
partner nations:

*  assists at risk nations to develop a more robust and capable security
apparatus;
e cultivates deep networks and relationships across the globe;

* advances national and host nation capabilities (i.e., both military, as
well as cultural);

* enhances interoperability within the SOF Global Network;
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* demonstrates intent, commitment and capability, which also func-
tions as deterrence;

* stymies adversaries from making in-roads into strategic geo-political
areas of interest;

e creates resistance cells; and

* increases partner state national resilience.

The training function, specifically engagement with at-risk or partner
nations, enriches deterrence by demonstrating commitment and capability.
Researcher Evgeny Finkel in his 2015 work on Jewish Resistance in WWII,
observed that urban resistance networks that possessed specific pre-war
training and subsequent “toolkit” were more likely to operate effectively
against superior forces as compared to groups that lacked such knowledge and
experience. Finkel explained that the “toolkit” consisted of such capabilities
as: communicating securely, possessing/acquiring weapons covertly, creating
safe havens, conducting effective forging and identifying and neutralizing
informers and infiltrators.*

A more recent 2021 study focused on WWII French resistance networks
similarly determined that “resistance networks that were organized locally
and later supported by coalition forces are more likely to be successful than
those resistance networks that were organized during the conflict by foreign
operatives inserted covertly into France.” The researchers asserted operation-
al security was a key element of a resistance network’s survival and was in
essence the necessary condition for success. They argued that pre-war local
networks were more proficient in security measures than those organized by
foreign operatives during the war, which led to a higher success rate in case
of the former.?

The 2022 war in the Ukraine provides a contemporary example. SOF opera-
tors from the U.S. and other NATO countries had been in Ukraine for nearly
a decade, establishing training centres, initiating training cadres, and build-
ing a capability that is credited with significantly disrupting the Russian
advance on Kyiv. Ukrainian SOF operated behind Russian lines, effectively
disrupting and destroying Russian equipment and personnel on their lines
of communication.?

Importantly, the assistance continued as the war progressed. A covert
network of SOF operators provided weapons, intelligence and training. Much
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of the activities are occurring outside Ukraine, at bases in Germany, France
and Britain. Although, a small number of operators from some NATO coun-
tries such as Britain, France, Canada and Lithuania, as well as CIA operators,
continue to work inside Ukraine.?

SOF as a trainer during the pre-conflict period of an at-risk state is critical
in fostering resistance networks and the relevant “toolkits” that will enable
them to effectively combat numerically and potentially technologically
superior adversaries.”® There is substantial evidence to suggest that military
partnering activities can not only build the tactical military capabilities of
partner nations but also make them more resilient to instability or political
subversion by hostile actors.” Therefore, SOF becomes an important enabler
by consistently, and routinely, training and exercising with partner states
and their resistance networks. This relationship building will develop trust,
enrich mutual understanding and enhance interoperability, which in turn
will maximize effectiveness and the ability to confront and repel armed
confrontation.

Weapon System

The final SOF role in the shadowy GPC is that of a weapon system. Despite
the American pivot to GPC to focus on great geo-political rivals China and
Russia, the reality remains that the world is on fire. Terrorism and insurgency
have not abated. In fact, terrorist movements persist to flourish and in loca-
tions such as Africa are continuing to grow and expand. In many instances,
terrorist organizations and insurgents are supported, armed and encouraged
by rivals as part of the strategic competition that is playing out worldwide.
As a result, SOF capabilities in conducting CT, Counter-Violent Extremist
Organization (CVEO) and Maritime CT (MCT) are very much relevant in the
GPC, as is their expertise in COIN. The rise of ISIS and the devastation it
wrought after the large-scale withdrawal by the Americans in Iraq and the
reluctance of Western nations to re-engage after the fatigue from fighting in
Iraq and Afghanistan in 2015 is evidence of the consequences of turning a
blind eye to terrorism and insurgency. As former U.S. Secretary of Defense
General James Mattis explained, “Terrorism is an ambient threat, it’s out
there just like the air we breathe. It’s going to be something we're going to
have to deal with throughout our lifetime and probably through the lifetime

of our children’s generation. It's a reality in the globalized world.”*
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Another potential role for SOF as a weapon system in the GPC is to
conduct agitation, and subversion. These actions can be used to harass and / or
distract adversaries, as well as degrade their political will. The 2014 Russian
campaign in Ukraine is a contemporary example. “Little Green Men” under-
took various missions agitating and assisting with protests to destabilize the
government, blocking police and military garrisons, as well as working with
separatist elements to destroy the credibility of the government and stability
of the country.” Ukrainian sources also stated that approximately 150 GRU
and Russian SOF operators had been in the city of Sloviansk for almost a
month before the Donbas anti-Kyiv rebellion became full blown.*

SOF agitation and subversion can also work to undermine adversary relation-
ships with other nations by discrediting their commitment or capability. For
example, the discovery of a billboard with Chinese characters accompanying
a photo of the southern Port of Harcourt triggered a Special Forces Operational
Detachment-Alpha (3rd Special Forces Group) and a Psychological Opera-
tions Detachment (7th Psychological Operations Battalion) to take disruptive
action. The billboard revealed a Chinese BRI initiative to construct a deep-
water port in the Niger Delta. As a result, the SOF detachments undertook
an influence campaign to discredit Chinese activities and impede the Chinese
from purchasing land by igniting long-standing friction between Nigerian
workers and Chinese companies. Their actions sparked protests around
Chinese businesses in Abuja and within two weeks the Chinese construction
company lost sixty per cent of its required labor pool for the port expan-
sion. Importantly, the SOF team worked with the U.S. Embassy, USAID, and
local NGOs to establish a job fair near the protest areas to provide disaffected
Nigerian workers with employment.>

SOF can also actively work with resistance cells and / or local populations
and host nation forces to disrupt and deny adversary attempts at gaining
a foothold / access to areas of interest.** U.S. and NATO SOF are focusing
on creating resistance networks that make invasions by Russia or China too
costly for those powers to even attempt. The successful efforts of Ukrainian
SOF demonstrate the value proposition of developing this capability. Not
surprisingly, U.S. SOF are working with their Taiwanese counterparts to
develop a similar capability.*

SOF can also undertake sabotage missions in the shadowy GPC Gray Zone.
Avril Haines, director of national intelligence, explained that “sabotage
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behind enemy lines is a fundamental element of special operations warfare.
It’s an integral tool for an insurgency or an army facing an opponent with
superior numbers or equipment, as is the case in Ukraine.” She explained,
“such operations are designed to telegraph a capability that can be expanded
across Russia and target platforms of increasing sensitivity and value to
Putin. Strategically, sabotage operations offer Ukraine, the United States,
and its partners the decided advantage of flexibility in ratcheting pressure
up or down. With few overt options short of going to war, covert sabotage
operations might prove to be a critical deterrent - if not the best and only

remaining one.”*

Sabotage was a key element of the Cold War where sabotage plans were a
part of bigger strategy. Critical Energy Infrastructure (CEI) was the main
objective of U.S. and Soviet agents who intended to destabilize an adversary’s
economy and disrupt their social stability.”” For example, During the 1960s
Soviet reconnaissance assessed that the Kerr Dam on the Flathead River in
Montana was the largest power supply system in the world. In 1967, they
developed Operation Doris, which was designed to find a vulnerability to
attack the dam and simultaneously sabotage the Hungry Horse Dam on the
Flathead River.™

The Soviets also developed Operation Target Granit which was a two-step
plan designed to initially disrupt power lines and pipelines in specific areas
of the United States. The Soviets believed this would create a massive black-
out in the East and Midwest as well as massive pipeline fires in Texas and
California. The second step would have entailed a strike against New York
City. The plan was to attack a network of piers and warehouses that lined the
Port of New York, which included ships’ berths, warehouses, communica-
tions systems and port personnel.”

The final example during the Cold War was Operation Operation Kedr-Cedar,
which took place between 1959 and 1971. The operation, conducted from the
Soviet embassy in Ottawa, was a twelve-year mission that amassed a detailed
plan of Canada’s oil refineries, as well as oil and gas pipelines from British
Columbia to Montreal. The potential targets were photographed and vulner-
able points were identified. The intent was to be prepared to sabotage the
oil and gas facilities in the event of war.*

The Russians continued to use sabotage as a key tool in the GPC. The first GRU
operative was arrested on Ukrainian soil by the Ukrainian security service
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SBU in March 2014. He was arrested together with three others while gather-
ing intelligence on Ukrainian military positions on the Chongar Peninsula
just north of Crimea.*’ Another Russian-GRU agent was killed in Kharkov
in September 2014 during the execution of a sabotage mission. He was
suspected of blowing up train wagons with air fuel at Osnova railway station.
Ukrainian officials also claimed a combined groups of rebels and Spetsnaz-
GRU agents increased their activities in Ukrainian rear areas in the summer
of 2015. This activity included mine-laying and attacks at poorly guarded
Ukrainian transport convoys.*

The possibility of sabotage during the GPC has pressed countries to
increase their ability to detect, disrupt and stop adversary sabotage
activities. For example, U.S. Navy SOF operators regularly work with Coast
Guard personnel to practice defending critical infrastructure.®

Another potential role for SOF is the placement of sensors to provide real time
visibility on adversary actions, as well as targeting information (as in the case
of the killing of Iranian Quds commander Qasem Soleimani). In this latter
example, U.S. SOF operators posed as airport maintenance staff at Baghdad
Airport to coordinate the air strike that assassinated Iran’s top commander.
One report noted that they were joined on the ground by Kurdish special
force personnel and assisted by remote help from phone-tracking experts in
Israel.*

Importantly, SOF can also operate in the counter-SOF role to detect, disrupt,
repulse and if necessary, destroy adversary SOF. This line of tasking also
includes counter-UW operations to thwart adversary assistance to insurgent
groups, influence target populations and remove nefarious actors that repre-
sent a threat to national security and global stability. Examples include the
Israeli assassination of Colonel Sayad Khodayee, the IRGC’s commander of
Unit 840, responsible for assassinations and kidnappings. This killing was
designed as a warning to Tehran to stop the operations of that covert military
unit.”” Israeli SOF also eliminated Mohsen Fakhrizadeh, the chief of Iran’s
nuclear program. Another example is the U.S. Delta Force raid that killed ISIS
leader Abu Ibrahim al-Hashimi al-Qurayshi in Syria.*

Research has shown that decreases in leader availability and communications
undermines organizational cohesion. The reductions in senior leader activity
undermined al-Qaeda’s organizational effectiveness, including its ability to
retain personnel.”” In a speech at the National Defense University in 2010

— 139 —



STRATEGIC COMPETITION: IMPLICATIONS FOR SOF

outlining his administration’s counter-terrorism strategy, President Obama
argued that al-Qaeda’s “remaining operatives spend more time thinking

about their own safety than plotting against us.”"*

Significantly, SOF as a weapon system can also contribute to deterrence
through its ability to provide governments with a viable, credible (yet
relatively restrained) counter-threat to adversary actions that test the
“below the threshold of violence” benchmark. The ability to conduct covert or
clandestine precision kinetic operations to strike adversary vulnerabilities as
a retaliatory measure can have a restraining effect on adversaries.

In summary, SOF due to their characteristics and capabilities, provide
governments with a versatile and effective means to both conduct opera-
tions and counter adversary actions in the shadowy Gray Zone of strategic
competition. SOF’s long-standing roles and tasks remain extant in the
GPC environment. The myriad of challenges and changes to the operating
environment have, and will continue to, require changes to, and constant
review of, TTPs, SOPs and employment concepts. However, the core func-
tionality of SOF, particularly because of their adaptability and reliance on the
highly trained and educated operator, make them an effective actor, as well
as key partner, in the GPC.









CHAPTER

38

Implications for SOF -
GPC & High-intensity /
Conventional War

The idea of the onset of a high-intensity conventional war is unfathomable
to most, despite the shocking Russian invasion of Ukraine on 24 February
2022. Reasons to discount the incomprehensible march to war are normally
anchored on a number of factors. First, a “hot” war would severely impact the
stability and prosperity of the interconnected world that globalization has
enhanced.! For that reason, the most current iteration of strategic competi-
tion, namely the struggle for access and influence to further national political
objectives and disrupt, deny and defeat those of adversaries, as noted already,
focuses mainly on activities below the threshold of armed conflict (e.g., cyber
and informational attacks, leveraging economic power, sabotage, subversion,
agitation, use of proxy forces).” The argument posits that no-one benefits
from a conventional war, particularly against a major power such as the U.S..

Another argument under-cutting the credence of the possibility of a high-
intensity war is based on the belief that the accessibility and proliferation of
technology make the prospect of conflict so devastating that no state would
risk engaging in all-out war. An increasing number of nations with substantial
nuclear arsenals, as well as the global propagation of stand-off precision
missile systems and platforms, including highly manoeuvrable cruise missiles,
as well as hypersonic weaponry and glide vehicles, matched with networked
sensors that are capable of delivering large payloads of munitions at increased
ranges so that targets can be engaged and destroyed almost anywhere with
accuracy within a short period of discovery and decision-making, make a
high-intensity conflict a losing proposition for all belligerents.

In short, as already noted, the future battlefield will be characterized by
augmented lethality, improved speed and boosted tempo of operations,
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augmented informatization empowered through Al, increased complexity,
and the forfeiture of traditional Western supremacy in all domains. Quite
simply, conflict between belligerents using modern weaponry will be discon-
certingly quick and horrendously destructive.

The formidable capabilities of current and emerging technology and muni-
tions makes the fielding of large conventional armies and their platforms laden
with risk. Augmenting the difficulty is the proliferation of EW, cyber-attacks
and weaponry capable of destroying operation-critical space satellites. The
development and deployment of AI and autonomous systems only adds to
the difficulty.” As such, for most, the prospect of a high-intensity war is
highly unlikely, if not negligible.

However, never say never. Through design or miscalculation, the occur-
rence of a major conflict between peer, near-peer and / or regional powers
can never be discounted. History is replete with instances of unexpected
attack. Examples include: the German invasion of the Soviet Union on
22 June 1941; the North Korean assault on its southern neighbour on 25 June
1950 and the Chinese engagement later in October; the Egyptian crossing of
the Suez Canal and assault on Israeli forces in the Occupied Sinai Peninsula
on 6 October 1973; the seizure of the British Falkland Islands by Argentina
on 2 April 1982; the invasion of Kuwait by Iraq on 2 August 1990 lead-
ing to the First Gulf War; and finally, the Russian invasion of Ukraine on
24 February 2022. Moreover, the continuing tensions and Chinese provoca-
tions across the Taiwan Strait, provide another recent disturbing example of
how through design or miscalculation a high-intensity conflict could erupt.*

The point is, discounting a possible eventuality leads to punishing conse-
quences. It is always important to anticipate possible events, which allows
for quicker adaptation and change should the inconceivable occur. Having
considered, brain-stormed, and war-gamed possible scenarios, organizations
and institutions have, at a minimum, a conceptual idea of what the chal-
lenges, as well as possible roles, tasks and requirements will be.

With regards to SOF and high-intensity war, this contemplation and planning
is extremely important. Afterall, for the SOF community the previous two
decades have been focused almost primarily on CT and COIN. Importantly,
these activities were conducted with virtual overmatch in every domain.
SOF forces had freedom of manoeuvre on the ground, sea and air. They
had technological and informational overmatch, as well as supremacy in
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intelligence gathering and firepower. In short, they held advantage in
virtually every aspect of the conflicts in which they were engaged. This
prolonged advantage and sense of superiority tends to build strong habits
and can blind organizations to systemic weaknesses and / or shortfalls. It
builds a false sense of security, if not capability, particularly for engagement
in operations that have not been conducted for decades against peer or tech-
nologically advanced and equipped adversaries.

It is for this reason, that as unlikely as many feel the prospect of a “hot” war
between major international actors may be, SOF must expend some intel-
lectual effort in understanding high-intensity conflict and the corresponding
implications, particularly the challenges and potential requirements, as well
as determining possible roles and tasks, so that SOF can best provide employ-
ment options to senior political and military decision-makers.

The role of SOF in a high-intensity war is not without precedent. Although
every conflict has its own unique characteristics, or in Clausewitzian terms
“grammar,” four examples from contemporary military history provide
some insight into SOF roles and tasks during high-intensity war (albeit not
between two great powers). The first example is the 1982 Falklands War
between Great Britain and Argentina over the Falkland Islands in the South
Atlantic. Throughout this relatively short conflict Argentinian special forces,
as well as both the British 22 Special Air Service Regiment (SAS) and the
Special Boat Service (SBS) conducted operations.

The Argentinians utilized their special forces (SF) to initiate the assault and
capture of the islands with attacks on Moody Brook Barracks and Govern-
ment House. They also used their SF for aggressive patrolling, as well as
attacks on designated highly-important objectives throughout the conflict.

Similarly, the British Task Force Commander utilized the SAS, as well as the
SBS for a myriad of tasks during the conflict. During the Falklands campaign
British SOF conducted:

* Strategic and tactical intelligence gathering (by conducting active
fighting patrols and covert observation posts);

* Close target reconnaissance of identified facilities and targets;
* Direct Action assaults against static targets and targets of opportunity;
* Diversionary raids to confuse, delay or inhibit enemy movement;

*  Domination of no-man’s-land between enemy positions;
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* Sabotage or destruction of critical facilities (active airfields, commu-
nication lines, fuel storage areas, command and control locations);
and

* Direct forward air control of fighter aircraft and naval gunfire
support against identified targets.’

The first mission the SAS undertook was Operation Paraquat, the recapture
of South Georgia Island. In atrocious weather conditions “D” Squadron
(Sqn), as part of a small subordinate Task Force that included a company of
Royal Marines and SBS personnel, sailed south to retake the British posses-
sion. South Georgia itself was of little military consequence, however; the
task itself was of great strategic importance. After a number of British ships
were sunk by Argentinian aircraft, the British Government needed a quick
victory. Therefore, South Georgia became an important political requirement.
After a number of set-backs, elements of “D” Sqn conducted a hasty attack,
captured the Argentinian garrison and reclaimed the island, providing the
British Prime Minister with the immediate “win” she required.

British SOF were also instrumental in establishing observation posts (OPs)
to monitor and conduct surveillance on Argentinian movements of troops,
aircraft and equipment in the Falkland Islands. The information they pro-
vided was quickly transformed into critical intelligence that assisted the Task
Force Commander’s battle plans. In the same vein, aggressive patrolling by
both the SAS and SBS fulfilled a similar function.®

In fact, SOF reconnaissance and observation brought to light the potential
danger of an Argentinian airfield on Pebble Island. This air base essentially
provided the Argentinian forces the ability to strike naval, land and air
targets (such as Sea Kings) in the San Carlos operational area within minutes
of taking off from their airfield. This advanced base ensured British forces
operating in the area would have very little warning. As a result, the SAS
launched a raid, which harkened back to SAS airfield raids in North Africa
during WWIL. The daring raid destroyed all eleven enemy aircraft, as well as
demolishing the runway and a fuel depot.”

Additionally, British SAS and SBS elements conducted beach reconnaissance,
supported the main Task Force landings at San Carlos, conducted diver-
sionary attacks at Goose Green and Wireless Ridge to support 2 Parachute
Regiment, and led the initial assault on the strategic heights of Mount Kent.
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Another task that was initially intended for British SOF was Operation
Mikado, the plan for SAS operators to destroy Argentinian Etendard strike
fighters and their Exocet missiles on their mainland airbase at Rio Grande,
Tierra del Fuego. The British Director Special Forces, General Sir Peter
De La Billiere, was a staunch protagonist for the mission. He envisioned
landing two British C-130 Hercules transport aircraft loaded with approxi-
mately 60 SAS operators and their vehicles directly onto the tarmac at Rio
Grande airbase. The SAS would then disgorge from the aircraft, similar to the
Israeli mission at Entebbe years earlier, and destroy the Etendard fighters,
the remaining Exocet missiles, as well as the pilots in their quarters.® The
aircraft and SAS “B” Sqn deployed to the staging base at Ascension Island,
but the British Prime Minister did not authorize the raid in the end.’ In all,

Britis.h SOF played an instrumental role in the Falklands campaign.

SOF was once again employed in a high-intensity conflict between 2 August
1990 and 28 February 1991, during the First Gulf War. Coalition SOF
conducted:

*  Special reconnaissance;

*  Foreign Internal Defence (i.e., training allies and partner forces);

* Liaison / Joint Terminal Attack Controller (JTAC) activities;

¢ Direct Action;

* Diversionary activities;

e Visit, Board, Search and Seizure in the Persian Gulf; and

¢ Unconventional Warfare.
Special reconnaissance, particularly OPs along Saudi-Kuwaiti border to moni-
tor Iraqi movements, was the first SOF task that was undertaken. SOF also

penetrated into Iraq and they ensured the route for the “left flanking” of the
Iraqi positions was suitable to support the movement of Abrams heavy tanks.

Equally important, SOF trained Coalition partners, particularly non-NATO
members, to ensure they could operate in a coalition setting. This task was
especially important to hold together the multi-national partnership. As
such, SOF was also embedded in coalition units to serve as liaisons, primarily
to coordinate close-air-support.

In addition, SOF conducted Direct Action. They seized oil platforms,
destroyed Iraqi fiber-optic communication cables, blew up microwave relay
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towers and communication bunkers and attacked enemy vehicles, “painted”
enemy targets for close-air-support, recaptured the British embassy in Kuwait
City and in what is probably their most well-known public mission, hunted
SCUD missile Transporter-Erector-Launchers (TEL), a strategically essential
task that was critical to maintaining the Coalition by keeping Israel from
retaliating against Saddam Hussein’s continued SCUD missile attacks on
Israeli soil.'” SOF were given the difficult task of locating and destroying the
mobile launchers.!!

SOF also conducted diversionary raids on the coast to deceive the Iraqgis into
thinking that a large-scale amphibious operation was looming. Additionally,
U.S. SEALs conducted VBSS operations in the Persian Gulf, often raiding
suspicious ships. Finally, SOF teams were also assigned to work with Kuwaiti
resistance, rescue key civilians trapped behind enemy lines and capture Iraqi
military personnel.'?

SOF was also employed in high-intensity conflict in the Second Gulf War,
namely the invasion of Iraq on 19 March 2003. During this conflict Coalition
SOF conducted:

* Special Reconnaissance;

e Direct Action;

e JTAC activities;

* Support to Conventional Forces;
* Sensitive Site Exploitation (SSE);
* Hostage Rescue Operations; and

*  Unconventional Warfare.

Similar to the previous two examples, SOF was instrumental in conducting
special reconnaissance to identify Iraqi positions and movements, particular-
ly to monitor the Karbala Gap. Additionally, Direct Action was a key activity
for SOF. At the onset of hostilities, they eliminated Iraqi border observation
posts and once again, hunted down SCUD TEL launchers in the Western
desert. Furthermore, SOF seized the Haditha Dam complex, conducted
ambushes on the highway to Tikrit to tie up Iraqi forces, “painted” enemy
targets and vehicles for close-air-support and they captured high value
targets (HVTs) attempting to flee to Syria. SOF also eliminated Uday and
Qusay Hussein, captured their father Saddam Hussein and killed the al-Qaeda

— 148 —



STRATEGIC COMPETITION: IMPLICATIONS FOR SOF

in Iraq (AQI) leader, Abu Musab al Zarqawi. They also captured or killed over
100 AQI members including at least eight high value targets. In addition,
Coalition SOF seized national oil production facilities, as well as capturing
key infrastructure and transport nodes. A Naval Task Group also seized Umm
Qasr, Iraq’s only deep-water port, the oil production facilities of the Al Faw
Peninsula and two off shore platforms that the pipelines fed."”

Support to conventional forces was also a significant undertaking. SOF
conducted screening tasks in support of conventional forces, captured
strategic sites to allow follow-on conventional forces to deploy, supported
the seizure of Rumaylah oilfields and worked with local Sheikhs and their
militiamen to capture a key town infrastructure, as well as to establish a
police service and restore 80 percent of the town’s electricity within a fort-
night. They also reopened schools and hospitals all in support of conventional
force thrusts in the area.

SOF were also instrumental in conducting a number of high priority SSEs,
particularly in suspected Weapons of Mass Destruction (WMD) sites.
Furthermore, Coalition SOF successfully conducted hostage rescue opera-
tions, saving Private Jessica Lynch, three Italian contractors, as well as three
NGO workers. Finally, SOF worked with local Kurdish Peshmerga forces to
draw Iraqi forces away from reinforcing Baghdad, as well as capturing strate-
gic sites to allow follow-on conventional forces to deploy.™

The final example is the Russian invasion of Ukraine in February 2022.
Although at time of writing the invasion is still relatively in its early days
and as such verifiable, comprehensive data is not completely possible, what
information has percolated reveals SOF have played a part in that war as well.
Preliminary information points to SOF being used for:

* Providing special reconnaissance;
* Shaping the ground for follow-on forces (penetration of Kyiv);

* Man-hunting (attempts to assassinate Ukrainian and other high
value targets);

*  Targeting (both opponents);
* Disrupting lines-of communication (Ukrainian SOF); and
* Sabotage.

Russian SOF figured prominently at the beginning of the invasion. Intel-
ligence sources reported that Russian SOF entered Kyiv, some dressed in
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Ukrainian uniforms, far in advance of their invading columns. Their task
was to both storm the government district and capture, or kill, Ukrainian
President Volodymyr Zelenskyy and his entourage."

In addition, during the initial 48 hours of the invasion, Russian Spetsnaz and
airborne forces exerted a great effort in attempting to seize the Hostomel Air
Base near Kyiv. Although they captured it quite quickly, they were not rein-
forced and a Ukrainian counter-attack almost reversed the initial success.

Ukrainian SOF also played an important role both undertaking sabotage and
direct action, as well as working with resistance cells. Reports of sabotage,
attacks and subversion behind Russian lines surface every few days. Events
included the destruction of an armoured train, a grenade attack on a com-
mand post, the demolition of railway tracks, the explosion of a radar station,
as well as a collaborator’s house, and a pro-Ukrainian rally. Ukrainian officials
claim its partisans have killed more than 100 Russian soldiers behind enemy
lines in Melitopol alone. Additionally, mysterious fires and explosions at
military facilities inside Russia itself have also occurred. Not surprisingly,
Ukrainian special forces are also targeting Russia’s lines-of-communication, as
well as Russian long-range artillery and other weapon systems."

Ukraine’s underground resistance in occupied territories is coordinated by
a special forces unit called the Sily spetsial’nykh operatsiy (SSO), which was
formed in 2015 after attempts at partisan activity failed disastrously in the
early stages of the war in the Donbas. The SSO is responsible for military
action, support operations and psychological warfare. The SSO spent consid-
erable effort preparing potential partisans prior to the invasion. The current
resistance cells mix professional soldiers and volunteers in a 60-40 ratio.
Moreover, a network of secret arms dumps, safe houses and potential sym-
pathizers exists across the entire country. In some cases, criminal networks
have been co-opted.*®

The results have been noteworthy. Communication intercepts by Ukrainian
security services revealed the level of impact the resistance movement has
had. “Every fucking night we're fighting with diversionary groups who
come into the village,” one Russian soldier related in a call home. “Some of us
have had enough. We're getting the fuck out of here,” he asserted."

In all, the missions conducted by SOF in these four conflicts were in essence
largely the same tasks as SOF performed in WWII (e.g., raids, reconnaissance,
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deception, unconventional warfare). Granted the examples reflect a great
power (i.e., U.S., Britain and Russia) against regional powers and not peer
or near-power adversaries. Nonetheless, the belligerents in all four examples
had access to state-of-the-art weaponry and technology. As such, the con-
flicts in question provide insight into potential SOF employment and tasks.

Potential Tasks

Despite the mostly dated examples, and although circumstances have changed
(i.e., the availability and proliferation of advanced munitions, sensors, weap-
on systems, as well as ISR capabilities) most, if not all, the enduring SOF tasks
remain relevant. If SOF were to become involved in a contemporary or future
high-intensity war between peer, near-peer or regional power adversaries
they could expect to undertake the following potential tasks:

*  Special Reconnaissance;

* Advanced Force Operations (AFO);

* Preparation and Shaping of the Operational Environment (e.g.,
staging, reception, navigation aids, establish austere airfields);

¢ Theatre Break-in;

* Direct Action;

e Target Designation;

e  Battle Damage Assessment;

* Hard Target Defeat;

* Contingency Operations;

*  Deception / Diversion / Disruption;

* Sabotage;

* Irregular Warfare (i.e., UW, CT, COIN);*
* Second Front / Horizontal Escalation;

¢ Counter-SOF;

*  Counter-Shipping;

* Chemical, Biological, Radiological, Nuclear (CBRN) SSE;
* Role in Phase IV (stabilization);

e Psychological Operations (PSYOPS); and

*  Economy of Effort operations.
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SOF through their high readiness, rapid-deployability, superlatively trained
and educated personnel and integral proficiencies, techniques and methods
of employment make them an ideal partner to assist the Joint Force fight.
Their ability to conduct special reconnaissance, as well as AFO, in hostile,
denied, or highly sensitive environments allow them to “sense” (i.e.,
determine changes within a theatre, confirm events, specifically threats) and
“signal” (i.e., provide ground truth and warning) to governments and military
commanders.”" In addition, they are adept at shaping and preparing, as well
as breaking-in to theatres in support of the Joint Force. Although ISR assets
are irreplaceable, clever camouflage and deception of armaments and weapon
systems by adversaries, as well as physical destruction of, or electronic
interference with, friendly ISR assets can create a veil of darkness. SOF can
“illuminate” these gaps and provide decision-makers and the Joint Force with
the necessary information for planning, deployment and actual operations.

Additionally, SOF are highly-capable of conducting Direct Action against
critical infrastructure, command and control nodes, weapon systems (e.g.,
A2/AD, nuclear weapon launchers) and lines-of-communication. Specifically,
SOF become an essential enabler for the Joint Force by eliminating hard
targets (e.g., fixed defences, missile batteries, nuclear launchers, head-
quarters), as well as disrupting enemy lines-of-communication through either
Direct Action or through target designation by JTACs.”> Equally important,
SOF can conduct battle damage assessment (BDA) to determine effectiveness
of friendly strikes to ensure the necessary results have been achieved.

For example, during the 2006 Lebanon War the IDF employed SOF for raids
against Hezbollah’s command and control structure. The raids were designed
to disrupt C2, destroy enemy capability, as well as to capture senior Hezbollah
officials. On 4 August, Shayetet 13 conducted a seaborne assault and took
control of a compound in the city of Tyre, which resulted in the annihilation
of an enemy unit. Three days later, Shayetet 13 conducted another similar
operation in the village of Ras al-Biyad, where an apartment complex was
targeted. Additionally, Sayeret MATKAL assaulted a Hezbollah headquarters
in the Beka’a Valley for intelligence-gathering purposes and once again in an
attempt to capture operatives of the organization. In each of the cases, the
capture or killing of high-ranking Hezbollah officials was a primary task.”

SOF can also conduct contingency operations that require a rapid response,

precision and high reliability of success. SOF’s characteristics position them
to be highly responsive to situations that occur that were unforeseen (and
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no contingency plans in place to address) or that create such a threat or
crisis that immediate action is required for either existential, operational or
political / morale reasons.

SOF operations can also assist the Joint Force through deception, diversion
and / or disruption operations. By staging feints, holding attacks, diversion-
ary strikes or harassment in adversary rear areas or lines-of-communication,
SOF can tie down enemy forces, divert their attention away from critical areas
and disrupt their intended operations. Moreover, sabotage of key infrastruc-
ture, as well as disruption of their lines-of-communication can curtail enemy
capability and tie down enemy forces for vital point / rear area security.

Yet, another important task SOF can conduct in a high-intensity conflict is
irregular warfare, defined as a “violent struggle among state and non-state
actors for legitimacy and influence over the relevant population(s).”* Irregu-
lar warfare is an important tool for friendly forces. After all, irregular warfare
concentrates on indirect and asymmetric approaches to avoid the military
strengths of an adversary. From a U.S. doctrinal perspective, irregular warfare
includes the specific missions of UW, stabilization, FID, CT and COIN.

SOF conducting irregular warfare act as both a force enabler, as well as an
economy of effort capability. Leading UW operations (i.e., working with
host-nation forces behind enemy lines) SOF can tie down adversary troops
needed for rear-area security, disrupt enemy operations and activities,
destroy adversary infrastructure, equipment and their war effort in general.”
UW operations can also be used to create “second fronts” or horizontal
escalation by inserting small teams, who, working with resistance cells /
guerrilla groups, can foment new theatres of operations to which adversaries
must devote resources.

Irregular warfare operations also represent a critical ongoing, enduring task
for SOF. A high-intensity war will not create a pause in undertakings for
the myriad of global terrorist organizations that exist. In fact, many would
probably increase their attacks believing major powers will be consumed by
the larger conflict. As such, FID, CT and COIN all become critical activities
to assist allies, friendly or at-risk nations deal with internal security issues
that could evolve into larger security issues for not only single states, but
allies and partners as well. For instance, as the current tranche of strategic
competition smolders, insurgency and terrorism remain rampant in Africa
and the Middle East. SOF conducting irregular warfare operations can have
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both an offensive and defensive function, as well as an economy-of-effort
effect by keeping these threats in check.

Undeniably, irregular warfare is a formidable means of striking at an adversary.
It is one methodology that both the Chinese and Russians wield authorita-
tively. Therefore, “counter-SOF” becomes another important task. Ensuring
enemy SOF are unable to conduct UW behind friendly lines, interfere with
lines-of-communication, and / or interfere with command and control are
extremely essential. Additionally, denying enemy SOF the freedom of move-
ment to conduct special reconnaissance, AFO, break-in operations, direct
action and / or targeting becomes imperative. Although conventional forces
can certainly undertake rear area security tasks and vital point security,
enemy SOF that have been similarly selected, trained and equipped, with
analogous TTPs and operating methodologies to their Western counterparts,
will pose a substantial test.*

As an example, North Korean special-operations doctrine emphasizes speed
and surprise. Pyongyang’s SOF have two fundamental missions: to infiltrate
South Korea and conduct unconventional warfare and sabotage on the U.S.
and South Korean rear lines-of-communications, and to defend North Korea
against U.S. or South Korean SOF. On the onset of war, North Korean would
quickly cross the Demilitarized Zone and flood South Korea with troops.
Meanwhile, North Korean SOF would conduct operations in the rear or
on the flanks, attacking supply lines, C2 centres, as well as other strategic
facilities. They would also attempt to strike against South Korea’s leadership,
seeking to decapitate the South Korean government and sow confusion in the
initial hours of the conflict.”

The capability of adversary SOF should never be underestimated. There-
fore, counter-SOF operations will require significant planning, coordination
and mitigation strategies for the plethora of challenges that will pose
hurdles to success. Anticipation of these potential quandaries and contin-
gency plans that allow for adaptation and rapid response are the first step.
Counter-SOF employment, particularly for high-value infrastructure, events /
operations and / or geographically vital areas, etc., will be necessary.*

For this reason, some steps have already been taken. Shemya Island, Alaska,
which is in the Aleutian Islands and is home to the AN/FPS-108 Cobra Dane
early warning and tracking radar used to spot incoming ballistic missile
strikes provides an example. It possesses a strategic 10,000 foot airfield
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with associated infrastructure and ample ramp space. Together, they would
be a prime target during a conflict as it is also the closest military facility
to Russia’s eastern flank. With adversary SOF in mind, Special Operations
Command NORTH (SOCNORTH) operators, in conjunction with Army Green
Berets from the 10" Special Forces Group, deployed to Shemya to practice
defending the island in cooperation with the local security forces.* The
concept of counter-SOF operations must be considered on a larger scale.

SOF can also undertake a host of other tasks. Counter-shipping to interfere
with adversary maritime operations or supply can have a seriously detrimen-
tal impact on the enemy’s war effort. For nations that embed PSYOPS with
their SOF forces, this task can have serious consequences on targeted adver-
sary forces and / or populations, as well as on affected populations in theatres
of operations and international targeted audiences that may be neutral or
wavering on support.

SOF can also play a valuable role in conducting SSE on high value objectives,
particularly headquarters, CBRN facilities (e.g., storage sites, laboratories,
launch vehicles) and communication hubs. Finally, SOF can also contribute
to post-hostility Phase IV Stabilization operations. Working with friendly or
at-risk states, SOF can employ FID to assist with the reconstruction and / or
establishment of the necessary security infrastructure to ensure a stable and
secure environment for reconstruction and development.

Although the enduring nature of these SOF tasks is not surprising, the
difference lays in the daunting challenges that the proliferation and access to
modern precision munitions and technology available to adversaries pose to
SOF operations.

Challenges

Undoubtedly, there would be innumerable challenges to SOF operations
in a high-intensity conflict. As mentioned earlier, the proliferation of
accessible, relatively cheap, advanced satellite, informational, sensor and
weapon technology haslevelled the playing field between belligerents in many
aspects. Remaining hidden and simply moving has become extremely difficult.
Precision, range and lethality of munitions, as well as the efficacy of sensors
and radars, has become frighteningly effective. The decades-long advantage
of technological, informational and firepower overmatch is no longer a given.
Neither is freedom of manoeuvre on land, sea or air. SOF must examine
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carefully the impediments they will face and the means to overcome those
obstacles.

In short, similar to the challenges articulated as part of the greater GPC, some
of the challenges that SOF will encounter in high-intensity include:

* Command, Control, Communications and Computers (C4);

* Al /machine learning;

* Speed / tempo;

e  Capacity;

*  Cooperation with the Joint Force;

* Self-image / failure to evolve;

e Lethality / Advanced technology;

e Direct Energy Weapons;

* A2/AD (theatre entry / manoeuvre);

* Freedom of manoeuvre / mobility;

* Aerospace Control;

* Concealment (i.e., sensors, CCTV, cell phones);

* Risk Acceptance;

*  CBRN battlespace;

* Supporting fires;

* Adversary SOF;

* Influence Activities / Influence local populations;

*  Domestic support / trust; and

*  Mental health.

A major concern will be the nexus of C4 (command, control, communica-
tions and computers), AI / machine learning and speed / tempo of operations.
The use of AI will press tempo to limits not yet experienced in conflict.
Decision-cycles will be collapsed and decision-making pressed to extremes
as belligerents try to make sense of what is occurring and what capabili-
ties still exist. Jamming, cyber-attacks as well as the destruction of satellites
and relay stations will stress communications, endanger the ability to utilize
supporting fires, as well as the capacity to control operations at all once
they have crossed the “start line.” The recent successful test of a Russian
ground-launched missile that destroyed a defunct space satellite should raise
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alarm since this advancement jeopardizes the ability to potentially use satel-
lites that enable much of society and the military.” SOF will be required to
operate for extended periods of time disconnected and on their own.

Capacity will also pose issues for SOF in high-intensity warfare. With the
myriad of potential tasks how will SOF missions be prioritized? There just
simply isn’t enough SOF capacity to deal with all the required missions.!
Once casualties are factored in the issue becomes even more difficult. A clear
prioritization of tasks, as well as a concerted effort to educate commanders to
fully understand the best utilization of SOF to avoid needless casualties must
be in place. This requirement raises the issue of cooperation with the Joint
Force. A robust framework and deep understanding of how the conventional
force and SOF can complement one another, as well as a concerted effort at
ensuring inter-operability, are required prior to any conflict erupting. Work-
ing together the Joint Force and SOF can provide effective capability, however,
to achieve this outcome a clear and cogent understanding of requirements,
strengths and limitations of all actors must be in place prior to conflict.

Without diminishing the aforementioned challenges, arguably, the greatest
test facing SOF in a high-intensity conflict will be the issue of lethality due
to advanced technologies. Hypersonic missiles, such as the one tested by
China, which flew around the world at more than five times the speed of
sound, then dropped off a hypersonic glide vehicle that struck a target in
China, pose huge threats. Importantly, unlike intercontinental ballistic
missiles that travel in a predictable arc and are trackable by long range
radars, a hypersonic missile moves much closer to the earth, making it
difficult for radars to detect.*

Furthermore, the exponential proliferation of precision missiles with ever-
increasing destructive power, directed energy weapons and autonomous
systems capable of loitering and swarming targets bodes ill for forces that
are discovered in the battlespace.”” The increased precision, payload and
density of munitions make concealment, manoeuvre and access into the-
atres or specific objective areas increasingly difficult and deadly. Moreover,
mobility itself becomes a critical concern as outright superiority in any
one domain is questionable. Bereft of outright superiority, adversaries will
struggle for control over specific corridors for restricted periods of time and
even that will be difficult to achieve. One analyst explained:

Some specialized methods of insertion may remain viable, such as
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subsurface delivery, but even here the target may be well inland,
while maritime deployment limits the equipment that can be taken
ashore. Long-range patrols will need to mitigate observation from
enemy radar, electronic warfare units, and unmanned aerial vehicles
with mounted thermal cameras. While it may be comforting to hope
that technology will shield special operations forces from enemy
attention it seems more realistic to minimize signature rather than
attempt to conceal it.*

The overarching threat becomes the marriage of sensor / detection to shooter
/ munition precision and lethality. The danger of sensor to shooter timeliness
and accuracy was demonstrated by the Russians in the Ukraine since 2014.
They had “shortened to mere minutes the time between when their spotter
drones first detected Ukrainian forces and when their precision rocket artil-
lery wiped those forces off the map.”> The use of Al, space-based weapons,
lasers, directed-energy technology and high-powered microwaves, as well
as CBRN munitions, will only increase lethality and reach. Importantly,
well-timed and accurate delivery of ordnance has become increasingly
possible since the world has become one big sensor, making masking
military deployments or actions virtually impossible. As such, SOF may need
to survive unsupported, which will require a recalibration of the force’s
training, equipment, and mindset.*

In addition, next-generation high-power radio frequency-directed energy
weapons that can disrupt electronic controls and shut off vessel engines
without harming occupants, as well as millimetre wave active denial-directed
energy technology further complicate the battlespace. Additionally, motor-
powered exoskeleton suits that increase human capacity to carry weight or
cover distances already exist. The use of armour plate, weapon suites and
jet-packs for flight are just a matter of time.

In the final analysis, the future battlespace, or engagement space to use the
most current lexicon, will be characterized by amplified lethality, height-
ened speed and tempo of operations, magnified informatization empowered
through AI, increased complexity, and the forfeiture of traditional Western
supremacy in all domains. Conflict between belligerents using modern
weaponry will be ominously swift and dreadfully destructive. Adding to the
enormity of the challenges are a myriad of other difficulties. Risk acceptance
will have to be reviewed. In the context of the past two decades a premium
has been placed on low casualties to friendly forces as well as limiting, if
not negating, collateral damage. In the context of a high-intensity war, the
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reservation of “causing harm” will need to be reviewed. Restraint in under-
taking operations because of probable cause in death and destruction can put
success against adversaries, as well as lives of friendly forces, at great peril.

Related to potential casualty rates and collateral damage is the issue of influ-
ence activities. Whether involved in irregular warfare or in operations in
direct support of the Joint Force, SOF will need to place emphasis on gain-
ing / maintaining the support of domestic and local populations, as well
as influencing host-nation / local populations and international opinion /
support. Support and trust of societies and their governments equals freedom
of manoeuvre. It also translates into direct support in the way of passage
of information, denial of the same to the enemy, as well as acceptance of
set-backs and errors. The challenge lies in the difficulty of earning trust,
particularly of alien cultures. The proliferation and sophistication of disin-
formation and “deep fakes,” that is “highly realistic and difficult to detect
digital manipulations of audio or video” is making it easier than ever to dis-
seminate false information purporting to portray someone doing something
or saying something that is detrimental to their credibility or reputation. As
technology develops and spreads, deep fakes will push disinformation to an
entirely new level.”” Within this environment SOF will be required to win
“hearts and minds” while combating aggressive disinformation campaigns.

In response to this requirement, U.S. Marine Forces Special Operations
Command (MARSOC) issued clear direction. It stated, “Our units must be
able to thoughtfully combine intelligence, information, and cyber operations
to affect opponent decision making, influence diverse audiences, and counter
false narratives.” It added, “Furthermore, we must be able to synchronize
operations, activities, and actions in the information environment with those
across operational domains and, when necessary, fuse cognitive and lethal
effects.** The MARSOC direction noted:

[Marine SOF| Raiders must be able to seamlessly integrate a wide
range of complex tasks; influencing allies and partners; developing
an understanding of emerging problems; informing decision makers;
applying national, theater, and interagency capabilities to problems;
and fighting as adeptly in the information space as the physical.*

Additionally, adversary SOF will also pose a significant challenge. As
mentioned earlier, enemy SOF will be employed comparably to friendly SOF
both in an offensive and defensive context. Forces that have been similarly
selected, trained and equipped, with analogous TTPs and operating meth-
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odologies, will pose a substantial threat. Operations will require significant
planning, coordination and mitigation strategies for the plethora of challenges
that will pose hurdles to success. Anticipation of these potential quandaries
and contingency plans that allow for adaptation and rapid response are the
first step.

The final challenge to be discussed is that of SOF self-image and a failure
to evolve. For the past two decades SOF have been regularly touted as the
“Force of Choice.” Media in its fullest form (e.g., television, movies, social
media, books, internet, video games, etc.,) have all created a larger than life
image of SOF warriors. Much of this has been deserved as SOF have been
a significant, if not overpowering, contributor to the “war on terror” and
the spate of COIN and CT operations in the new millennium. However, an
acknowledgement of the theoretical construct of SOF involvement in a high-
intensity war is not enough. Habits die hard, particularly when they have
been rooted in success. As such, the past twenty years of dominance in all
aspects and domains of conflict can have a numbing effect on what changes
are required to succeed in a new paradigm. As one analyst observed:

The high tempo of Western special operations forces’ activity over
the past two decades has led to repetitive behaviors and the forma-
tion of a set of persistent patterns. Before operators arrived in Sana’a,
for example, specialist kit would often be flown in by C-130 and
picked up by the embassy, giving Yemeni customs workers a fairly
reliable indicator that something was going to happen...the wide-
spread collection of biometrics and the pervasive surveillance and
archiving of data from public spaces, combined with the existing
target decks established through the observation of counterterrorism
operations, mean that theater entry in a covert posture against a great
power competitor requires careful planning, novel techniques, and a
credible digital past to support any false identities... Against a peer
adversary long-range standoff will force back insertion capabilities
so that special operations forces will need to conduct an extended
approach to the objective. They will need to look after themselves
for a prolonged period in the field. They will need to minimize their
emissions, which will require them to be unplugged from support
by the joint force and necessitate that commanders are comfortable
with only intermittent updates on their progress. The detailed plan-
ning necessary to operate undetected in an electronically contested
environment will require a slow and deliberate tempo of opera-
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tions. As with the challenges in covert operations there are cultural
implications to how units prepare for fighting unplugged. Special
operations forces have become accustomed to multiple successive
short operations, rather than prolonged periods in the field. This
is reflected in equipment: significant advances in the ergonomics of
tactical gear, for example, have not been matched by advances in
systems for carrying heavy loads long distances. It is even evident in
the physiology of personnel. Within many units it is noticeable that
operators who became lean to pass the endurance tests they faced in
selection rapidly bulk up their upper bodies upon joining their units.
While this allows for speed and power—ideal for raids—it comes at
the expense of endurance. And there is a reflexive tendency to reach
for technology to observe adversaries, such as the use of unmanned
aerial systems that necessarily have a significant electronic signature.
If units must increasingly operate at reach then dependence upon
technological tools also risks exposure. Finally, as with the problems
with pattern forming in a discreet posture leading to the exposure
of covert forces, communications patterns used during exercises will
form a set of expectations among adversaries. As a result, operators
cannot simply rely on communications procedures that emphasize
the usual equipment, but should design them with a conscious
assessment of the mission, the threat, and the enemy’s expectations.*

The observations are a stark reminder of the challenges that exist. As the
researcher explained, “The high tempo of Western special operations forces’
activity over the past two decades has led to repetitive behaviors and the
formation of a set of persistent patterns.”*! Quite simply, old habits die hard.
After almost twenty years of CT and COIN operations, where they held over-
match in every domain, SOF have “fallen into predictable patterns, become
overly reliant on technological solutions, and grown accustomed to short
operations enabled by overwhelming support.” As a number of analysts have
warned, “Failure to recognize the changes in the operating environment
may carry a heavy price.”*

Importantly, since you cannot build SOF capability overnight, SOF cannot
afford to “learn through experience,” which normally entails casualties
in a high-intensity conflict. Therefore, careful consideration and thought
must be applied to this issue, including the aspect of mental health, which
will undoubtedly be a major factor in the high-stress, high-tempo, lethal,
battle-space of high-intensity conflict. As a MARSOC future employment
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assessment notes, “Forces that cannot thrive in chaotic, complex operating
environments will find the future to be an unforgiving place. To succeed orga-
nizations will be required to change their modes of thinking about problems,

how they see themselves, and their willingness to pursue adaptations.”*

Summary

It is impossible to predict the future. Although history provides cautionary
tales, trends and possible outcomes, there is no crystal ball that can foretell
events. The observations of renowned historian Michael Howard are apropos.
He asserted, “No matter how clearly one thinks, it is impossible to anticipate
precisely the character of future conflict. The key is to not be so far off the
mark that it becomes impossible to adjust once that character is revealed.”*
Although the notion held by many that a high-intensity war is unfathomable,
this belief must not allow SOF to become blinded to possible future outcomes.
As Howard emphasizes, organizations must be able to adjust to realities on

the ground. This ability requires forethought and an open-mindedness.

History has shown that through design or miscalculation, the occurrence of
a major conflict between peer, near-peer and / or regional powers can never
be discounted. A failure to anticipate the possibility of a high-intensity war
could lead to punishing consequences. It is fundamentally important to
anticipate possible events, which then enables quicker adaptation and
change should the inconceivable occur. Having pondered, brain-stormed,
and war-gamed potential developments, SOF, at a minimum, can develop
a conceptual picture of what the possible roles, tasks and challenges, as well
as requirements will be.

After two decades of COIN and CT operations, in which SOF have held
advantages in virtually every domain, the potential change in mind-set,
behaviour and TTPs to operate in a high-intensity warfare environment is
daunting. This challenge can only be met by a proactive approach that puts
the necessary effort and horse power behind anticipating future scenarios in
the fullest sense and determining SOF contributions in those circumstances.
In the end, as unlikely as many believe that the possibility of a conventional
war between major international actors may be, SOF must expend some intel-
lectual effort in understanding high-intensity conflict and the implications
for SOF, particularly the challenges and potential requirements, as well as
determining possible roles and tasks, so that it can best provide employment
options to senior political and military decision-makers.
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CONCLUSION

SOF will always maintain a pivotal role in the GPC. Their characteristics and
skill-sets are perfectly geared to irregular warfare and war in the shadows.
SOF operations, and those who carry them out, are positioned to conduct
clandestine, time-sensitive, high risk (i.e., political and to force) missions
in hostile, denied, or politically sensitive environments. Much of the GPC
is taking place in obscure domains and in regions around the world where
gaining access and influence to populations and regional governments
is key. On this playing field, information warfare, the competition over
narrative and gaining acceptance goes hand-in-hand with having impact
(i.e., economic, military, political, social) on the ground.

For this reason, Lieutenant General Tovo stated, “Were looking for people
who are empathetic, adaptive problem-solvers, who don’t freak out in the
complexity of chaotic situations.” He explained, “Our job is to wade into
chaos and manage it. Our missions are often undefined — go in and figure it
out, you tell us what the mission is.”*

SOF, through its timeless military assistance / special warfare / irregular war-
fare programs of SEA, FID and UW allow for a low cost (both in personnel and
financial terms) methodology of developing favourable foreign relations with
friendly and at-risk states to further political objectives. Their ability to train
foreign security forces to deal with real or potential threats also works to pre-
empt crises before they become out of control or trigger larger conflagrations.
Importantly, SOF have always, are currently, and will continue to, perform
these tasks.

SOF operations around the globe also act to create deep relationships and
networks, as well as important “lily-pads” should the larger conventional
joint force require basing options in times of crisis or war. In short, SOF
programs develop access and influence that further favourable foreign rela-
tions in support of national objectives. Moreover, SOF’s situational awareness
around the globe through the cultivation of long-term partnerships and
creation of networks provides comprehension of emerging trends and threats
worldwide. It also allows for influencing actors and events to coincide with
desired outcomes. Admiral McRaven asserted, “SOF are rapidly deployable,
have operational reach, are persistent and do not constitute an irreversible
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policy commitment.” He emphasized that “military success in today’s envi-
ronment is about building a stronger network to defeat the networks that
confront us.” He underscored that “the [SOF global] network enables small,
persistent presence in critical locations, and facilitates engagement where
necessary or appropriate.”* McRaven insisted, “Enduring success is achieved
by proper application of indirect operations, with an emphasis in building
partner-nation capacity and mitigating the conditions that make populations

susceptible to extremist ideologies.”’

It is SOF’s ability to excel at their non-kinetic mission-sets that create security
capability within partner nations; develop deep relationships and networks;
target hostile agents, agitators, insurgents and terrorists, as well as promul-
gate a narrative that counters opponent disinformation, that makes SOF an
important player in the GPC. Notwithstanding SOF’s non-kinetic capabilities,
SOF are able to transition to kinetic action (or warfighting ability) seamlessly.
Their ability to undertake kinetic actions as part of UW, COIN or CT tasks,
as well as direct action missions or special reconnaissance, on order without
delay, also make them an indispensable tool. As much as many would like to
close the door on CT and COIN, it is just not a viable option if global stability
is desired.

In sum, although SOF core tasks and functions have not changed dramati-
cally, the operating locations, circumstances and priorities have evolved
and will require continual assessment and adaptation. Globalization and the
proliferation of relatively cheap and accessible advanced informational and
armament technologies, enhanced by AI, have made the battlespace a more
lethal, complex and difficult environment to operate in. The dominance and
freedom of manoeuvre that Western forces held over their adversaries in the
first two decades of the new millennium can no longer be taken for granted.

These changes require SOF to adapt their TTPs and operating constructs
to meet operational requirements as they present themselves. Importantly
though, SOF remain an instrumental military capability in the renewed era
of GPC / strategic competition. Their ingrained flexibility and adaptability,
as well as its strength of operating in the face of adversity and ambiguity
position them to be a major actor in the GPC. Moreover, SOF’s reliance on
highly trained and educated operators add an important element of trust and
reliability. SOF can fulfill a variety of critical tasks in the shadowy Gray Zone
operations within the context of the GPC. They provide government with
key capabilities such as:
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Crisis Response;
Sensor;
Signaler;
Integrator;
Trainer; and

Weapon System.

In essence, SOF’s characteristics (i.e., high-readiness, rapidly deployable,

small footprint / operate in small teams; capable of operating in politically

sensitive or denied environments; capable of working independently or in

conjunction with other forces or government agencies; operate clandestine,

covert or overt; proficient with, and enabled by, advanced technologies)

make them the pre-eminent choice for Gray Zone operations.

However, SOF’s contribution to strategic competition goes well beyond sim-

ply operating in Gray Zone activities. In the worst case of a high-intensity /

conventional conflict, SOF can also play a major role. For example, SOF can

undertake the following potential tasks:

Special Reconnaissance;

AFO;

Preparation and Shaping of the Operational Environment;
Theatre Break-in;

Direct Action;

Target Designation;

Battle Damage Assessment;

Hard Target Defeat;

Contingency Operations;

Deception / Diversion / Disruption;
Sabotage;

Irregular Warfare (i.e., UW, CT, COIN);*
Second Front / Horizontal Escalation;
Counter-SOF;

Counter-Shipping;
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¢ CBRN SSE;
* Role in Phase IV (stabilization);
¢ PSYOPS; and

*  Economy of Effort operations.

Importantly, SOF represent a hard-wired military capability in peace, com-
petition, conflict and war. Their earlier manifestation of filling “gaps and
seams” during periods of crisis to buy time for conventional forces to config-
ure themselves to deal with a military emergency is no longer applicable. SOF
have proven themselves to be a reliable, consistent, integral military capa-
blility that offer decision-makers a myriad of capabilities and policy options
that allow for efficient, effective and timely responses. Within the context of
GPC / strategic competition, SOF remains the force of choice.

After all, SOF will remain an essential, if not pivotal, tool in a government’s
arsenal because it can deliver:

1. High readiness, low profile, task-tailored Special Operations Task
Forces (SOTFs) that can be deployed rapidly, over long distances
and provide tailored proportional responses to a myriad of different
situations;

2. A wide spectrum of special operations options, lethal and non-lethal,
to deter, disrupt, dislocate, and when necessary, destroy those that
would do harm to the nation, its allies and friends, or its national
interests;

3. Highly trained technologically enabled forces that can gain access to
hostile, denied, or politically sensitive areas;

4. Discrete forces that can provide discriminate precise SOF kinetic
and non-kinetic effects throughout the entire spectrum of competi-
tion (i.e., “peace” through high-intensity combat);

5. A deployed capable and internationally recognized force, yet with
a generally lower profile and less intrusive presence than larger
conventional forces;

6. An economy of effort foreign policy implement that can be used to
assist coalition and / or allied operations;
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7.

10.

11.

12.

13.

A rapidly deployable force that can assess and survey potential
crisis areas or hot spots to provide “ground truth” and situational
awareness for governmental decision-makers;

A highly trained, specialized force capable of providing a response
to ambiguous, asymmetric, unconventional situations that fall out-
side of the capabilities of law enforcement agencies, conventional
military or OGDs;

A force capable of operating globally in austere, harsh and dangerous
environments with limited support. SOF are largely self-contained
and can communicate worldwide with organic equipment and can
provide limited medical support for themselves and those they
support;

A culturally attuned SOTF or teams that can act as a force multi-
plier through the ability to work closely with regional civilian and
military authorities and organizations, as well as populations
through Defence, Diplomacy and Military Assistance / Security
Force Assistance initiatives;

A force capable of preparing and shaping environments or battle-
spaces (i.e., setting conditions to mitigate risk and facilitate
successful introduction of follow-on forces);

An enabler to foster inter-agency and inter-departmental coopera-
tion through its ability to serve as a catalyst to unify, extend the
reach and maximize the effects of other instruments of national
power; and

A highly trained and educated, adaptive, agile-thinking force
capable of dealing with the threat that has not yet been identified.

Renowned strategist, the late Colin Gray, declared, “Special operations forces

are a national grand-strategic asset: they are a tool of statecraft that can be

employed quite surgically in support of diplomacy, of foreign assistance (of

several kinds), as a vital adjunct to regular military forces, or as an indepen-

dent weapon.”” He captured the essence of SOF. Simply put, SOF are / have

indispensable relevance to decision-makers, providing them with a wide

scope of cost-efficient, low-risk and effective options is precisely the driving
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force behind SOF power. Their ability to produce on short notice, courses
of action and desirable outcomes, in a number of domains, regardless of
location, with a high probability of success, give them great saliency to
political and military decision-makers. After all, arguably, the acid test of
strategic utility is what an organization contributes to national power and
the ability to project or defend national interests.
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5G
9/11

A2/AD
ADIZ
AFRICOM
Al

AQI
ARSOF
ASAT

AU

BCI
BDA
BRI

C2

C4
CANSOFCOM
CBRN

CCP

CCTV

CEI
CENTCOM
CEO

CIA

CAN

COIN
C-RAM
CRI

CSA

CSE

GLOSSARY OF
ABBREVIATIONS

Fifth Generation
11 September 2001 terrorist attack

Anti-Access / Area Denial

Air Defence Identification Zone
Africa Command

Artificial Intelligence

Al-Qaeda in Iraq

Army Special Operations Forces
Antisatellite

African Union
Brain Computer Interface
Bomb Damage Assessment

Bridge and Road Initiative

Command & Control

Command, Control, Communications, Computers

Canadian Special Operations Command
Chemical, Biological, Radiological, Nuclear
Chinese Communist Party

Close Circuit Television

Critical Energy Infrastructure

Central Command

Chief Executive Officer

Central Intelligence Agency

Center for Naval Analyses

Counter Insurgency

Counter Rocket, Artillery and Mortar
China Radio International

Canadian Space Agency
Communications Security Establishment
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CSIS Canadian Security Intelligence Service or Center for
Strategic and International Studies (depending on context)

CT Counter-Terrorism

C-UAV Counter Unmanned Aerial Vehicles

CVEO Counter Violent Extremist Organizations

DA Direct Action

DE Direct Energy

DIA Defense Intelligence Agency

DNI Director National Intelligence

DoD Department of Defense

EDPAC EDP audit, control and security

ERC Education & Research Centre

EU European Union

EW Electronic Warfare

FBI Federal Bureau of Investigation

FID Foreign Internal Defense

FSB Federal’naya sluzhba bezopasnosti Rossiyskoy Federatsii

(Federal Security Service)

GPC Great Power Competition

GPS Global Positioning System

GRU Glavnoye Razvedyvatelnoye Upravlenie (Military
Intelligence Directorate)

GSPIA Graduate School of Public and International Affairs

HBV Hypersonic Glide Vehicle

HEL High Energy Laser

HEO Hyper Enabled Operator

HVT High Value Target

ICBM Intercontinental Ballistic Missile

IDF Israeli Defense Force

IRGC Islamic Revolutionary Guard Corps

ISIS Islamic State in Syria (see also Daesh, Islamic State)

ISR Intelligence, Surveillance, Reconnaissance

— 174 —



STRATEGIC COMPETITION: IMPLICATIONS FOR SOF

JCS

JSOC
JSOU
JTAC

Kg
Km
KSO

LAWS

MARSOC
MCF

MCT
MINUSMA

MND
MNJTF
MoD
MOIS

NATO
NCTV
NDS
NGO
NSS

OCAO
OGD
OODA
op
OPSEC

PAP
PLA
PLAAF

Joint Chiefs of Staff

Joint Special Operations Command
Joint Special Operations University
Joint Terminal Attack Controller

Kilogram
Kilometre

Komanda spetsialnogo naznacheniya (Russian Special
Operations Command)

Lethal Autonomous Weapon System

Marine Forces Special Operations Command
Military-Civil Fusion
Maritime Counter Terrorism

Multidimensional Integrated Stabilization Mission in
Mali

Minister of National Defence
Multinational Joint Task Force
Ministry of Defence

Ministry of Intelligence and Security

North Atlantic Treaty Organization

National Coordinator for Security and Counterterrorism
National Defense Strategy

Non-Governmental Organization

National Security Strategy

Overseas Chinese Affairs Office
Other Government Department
Observe-Orient-Decide-Act
Observation Post

Operational Security
People’s Armed Police

People’s Liberation Army
People’s Liberation Army Air Force
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PLAN
PRC
PSC
PSYOPS

RCMP
REE

S&T
SACEUR
SAR

SAS

SBS
SecDef
SEAL

SF

SFA

SFG
SHORAD
SOCNORTH
SOF

SOP
SOTF
Sgn

SR

SSE

SSO

SVR

SW

TEL
TTP
U.S.
UAE
UAV
UK

People’s Liberation Army Navy
People’s Republic of China
Private Security Companies
Psychological Operations

Royal Canadian Mounted Police

Rare Earth Elements

Science and Technology

Supreme Allied Commander Europe
Synthetic Aperture Radar

Special Air Service

Special Boat Service

Secretary of Defense

Sea, Air, Land

Special Forces

Security Force Assistance

Special Forces Group

Short-Range Air Defence

Special Operations Command North
Special Operations Forces

Standard Operating Procedures
Special Operations Task Force
Squadron

Special Reconnaissance

Sensitive Site Exploitation

Sily spetsial’nykh operatsiy

Sluzhba vneshney razvedki Rossiyskoy Federatsii
(Foreign Intelligence Service)

Special Warfare

Transporter-Erector-Launcher
Tactics, Techniques and Procedures
United States

United Arab Emirates

Unmanned Aerial Vehicle

United Kingdom
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UN United Nations

USD United States Dollars

USNS United States Navy Ship

USSOCOM United States Special Operations Command
uw Unconventional Warfare

VDV Russian Airborne Forces

VEO Violent Extremist Organizations

WHO World Health Organization

WMD Weapons of Mass Destruction

WWII World War II
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The U.S. Government's public release of their 2018 National Defense
Strategy heralded a significant change in the American view of
the world. It marked a “pivot” from a two decade focus on counter-
terrorism and counter-insurgency, to a new focus on strategic
competition, commonly referred to as Great Power Competition (GPC).
The new U.S. strategy emphasized the importance of countering an
emergent China and a resurgent Russia, as well as a number of rogue
international actors. The American strategic pivot impacted Canada,
as well as NATO and other Western partners. Notably, while strate-
gic competition is not new, with the end of the Cold War, the U.S. and
its Western partners failed to realize that their perception of peace,
competition and conflict was not in consonance with that of their
adversaries. Consequently, by 2018, they believed they were at a
disadvantage in the new world order. Their concern was under-
scored by the fact that the impact of globalization, the proliferation of
cheap and accessible technology, the explosion in the access and
dissemination of information, as well as a number of other factors
such as climate change and pandemics, has made the current era of
strategic competition so much more complex and challenging than
those that preceded it. While the role of Special Operations Forces
remains key to a nation's military capability, they must fully under-
stand the nature of competition and their role in the GPC in order to
be truly effective. Strategic Competition: Impacts for SOF unpacks these
interrelated and complex issues in order to help decision-makers be
well situated to effectively employ a central asset in their arsenal and
to enable SOF operators to more fully appreciate their role in the cur-
rent defence environment.
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