Office of Bureau du
the Intelligence  commissaire
Commissioner  au renseignement

Annual Report on the Privacy Act

2023-24

{54

Canada



© His Majesty the King in Right of Canada, represented by
the Office of the Intelligence Commissioner, 2024.

Catalogue No. D95-9/2E-PDF
ISSN 2563-495X



Table of Contents

I [ g1 7T [FTox (o] TR PR UR VPP PRV PR TSRO 1
2. 0rganizationNal STIUCTUIE ........ooiiiiiieie ettt e st s re et e e s be e e e nreeneas 1
3. DEIEGALION OFUET ... .ceiiiiiiee ettt b bbbt b et e st et e st et e e e e e sne e et nne e 2
4. PerformanCe 2023—24 ........coo oottt ettt bbb bbb bbb bbb b ereere e 2
5. TraiNiNG NG AWAIEINESS. ......ccueiuiitirteiterterte st st eteste sttt sbesbesbesbesbesbesbesbesbesbesbeebesbesbesbesbesbesbesbesaesbenbennes 2
6. Policies, Guidelines, and PrOCEAUIES ..........oii ittt 2
7. Initiatives and Projects t0 IMProVe PIIVACY .......ccccoiiiriiiieieie st 3
8. Summary of Key Issues and Actions Taken on Complaints...........ccocooereiiieienenene e 3
9. Material PrivaCy BrEACNES .........cccoiiiiiiii ittt 3
10. Privacy IMPacCt ASSESSIMENTS ... ..ccuiiieieiieiteaiestteseesreetesreessesseessesseesseassesseessesseessesseessesseessesseesseesees 3
11. PUDIIC INEreSt DISCIOSUIES. ... .cueiiiiiiiisie sttt 3
12. MONITOrING COMPIIANCE .....vviieiiieie et e et st e beere e beeneesreeneas 3
Appendix A — Access to Information Act and Privacy Act Delegation Order ..........cccccevvviveieiiienennns 4
Appendix B — Statistical Report 0n the PrivaCy ACL.........ccoiuei e 5

Appendix C — Supplemental Statistical Report on the Access to Information Act and Privacy Act....11



1. Introduction

The Annual Report on the Privacy Act (Act), 2023-24 is prepared and tabled in Parliament in
accordance with section 72 of the Act. The report describes how the Office of the Intelligence
Commissioner (ICO) administered and fulfilled its obligations under the Act between April 1,
2023, and March 31, 2024.

The Privacy Act

The Act protects the privacy of individuals with respect to their personal information held by a
government institution. It establishes the rules for the collection, use, disclosure, retention and
disposal of such information. It also provides individuals with a right to be given access to, and
to request a correction of, their personal information.

The Government of Canada is committed to protecting the privacy of individuals with respect to
personal information that is under the control of government institutions. The government
recognizes that this protection is an essential element in maintaining public trust.

Individuals who are not satisfied with how an institution has processed their request under the
Act, may submit a complaint to the Office of the Privacy Commissioner of Canada.

Mandate of the Office of the Intelligence Commissioner

The ICO is an independent quasi-judicial agency of the Government of Canada. The ICO
supports the fulfillment of the Intelligence Commissioner’s (IC) oversight mandate as set out in
the Intelligence Commissioner Act. The IC approves — or does not approve — certain national
security and intelligence activities planned by the Communications Security Establishment and
the Canadian Security Intelligence Service and authorized by their respective ministers.

The ICO is committed to the principles of accountability and transparency, which are vital to
ensuring trust and confidence in Government of Canada institutions that carry out national
security or intelligence activities. To that end, in March of each year, the IC submits to the Prime
Minister an annual report outlining the activities of the previous calendar year. Once tabled in
Parliament, the 1CO publishes the annual report on its website. The ICO also proactively
publishes redacted versions of the IC’s decisions on its website.

2. Organizational Structure
The ICO is a separate agency consisting of 10.5 planned full-time equivalents.

The Executive Director has delegated authority to oversee the administration of the Act and the
Access to Information Act within the ICO and ensure compliance with the legislation. The ICO
does not have dedicated Access to Information and Privacy (ATIP) officers nor regional ATIP
staff. The Senior Review Officer and Manager, Corporate Services are responsible for the
coordination and implementation of policies, guidelines and procedures to ensure compliance
with the Act and the Access to Information Act.


https://www.oic-ci.gc.ca/eng/lc-cj-logde-complaint-deposer-plainte.aspx

The ICO did not hire any consultants to work on responsibilities related to the Act and was not
party to any service agreements under section 73.1 of the Act during this reporting period.

3. Delegation Order

Subsection 73(1) of the Act gives the IC the authority to delegate one or more officers or
employees of the ICO to exercise or perform all, or part, of the IC’s powers, duties, and
functions under the Act.

The IC as head of the ICO under the provisions of the Act and its regulations, granted full
authority to the Executive Director. The signed Delegation Order is included in Appendix A —
Access to Information Act and Privacy Act Delegation Order.

4. Performance 2023-24
During the reporting period, the ICO received 12 privacy requests.

100% of requests were responded to within legislated timelines and all were completed in under
30 days. No records existed for 92% of the requests and one request was abandoned. The ICO
did not receive any complaints under the Act. There were no active requests or active complaints
on the last day of the reporting period.

The ICO did not receive any consultations from other Government of Canada institutions during
the reporting period.

The ICO Statistical Report as well as the Supplemental Report for 2023-24 are included in
Appendices B and C of this report.

5. Training and Awareness

The ICO is committed to promoting awareness and providing ongoing training opportunities to
all employees. Training is based on the needs and knowledge base of each employee.

During this reporting period, ICO personnel participated in awareness sessions concerning their
responsibilities related to access to information and privacy. Additionally, the Senior Review
Officer completed courses on Access to Information and Privacy in the Government of Canada
offered by the Canada School of Public Service.

6. Policies, Guidelines, and Procedures
The ICO continued to enhance departmental policies and procedures in the application of the

Act. The ICO refined its procedures for processing requests and tracking system to ensure more
effective request management and documentation.



7. Initiatives and Projects to Improve Privacy

Throughout the reporting period the ICO worked on a variety of projects to improve privacy,
including the publication of redacted versions of the IC’s decisions on the ICO website. The IC’s
decisions are written in a manner that provides Canadians with as much information as possible
about the privacy rights and interests at play when the IC considers to approve — or not approve —
a ministerial authorization. The 1CO was successful in publishing redacted versions of all IC
decisions rendered in 2023 prior to the tabling of the 2023 Annual Report of the IC.

8. Summary of Key Issues and Actions Taken on Complaints

No complaints were received nor concluded during the reporting period.

9. Material Privacy Breaches

There were no material privacy breaches reported to the Office of the Privacy Commissioner and
to Treasury Board of Canada Secretariat (Information and Privacy Policy Division) during the
reporting period.

10. Privacy Impact Assessments

No privacy impact assessments were completed during the reporting period.

11. Public Interest Disclosures

No disclosures were made under paragraph 8(2)(m) of the Act during the reporting period.

12. Monitoring Compliance

The ICO utilizes a manual monitoring system. The monitoring system keeps track of request and
consultation timelines and provides reminders of approaching deadlines.

Requests are monitored by the Senior Review Officer as well as the Manager, Corporate
Services on an ongoing basis. The Senior Review Officer also monitor the time taken to process
requests. The Executive Director is informed of the status of requests on a regular basis.



Appendix A — Access to Information Act and Privacy Act Delegation
Order

Office of Bureau du
the inlelligence  commissalre
Commissi au renseignemen

P.O. Bow/C.P. 1474, Station J Suzcursale B
Cttarwn, Ortarle KIP 5P
613-992-3044, Fax 6 53-052-4056

Access to Information Act and Privacy Act Delegation Order

The Intelligence Commissioner, pursuant to subsection 95(1) of the Access to
Information Act and section 73 of the Privacy Act, hereby designates the persons
holding the positions set out in the schedules (I, Il and lll) hereto, or the persons
occupying on an acting basis those positions, to exercise the powers, duties and
functions of the Intelligence Commissioner as the head of Office of the Intelligence
Commissioner, under the provisions of the Act and related regulations set out in the
schedule opposite each position. This designation replaces all previous delegation

orders.
Schedule |
Position | Access to Information | Privacy Act and
Act and Regulations | Regulations
Executive Director Full authority for all | Full authority for
provisions all provisions

Dated, at the City of Ottawa, this 31 day of October, 2019

@

onourable Jean-Pierre Plouffe
Intelligence Commissioner

Canada



Appendix B — Statistical Report on the Privacy Act
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Appendix C — Supplemental Statistical Report on the Access to

Information Act and Privacy Act
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