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NOTE

This Report has been written by members of the federal Depart-
ments of Communications and of Justice on the basis of material
compiled by expert consultants. The views expressed therein do not
necessarily represent the policy of the Canadian government and
no inference of a commitment to particular course of action should
be drawn from the Report. ’
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Introduction

The widespread development of highly efficient computerized
databanks has given rise to increasing concern about their potential
use for Invasions of personal privacy. This prompted the Depart-
ments of Communications and Justice to establish, in April 1971, a
Task Force on Privacy and Computers.! This Report summarizes
the work of the Task Force; its terms of reference can be found in
the Appendix.

The simplest explanation for the current concern about the
relationship between individual privacy and computerized infor-
mation systems is also the most obvious. The complexity of society
coupled with the rising expectations of individuals and groups has
led to increasing demands for information, both personal and
impersonal. Since the advent of computers, with their associated
memories, personal information has been collected and centralized
to a degree formerly impossible. A hundred years ago, almost
everyone was relatively unknown except in his own immediate
neighbourhood. Today comprehensive personal details about ev-
eryone are stored in an ever-growing number of files, from educa-
tion to credit, from welfare to insurance, from taxation to criminal
history. By almost every act, from acquiring a passport to buying a
car, each citizen leaves a trail of data behind; the volume of data
increases from birth to death, and grows ever more comprehensive.

Concern about this uninterrupted growth in the accumulation
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2 Privacy and Computers

and distribution of data is of recent origin. In the United States it
can be traced back to the 1965 hearings of the House of Represent-
atives into a proposal, subsequently rejected, to establish a national
databank. In Canada, no similar dramatic event has yet served as a
focus for public attention. From time to time there have been
expressions of concern: the press has paid increasing attention to
the subject and there have been several debates in legislatures,
commonly on the introduction of a bill by a private member. In
May 1970, a conference jointly sponsored by the federal Depart-
ments of Justice and Communications and the Canadian Informa-
tion Processing Society was held at Queen’s University on the topic
“Computers: Privacy and Freedom of Information”? The Privacy
and Computers Task Force had its origin in the deliberations of
that conference.

Today, study groups are wrestling with the issue in many
countries, notably in Britain, France, the United States, the Federal
Republic of Germany, (where the State of Hessen has enacted the
first specific laws to regulate databanks) and Sweden (where con-
cern about individual privacy is beginning to modify a long-
standing tradition of freedom of information). Of special interest
to the Task Force has been the comprehensive study of the issue
undertaken by the National Academy of Sciences in the United
States under the direction of Professor Alan Westin. There has
been close liaison between the two groups throughout the study.’

The Task Force proceeded on the assumption that a study of
privacy and computers was timely, and that this particular form of
inquiry, by persons with expert knowledge rather than through
public hearings, was the most effective method of tackling an issue
of which the extent and exact nature was virtually unknown.
Because of time limitations, the conceptual study, which attempted
to come to grips with the value of privacy to society and to the
individual, proceeded in parallel with rather than ahead of the
other studies, which were primarily factual and legal. Both apprais-
als were essential for the advancement of a debate that had thus far
dealt largely with philosophical abstractions and anecdotes of mis-
handled data. '

The work of the Task Force was divided into 10 major study
areas: a multi-dimensional exploration of the nature of privacy;
empirical studies of the information-processing practices of gov-
ernment agencies, public institutions, and private companies; long-
range technological developments; statistical databanks; security
problems and safeguards; the judicial process; administrative or
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regulatory remedies; self-regulatory remedies; constitutional con-
siderations; and international considerations. The Studies commis-
sioned by the Task Force, and their authors, are listed in the
Appendix.

The picture of data-handling practices that emerged was re-
vealing. No single organization yielded startling results, but the
over-all synthesis revealed a network of information paths linking
the bureaucratic structures, both public and private. In brief, more
personal information is being collected than most Canadians prob-
ably suspect, and is made available to a larger number of users
than is probably supposed. There is no evidence that either of these
trends will decline.

The issues surrounding privacy and information can be sepa-
rated into two fairly distinct levels. At the first level are specific
concerns relating to accuracy of information, right of access to
files, control of dissemination, security standards and similar mat-
ters. By and large, these issues require no fundamental conceptual
analysis but rather a careful assessment of the precise extent and
nature of the problems and possible solutions. For example, most
people would agree that, in almost all conceivable situations, per-
sonal information recorded in files should be accurate, and that the
individual should, to the greatest possible extent, know the pur-
poses for which this information is being collected. Debate really
begins with the delineation of specific abuses of such generally
accepted principles, and of legislative or other actions which could
or should be taken to prevent their occurrence.

At the second level are the more general and less tangible
questions, such as: what is the relationship between information,
privacy and political power? Will current and projected uses of the
computer lead to loss of individuality or to enforced conformity? Is
the desire for informational privacy fundamentally social or anti-
social? How can a balance be achieved between claims to personal
privacy and claims, as legitimate but sometimes conflicting, for
unimpeded access to information?

The empirical data obtained and the legal analysis undertaken
by the Task Force primarily address first-level issues. In the empiri-
cal studies the Task Force attempted to learn about the types of
personal data collected about Canadians, the systems in which
these data are stored, and the practices and procedures of the
databank operators. On the legal side, it sought to ascertain the
nature and extent to which Canadian courts and legislatures have
responded to individual claims to personal privacy, and to examine
a variety of means by which additional protection of personal
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privacy might be afforded. Discussion of the more fundamental
“second level” issues is much more tentative. On neither level was
the Task Force called upon — nor did it purport — to recommend
definitive solutions to particular problems.

Throughout the “computers-and-privacy” debate, it has been
usual, over the past few years, to characterize as “privacy” values
the array of individual interests, claims and values affected by the
intensifying accumulation and handling of data. In this Report an
attempt has been made to provide a certain measure of conceptual
clarification by distinguishing between those values, interests and
claims which may properly be regarded as pertaining to privacy as
such, and those which, although equally or even more urgent, relate
to other values such as personal reputation. At the same time, in
any consideration of the most effective possible responses to the
specific problems posed by the gathering and handling of informa-
tion, the distinction becomes less relevant. These responses will
have to be matched against the full array of actual and potential
harms caused to individuals by the operation of databanks, regard-

less of whether these harms relate to privacy or to other values or
rights.

If the “computers-and-privacy” debate comprises broader
questions than privacy, it also encompasses far more than comput-
ers. As replies to the Task Force questionnaire revealed, about
three-quarters of today’s computerized files containing personal
data are buttressed by manual files which, by and large, contain the
more sensitive and subjective information. Nevertheless, it is prob-
able that advances in technology will lead to the computerization
of the great bulk of most types of information. Throughout this
Report, therefore, the term “information systems” is used to en-
compass both automated and manual systems.

_ A final explanatory note about the scope of this Report is
needed. A Task Force is a modish way of describing a study team,
which in this instance was composed of officials and independent
expert consultants. Their mandate was to describe and to analyze
the present and likely future state of Canadian information sys-
tems containing personal data about identifiable individuals, and
to examine various possible safeguards for personal privacy and
related values. Thus, although the Task Force heard about or read
reports in the media on alleged invasions of privacy, it did not
examine their validity.
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Those involved in the Task Force were:

Executive Committee:

A. E. Gotlieb, Deputy Minister, Communications

G.V. La Forest, Q.C., Assistant Deputy Attorney-General, Jus-
tice,

R.J. Gwyn, Director-General, Socio-Economic Planning, Com-
munications

E. R. Olson, Q.C., Director, Legal Research and Planning, Jus-
tice

Co-Directors:
R.J. Gwyn, E. R. Olson

Principal departmental representatives:
Ann Johnstone (Justice)
K. Katz (Communications)

Consultants:

J. Baudot, Université de Montréal

J. Boucher, Université¢ de Montréal

J. Carroll, University of Western Ontario

C.M. Dalfen (Director, Legal Services, Department of Commu-

nications)

C. Fabien, Université de Montréal

H.S. Gellman, President, DCF Systems Ltd., Toronto

C.C. Gotlieb, University of Toronto

P. Hume, University of Toronto

F.J.E. Jordan, Department of Justice

Carol Kirsh, Consultant, Toronto

J. Madden, Canadian Computer/Communications Task Force
J. Sharp, University of Manitoba
.S. Usprich, University of Western Ontario

P. Vivian, University of Western Ontario

D. Weisstub, York University

J. Williams, University of Alberta

J.I. Williams, University of Western Ontario




Privacy and Computers

Co-ordinating Editor:
C.M. Dalfen

Editors:
Ann Johnstone, J. Madden

French Editor:
F. Doré

Production Editor:
Bette Byers.




Introduction 7

: The issue of privacy was included originally in the terms of reference of the Computer/Communi-
cations Task Force which was established November |, 1970, and which published its report August 3.
1972. Subsequently it was determined that consideration of a subject of such breadih and complexity
required the formation of a separate study group.

The report of the conference (Telecommission Study 5(b)) was published by Information Canada in
May 1971.

3
For a list of “parallel” swdies being undertaken in other countries, see the Appendix.










Chapter 1
Privacy and
Information

1. Information

Since the advent of the industrial age, and to a dramatically
increasing extent in the more complex post-industrial period, in-
formation of all types has been used and is being used for plan-
ning, research, and operations by government, business, universi-
ties, and virtually all sectors of society. Individuals, groups, and
associations gather up information from the past, from abroad,
from each other. Information is constantly being fed into their
systems, processed, and then disseminated. It is often cycled and
recycled. The appetite is a hardy one: the omnivorous data-gather-
ing process churns relentlessly on.

The computer is a device in the service of the information
process. It permits enormous increases over the capacity of manual
systems in the quantities of data that can be processed, collated,
stored, and retrieved. It centralizes this information in electronic
databanks. It surpasses human memory by permitting the instanta-
neous retrieval of countless diverse facts. New systems with ultra-
large memories are capable of storing over 100 billion characters at
a cost of about one cent for 1,000 characters. Processing techniques

.9
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for handling such large stores of data efficiently are currently being
developed. Related technological innovations are producing ad-
vances in user-oriented terminals, in more flexible and more com-
prehensive software packages, and in extending the power of
computers through communications networks. In short, the capac-
ity of computerized systems to provide information with unparal-
lelled speed and efficiency will continue to develop in geometric
progression.

What all this means is that there are great benefits to be
derived from these information-processing systems, in terms of
effective planning, resource allocation, and greater efficiency in
various types of human activity. Almost every activity, from mea-
suring the extent of pollution to administering a welfare program,
depends upon a foundation of accurate, accessible information
about both things and people. Without information, political de-
bate and analysis is emasculated: information may “prove”, or
“disprove” that a particular institution discriminates against
women in its hiring policies, that too many young people are
chasing too few jobs, that old people are not being provided with
adequate medical care.

The enormous technological capabilities of computerized in-
formation systems can, however, raise certain threats to important
human values — like privacy — which are integral to our very
conceptions of what it is to be human.

Society is coming quickly to recognize and to profit from the
more obvious benefits of automated information systems if one can
judge from the exponential growth of computers of all types.
Society, however, is less aware and less clear about their possible
threat to human values. The Task Force accordingly tried to focus
on these values and the impact on them of computerized informa-
tion systems.

2. Privacy in a Universe of Social
Values

There is much confusion about the concept of privacy, which
involves a variety of complex and often emotional issues. The term
“right of privacy” is often used, although there is no clear legal or
even social definition of such a right, and discussion of the subject
inevitably uncovers both congruence and conflicts with concepts
such as liberty, trust, power, and freedom of access to information.
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Privacy is not a single value, claim, or interest. It is a constella-
tion of values, claims and interests in a universe of concurring and
competing values, of supporting and antagonistic claims, of allied
and adverse interests. It is, moreover, a constellation changing over
time and from culture to culture in a universe of different civili-
zations, societies, groups, and values.

What clearly appears is the highly individualistic nature of the
claim to privacy. In organic societies like those of the Middle Ages,
where primary emphasis was placed on social cohesion and the
needs of the community, individual claims to stand apart were
largely denied except to hermits, monks, or mystics. A claim to an
identity independent of manor, guild, or church would have been
antisocial if not heretical. In the rural and agricultural environ-
ment that characterized North America until fairly recently, a
demand for isolation, beyond that imposed by the nature of the
environment and the pattern of existence, would probably have
been regarded as eccentric or even inimical to society and danger-
ous in times of emergency. At the same time these rural societies
were characterized by a voracious appetite for gossip, and “secrets”
about anyone were often known to all.

Thus, the claim to privacy, as we know it, is eminently a
phenomenon of the industrial and post-industrial age, in which the
exigencies of urban life have led to an atomic concept of society in
place of the earlier organic model. Formerly, in moving from the
country to the city, physical solitude was traded for anonymity; the
exhange is increasingly nullified as anonymity is compromised by
the spread of information systems ahd networks, while solitude in
cities has been largely lost. Moreover, the process is one-way;
institutions learn more about individuals, but individuals learn no
more about the institutions, or even about what the institutions
learn about them.

In any society, claims to privacy are continually balanced
against other values and interests by social, political and legal
processes. The security and welfare of the collectivity and its
institutions are values which tend to prevail over individual claims
to privacy. Similarly the demands of the state for revenue and its
effective collection outweigh individual claims to refuse informa-
tion about personal income. The degree to which different privacy
claims are acknowledged in any given society varies with the
predc')mm%m ideology and politics of the time. At any one time,
certain claims to privacy may be legally supported (e.g., the right to
privacy with respect to many activities in one’s own home); others
may be the subject of public and official debate, though not yet
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legally enforceable; while still others may be regarded as unaccept-
able (e.g., a claim to keep personal-income data from the
knowledge of the government).

Nor do all the claims made in the name of privacy fall clearly
within the range of values and interests encompassed by any
reasonable concept of privacy, however emotionally relevant some
of them may be. Thus, the demand for access to personal informa-
tion purveyed to others is more probably an attempt to secure a
different distribution of political power (by neutralizing the impact
of potentially harmful information) or a protest (against bigness,
technocracy, impersonality) than a claim ~to privacy. And ar-
guments about untrue facts being purveyed are not, strictly speak-
ing, arguments about privacy but rather about defamation and
other threats to reputation.

Nevertheless, despite the fluidity of values, the shifts of inter-
est and the flux of claims, it is possible to identify a number of
stable components of the privacy constellation, and to ascertain the
general characteristics of the values that people seek to protect
when they allege that their privacy has been invaded.

3. The Concept of Privacy

Privacy claims appear to fall roughly into three major catego-
ries, relating to property, to the person, and to information. What
runs through all three, and is indeed the force attracting them into
one constellation, is the fundamental principle that there are
realms — in a physical and in a psychological sense — in which an
individual may, as an attribute of his personality, demand to be let
alone to do as he sees fit. This notion of a right to be let alone
perhaps can be justified in terms of the uses an individual may
make of his privacy, to enjoy other liberties, to fulfil other human
needs, or to achieve desirable social goals. But that is not the point.
What is essential is that these zones or realms of privacy are
important, if not essential, for the well-being of the individual (and
ultimately for the good order of the society), irrespective of what
he may do within them. The very essence of a totalitarian society is
that it penetrates and intrudes into these realms — with nearly
perfect totality in Orwell’s 1984.
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a. Territorial Privacy

Claims to privacy advanced in a territorial or spatial sense are
related historically, legally and conceptually to property. There is a
physical domain within which a claim to be left in solitude and
tranquility is advanced and is recognized. A man’s home is his
castle. At home he may not be disturbed by trespassers, noxious
odours, loud noises, or peeping Toms. No one may enter without
his permission, except by lawful warrant.

b. Privacy of the Person

In a second sense, a claim to the privacy of one’s person is
protected by laws guaranteeing freedom of movement and expres-
sion, prohibiting physical assault, and restricting unwarranted
search or seizure of the person. This notion, like the territorial one,
is spatial in the sense that the physical person is deemed to be
surrounded by a bubble or aura protecting him from physical
harassment. But, unlike physical property, this “personal space” is
not bounded by real walls and fences, but by legal norms and social
values. Furthermore, this sense of privacy transcends the physical
and is aimed essentially at protecting the dignity of the human
person. Our persons are protected not so much against the physical
search (the law gives physical protection in other ways) as against
the indignity of the search, its invasion of the person in a moral
sense.

c. Privacy in the Information Context

The third category of claims to privacy was of primary rele-
vance to the Task Force. It is based essentially on a notion of the
dignity and integrity of the individual, and on their relationship to
information about him.

This notion of privacy derives from the assumption that all
ir{formation about a person is in a fundamental way his own, for
him to-communicate or retain for himself as he sees fit. And this is
so whether or not the information is subsequently communicated
accuratf:]y, and whether or not it is potentially damaging to his
Teputation, his pocket-book, or his prospects; the context is of
course the controlling factor in determining whether or not partic-
ular ! nformation will be damaging. Competing social values may
require thi‘it. an individual disclose certain information to particu-
lar authorities under certain circumstances (e.g., census informa-
tion). He may decide to make it available in order to obtain certain
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benefits (e.g., credit information or information imparted to his
lawyer to win a lawsuit or to his confessor to win salvation). He
may also share it quite willingly with his intimates. Nevertheless,
he has a basic and continuing interest in what happens to this
information, and in controlling access to it.

An individual has an interest, beyond the original access of
another person to any particular fact about him, in whether and
how it is further disseminated to third and fourth parties and to
the public at large. This is particularly relevant where information
about an individual is generated not by himself but by others, for
example, his passport or car-licence number. In these cases the
issuing authority is obviously in control of the information, but the
individual also has a continuing interest in controlling its further
dissemination.

Again, conceptually, the validity of this interest in controlling
access to personal information is not derived from any mental
distress or pecuniary harm that its dissemination or publication
may cause to the individual concerned. His privacy is “invaded” as
each new person becomes privy to the information. As more and
more information about him, his “vital statistics”, his personal
habits and circumstances, becomes known to more and more peo-
ple beyond his control, his personal autonomy is that much weak-
ened, his personality that much more in the social marketplace, his
privacy that much more invaded. Thus the privacy claim of an
individual is also a claim not to have information about him pried
loose (for example, by forced searches or confessions), gathered
without his knowledge (as by wiretapping or eavesdropping), pub-
lished without his authorization, or even conveyed to third parties
without his consent. '

For analytical purposes, there are thus two phases at which
invasions of privacy may occur. The first is when a fact about
someone is first learned by another — when it passes from the first
person into the knowledge of a second. There would be, however,
no “invasion’ where this information is imparted voluntarily, for
example to one’s spouse, or to one’s lawyer or confessor under the
umbrella of confidentiality. There must be a type of wrongful
prying. The second phase occurs when information is passed on to
a third party or is made public. Again, however, there is no
“invasion” if consent is given and the information has been freely
given in the knowledge that it may be published.
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4. Information Systems and
Privacy Claims

The two phases at which privacy is brought into play in the
operation of information systems correspond to identifiable stages
in the information process. At the data-gathering stage, organi-
zations attempt to learn potentially valuable facts about individu-
als. This is the first cognitive or fact-learning phase, even if the
organizations glean this information at second-hand, as from gos-
sipy neighbours, and are therefore, strictly speaking, the recipients
of disseminated data. When these organizations in turn dissemi-
nate this information or pass it along intentionally or indirectly to
other parties, the second phase of potential invasion of privacy
occurs, as when these systems “leak’ information through inade-
quate security techniques and procedures. There are widely varying
opinions about the legitimacy of the different privacy interests and
claims that may arise during both phases of the information
process. The law, partly or wholly, recognizes a few of these claims.
The Radio Act, for example, protects against the use and divul-
gence of information obtained through the unauthorized tapping
of radio signals, and legislation prohibiting wiretapping was sub-
mitted to Parliament early in 1972. A far greater number of
claims, however, are being advanced, and in some cases publicly
debated, while others have not yet even been articulated.

Beyond the issues linked directly to privacy, information sys-
tems raise a large number of important related issues. While these
arise irrespective of whether the systems are automated or manual,
computers — by their speed, storage capacity and almost infallible
memory — may magnify, or at least highlight the problems. The
computer, which can be accessed through communications links, is
a device whereby records about individuals (in varying but almost
limitless quantities) can be stored, retrieved and passed on to
others, often without the consent or knowledge of the subject;
where disparate bits of information can be centralized, correlated,
and reorganized in possibly damaging ways; where mistakes can
be compounded and their effects exacerbated; where the fallibilities
of human memory are no longer a source of relief. Privacy-related
questions.are thus brought into play, and are intensified as the
number of files on individuals grows constantly in a variety of
fields from education to credit, from welfare to insurance, from
taxation to criminal history.
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The Task Force attempted to identify and examine the activ-
ities and practices of data processors that seemed to threaten or
bear on personal privacy and related issues. At the computer
storage and processing stage, it considered the nature and types of
data stored; whether the data were reorganized, merged, cross-
referenced; the degree to which the accuracy of the stored data was
ensured; the nature and extent of data-security; the extent to which
individuals had knowledge of and access to the fact that informa-
tion about them was being stored; and the extent to which individ-
uals might know the contenits of files of which they are the subjects.

In the data-dissemination stage, the Task Force examined the
questions of who received what data, under what conditions, and
with what knowledge, if any, on the part of the subject individual.

In addition to these empirical enquiries, the Task Force con-
sidered certain normative questions arising out of the information
process. The following questions, among others, were specifically
addressed:

1. Under what conditions should an individual have

access to files containing information about him?

2. What rights should he have to delete, amend, or add
to such files?

3. To what extent can it reasonably be required that
personal data should be protected against intrusion
or accidental disclosure?

4. What rights does the individual have regarding dis-
semination of information in his files? Should he be
informed before such dissemination takes place, or
be advised (by means of an audit) of all uses?

5. What responsibilities does a record-keeping organi-
zation have with respect to the merging and dissemi-
nation of personal data?

6. Should individuals be concerned about personal data
concerning them which is held in foreign databanks
beyond the territorial jurisdiction of Canada?

7. To what extent should an organization holding per-
sonal data be responsible for its accuracy?

8. Should there be conventions or rules concerning the
types of personal data which specific organizations
may or may not hold in their files?

Information systems — computerized or not — cannot them-
selves invade personal privacy, but their use almost inevitably
entails it. The Task Force attempted to discern the extent of such
invasion, its acceptable limits in view of conflicting demands for
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increased knowledge and efficiency, and the safeguards to which
individuals may reasonably be entitled in the development and
operation of computerized information systems.

5. The Human Need for Privacy

The question whether there is a “basic human need” for
privacy has been addressed by a number of authors. Westin in his
book Privacy and Freedom investigated behavioural and anthropo-
logical writings in search of a natural or hereditary source of such
a ne&d. The evidence uncovered is convincing insofar as a need for
spatial privacy is concerned, but less conclusive as regards informa-
tional privacy.

The territorial instincts of the animal kingdom have their
parallel in the development of feudal domains and in the develop-
ment of the law as it concerns the individual’s person and property.
In terms of survival of the species, there are rational explanations
for territorial instincts. However, as regards the “territoriality” of
information, anthropological studies of different tribes and civili-
zations have revealed a variety of customs and practices. Even in
our own western civilizations we have the example of Sweden
which, by law, provides that almost all government files are open to
the public, including all income tax returns, while other countries,
including Canada, prescribe stiff penalties for disclosure of the
same information except in narrowly defined circumstances.

A variety of customs reflecting constantly changing situations
and traditions within different societies suggests that one must
enquire more deeply into human and societal relationships to find
the roots of this repeated demand for informational privacy.

Westin, in his analysis of the human need for privacy, identi-
fied four distinct facets. These were solitude — to permit man to
reflect on his experiences; intimacy — with family and friends to
permit deeper, more meaningful relationships; anonymity — to

- permit him to exist outside the bounds of his historical develop-

ment; and reserve — to permit him to withdraw from communica-
tions when he feels the need.

Of the four, it is anonymity that is most seriously undermined
by a lack of informational privacy. But the word anonymity does
not completely describe the human need to retain control of facts
about .ones‘elf for release on a restricted and selective basis. Such
behav1ou.r might more nearly be described as a condition of partial
reserve, in which a part of oneself is withheld from communica-
tion. This need in turn is almost certainly founded in a desire to be
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able to impress people, in a controlled way, with a carefully
tailored set of personal information. For certain friends and total
strangers this facade may be lowered from time to time, but the
desire for partial anonymity is strong in most humans. One writer'
summarized this need with these words:

“Daily life is therefore sparked by a constant tension

between sincerity and guile, between self-release and self-

containment, between the impulse to embrace that which

is public and the drive to escape the discomfort of group

demands. Accordingly, our identities are maintained by

our ability to hold back as well as to affiliate.”

In a world of total social cohesion and mutual trust, privacy
might be unnecessary. Where there is no antagonism, total happi-
ness is achieved through a total harmony of parts. In Brave New
World, Aldous Huxley portrayed one vision of that utopia. Har-
mony and happiness were abundant, but somehow an important
dimension was missing. The individual had lost his chance to make
a wrong decision in a programmed world, and with that loss went a
loss of identity, of individuality.

Related to this is the threat to individuality posed by the very
concentration and processing of large quantities of data about
individuals. This threat is one of conformist behaviour induced by
the certainty that one’s file exists and grows, coupled with the
uncertainty as to what it contains and the uses to which it will be
put. As Westin has expressed it:

“public awareness of potential use would lead to an ‘in-

crease in behavior for the record’ and less freedom of

action and expression. People will be concerned not only
with the fact that they are going ‘on record’, but also with
how the record will look to those in authority...”

6. The Computer and Power

Apart from the individual values at stake, and apart from the
direct terms of reference of the Task Force, computers raise impor-
tant political issues about which public debate has only just begun.
The computer has become not only a tool to assist man in process-
ing masses of information, but also a device which may concen-
trate massive power in the hands of those who operate and control
information systems. It can be particularly potent in the hands of
large bureaucracies, both public and private. As Michael Harring-
ton’ has put it:

“Bureaucracy is the only way- to coordinate the complex
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functions of a modern economy and society and therefore

cannot be dismissed with a curse. Yet it is also an enor-

mous potential source of arbitrary, impersonal power
which folds, bends, spindles and mutilates individuals but
keeps IBM cards immaculate.”

While computers can deal only with recorded information,
and have not yet learned how to invade a person’s mind and his
innermost thoughts, this does not mean that they will never outstep
the bounds of recorded personal information. It seems likely that
researchers will develop techniques of producing a “psychological
profile” of individuals by collating information on reading habits,
family background, education, etc., along lines similar to the “pro-
file” of a typical airplane hijacker used by airlines’ personnel.

Science fiction literature abounds in stories of computers
which exeeed human intelligence and manage to take over the
world. Less dramatic but equally spine-chilling are the stories
which portray men using computers to monitor all human activ-
ities, both physical and mental, and employing this information
subtly or unsubtly to manipulate and exploit their fellow men.

The common element in these stories is the linkage of comput-
ers and power. It is fear of this new element in the traditional and
better known power structure that is the mainspring of much of the
concern for privacy. The invention of computers gives rise in our
time to a situation somewhat analogous to the discovery of iron in
prehistoric times, for as the weapons fashioned of the new metal
must have been a key element in the ancient power structures so the
computer’s ability to store, manipulate, and transmit data makes it
a key component of power today. Indeed, some writers view the
question of informational privacy as being, in essence, a political
and nf)t a legal issue. Progressively, institutions possess more and
more information about individuals, while there is little reciprocal
flow of information about the institutions back to the individuals.

| The computer, however, can be used both to concentrate and
x to disseminate information, and hence can be used to redistribute
“}formation (and in this sense, power) from organizations to indi-
viduals. For while it is not possible for a person to carry on more
than one conversation at once, the computer can not only provide
many people with simultaneous access to the same body of infor-
mation but it can also accept simultaneous feedback from many
people on a variety of issues. Coincidentally, it is also capable of
limiting access to particular files or parts of files only to authorized
enquirers. Furthermore, because computerization of files normally
leads to centralization, it is easier to institute and police controls on
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the handling of computerized personal information — though also
easier, of course, to abuse the opportunities provided for central
control.

Provided the political will exists, the computer can be a most
effective instrument for achieving the dispersal of information,
and therefore, to the extent that the two are linked, for the disper-
sal of power. Like any powerful implement, the computer can be
exploited for good or for evil. The public will, rightly, cease to hold
the computer in awe only when it will clearly be used solely as a
power for good. Although its influence appears to have been
largely beneficial so far, in terms of enhancing productivity and
efficient administration, the issue of its full social impact is far
from settled.
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! Schwartz, Barry, “The Social Psychology of Privacy”, American Journal of Sociology, May 1968, p.752.

2 Michael Harrington, as quoted in Miller, Arthur, The Assault on Privacy, Ann Arbor: University of
Michigan Press, 1971, p. 258.










Background

The Task Force devoted a large part of its effort to collecting
information about current Canadian practices in the acquisition,
handling, and dissemination of personal data, and about the atti-
tudes of databank operators to the data in their care.

Because of the enormous quantities of personal data which
exist, such an inquiry could at best be only partial. Furthermore,
the survey in effect produced a snapshot picture (incomplete as it
is) of the situation in 1971. Practices and opinions change quickly,
so that care must be exercised in extrapolating to the future.
Despite these hazards and short-comings, it is clear that some
information carefully used is better than none, and even a hazy
snapshot is a valuable aid in determining the best course for the
future. _

Discussion of the data collected has been broken into six parts.
In Chapter 2, the method of data collection and some general
conclusions will be presented. As has already been said, however,
the diversity of requirements and practices means that general
conclusions are necessarily limited in scope. In the next four chap-
ters, information on data handling by specific organizations or
groups is discussed under the general headings of statistical data-
processors, administrative data-processors, including financial and
medical data-processors, and investigative data-processors. Catego-
rization of this nature is not all-embracing, and some liberties have
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been taken in assigning organizations to one of the three groups.
The final chapter in this section presents some information on the
issue of whether or not there should be a single identifying number
for each individual.

No attempt has been made to achieve a narrowly objective
presentation. Where observations on data-handling procedures
seem appropriate, they have been made. Information on foreign-
held databanks has been incorporated under the appropriate orga-
nizational heading (e.g., credit, insurance) rather than as a coher-
ent group of data (which it certainly is not). Where it seemed to be
of more general interest, some aspects have been presented in more
detail than would have been justified if the goal had been to
produce a balanced picture of databank operations. For example,
the problem of inadvertent statistical disclosure, a hazard peculiar
to statisticians, has been treated as a separate sub-section in Chap-
ter 3.

Except where annotated, the bulk of the material in this
section is drawn from the Study prepared for the Task Force by
Prof. J. Carroll, entitled Personal Records: Procedures, Practices
and Problems.



Chapter 2
Information Systems:
An Overview

1. Information Sources

The Task Force adopted several different methods of assem-
bling the information it needed.

a. Questionnaire

Replies to a questionnaire provided the primary source of
factual information on current attitudes and practices in the han-
dling of personal data in Canada. This detailed questionnaire (see
Appendix) was sent to 2,516 Canadian organizations thought to
maintain large files of personal information. The mailing list was
compiled from lists of the largest Canadian industrial and financial
organizations, from the membership lists of associations in fields
Slfch as education, welfare, insurance, health services and orga-
nized labour, and from the current census of computers in Canada
compiled by the Canadian Information Processing Society. The
mailing list was deliberately designed to include not only computer
users, but also organizations currently processing files manually.

The questionnaire was developed after consultation with Pro-
fessor Westin who, at that time, was just starting to get replies

- 25
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from the questionnaire he had distributed in connection with the
study by the National Academy of Sciences in the United States.
The survey questions can be divided into three general categories,
namely:

— requests for factual information, such as the activities

of the organization, the size and composition of its
files, and the characteristics of its computing equip-
ment;

— questions regarding current practices and experience

in the handling of the data, and the existence of
implicit or explicit procedures or policies;

— questions relating to attitude and perception, such as

reaction to possible regulations and codes of ethics,
the perceived need for such steps, and the need for
various approaches to the provision of security.

Approximately 50% (1,268) of the questionnaires were re-
turned completed. In addition, nearly 200 organizations wrote to
explain why they had not returned the questionnaire — the most
common reasons given were lack of knowledge and lack of time.
The majority of those not replying were small companies or re-
gional associations. Fewer than 100 operators of large information
systems failed to reply. The organizations which did reply em-
ployed about 1.2 million persons in total, or about one-sixth of the
Canadian labour force. Almost half the responses were from the
public sector, primarily government agencies at federal, provincial,
or municipal levels; the remainder came from the private sector. A
classification of responses according to the function of the respon-
dent organization is shown in Table 1.

Respondents were asked to reply to a particular set of ques-
tions directed at a particular class of file (such as employee, credit,
etc.). The files studied (with the percentage of responses) can be
roughly categorized as follows:

Employee 25.4%
Credit 20.8%
Health 14.7%
Welfare 7.4%
Education 6.0%
Insurance 6.0%
Enforcement 1.7%
Other 18.0%

100.0%

In general, a good sample of large holders of personal data
was obtained. Extreme caution is required, however, in drawing
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Table 1

Questionnaire Respondents Categorized
by Function of Organization™
Non-  Total

. . Replies Replies Mailed
Banking, lending and other

financial institutions 61 49 110
Life, accident, or casualty insurance 76 41 117
Public utilities 38 6 44
Publishing and mass communications media 8 17 25
Health or vital statistics 182 183 365
Education 76 45 121
Taxation 2 14 16
Driver licensing or auto registration 2 0 2
General merchandizing 22 21 43
Travel and entertainment cards

or reservations 1 1 2
Oil company 22 7 29
Investment service 64 120 184
Law enforcement, probation, parole 11 4 15
Social Welfare or benefits 39 8 47
Chattel mortgage registration 1 0 1
Credit information exchange 10 16 26
Service industry : 83 3y 194
Major industrial employer 127 84 211
Regulatory agency 7 9 16
Employment agency ’ 11 21 38
Market research - 1 0 !
Associations (labour, professional) 95 337 432
Charitable organization 54 50 104
Mailing-list supplier 2 4 6
Private investigator, collection agency,

insurance adjuster, etc. 43 68 111
Other ' 198 0 198
Question not answered 36 0 36
TOTALS 1272 1222 2494

*The exact wording of the question was:—

How do you characterize the prime function of your organization?”’
Please mark only one category.

Ee;pon?e was better than 509, in most categories. The only significant
?1 y of non respondents was associations, principally local groups
whose national body had replied. or filed a brief, and district labour

~ councils. Many taxation authorities (municipalities etc.) appear to have
placed themselves in the “other” category.
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general conclusions from such a disparate body of respondents.
Not only is there an enormous diversity of function and interest,
but the aggregations are such as to give the same statistical weight-
ing to the responses of a large provincial health scheme as to a
private company employing 20 people. The data thus have more
relevance when the responses are considered in functional groups
and related to the other information assembled by the Task Force.

b. Site Interviews

In order to provide a check on the validity of questionnaire
returns and to familiarize members of the Task Force with the day-
to-day problems faced by databank operators, a series of site
interviews was arranged with 43 organizations. In selecting candi-
dates for site interviews, an attempt was made to provide regional
as well as occupational representation. Small as well as large
organizations were included on the list. Each site was visited by
two to four people; there was always at least one lawyer and one
computer scientist present.

The interviews provided a valuable fund of background mate-
rial on the actual operational problems and procedures of the
organizations visited. The Task Force is indebted to the many
individuals in those organizations who sacrificed significant
amounts of time to provide information to Task Force members.

¢. Briefs

Some 187 associations were notified of the existence of the
Task Force and asked to submit briefs, or to solicit briefs from
their members, if they were interested in making their views
known. In selecting associations to receive the notice, it was de-
cided that the better policy was to distribute it widely and expect a
low response, rather than to mail only to those who had a clearly
expressed interest in privacy. The response rate was indeed low: 16
briefs were received, but those that did respond provided some
invaluable information. ‘

In addition to the briefs submitted directly, Task Force mem-
bers also had access to briefs submitted to the Computer/Commu-
nications Task Force, with which there was a close working rela-
tionship. Of the total of 200 briefs received by the latter, 54
referred to the need for privacy and confidentiality of personal
information, and 22 of these made specific comments or recom-
mendations on the subject.
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d. Miscellaneous Sources

As well as the major data-gathering activities described above,
there were several supplementary data sources, including the re-
sponses of 13 United States corporations known to store personal
data on Canadian residents, to which enquiries were sent about
their data-handling practices (for the list of respondents see the
Appendix); the report of a computer attitudinal survey carried out
across Canada by the Social Survey Research Centre under contract
to the Department of Communications and undertaken indepen-
dently from the work of the Task Force; and miscellaneous studies
indirectly connected with the Task Force.

2. Information Systems and
Personal Data

a. Summary of Findings

While much of the data collected was relevant only when
viewed in the context of particular organizational groups, since
results averaged over different groups often become meaningless
owing to their disparate interests and behaviour, nevertheless cer-
tain broad conclusions can be given about the ways in which
personal data are handled:

1. There is probably more data interchange than is
generally realized by the public. Information net-
works flourish in many situations where the exchange
of personal data is beneficial to both parties involved.
Because of the informality of the process, precise
description of the data paths is practically impossible,
though questionnaire returns did yield some infor-
mation on the networks. To a greater or lesser extent,
police, credit-reporting agencies, insurance compa-
nies, educational authorities, and welfare agencies
are (amongst other categories) involved in such ex-
Fhanges, which usually take place without the person
involved being informed of the activity. While many
organizations, particularly the large ones, have writ-
ten security and disclosure policies, there is a substan-
tial body of hearsay evidence to indicate that these
rules are often forgotten when communications with
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persons who can be trusted to handle the information
discreetly are involved.

A particular focus of concern appears to be the col-
lection and use of information by governments. Of
special significance is the fact that concern about
government information-systems was frequently ex-
pressed by government officials.

In a brief to the Computer/Communications Task
Force, the provincially-owned Newfoundland and
Labrador Computer Service Centre stated “Govern-
ments are potentially the biggest misusers of infor-
mation collected on citizens... (Governments) should
first articulate policies to prevent this.”

The federal Department of Manpower and Immigra-
tion in its brief focussed on a particular characteristic
of public data-banks: “There will be a natural tend-
ency (justifiably motivated by efficiency) to integrate
the data banks with similar banks of other depart-
ments, provincial governments, civic welfare depart-
ments and possibly even some private agencies.
While there will be a tremendous improvement in the
effectiveness of social services, we may also experi-
ence a considerable erosion of privacy ... it is recom-
mended that this aspect of integrated data banks be
subject to some very specific policy guidelines.” Simi-
lar sentiments were voiced by the New Brunswick
Government and by several other departments of the
federal government.

There was little fundamental difference in data-han-
dling practices between governmental and non-gov-
ernmental organizations. However, major differences
in practices and attitudes were apparent when orga-
nizations were grouped according to function, such as
credit, medicine, research, investigation.

The computer, as yet, plays only a limited role in the
handling of sensitive, personal data, but that role is
swiftly becoming more important. A typical com-
puterized file today contains 1,000 to 5,000 records,
each containing about 300 characters, and each pro-
cessed 10 to 20 times a year. Decreasing costs are
likely to make increasingly economic the computeri-
zation of less used, smaller files. Rising labour costs
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and the increasing complexity of the social and eco-
nomic structure are likely to spawn data-hungry com-
puterized “management information systems™ in
organizations of all shapes and sizes.
There are more inaccuracies in personal information
systems than is probably generally realized. Seventy-
five per cent of respondents to the question on the
subject reported discovering mistakes in their manual
filess when these were automated. In the United
States, in a field where accuracy would be expected,
the conversion of a police information-system from
print to machine-readable form disclosed- errors in
nearly one-third of the files. Because of data inter-
change, an error in one file can reappear in several
other files.
Most information systems are still local in a formal
sense but, through information interchange agree-
ments, they are capable of operating on a national or
international scale. However, organizations that are
national or international in scope are rapidly intro-
ducing information systems commensurate with their
geographical spread. :
A survey commissioned by the Department of Com-
munications’ revealed that more than one-third of
Canadians appear to believe that computers threaten
their personal privacy, while more than half believe
that computers will violate confidentiality. Although
the vagueness of the terms “privacy” and “confiden-
tiality” (which were not further defined by the sur-
vey) doubtless led to some confusion, the general
degree of concern is significant.
By their apparent readiness, as shown in replies to
the questionnaire, to accept some form of regulatory
controls, databank proprietors, and more particularly
the proprietors of large personal databanks, showed
considerable awareness of and sensitivity to the issue
of informational privacy.
This general response, however, masks a wide diver-
gence of views. Several organizations, such as the
C.al}adian Book Publishers’ Council and the Cana-
21an Bankers’ Association, took the view that the
need to know” is a more important value than
unspecified invasions of privacy. Other groups, such
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as the Canadian Manufacturers’ Association and the
Retail Credit Company of Canada, argued that legis-
lation to protect privacy was either unnecessary or
premature.
Other general observations that can be made about the operat-
ing practices and procedures of Canadian information systems are
set out below: ‘

b. State of Computerization

Whether or not personal records are stored in computerized
databanks depends upon several factors such as the technological
sophistication of the agency, its capital position, its management
policy, the frequency with which its files are consulted or updated,
and the number of active records and their structure.

All these factors are subject to some change, but the most
dependable indicators of potential computerization are those relat-
ing to file size, structure, and utilization. Roughly, a file of 10,000
records, 10 per cent of which must be used or updated weekly, can
be considered amenable to computerization. Trade-offs between
size and utilization are important. A small file with frequent access
and a large file with infrequent access may have equal potential for
profitable computerization.

About half the respondents to the questionnaire used elec-
tronic data-processing, and of these about two-thirds operated
their own computers. The remainder used computer service
bureaux. About half the computer users made their first use of
computers in the period 1965-69. The rate of initiation of organi-
zations to computer use fell off sharply after 1969, an indication
that the electronic data-processing (EDP) industry has reached a
degree of maturity. However, a significant decrease in the rate of
installation of new computers came to light, indicating that exist-
ing users are continuing to improve their facilities. This finding is
borne out by the analysis of the EDP industry undertaken by the
Computer/Communications Task Force, which has estimated a
cumulative growth rate of approximately 17% per annum for the
1970s. '

Slightly more than half of those having computerized files felt
that, while the computer provided a useful improvement, they
could continue operations without it: about 10% believed that the
computer had had little or no impact on their use of files. Only 40% -
said they could not continue operations without the computer.

It would appear that in many cases computerized records
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supplement rather than supplant the old paper files. Ninety per
cent of those maintaining computerized files also indicated that
they maintained other information in manual form on the same
individuals. Furthermore, over three-quarters of those maintaining
personal files replied that the most sensitive and confidential infor-
mation was kept in documentary form. This revelation clearly
emphasizes the importance of the problem of informational pri-

vacy in a context broader than that encompassed by the computer
alone.

Of those owning computers, 32% replied that their computers
allowad them to pull together into a single record all the informa-
tion possessed by the organization about a single individual, but
only 16% replied that the advent of the computer had directly
resulted in more individually identifiable information about people
being furnished to government. Just under 40% thought that the
advent of the computer had directly resulted in more data per
individual being collected; the rest noticed little change. Only 3%
of those replying indicated that computerization had directly re-

sulted in new rules concerning the individual’s privilege to examine
his record.

c. Security Standards and Practices

Security and privacy are often confused. The former (as it
relates to this study) describes the degree of protection afforded to
personal data, whereas the latter is a legal and social concept of
some complexity (as discussed in Chapter 1). Wherever an objec-
tive is to restrict access to personal data to authorized viewers, some
security procedures must be introduced. A consideration of security
provisions and attitudes is thus necessary to any practical study of
informational privacy. There are often several motives other than
the protection of personal privacy which reinforce the desire of
organizations to make their databanks secure. These include con-
cern for the privacy of many business and government transac-
tions, and, particularly as regards computerized records, fears of
physical assault or sabotage.

Statistics on security procedures are not very meaningful when
averaged over all Canadian systems. A few averages do, however,
help to provide a general background. Twenty-three per cent of
respondents thought it unnecessary to police the actions of their
staff with régard to misuse of personal information. Of the remain-
der th did monitor staff activity, one in eight claimed to have
actually caught offenders, and to have prosecuted or disciplined
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them. More non-profit than profit-making organizations fell into
this last category. About three-quarters of respondents operating
computers have controls over physical access to the equipment, and
about 40% have implemented hardware or software security mea-
sures such as passwords, terminal identification coding, or crypto-
graphic coding. A similar percentage run personal integrity checks
on data-processing personnel, and over two-thirds employ secure
disposal methods for unwanted data tapes or printouts.

In response to the question “Is there a general management
policy regarding disclosure of personally identified information?”,
one-third responded that they had a written policy, 55% had an
unwritten policy, and the remainder replied that no policy had
been formulated. As is to be expected, the large, more technically
sophisticated, organizations generally paid more attention to secur-
ity. Clients and customers were about two and a half times more
likely to benefit from a written disclosure policy than employees,
although the latter did benefit from an unwritten policy in 70% of
organizations, and were protected by a non-disclosure policy in
14% of the responding organizations.

d. The Exchange of Information

From the responses to some questions, it was possible to trace
several data-exchange paths between organizations with differing
functions. Not surprisingly, the groupings followed logical pat-
terns, although those who had not previously considered the subject
may have been unaware of the extent of some linkages. For
example, private conversations with an insurance agent in British
Columbia revealed that personal, financial, and behavioural infor-
mation was quite readily available to those who are known in the
information exchange network, while a British study on the Right
of Privacy’ reported that agencies in the United Kingdom offer
personal bank-balance information for sale at about $16 a record,
while unlisted telephone numbers can be obtained for just over
$10. :

Organizations most likely to use investigators to gather per-
sonal data are law-enforcement agencies and insurance companies.
Social welfare agencies, regulatory agencies, merchandizing
houses, and major industrial employers (in descending order) also
make significant use of investigative credit bureaux and private
investigators. Educational and medical organizations are exten-
sively used as sources of personal information, as is a person’s
employer. ‘ ‘
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As noted, most information systems are local in a formal
sense, but through information interchange agreements they are
able to conduct operations on a national or international scgle.
Forty-eight per cent of respondents infiicated that they furnish
personal data to recipients in the United States. The types of
organization most likely to do so are cred1F bureaux, regulatory
agencies, law-enforcement agencies, large industrial employers,
insurance companies, merchandizing houses, and employment
agencies. Both of the mailing-list suppliers- and mot(.)r-.vehlchle
bureaux which responded said they furnished data to recipients in
the United States. Fifty-nine per cent of respondents say they
obtain personal data from suppliers in the United States.

e. Record Purging

Over half the respondents retained records on individuals
after their relationships with the organization had been severed for
more then seven years. Less than 15% purged their records in the
first 18 months after the relationship had terminated. About two-
thirds of those which purged files destroyed them. All the rest
transferred them to inactive files or archives, except for four

organizations (less than half of one per cent) who returned the files
to the individuals concerned.

f. Location of Files

Only five responding organizations said they had all t'he"lr'ﬁles
in the United States, and four of these were labour unions. S}xty-
six per cent of all files containing personal data are located within
the particular province in which the organization operates.
Twenty-six per cent of the files are located elsewhere within Can-
ada. Eight per cent are wholly or partially in the United States;
among them (aside from labour unions) were oil companies, insur-
ance companies, health services, and lending institutions. Almost

half of all respondents with some files in the United States were
incorporated in a foreign country.

On the other hand, 76% of respondents said they would never
locate files in the United States. The rest said they would, if it were

to their advantage to do so and, of course, some already have files
there.
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g. Complaints

Recipients of the questionnaire were asked “Have individuals
on whom records are kept or groups representing their interests
ever complained about disclosure of information in this file to
people outside your organization?”’ Seventy-five per cent of respon-
dents replied that no such complaints had ever been received, and a
further 15% either did not know or said the question did not apply.
Of those who admitted receiving complaints, 10% (121) received
them only occasionally. Only four respondents received frequent
complaints. Although four is hardly a valid statistical sample, it is
perhaps of some interest that two of these respondents were hospi-
tals and the other two were investigative agencies.

Acknowledged complaints about methods of collecting per-
sonal data were in about the same proportion as acknowledged
complaints about information disclosure. Only five organizations
reported frequent complaints, of which three were in the insurance
or insurance-adjustment business.

About 16% of respondents replied that individuals (or groups
representing an individual’s interests) occasionally sought to exam-
ine their own.records or complained about the organization’s
practices regarding the permissibility of examining their record.
Less than one per cent (mostly hospitals) said this occurred fre-
quently, while the remainder either said there was no demand by
individuals to see their record, or were unaware of any such
demand.

Of those who had converted personal files to computer-read-
able form, about three-quarters of those prepared to give a “yes”
or “no” answer admitted that the conversion had led to the detec-
tion and correction of factual errors. Thirteen per cent felt that the
errors uncovered were of “considerable importance”, and a further
30% felt the errors were of “marginal importance”. These figures
provide some indication of the probable accuracy of most files.

The experience of a Canadian life-insurance company which
converted data on several hundred thousand policies from punched
card to magnetic tape storage several years ago provides an inter-
esting footnote. They uncovered an average of one error per policy,
an occurrence which so took them by surprise that their whole
conversion program had to be delayed for two years while the data
were verified and corrected. The 33% error encountered during the
computerization of police records in the United States has already
been mentioned.
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In the survey of Canadian attitudes towards computers under-
taken by the Social Survey Research Centre on behalf of the
Department of Communications, about 30% of those surveyed
reported that they or someone in their immediate family had “had
trouble with errors in bills, subscriptions, credit, etc. due to com-
puter errors.”

h. Attitudes and Perceptions

As is to be expected, attitudes towards privacy and perceptions
of issues vary substantially according to the functions of the orga-
nizations with which individual respondents were associated. A
policeman who daily sees criminals using every possible legal angle
to avoid arrest or conviction is unlikely to be as concerned about
personal privacy as the Chief Statistician of Canada who, as well as
being legally obliged to protect privacy, also knows that her sources
of reliable statistics would dry up if leaks developed.

The questionnaire contained a series of attitudinal questions
essentially in the form of statements enunciating positions on
various issues concerned with privacy, asking whether the respon-
dent strongly agreed, agreed, was neutral, disagreed, or strongly
disagreed. The results have been charted in Figure 1. Where a
particular organizational group differed from the commonly ex-
pressed attitude, this has been noted in the comments column.

Statements on which there was common agreement with no
significant dissention on a group basis were:

— subjects of records containing personally identifiable
information should have the right to correct, rebut,
update and expunge incorrect or obsolete informa-
tion;

— standards of security should be required for personal
databanks;

— standards for the acquisition and dissemination of

information should be adopted;
files should be purged periodically of obsolete infor-

mation.

_ Somewhat surprisingly there was strong over-all agreement
with the idea that databank proprietors and information brokers or
suPpliers should be licensed. Only the organizational groups com-
prising publishers and mass communications media (seven re-
sponses in ‘total) disagreed strongly as a group. Their sentiments

may have sprung from a concern for the traditional freedom of the
press. .
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The pattern of responses to the idea that databanks should be
registered, as to purpose and content, was consistent with the
responses on licensing of databank employees.

~The right to be informed of the existence of personal records
when they are started drew strong support, although the credit
bureaux, for reasons which will be discussed in Chapter 4, regis-
tered strong disagreement as a group.

The concept of a right to review one’s personal file on demand
was more controversial. Law-enforcement agencies, regulatory
agencies, insurance companies, and health-services organizations
all registered disapproval. This response is in apparent contradic-
tion to the almost unanimous agreement that subjects should have
the right to correct, rebut, update, or delete incorrect or obsolete
information. It can only be surmised that those dissenting from a
right to review one’s personal file had not fully considered the
implications of an affirmative vote for the right to amend incorrect
information.

The following three hypothesized rights met with no clear
agreement or disagreement:

— the right of an individual to be furnished periodically
with an accounting of the uses made of information
about him; ’ ‘

— the right of an individual to learn the sources of
information about him;

— the right of an individual to stop the exchange of
information about him among information suppliers.
Likewise there was no clear consensus as to whether informa-
tion-system proprietors should furnish personal data to law-en-
forcement officers on demand. The idea that records are the exclu-
sive property of the information-system-proprietors, and that sub-
ject-individuals have no justifiable interest in the files, was gener-
ally repudiated, although credit bureaux and merchandizing houses
agreed with the statement, as did a number of other respondents.

3. Classification of Databanks

In the light of the information collected, and for the purposes
of later discussion, it is useful to define three broad categories of
personal databanks: statistical, administrative, and intelligence.
This categorization allows the following distinguishing features to
be highlighted: :
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Statistical Databanks

Data output is in aggregate form only. Individuals
need not and should not be identifiable.

Data input is often (but not always) personally iden-
tifiable, and is often stored in that way in order to
permit statistical aggregation over many different
variables.

Data are wide-ranging and include most if not all
categories of information that can be regarded as
private. '

The databanks are often large, and in most cases they
are highly amenable to the use of comiputers as an aid
to sifting, sorting,and reducing the data.

Quite aside from legal requirements, as in the case of
Statistics Canada, there is usually strong motivation
on the part of a statistical agency to protect sensitive
data, since its ability to continue to collect accurate
data is dependent on the extent to which it is trusted
by those supplying the data. Some agencies, such as
Statistics Canada, are required by law to protect the
confidentiality of data.

Administrative Databanks

Administrative data are essential to all organizations.
There is a great variety in the volume, sensitivity, and
purpose of the information gathered.

Except for instances of gross abuse which lead to
remedial action being taken, there is often little direct
incentive to exercise particular care over the handling
of personal data.

In many instances (e.g., welfare, education employ-
ment), there is a dependent relationship between the
administrator and the subject, so that the subject has
little' power to determine what information should be
given or how it should subsequently be used.
Administrative data in any one location are often
potentially sensitive in only one or two areas at once;
for example medical and income tax data do not
normally coexist in the same file (except to the extent
that the individual has claimed tax relief for medical
expenses).

Because administrative databanks often have parallel
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interests (for example in the financial status of actual
or potential clients), pressure exists for data ex-
change. Such exchange may occur on a formal basis,
in order to achieve cost economies, especially when
data records are owned by the same organization
such as a government or a corporate conglomerate.

— Significant benefits to the individual often result
from the existence of the files (e.g., driver’s licence,
welfare, employment), or from dissemination of the
information they contain (e.g., credit as a result of
information given by an employer, medical data dis-
closed in an emergency).

Intelligence Databanks

— Intelligence databanks usually exist because of actual
or potential break down in trust between members of
society Police intelligence files provide the most ob-
vious example, but credit bureaux of the investigative
type and private investigators compile files in the
same category, primarily for potential employers and
insurance companies.

— Information in the files is often comprehensive (i.e.,
it often includes criminal, medical, social, and finan-
cial data). }

— Much of the information is, by its very nature, hear-
say.

— The existence of the file (and of the investigation) is
usually unknown to the person investigated.
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Management information systems can be loosely defined as systems designed to process and
present data in such a way that it will provide managers with information pertinent and useful to the
performance of their function. There has been much recent debate over the eﬂ“lcacy'of con_lputenzed
management information systems. Most of this has concerned their suitability to provide assistance for
top level management (usually heavily involved in strategic planning activities). However management
information systems are most likely to become intrusive when employed at a lower (administrative)
level. Systems of this type appear to be well within today’s capabilities.

Study of public attitudes towards computers, undertaken independently from the Task Forcf_
activities, and conducted by the Social Survey Research Centre of Toronto for the Department o
Communications. The study will be published in 1972.

3 . ”
The Oxford Group of Labour Lawyers, “Report on the Right of Privacy”. March 1971.

i
!
i







Chapter 3
The Statisticians

The struggle to improve our economic well-being, and the
substantial successes achieved in this direction, have generated a
voracious appetite in both the public and the private sectors for
economic statistics of almost every imaginable kind. This hunger
for data is not motivated by idle curiosity as to how the world
looks, but represents an attempt to come to grips with the complex
of demands, interests, and power structures which arises at least in
part from the fact that our drive for economic efficiency has led us
to become a community of specialists. With specialization has
come a diversification of the power structure, a phenomenon which
Drucker, in The Age of Discontinuity', called “the new pluralism”.
The very complexity of the economic system demands that intui-
. tion and good judgment be fortified and guided by statistical data.
This is true both of governments, which must assess the need for
new policies and the impact of the old ones, and of industry which
must continually assess market needs in order to remain competi-
tive. : B

The increasing realization that the old economic criteria for
decision-making have somehow been inadequate measures of our
progress has led to renewed demands for-data of a much more
wide ranging nature. Economics and nuclear physics have been
displaced as fashionable topics for university study by sociology
and computer science, and the combination of the latter and
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related disciplines has spawned a multitude of “quantitative”
studies attempting to bring order to our knowledge of human
goals, behaviour, and attitudes.

Examples of the pervasiveness of social science research
abound. An Eskimo delegate to a recent conference at Inuvik
complained that “the average Eskimo family consists of a father, a
mother, grand-parents, two children, a sociologist and an anthro-
pologist.”

While some would argue that collection of personal statistical
data does not contribute directly to human well-being, it is difficult
to envisage a recession in statistics-gathering without a simulta-
neous retreat to a less specialized, less economically efficient soci-
ety. Whether or not such a retreat is desirable, or whether or not
the right statistical information is being collected, is beyond the
scope of the study, which proceeded on the assumption that for the
foreseeable future the social structure would continue to become
more complex, and that this trend would lead to increasing rather
than decreasing demands for statistical data. Furthermore, re-
search using statistics has demonstrably improved human well-
being in many instances. The linkage of cigarette smoking with
cancer by statistical reduction provides one well known example.
Improvements in health care for the aged resulting from a statisti-
cal analysis of medicare records in a prairie province provide
another; this particular study was conducted on an unofficial basis
and without the knowledge, let alone approval, of the individuals
affected, so that an invasion of privacy produced a clear benefit to
those involved — one of the many examples of a cost-benefit trade-
off.

Since a great deal of the data collected, be it economic or
social, contains personal information, it is evident that the mere act
of collecting the data must often involve invasions of privacy. At
some point saturation is reached, although this may be constantly
deferred as society is conditioned to accept the giving of data as a
normal activity, and to regard the regular door-knock of a pollster
as a welcome break from routine like that provided by Bible,
Encyclopedia, and brush salesmen.

Indeed the Task Force itself contributed to the problem it was
examining; the questionnaire survey resulted in a flood of statisti-
cal tabulations, while the study of public attitudes towards the
computer undertaken by the Department of Communications gave
rise to further probings and tabulations.

Aside from the issues of what, how much, and by what means
data should be collected, the most important group characteristic of
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statisticians is that they have a strong motivation to handle data
under conditions of confidentiality, since their sources of informa-
tion will evaporate unless confidentiality can be guaranteed. This
characteristic is not universal. Researchers who do not plan to seek
further information from an individual are free from many of the
pressures towards a scrupulous respect for confidentiality. In the
Instance of market research firms, concern for privacy can be
directed more towards their clients than towards the subjects of
their interviews.

Given a general need or voluntary desire to ensure confiden-
tiality, statisticians nevertheless face certain difficulties in its
achievement. '

1. Statistical Disclosure :

Several hypothetical situations exist in which inadvertent dis-
closure of personally identifiable information could result from
manipulation of statistical data published in aggregate form. The
§implest is accidental direct disclosure, which arises when an entry
In a statistical table contains only one person or organization, or
when there are several entries, but one of the persons or organi-
zations completely dominates the total figure provided. I.P. Fellegi
of Statistics Canada has undertaken an extensive investigation of
this and other problems of a similar nature. He writes’:

“It is a generally accepted practice to blank out informa-

tion which is based on fewer than three respondents on

the assumption that any two respondents of a particular

kind might easily know of each other and hence, if a

statistic based on two respondents were published then

“any one of the two could subtract his own report from the
published aggregate and would thus deduce the quantity
reported by the other. When there are more than three
respondents but one or two respondents account for more
than a specified proportion of the aggregrate the infor-
mation is also blanked out. This is obviously necessary in

the case of highly skewed distributions where the number

of respondents by itself is hardly an appropriate guide-

line.”

A more complicated problem is that of residual or comple-
mentary disclosure. Residual disclosure occurs when a set of tab-
ulations can be manipulated arithmetically to yield, through deduc-
tion, information about an identifiable respondent, even though no
single tabulation discloses such information. For example, residual
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disclosure could occur if an entry in a table is blanked out but can
be deduced from the marginal totals and the other entries in the
table. Each time a new tabulation is produced from the same
survey data, a new disclosure could occur through the arithmetic
manipulation of the set of tabulations. It is necessary, therefore, to
devise preventive methods.

While complicated theoretical solutions have been devised, the
currently favoured approach is to introduce a minor level of ran-
dom disturbance into every table. Such a system results in the
“inoculation” of the collected data with random errors of which
the statistical properties are known. This inoculation makes it
impossible to obtain unambiguous information about a specific
person even if identification is accomplished. This procedure,
which is likely to be adopted by Statistics Canada, does add minor
errors to the tabulation, but these errors are small compared to
others that already exist.

2. Statistics Canada

The principal activity of Statistics Canada in terms of in-
volvement with the population is the decennial census, with more
limited data being collected at five-year intervals. The collection of
individual census returns is governed by the Statistics Act, which
provides that individual returns will be used only for statistical
purposes and will not be made available for taxation or other
administrative action; that the returns will be handled only by
sworn staff of Statistics Canada; and that the data will be published
only in a form which will not permit the identification of data
relating to any individual, firm, or other respondent unless a
specific request is made by the respondent. It can be argued that the
existence of the comprehensive Statistics Act provides Canadians
with greater privacy protection than U.S. citizens since no counter-
part statute exists in the U.S.

Enumerators distribute census forms which, once returned, are
checked and microfilmed as two distinct records. The first, which is
destined for computer entry, contains names only in its microfilm
form while the actual computer tape contains no names in ma-
chine-readable form. The second, a census search record, contains
names, addresses and ages only (before the most recent census the
complete record was stored). Once the microfilms are made the
original forms are destroyed by shredding.-

In addition to the census, Statistics Canada publishes annually
140,000 statistical series: Great care is taken with all personally
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identifiable data: if some material has to be processed outside the
institution, staff members transport the data and remain present
during the processing.

Statistics Canada is unique among federal agencies, other than
the Department of National Revenue, in that citizens have a
statutory obligation to provide information, balanced by an equal
obligation on the agency to ensure confidentiality. The relevant
sections of the Act impose penalties on “Every person who, without
lawful excuse, ... refuses or neglects to answer, or wilfully answers
falsely, any question requisite for obtaining any information
sought in respect to the objects of this Act” and at the same time
requifes that “no person other than a person employed or deemed
to be employed under this Act, and sworn under section 6, shall be
permitted to examine any identifiable individual return ... and no
person who has been sworn under section 6 shall disclose or
knowingly cause to be disclosed, by any means, any information
obtained under this Act in such a manner that it is possible from
any such disclosure to relate the particulars obtained from any
Individual return to any identifiable individual person, business or
organization.”

The remainder of the section lists the circumstances under
which disclosure is permitted. Among these are: disclosure to a
statistical agency of any of the provinces at the discretion of the
Minister (and under strict non-disclosure conditions); disclosure
when prior consent in writing has been given by the party con-
cerned; and disclosure of information, other than personal data,
which is public under statutory or other law.

All information obtained from other agencies is subject to the
same secrecy requirements as those undertaken by the collecting
agency. These secrecy requirements are so widely known that some
farmers have listed marijuana in the “other crops’ category, con-
fident this information will not be passed beyond the walls of
Statistics Canada.

Because of the large quantities of data involved and the
extensive manipulation to which they must be subjected, Statistics
Canada depends heavily on computers. Most data processing is
carried out on an in-house computer, access to which is strictly
controlled.
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3. Social Science Research ¢

A general trend towards greater concentration of effort in
research in the social sciences, buttressed by greater concentration
on empirical studies, some of which involve statistical models
requiring vast quantities of data, has hastened the establishment of
the computer as an important tool for social scientists. Not only has
there been an increase in the number of faculty and students in the
social sciences gathering information fer various educational rea-
sons, but there has also been a dramatic change in methods of
manipulating the information which is frequently transferred
from the questionnaire to magnetic tape or some other type of
plastic cartridge, microfilm, or microfiche. When stored in com-
puter-legible format, the information is much easier to retrieve and
correlate.

There is some concern for privacy in the social sciences over
methods of data collection because a few researchers have resorted
to questionable practices. Furthermore, much of the information
collected by researchers is not only private in the generally ac-
cepted sense, but concerns extra-legal activities such as drug-taking
or prostitution. Although the information is normally given on the
understanding that it will be held in the strictest confidence, there
is some question as to whether it might become available to law
officers by subpoena. The American Council of Education has
tackled this problem by identifying personal files with a code
number only, and storing the linking file, which identifies names
with code numbers, in a foreign country (Canada in this case), to
ensure that its files cannot be effectively subpoenaed or seized.

Universities and research organizations generally are under-
standably reluctant to accept any controls imposed on them from
outside. The alternative, self-regulation, is not widespread, al-
though the Institute for Behavioural Research of York University
has adopted an extensive code of ethics and is using security
procedures similar to those used by Statistics Canada.

In July 1971, letters were sent by the Task Force to the
chairmen of the sociology departments of a number of Canadian
universities enquiring as to the existence or planned existence of
ethics committees to oversee research on human subjects. The 18
replies revealed the existence of four such committées, one of
which had jurisdiction only in the deparument of sociology. Four
other universities were planning some action in this area. Reaction
to the suggestion that ethics committees might be desirable ranged
from warm endorsement to the statement that “As a researcher and
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teacher of research methods I would be the first to object to the
establishment of such a group.”

In the United States, some measure of control is exerted by the
Russell Sage Foundation, which provides substantial financial sup-
port to social science research. The Foundation insists that all
recipients of its grants comply with its code of ethics, which
includes provisions for the protection of personal privacy. Similar
controls are not currently exerted in Canada, although an example
could be set in federal funding of social research.

4. Market Research Firms

The Task Force planned, but for administrative reasons was
unable, to interview a major market research company. The num-
ber of such companies responding to the questionnaire was too
small to permit any generalizations to be made about their proce-
fiures and practices, although a consultant’s report, without adduc-
ing concrete evidence, commented that standards of security
become lower as one moves from government through universities
to commercial market research firms. Such firms of course engage
in far more than market research: their activities range from the
ubiquitous political surveys, of which those by Gallup are regularly
published, to attitudinal studies.
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Chapter 4
The Administrators

Administrators comprise by far the largest class of users of
personal information. Few administrators will go out of their way
to obtain information which they do not believe to be relevant to
fiecisions they have to make, but on the other hand there is not the
incentive to protect the confidentiality of data which applies to the
statisticians. Furthermore, an administrator will naturally look for
the least complicated way of obtaining information. If the infor-
mation he wants is likely to be embarrassing to the individual
concerned, it is often easier to get-it from anonymous sources,
rather then let the individual know the extent of his probing.
Mutual administrative convenience therefore leads to the forma-
tion of informal information exchange networks which permit
network members to bypass regulations designed to protect confi-
dential information. This type of bypassing reaches its most ex-
treme form when a member of one organization is transferred to
the payroll of another organization to provide a common point of
data transfer between the two.

Another factor which tends to give administrators more free-
dom than might be desired is the effective power they exercise over
the individual. This phenomenon is most apparent in relationships
such as those between social workers and welfare recipients, and
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between employers and employees, but in fact most people are
unwilling to “rock the boat’ even in much less sensitive matters.

This chapter and the next describe the standards and practices
followed by administrators in a number of different areas.

1. Employers

Employers gather information about prospective employees to
help them decide whom to hire. They continue to gather informa-
tion to monitor employee performance, and to help decide whom
to promote or dismiss. Records of former employees are often
retained to administer superannuation benefits.

When an employer requires a check on a prospective em-
ployee, it is generally performed by an investigative reporting
agency. The amount of information gathered about a prospective
employee depends upon the importance of the position sought.
During one site interview, a company manager said of the infor-
mation collected on blue collar workers: “We just collect enough
data on those fellows to pay them.” Applicants for senior executive
positions, on the other hand, are likely to be subjected to fairly
thorough investigation and checking.

Information in even greater detail is required of persons in
positions requiring a security clearance. Additional information in
such instances often includes fingerprints, changes of address, and
basic personal data on close relatives. In situations where national
security is involved, this information provides the basis for an
investigation by the Royal Canadian Mounted Police.

According to the questionnaire responses, about 40% of em-
ployee files containing 500 or fewer records are computerized, as
against 76% of such files containing more than 500 records. The
federal Public Service Commission maintains a voluntary on-line
computerized inventory of skills known as Data Stream, which can
be used by authorized personnel through 32 terminals located in
various departments. Access is controlled by user identification and
password, but no audit log is kept on who obtains what informa-
tion for what purposes. Only 69,000 or 32% of federal public
servants have files in the Data Stream databank. Those included
are primarily in the administrative, professional, or semi-profes-
sional categories. Although basic data such as name, address, age,
salary, and position are automatically included in the databank, the
employee has a choice as to whether or not he wants his detailed
employment history and list of skills recorded. Detailed on-line
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personnel records like Data Stream are, however, the exception
rather than the rule.

Most, though not all, employees have the right to see and rebut
their records, although many employers made it clear that they
would want to know why an employee wanted to examine his file
before letting him do so. In the case of unionized employees, the
terms of access and the nature of the information in the files are
often governed by clauses in the collective agreement. In addition
some employers have voluntarily stopped collecting information,
such as that relating to national origin or religion, which might be
used as a basis for discrimination.

Employers are one of the principal sources of information
about individuals. Credit reporting agencies routinely seek infor-
matidn from employers, as do prospective new employers and
educational institutions. Increasingly, employers are refusing to
volunteer information other than to confirm or deny employment,
unless a specific request for information-release by the employee
has been made. However, as a matter of mutual interest, certain
types of businesses, including banks, insurance companies, depart-
ment stores, jewellers, and furriers tend to co-operate with police
requests for information about employees.

Even the unemployed appear in computerized files. The fed-
eral Department of Manpower and Immigration is developing a
?yStem to maintain, in instantly retrievable form, a computer file of
job seekers, with a description of their work history and job
requirements. It is hoped that this file will greatly improve the
ability of the Department to match job vacancies with those
seeking employment.

2. Credit Granters

We live in an economy which depends heavily on the granting
of credit for its proper operation. Although an evaluation and
judgment of the societal effects of this situation, or of possible
alternatives, is beyond the scope of this Report, there is certainly
no sign of slackening in the move towards greater dependence on
credit. The amount of consumer credit outstanding in Canada has
multiplied by more than five in the past two decades, to some $9
billion in 1971. Types of credit include real-estate and chattel
mortgages, small loans, bank cards, travel and entertainment cards,
oil-company credit cards, and department-store charge accounts.
Because of the dominant role played by the banks, they have been
considered separately in the next chapter.
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Taking the massive existence of a credit industry as self-
evident, two of its characteristics were of particular interest to the
Task Force. First, most of those who give credit endeavour to
obtain detailed information about those who seek it before credit is
granted. Second, individuals who consume on credit instead of
using cash leave behind them a visible trail of purchases: evenings
spent at a night club or hotel, trips out of town, money raised, or
houses bought. Information is both the foundation of the credit
industry and its principal by-product. -

The search for credit involves a classic give and receive rela-
tionship. As the Royal Bank of Canada explained in its brief to the
Task Force: “When a person applies to a bank for a loan he gives
up a certain amount of privacy in providing the basic personal data
and financial history which 1s required to provide a full assessment
of his credit-worthiness.! Any information provided to a bank is
regarded as ‘privileged’ between bank and customer. It is consid-
ered as the ‘property’ of the customer.”

Some lenders make decisions regarding loan eligibility on the
basis of information available within their own organizations, but
most use the services of some outside agency. These outside agen-
cies include in-file credit-reporting agencies, central registries of
indebtedness, and credit-card monitoring services. Investigative
credit-reporting agencies are used much less frequently.

Some. provincial Attorneys-General have established
computer-based systems for the registration of real and personal
property and securities, primarily to prevent the frandulent sale of
property subject to liens. Most entries concern people buying cars
on credit. Access is open to anyone willing to pay the fee of $2 per
entry.

Small-loan companies maintain a lenders’ information-ex-
change through the Canadian Consumer Loan Association, which
maintains records on current debtors (to ensure that their credit
limit is not exceeded), and on debt defaulters. The Credit Index,
located in Morristown, New Jersey, and accessible by teletype,
contains information on nine million people who have collectively
defaulted on half a billion dollars of debt; 8,500 people in the
index have Canadian addresses.

Banks generally rely on their own record of experience with
particular customers in deciding on loan applications, although
information from other bank managers, from credit bureaux, and
from the customer’s employer is not infrequently used. Banks have
a strict policy of non-disclosure of customer-information except in
well defined circumstances which can generally be categorized as
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being either under compulsion of law or with the express or
implied consent of the customer. However a bank will provide to a
credit bureau, upon request, a credit reference with regard to
unsecured personal loans. Such reports divulge the maximum
credit, payment experience, existing loan position, and length of
experience with the customer.

Under common law the relationship between a banker and his
depositors is confidential, and the former may be sued for breach
of confidentiality should he disclose the contents of the latter’s
account, although material damage must be proven before the
individual can obtain a favourable judgment. -

Lredit-card operations such as Chargex, the oil-company
credit cards, and American Express rely heavily on computers to
provide up-to-date accounting information and to help prevent
credit card frauds of various kinds. Many provide immediate
access to computerized files by persons authorized to accept credit
cards. The computer output normally provides information only as
to whether or not credit is good, and whether or not the credit card
has been stolen.

Many credit cards are accepted throughout North America,
and the credit-checking system reflects this situation in that much
of the data-processing for Canadian credit-card holders takes place
in the United States. Thus information on many Canadian oil-
company credit-card holders is stored in a computer owned by the
National Data Corporation of Atlanta, Georgia, and is accessible
through a terminal in Toronto.

American Express appears to maintain the largest credit data-
bank on Canadians in the United States, with approximately 130,-
000 Canadian credit card holders on file. Information is almost
entirely of an accounting nature. Diners Club (with approximately
75,000 Canadian accounts), Carte Blanche (with about 14,000
Canadian subscribers) and American Airlines (with about 1,500
Canadian subscribers mostly in the Toronto area) run similar
Operations.

It has frequently been pointed out that extensive use of a
credit card by an individual can result in his leaving a fairly
complete record of his activities. This record can be useful to the
police as well as to others. It is not unknown for criminals to be
apprehended as a direct result of using a credit card.
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3. Taxation

Many Canadians regard information about their income as
highly personal and confidential, although others harbour no such
feelings. Most Canadian wage-earners are obliged, however, to
disclose their earnings to the tax collector.

The Department of National Revenue (Taxation Division) is
responsible for the collection of federal individual and corporate
income taxes, Canada Pension Plan contributions, and unemploy-
ment insurance premiums. The Department also collects provincial
income tax for all provinces except Quebec. All staff must take an
oath of secrecy, and are liable to “a fine not exceeding $1,000” for
communication of tax return information to “a person not legally
entitled thereto.”

About 230 employees are engaged in data processing, supple-
mented by 1,000 temporary keypunch operators at peak-load peri-
ods. Tax returns are key-punched by both alphabetic (e.g., name
and address) and numeric (e.g., taxes paid) units. The volume of
production makes it virtually impossible for the operators to read
anything except the data they are keypunching, or in fact to
remember any of it.

Tax data are stored in several computerized files, the most
important of which are:

— the master file of individual taxpayers, comprising

10,500,000 records of 500 characters each, stored on
125 reels of magnetic tape (the retention of three
generations of back-up tapes permits the master file
to be reconstructed in the event of accidental or
deliberate erasure);

— the individual accounting and collection file contain-~
ing up to 1,500,000 records of 400 characters each;

~— the employer source-deduction file (500,000 records
of 300 characters); and

— the T-4 supplementary-data file (15,000,000 records
of 40 characters).

The principal recipients of tax-return data outside the Depart-

ment of National Revenue (Taxation) are:

— Statistics Canada, which has access to corporate tax
returns in order to carry out its obligations -under the
Corporations and Labour Unions Returns Act of
1965. It also has access to statistically selected sam-
ples of individual tax returns under the Statistics Act
of 1971. :
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— Crown Attorneys when information is required to
prosecute tax fraud.

— The nine provinces for which taxes are collected.
Quebec, which handles its own tax records, is able to
use provincial tax returns for means testing and to
verify statements of income made in support of ap-
plications for student awards. Officials claim this
check saves the province $6 million a year in grants

~ denied to ineligible applicants. The other nine prov-
inces are denied this use of the tax data since the

Income Tax Act allows it to be used for statistical

purposes only. '

— NR slips concerning United States residents are sent
to the United States Internal Revenue Service in
return for corresponding data concerning Canadian
residents, in accordance with treaty obligations.

— A taxpayer may see his own return at the District Tax
Office on proof of identity, and may give written
authorization to an agent to see his return.

The Taxation Division is currently planning a remote-enquiry

System which will permit data from the central tax base in Ottawa

to be immediately available to any of its 28 district offices.

4. Life Insurance

~ Trying to cheat the insurance company seems to have been an
International activity for at least 100 years, judging from the
measures the companies take to protect themselves from inaccurate
applications and fraudulent claims. "Generally, insurance compa-
pies find it necessary to gather and use a great deal of information
In the process of underwriting policies and adjudicating claims.
This information is kept in manual form. Information for policy
maintenance, such as premium payments and contract modifica-
tions, is often computerized. The industry was early to embrace the
computer since its operations are frequently conducted on a large
scale.

An applicant for life insurance relates information to the
agent, which is then forwarded to the head office. An applicant is
normally expected to provide a medical history and to sign a
blanket release of medical information held about him by profes-
sionals or institutions. He may also have to undergo a physical
€xamination, the report of which becomes part of his application.
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The Medical Information Bureau (MIB) in Boston, Massachu-
setts, plays an important role in the search for fraudulent or high-
risk applications. The MIB is an association of 700 life-insurance
companies, of which 80 are Canadian. The Bureau’s function is to
alert insurers to hazards and impairments discovered by other
insurers and not revealed by the applicant. When an insurer de-
clines or reclassifies an applicant because of a serious ailment, a
coded resumé is transmitted to the Bureau; the action taken by the
company is not. Occasionally reports are made to the Bureau of
favourable results of medical tests that may have future health
significance.

However, any type of information may be the basis of a report
to the Bureau. Although 90% of reports refiect coded medical
information, 10% reflect non-medical information. The Bureau
receives 1% million reports from member companies annually (one
Canadian company registers about 1,000 names a month) and
answers 18% million requests for information each year. Accord-
ing to information furnished to the Task Force by the Medical
Information Bureau, the files contain information in coded form
on 800,000 Canadian citizens or residents. These files are segre-
gated from others kept by the Bureau.

Most applications for life insurance are also inspected by an
investigatory credit-reporting agency, which may interview the
applicant and will certainly interview his neighbours and present
and former employers. The agency looks for evidence of excessive
drinking, loose sexual morals, questionable associates, and in-
volvement in activities such as scuba diving, sky diving, or private
flying. The severity of the inspection depends upon the face-value
of the policy. For large policies, it may involve a detailed personal
investigation by an experienced investigator, for which the insur-
ance company pays handsomely indeed.

The majority of applicants for life or health insurance realize
that some inquiry will be made as to insurability. In most cases, a
specific authorization permitting such inquiry is incorporated in
the fine print of the application for insurance. In fact, most Cana-
dian applications for life insurance are accepted. A brief from the
Canadian Life Insurance Association to the Task Force revealed
that during 1969, 97% of applications for individual life insurance
were accepted. About one per cent were rejected because of heart
disorder, and slightly less than one per cent because of other
serious health problems. Of the remainder, about one in fifteen
rejections was because of dangerous occupation.

Applications for fire and car insurance also often result in
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investigatory activity. The Fire Underwriters Investigation Bureau
in Montreal maintains an index of fire insurance, burglary, and
other loss claims. Motor vehicle bureaux will furnish transcripts of
driver’s records, including infractions and convictions, on request.
In Manitoba the administrator of the provincial automobile insur-
ance plan has the authority to gather any information he needs
from government files.

5. Education

Except in Ontario, where a government bill on the subject has
recently been introduced in the Legislature, ‘there is little sign of
explicit policy regarding the confidentiality of student records in
Carmada, yet the Task Force questionnaire revealed that over one-
fifth of respondents received information about individuals from
educational institutions.

A survey of Ontario universities conducted in 1970 revealed
only two that had policies regarding the handling of student
records.

Privacy of student records means different things in different
contexts; the concept of pnvacy is heavily influenced by the tradi-
tions of particular institutions. What may be regarded as a gross
invasion of privacy at one university is accepted as standard prac-
tice at another. The most stringent measures are taken at some
institutions to ensure that course marks remain an exclusively
confidential matter between the student and the faculty member
directly concerned. In other institutions, marks lists may be circu-
lated to all the faculty, posted on bulletin boards, published in
newspapers, and, in one case, declalmed publicly by the dean from
the front steps.

There have ‘been outcries by student groups against universi-
ties collecting information on race, religion, and national or socio-
economic origins, for fear that these facts may be used to discrimi-
nate against some students. Yet, at other times, perhaps the very
individuals or groups who launched the initial protests will request
an assessment of the number of native people enrolled for higher
education, the number of non-Roman Catholics admitted to some
erstwhile Roman Catholic university now under provincial control,
the number of students of working-class origin at university, or the
number of Americans in Canadian graduate schools.

Documentation released outside a university consists in part of
transcripts of academic records and letters of recommendation
from the faculty. Transcripts are usually certified Xerox copies of a
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permanent transcript card to which are affixed computer-produced
labels giving course numbers, credit values, and marks. Many
transcripts include a recapitulation of secondary-school marks. A
transcript is released on request of the student and sent directly
from the registrar to the employer or institution seeking it. .

Record keeping for secondary and primary schools is likely to
become computerized on a district basis. This task is made consid-
erably more difficult by the fact that typical student records contain
substantial personal information in free format inserted by coun-
sellors. Much of this is eliminated by the computerization process.

The Ontario government introduced a bill in the Legislature
in May 1972 which establishes the rights of students (and parents
of students under 18) to have access to student records, and forbids
access to the records by employers, police, and the courts.

There is substantial reason to believe that it is common prac-
tice for applicants and their families to understate income and
resources when applying for student awards to provincial universi-
ties. Applications for student awards are often centralized at the
provincial level where they are first checked by computer to see if
eligibility criteria are met. Generally, income data is taken at face
value in making the initial decision. A sample of the applications
(sometimes as high as 25%) is normally extracted for special audit.

Administrators of student award plans recognize that it would
be to their advantage to run the file of applications against income
reported to taxation authorities but this is permissible only in the
province of Quebec, where, as already mentioned, it is estimated
that $6 million per annum is saved by detection of fraudulent
applications.

- Awards that are denied or questioned are sent to awards
officers at educational institutions for investigation. The zealous-
ness of these awards officers is highly variable. Some do a great
deal of investigation. Others tend to take the student’s statement on
appeal at face value. Documentary evidence, such as T-4 slips or
copies of the T-1 returns to confirm the student’s or his parents’
income, may be requested or balance sheets may be sought from
chartered"accountants in the case of fathers who are businessmen.

6. In-file’ Credlt Bureaux

“The term “credlt bureau” is-used to describe two bus1nesses of
diﬂ'erer:t[;ature investigative credit bureaux and in-file credit

bureauxfThe words “credit bureau” when applied to the investi-"
gative drganizations are misleading, since their major customers
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are not pnmanly the credit granters, but are more likely to be life,
fire, or car-insurance compames or prospective employers, al-
though ‘mortgage companies and travel-and-entertainment card
«granters are not infrequent users.

‘In-file credit bureaux do not normally become mvolved in
investigative activities, but depend largely on informatien given to
them by their custome:zgw are primarily(department. stores,

d

small-loan companies, mall businesses which extend credlt,
To a lesser extent, the services are used by banks and oil companies®
Although the in-file bureaux are not, strictly speaking, administra-
tors, they do provide a kind of centralized administrative service,
and for this reason they have been included in this chapter.

~The in-file credit-bureau industry consists of a number of
indeptndent credit bureaux, most of which (151) belong to the
Associated Credit Bureaus of Canada (ACB of €), .a voluntary
association. Over-all, it is estimated that the Canadian industry
grosses $12-15 million annually, and employs about 2,000 people
The average charge for a credit report is $1.35. :

Members of the ACB of C subscribe to:a code of ethics, and to
explicit policies to protect privacy: Many of the consumer rights
Provided for in the United States Fair Credit Reporting Act of
1970 are included in the code of ethics-and associated policies. This
is not altogether surprising in view of the links between the Associ-
ated Credit Bureaus Inc. in the United States and ACB of C. This
linkage permits credit files to migrate with the individual almost
anywhere in the United States and Canada.

Althoug«h no Canadian credit -bureaux are yet computenzed
the question is under serious consideration, since the bureaux. are
under strong pressure to provide moere complete and.up-to-date
service.. The iprincipal obstacle.to eoffiputerization is the high cost
of conversion, a tost which is difficult to justify in relation teo the
;elatwely small volume of business. Several United States bureaux

ave alrgady.computerized their files (e.g, Credit; Data, Retail
“Credit Corp.);and I:here isa pOSSIblllty that the Canddian bureaux
may want to rent a software: system from a United States company
antl mn it on a.computer in Canada. Even with an imported
software system, however, the file-conversion costs would be high.
If the eredit.hureaux do not convert to computerized records, there
is & danger that ocurrent customers will turn to other sources of
information. :

- Retail Credit of .Canada, a subsxdxary of the Retall Cre(ht
COrporatlon of Atlanta, Georgia, which is primarily an investi-
gative credjt bureau, has been diversifying into in-file operations.
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Approximately 30% of the in-file credit business in Canada is now
under its control.

A common suggestion is that credit bureaux should be re-
quired to notify a person every time his file has been consulted. The
credit bureaux oppose this on the grounds, first, that most people
who apply for credit know that their file in the credit bureau is
likely to be consulted, and second, that the extra cost would be
prohibitive. Even a cost increase of 10% (or 14 cents per enquiry),
it is argued, would be enough to affect business significantly,
because many customers would start using the more expensive but
more complete files of the investigative credit bureaux (about $5
per enquiry) or else start granting credit according to an arbitrary
set of rules based on such criteria as age, occupation, and length of
residence. They therefore concluded that the consumer would ei-
ther be forced to pay a higher price for credit or be refused credit
for arbitrary reasons.

This argument is worth noting. However, the contention that
most people know, when they ask for credit, that a credit bureau
file about them can be consulted is open to dispute. Even more
open to dispute is the implication that they know how to go about
finding their file if they should want to look at it.

It may well be expensive if credit bureaux are forced to alert
an individual each time his file is consulted, but an obvious com-
promise would be an initial notification the first time the file is used
(to alert the individual that his file exists), and the subsequent .
maintenance of a record of use which could be examined on
request. Any right to examine the file should carry with it a
corollary right to correct inaccuracies and include a procedure for
resolving disputed facts. Members of the ACB of C do in fact
permit inspection and correction of files by the individual con-
cerned.

7. Mailing List Vendors

The question of commercial trafficking in mailing lists is on
the periphery of the privacy issue, but it is nonetheless true that
many people resent, and even regard as an invasion of privacy,
being bombarded with “junk” mail simply because they have
subscribed to some magazine, attended a conference, or registered
a motor vehicle. On the other hand, for many others, particularly
shut-ins, scanning of the “junk’’ mail provides a welcome diversion
and a possible source of useful information.

Some provincial motor-vehicle licensing bureaux have made it
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a practice over the years to sell a mailing list of licence holders at a
cost of one cent a name. Manitoba has recently raised the price to
10 cents a name. Several provinces are reviewing the policy of
selling the list in the light of mounting criticism.

Some business-magazine publishers have developed very re-
ﬁned mailing lists by adding to the basic subscriber-data, informa-
tion obtained from mail-in reader-interest studies and responses to
reader-inquiry services, which some professional associations have
adopted similar tactics with respect to their membership lists.

Direct mail is normally only a minor irritant, but it can lead to
Some unfortunate consequences. In one such situation a young
mother-to-be got onto a direct mailing list by virtue of pre-natal
medical services she had received. Unfortunately she suffered a
miscairiage, but was nonetheless the recipient of an eloquent con-
gratulatory note from a bank at about the time the baby should
ha\{e been born. Mailing lists for obscene literature are sometimes
derived from improbable sources. One victim got listed by ordering
a book on horse breeding from a publishers’ clearing house.

Inaletter published in the magazine Computers and Automa-
tion, Congressman Gallagher® quoted from a letter received by the
San Francisco Suicide Prevention Service which read in part:

“Dear Mr. Suicide: ... a subscription is one of the best

ways to benefit the personal financial growth of the Sui-

cide family.”
. He used this example of computer-generated “personalized”
Junk mail as a springboard to plead for adoption of his junk mail
bill, which has four main provisions:

— register mailing list brokers;

. — allow the individual to avoid receiving any unsolic-
ited mass mailing, or any other than those relating to
charitable, non-profit purposes;

— allow the individual to remove his name from specific
lists;

— require every piece of unsolicited mail to contain
identifying information clearly indicating where the
sender obtained the name of the recipient.

The computer provides a relatively easy relief for those who

in not want to receive junk mail. It is a simple matter for anyone to
indicate whether or not he wants to receive such mail at the time
the initial mailing is received — provided the form offers such an
f)ption. Once the data on the form has been fed into the computer,
1t is easy to provide mailing lists containing only the names of
those who want to be included. This solution, which has already
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been adopted by some organizations, should be satisfactory to all,
in that the resultant mailing list is more valuable both to its owner
and to those wishing to use it, since higher returns per advertising
dollar can be expected.
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I .
:l'h|§ need for personal financial information seems to be applied by several banks even when
individuals obtain fully secured loans, a situation in which it would appear that possession of the security
by the bank would obviate the necessity for any additional financial information.

In a recent enquiry before the Exchequer Court, it came to light that tax information concerning a
federal public servant had been made available to Crown Attomeys for reasons other than tax fraud. In
giving his judgment, the judge specifically avoided comment on the legality of the inl‘orn}ation trgnsfer
on the grounds that such considerations were beyond the jurisdiction of his court, and the information so
divulged was irrelevant to the judgment.

3
Gallagher, Cornelius E., Computers and Automation Vol. 20, No. 4, April 1971, p. 35.







Chapter 5
The Bankers and
the Doctors

The files of bankers and doctors are really only special cases of
administrative files. However, in terms of the sensitivity of the
Personal information and more particularly of the impact of com-
puter technology on the handling of that information, these two
OCcupations are worth singling out for special consideration.

The problems faced by the two are, of course, very different.
edicine is facing a shift away from a personal doctor-patient
relationship towards the health team approach to medical care.
State-f_inanced health care, with its enormous billing information
SYstems, is also having an effect. Bankers are facing a squeeze of a
different kind. The volume of paperwork is increasing at about
Seven per cent per annum while the staff that handle the paper are
demanding and getting ever higher salaries. Banks are already
ileavily involved in computerization, and the trend is certain to
Intensify. At the present time they account for about seven per cent
of all Canadian EDP expenditures.

69
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1. The Bankers’ Databanks

At present, the most usual way to transfer money is through
the use of bank cheques. In 1969, Canadians wrote 1.25 billion
cheques, and the seven per cent growth rate is expected to continue
until about 1980. It has been estimated that each cheque is handled
an average of 14 times, at a processing cost to the bank of 13 cents.
Significant cost reductions could, therefore, be achieved if the
method of monetary exchange were simplified.

The banks have used computers during the past decade to
speed up their processing of cheques. In Canada, automation in
banking started in 1963 with the use of high-speed sorting ma-
chines and specially imprinted codes on cheques. These sorting
machines read the codes, sort the cheques by account number, and
feed the information (account number and amount) directly into a
computer, which produces the customer’s monthly bank statements.

At present, about 60% of the branches of Canadian chartered
banks are using computers in the process described above. About
450 branches of Canadian chartered banks and trust companies
use specially designed keyboard terminals connected to central
computers by telephone lines to perform functions such as record-
ing deposits and withdrawals and updating the customer’s savings
account record. The Bank of Montreal expects to have a compre-
hensive computer communications network connecting all its
branches to a large-scale central computer facility before 1975. It is
estimated that by 1977 up to 75% of all the branches of Canadian
banks will be connected to on-line systems.

Computers have helped speed the movement of paper but
have not reduced the amount of paper in the banking system.
During the past 15 or 20 years, systems designers have been
arguing that the best solution to the money transfer problem is to
bring the computer right into the transaction. Paper could be
eliminated entirely if terminals — all linked to bank computers —
were installed in stores, homes, and offices. A transaction in this
kind of system could involve merely the entry of information on
the keyboard of a terminal or a Touch-Tone telephone.

The use of credit cards has received a lot of publicity. Many
people have pointed to them as the harbingers of a chequeless
society, though in fact they have been used principally as a substi-
tute for cash, and have resulted in even more cheques and paper
transactions. In the United States, the banking industry has pre-
dicted that in the next five years more than 40,000,000 people will
be using bank credit cards to make $15 billion worth of purchases °
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each year. In Canada, by far the largest credit card system is
Chargex, which had approximately 3.2 million card holders and a
transaction volume of $302 million in 1971.

A recent article’ described in colloquial language a version of
the type of monetary system envisaged, perhaps within 20 years.

“Joe Smith is travelling and needs some ready cash. He

goes into a bank and presents an identification card (the

only card he has to carry) to a teller, who puts the card

Into a terminal box. A green light appears. The teller

punches a few buttons and hands Joe his money. Joe signs

a receipt. )

Joe is not worried about the size of the balance in his

bank account back home because the day before was

Payday, and his employer passed the funds through the

wire transfer system to his bank...

Let us examine Joe’s card... There are several forms of

identification on it. It carries the name of his bank and his

identification number (each in both readable print and

machine language); it also carries his signature and pho-

tograph and has an invisible (magnetically encoded) two-

digit number. The two-digit number — generated, re-

corded, and stored by the computer at the time of the last

transaction — serves as a password to allow access to Joe’s

account. After each transaction, a new number is gener-

ated and stored; a counterfeit card would not have the

correct number encoded on it...

Every few days Joe takes his machine-readable bills to a

pay station on the corner. He calls the central computer

~ exchange and inserts his identifieation card into a slot. A

verification voice acknowledges him. One by one he drops

in his bills, and the voice repeats instructions until the last

bill has been processed.” .

Changes in the payment system are likely to be evoluti(?nary in
Nature, and it is possible that several different practical designs for
future-banking systems will exist at the same time. But the underly-
Ing purpose of all the systems will be the same. The idea will be to
harness the speed and massive information storage capabilities of
modern electronic computers to the business of banking. (Parallel
financial record systems are likely to be developed for institutions
Such as department stores). o

The increasing use of computer systems by the banking }ndus-
try could lead to difficulties for a number of reasons. First, it may
become increasingly difficult to ensure the accuracy of data stored
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in central computers if a large number of bank tellers and retail-
store clerks can feed data directly into the computer through
remote-access terminals. Inaccurate data could produce errors in an
individual’s financial account that might affect his credit rating.
Secondly, as banking systems make greater use of telecommunica-
tion facilities, more bank personnel will have access to confidential
information through computer terminals, and this would make it
more difficult to prevent disclosure of confidential information.

On the other hand, the banking industry is facing competition
not only within its own ranks, but from the so-called “near banks”,
the trust companies and the credit unions. In an industry where
price competition is restricted, a high premium is placed on the
quality of service. A reputation for slack security procedures or
inaccurate processing is likely to affect seriously a bank’s competi-
tive position. This fact alone should provide some measure of
consumer protection. Indeed it can be argued (and no doubt will
be) that the greater centralization and control resulting from com-
puterization provide an opportunity for improved accuracy and
security.

This said, it should be candidly admitted that it is unlikely that
the security of Canadian banks is much superior to that of the
British banks where information on a man’s bank balance can be
bought for $15.75. Since it seems certain that the banks will
continue to accumulate ever-increasing quantities of personal in-
formation, and possible that an integrated system of personal
financial records will be developed, it is becoming progressively
more important that information transaction procedures, both as
regards the public at large and as regards organizations enjoying
special privileges, should be clearly and openly stated. '

2. Medical Databanks -

One of the most pervasive beliefs in the practice of medicine is
that the doctor-patient relationship is confidential and free from
third party interference. The relationship has been so structured
that the patient will have faith in his doctor and so be able to
disclose the most intimate details of his life, thus enabling the
physician to give comprehensive medical treatment with compas-
sion. '

At least three trends may fundamentally alter this traditional
relationship: the health-team approach to delivery of care, the
developing health information systems, and the changing status of
the health professions. The first two of these phenomena have
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significant effects on the ability of the individual to protect the
Confidentiality of information about his health.

. The health-team approach gives the patient easy access to a
Wide range of medical specialists and other health professionals.
For the doctor it means that his time can be more efficiently used,
and that he can more easily specialize in particular fields. An
Inevitable result of such an approach, however, is that the classical
doctor-patient relationship is dispersed among a team of medical
apd para-medical personnel. Criticisms have been made that pa-
tient care becomes fragmented to the point of dehumanization. In
an attempt to meet this criticism, some hospitals in the United
States have appointed an ombudsman to represent the patients.

Health information systems are being developed with two
basic objectives. The first is to provide better accounting and
administrative data; the second, and more difficult, is to provide
medical personnel with better information so that the patient will
Teceive superior treatment. The two objectives are not completely
SCparable. The provinces are currently using their medical EDP
Tecords for three purposes other than billing and accounting. These
are: to control the type of medical care being delivered (patients
are asked to verify charges to ensure that doctors bill only for
Services performed); to research into epidemic diseases and pat-
terns of health care utilization; and to help enforce legislation. In
Manitoba, the medicare records are compared with driver’s licence
applications to help determine eligibility for a driver’s licence. It is
technically feasible to correlate health records with records of other
government services to ensure that legal requirements and restric-
tions are met. For example, health reasons are often cited in
applications for welfare and other forms of social assistance.

Medical insurance records have also been used in several
Provinces to estimate the income of doctors. The subsequent release
of some of this information to the press has led doctors themselves
to complain of privacy invasion.

Several computerized multi-use information retrieval systems
for health records have been implemented. Among them is t_he
Professional and Patient Activity Studies system at the University
of Michigan, which provides a record of patient treatment proce-
dures, and to which approximately one-third of all Canadian
hospitals subscribe (participation by Alberta hospitals in the system
1s compulsory). More recently the Hospital Medical Records Insti-
tute has been established in Ontario to provide the same kmc} of
Statistical and analytical services; about 15% of Canadian hospitals

Subscribe to its services.
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Computer-assisted diagnosis has been introduced at a number
of medical centres. Experiments in a Scottish hospital with a
special computer system designed to permit the patient to provide
all the basic data required for admission revealed not only that the
information gathered was as accurate as that obtained from per-
sonal interviews, but also that 50% of the patients preferred the
computer dialogue to dialogue with a doctor.

The Department of National Heaith and Welfare currently
maintains health information on the disabled and blind, rehabilita-
tion clients, native peoples in some areas, and people with commu-
nicable and chronic diseases, including tuberculosis and venereal
disease cases. The Department is planning a computerized heaith
record system for the 35,000 people in the Northwest Territories,
which will give district health offices access to an Ottawa service
bureau through telecommunications links. This system, which
would contain information on individual health, on doctors, on
facilities and social problems such as alcoholism and drug addic-
tion, is probably the most extensive under consideration in Canada.

The centralization and computerization of medical records
raise several issues often considered under the umbrella of privacy.
Such concerns as the possibility of error and the use of health
information by third parties, unknown to either doctor or patient,
or perhaps with the knowledge of the doctor only, are obvious.

The problem begins with the input of information to the
system. The many errors discovered by a life insurance company in
the process of computerizing its records have already been dis-
cussed. Similar experiences have been encountered in other organi-
zations. Unless special precautions are taken, input errors are
bound to occur. But even if the transcription of data to the com-
puter is faultlessly performed, two sources of error in medical
records remain, namely incorrect diagnosis and incorrect reporting
of findings.

Incorrect diagnosis occurs because a diagnosis, after all, is
simply a deduction from the observed symptoms of their probable
cause. The symptoms themselves are often amenable to several
interpretations. In making his diagnosis, a doctor will weigh not
only the possible cause of distress, but also the consequences of
incorrect diagnosis. If his diagnosis is likely to be used for other
than purely medical purposes, such as assessing the individual’s
eligibility to drive a car or to receive welfare payments, a doctor
may exercise caution recording his diagnosis. This situation is
accentuated in cases such as venereal disease or suspected child
beating, where the doctor’s concern for his own legal liability or his
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patient’s embarrassment may lead to deliberately incorrect report-
ing of findings.

Once the health record enters a multi-access databank, control
over the information is often lost by both doctor and patient.
Innumerable individuals may have access to and use the informa-
tion without the knowledge of the subjects on record. Files can be
reproduced by electronic equipment, and there is usually no at-
tempt to account for the materials once reproduced, which may
form the substance of new databanks.

The problems faced by the medical profession are brought
into even sharper relief when the question of psychiatric treatment
is considered. In a submission to the Task Force from the Clarke
Institute of Psychiatry, the authors stated:

“An added complication in psychiatry, as opposed to

other medical specialties, is the fact that information

collected on each patient stresses the family, personal,
social and sexual history. It is clear that the leakage of
such material would usually have a greater social impact

for the individual than information on the state of a

duodenal ulcer.”

A problem of particular relevance to the medical profession is
that of access by the patient to his own files. The Ontario Medical
Association brief illustrated this problem with the following exam-
ple which highlights this and other issues:

“A physician in Ontario may wish to administer to his

patient a questionnaire such as the Minnesota Personality

Inventory (M.M.P.1.) This long questionnaire can then be

sent to a laboratory in California where it is interpreted

with the aid of a computer and a report is returned to the
attending physician. The report may suggest that the
patient shows definite evidence of suicidal tendencies or

of schizophrenia. Many would believe that the patient

should not have access to such a report. If the patient did

have right of access, should he be able to see the records

of the physician or of the data centre which performed

the analysis? Should a data centre, in such a case, ever

divulge information to anyone except the physician who

forwarded the material for analysis? What would be the
situation if the patient were, in fact, sane, had been
erroneously labelled schizophrenic because of misinter-
pretation at the data centre, and then denied access to his
record on the grounds that he was mentally ill?”
Many institutions permit patients to see their records only
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with their doctor’s prior permission and in his presence. For as
long as the doctor-patient relationship is in a healthy condition,
this appears to be a sensible solution. Different approaches to the
practice of medicine may require different solutions.

In summary, it can no longer be assumed that it is always
better to record a medical diagnosis and the treatment given than
to leave such occurrences unrecorded. Before data are entered into
the health records system, both the patient and the physician
should clearly understand who will use the medical records and for
what specific purposes.

At least some health authorities believe that privacy and con-
fidentiality of health information will become a dead issue. It can
be argued that the ability to transfer medical information freely
will materially assist medical planners, practitioners, and research-
ers to provide society with the most efficient medical services
possible. However, in order to maintain a relationship of mutual
trust between doctor and patient, it is important that data concern-
ing the patient be transferred with his knowledge and consent to
the greatest possible extent. To the extent that public opinion does
not support the transfer of patient records, it is important that
those responsible be aware of that opinion, for it may well be that
the disadvantages of the data transfer greatly outweigh the advan-
tages. A distrustful patient is likely to withhold important informa-
tion, to the detriment of all concerned.
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1 . .
The bulk of the material on banker’s data banks is drawn from the report by H.S. Geliman for the
Task Force entitled Electronic Banking Systems and Their Effects on Privacy.

2 . Lo .
Kramer, R.L. and Livingston, W.P. “Cashing in on a Checkless Society”, Harvard Business Review,
Sept/Oct 1967, p. 142.

Most of the material in this segment is drawn from a report by JI. Williams entitled *“Privacy and
Medical Records” which is included as Chapter 7 of John Carroll’s report for the Task Force entitled
Personal Records: Procedures, Practices and Problems.






Chapter 6
The Investigators

The function of investigation agencies is to acquire informa-
tion required for certain purposes which will not or may not be
voluntarily disclosed because of a mutual lack of trust between the
subject of the investigation and society or some segment of society.
It is therefore reasonable to assume that investigative agencies will
operate according to substantially different rules from those that
guide administrative and statistical collectors and users of data.

The two organizations discussed below operate under different
assumptions. The activities of the police are backed by the force of
law, whereas investigative credit bureaux and other private investi-
gative bodies, such as private detectives and commercial investiga-
tors, collect information without any particular authority to do so,
and must therefore rely almost exclusively on persuasion and
native intelligence to gather the data they seek. While the police
endeavour to enforce the laws enacted by the legislatures, the
private agencies are acting, by and large, at the behest of commer-
cial entities which are looking for actual or potential infractions of
what might be called commercial or contract regulations.

The practices of data collection (as distinct from the treatment
of data once collected) followed by investigative agencies have
been and will ne doubt continue to be a subject for public concern
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and debate. Because the Task Force study was expressly limited to
the impact of computers on privacy, information collection prac-
tices received only marginal attention.

1. The Police

Without doubt the most significant development in Canada in
the field of police information-handling is the Canadian Police
Information Centre (CPIC) scheduled to go into full operation in
1975. By that time, the Government of Canada will have spent $36
million. This Centre, which will be run in Ottawa by the RCMP,
will use an IBM 360/65 computer (with back-up computer) and a
large number of discs and magnetic tape units to provide access by
typewriter terminal to central police files for about 250 police
forces throughout Canada. Initially four files will be available (in
both English and French): outstanding warrants, stolen vehicles,
stolen property, and criminal records. Of these only the criminal
record file, which in manual form currently contains about one
million records, is of direct interest from the privacy standpoint.

Although the systems study that will determine the contents of
the computerized criminal record file has not yet been completed,
the likely contents of the file will include name, criminal record
number, penitentiary number, fingerprint classification, charge
sheet information, and criminal associates.

At present, police forces throughout Canada maintain their
own comprehensive records in manual systems. It is expected that,
with the implementation of the CPIC, the need for individual
record systems will be greatly reduced, if not eliminated, since the
police forces will have access to all criminal files in Canada.
However, the controls to be placed on the use of these files have not
yet been developed.

The CPIC system will rely heavily on physical security of the
terminal and the exercise of normal command responsibility to
provide security for the data in the system. The computer will
recognize only legitimate terminals connected to the system, and an
audit trail of use will be available. Encryption of data transmitted
to and from remote terminals will not be employed, since the cost
was judged to be too high.

It is to be expected that implementation of the CPIC will result
in the publication of clear guidelines for the handling and dissemi-
nation of information about criminals, as has occurred in the
development of a similar project in the United States (Project
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SEARCH - System for the Electronic Analysis and Retreival of
Criminal Histories).

Some current policies in the maintenance of criminal records
are:

— Records are not made (and no fingerprints are taken)

in the case of summary or juvenile convictions (ac-
cording to provincial laws defining these categories).

— Records of pardoned criminals are kept in a separate
file, with strictly restricted access as prescribed by the
Criminal Records Act.

— The governing principle is whether or not finger-
prints are taken. When a suspect is charged with an
indictable offence and subsequently discharged, his
record is expunged only if he requests return of his
fingerprints.

— Records are kept until a criminal dies or until he
attains the age of 70 and has been out of trouble for
five consecutive years.

— Fingerprints taken by the military do not become
part of the police file.

It should be made quite clear that police files are far from
being synonymous with criminal records. Files are undoubtedly
kept on suspects who have no criminal record, and the record of an
arrest which does not result in a conviction can be very damaging.
Since such files will not, initially at least, be fed to the CPIC
computer, it can be assumed that they will continue to be main-
tained locally.

It will surprise no one that information about security and
intelligence files is difficult to obtain. It can be confirmed only that
such files do exist, that they are not at present in machine-readable
form, and that they may at some future time become computerized.
Because of the extremely sensitive nature of these files, in that
much of the information must inevitably be hearsay, and because
of the likelihood of there being files on innocent citizens, it is, of
course, of the greatest importance that disclosure of information
from these files be under the strictest possible controls.

A site visit by the Task Force to the Toronto Metropolitan
Police disclosed that most files maintained by that force are man-
ual. They include: Central Index, Complaint and Victim File,
Accident File, Stolen Property Description File, Stolen Car File,
Summary Conviction Records and Arrest File. The Central Index
contains one million cards covering individuals in the following
categories: wanted persons, missing persons, criminal records,
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summary convictions, suspensions, interdicted lists, probations,
paroles, and juvenile contact cards.

2. Investigative Credit Bureaux

The distinction between in-file credit bureaux and investi-
gative credit bureaux has already been made. Investigative credit
reporting agencies deal primarily with individuals rather than
companies. They investigate applicants for life, fire, and automo-
bile casualty insurance; candidates for employment; individuals
seeking credit, especially in the form of mortgages or travel and
entertainment cards; and insurance claimants. Their principal
sources of information are the neighbours of the subject. They
probe to find evidence of excessive drinking, juvenile or irresponsi-
ble driving, wild parties, family brawls, negligent property mainte-
nance, and obvious physical or mental impairment. Investigators
also call upon the subject’s employer and, in about half the cases,
talk to the subject himself. Retail Credit of Canada, the largest
investigative bureau in Canada, prepared reports on 400,000 job
prospects in 1971.

Like in-file reporting agencies, investigative bureaux keep
their files in manual form and conduct their operations on a local
basis, exchanging information among branches on a national or
international scale as circumstances dictate. Their investigators
have no common background and turnover tends to be higher than
in mercantile reporting agencies. Services are sold on a case basis
(85), or on an hourly basis ($10) for major investigations.

In a brief submitted to the Task Force, Retail Credit of
Canada Inc., a wholly-owned subsidiary of the Retail Credit Com-
pany of Atlanta, Georgia, pointed out that it has a strong self-
interest in maintaining accurate records, since inaccurate records
lower the value of its service to its customers.

In defence of the company’s investigations, the brief says:

“Investigations which we are commissioned to make by

our customers originate in an application by the person

about whom we are seeking relevant information. So far

no one has suggested that either life or auto insurance

companies should be compelled to issue policies or rate

premiums upon the basis of information which, from an
underwriting point of view, is inadequate or untrue, or
both.”

The brief goes on to say that:

“To give a citizen an opportunity to correct possible
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mistakes in a report, all that is necessary is to provide that
the user of the report — the Company’s customer —
whenever the customer denies a benefit wholly or partly,
on the grounds of information in a Retail Credit Report,
the customer shall on request inform the subject that
report information was a factor, giving him the identity
and location of the reporting agency so that the subject
may have an opportunity to discuss the relevant informa-
tion with a senior management representative of the re-
porting agency.”

On the question of legal compulsion to disclose sources of
information, the brief states:

“...Retail Credit Canada believes that legal compulsion to

disclose sources of information of a personal history

nature would effectively dry up sources and threaten the
existence of every reporting agency in this field. At the
very least, the result of such a change in policy would

make it difficult to develop reliable information on a

subject about whom a source might have unfavourable

information; unless the source was prepared to give an
unqualifiedly favourable report, he would say nothing.

This is turn would deny a significant number of people

who are now, on balance, given another opportunity by

life and auto underwriters, by granters of credit and

employers, the benefit of discriminating judgment on the

information now given by those who would refuse to
comment.”

Although many good points are made in the brief, it seems
unduly optimistic to believe that those who turn down applications
on the basis of credit bureau reports can be relied upon to quote
their reasons for refusal unequivocally. The present system makes
it easy for innocent mistakes to cause substantial personal damage.

Because of the critical importance to the individual of many of
the decisions to which the investigative report contributes, an
argument can be made that such agencies should be required to
inform the person concerned that they are in possession of a file on
him, and to give him the right to examine that file for a nominal
charge. The actual source of the information is less important than
the information itself. If the arguments of Retail Credit of Canada
about the importance of non-disclosure of source are valid, con-
cealment of the identity the source may perhaps be justified. It does
seem important, however, for psychological reasons as much as any
other, that the individual be allowed to peruse his file himself,



84 Privacy and Computers

without the necessity of talking to someone interpreting his file for
him.



Chapter 7
To S.I.LN. or not
to S.LLN.

A much debated issue is whether or not all Canadians should
have a Single Identifying Number (S.I.N.) which could be used to
supplement or replace the existing identifiers of name and address,
and the various identifying numbers used for such purposes as
social insurance, driver’s licence, bank account, and passport.
Numeration is proliferating in almost all sectors of the economy
despite a latent public resistance to the trend. Although no strong
pressure to institute a Single Identifying Number for all Canadians
is apparent, the system has been introduced in several foreign
countries. Moreover, as the economies derived from the use of a
Single Identifying Number become more and more apparent, it is
to be expected that the pressure to institute a formal numbering
system will build up. Indeed, the Canadian Standards Association
is already proposing the adoption of a standard personnel identifi-
cation format for computer records, which leaves room for inser-
tion of Social Insurance Number should they be adopted as com-
mon identifiers’ (A similar proposal by the American National
Standards Institute has led to the initiation of a public inquiry into
privacy and information by the United States Department of
Health, Education and Welfare.)

Pressures to introduce a single identifying number originate in

85



86 Privacy and Computers

both the private and the public sectors. A survey of 250 organi-
zations, ranging from credit card companies to hospitals, con-
ducted by the American Bankers Association revealed that most
respondents favoured the adoption of S.LN. Indeed the United
States government has recently insisted that all chartered banks
record the Social Security numbers of depositors, as part of the
information kept with bank accounts, in order to facilitate the
retrieval of information for tax purposes. Several Canadian banks
and credit bureaux have indicated an interest in S.LLN., as has the
Ontario Medical Association, to which a special committee recom-
mended that “the OMA approve the concept of a single identifying
number for each individual.” However, the Committee stated that
as a pre-condition rights of access and dissemination and security
requirements must first be resolved.

Proponents of S.LN. claim that the citizen will derive direct
benefits from the system.’ For example, the new German S.I.N.
system will permit a citizen who moves to notify his change of
address to one agency, which will then notify all other agencies and
departments needing this information. Although no supporting
figures were encountered, it is also claimed that such efficiency of
services will result in significant cost savings for the consumer.

While the proponents of S.I.N. have produced little concrete
justification for their cause, neither have their adversaries pro-
duced strong evidence against it. Opposition is more visceral than
intellectual, and appears to have three major sources: fear of loss of
anonymity, fear of dehumanization, and fear of what might be
called the cataclysm.

It has already been argued that fear of loss of anonymity is
central to public concern over loss of privacy. The very reason for
pressures to adopt S.LN. — the assistance it would provide in
matching filess — is thus, at the same time, a primary cause of
disquiet. Many people are worried that progressively comprehen-
sive dossiers will deprive them of an essential weapon in any
struggle against an organizational bureauracy — that of voluntary
anonymity.

Accompanying this fear is a suspicion that bureaucrats con-
fronted by numbers will tend to forget that they represent real
people. The suspicion is fed by haunting memories of the Nazi
system of numbering Jews in the 1930’s and 1940’s. The survey of
Canadians by the Department of Communications revealed that
62% fear that computers “will reduce us to numbers”.

Fear of the cataclysm is simply the concern that, should an
autocratic régime come into power, single identifying numbers
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would be used to assist in the compilation of investigatory dossiers
which would be used as instruments of oppression. Proponents of
S.ILN. point out that the lack of comprehensive dossiers has in the
past had no obvious inhibiting effect on autocrats.

Identification numbers for all citizens have already been intro-
duced in Sweden (1947), Israel (1948), Norway (1964), Finland
(1965), and Denmark (1968). Preparations are under way in Ar-
gentina, the Benelux countries, the Federal Republic of Germany,
Japan, Switzerland, Spain, South Korea, and East Germany.

In Denmark, there was not much opposition before the S.I.N.
system was established but criticism — especially by the press —
developed later, centering on the possibility that “person numbers”
would make it easier to collect data on citizens and that this
information might be misused. In the United States, the proposal
to include the social security number in the 1970 census was
dropped as a result of opposition in Congress and elsewhere.

In Canada, at present, there are no universially applicable
personal indentification numbers. Use of the Social Insurance
Number is mandatory only in the Canada Pension Plan, for unem-
ployment insurance, and for income tax purposes (and, in Quebec,
for the Quebec Pension Plan). The Social Insurance Number Index
is maintained by the Unemployment Insurance Commission and
has 13.5 million numbers on file covering almost all the labour
force and a number of special groups such as school children. Plans
are under way to update the file automatically to record births,
marriages, deaths and other changes in the personal status of
persons covered in the files. The Social Insurance Number com-
prises nine digits. The first digit specifies a geographic region and
the last is used to check the accuracy of the preceding numbers. The
other digits have no significance. In contrast, Sweden uses a 10
digit number, in which the first six digits refer to date of birth, the
next three are for geographic allocation, and the last is a check
digit. The Danish system also-comprises 10 digits of which the first
six refer to date of birth while the last four are a serial number. At
the time of the establishment of Canada’s Social Insurance Num-
ber, proposals to include data on date of birth and sex were rejected
on the grounds these might open the door to possible discrimina-
tion by employers. The Unemployment Insurance Commission is
currently considering proposals for a revision of the Social Insur-
ance Number system; at the same time, at the request of several
provinces, the number of Canadians covered by the system is
increasing. '

At present almost every individual in Canada can be identified



88 Privacy and Computers

through eight or ten different types of number, e.g. social insur-
ance, unemployment insurance, birth or citizenship registration,
government medical care, government hospital care, address/
apartment/postal zone, telephone, driver’s licence, public utilities
billing (telephone, light, heat), bank and/or trust accounts.

Additionally, most people in Canada are aware of over 20
types of number which identify them in different environments,
e.g., passport, licences (boat, trailer, fishing, etc.), parking lot, high
school registration, university registration, insurance policy, pri-
vate medical care insurance, X-ray record, doctor’s records, hospi-
tal charts, drug prescription, savings and/or other bonds, safety
deposit box, brokerage account, pawnbroker, shoe repair, laundry,
theatre/sports/etc. admission ticket numbers, social/athletic club
membership number(s). It is not inconceivable that an “average”
Canadian today could be identified through 35 or 40 different
numbers.

It is interesting to note that until 1967 all Eskimos in the
Yukon and Northwest Territories were identified by numbers im-
printed on tags worn around the neck. Not surprisingly the Es-
kimos objected to the system and, in preparation for its abandon-
ment, during the four years from 1967 to 1971 the Eskimos
selected their own surnames which are now used in lieu of num-
bers. Neither the old disc-number files nor the new registry of
names contains data other than that normally recorded at birth.

Computer filing systems work much better if every record
carries a code number; names and addresses are unreliable indica-
tors when the matching of different records depends entirely on
computer logic. While human intelligence will make the reasonable
assumption that a Mr. A. Brown of 12 Thorncliffe Park Drive in
one file is almost certainly the same person who appears elsewhere
as Mr. A.G. Bown of 12 Thornclyffe Avenue, the computer much
prefers to know him as 418-851-218.

Code numbers also help to avoid duplication where different
people have identical names. In addition, the exchange of data
among computer systems is less expensive with code numbers
because the number of digits in the identification number is far less
than the number of digits and letters in the name and address.
Thus, less space is needed inside the computer to store the identifi-
cation number and less time taken to sort the file.

The use of personal identification numbers can make record
linkage easier but does not solve all the problems of file integration.
For example, even if two sets of computer files were linked through
the use of a personal identification number, in many cases the file
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formats are not compatible and the information could not be
retrieved automatically without human intervention. To make two
separate computer files compatible usually involves a considerable
amount of time and money for translation and conversion. On the
other hand, if Single Identifying Numbers were adopted in Can-
ada, it is likely that system designers would tend to place more
emphasis on file compatibility so that, in the future, computer files
could be linked more easily. The standard proposed by the Cana-
dian Standards Association for identification of individuals for
direct machine information interchange represents a significant
step in this direction.

Some provincial government agencies have been reluctant to
adopt the Social Insurance Number for their files. For example, the
Ontario Depaniment of Transportation and Communications did
not adopt the Social Insurance Number for driver’s licences
because it does not contain enough intrinsic information. Instead,
Ontario adopted its own driver’s licence number system, which
contains some information about the driver, such as the date of
birth.

Two major new income security programs will, if introduced,
extend the use of the Social Insurance Number. The Family Income
Security Plan (FISP) will, since the cheques will be payable to
mothers, require the registation of those mothers wishing to bene-
fit. Proposed Old Age Security legislation will also require the use
of a Social Insurance Number. The scale of benefits from both
programs will be income-related, and it is expected that stated
income will be confirmed by the Department of National Revenue.

It is possible that a de facto personal identification number will
develop in Canada, either through an’ever-widening use of the
Social Insurance Number (despite its limitations) or indirectly
through credit card and bank account numbers.* However, it is
important to ensure that a Single Identifying Number should not
be adopted in Canada, directly or indirectly, without a full exami-
nation and public debate of its merits and consequences.
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! The material in this chapter is largely drawn from studies for the Task Force undertaken by H.S.
Gellman and C. Kirsh entitled Statistical Data Banks and Their Effects on Privacy and Profile of Personally
Identifiable Records in Canada respectively.

2 Draft CSA Standard Z243.9, “Identification of individuals for Machine to Machine Information
Interchange”, 6th draft, Feb. 11, 1962, 11pp.

3 PERSONNENKENNZEICNEN, a booklet published (in German) by the Federal Department of the
Interior, Bonn, Federal Republic of Germany to explain the proposed German personal numbering
system. June 1971.

4 U.S. chartered banks are required by law to identify all individual accounts by Social Security
Numbers to permit identification in the event of tax fraud investigations.






Chapter 8
The Technological
\ Prospects'

The present and following chapters deal with aspects of com-
puter technology relevant to privacy. This one examines some
- developing technological trends, while the next examines the much
debated question of security in a computer environment.

As has already been observed, the computer by itself neither
can nor does invade privacy. But it does make more frequent the
occasions when this might happen: by permitting the storage and
rapid retrieval of vast quantities of data; by encouraging the rapid
dissemination of that data over any distances; by facilitating the
centralization of data and by making possible the compilation and
analysis of extensive tables of statistical information. Although the
technology is far from being fully developed computers can al-
ready sort and merge large data files to derive individual dossiers
based on disparate information.

Computers also have facilitated, and even encouraged, a hu-
man tendency to equate information with wisdom, and hence a
tendency by some people to collect information for its own sake.
To the extent that decision makers come to depend upon informa-
tion provided by computuized systems, so they may magnify the
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importance of that data which is quantifiable. The Harvard Uni-
versity Program on Technology and Society, in its final, 1972,
report, commented:

“The results of computer simulations and systems analy-

ses are delivered mainly in a quantitative form which can

lend an aura of rigour and infallibility not justified by the

hardness of the data or the validity of the assumptions on
which they are based.”

The capability of computers to sift through large quantities of
data and to associate seemingly unconnected events has been some-
what oversold in terms of today’s technology. It is not uncommon
for large files to require over 100 reels of magnetic tape for
storage. Since it takes several minutes for a single tape to be read
just once, it is clear that complex searches of large files are both
lengthy and costly. Indeed, many searches that have been envis-
aged would require extensive (and expensive) reprogramming.
Technological developments are, however, swiftly reducing the cost
and difficulty of such searches.

It is clear, nonetheless, that computers can be exploited to
protect privacy. Automated systems can be readily programmed to
maintain an audit log of the uses made of a file; and it is a
relatively simple matter to provide computer printouts of files if a
subject wishes (and is allowed) to examine them. Furthermore, the
very fact that computerization often leads to centralization of files
means that file accuraty is easier to maintain, and that privacy
controls can be more easily exercised.

1. The State of the Art

A parallel can be drawn between the state of the automobile
industry in the early 1920’s and that of the computer industry
today. The primary impacts of the automobile (e.g., more
highways, enlarged steel industry) were predictable; the secondary
and more significant impacts (e.g., the growth of cities and the
megalopolis, pollution) were by and large not foreseen, at least not
by those who could take appropriate action.

With the computer today, it is commonplace to say that the
surface of the applications of computer technology have hardly as
yet been scratched. In this chapter some attempt will be made to
examine what might be called the primary effects of computers; the
long-term impact unfortunately can only be a matter for specula-
tion. For example, Engelbart2 at the Stanford Research Institute is
working on what he calls “augmenting human intellect”. His work,
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which is receiving substantial support from United States research
agencies, is aimed at building a new working environment in
which the emphasis is on how people work together. In this process
the computer is but a tool, albeit an essential one, which helps the
individual to collate relevant information, to view it from different
perspectives, and to converse through the computer with other
workers.

The impact of Engelbart’s work is difficult to foresee, but in
the nearer future there are developments with potential impact on
privacy which are easier to predict’ It seems likely, for example,
that within the next 10 or 20 years most recorded information will
be in computer-readable form. The principal impediments to this
trend are the high cost of random-access storage devices and
converting material into machine-readable form. However, the cost
of random-access memories is decreasing quickly, and the intro-
duction of computer-typesetting techniques and computerized text-
editing facilities (such as that used to produce this report) means
that much original material will be in digital form in the first
instance, and will thus require no conversion. Furthermore, the use
of optical scanning techniques has done much to reduce the cost of
converting printed material to machine-readable form.

The computer has been developed at an extraordinary pace.
The first successful digital computer was produced in Germany in
1941. Two early landmarks were the Harvard Mark I computer of
1944, which required 4.5 seconds to perform a multiplication using
electromechanical relays, and the first all-electronic computer,
ENIAC, which became operational in 1946 and was about 2,000
times faster than the Mark I. In contrast, the fastest computer
available today is capable of operating approximately 500 million
times faster than the Mark I. Since 1952, when computers started
to become generally available on a commercial basis, the average
cost for execution of a single instruction has been reduced by a
factor of about 1/10,000.

Although computer speeds and costs will continue to improve,
some slackening in the rate of advance is to be expected. New
technologies now in the laboratory (such as optical processing,
Josephson effect devices, associative processing) show promise of
increasing processing speeds 10-fold over the decade, while the
widespread use of integrated circuits for logic and for rapid-access
memory could result in price reductions of up to 1/100 in the same
period. However, the existence of these potential capabilities does
not in itself dictate the timing of their arrival in the market-place,
which will also be affected by economic and social considerations.
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Up to the present, the major computer manufacturers have
been able to price their equipment in the neighbourhood of 10
times their manufacturing costs. This high mark-up has enabled a
high growth rate to be maintained, since capital was readily availa-
ble for expansion, for research, and for concentrated marketing. It
is debatable whether such a high ratio of selling price to manufac-
turing cost will be maintainable over the next decade. Provided
that the computer equipment market remains competitive, it seems
inevitable that profit margins will decrease as:the technology
becomes more widely understood.

Worldwide investment in hardware, software, and manpower
development now exceeds $100 billion. In Canada, the investment
in computer-system equipment alone exceeds §1 billion. The an-
nual growth rate of investment in computer equipment, in both
Canada and the United States, has been in the range of 17 to 20%,
averaged over the past five years. By 1980 Canadian investment in
computer equipment is likely to be well in excess of $4 billion.

Much of the impetus behind the rapid technological develop-
ments has been provided by massive support from the United
States government, primarily through the Atomic Energy Commis-
sion and the Department of National Defense. It appears likely
that, during the 1970s, business and citizen-oriented government
projects will provide the spurs for technological development.

The largest technological cause of cost reduction appears likely
to result from savings in storage costs. Within the next few years
large institutions are likely to acquire on-line memory systems
containing 10" or more bits (compared to capacities of 10° bits
today) and to achieve reductions in storage costs by a factor of
17100 or more. Since memory capacity lies at the heart of informa-
tion processing systems, improvements in this area will have a
significant impact on the nature and operational power of data-
banks.

Drastically decreasing costs of electronic circuitry have per-
mitted a lot of heretofore “large computer sophistication” to be
built into minicomputers. Such features as Fortran compilers, and
hardware multiplication and time sharing software are no longer
unusual on minicomputers. This new found versatility of minicom-
puters is complemented by the substantial economies of scale
achieved by super-computers, particularly in computer-intensive
applications and those requiring extensive manipulations of large
files. An important factor is the development of very large data-
storage systems, which require large capital outlays but have very
low costs per unit of data recorded. For relatively fast-access
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memory, increasingly large discs and drums will become available.
For slower-access bulk storage, high density tape-transport systems
and laser and holographic memories show promise of reducing
storage costs from approximately .01 cents per bit for current tape
systems to somewhere in the order of .00001 cents per bit by the
mid 1970s.

Super computers require high utilization to make them eco-
nomic; thus for many applications, they must be able to receive
remote-input data at reasonable cost. Computer communications
traffic already accounts for about six per cent of total telecommuni-
cations revenue in Canada, and is growing at about twice the rate
of voice traffic. Distance-dependence of digital transmission rates
will be substantially reduced as long-haul transmission facilities
consume an ever-decreasing proportion of the communications
dollar. Although tariff bases will undoubtedly change, making
direct comparison difficult, it seems likely that by the end of the
decade long-distance data-transmission rates will have been re-
duced to between one-third and one-ninth of their present levels.
As costs of long-distance digital transmission decline and stan-
dards of service improve, centralization of computerized data bases
will become increasingly economic.

Towards the end of the decade, pressures will develop for a
number of computer-associated services in the home, although they
are most unlikely to become generally established during the
1970s. Initial services to the home are likely to make use of Touch
Tone telephone sets with voice response from the computer. Some
rudimentary systems of this nature are already in operation.

The further development of time-sharing techniques, coupled
with cheaper digital telecommunications and terminals, may do
much to counteract the centralization of power which appears to
follow on the centralization of information systems. For, while
economies of scale may well lead to centralization of information
storage, technologies associated with time sharing and digital tele-
communications permit highly decentralized access to the informa-
tion. Power conflicts based on rights of access are therefore likely
to become increasingly common as centralized data sources of
greater potential come into being. The recent confrontations over
access to university libraries may be only the first skirmishes of a
new struggle for information.

A popular current pastime in the technological journals is to
suggest that the development of computer hardware technology
has greatly outstripped software or programming technology. The
disappointing performance of many highly touted and expensive
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management information systems (M.LS.) is often cited as ev-
idence of this. A slogan that embodies a more accurate diagnosis of
the problem labels the 1970s as the “decade of the [computer]
user”’.

The early development of the computer industry saw relatively
sophisticated manufacturers selling equipment to bedazzled but, by
and large, uncomprehending customers. The greatest success ac-
crued to the manufacturer who offered a complete service, thus
unburdening the customer of many decisions he felt incompetent
to make. It is small wonder that in those circumstances there was a
surfeit of systems that failed to meet either implementation and
cost schedules or design specifications. Even relatively simple sys-
tems for which the design parameters were known (such as payroll
systems) encountered problems. Management information systems,
which purported to provide middle and upper management with
necessary information, had a slim chance of success in such an
environment. The most urgent need was more systems analysts
who understood user problems, and, perhaps more important, for
more potential users who understood the capabilities and short-
comings of computers. Not surprisingly, this convergence of un-
derstanding is happening rapidly, with the result that the user is
winning back control from the computer manufacturer

In an article pubhshed in 1970, a consultant from A.D. Little
Inc stated that it was his conclusion and that of his associates that
“no important new software functions are likely to be developed
between now and 1975, and none are needed.” He went on to say,
however, that there are serious problems in making known func-
tions work properly. Certainly there will be incremental im-
provements in computer languages, and much better data-base
management systems will appear. Many new and useful applica-
tions systems (using existing software technology) will also make
their presence felt. In addition, the rising proportion of the com-
puting dollar spent on software (as hardware costs decrease) is
likely to shift developments away from efficient use of the hard-
ware towards the more efficient use of the programmer and analyst.
But, apart from these trends, the principal forecast for technolog-
ical development in software is the use of the computer itself to
assist in program design. Work in this area could conceivably have
an enormous impact on the economics of computer program devel-
opment in the latter part of the decade.
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2. Summary of Trends

On the basis of the foregoing discussion, some general conclu-
sions about computer technology trends can be made.

1. Further reductions in the cost of computing equip-
ment will make viable many applications that are
now uneconomical or only marginally economical,
such as on-line banking and credit, and new medical
and educational systems.

2. Ultra-high-speed computers, coupled with very large
on-line memory systems and sophisticated data-man-

. agement software, will make it economically possible
to search large and disparate databanks for the as-
sembly of information in new categories, a capability
that will be heavily used by governments and busi-
ness to develop simulation models of possible courses
of action. This development will increase the need for
detailed, accurate information of all types, including
personal data about individuals.

3. Enormous economies of scale are now possible in the
manipulation of large databanks. The relatively high
capital cost of large memories will also be a strong
incentive to economize by centralization of digital
data files. This need not necessarily entail, for exam-
ple, the concentration of all files on a citizen into one
large digital dossier containing medical, criminal,
taxation, and employment information; but it does
mean that such files may well be located in the same
room and hence make data interchange more con-
venient.

4. A very large percentage of medium and large com-
puting systems will be connected to remote locations
by telecommunications facilities. The extent to which
this capability is used to centralize or decentralize
information will have important repercussions on
political structures as well as on informational pri-
vacy.

Thus far the effects of computers upon people and their affairs
has been mixed. While their beneficial effects are clear enough,
inaccuracies have abounded, depersonalization has been encour-
aged, and power has been further centralized. In the early days of
computers few people were sensitive to its potential human effects
or had enough familiarity with the computer as a tool to make it
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behave as desired without unwanted side effects. The necessary
knowledge and sensitivity are growing, and provided the will is
present the computer can provide a tool for dispersal of informa-
tion and power, and for the maintenance of privacy and individu-
ality in an increasingly complex society. It can do this by catering
to all individual needs in a way which only the wealthy and
powerful can now afford. Insensitive or wilful use of the computer
could, on the other hand, lead us closer to a 1984 society.
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Chapter 9

Security 1n

w Computerized
Databanks'’

If the dissemination of personal information stored in com-
puter databanks is to be controlled, then a secure environment must
be provided for the storage and treatment of data. The whole
subject of computer security has been widely discussed during the
last few years, not so much in the context of individual privacy as
in the context of industrial security, where computer owners are
vulnerable to revolutionary or employee sabotage and industrial
espionage. Governments, and particularly the military, have long
been faced with the problem of protecting confidential data in a
computer environment.

There is some colourful folklore surrounding computer secur-
ity. It is probably not true (as often rumoured) that a programmer
for a large bank instructed the computer to assign all fractions of
pennies rounded off financial statements to a special account (his
own) and so became rich. It is technically true that a saboteur with
a small pocket magnet can ruin magnetic tapes containing valuable
data; however the time required to destroy data in this way makes
it unlikely that he could successfully erase more than a hundred
tapes or so in an evening’s work. It is certainly true that an
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employee of a bidder for a large software and computing contract,
through knowledge of the correct passwords, was able to “steal” a
proprietary program from the computer of the principal competi-
tor simply by dialing up the computer and asking the right ques-
tions. The thief was detected only because it happened that the
program was simultaneously printed out in the main computer
room, and someone idly wondered who would want to use that
program at that particular time.

Ultimately, the security of data depends on some combination
of controls. No such combination is completely secure; the degree
of security is really a function of the cost to) the intruder of
bypassing the combination of locks in relation to the value to him
of obtaining data in this way. In turn, for someone wishing to
maintain the security of data, the cost of devising and implement-
ing the controls must be small in relation to the cost of a breach of
security. As stated in the brief submitted by the Telephone Associa-
tion of Canada:

“Neither communications networks nor computer and
databank systems can ever be fully secure. Regardless of
how good the encrypting or protection technology that
might be applied, security measures can be broken if the
pay-off warrants the trouble.”

In the case of military intelligence databanks, the information
they contain is considered to be of such value that almost no cost is
spared to ensure data security. Such systems, however, are clearly
exceptional, and this chapter deals instead with commercial or
public databanks where expenditures on security have thus far
been on a much more modest scale.

There are two extreme attitudes to security of data in au-
tomated systems. One approach, usually taken in a highly-sensitive
installation, is to guard the entire computer system, to permit only
persons with security clearance near the hardware, and to use
encryption whenever transmission of data is required outside the
secured area. The other extreme is found in a time-shared com-
puter with many remote terminals (often available on a telephone
dial-up basis), where the access rights to files may be assigned by
one user to another, and where security measures such as password
protection are available but not mandatory. Both these extremes
evade the problem of protection in a system containing both
sensitive and non-sensitive data.

Since the advent of large time-sharing computers, it has
become increasingly desirable to allow a mix of jobs with varying
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security requirements to run on the same computer. In these cir-
cumstances, it is important to be able to provide reasonable security
without isolating the computer from remote terminals and forbid-
ding the sharing of data or programs among users.

The old saying that a chain is as strong as its weakest link is
often mentioned in discussions of security measures. Provision of a
secure environment inevitably involves a package of measures,
since protection on only one flank is little better than no protection
at all. In particular, the physical security of the installation and the
steps taken to ensure that personnel are honest and loyal are at
least as important as some of the sophisticated protection measures
which can be provided within the computer system itself.

Some of the more important aspects of a secure computer
system are:

1. Protection by Password

Passwords most commonly are used in interactive (time shar-
ing) computer systems, and are a useful deterrent to snoopers.
Passwords must be stored in two places, i.e., with the user and with
the system. In each place they can be subject to unauthorized
disclosure. A system of one-time passwords, whereby each time the
system requests the password from the user the next word on a pre-
defined list is offered, has been suggested to counter the objection
that passwords may be intercepted during transmission. Intercept-
ing one password does not then provide the intruder with continu-
ing entry capability. The use of one-time passwords in computer
systems is rare, however, because most potential users claim it
would be too much bother to keep track of the list.

Almost all computer systems require a user to have an authori-
zation (account) number to which charges can be assigned. This
number is inadequate for all but the most lax of security environ-
ments, since it is frequently printed out for accounting purposes
and for identification of computer output. Furthermore it is
awkward to change an account number if it is being misused.
Passwords should be changeable as often as desired by the user.

Passwords can serve as authentication of a user’s identity to
permit access to the computer system, or can be used to authenti-
cate the authorization of a user to access a particular file. The
password for a file might be stored in the table of access rights
alongside the user’s account number or it might be part of the label
stored with the file. The password on a file serves as a second line
of defence against impersonation.
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2. Protection by Encryption

Wiretapping or electromagnetic eavesdropping is a security
threat whenever information travels over wires that are not in a
secure area. Many systems use common carrier facilities, and here
the problems are well known. Sensitive data to be transmitted from
one location to another should be transformed, i.e., encrypted, to
ensure privacy. The best encryption techniques involve data trans-
formation keys that are as long as the data to be encrypted. The
string of characters for the key is generated from a basic starting
number as a sequence of pseudo-random numbers. The same start-
ing value yields the same sequence every time. It is nearly impossi-
ble to determine the starting value and the generating algorithm
from eavesdropping on the transmission.

Breaking a code of this type entails an enormous amount of
work. For example, there are 10% usable substitutions of the 26
characters of the English alphabet. The adequacy of the particular
code as a deterrent depends on the degree of penetration that could
be attained if the code were known. If a system uses many keys and
they are frequently changed, then even a few hours per key may be
more than the penetrator’s resources could afford.

Devices now exist, and have been used for a long time for
diplomatic messages, for transforming a string of characters into
another (encoded) string, where the key to the transformation is
generated by a device which is set up on buttons or wheels. The
device is really a special-purpose computer, and its operation could
be programmed on a minicomputer if desired. The minicomputer
would then have to be kept secure and under the supervision of a
system security officer. The computer function at the central trans-
mission terminal could be done by the main computer itself, so that
separate computers would be required only at'the remote stations.
Several devices which will encrypt and (at the receiving end)
decode data are now commercially available.

It is possible to arrange such devices to encode the input string
or not according to special control characters in the string itself.
For instance, in a personal file the identifying fields might be
encrypted, the numerical fields not. Statistical data-processing op-
erations could then be done on the file without decoding, while the
information relating the numerical values to people would be
unreadable unless the code were known.
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3. Limited-access Control

Not only is it often desired to limit access to a particular file to
asingle individual or to a small group, but it may also be desired to
limit the access by some individuals to only certain portions of the
data. For example, in a hospital patient-file it may be desired to
limit the access of X-ray technicians to the records of designated
patients only. The accounting office, on the other hand, may need
access to the records of all patients, but may be prohibited from
examining the files that contain the medical diagnosis of illness. A
researcher might require access to all fields except those containing
the patient’s name and address.

Most often, persons having access to a file have access to all
fields of all records. In a manual file in which records are main-
tained in documentary form, it is difficult to arrange things other-
wise. In a computerized system, however, right of access can be
controlled either to specified records (for example, the files of
certain individuals only), or to particular fields (e.g., billing infor-
mation only), or to combinations of the two. File alteration priv-
ileges, if given, can be similarly specified and, in addition, altera-
tions can be restricted to any combination of the three operations
of deletion, addition, or alteration of existing data.

The access rights of a user must be explicitly denoted in any
situation where partial rights exist, e.g., for a limited-access file, or
where reading is permitted but changes and deletions are not. It is
possible to have a table stored with the data (or separately) show-
ing a list of authorized users of the data and their access rights.
Access to this table must be strictly limited to persons authorized to
modify the table, usually only the owner of the data himself.

In many cases, access control is assigned to the computer
software system (or monitor) itself, since in most computer systems
operations pertaining to the read or write functions are already
under central control. Data protection can be provided at several
levels within the operating system. Because of the enormous com-
plexity of modern computer operating systems, it is difficult to
avoid entirely the occurrence of some chance “trap doors” that
permit unauthorized data tranfers between users.
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4. Audit Logs

All computer systems have accounting programs that keep a
log of all events significant to charging for computer services.
These logs do not always record events that have no charge-
generation function. Since security cannot be absolute even though
operating systems have improved enormously, audit trails are es-
sential to the detection of security violations. A straight log is often
very difficult and time-consuming to interpret; rather the analysis
should be done by the computer system itself. If the analysis of
suspicious events, such as incorrect passwords or attempts to read
beyond the assigned range of core addresses, is done as the events
take place, an alarm can be set off. There are various levels of
severity of action on alarm, which range from expelling a user or
shutting down a transmission line to locking all files. The audit log
can be sorted to reveal any particular kind of peculiarity and
should be a standard tool available to a system security officer.

The operating system should be fully documented and availa-
ble to independent program audit teams to ensure that necessary
controls are maintained and have not been short-circuited in any
way. Finally, it must be remembered that if access to the operating
system itself is not strictly reserved to the system security officers,
the audit and the alarm system may be turned off by an intruder.

5. Physical Security

The fashion of having computers prominently displayed to the
public is dying out. The need for precise environmental control has
always meant that hardware was housed in special rooms, but it is
increasingly apparent that protection and control of access to the
rooms is critical to security. Not only could the equipment be
destroyed but data could be viewed by strangers while being
printed or displayed. All persons having access to the rooms where
hardware is kept should be properly identified and have a genuine
need to be present. Systems of identification badges are common.
Sometimes access is controlled by a security officer, sometimes by
locks opened by badges or by combinations. Many installations
require visitors as well as regular staff to wear authorization badges
when in a computer centre. Unfortunately many of these badge
systems are unenforced and provide only a semblance of security.

Where a piece of hardware is attached to the main computer
hardware through a remote connection, the terminal equipment is
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often under minimal or no surveillance. For this reason, highly
sensitive data are rarely handled in a computer system with remote
terminals. It is important that remote users and the terminals used
be properly identified, not only at the time of beginning a “conver-
sation”” but from time to time during an extended interaction. This
is rarely the case except in defence systems. Remote terminals
provide an infiltrator with some of the largest loop-holes in a
system,

The destruction of obsolete data is standard for hard copy but
is often neglected with data on tapes or in core store. Since the
recording operation pre-erases the previous recording, it is custom-
ary tp leave tapes and core with whatever information was last
recorded on them. Sensitive data should be erased -by the user by
writing meaningless strings of characters into core store. Tapes and
discs are more difficult to erase and may require several writings of
hash to remove residual information. Some security experts main-
tain that data can never be completely erased from magnetic tapes
or discs, no matter how many times characters are overwritten. In a
normal environment, however, tape destruction, as required for
full military security, seems unnecessary.

6. Personnel Security

Anyone entrusted with access rights to data is a potential
security leak for that data. The most direct method of access for an
intruder is often through a person in a position of trust. This
problem is well known, and several methods are used to decrease
the probability of a betrayal of trust. Amongst these are personnel
investigation to determine trustworthiness, and the imposition of
penalties for breach of security. Above all, the opportunity for
accidental disclosure should be minimized by having precise secur-
ity procedures with regard to labelling of sensitive data, locking of
file cabinets, etc. The problems here are identical with those of
security.of data in a manual system.

7. Current Practices and Cost
Estimates

Few of today’s computer software systems have provided
more than the most elementary security facilities. To a large extent
this reflects the current lack of demand for such protection. Virtu-
ally all high-security systems work in an isolated, shielded, and



108 Privacy and Computers

protected area, and treat all data as confidential. In such circum-
stances, there is no real need for sophisticated software checks.

Responses to the questionnaire revealed a surprisingly high
interest in security measures. Of the 475 responses to the question
on security (only those with computers were eligible to reply), 72%
exercised some kind of control over physical access; 38% used some
kind of hardware/software security measures such as passwords or
encoding of messages; 42% had instituted special checks on the
integrity of their staff; 57% used audit logs or some other monitor-
ing method; and 68% had procedures and rules for data disposal.

Recently, greater effort has been devoted to the provision of
security in a time sharing-environment. Task Force personnel had
the opportunity to examine the security procedures at one commer-
cial computer-service bureau. These organizations are atypical in
that they have a much higher than average incentive to provide a
secure data-processing environment (since their continued exis-
tence depends in large measures on keeping client information
confidential). However, the security practices of the bureau exam-
ined provide a useful insight into the sort of commercially practi-
cable security procedures now available. Security provisions were
as follows:

Physical security — All employees wear badges that are plainly
visible. Access doors to the computing area have 10-button com-
bination locks, and at least four operators are on duty at any time.
The senior operator controls entry to the computer room and
ensures that the entry log. is maintained. Operator interventions
with system operation (such as the mounting of computer tapes)
are recorded automatically by the system.

Organizational security — There is a Data Security Officer and
an alternate, both 0f Whom report to the manager of systems. The
Data Security Officer issues, passwords and supervises the program-
ming of special security routines on the computer. All computer
personnel have industrial security clearances processed by the fed-
eral Department of Supply and Services.

Files — Job control cards are analyzed for tape or disc pack
requests. A computer-based index program checks the serial num-
ber of the tape against the owner’s account numbers, and types its
output on consoles in the tape library. If the owner’s and request--
er’s account numbers do.not match, a manual card file is consulted
for the owner’s written authorization for the requester to use the
file or for user-defined security instructions. A hbrarLle exfrac-

tion log is maintained.

Teleprocessing — Sign-on is by password. These passwords are
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changed by adminstrative procedure. There are no terminal identi-
fication checks on low-speed circuits. The low-speed sign-in proce-
dure requires the user to transmit his account number, user identi-
ficaton, and password. Access is restricted to files labelled with the
user’s identification. A log is maintained of terminal access (sign-
on/off). ‘.

Encryption — Data coming in from remotely entered jobs is
scrambled by a simple transformation for temporary storage. It is
unscrambled for computation, then scrambled again for temporary
storage, and unscrambled for delivery to ensure that data goes out
with the proper job. Wiretapping on teleccommunications lines is
not vigwed as a serious threat.

The procedures described by no means represent the ultimate
in security procedures. The company interviewed rather believed
that they represented a reasonable trade-off in today’s environment
between the customer’s demand for security and the price he was

willing to pay for it

Variou?gstimatcs of the cost of providing reasonable data
security in 4 time-sharing or gﬂw have been
made/In a study carried out by the lask Force, it was found that
good protection could be provided at a cost of about three per cent
in data storage requirements and twelve per cent in central proces-
sor run time. This system included such features as the separation
of data header information from the data itself, the erasure of used
data, the encryption of data and a test to ensure that data had not
been altered without authorization. It did not provide protection
for data at the level of a field within a record. The 12% cost
estimate is generally in line with a number of others which have
been published. The optimistic forecasts of the extra costs of
security provisions are about five per cent, while the pessimists tend
to estimate closer to fifteen per cent. IBM recently announced that
they planned to invest $40 million in the next few years in the
development of security protective hardware and software for their
computer systems.

Provision of security is ultimately the responsibility of the
organization handling the data, although, as an official of Senator
Ervin’s Sub-committee on Constitutional Rights in the United
States suggested to some Task Force members, there is a useful
“parallel to the automobile industry in that the computer equipment
manufacturers have a responsibility to provide the “‘safety belts
and brakes” (ie., the necessary. facilities for provision of reason-
able security) on their systemis, and to educate customers in thelr
use.
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! The information in this chapter is drawn almost exclusively from a report to the Task Force
submitted by C.C. Gotlieb and J.N.P. Hume entitled Systems Capacity for Data Security.







Chapter 10

The Information
Process and the
Individual

1. General

The picture developed in the preceding chapters of the flows
of personal data about Canadians, and of the systems in which
these data are stored, helps to illuminate some of the issues that lie
beneath the surface of the complex relationship between personal
privacy and information. What is clear is that many of the issues
raised bear directly on privacy and related interests and values. It is
equally clear, however, that some of the issues do not relate to
privacy at all but rather to the political power that derives from the
possession of information.

While one can agree with the Ontario Medical Association
that “people, not computers, invade privacy,” the critical fact is
that computers shape, and to a degree even predetermine, the ways
by which people may invade privacy. Computers, as a consequence
of their own efficiency, break down many of the protective barriers
of inefficiency which in the past helped to shelter privacy. Comput-
ers make it far easier to merge separate files about the same
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individual into comprehensive dossiers. They make it possible and
relatively inexpensive for almost limitless quantities of data to be
dispatched almost anywhere, particularly when electronic commu-
nications facilities are used. These striking capabilities in turn give
rise to fears — some fairly extreme — that computers may lead to
human manipulation, may obliterate privacy, or may reduce people
to numbers. Of the people surveyed by the Department of Commu-
nications, 62% agreed with the proposition that “computers make
you think that individuals are just becoming numbers.” The pres-
sures already evident in various administrative and political quar-
ters in Canada for the creation of a S.LN. (Single Identifying
Number) system are no doubt contributing to this unease.

While the Task Force investigations indicate that much of the
most personally sensitive data in Canada has yet to be automated,
many of the threats to privacy and related values that automation
heightens and exacerbates are already present in all types of large
information systems. Information stored in a manila folder, or
scribbled for that matter on the back of an envelope, can cause as
much harm if misused as the most impressive computer printout.

It is therefore timely to examine the problems raised by infor-
mation systems in general, when automation, which is rapidly
proceeding, has triggered social concern about the problems but
has not yet carried them beyond manageable proportions. Al-
though 53% of the people surveyed by the Department of Commu-
nications believed that “Computers will cause violation of confi-
dentiality,” and although awareness of and participation in the
computers-and-privacy debate is increasing (particularly at the
governmental level) in many countries, the Task Force did not
conclude that the problems have yet reached crisis proportions. It
nevertheless recognized that this situation could change quickly
and took note of the argument of some observers that, as with
other social problems, there is always the possibility of a large part
of the public becoming conditioned into indifference.

It appears that the institutional character of databanks (public
or private) has little effect in determining the extent to which they
may pose problems for people. Instead the critical factor is the
nature of the information itself: the operational procedures of, say,
police and investigative reporting agencies tend to be siinilar
because both are handling similar types of information.

Among the classes of people about whom information is most

likely to be gathered and processed, it appears that those in search
of jobs, housing, credit, or welfare are most susceptible, since in
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order to obtain benefits they must disclose large amounts of per-
sonal information. The case of welfare schemes is particularly
important, since it involves the extensive computerization of infor- -
mation about increasing numbers of people who are highly depen-
dent. The more effectively information is gathered and used, the
more effective the welfare schemes may be, but the more extensive
the erosion of privacy may also become.

The. Task Force did not search out specific instances of in-
vasions of privacy because it lacked the capacity to assess such
allegations. However, enough was learned to provide a guide to the

occasions when privacy is most likely to be threatened. /

- S
2. Data Gathering | Vp /

A detailed examination of data-gathering practices and proce-
dures was not central to the terms of reference of the Task Force.
Nevertheless data gathering relates directly to privacy insofar as it
involves the- extraction of information about individuals from
them or from their neighbours, employers or friends. What the
Task Force did learn in the course of its inquiries was that most
databanks are operated without the benefit of clear guidelines that
designate what type of information should be collected in order to
fulfil the approved -objectives of the databank. There are few
safeguards, for example, to counter the tendency of private corpo-
rations and particularly government institutions to gather more
information than may be necessary for the purpose at hand; or to
control the collection of information that might subsequently pro-
vide the basis for racial, religious, or ofher unjust discrimination.
Nor are there, except occasionally, limitations on or rules govern-
ing whom data might be collected from, despite the expressed
public concern about the practice of some investigators who make
unauthorized inquiries among the friends and neighbours of a
subject, a technique that renders the final dossier vulnerable to
hearsay, and to gossip which may be founded in prejudice and
malice. ' i

The Task Force also found that those who actually collect
information are often among the lowest-paid, least-trained mem-
‘bers of their particular organization. In addition — and certain
institutions such as Statistics Canada are notable exceptions —
those who collect data are often sent into the field or into people’s
houses with only the most loosely worded guidelines on how to
* conduct themselves, particularly in respect of preserving the con-
fidentiality of the data they gather.
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3. The Contents of Individual Files

At least four attributes of information on file about an indi-
vidual can raise difficulties for him: where this information is
derogatory, harmful, inaccurate or irrelevant. There are few gen-
eral guidelines relating to these questions, or generally to the
contents of files.

Although few institutions set out to collect derogatory infor-
mation as an end in itself (investigative and intelligence agencies
are obvious exceptions) such information does get collected and
filed. As yet there appears to be no bar to derogatory information
being collected and handled in the same manner as any other
information. While the law of defamation is well-developed, it
does not in general prevent derogatory information from being
collected and even disseminated provided the information is true.

Harmful information differs from derogatory information in
that it can cause damage only in the context of particular uses of
the information. Thus, knowledge of an individual’s age, which is
not a piece of derogatory information on the face of it, could
prevent him or her from getting certain jobs. Like derogatory
information, however, harmful infqrmation, although not strictly
speaking a problem of privacy, is obviously closely related to it in
that both evils are often present in the same action, such as where
information about a person’s drinking habits is passed on to an
individual’s bank manager, without his or her knowledge.

Whether or not inaccurate information is harmful, it can lead
to problems for individuals. It has been shown that databanks
contain more inaccuracies than is generally recognized or admit-
ted. The exchange of information between databanks, a growing
practice, may result in a single item of inaccurate information
causing harm to an individual on different occasions and in differ-
ent contexts. Here, a variety of values and interests — including
privacy — will be served by the development of techniques and
procedures for correcting files and generally rendering them accu-
rate.

Finally, on the question of the relevance of information on
file, including obsolete and unncessarily detailed information,
again guidelines would be helpful. These could pertain to the types
of data that are relevant for particular purposes as well as to the
disposal of inactive files, for example criminal history or past
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payment defaults, so that an individual’s past does not haunt him
forever.

4. Data Storage and Handling

The Task Force learned that while many databanks have
programmed security standards and procedures to guard against
“leakages” of information, and to ensure that only authorized
personnel gain access to particular files, others had given very little
thought to the problem. Indeed, among many of those that had
adopted security measures, the protection of privacy had not been
one of*the primary reasons. In any case, there appeared to be some
sensitivity to the problem of data security. '

The effectiveness of technical security standards highlights a
point that is often overlooked: the very efficiency of computers,
troubling when viewed from one perspective, can be turned around
to protect privacy. Strict security standards can be enforced more
easily in automated than in manual information systems. More-
over, an audit log can be kept of all the uses made of a file, and it is
a simple matter to provide computerized printouts of particular
files if a subject wishes to examine them. Finally, the very fact that

- computers present a highly visible target in both a physical and a
political sense can be of benefit to those seeking ways to protect
privacy.

Closely related to security is the question of carelessness.
Invasions of privacy may occur as readily by default as by design:
examples include sensitive files left lying around for strangers to
see; researchers who talk too freely about the individuals whom
they have interviewed; census enumerators who gossip about the
data they collected from a house down the street. Training and
monitoring of databank personnel are means of minimizing secur-
ity “leaks” through carelessness.

5. Data Dissemination

The criteria governing the persons or institutions to whom
data may be disseminated, the terms and conditions under which it
“is disseminated or exchanged, and distribution practices vary
among different databanks. A few databanks, Statistics Canada is
an example, are forbidden by law to distribute or publish any
- information about identifiable individuals. In the private sector
(and in the public as well, in the instance of one provincial motor
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vehicle licence bureau), some databank operators, presumably on
the grounds of a supposed proprietary right, consider themselves
justified in making the contents of their files available to third
parties. Such operators regard this as a matter entirely for them-
selves to determine. As a consequence, individuals who may di-
vulge information about themselves in order to achieve a particular
benefit or to fulfil a requirement (for a licence or a lease) may then
discover — or worse, not discover — that this information has been
used by third parties in a wholly different context. Thus a name
and address given for one purpose may find itself passed along on
a mailing list to be used to solicit business. A medical record — if it
is exotic enough — may find its way into the medical lecture room.
Government agencies bear a particular responsibility to be careful
about their dissemination practices since they frequently collect
information under statutory authority. In general, governments are
by far the largest collectors of data, all amassed in the name of “the
public interest”. In the public interest, also, governments have a
particular responsibility to ensure the confidentiality of such infor-
mation.

Most databank operators collect their information from the
individual concerned, who either provides the information himself
or authorizes its collection. In these cases, until this information is
passed on to a third party, particularly another databank operator,
the individual can be said to know the purposes for which the
information about himself was collected and the uses to which it is
put. However, once the information passes to a third party — even
with the individual’s awareness or authority, but certainly without
it — he loses this knowledge, along with a sense that he has been in
control of the information about himself.

The entire question of personal-data dissemination would
appear to be one which requires careful attention and calls for
some guidelines, such as those in the Manitoba Personal Investi-
gations Act. -

6. The Question of Access

On the question of whether individuals should have access to
their own files, a gamut of attitudes is discernible. According to'the
Task Force survey, most databank operators agree that individuals
should have the right to know both of the existence of a file on
them and the contents of the file, despite the fact that this “right”
has so far not been extensively honoured. It is only recently, for
example, that credit bureaux have made it a general practice to
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permit individuals to see their files although this is now compul-
sory in Quebec, Saskatchewan and Manitoba.

Attitudes begin to differ on the question whether the individ-
ual should have a right to put on the file any rebuttal he may have
about facts contained in the file (a right also recognized in the
above-mentioned provinces), and whether he should have a right
to insist on corrections, clarifications, deletions, or additions.

Attttudes differ also on the question whether the data subject
should be informed each time information on the file is passed to a
third party and who the third party is, and ultimately, whether he
should have the right to consent to the onward distribution. Fi-
nally, epinions differ on whether the individual should have the
right to know the sources of the information about him.

The Task Force recognized that the conditions of access can
cause difficulties. The cost of exercising the right may be set at a
prohibitive level, and it is of little use for an individual to be shown
a printout of his file in which all the information is encoded into
alpha-numeric symbols. In addition, demands for access can
become excessive. Proposals have been advanced that would re-
quire the operators of databanks to dispatch regular file printouts
to all subjects. It is quite possible, however, that few individuals
would want to verify their own files.

The important and controversial issues raised by the question
of access should be fully explored and resolved with a view to
ensuring that a right of access by an individual to his file is
recognized in principle and realized in practice to a degree suffi-
cient to protect his privacy and related interests. Dlﬂ"erent types of
files will require dlﬂ"erent solutions.

7. The Politics of Privacy

Throughout this Report, an attempt has been made to suggest
that certain interests, claims and values, such as confidentiality, are
directly related to privacy, while others such as accuracy, which
although emotionally and practically related, are conceptually dis-
tinct from privacy as such.

‘ Beyond using the word “privacy” to refer to the entire range
of these specific concerns, regardless of whether they are directly
related to the concept of privacy or not, some participants in the
computers-and-privacy debate make very liberal use of the word to

* denote a much broader and-more fundamental type of concern.

Here privacy is used essentially as a synonym for a cluster of social
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grievances and frustrated political expectations in a society that is
complex, institutionalized, and impersonal.

A clue to the nature of these concerns is provided in the
statement of Professors Weisstub and Gotlieb, in their Study for
the Task Force, that “privacy is power.” This is of course a play on
the observation that “information is power.” In the post-industrial
society, emergent or already emerged, information holds a central
place. It can be a key to decision-making: those who have it make
decisions, those who lack it may be inhibited in the making of
decisions and may also be prevented from participating in the
making of decisions about them by others. Privacy thus becomes a
surrogate name for generalized concerns, often inarticulate and ill-
expressed, that vary from worry about the amount of personal
information being collected to a fear that the possession of this
quantity of information will greatly extend the powers of manipu-
lation and enforced conformity exercised by those who control the
information.

An analogy can be drawn from the contemporary debate over
environmental pollution. The scale of protest may there indicate a
concern not just with the state of the physical environment but also
with the state of a social and political environment which empha-
sizes profit to the detriment of pleasure.

Analogies can be invidious, particularly one drawn from so
emotive a subject as environmental pollution. Nevertheless the
parallel may be useful to the extent that it reveals that the debate
over privacy in part may be miscast. Individuals may be concerned
no so much that their privacy will be invaded in the classic sense as
that it, and their individual freedom and autonomy, are in danger
of being eroded by the existence of massive and highly efficient
information systems.

Computers have attracted so much attention that it is worth
recalling that the explosion in information-gathering long pre-
ceded their invention and application. Governments initiated the
first universal data-gathering exercises to collect taxes and suppress
rebellion and, much later, to administer welfare and income redis-
tribution programs. The. private sector, once it recognized the
commercial value of accurate and readily available information,
provided the second principal source of demand. More recently,
social scientists, in company with market researchers, have precipi-
tated a third wave of data collection and analysis."

All this ravelling up of information has produced an industry
that has now reached staggering proportions. At the same time a
second, and to a degree opposed, trend is making itself felt. As
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Weisstub and Gotlieb comment, “The expectations of modern man
for increased knowledge have reached unmanageable propor-
tions.” Individuals, in short, have enormously raised their expecta-
tions about what it means to be an individual. This development
has taken place at a time when institutions, as a consequence of
programs designed to benefit individuals, have acquired enormous
amounts of information about individuals (and about things),
which can then be used to serve the interests of these institutions.

This Report is not the place to attempt an analysis of orga-
nizational behaviour, nor to question whether institutions, however
benevolent their origin, may tend after a passage of time to manu-
facture new needs in order to justify their existence and expansion.
The simple observation that such suspicions are being voiced more
frequently, and certainly more loudly, is unarguable. In such an
equation the role of information is critical. Information systems
appear to enhance the efficiency and therefore the power of the
institutions that operate them. Those who question the authority of
those institutions, or at least the ways in which that authority is
exercised, may attack their behaviour on the grounds that it in-
vades privacy, when in fact the real target is institutional power
and its linkage to the possession of information.

Less critical, but also revealing of the nature of the debate, is
the role of computers. The fact that the issue is so often raised
under the banner of “computers and privacy” rather than of
privacy alone is instructive. Computers are most efficient when
dealing with information that can be quantified and systematized;
information that is intuitive, ambiguous, emotional is much more
difficult to computerize. As a consequente computers may reinforce
the importance in the decision-making process of the technocrat
over the humanist, the objective over the subjective. As one illustra-
tion of their potential political effects, A. Downs' notes that as a
result of the growing use of computers:

“The government bureaucracy as a whole gains at the

expense of the general electorate.. well-organized and

sophisticated groups gain power at the expense of the less
well organized... technically-educated officials gain power

at the expense of old-style political advisers.”

, Non-organized, non-technocratic individuals — which is an-
other way of saying most people — could be disfranchised by the
rise of this type of decision-making.

All this adds up to a presentiment of a technocratic nightmare,

which is not only over-simplified, but speculative. What computers
may do and what they actually do are quite different. With few
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exceptions, perhaps as in multi-national corporations, computer-
ized information systems and particularly the much heralded Man-
agement Information Systems (MIS) have made little difference to
organizational behaviour. Generally, MIS systems, as the Com-
puter/Communications Task Force found, have fallen far short of
expectations. As important, computers can, if the political will
exists, make the same information available to everyone.

This description of privacy has cast it in the role of a syno-
nym, or symbol, for a cluster of societal concerns, all related to the
possession of information or to the denial of it. Those concerns in
turn seem to be rooted in premonitions of impotence in the face of
all-knowing institutions, of manipulation, of being reduced to a
cipher, of being pressured to conform.

One of the commonest proposa]s advanced by those concerned
with the political aspects of the privacy debates is that individuals
should have not only a right of access to information stored about
them; but, as a means to secure a better balance of power in society,
should also have a right to information about the institutions that
confront them. Some militants would go even farther, and have
argued that their goals would be best achieved if all privacy were
abolished, that of institutions as well as that of individuals, so that
information and hence political power would be evenly spread. As
Claude Fabien noted in his Study for the Task Force:

“L’objectif du-.controle des agents agresseurs de la vie
privée, c’est ultimement d’atténuer ces frustrations, de
diminuer les tensions qui en résultent entre I’Etat et le
citoyen, entre ’organisation économique et le consomma-
teur, entre employeur et ’'employé. L’objectif, c’est en
réalité la paix sociale.”*

8. Freedom of Information

The preceding section has raised the question of access by the
individual to information in the hands of institutions as a means of
securing a better social balance between individuals and institu-
tions. Not surprisingly, the public increasingly demands informa-
tion from government and business to ensure their ac'countability
to the people and to increase the latter’s participation in the
regulation of public affairs.

*Editor's translation: “The ultimate goal in controlling those factors which work against individual privacy
is to decrease these frustations. to reduce tensions between state and citizen, business and consumer,
employer and employee. In essence, the goal is social peace.”
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But while the individual, as a member of the public, seeks
“freedom of information” or the “right to know”, in his personal
life he claims a right to privacy. Some accommodation between
these two interests, therefore, must be made. If the privacy of the
individual is to be protected, there will be occasions when informa-
tion cannot be divulged. In other situations, personal information
about an individual may be of such vital concern to society that the
individual’s privacy must be sacrificed.

It is not always true that one or other of these twin rights must
prevail in any given circumstance. Various situations may permit
more subtle differentiation giving each of these rights some recog-
nition,For example, governments and business organizations may,
in the interests of social planning or efficiency or other social needs,
be justified in obtaining information on a wide variety of matters
even though the individual may consider it sensitive or closely
related to his economic interests. It by no means follows, however,
that government and business are justified in making this informa-
tion available to the public in the name of some abstract notion of
“freedom of information.” Again, a member of the public may
have a legitimate interest in gaining access to a document or
government file containing information of personal interest to
him, but this interest may have to be balanced against that of
others where the document or file also contains personal informa-
tion about them or sets forth their personal opinions.

From these examples it is obvious that the inevitable tensions
between “freedom of information” and the “right to privacy”
cannot be resolved in terms of abstract formulae. Rather the task
demands a sensitive balancing in the context of particular situa-
tions. It may well be possible to devise guidelines to assist in the
resolution of such issues, but this was beyond the purview of the
Task Force. The task of sorting out when and under what condi-
tions one or other right should prevail will be assisted by the
elaboration of a general policy on “freedom of information™.

9. Sﬁmmary"

Political issues lie beyond the competence of the Task Force,
_ although an appreciation of the underlying unease about pervasive,
efficient information systems (quite apart from whether their oper-
ations involve actual invasions of personal privacy) helps to ex-
plain the persistence of public interest in the issue of informational
privacy. -

The more immediate focus of the Task Force is that of the

N
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specific concerns to which information systems give rise. Accuracy,
relevance, control over distribution, security standards, the pro-
vision of opportunities for access, and guidelines for collection
procedures, appear to the Task Force to be matters that require
some form of regulation in respect of databanks that contain
sensitive information about identifiable individuals.

The Task Force believes that particular note should be taken
of the finding, derived from the replies to the privacy question-
naire, of the general readiness on the part of operators of data-
banks to accept some reasonable safeguards for privacy. This
finding may indicate a concern about possible threats to privacy,
shared by databank operators who, as individuals, are the subjects
of someone else’s databank. It may equally indicate a pragmatic
willingness to accept minimal standards as a price for defusing
public debate. In either event, an unexpected responsiveness ap-
pears to exist.
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Chapter 11
The Law Relating to
- Privacy of Information

1. Introduction

In examining the treatment of privacy in Canadian law, one is
struck by how rarely claims to privacy have been advanced before
the courts. This may come as a surprise to those who place empha-
sis on legal solutions in the computers-and-privacy debate. All the
more so because it is in marked contrast with the state of the law in
the United States, a country with which we share a wide range of
values.

In the United States, which has a common law system similar
to that in nine of the ten Canadian provinces (the exception being
Quebec where the Civil Code governs), the courts have developed a
considerable body of law relating to privacy during the eighty-odd
years since the famous article by Warren and Brandeis on the right

‘of privacy appeared in the Harvard Law Review of 1890." This
situation should not, however, be cause for too much surprise. As
Roscoe Pound has noted of such social interests as privacy, “the
- law does not create these, it only recognizes them.’” Before the law

125
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will respond to a social claim, there must be some social recogni-
tion of its validity.

As we have seen, claims to privacy have become insistent only
in recent years, largely as a by-product of our urban, and more
particularly of our post-industrial society. In a predominantly rural
society, a significant part of one’s life was lived alone with one’s
family and neighbours, free from the close scrutiny of outsiders.
What were considered invasions of privacy amounted largely to
intrusions on the enjoyment of one’s property, home life and
reputation. In this context the law responded, largely through the
laws of trespass, nuisance and defamation, to protect the setting in
which home and social life took place.

The issues of privacy of direct relevance to the Task Force,
however, are related to the anxieties about personal information
that may be cast without a person’s knowledge into the flow of
commerce or the government apparatus — quite possibly to be used
against his interests.

The fact that the United States became highly urbanized and
industrialized long before Canada may explain in part that coun-
try’s lead in developing privacy as a legal concept. Yet, this cannot
fully account for the matter. For our common law is largely based
on that of Great Britain, which has long been a highly urbanized
country. Consequently other reasons to explain why development
of the law relating to privacy in Canada may have lagged behind
that of the United States must be canvassed. It may simply be
owing to the somewhat different social situations in the two coun-
tries; for the general mores of a people have an important role to
play in the development of the law. Not the least of these differ-
ences is the attitude towards law and the courts as an instrument
for resolving disputes on social issues. In the United States there is
greater reliance than in Canada on the judicial process for the
settlement of such disputes, coupled with marked judicial inno-
vation, which is partly the cause and partly the result of this
reliance on the courts. This legal development has been fortified by
the pervasive influence of the United States Constitution, which
incorporates many of the fundamental values of that country,
including a number of rights relating to privacy. Canadian consti-
tutional instruments, by contrast, are almost exclusively confined-to
delimiting areas of government power.

As outlined in Chapter 1, privacy may be regarded as a
constellation of three realms or zones in which an individual may,
as a function of his personality, claim to be let alone to do as he
sees fit. These relate to territorially definable zones in which an
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individual may seek to be physically removed from and undis-
turbed by others, the zone occupied by his body which the law has
surrounded with an aura of inviolability, and the intellectual zone
where he may seek to prevent information about himself from
passing into the knowledge of others, particularly by such illicit
means as eavesdropping. All three of these claims, of course, are
subject to counterclaims.

The. Task Force was particularly concerned with the third
sense of privacy — in the context of the gathering, storing and
dissemination of information about a person.

Two stages in the information process identified earlier in the
Report.correspond roughly to what the computer jargon refers to
as “input” and “output”. The first is the data-gathering phase, a
stage at which privacy is brought into play as facts about an
individual are taken from his private zone and passed on to
another. It involves questions of how and what types of data are
gathered. The second and more important stage in terms of the
Task Force’s concerns is that of data dissemination, when personal
data may be passed on to others deliberately or inadvertently as a
consequence of inadequate security.

Both the common law and the Civil Code systems respond to
new social claims in terms of their respective underlying princi-
ples: the common law by adapting existing remedies to new situa-
tions and occasionally by evolving new ones; the Civil Code system
by applying principles (such as those relating to delicts, i.e., wrong-
ful acts) to new fact situations. Each system in its own way
attempts to adapt and to stretch the existing law to respond to new
social'claims as times and values evolve and change.

Canadian law does not recognize a general right of privacy
although, as will be seen, there are interesting developments partic-
ularly in British Columbia, Manitoba, Saskatchewan and Quebec.
Fusther, there are areas of the law that indirectly protect privacy.
To say, therefore, that privacy is not at present a generally recog-
nized right under Canadian law, is by no means to imply that no
legal protection exists.

In the-widest sense, it can be argued that many civil rights,
whether real or personal, imply a recognition of privacy because
‘they affirm an individual’s capacity to exercise personal choices,
such as keeping others off his property, engaging in contractual
arrangements with others, and so on. In a narrower sense, there are
specific rights and remedies that relate to spheres of interest involv-
* ing privacy. These interests are protected by civil actions for acts
such as defamation and breach of confidence, by criminal laws that



128 Privacy and Computers

prohibit certain violations of an individual’s dignity and reputa-
tion, by the laws of evidence which protect the confidentiality of
personal information arising out of certain relationships, as well as
by various statutes that create penalties for divulging information
except as legally authorized.

2. The Data Gathering Phase

In confronting a data collector seeking information about
him, a person can, of course, refuse to divulge it. In some instances,
such as applying for a passport, or for insurance or for credit, an
individual is under no legal obligation to provide the information
required, but the consequence of his refusal would usually be to
forego the benefit being sought. In other cases the law may actually
require divulgence of the information. Examples are search war-
rants, federal and provincial Income Tax Acts and the Statistics
Act.

Other statutes protect the individual against certain unlawful
extractions of information. Important general statutes exist in
Manitoba and Saskatchewan but these will be more fully discussed

in relation to data dissemination, which falls more squarely within

the concerns of the Task Force. In Ontario, legislation imposing

strict hcensmg requirements on private investigators was enacted

in 1965.2 However, this statute does not apply to: ,
“persons who search for and furnish information (i) as to

the financial credit rating of persons, (ii) to employers as

to the qualifications and suitability of their employees or

prospective employees, or (iii) as to the qualifications and

suitability of applicants for insurance and indemnity
bonds, and who do not otherwise act as private investiga-
tors.”

Specific legislation prohibits unlawful interference with com-
munications and surveillance of individuals. Thus section 9(2) of
the federal Radio Act* prohibits the unauthorized interception of
radiocommunications (although the offence is actually committed
by using or divulging the unauthorized message). This section,
among its other functions, implements for Canada an undertaking
under the International Telecommunication Convention respecting
the secrecy of telecommunications. Again, the Bell Canada Act’
prohibits the interception of telephonic communications. Similar
provisions exist in Alberta, Manitoba, Ontario, Quebec.and Nova
Scotia. And, subject to certain exceptions under the Penitentiary
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Act, present Canadian law appears to place a categorical prohi-
bition on the deliberate interception or opening of letters, includ-
ing by police or government agencies.

The recently introduced federal Protection of Privacy Bill®
would prohibit the unauthorized interception of a “private com-
munication” by electro-magnetic means, including bugging and
wiretapping, as well as by acoustic, mechanical or other devices. A
private communication is defined as an oral communication, or
any telecommunication made under circumstances where it is rea-
sonable for its originator to expect that it will not be intercepted by
any person other than the person intended by the originator to
receive,it.

Related to the question of wiretapping is that of eavesdrop-
ping and peeping-Tommery. The Criminal Code’ prohibits prow-
ling or trespassing at night and “watching and besetting”” but these
would not, for example, cover the cases of spying on a neighbour
from one’s own property by means of a long-range telescope, or of
a landlord spying on his tenants. These intrusions on privacy are
not expressly prohibited except possibly in British Columbia and
Manitoba, where the invasion of privacy has been made actionable
per se® However, protection may at times be afforded under the
general law, where, for example, such an act amounts to trespass,
nuisance or negligence.

3. The Data Dissemination Phase

The Task Force was primarily concerned with the dissemina-
tion of information to third parties. While there are some statutory
provisions affecting the matter, notably in British Columbia, Mani-
toba and Saskatchewan, the general remedies in the Civil Code and
the common law afford the principal protection to privacy in this
context. In the following discussion an attempt is made to highlight
the civil and common law remedies related to privacy which at
present afford it protection.

a. The Civil Law of Quebec

Under Quebec law, it is not necessary to think in terms of a

list of particular wrongs into which factual situations must fit if

there is to be a legal remedy. Rather, it is necessary to determine

whether general principles of delict, based on the notion of fault,
apply to the particular situation.

A remedy will lie against an individual if his conduct has been
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such as to constitute a wrong within the terms of the Civil Code of
Quebec, particularly Article 1053, which reads as follows:

“Every person capable of discerning right from wrong is

responsible for the damage caused by his fault to another,

whether by positive act, imprudence, neglect or want of
skill.”

This Article has permitted a good deal of flexibility in ascer-
taining whether new activities (such as those produced by new
technological developments) are wrongful or not and in creating
rights and obligations related to them. In respect of privacy, Que-
bec law produced a significant legal decision as early as 1957. In
Robbins v. Canadian Broadcasting Corporation,” an announcer read
on the air a letter from a Dr. Robbins complaining about the
station’s programming and concluded by suggesting that viewers
“cheer up” the writer, whose name and address were flashed on the
screen. In consequence, Robbins received unwanted grocery deliv-
eries and was harassed in various ways. The C.B.C. was held liable
because the court found its conduct to be wrongful. The act of
broadcasting the letter sent by Robbins invaded his privacy by
identifying him and publicizing his personal views. A number of
writefs have argued that this case established a general right of
privacy in Quebec.

More traditional applications of Article 1053 may also serve
to protect privacy. Thus there are remedies for defamation and for
breach of confidence similar to those discussed in the context of the
common law.

b. The Common Law

The common law may, in time, give birth to a new general tort
of privacy. At this point, however, the major areas of the common
law most directly concerned with the protection of privacy of
information are defamation and breach of confidence. Both relate
directly to situations where information about an individual is
communicated and he objects to this communication.

Defamation is a tort (or civil wrong) that protects a person
against communications that tend to detract from his good reputa-
tion. It is relevant to privacy because it is concerned with. the
dissemination of information about an individual. Moreover, it is a
tort that can frequently be relied on in this type of privacy case.
However, because it relates to false information, it does not strike
at the heart of the privacy concept because it does not. protect an
individual against the dissemination of truthful facts about him
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(irrespective of the harm which may accrue as a result). Publication
of truthful facts — though not deemed by law to be defamatory —
may still invade privacy.

This tort presumes that a man’s reputation affects his relations
with others and seeks to compensate him to the extent that these
relations are harmed by damage to his reputation. It protects a
person’s pride and self-respect insofar as they derive from others’
conceptiens about him. It is not the indignity or the outrage of a lie
(a slander when spoken and a libel when written) but the damage
that it causes to reputation that is essential to the tort. On the other
hand, there have been many awards of exemplary damages to
compepsate for just this outrage and indignity once defamation
has been found. .

Credit reporting illustrates some of the limitations of defama-
tion as a remedy against the invasion of privacy in the information
context. Credit reporting agencies market information about peo-
ple which is used as the basis for decisions on whether or not they
are worthy of credit. They deal in purported facts, some directly
tied to a person’s financial affairs, such as his income and debts,
others related to personal characteristics that may have something
to do with financial responsibility and reliability.

What makes credit reporting objectionable at times, and raises
questions of possible invasions of privacy, is the fact that the
information may be incomplete, irrelevant, inaccurate and possibly
damaging, and that the individual may be totally unaware of
when, how and by whom the reports are being made. Of all these
sources of concern, defamation can at best deal only with the
question of the accuracy of the information, where inaccuracy
amounts to untruth.and where one is certain that the information
was in fact transferred, both of which are far from easy matters to
determine. If nothing false is included in the report on an individ-
ual, the tort of defamation provides no remedy however much he is
in fact aggrieved or even harmed. It provides virtually no obstacle
to a credit reporting agency disseminating truthful information
whenever and to whomever the agency pleases and regardless of
whether or.not the subject of the information knows of the dissem-
ination. (Another remedy that might possibly be available in these
circumstances is the embryonic tort of negligent misstatement

referred to later.) ,

Still the mere existence of the tort of defamation may inhibit

the spread of damaging information (and so protect privacy)
- because of the’danger that an action might be brought if informa-
tion thought to be true turns out to be false. This is accentuated by
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the fact that some cases have tended to widen the protection
afforded by the tort by requiring that statements that discredit
people be not only substantially, but exactly true. This has a
tendency to discourage derogatory statements. In the case of Green
v. Minnes,”° for example, a debt collector posted a conspicuous
yellow poster in various parts of the city advertising that the
plaintiffs owed a certain amount of money. This was substantially
true (as a lower court had held). However, the appeal court unani-
mously held that because the amount claimed to be owing on the
poster was not strictly correct, the tort of defamation had been
committed. It appears clear from the judgment that what activated
the court was its disapproval of the method of collection employed,
namely the publication of harmful information.

Moreover, the courts have held that if information is untrue, a
private credit agency cannot rely on the defence (known as quali-
fied privilege) that it has a duty to disclose the information to its
clients. (This is one area where Canadian law may be more protec-
tive of the individual than that of the United States, where quali-
fied privilege is often a defence). But if a private credit agency
cannot rely on this defence, the credit departments of two compa-
nies in the same line of business may be able to do so. Often one
company tells another about its dealings with a particular customer
and these communications may come within the defence of quali-
fied privilege unless'the statement is nialicious.

In summary, the tort of defamation may continue to provide
one approach to the protection of privacy. However, the conceptual
difference between reputation and personal integrity is likely to
limit the usefulness of defamation in protecting the privacy of
information about a person. A man’s reputation is essentially based
on the assessment and esteem of others. His personal integrity is
fundamentally a matter internal to himself and relates to his self-
esteem. Reputation is legally recognized to be injured by falsehood
or malice. Personal integrity may be injured merely by facts about
an individual passing out of his control. The invasion of privacy
may thus not be defamatory; defamation, although it may cause an
individual anguish, need not invade his privacy.

It is worth noting that defamation is also a crime in Canada. It
differs from the tort in that truth is not necessarily a defence. Thus,
for example, if a credit reporting agency issued a damaging report
about a person seeking credit, this person could, theoretically,
prosecute the agency because of the damage he suffered and a
guilty party could be imprisoned for up to two years. On the other
hand — and even if the report is false — case law has determined
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that the employee of the agency will not be criminally liable for
this defamatory act if he was not motivated by “ill-will”, if his
conduct was reasonable in the circumstances, and if the recipient of
the report had a legitimate interest in receiving it.

Individuals, in the course of their lives, enter into a variety of
relationships with others in which information is imparted or
exchanged. In certain cases this information is acknowledged by
society and by law to be confidential. Accordingly, the law places a
kind of protective wall around the information, restricting it to the
parties concerned.

The question of the divulgence of confidential information
frequently arises in relation to the evidence that may be advanced
in court. Under both federal and provincial laws-of evidence,
discussions between husband and wife and between solicitor and
client are privileged and need not be divulged in testimony. Similar
protection is afforded to other relationships under various provin-
cial statutes. Further, information acquired by the Crown may be
kept private if the trial judge considers that it is in the public
interest to do so.

A second way the law protects confidentiality is through free-
dom of contract. Thus, an individual can assure privacy by making
conﬁdentiality a condition of contract. For example, if a man who
is in debt is forced te sell his house, he might be able to stipulate
that this fact be held confidential under penalty of breach of
contract. The contractual area of confidence can be as wide as the
parties agree.

Beyond express contractual relationship, the courts have
shown a willingness to find an implied contract or obligation of
confidence in certain situations. Thus, as early as the 1888 case of
Pollard v. Photographic Co." a photographer was restrained from
selling or exhibiting photographs of a lady who had paid him to
phetograph her partly on the grounds that there existed an implied
contract not to use the negatives for such purposes and partly
because he had abused “the power confidentially placed in his
hands merely for the purpose of supplying [a] customer.” This
reasoning ‘might equally be applied to situations where a person
confides information to another for one purpose and it is dissemi-

_nated to third parties for other purposes.
But a broader protection of confidentiality exists in the equita-
ble jurisdiction of the courts. Whenever a confidential relationship
occurs, the courts will intervene to prevent abuse of the confidence
- by one of the parties. The confidentiality of the relationship may
arise from nugnerous sources: status (as between husband and
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wife), contract (as between doctor and patient), or under statute (as
in the federal and provincial Income Tax Acts). Indeed, the courts
have been willing to protect confidential relationships even in the
absence of one of these three sources of confidentiality. For exam-
ple, in the 1948 English case of Saltman Engineering Co. Ltd. v.
Campbell Engineering Co. Ltd.,"” the defendant company made
certain tools for its own use from drawings furnished to it by the
plaintiff company on a confidential basis. Even though no contract
existed between the two companies, the court held the defendant
liable for breach of confidence. One of the judges, Lord Greene,
formulated this principle:

“The obligation to respect confidence is not limited to

cases where the parties are in contractual relationship ....

If a defendant is proved to have used confidential infor-

mation, directly or indirectly obtained from a plaintiff,

without the consent, express or implied, of the plaintiff,

he will be guilty of an mfnngemem of the plaintiff’s

rights.”"

The law’s capacity for growth in this area can also be seen in
the 1965 English case of Argyll v. Argyll"* where the court went
beyond the protection previously accorded to communications
between husband and wife. There the wife obtained an injunction
to restrain her former husband from publishing confidential mat-
ters about their married life. The court made it clear that it was not
relying wholly on existing precedents but was basing its decision on
the general “policy of the law’”:

“If this were a well-developed jurisdiction, doubtless there

would be guides and tests to aid the court in exercising it.

If, however, there are communications which should be

protected and which the policy of the law recognizes

should be protected, even to the extent of being a founda-

tion of the old rule making husband and wife incompe-

tent as witnesses against each other, then the court is not

to be deterred merely because it is not already provided

with fully developed principles, guides, tests, definitions

- and the full armament for judicial decision. It is sufficient
that the court recognizes that the communications are
confidential, and their publication within the mischief -
which the law as its policy seeks to avoid, without further
defining the scope and limits of jurisdiction: and I have

no hesitation in this case in concludmg that publication of

the passage complained of would be in breach of marital

confidence.”"
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Although the two cases just cited are English, similar princi-
ples apply in the common law jurisdictions in Canada. Equitable
relief generally takes the form of an injunction, in this case pre-
venting a person from wrongfully using or disclosing information
obtained in confidence. However, damages may be awarded in
addition to or in place of an injunction. Such equitable damages
are rare, but may be useful to compensate for an invasion of
privacy. -This step could be taken where information has been used
for purposes other than those for which it was originally collected.
Indeed, equity may be particularly useful in protecting privacy
because “the court in the exercise of its equitable jurisdiction will
restrain a breach of confidence independently of any right at
laW.”m A

Statutes requiring the divulgence of information often recog-

nize its confidentiality. Perhaps the most stringent protection of
this kind is contained in the federal Statistics Act,'” which strictly
prohibits the disclosure of any information obtained under the
statute, or the use of information to identify particular individuals.
The federal Income Tax Act'® also prohibits the dissemination of
information to any person not legally entitled to it. However, such
prohibitions usually appear only in laws requiring specific facts to
be reported.

On the other hand, no general guidelines regulate what infor-
mation may, under law, be collected by governments. The invasion
of privacy occasioned by the collection of data may be com-
pounded where the facts collected are irrelevant to the stated
objectives of the law, all the more so if they are later used for other
purposes. Often, statutes authorize schemes (for example, welfare
plans) whose administration requires the collection of information
about individuals. Although the oath of office taken by all public
servants and the general law governing breach of confidence may
prevent dissemination of such information, there may be no legal
avenue to prevent its accumulation. Moreover, except as regards
sensitive information, the rules governing the occasions when and
the conditions under which personal information may be dissemi-
nated within the public service do not appear to be fully adequate.
The foregoing considerations apply with greater force to private

_organizations such as credit bureaux, for they are not subject to
‘many of the rules existing in government.

Apart from defamation and breach of confidence, negligence

and the principle enunciated in the case of Wilkinson v. Downton'®
' may, on occasion, provide some protection for privacy of informa-
tion.
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The relevance of an action for negligence to information
systems and privacy lies in the fact that it is the most general
remedy in the law of torts today. It is available whenever a court
finds that the defendant has a duty of care in the circumstances and
that his negligent conduct has caused the plaintiff damage. It might
cover the case where a databank operator possessing damaging
information about a person negligently allows its dissemination.

Again the related tort of negligent misstatement might be
expanded. This tort will cover the situation, for example, where a
bank gives a wrong credit reference about a customer who later
goes bankrupt. The person who gave credit to the customer will
have a remedy. Thus far, however, the tort has only given a remedy
to a plaintiff who acted upon the information to his detriment It
has not yet been extended to the opposite situation, where the
customer has suffered the loss, but this may, in time, occur.

A, more remote possibility is the principle in Wilkinson v.
Downton, where the court held that liability in tort may be imposed
for any intentional act that results in harm. Though little used, the
principle might have some applicability in relation to certain activ-
ities related to information collection and dissemination. It was
applied in Janvier v. Sweeney”' where the defendants, private detec-
tives, had sought to obtain information about the plaintiff’s em-
ployer by threatening that they would reveal damaging informa-
tion about the plaintiff’s fiancée. As a result of the threat the
plaintiff suffered nervous shock and recovered damages from the
defendants.

4. The Relevance of the Law of
Property

It was noted earlier that the law may be interpreted as recog-
nizing certain zones of privacy in relation to a person’s property
and to his physical person. Certain protections of privacy in rela-
tion to property are also important in relation to the gathering,
handling and transfer of information about him. Moreover, the
protection afforded privacy in relation to one’s property suggests
the notion of a core of privacy.

The physical or territorial zone of privacy has historically
been defined in terms of the law of real property. In great measure,
legal protection of the individual’s enjoyment of property is to be
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found in the torts of trespass and nuisance in common law jurisdic-
tions, in the law of delicts in Quebec, as well as in certain pro-
visions of the criminal law.

An action for trespass may be brought for the unlawful pres-
ence of a person on another’s land. Technically it does not require
an individual to prove that damage has resulted from the trespass.
Courts, it is true, will only award nominal damages for trivial
disturbances, but a significant invasion of privacy will not be
regarded as trivial. Privacy is further protected by the Criminal
Code which makes various physical penetrations of a house or
land, such as housebreaking and trespassing at night, punishable
offences. A physical zone of privacy in which an 1nd1v1dual may be
protected is thus delineated.

The tort of trespass tends to protect privacy of information by
keeping people physically away from sources of information. But it
does not extend to all invasions of informational privacy. For
example, if an intruder in a person’s house discovers certain facts
which the owner considers private, such as his membership in a
political party which the intruder learns by finding his membership
card, a loss of privacy will be an effect of that trespass, but will not
be covered by the tort. This, of course, does not rule out other
remedies (such as, for example, an action for conversion or prose-
cution for theft, if the intruder wrongfully appropriates the card).
Moreover, equitable principles, increased damages and criminal
proceedings might be appropriate responses to such invasion of
intellectual privacy.

There are, as well, instances outside the field of property where
the provision of physical privacy is intefided to protect the privacy
of information. Well known examples are federal and provincial
statutes guaranteeing the secrecy of ballots in elections by estab-
lishing total privacy in the polling booth.

- With respect to the laws governing the search of premises, the
recent New Brunswick case of Re K.C. Irving Ltd. v. The Queen™
highlighted the relevance of considerations of privacy that reach
beyond the property context to the informational. In that case,
combines investigation officers had, under warrants duly issued,
searched the homes of three individuals in order to obtain certain
.information relevant to a charge of violating the Combines Investi-
gation Act which they suspected might be hidden there. The court
held that the issuing and execution of these particular search
warrants constituted an invasion of privacy, since the warrants had
been issued without reasonable grounds for believing that the
individuals. were concealing or were likely to conceal evidence.
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Similarly, the laws dealing with searches of the person also protect
privacy. Under the Criminal Code, a personal search of an individ-
ual can be made by a policeman only under certain circumstances
— where he has valid reason to believe that the individual has, or is
about to commit a crime. Otherwise, a search of a person even by a
policeman is an assault punishable as if committed by anyone else.
To the extent that the crime of assault involves indignity as well as
physical harm, it protects privacy in the intellectual sense as well as
the physical.

The responsiveness of courts to claims to personal privacy is
evident in various parts of the law. For many years, the common
law has recognized that an individual has a legal interest in such
personal matters as his name, likeness and the contents of personal
letters.

The spirit of the law is well exemplified in the case of Williams
v. Settle® There the defendant, a commercial photographer, was
engaged to take photographs at the plaintiff’s wedding. Some time
later the plaintiff’s father-in-law was murdered and two newspa-
pers persuaded the photographer to sell them a picture of the
wedding group, which was then published. The plaintiff’s suit
succeeded on the ground that the plaintiff owned the copyright in
the picture. It is true that the plaintiff could not have succeeded if
the copyright had belonged to the photographer (and not the
plaintiff), but as the Pollard case discussed earlier demonstrates, the
courts can be astute in finding a remedy. The court in Williams v.
Settle went on to award exemplary damages because of the per-
sonal values infringed. Sellers J. stated:

“it is sufficient to say that it was a flagrant infringement
of the right of the plaintiff and it was scandalous conduct
and in total disregard not only of the plaintiff’s legal
rights of copyright but of his feelings and of his sense of
family dignity and pride. It was an intrusion into a man’s
privacy, his life, deeper and graver than an intrusion into
a man’s property.””*

From cases such as these, scattered in various areas of the law,
it is possible that the courts may find it necessary to develop a
comprehensive remedy for the protectlon of privacy, though this,
of course, is by no means certain.

:
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5. Spectfic Statutory Remedies for
Invasion of Privacy

Two provinces have decided not to wait for the gradual evolu-
tion of doctrines for the protection of privacy by the courts, and
have enacted statutes declaring a general right of privacy.

British Columbia was the first province to enact a Privacy Act,
in 1968 The Act makes it a tort, actionable without proof of
damage, “wilfully and without claim of right, to violate the privacy
of another” (s.2) or to make use of a person’s name or portrait
(includipg impersonation or caricature) without consent for the
purposes of trade or commerce. According to s. 2(2):

“The nature and degree of privacy to which a person is

entitled in any situation or in relation to any matter is

that which is reasonable in the circumstances, due regard
being given to the lawful interests of others; and in
determining whether the act or conduct of a person con-
stitutes a violation of the privacy of another, regard shall

be given to the nature, incidence, and occasion of the act

or conduct and to the relationship, whether domestic or

other, between the parties.”

So far only one. action has been brought under section 2.2
There the plaintiff became ill as a result of knowing that he was
being watched and followed. It was held in the first instance that
this surveillance was an actionable tort under the Act. However, on
appeal it was decided that the defendant was not in breach of the
Act because the surveillance was “reasonable” and because the
worry, apprehension and emotional upset of the plaintiff were not
relevant to the question of whether his privacy had been violated.

Manitoba also has a Privacy Act, which came into force in
19707 Like the British Columbia legislation (although the differ-
ence in phraseology is worth noting) the Act makes it a tort,
actionable without proof of damage, “substantially, unreasonably,
and without claim of right” to violate the privacy of another (s. 2).
Section 3 provides non-exclusive examples including surveillance
of any kind, intercepting telephone conversations, unauthorized
‘use of name, likeness of voice for purposes of gain, unauthorized
use of personal documents. These examples suggest that the Act
may go further than the British Columbia Act towards protecting
the individual. Neither Act defines privacy, however, except in a
" negative sense.” -

Both of these Acts appear to be aimed mainly at discouraging
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unsavoury methods of collecting information and its unauthorized
use by the media. Other provincial legislation, in Manitoba, Que-
bec and Saskatchewan may be more relevant to the problems
considered by the Task Force.

Probably the most sweeping legislation affecting private infor-
mation systems is the Manitoba Personal Investigations Act of
19712 With certain important exceptions, including provincial
and municipal governments and their agencies, the Act requires
that: the person being investigated either consent to such investi-
gation or be notified of it in writing; certain kinds of information
(e.g., as to race, ancient legal history, uncorroborated investigative
information) shall not be included; information contained in a
personal report shall not be divulged except in specific circum-
stances; the subject of a report shall be entitled to see it and to be
informed of the source of the information in it; the subject may
protest any inaccuracies disclosed. The statute is penal in nature
and no civil liability is imposed except in cases of malice or
negligence.

In Quebec, sections 43 to 46 of the Consumer Protection Act
(1972)* provide some relief for the subjects of credit reports by
enabling them to examine and obtain copies of reports concerning
them and to register their comments on the report. There is,
however, no restriction on the type of information that may be
collected or the use-to which it may be put. And there is no means
of ensuring that corrections reach those persons who may have
received an erroneous report.

The Quebec Public Protector Act (1968)* may provide relief
where damage to individual privacy has been caused by a public
servant. Section 13 simply states that:

“The Public Protector shall make an investigation upon

the application of any person whenever he has reason to

believe that in the exercise of an administrative function

the holder of any position ... under the government ... has

wronged such person.”

Other provisions also protect the confidentiality of informa-
tion required by the Public Protector in the course of his duties; in
particular, he cannot be compelled to reveal such information by
the courts. o

Finally, the Saskatchewan legislature passed an Act in 1972
(to become effective in 1973) to regulate credit reporting agencies.
The Credit Reporting Agencies Act”’ prohibits the operation of
such agencies without a license and attaches conditions to the
obtaining and renewal of licences. In particular, the agency is
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bound by rules concerning the divulging of information, the per-
missible contents of personal reports, disclosure of the information
to the subject, and the registration of any disagreement by the
subject including, unlike the Quebec legislation, the duty to inform
recipients of the report of the disagreement. Like the Manitoba
Personal Investigations Act, this legislation is penal in nature. -

6. The Development of a General
Right to Privacy

As%an be seen from the preceding analysis, the law relating to
privacy in Canada may be deficient in a number of respects. In
some instances, it fails to extend to situations which individuals
regard as requiring protection from intrusion, and in others it
provides inadequate protection by reason of certain conditions that
compromise the extent and operation of these laws. Nevertheless
certain important developments can be noted.

In the common law provinces, we have already seen that
British Columbia and Manitoba have enacted legislation specifi-
cally making it a tort to violate privacy. On the judicial side, certain
common law judgments by the courts have shown considerable
responsiveness to privacy problems arising in various areas, such as
defamation and confidentiality. On the other hand there is as yet
no specific common law tort of invasion of privacy. Such recogni-
tion as has been accorded to privacy in tort law by the courts has,
therefore, been sporadic and strictly copfined to remedies sought
for invasions definable in law in other areas.

It appears likely that in the legal interplay between legislatures
and courts, protection of privacy in the common law provinces will
increase in the face of challenges to personal privacy and related
values posed by the development of increasingly efficient informa-
tion systems containing personal data. It is by no means clear,
however, that a general tort of privacy will be developed by the
courts, although statutes such as those enacted in British Columbia
and Manitoba may contribute to such a development.

In Quebec, the fault-oriented delictual régime based on Article
1053 of the Civil Code has also permitted progress. Indeed, some
have argued that the case of Robbins v. the C.B.C.** decided on the
basis of Article 1053, has established that there is a right to privacy
- in Quebec. However, it is well to note that this is thus far the only
case on the matter. Furthermore, it has been suggested in French
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doctrine, which might be relevant to Quebec, that such a right
could be seen as a droit de personnalité under the civil law.

The federal Parliament may also be able to protect privacy by
use of its criminal law power. It has not done so in a general way,
but the Protection of Privacy Bill is one step that demonstrates
responsiveness in the area.

Whether viewed optimistically or pessimistically, it is clear
that case law in Canada contains. no compre¢hensive concept of
privacy to inform court decisions or legislative enactments. Thus
far, Canadian law provides insight, if at all, only into various
negative conceptions of privacy in terms of particular “pinpricks”
or invasions of it. These are merely seeds, legislatively and judi-
cially scattered in different parts of the field, whose prospects for
sprouting into a coherent notion of privacy are by no means
certain.

The Task Force is of the view that a coherent claim to privacy
of information is developing and that its definition and elaboration
in law would be beneficial. This could serve to inform future court
decisions, lead to more effective legislation and generally produce a
better understanding of the nature of the issues at stake regarding

privacy.

On a conceptual plane, it is possible to argue that every fact :
about an individual in our society is directly related to his person-
ality and, in conséquence, that he has a basic and continuing i

interest in these facts not being disseminated to others without his
knowledge and consent. Society may intrude in a variety of ways
for a variety of reasons to require that individuals disclose certain
facts, but in doing so it should seek to give due weight to his basic
claim to privacy.

There may be a certain “core” of privacy which (although its i
boundaries may be legitimately varied by judicial and legislative ’
action in response to other social claims) must not lightly be
invaded lest an individual’s personality be violated. The same
consideration applies whether or not the individual concerned is
aware of the invasions or not. Once this claim to a core is recog-
nized, consideration could be given to its legal boundaries. This
would require a balancing of individual and other interests in
society. Consideration would have to be given to whether certdin
types of information have a special claim to protection (quite likely
a very small category including, perhaps, religion, ethnic origin,
political beliefs and sexual behaviour). Though the advantages
resulting from databanks would have to be given due weight, the
terms and conditions governing both the disclosure and the further
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dissemination of the various categories of information would also
require examination. Thus a right to informational privacy would
be recognized in principle by society and legally sanctioned. The
limits of the right would be then a matter for determination by
legislation and through the judicial process, and ultimately through
socio-political discourse.

Philosophically, the notion of a core of privacy represents a
continuation of our liberal socio-political tradition which has al-
ready recognized and characterized other rights flowing from per-
sonality, such as freedom of speech, freedom of worship, freedom
of assembly. But it may also be looked upon as a culminating right
in that it relieves the individual of having to assert particular
claims to be left free to engage in particular activities, such as
speech, worship and assembly. In asserting a right of privacy, he
may simply demand the right, as Warren and Brandeis put it, “to
be let alone” to pursue whatever his fancy dictates within the
boundaries of the law. Viewed in this light the right would extend
the range of rights already recognized to its logical conclusion by
encompassing the freedoms already mentioned as well as other
rights flowing from personality.

Juridically, legal development of the right might proceed
through the general development of case law or by the enactment
of appropriate statutes in the various jurisdictions. In this connec-
tion, the British Columbia and Manitoba statutes are significant,
although they do not go far in defining the right or weighing it
against other social demands. The work of the Commissioners on
Uniformity of Legislation and of various study groups in the
common law provinces would seem to indicate that the two statutes
might be the precursors of additional and more extensive enact-
ments.

In Quebec, the Office of Revision of the Civil Code has
already proposed the adoption of a bill of rights for Quebec which
it regards as confirming an ‘existing legal right to privacy rather
than enacting new law. In proposing the bill, the Office stated that
its proposal was founded on Article 12 of the Universal Declara-
tion of Human Rights which “has begun to be applied in Quebec
jurisprudence.” Article 12 proclaims that:

“No one shall be subjected to arbitrary interference with

his privacy, family, home or correspondence, nor to at-

tacks upon his honour and reputation. Everyone has the

right to the protection of the law against such interfer-

ence or attacks.” .

At the federal level, the Canadian Bill of Rights has been
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regarded by some as the appropriate statute in which to include a
right to privacy. This would have to be very carefully assessed,
however, in the light of a variety of factors including the applica-
bility and status of such a federally-created right in Canada.

In any case, whether or not appropriate privacy statutes are
enacted and however carefully they define a concept or concepts or
privacy, it will still be largely for the courts to determine whether
claims to privacy in particular cases are to be accepted and, in
making such adjudication, to define authoritatively the contours of
the privacy “core” in the light of other social claims. This could
lead to a more coherent law flowing from a direct approach to the
problem.

Beyond this, a coherent notion of a right to privacy could
serve to sensitize judges, legislators and private and public bureauc-
racies to claims to informational privacy on the part of individuals
and in clarifying what is in fact being claimed. It would, even as a
principle recognized at the level of serious social and political
discourse, provide individuals with a basis from which to work
towards enshrining the right to privacy in law.

7. The Adequacy of the Response

Even if a right to privacy was established in Canadian law, to
what extent, in the light of the empirical findings of the Task
Force, can a court-oriented response to the actual and potential
problems of privacy raised by information systems be adequate? In
the Task Force’s view, the courts alone can provide only partial
solutions.

One of the difficulties is that, as our empirical studies show,
privacy is only one of the issues raised by the increased utilization
of computerized data systems. Beyond privacy, there is the need to
prevent harmful information from being disseminated, the right of
access to information, questions of accuracy, and the like. There is
also, the individual’s need in the face of vast organizational infor-
mations systems to be included in the calculus of any governmental
response. To attempt to meet these and other interests or claims
raised by the rapid development of automated information systems
on the basis of judicial approach is simply impractical, if not
impossible. ‘

Another major reason why a court-oriented approach to pri-
vacy may be inadequate lies in the nature of the judicial process.
Reliance on the courts alone, either through the development of
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common law principles or through judicial interpretation of legis-
lative provisions, has a number of drawbacks. Litigation can be
costly and time-consuming; principles are developed slowly and on
a case-by-case basis even where statute law has been enacted; those
who are in a position to avail themselves of the courts may not be
representative of the social groups most frequently suffering in-
vasions of privacy; courts may lack the necessary expertise to deal
with rapidly changing computer technology; the use of the courts is
likely to be principally limited to situations involving substantial
pecuniary considerations, whereas equally serious invasions of pri-
vacy not involving direct monetary loss might never be brought
before the courts; and courts are generally oriented to the redress
of specific past wrongs. Invasions of privacy may in-fact be con-
stant, nagging and often minor, and may frequently occur without
the knowledge of the person concerned. There is a need therefore
for the continual surveillance of information systems with a view
to preventing these violations, to supplement the court-oriented
process of redressing post facto wrongs.

Ultimately what seems to be required, in addition to the
remedies that the courts can provide, is a more flexible approach
taking account of the requirements of the most effective develop-
ment and utilization of computers for their designed objectives.
Such an approach would be related more to the administrative or
regulatory process than the legal-judicial and it is to a discussion of
this that the Report now turns.
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Chapter 12
Regulatory Remedies

1. Background

A variety of proposals has been suggested for regulating
information systems in order to protect individual privacy and the
related values that may be threatened. Certain proposals were
made directly to the Task Force', while others have appeared either
in the general literature on the subject or in the reports of groups
working on related problems in other countries. These proposals
are regulatory in that they focus directly on databank activities;
they seek to prohibit certain practices considered intrusive upon
privacy and related values, and to facilitate the access of individu-
als to their personal files, taking due account of the operational
requirements of databanks. With the exception of self-regulation
by the databank industry, these proposals envisage more or less
detailed rules set forth in law and regulations, and implemented
under the surveillance of some type of administrative mechanism,
and with recourse in law to the courts.

Almost every authority on the subject — most recently the
report of the Younger Committee on Privacy in Britain and Arthur
" Miller in his 1971 book, Assault on Privacy — has argued the case
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for some form of regulation and, at the very least, for continuing
surveillance of the operations of databanks to the extent that they
may impinge upon privacy and related values.” Self-regulation has
also received considerable attention in a major study being con-
ducted by the British Computer Society.

The purpose of this chapter, then, is to describe and analyze
the various proposals that seek to regulate databanks and data
practices in the interest of individual rights. A number of these
proposals have already been embodied in provincial statutes, nota-
bly the Consumer Protection Act in Quebec, the Personal Investi-
gations Act in Manitoba, and the Credit Reporting Agencies Act in
Saskatchewan. Proposals will also be examined that have been
advanced, and in some cases enacted, in other countries as the
means by which government could respond to the threats posed by
information systems and practices.

In earlier chapters, privacy in the information context was
described as a claim or right to a “core” of privacy. In practice, this
aspect of personal privacy is inadequately protected. While privacy
claims brought before the courts have been fitted into existing
remedies, the problem that remains is the lack of a comprehensive
remedy for invasions of privacy. There are few laws regulating
what personal information may be gathered and compiled by
operators of information systems, who may or may not amass
personal information and thereby build dossiers on individuals, or
who may be given access to them. Regulation of information
practices may provide the means by which privacy and related
individual interests can be protected.

In discussing the various regulatory proposals, it is important
to keep fully in view the fact that they purport to regulate the
practices of information systems on which many sectors of society
increasingly depend. These systems organize information in a
manner which will process and “output’’ facts to produce
knowledge so that appropriate decisions can be made, such as to
determine whether there is space for a passenger on a particular
flight, on which clients are behind in their payments or who is
eligible for baby bonus cheques or unemployment insurarnce. In
short, information systems allow businesses, governments, and
other institutions to attend to their needs and to satisfy the expecta-
tions of society in an efficient manner. This last is an important
point; individuals and groups in society are continually making
new and increased demands which can be met effectively only by
efficiently-run organizations which in turn must acquire-and make
use of information about these “client” individuals or groups. Any
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regulation of databank operations accordingly must recognize the
legitimate interest of public institutions and private corporations in
obtaining, processing, and using information in order to do their
work properly and fulfil their social responsibilities. Regulation, to
be effective, would thus have to protect individuals without unnec-
essarily restricting the effective operation of legitimate information
systems.

2. The Objects of Regulation

In Chapter 10, questions of privacy and related values raised
by the Mhformation process were classified into five categories of
issues, namely: data gathering, file content, data storage and han-
dling, data dissemination and access. The possible regulatory re-
sponses to these issues are classified in the same way.

a. Data Gathering

The manner and methods adopted by organizations in collect-
ing data may be unnecessarily intrusive of personal privacy, or
may produce other harmful consequences. Some of the proposals
for remedying these situations attempt to place some limitation on
data-collection methods, while others attempt to restrict the infor-
mation collected to the purpose it is intended to serve.

Surreptitious listening and watching devices have been identi-
fied as an especially harmful method of data collection. Parliament,
through its examination of wiretapping legislation, is already con-
sidering steps to outlaw the use of such-devices in private investi-
gations (except for purposes of law enforcement and state security),
and also to make possession of them a crime.

Beyond these measures it has been proposed that the storage
in databanks of information that has been surreptitiously gathered
by electronic or mechanical devices should be prohibited. This
proposal elearly would discourage databank personnel from gath-
ering data surreptitiously. At the same time, as with the proposed
wiretapping legislation, certain areas such as law enforcement
might be exempted. Most investigatory information about crimi-
nals and suspects is accumulated by indirect means. Data such as
modus operandi, known associates, and personal whereabouts are
essential for police investigations of crimes, and their curtailment

could seriously impede efficient law enforcement.
‘ In general, it has been suggested that there ought to be guide-
lines regarding the qualification of data collectors, how they ought
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to conduct themselves, and the methods that they should or should
not employ.

It has further been proposed that data gathering be limited to
information that is clearly relevant to the purpose for which it was
solicited. This proposal, which has been described as “limiting the
direct enquiry”, would help to prevent the collection of unneces-
sary data and so reduce the opportunities for inappropriate use.

There are, however, a number of difficulties in limiting the
direct inquiry. One is that individuals are often in a poor position
to dispute the relevance of particular information demanded of
them, since giving the information is a necessary condition for
receiving a benefit, whether it is one to which the individual is
legally entitled (such as welfare) or is part of a commercial transac-
tion (credit). Another difficulty is that many people are conditioned
to believe that they must give information when asked to although
there is a growing tendency, especially on the part of groups
frequently the subject of research (e.g., native peoples, university
students) and of government enquiries (e.g., business firms), to ask
why the information is sought. Indeed, in one recent British Co-
lumbia case a Vancouver mother’s refusal to disclose to welfare
authorities the identity of her illegitimate child’s father was upheld
on the grounds that the information was not relevant. A policy of
limiting the direct enquiry could strengthen this tendency to ques-
tion the collection of unnecessary and irrelevant data.

Another difficulty is the highly subjective nature of the alleged
relevance of any particular item of information in a particular
context. This is a problem for both data gatherers and data subjects
and might give rise to many confrontations in the course of data
gathering. Guidelines might be of some assistance but could only
cover a limited number of situations. Large institutional collectors
of data also fear that this type of approach could leave large gaps
in information to the detriment of informed decision-making.

Beyond limiting the enquiry, one proposal suggests that a
blanket prohibition be imposed on the collection of certain types of
data. Exceptions would be made only where they were dictated by
an overwhelming and statutorily expressed social interest, and then
only according to legally-prescribed procedures designed to pre-
vent misuse. While the lists of proscribed data vary (and perhaps
one of the drawbacks of this approach is that agreement would be
virtually unobtainable), political and religious views and sexual
behaviour are usually included. Great care would have to be taken
not ‘to inhibit unduly or censor the flow of information and
knowledge in society, especially since people who would not object
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to divulging certain information to some enquirers, such as poli-
sters or academics, might object to disclosing the same information
to government or a private company.

b. The Contents of Files

Information, no matter how relevant when first collected, may
become obsolete over a period of time. Examples include past
criminal history, past financial misfortunes, past physical illness,
and the thisdemeanours of adolescence. One of the most persistent
fears of the impact of computers upon the information process is
that their very efficiency will ensure that no errors or misfortunes
will ever be forgotten, nor in effect ever forgiven.

Although all are not required to do so by law, a number of
information systems provide explicitly for the expunging of obso-
lete information in personal files. It is not uncommon for em-
ployer-employee contracts to contain provisions in this respect.
General guidelines regarding expunging of obsolete information
have been provided, in which the precise time-limits vary accord-
ing to the nature of the¢ information and the type of databank.

Accuracy raises even more fears than relevance. When issues
such as credit, insurance, or employment are at stake, an individual
can be severely harmed by inaccurate information. Tests of accu-
racy are hardest to define for information which may be literally
true but inaccurate in context. An example would be the recording
of an unpaid debt without a parallel notation of the legitimate
reasons for its non-payment. Suggestions have been made that
individuals should be permitted to clarify such details by inserting
their own account into the record, and this right has been enacted
in Quebec; Manitoba and Saskatchewan.

Accuragy is also linked to notions of the currency of data. Out-
of-date files may be accurate in their specific content but inaccurate
in the light of subsequent events. Thus if a past debt is paid but this
fact is not recorded in the file for several months, the file will
remain false until it is updated. Since the responsibility for ensur-
ing the accuracy of files rests with the databank operator, it has

“been suggested that he be required to update and review files
periodically.
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c. Data Storage and Handling

In terms of storage, privacy is largely a function of “confiden-
tiality”, which in turn is a function of system security. The greater
the security in which data is held, the greater the degree of
protection of privacy provided. Security is not, though, synony-
mous with privacy. The most secure systems, such as those of police
and intelligence agencies, may be the most intrusive of privacy. At
the same time, an insecure system adds this threat to privacy to any
others that the system may present.

In Chapter 9, the Task Force examined the general state of
security of information systems in Canada and analyzed some
ways it might be enhanced. The level of security necessary for a
particular system is related to the sensitivity of the information it
contains and the value of that information to others who might
profit from access to it. Financial information tends to be both
sensitive and valuable. Medical information, however, often would
appear to be valuable only to the individual concerned.

Apart from the sensitivity of information, adequate data se-
curity varies among systems depending on their size, their technical
characteristics, the value of the data stored in them, and the
amount of money available to pay for security. Since the purpose
of all security arrangements is to limit access to a system to
authorized persons, and since computerized systems are more read-
ily susceptible to protective techniques, automation should provide
an opportunity for the establishment of general minimum stan-
dards. The principal object of setting security levels would be to
make the cost of intrusion — in monetary and other terms — higher
than the value of the information obtained.

A key factor in any security system, often overlooked in the
rush of attention to sophisticated computer-based passwords and
locks, and to encoding techniques for the long-distance transmis-
sion of data, is that no security system is stronger than its weakest
link. A loquatious enumerator can do more damage than a faulty
password. Similarly, the empirical studies turned up the case of
highly confidential data contained on a tape being transported in a
taxi unaccompanied by any official.

The Task Force has taken note of various proposals that
personnel engaged in the processing of personal information
should be security cleared and bonded. While security clearances
are normal in certain areas of government and industry, the levels
of clearance required vary with the sensitivity of the information
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involved. It might be difficult to establish general standards. Bond-
ing is normally used as a supplementary measure of indemnifica-
tion against civil liability and for this reason may be of limited
utility.

d. Data Dissemination

The dissemination of personal data about identifiable individ-
uals represents the greatest threat to personal privacy. Information
collected from an individual with his knowledge, for purposes of
which he approves, can be made available to others without his
knowledge and may then be used by them for purposes of which he
neither approves nor is aware. This is the point at which an
individual can be said most truly to lose control over information
about him, at which his fears about “having no place to hide” from
his past — immediate or ancient — become most urgent, and at
which his privacy becomes most vulnerable.

A range of protective remedies has been proposed. One would
impose a blanket restriction on any exchange of information
between databanks. A less extreme and more feasible proposition
would restrict exchange to recipients who can prove a “need to
know?”, or who are connected to the primary purpose for which the
information was collected in the first place. The information dis-
seminated could also be limited to what was directly relevant to the
“need”. Guidelines to establish the conditions of such permissible
exchanges would have to be established.

Another range of proposals concerns the relationship between
the subject individual and the databank- Approval by the individ-
ual of all proposed data exchanges might be required, or alterna-
tively, since this might entail heavy operating costs, his approval
might be required only where information about him is to be used
for-purposes other than those for which it was originally intended.
A related suggestion is that the individual might approve a range
of intended exchanges with other databanks at the time the infor-
mation was collected. A less rigid approach would require the
databank to inform the individual of all exchanges, or to furnish a
list on demand, and to provide an opportunity for the individual,
when he sees fit, to contest a particular exchange in the light of the
stated objectives of the databank.

Consent raises a number of complex issues. For one thing,
there would probably be objections to an approach requiring ad-
" vance consultation with an individual in every case where informa-
tion about him is to be disclosed to others. In another sense,
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consent may sometimes be difficult to determine. For example,
personal information might be disseminated by a welfare agency,
ostensibly for an individual’s benefit; he would probably not try to
prevent this, but it is questionable whether the consent really would
have been freely given. In certain cases, information may have
been gathered for a stated purpose, but its uses for other purposes
can be of significant benefit to others and to society at large, for
example in law enforcement, particularly where state security is
involved. Some would suggest that any consent requirement be
waived in these cases. They would, however, still want to safeguard
privacy, and it has been suggested that law-enforcement authorities
seeking access to stored data might be required to obtain search
warrants under roughly the conditions specified in the Criminal
Code. Certain prohibitions against dissemination already exist, of
course, such as those applying to doctors and lawyers, or to the use
of tax records or census data’.

Controls over the dissemination of stored data cannot all be
subsumed under a single formula that would apply to every case.
There is a danger that over-zealous controls would prevent infor-
mation systems from functioning effectively, or prevent individuals
from having access to information which should ordinarily be
made public. Any controls should aim to restrict dissemination to
cases of clear need and, whenever possible, to those where the data
subject has given his'consent. ’

e. Personal Access to Personal Records

A recurring theme in this Report has been that it is the privacy
of individuals that may be invaded, while the invasion is done by
institutions, that is the operators of databanks. The imbalance
between the two is evident. This applies at every stage of the
process. The individual has disclosed information about himself in
order to obtain a benefit; or the information is collected without
his knowledge. The databank operator often unilaterally deter-
mines the levels of security he considers necessary and, outside a
limited range of exceptions, he may also unilaterally decide
whether the information should be disseminated to third parties.

This imbalance in power between the subject of information
and its possessor is a key reason for many of the regulatory
proposals advanced. Yet no matter how much external assistance
may be provided to redress the balance by controlling the activities
of databanks, the individual remains the protagonist in the drama.
Only an individual can determine whether particular types of
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information are of importance to himself or herself and therefore
worth the effort required to ensure their accuracy or to restrict their
dissemination. At present an individual has few mechanisms —
other than a court action, or a complaint to his Member of Parlia-
ment or to the press — to control the circulation of information
about him. The starting point of this lack of control lies in the fact
that individuals have almost no knowledge of what happens to
information collected about them, and therefore have few opportu-
nities to dispute the uses to which it is put.

Many authors have recommended that people should have a
general right of access to stored data of which they are the subject.
Access to credit files is incorporated in the United States Fair
Credit Reporting Act of 1971, and in the recommendations of the
Younger Committee in Britain.

The right of access, in its basic form, would give an individual
the right to know of the existence of any file containing personal
information about him and to see it on demand. In most versions,
this right includes the right to challenge an entry in the record as to
its accuracy, completeness, current validity, and relevance. The
Quebec, Manitoba and Saskatchewan Acts give the right to insist
that his own views be placed on file, permitting him to elaborate on
or to clarify personal details in the record which might be vague or
misleading. :

Most people are aware, at least in general terms, of the exis-
tence and location of most of the important files that concern them
(financial, credit, insurance, medical). But they probably do not
know of them all, nor do they know when important changes in
their files are made. Consequently, the suggestion has been ad-
vanced that databank operators should notify the individual con-
cerned when they open a new file on him or make major changes in
his existing file.

- Widely varying types of notification are possible. People could
simply be advised that a file has been created and its purposes, or a
complete or partial printout of the file could be sent to the individ-
ual (the Younger Comnnittee estimated the costs of doing this at
between 8¢ and 9¢ per printout). In addition to either of these
approaches, individuals might be advised of all uses made of the
file or be able, on demand, to obtain a list of these uses.

In selecting among these approaches, a balance will clearly
have to be sought between effectiveness in terms of increased
benefits to the individual and the increased costs to databank
" operators. While no hard evidence has been collected, it would
appear unlikely that most people would be sufficiently concerned to
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seek full information, that is printouts and notification of all uses,
on all files maintained about them. Yet some will want to, and
would presumably exercise such rights. A satisfactory approach
might therefore be to provide individuals with an on-demand right
to see a complete version of the file kept by major information
systems ‘and to learn of all the uses to which it has been put; this
would avoid sending large amounts of unwanted information to
individuals through the mails. .

Certain practical difficulties in the way of a general right of
access and notification on demand must be considered. Some files,
such as those of credit bureaux, are maintained in the form of
coded alpha-numeric symbols, so that provision would have to be
made for a full explanation to the individual requesting access. The
value of access can be reduced if databank operators are free to set
prohibitive rates for the exercise of this right, as apparently occur-
red (fees as high as $25 in some instances) immediately following
passage of the United States Fair Credit Reporting Act. It is also
alleged that some databank operators have used the occasion of
visits as an opportunity to gather additional information about the
individual.

Even if a general right of access is accepted as desirable, it is
clear that important exceptions would have to be made. Medical
records, particularly those of psychiatric patients, may well contain
information that it would be inadvisable for a patient to see. The
records of intelligence agencies represent a clear need for an
exemption. Law-enforcement agencies could claim similar exemp-
tion, although partial access might be provided. The contents of
basic police files can be divided into criminal history and investiga-
tory data. It has been suggested that access might be provided for
that part of the file containing a history of criminal acts, including
previous arrests, convictions, sentences, all of which are objective
and form part of the “public record”’. Access to criminal history
files is provided by the United States Project SEARCH, an inter-
state police computerized information system. Access to investiga-
tory data, covering details such as modus operandi, known associ-
ates, and personal whereabouts would be inappropriate.

It has been argued that most people would rarely avail them-
selves of their right of access, and that databank operators cori-
fronted by damage suits arising from false information might
‘argue that failure to exercise the right of access implies acceptance
of the data contained in the file. A contrary view is that the
existence of a right of access, however little exercised, would
provide a powerful incentive for databank .operators to upgrade
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the accuracy of their files and thus avoid time-consuming, and
therefore expensive, disputes with individuals about detailed items
of information.

Related to the issue of access is that of informed consent, an
issue to which the United States President’s Commission on Fed-
eral Statistics devoted considerable attention. While the term “in-
formed consent” lacks precise definition, it implies that individuals
should be.fully informed of the reasons for which information is
being sought and the uses to which it will be put.

3. The Subjects of Regulation

As mentioned earlier, the term “databanks’ is used as a
convenient shorthand for various types of information systems
that are not in fact a homogeneous and well-defined class. Al-
though a system of, say, medical records bears certain physical and
operational similarities to a system of financial records, the two
will be wholly distinct in their contents, style of operation, and
objectives. The purpose of regulation clearly is not to control
databanks as such but rather to regulate the activities of informa-
tion systems containing personal data sensitive enough to cause
harm to individuals if misused. Thus the degree of regulation
which might be appropriate to a databank containing highly sensi-
tive information, such as that of a credit reporting agency, would
be quite inappropriate for a databank containing information
available to the public, such as that in a municipal registry of
property tax assessments.

Despite the glamorous aura of the term, a databank means no
more than a store of information from which particular items can
be extracted at will. Strictly speaking, for example, a housewife’s
collection of recipes or a telephone directory are databanks. Much
attention has been given by the Organization for Economic Co-
operation and Development (O.E.C.D.) to the development of a
precise operational definition of a personal databank. That prefer-
red by the Task Force was developed by the Manitoba Law Reform
Commission:

“An information storage operation which can supply per-

sonal information about specific individuals, identifiable

by name or by means through which the name may be

readily obtained.”

This definition includes manual as well as automated systems;
" it excludes statlstlcal systems-except in those instances where, in
order to update data, coded individual files are maintained. In one
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attempt to limit the number of personal databanks affected, a
Private Member’s Bill introduced into the British Parliament ex-
cluded all systems except those containing “one hundred thousand
or more names”.

At the beginning of this Report, information systems were
divided into three broad types: administrative, statistical, and intel-
ligence. Intelligence systems, for reasons of security, represent a
special class and would normally be excluded. from any general
regulatory process. Administrative systems represent by far the
largest class and, for the purposes of rule making, it may be useful
to subdivide these into internal (employee) and external (customer,
client, subject) classes, and to sub-divide the latter into functional
groups such as finance, medical, etc.

Two other approaches which ought to be noted would restrain
the scope of regulation by concentrating attention upon actual
problem areas. It can be argued that general regulation is inappro-
priate, and perhaps not feasible given the wide variety of subject
types. Regulation could rather be directed towards specific areas,
such as that of medical records, as proposed by the Ontario Medi-
cal Association. Comparable action in the field of credit has been
undertaken by Quebec and Saskatchewan, and has been debated in
the Ontario Legislature.

The advantage of this approach is that attention is given to
specific areas where 1t is required. Difficulties include the establish-
ment of widely differing standards, a dispersion of expertise, and
the fact that certain relatively small but important areas may never
be attended to at all.

Another distinctly more academic approach has been to try to
develop some form of “information sensitivity scale”, beginning
with the most sensitive, such as personal sexual morals, and con-
cluding with the least sensitive, i.e., information already available
to the public, such as street address and telephone number. An
approach of this type has been made by a team at the University of
Oslo as part of a study for the Ministry of Justice. The ineradicable
difficulty is that any item of information gains sensitivity and
importance only in the context of use. However, while no objective
“information sensitivity scale” can be devised, information in a
particular databank can be graded on the basis of sensitivity, and
different rules applied to different grades, as in the distinction
between criminal history and investigatory data in police records.

A consideration of more fundamental significance resides in
the need to make a sharp and clear distinction between regulation
of ‘databanks in respect of privacy and regulation of databanks as
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such. Control over databanks insofar as privacy is concerned must
not be allowed to proliferate into control over the information
itself. The consequences, if this happened, including censorship
and information selection, could be far worse than the disease that
regulation was intended to cure. The Task Force therefore takes it
as axiomatic that if any regulatory model were to be adopted, its
responsibilities should be limited strictly to those activities of
databanks which relate to privacy.

4. The Mechanisms of Regulation

Most regulatory models comprise a set of rules governing
databank practices, to be set forth in statutes, together with an
administrative mechanism with some role to play in implementing
the rules (although this varies among different proposals). Enforce-
ment of the rules might be left entirely to the erdinary courts or to
an administrative mechanism (although the courts would retain the
final authority in matters of law arising from the operation of
databanks). Three possible mechanisms are an independent regula-
tory tribunal, a surveillance agency, and a complaint mechanism or
Ombudsman. These mechanisms, which are examined below, are
not mutually exclusive, and the adoption of a regulatory model
embodying elements from all three is quite conceivable.

Operating rules or guidelines could be included in statutes
directed at databanks generally, or in statutes regulating particular
activities, such as banking, which happen to use databanks. While
the regulatory mechanisms outlined below envisage general stat-
utes, the latter alternative is also discussed.

a. Independent Administrative Tribunal

- A number of proposals envisage the establishment of an ad-
ministrative tribunal or regulatory board with responsibility for
supervising the practices of databanks as they affect privacy and
related values. Within guidelines laid down by a legislature, such a
tribunal could regulate databanks in respect of matters such as
security standards, data-collection procedures, accuracy and rele-
wvance of data, exchange of data with other databanks, provision of
opportunities for access by subjects, and notification. Normal prac-
tice is for the legislature to set down the objectives of the regulatory
body (as for example in the case of the Canadian Radio-Television
" Commission) and establish fairly broad operating guidelines, but
to leave the regulatory body free to make decisions in particular
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cases and develop additional regulations in the light of experience.
The regulatory body could monitor databank activities and hear
individual complaints. The enabling legislation would establish
clearly the classes of databank falling within the authority of the
statute, and these might then be subject to licensing. The recent
report of the Swedish Ministry of Justice* proposed a compulsory
licensing system, whereby a licence from a Data Inspection Board
would be required before personal information in any databank
(or register) could be computerized. A licence would be granted “if
there is no reason to believe that undue encroachment on privacy
will result from the register.” To prevent intrusions on privacy, the
Board would prescribe conditions governing the collection, han-
dling, and dissemination of data.

The essential advantage of a formal regulatory body lies in its
ability to prevent, or at least minimize, the occasions for invasions
of privacy by ongoing supervision, rather than by having to react
only after the fact. By virtue of its power to issue and revoke
licences and to formulate and amend regulations, the board, pre-
sumably with sufficient expert advice, would be able to maintain a
high degree of flexibility to meet the exigencies created by rapidly
changing technology.

The deficiencies of this approach derive from the fact that a
formal regulatory board is, even in the best of circumstances, a
fairly heavy-handed instrument to deal with a subject as evanescent
as personal privacy. A determination of whether privacy has been
invaded in a particular instance requires an exercise in subjectivity
quite unlike that required to determine, for example, whether a
particular television station has fulfilled its Canadian-content re-
quirement. The development, in legal terms, of a privacy “core”
concept might prove helpful. Nevertheless, it is likely that a sizable
area of discretion would remain, along with the possibility of
arbitrary decision-making in this very sensitive and complex area.

b. Surveillance Agency

Throughout this Report, qualified phrases have been used such
as “potential invasions”, or “circumstances which might lead to
invasions”. Aside from the caution endemic to authors of -all
government reports, the fact remains that, while there is evidence
of concern among the public, and clear evidence that invasions can
take place, no proof of widespread invasions actually occurring has
been advanced in this or in any other study of the issue. At the
same time there is little reason to be sanguine; we have also noted
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the continuing, and seemingly inexorable, advance of information
technology.

The Younger Committee, after its two-year study, recom-
mended: “That the Government should legislate to provide itself
with machinery for keeping under review the growth in and tech-
niques of gathering personal information and processing it with
the help of computers.” A somewhat similar proposal was ad-
vanced by the United States President’s Commission on Federal
Statistics.

The functions of such an agency could encompass that of
continuing surveillance of the techniques and procedures of data
collection, storage, and distribution, with particular attention to
technological innovations. It could be empowered to investigate, in
respect of privacy and related values, major new planned systems,
whether in the private sector such as, for example, the so-called
“electronic banking systems”, or in the public domain, such as
proposals to establish a Single Identifying Number system. The
agency could make reports, containing recommendations for con-
sideration by government, on such new systems, and could be
empowered to issue regular reports on the state of information
privacy, with recommendations where appropriate.

Such an agency would have no enforcement powers, but would
derive authority both- from publicity accruing to its reports and
from the force of its recommendations. If linked to an ombuds-
man-type function, the agency could also receive complaints from
members of the public, investigate these and where necessary, issue
reports on its findings. For the agency to operate effectively, regis-
tration of all databanks within its jurisdiction would be required,
providing the agency with full details (which could in turn be made
public) of the nature of the information systems and of informa-
tion-handling policies.

- The agency could play a valuable “radar” role. It would
provide a mechanism for the scrutiny, in the public interest, of
major new information systems, and it could sensitize both govern-
ment and the public to potential and actual dangers. Moreover,
these benefits would be achieved without the inescapable intru-
siveness of a regulatory board.

The outstanding drawback to a surveillance agency is its lack
of enforcement powers. While it would be able to draw attention
to, for instance, inadequate security standards, it would lack any
mechanism to ensure that deficiencies were rectified. The agency
~ would constitute also a source of expertise, at present lacking, by
which government could check the extent to which its agencies that
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are already regulated, in respect of their information handling
activities, were in fact fulfilling the requirements of their statutes.

c. Inquiry and Complaint Mechanism (Ombudsman)

The basic theory of the Ombudsman scheme is familiar to
most Canadians. The officer, called the Public Protector in Quebec,
now exists in six provinces. His task is to receive complaints from
members of the public about their treatment by various govern-
ment agencies and, through his knowledge of and contacts with the
bureaucracy, to attempt to resolve the citizen’s problem. While
generally he lacks the power to order a department to pursue a
given course of conduct, the effectiveness of the Ombudsman lies in
the prestige of the incumbent, and in his ability to make specific
reports to the legislature.

In the West German state of Hessen, an Ombudsman has been
appointed, with the title of Data Commissioner, to supervise the
operations of personalized databanks. A subject who feels that the
practices of any given information system offend against his sense
of personal privacy can lay a complaint with the Data Commis-
sioner. The Commissioner then investigates the allegation and, if it
is well founded, takes up the matter with the databank operator. A
process of mediation and compromise will usually alleviate the ‘
complainant’s problém. Databank operators are likely to settle i
difficulties amicably in most instances, in order to escape possible :
legal action by the complainant, mention by the Commissioner in
his public reports, or, possibly, specific legislative action to prohibit
the offending practices.

This Ombudsman model has several points in its favour. The
structure is simple, requiring far less expenditure of public funds
than other models. The privacy-protection function might be tied
to related concerns of a civil-libertarian nature, such as those of the
proposed Human Rights Commissioner. Although effectiveness
depends in large measure on the personal standing of the incum-
bent Ombudsman, in most cases his findings and recommendations
can be expected to be quite authoritative and to receive immediate
attention. Moreover, this model appears to respond directly to the
problems encountered by individuals; in this sense at least it offers
the most immediate solution to citizens’ problems.

Still, the Ombudsman model is not without flaws. Principally,
it suffers from an incapacity to look at the field as a whole, because
the Ombudsman lacks the competence to make investigations of
individual databanks without first receiving a complaint from a
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person adversely affected. A secondary drawback might be that an
Ombudsman, under normal circumstances, would lack the techni-
cal expertise required to consider matters such as security stan-
dards. However, the mere existence of such a mechanism might be
in itself a strong inducement to databank operators to give greater
attention to questions of privacy.

d. Alterriative Regulatory Strategies

Most regulatory proposals are formulated in terms of rules
and structures. The rules and structures are, however, separable.
Databank regulation can be decentralized and implemented with-
out a central regulatory authority. The United States Fair Credit
Reporting Act of 1971, for example, specifically requires commer-
cial credit bureaux to allow personal access and to provide notifi-
cation of the existence of files, but leaves the adjudication function
to the courts. By means of existing legislation, the rules discussed
earlier could be imposed by governments on institutions maintain-
ing personal information systems that are already subject to gov-
ernment regulation in respect of some or all of their operations. In
addition, new laws could be enacted to bring other institutions
under the régime of databank rules. :

Existing laws that may be useful in this context include those
which at present affect private or semi-public institutions, as well as
administrative statutes regulating the operations of government
organisms themselves. Chartered banks, insurance companies, and
certain common carriers and their respective governing statutes
fall into the first category insofar as tlfe federal government is
concerned. Amendments to the statutes and/or regulations impos-
ing rights of access to stored personal information, obligations of
accuracy, and rules to govern data security and dissemination
would be one available means of regulating these databanks.

Governments could also make use of existing administrative
statutes to-impose databank rules on government bodies which
handle personal data. The example of the confidentiality provisions
in the Income Tax and Statistics Acts could be extended to various
social assistance and other statutes. Furthermore, internal adminis-
trative records, such as-employee files, could be protected under
some or all of the various rules discussed above by amendment to
the employment acts which govern the rights and duties of provin-
cial and federal civil servants. Initiatives in this respect have

“already been taken by a number of unions in collective bargaining
agreements with employers.
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In addition, statutes affecting the rights and duties of semi-
public institutions such as hospitals, school boards, and universities
could be altered to include regulatory prescriptions for personal
data handled by these institutions. The province of Ontario has
already started to move in this direction with respect to the records
of students. :

The major advantage of this type of particular rather than
general approach is that it can be directed to specific problem
areas. Its major defects include the lack of formal structures for
“due process”, fair hearing, appeal and so forth, and the danger
that privacy protection under administrative law might tend to
become somewhat haphazard and uneven.

e. Self-regulation

Broadly speaking there are two types of self-regulation. A
group may decide voluntarily to regulate certain aspects of the
conduct of its own members. Examples range from the Code of
Ethics developed by the Association of Credit Bureaus of Canada
to the less formal action taken by automobile manufacturers in
respect of car safety — an example where the imminence of gov-
ernment action proved a spur to voluntary self-regulation. The
second type concerns professions such as those of law and medi- ;
cine, where the state ‘enacts legislation requiring that persons who |
wish to engage in these occupations be licensed or certified, or join
a particular association to which it delegates certain rule-making
and enforcement powers over all its members.

No matter which type is employed, self-regulation imposes a
clear burden upon those to whom it applies: at times they must
place the public interest before their own interest in situations
where the public has no direct means of expressing its interest.
Where self-regulation is purely voluntary the members of the
group, such as the Association of Credit Bureaus, have no power
other than that of moral suasion to enforce compliance; any mem-
ber can continue in business even if he is expelled from the group.
While voluntary self-regulation has advantages — it can create a
moral obligation without establishing bureaucratic structures — its
potential appears to be too limited to be relied on as the principal
means of protecting privacy.

Self-regulation authorized by the state, either in relation to
computer operators (technical personnel involved directly in com-
puter operations) -or corporate individuals (databank operators,
computer service bureaux) merits more detailed consideration.
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When supported by some enforcement powers, self-regulation may
be an appropriate means of ensuring high standards and of pro-
tecting the public against incompetence. The main difficulty with
state-authorized self-regulation, however, is that it may often be
used as a means to advance the interests of the profession and to
restrict competition. The executive of a professional association is
faced with a basic conflict between the interests of the profession
and those of the public.

It can be argued that the dependence of professions such as
law and medicine on a sound public image to attract clients has
resulted in a certain measure of congruence between the self-
interest of those professions and the public interest. However, even
if this is so (and it is far from universally accepted), it would
appear that in the computer industry the self-interest of the occu-
pation might tend to pull in a different direction from that of the
public. The clients of those providing computer services are not the
persons affected by the collection of data, but rather large corpora-
tions and institutions. The implementation of costly and time-
consuming measures to protect the privacy of personal data would
bring far less evident benefits to the computer industry than they
might to the professions.

In addition, many of the factors which have generally led to
self-regulation in other industries or the professions appear to be
absent in the computer industry, most notably in that members of
the industry come from widely varying backgrounds and disci-
plines. Nevertheless, the British Computer Society has taken an
initiative that many other national associations have shown an
interest in duplicating, both by establishing computer practitioners
as professionals and-in developing a code of ethics to guide their
conduct.

There are many areas where government activity cannot ef-
fectively, and no doubt should not, go. One Study prepared for the
Task Force quotes Mr. Justice Douglas of the United States Su-
preme Coart: i

“By and large, government can operate satisfactorily only

by prescription. That leaves untouched large areas of

conduct and activity; some of it susceptible of govern-

ment regulation but in fact too minute for satisfactory
control; some of it lying beyond the periphery of the law

in the realm of ethics and morality. Into these large areas

self-government, and self-government alone can effec-

tively reach.” -

One example of effective reach by means of self-regulation is
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provided by the York University Behavioural Research Institute,
which has developed a code of ethics to be applied to all research
conducted under its auspices. Ethics committees have been insti-
tuted or are being considered at a number of other universities.
Self-regulation, however developed, can sensitize¢ members of a
particular group or industry to social responsibilities that might
otherwise have been overlooked or neglected. It can raise the level
of public confidence in that industry or group. It can lessen the
need for state intervention, an important consideration for some
users of personal data, such as social science researchers.

For all these reasons it is clear that any and all moves toward
self-regulation in respect of the privacy of the subjects of files
should be encouraged. At the same time the balance of evidence
indicates that such moves cannot be counted on by themselves to
resolve all the problems.

5. Regulation of Government
Activities

Among the briefs presented to the Computer/Communica-
tions Task Force, to which this Task Force had access, were two
from departments of* the federal government and two from agen-
cies of provincial governments, which drew attention to the partic-
ular responsibility of governments, as the largest collectors, storers,
and disseminators of data in the country. The O.E.C.D., which has
conducted several studies into the area, concluded:

“It is Governments that can do the most to help since
Governments are the most assiduous collectors, evaluators
and transmitters of information and are thereby in the
best position to enforce high standards and set good
examples.” i

Specific legal requirements to report personal details are-part
of the reason for the massive quantities of data collected and stored
by government agencies. No equivalent duty exists with respect to
the data fiow between individuals and institutions in the private
sector. Additional masses of data grow out of the exclusive govern-
ment responsibilities for general law enforcement and state secur-
ity. Finally a great deal of personal information collected by
governments is related directly to the many forms of transfer
payments given to qualifying citizens (e.g., pensions, baby bonuses,
etc.). These programs, and consequently the information stores
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connected with them, are dispersed through many different depart-
ments and agencies of government at the federal, provincial and
municipal levels; this very dispersal often leads to duplication and
to the artificial augmentation of the number of personal files held
by different government agencies.

This decentralization is held by some to be an important
safeguard for individual privacy. Indeed, it was amid the furor
created in the United States by the unsuccessful proposal to estab-
lish a centralized comprehensive National Data Bank that the
computers-and-privacy debate was launched in 1965.

While decentralization of government information remains
the rule, proposals for the regulation of government databanks in
the name of personal privacy focus upon the transfer and sharing
of data among the different agencies, which is frequently done on a
discretionary basis and out of public view. The objective of these
proposals, very broadly, is to subject government data-handling to
rules and to give it visibility.

It should be noted that to speak of regulating government
databanks is not necessarily to imply “self-regulation”. This, too,
has been proposed and could be accomplished by internal adminis-
trative directives which, although they would not have the force of
law, would tend to be more obligatory than industrial or profes-
sional self-regulation by virtue of the quasi-public character of
such directives and the public accountability of government. How-
ever, some proposals for the regulation of government databanks
envisage a set of rules having the force of law, administered by a
separate government organ and enforced either by that body or by
the courts. Such proposals would thus encémpass many of the same
structures and rules which are pertinent to regulation in general.
Indeed, the recent British Control of Information Bill, introduced
by a Private Member, attempted to regulate all databanks, includ-
ing those operated by the government.

Nevertheless, there are certain factors peculiar to government
that tend to limit the possible regulatory structures applicable to
government systems. By the same token, certain other regulatory
mechanisms become available for government regulation although
they may be inappropriate in the private sector.

The model of an independent administrative tribunal, with its
~ characteristic licensing function, is particularly inappropriate to
government systems. The independent tribunal has developed to
serve the functian of regulating competing financial interests in the
light of national economic and social policies. Independence from
the political- organs of government is safeguarded in order to
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permit them to adjudicate individual rights and claims free from
partisan political control.

Databank regulation within government is quite a different
matter. It involves neither the regulation of commerical activities
nor the adjudication of individual claims. The interest of a govern-
ment databank is not an economic one; neither is that of privacy
for individuals. While the two may at times conflict, they do not
compete in a market sense. The need of the regulatory structure for
independence from government is thereby reduced.

Furthermore, it would probably be unacceptable that a gov-
ernment organ be licensed, particularly by an agency independent
of it, to carry on a function that is clearly executive in nature.

There are several different possible forms of administrative
mechanism for the regulation of government databanks. As an
interim measure, the idea of a purely advisory body has been
suggested by the President’s Commission on Federal Statistics in
the United States. This body could work with government agencies
in developing privacy and other related safeguards, investigate
privacy-intrusive practices, hear complaints, and recommend nec-
essary changes where required. Its principal utility would be in
raising public consciousness about systems, personnel, and estab-
lishments and about how they affect individuals. Its chief sanction
would be public opinion. However, the lack of an enforcement
mechanism would be a drawback that might compromise its effec-
tiveness. This deficiency might be remedied, however, by channel-
ling its recommendations to another authority competent to deal
directly with the issues.

Some thought has been given to placing the regulatory func-
tion within an existing structure instead of creating an entirely new
body. In such circumstances, there is an inherent danger in placing
the function in a government unit which itself collects and admin-
isters personal information in support of ifs own activities. A
conflict of interest could develop which might allow the regulatory
body to aggrandize its functions into becoming a “super data-
bank™.

The most striking feature within the government environment
is the power to control spending. The regulatory function thus
could be aligned to those units of government which supervise
departmental spending. If, for example, these central units were
charged with the responsibility to set and police privacy- and
confidentiality standards with respect to the databanks and associ-
ated data practices of the various government departments, or to
approve expenditures only after a separate regulatory agency had
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certified the databanks in question, the central agencies could
enforce these standards by means of their existing financial control.
The chief drawback to this model, however, is its lack of visibility.
Members of the public would have no access to the regulatory
process and, hence, might be denied a forum for complaints and
even an awareness of what is being done to information about
them. This defect might be overcome by assigning the adjudicatory
function to the courts or by interposing an Ombudsman to investi-
gate complaints.

6. Ceonstitutional Considerations

The discussion in this chapter on the merits of different reg-
ulatory proposals has thus far left aside the important question —
for Canada — of the constitutional apportionment of regulatory
jurisdiction. In the absence of specific legislative proposals, no
precise statement of the division of power between Parliament and
the provincial legislatures can be given. However, some prelimi-
nary orientation can be suggested.

The provinces obviously have wide power to regulate the
computer-oriented information process in all its aspects, under
such jurisdictional heads as property and civil rights, local works
and undertakings, and matters of a merely local or private nature.
The provinces cannot, however, legislate regarding matters specif-
ically assigned to Parliament. Thus, while chartered banks are
subject to many provincial laws of general application, the prov-
inces cannot regulate their banking operations, including the com-
puterization of data for this purpose. Moreover, provincial legisla-
tive power is limited to the province, and matters of interprovincial
or international dimension fall to the legislative authority of Par-
liament. ' ‘

Parliament, too, has extensive power to legislate in the area.
Among its'specific powers, those relating to banks and statistics are
perhaps the most important. Again, under the criminal law, Parlia-
ment could impose certain standards of behaviour on databank
operators as well as other persons. Parliament also has substantial
power to regulate activities that extend beyond provincial bounda-
ries, such as national telecommunications undertakings, through its
jurisdiction over trade and commerce, over works and undertak-

_ings extending_beyond one province or connecting two or more
provinces, or because a particular activity or matter is or has
become of such national significance as to fall within the Peace,
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Order and Good Government clause. The stage at which an activ-
ity ceases to be merely local within the province and becomes
sufficiently interwoven with outside activities to bring it within
federal power is a complex legal question that can be adequately
dealt with only after a careful examination of the particular activ-
ity involved, the state of the industry, and the nature and form of
the remedy sought. Both levels of government however, enjoy
virtually unlimited powers with respect to their own operations.
The importance of this point lies in the fact that the largest bases
of personal data are stored in government databanks.

7. International Considerations

Canadian information systems containing individual personal
data have much in common with sirrﬂm‘”systems in most other
western countries; where Canadian systems are unique is that a
significant number of their databanks-are located wholly or in part
outside Canadian borders and therefore outside the reach of Cana-
dian law — whether the law is concerned with privacy or with other
issues. _

The findings about “extra-territorial” Canadian data have
been presented earlier in the Report.”’ Certain generalities can be
stated here: the volume of such data is large and, by all indications,
is growing; much of it is sensitive, in that it relates to matters such
as the credit-worthiness of Canadians, their medical history, travel
arrangements, and financial positions. With rare exceptions, data
about Canadians is stored outside the country for reasons of eco-
nomic efficiency and at present no regulations inhibit this flow of
data, or even record it.

The storage of Canadian data abroad raises a number of
issues that lay beyond the strict purview of the Task Force. These
relate to' the loss of business activity, to the potential loss of
sovereignty, and to the fact that nationals of other countries may
have readier access to data about Canadians than Canadians them-
selves. A related problem, which is a matter of a potential invasion
of culture rather than of privacy, concerns information systems,
used by Canadians, which contain data contributed exclusively or
preponderantly by non-Canadian sources. The Task Force, hew-
ever, limited its attention to the privacy aspects of extra-territori-
ally stored information, and particularly to data stored in the
United States, which is the repository for the bulk of Canadian
data held outside the country.

On the basis of enquiries made by the Task Force to the
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operators of 13 major databanks in the United States holding
extensive data about Canadians, it appears that this data (except in
one instance, and for reasons of operational convenience) is not
differentiated from that of any other origin. In some respects, such
as the Fair Credit Reporting Act, United States law may be more
protective of the rights of people about whom data are stored and
disseminated than is Canadian law. There also appears to be some
spill-over -effect, since Canadian credit reporting agencies, which
are usually subsidiaries or affiliates of United States organizations,
apply the United States rules as corporate practice in Canada for
standardization purposes, even though Canadian law does not
require shem to do so. Indeed, if Canadian legislation does not
keep pace with that of other countries, it would not be too fanciful
to conceive of Canada becoming a “data haven”, where United
States and other foreign firms keep their databanks so as to evade
stricter domestic requirements. The question of national “data
havens” has received considerable attention in studies by the
O.E.CD.

The principal problem, then, is not one of the privacy of
Canadian data subjects being invaded by data about them stored in
the United States. It is rather that data processing and communica-
tions business may be lost to Canadians as a result of this foreign
flow; that data in United States databanks might be peremptorily
withheld abroad for a variety of reasons, including security regula-
tions, court injunctions, etc.; that United States laws might change
and leave Canadians less well protected; and that, as a sovereign..
state, Canada feels some national embarrassment and resentment
over ir‘icreasing quantities of often sensitive data about Canadians
being stored in a foreign country.

With regard to these problems, at least four proposals have
been made for government policy on the storage of data about
Canadian persons in foreign — particularly United States — data-
banks. They merit study beyond the preliminary analysis under-
taken by the Task Force.

The first would be to do nothing and rely on United States law
for protection, but there might be serious disadvantages in this
course. As already suggested, United States law might change,
leaving inadequate safeguards. More generally, it is clearly inad-
visable to rely upon foreign laws — over which Canada has no
control — to implement Canadian policy or standards.

A second option would be to permit the continuation of the
 existing trans-border flow and storage but to require companies in
Canada storing data in foreign databanks to register with the
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government or a registration authority. Under this scheme, infor-
mation required by the registrar would include the name, location,
and corporate structure of the databank, and its principal opera-
tional characteristics, together with a description of the type of
data stored and perhaps of the frequency with which it is accessed.
In addition, they might be required to notify the registrar — and
possibly the Canadian data subjects — each time data about them
was stored abroad. A possible institutional sfructure for such a
body is suggested in the report of the Computer/Communications
Task Force, which proposed that, at the federal level, registration
be required for all suppliers of data-processing and databank
services who use data networks which have regularly-used termi-
nals in more than one province or extend into foreign countries.

This procedure would provide the first detailed picture of the
extent and nature of the trans-border flow of digital information. It
could be used both as a monitoring device and as a source of
knowledge from which to develop specific policy responses, such
as, perhaps, the initiation of incentives to encourage the siting of
databanks within Canadian borders and to increase the proportion
of Canadian-originated material in information systems which
serve Canadian social and economic needs. The most serious draw-
back to this type of scheme, however, is that it would be cumber-
some. ,

A third possibility would go one step further by requiring that
a complete set of duplicate files be kept in Canada. This would be
an even more cumbersome procedure and an expensive one. More-
over, it might even be counter-productive, for the risk of privacy
being invaded would be increased by having data stored and
handled in two locations instead of one. On the other hand, it
would permit Canadian subjects to verify the factual accuracy of
the stored data, provided that opportunities for access were given.

Finally, and most extremely, there is the option of trying to
prevent entirely the storage abroad of data about Canadians. This
option, however, is undesirable in principle, for it would seriously
hamper the flow of information that is essential to international
commerce. Practically, it would be nearly impossible to enforce,
given the many methods of transportation and communications
for transferring information. Variants of this option, which would
seek to curtail this flow by means of fiscal or excise regulations
governing data, are subject to similar objections.

Beyond domestic legislation, however, and since the United
States is the principal country involved in this question for Can-
ada, it has been suggested that consideration be given to the
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possibility of a bilateral agreement on the storage of data by
nationals of each country on the territory of the other. Such an
agreement might provide for a commitment from each country not
to withhold access by nationals of the other to data concerning
them; it could establish rules governing access to data by third
parties, by courts, by information brokers, etc.; and it could pro-
vide for rules of verification.

Despite the advantages of this approach, certain difficulties
would have to be considered. These relate, inter alia, to the different
nature of legal development in the matter of privacy in the two
countries, to different laws governing the admissibility of evidence
in court, to Canada’s own constitutional situation, which would
have to be fully studied, to possible United States unwillingness to
extricate the data question from the broader question of commerce
with Canada.

In developing any international policies, the question of com-
puters and privacy will probably have to be regarded as closely
related to the total trans-border flow of goods and services.

Apart from bilateral arrangements, it is also suggested that
Canada ought seriously to examine the possibility of multi-lateral
international arrangements relating to privacy and the interna-
tional flow of data. It seems clear that this flow should not be
prevented or hindered, both on the philosophical ground that the
free flow of information among countries is important in itself,
and on the practical ground that people find it useful.

In order to safeguard privacy, however, the possibility of an
international convention might be examined, which, while it af-
firmed- the desirability of the free flow of information, would
embody a set of model rules for the protection of persons about
whom data is stored. This could both enhance national standards
of privacy protection and encourage the compatibility of relevant
legislation in different jurisdictions. These rules might, as in the
case of bilateral arrangements though in perhaps a more general
way, cover standards of data security, the right of access to one’s
file, the right of verification, rules governing third-party access, etc.
Such a convention would be compatible with Article 12 of the
Universal Declaration of Human Rights, which includes a right to
privacy. And although Canada has not adhered to it, the Interna-

- tional Covenant on Civil and Political Rights of 1966 provides

similar protection.
A convention could recognize the international implications of

“the question of computers and privacy as well as facilitate the free

trans-border flow of information. It could also help to counter the
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arguments of those who want to restrict the flow on the grounds
that Canadians might be subject to less effective protection if data
about them were stored abroad.

A large number of countries are currently conducting or plan-
ning studies of computers and privacy. France, at a recent meeting
of the O.E.C.D,, stressed the importance of international compati-
bility in any domesnc privacy legislation. The International Union
of Lawyers is conducting a study for the European Council of
Ministers which will include draft articles for the protection of
personal and industrial privacy. And the International Telecommu-
nications Union is likely to examine the question of privacy insofar
as the telecommunications links to databanks are concerned.

The constitutional considerations relating to the implementa-
tion of international agreements in this field have not been exam-
ined by the Task Force. Whatever the situation, federal-provincial
co-operation would certainly be essential.

Finally, since one of the main purposes of international initia-
tives by Canada in this field would be to secure by international
means the rights that Canadians enjoy at home, attention first must
be given to clarifying, and to estabhshmg where necessary, these
rights in Canadian law.
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! See Task Force Studies by C. Fabien, K. Katz, J. Sharp and S. Usprich.

z The Report of the National Academy of Sciences in the US., which will treat similar considera-
tions, will be published in the fall of 1972.

3 One subtle distinction raised by the President’s Commission on Federal Statistics could be applied
to police uses of information that has been gathered and maintained by gover to support benefit
programs. They suggest that distribution be restricted to the single purpose of regulating the program
itself. Thus, a welfare bureau would not be obliged to transfer information to police which may link an
applicant to crime in general, but would supply information if it showed that he had defrauded the
welfare system itself.

4 “Computers and Privacy”, summary of report (SOV1972:47) and Draft Data Act submitted by the
Commission gn Publicity and Secrecy of Official Documents, July 1972.

5 Subsequent to the empirical studies of the Task Force the press gave considerable attention to a
new ¢ ial system, introduced in supermarkets and department stores in the Western provinces, by
which shoppers identify themselves by thumb prints when using cheques, which thumb prints are then

d with a ¢ ized databanks in Fort Worth, Texas.
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Chapter 13
Postscript

The history of our society’s evolution in recent generations can
be reduced, in graphic terms, to an exponential curve of rising
expectations. These heightened expectations, aided by increasing
affluence, have created a widespread view that a variety of social
claims, such as those to education, employment and health care, are
no longtr merely privileges but basic requirements of contempo-
rary life. To this list environmental integrity now can be added.
Other new, non-material expectations are those to a “right to
know” and a “right to privacy”.

Whatever the likelihood, or indeed the value, of finding in
natural law, written law, or political theory a basis for a “right to
privacy”, the important fact is that there seems to be an increasing
expectation that such a right should be socially and legally recog-
nized. In relation to personal information, this appears to entail the
recognition that an individual has a basic and continuing interest
in not having information about him communicated to other
parties without his knowledge or contrary to his will, except where

_ contending social values justifiably override this interest, and then

only under conditions set forth in law.
“A right to know”’ can be translated into the more colloquial

“freedom of information”, a goal that at times may conflict with
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the search for personal privacy. The conflict between these two
goals can scarcely be resolved by resort to abstract formulae but
rather must be addressed in the context of particular situations,
although the need remains to elaborate a general policy on “free-
dom of information”. This Report has emphasized also the impor-
tance of distinguishing clearly between regulation implemented to
protect informational privacy and regulation of information as
such, an activity that would interfere with the free flow of informa-
tion and constitute a cure worse than the original ill.

Other considerations, for example the disparity in power
between individuals and institutions, stemming in part from the
disparity in access to information, arose in the course of the Task
Force inquiry. It is evident that the privacy debate encompasses
political as well as purely legal issues, the former arising from
concern, less about a possible loss of personal privacy than from
fear that the possession by institutions of extensive and efficient
information systems will enhance their ability to manipulate indi-
viduals and to induce conformity. Such concerns cannot be as-
suaged merely by the adoption of privacy-protective measures;
neither can they be ignored. The solutions can only be found in a
more even sharing of the power made available by computerized
information systems. Information is an explosive subject. So is
privacy. So are computers. The boundaries of informed discussion
and of responses to the issues must not be drawn too rigidly.

Harm may be done to individuals by the sheer volume of data-
gathering, an activity that can become almost an end in itself and,
in some instances perhaps, an elegant make-work project. At some
future time there will have to come a limit, hopefully before the
point when all is known about everybody and everything. An

application of cost-effectiveness analysis, or as a last resort of

common sense, may advance the date at which this limit is reached.
In the shorter term, a case can be made that decision-makers in
government, industry, and the universities will have to give serious
consideration to the desirability of establishing criteria, based as
much perhaps on standards of utility and efficiency as of privacy
protection, by which the worth of endless data-gathering exercises
can be measured. i

Data-collection methods differ as widely as the persons and
organizations engaged in them, ranging from policemen to social
scientists. Police investigative methods have been the subject of
public, as well as of internal, debate; a degree of control will be
exercised by court decisions on the admissibility of evidence col-
lected by means such as wiretapping.
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The case of social scientists is more complex. Knowledge must
be pursued, and in few other areas is our stricture against non-
interference with the flow of information more critical. We have
noted, however, and by implication praised, the initiative taken by
the Behavioural Research Institute of York University in develop-
ing a code of ethics to govern its own activities. Such codes remain
exceptions rather than the rule. All research institutions and uni-
versities might profitably give favourable consideration to imple-
menting similar practices. An alternative approach has been taken
by the Russell Sage Foundation in the United States, which im-
poses a code of ethics as a condition of all research undertaken
under itssaegis. The Canada Council, the National Research Coun-
cil, the National Medical Research Council, and other similar
funding organizations might give serious attention to the possibil-
ity of developing a comparable code of ethics, in close co-operation
with institutions such as the Association of Universities and Col-
leges of Canada and the Social Science Research Council.' If
implemented, such a scheme could be extended to all research,
whether funded by grants or contracts, undertaken on behalf of
departments and agencies. At the same time, the possible impedi-
ments to research would have to be fully assessed and weighed.

Collection methods are also important to statisticians. A sec-
ond problem that arises in the context of their work stems from the
possibility of residual disclosure extracted from the tables of statis-
tics that are the output of their work. A consultant’s study praised
the standards and procedures developed by Statistics Canada. Sta-
tistics Canada has authority to establish standards to be applied to
statistical projects undertaken by all govérnment departments and
agencies, but this authority has not yet been exercised extensively.
Consideration might be given also to the recommendation made in
the recent report of the United States Decennial Census Review
Committee that an Advisory Committee should be established as
an adjunct to the statistical agency to provide ongoing advice on
privacy amd related matters.

Among the range of possible responses, that of self-regulation
by databank operators would appear to be of limited though by no
means of negligible value. The initiative of the British Computer
Society in developing a code of ethics may commend itself to the
Canadian computer industry; the fact that similar steps have been
taken by industries such as advertising and the credit bureaux
_indicates the scope for useful initiatives.

There are certain limitations to the use of the courts as an
instrument for safeguarding privacy in relation to information



180 Privacy and Computers

systems, particularly since so many of the related issues are more
susceptible of administrative than of judicial treatment. However
the effectiveness of the courts will grow in proportion to the
increase in the volume of litigation on the subject, to the awareness
by the courts of the importance of privacy, and to the development
and refinement of a general remedy for its protection. An over-all
concept of privacy, perhaps along the lines of the notion of a
privacy “core” developed in Chapter 11, might-serve to guide both
general statutory enactments by federal and provincial govern-
ments establishing a right of privacy in law, or particular acts
governing the activities of specific institutions or industries. A start
has already been made in the Acts governing the confidentiality of
information collected by Statistics Canada and the Department of
National Revenue. Similar action has been announced by Ontario
in respect of school records.

For many Canadians, the most important files are those on
which decisions are made whether they merit credit, and at what
rates of interest. There is no Canadian equivalent to the United
States federal Fair Credit Reporting Act, although most provinces
are considering or have already implemented measures to regulate,
in varying degrees, credit bureaux and credit reporting agencies.
Such initiatives are of clear importance; consideration may also
need to be given to credit activities which fall beyond the scope of
a single province, or which have international ramifications.

Another field that seems to merit particular attention is that of
medical and health records — a concern reflected in the briefs
submitted to the Task Force, and by the creation, in 1971, of a
special Committee on Privacy by the Ontario Medical Association.
(It is worth recording that a major study into privacy has been
launched recently by the United States Department of Health,
Education and Welfare.)

While these initiatives, or already existing statutes, provide a
useful source of protection, the response is piecemeal. Govern-
ment-imposed regulation, exercised by means of a surveillance
agency, by an Ombudsman, or by an independent regulatory
tribunal, as discussed in Chapter 12, would ensure uniformity and
permit flexibility of response.

Although the question of the constitutional jurisdiction over
databanks in the private sector has not been explored in depth in
this Report, when the time comes to regulate them, it will obviously
be highly desirable for federal and provincial authorities to have a
consistent and comprehensive approach. Separate actions under-
taken by the two orders of government clearly would benefit from
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close consultation. The Commissioners on Uniformity of Legisla-
tion might constitute a mechanism through which such co-ordina-
tion could be achieved. ’

The old maxim about putting one’s own house in order before
attempting to scrub those of others commends itself to the Task
Force. Governments are by far the largest collectors of data, either
directly or indirectly through the medium of grants and contracts
for research as well as of on-going administrative programs.

A case can be advanced, therefore, that the federal govern-
ment, both as a model to others and in order to provide in some
degree an operational test-bed, might give serious consideration to
the desirability of drawing up rules and creating instruments that
could regulate databanks operated by its own agencies and depart-
ments insofar as personal privacy is concerned. The protection of
privacy and related interests to a large extent represents unfamiliar
terrain, and experience rather than theory is likely to prove a more
productive way of developing specific rules, and, as important,
specific exceptions to those rules. Hence regulation, if it is judged
appropriate, should be administered with restraint and, if at all
possible, in an environment that allows scope for some experimen-
tation. The fact that the subject of this Report is protection of
privacy may cast a shadow over the social and economic benefits
that computerized infermation systems afford; it would be irre-
sponsible to hazard those benefits in order to protect privacy for
the sake of show rather than substance.

An instrument for regulating government databanks might
take one of several forms: that of an independent regulatory board
reporting directly to Parliament, or a régulatory board that re-
ported to a Minister and hence was part of the executive structure;
a central department with authority particularly over expenditures,
throughout the Public Service, could enforce administrative rules;
or some form of Ombudsman, perhaps patterned on the Data
Commissioner of the West German state of Hessen, or possibly
attached to- the proposed Canadian Human Rights Commission.
Particular attention might be given to proposals that seek to com-
bine the advantages of visibility (an Ombudsman) with those of
day-to-day effectiveness (administrative rules enforced by a central

agency).
) If the government determines that there is value in imple-
menting this type of regulation, which amounts to a self-imposed
‘restriction upon_the operation of its own databanks, an important
step will have been taken, we believe, in the development of
appropriate protection for the privacy of individuals.
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At several stages in this Report we have stressed the fact that
despite all the attention given to the subject, neither this study nor
others conducted in other countries have concluded that wide-
spread invasions of privacy are actually happening. At the same
time we have noted that opportunities for such invasions exist, and
expressed the belief that the rapidity of technological progress is
likely to broaden rather than restrict the potential for harm to
individuals. In Chapter 12, note was taken of the benefit of estab-
lishing (as proposed by the Younger Committee in Britain) some
form of continuing surveillance agency which would be responsible
for monitoring the conduct of databanks within the jurisdiction of
the government, for studying technological trends, for considering
proposed new systems (an example would be that of a Single
Identifying Number), and for issuing reports containing, where
appropriate, recommendations for the information of the public
and for consideration by the government.

The study of the possible vulnerability to invasions of privacy
of data about Canadians stored outside Canadian borders revealed
no striking differences that could be attributed to the geographic
location of the data. Yet the volume of this type of data, and the
sensitivity of much of it, raises questions that relate not so much to
possible invasions of privacy as to possible invasions of culture.
Business activity may be lost to the tountry; so also may be that
fragile entity, Canadian culture, which is and certainly will be
increasingly as sensitive to the content of computerized informa-
tion systems as it is to the content of broadcast programs.

Critical policy issues are raised by these findings about the
extent and content of the trans-border flow of digital information.
Any attempt to restrict the flow of information itself would raise
serious questions about state control of the flow of information,
quite apart from the feasibility of doing so.-A first step which may
merit serious consideration would be a statutory requirement that
Canadian companies and agencies making substantial use of data-
banks outside the country must register with an appropriate public
body. (A possible institutional structure for such a body is sug-
gested by the Computer/Communications Task Force recommen-
dation for the creation of a Register of National Data Networks).
This procedure would provide the first detailed picture of the
extent and nature of the trans-border flow of digital information. It
could be used both as a monitoring device and as a source of
knowledge from which to develop specific policy responses, such as
the initiation of incentives to encourage the siting of databanks
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within Canadian borders and to increase the proportion of Cana-
dian-originated material in information systems which serve Cana-
dian social and economic needs.

Concern has been expressed by some European countries, and
the issue has been raised during debates of O.E.C.D., about the
possibility that some countries, lacking any regulation of informa-
tion systems in respect of privacy or of any other value, may come
to house “databank havens”. As the volume of the trans-border
flow of digital information grows, the need for a co-ordination of
legislative or other responses at the international level will increase.
The United Nations might provide an appropriate forum for
consideration of this problem.

In summary, the Task Force concludes: .
“Privacy” is too limited a word to encompass all the
concerns created by massive and pervasive informa-
tion systems. Privacy is used in part as a synonym for
political grievances about the use of information sys-
tems by institutions to enhance their power to the
potential detriment of individuals, and for fears that
information systems may be used to manipulate indi-
viduals or enforce conformity.

— The principal areas of specific concern about privacy
and related values which may be affected in stores of
personal information reside in the accuracy or other-
wise of the data, in the extent to which the individual
concerned has been informed that the information
has been gathered and of the uses to which it may be

“put, in the nature of the controls over the dissemina-
tion of data to third parties, in the quality of security
techniques, and in the extent to which individuals
have a right to inspect and to verify the accuracy of
their own files.

— The role of computers is ambivalent. They encourage
the. collection, storage, and rapid distribution of in-
creasing quantities of data. Yet much of the most
sensitive personal information is still stored in man-
ual form; computers, as a function of their efficiency,
can be programmed to provide increased protection
for privacy.

— Canada faces particular problems. A great deal of
personal information about Canadians, much of it
highly sensitive, is stored beyond Canadian borders
and therefore out of reach of Canadian law. This
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flow of information should be monitored and re-
corded, and consideration given to encouraging the
development of databanks in Canada.

— No single proposal, among the many examined, ap-
pears to constitute a comprehensive solution to the
problem of invasions of personal privacy. Certain
possibilities of particular promise do appear to exist:
the utility of some type of surveillance agency com-
bined with an Ombudsman to handle specific com-
plaints by individuals; the important role which
could be played by the courts if more claims are
brought before them.

— Government, as the principal collector and instigator
of the collection of personal information, has a key
role to play. Aside from such possible responses as a
surveillance agency and an Ombudsman, the govern-
ment could implement administrative rules, enforced
by a central agency, possibly one with control over
expenditures, and could also consider developing
codes of ethics to govern research conducted with
government funds.

Having pondered the issue for a year, the Task Force rejects
the proposition that invasions of informational privacy are, in
mid- 1972, sufficiently widespread to justify description as “a social
crisis”. Continuing worries exist. Few databanks have been de-
signed and installed with concern for privacy built into the plan-
ning process, except for reasons of institutional self-interest.
Growth in data-gathering and in the capacity of computer technol-
ogy shows no signs of abating. If at the same time, as some
evidence suggests, the public comes to attach an increasing impor-
tance to the preservation of personal privacy, then the measured
problem we have described could escalate into one of major pro-
portions. The privacy crisis, unlike the ecology crisis which was
predicted but largely ignored until severe damage had been done to
the environment, need never happen. Appropriate preventive mea-
sures can make certain that in fact it never will.
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! The Canada Council’s /972 Guide to Applicants for Research Grants includes the following:
“Data collected with Canada Council assistance must be made available within a reasonable time for the
use of others subject to the condition that confidentiality of information and the right to privacy be protected.










Privacy and Computers Task
Force
Terms of Reference

In general, to consider rights, and related values, both present
and emergent, appurtenant to the individuial and the issues raised
by possible invasions-of privacy through the collection, storage,
processing and use of data contained in automated information
and filing systems. And in particular: »

4) to examine the types of personal information col-
lected for, stored in, processed by and distributed by
automated information systems both governmental
and non-governmental, today and in the future;

b) toexamine, in terms of their implications.for privacy
rights and related values, the procedures and mecha-
nisms for the collection, storage, processing and dis-
tribution of personal data in automated information
systems;

c) to examine and evaluate security procedures and
mechanisms employed to prevent unauthorized ac-
cess to automated information systems;
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d) to examine and evaluate possible measures, whether
juridical, regulatory, technical or professional, which
might ensure observance of privacy rights and val-
ues, and to evaluate potential constraints, whether

- commercial, legal or constitutional, against the appli-
cation of these measures.
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Studies commissioned by the Task

Force

The Nature of Privacy — D.N. Weisstub and C.C. Gotlieb.
Personal Records: Procedures, Practices, and Problems — J.M.

Carroll and J. Baudot, Carol Kirsh, J.I. Williams.

Electronic -Banking Systems and Their Effects on Privacy — H.S.

Gellman.

Technological Review of Computer/Communications'.
Systems Capacity for Data Security — C.C. Gotlieb and J.N.P.

Hume.

Statistical Data Banks and Their Effects on Privacy — H.S.

Gellman.

Legal Protection of Privacy — J.S. Williams.
Vie Privée et Ordinateur Dans le Droit de la Province du Québec —

J. Boucher.

Regulation of Federal Data Banks — K. Katz.

Regulatory Models — J.M. Sharp.

Ordinateur et Vig Privée: Techniques et Contréle — C. Fabien.

The Theory and Practice of Self-Regulation — S.J. Usprich.

Privacy, Computer Data Banks, Communications and the Constitu-
tion — F.J.E. Jordan.

International Factors — C. Dalfen.

A limited number of copies of the above Studies is available
and may be obtained by writing directly to the Department of
Communications, 100 Metcalfe Street, Ottawa, or to the Depart-
ment of Justice, Wellington and Kent Streets, Ottawa. Brief de-
scriptions of the contents of the Studies follow:

! A joint Study by the Privacy and Computers Task Force and the Canadian Computer/C
tions Task Force, to be published by the latter.
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Abstracts

D.N. Wreisstub and C.C. Gotlieb, “The Nature of Privacy”

Privacy as it applies to the individual in relation to fears and
realities about the centralization of data, by groups, organizations
and governments, and the shifts in the balance of powers which
computers bring about. The threat to individual freedoms is looked
at in the Canadian context, in an historical and ideological perspec-
tive, and in the social, political, psychological, philosophical and
legal frameworks.

J.M. Carroll, “Personal Records: Procedures, Practices and
Problems”’

An empirical analysis of the information systems in Canada,
with emphasis upon measures taken to safeguard the privacy of
data subjects. Consideration is given to ways of strengthening
standards of security and confidentiality in private and govern-
mental information systems. The Study examines, from a privacy
perspective, information gathering, storage and dissemination
practices in 13 aregs of social activity in Canada. Data was gath-
ered by means of a questionnaire, site interviews to selected data-
bank operators and briefs from interested associations and
organizations.

H.S. Gellman, “Electronic Banking Systems and Their Effects
on Privacy”

Describes some existing electronic banking systems and sug-
gests how they might evolve in future. Potential invasions of
privacy by these systems and some possible safeguards are also
examined.

Technological Review of Computer/ Communications.’

Projections over the next decade as to developments in com-
puter hardware, software and communications facilities. Consider-
ation is given to directions for changes in systems designed for the
storage and - retrieval of personalized information about
individuals.



Appendix . 191

C.C. Gotlieb and J.N.P. Hume, “Systems Capacity for Data
Security”

Examines the methods by which data security can be assured
for automated information systems. The Study details the estimate
of cost of various security measures, and identifies potential im-
provements to security systems and procedures.

H.S. Gellman, “Statistical Data Banks and Their Effects on
Privacy”

Identifies some of the potential invasions of privacy that
might occur through the preparation and use of statistical informa-
tion. The Study suggests some possible safeguards, together with
comments about their possible effectiveness.

J.S. Williams, “Legal Protection of Privacy”

The techniques of enforcement and regulation, through the
common law, of an individual’s right to privacy. This Study gives
an indication of the practical limits to protection and assists in the
elucidation of the interests to be protected. It draws attention to
areas which could be further developed within the existing legal
framework. '

J. Boucher, “Vie Privée et Ordinateur dans le Droit de la
Province du Québec”

The author examines the extent to which a right of privacy is
protected by the Quebec Civil Code and statutes. Although the law
does not recognize a right of privacy as such, the laws of contract,
property and torts offer various remedies. The author proposes that
the law establish privacy as a personal right under the Civil Code.

K. Katz, “Regulation of Federal Data Banks”

Analysis of the different sorts of information systems main-
tained by the Government of Canada and the relative privacy
~sensitivity of each. The Study examines various legislative and
administrative responses which might be developed to lessen® the
extent of intrusion upon the individual’s core value of privacy.
Special emphasis is paid to techniques applicable to data systems
maintained by the federal government.
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J.M. Sharp, “Regulatory Models”

Examines ways of meeting the threat to privacy of the individ-
ual posed by information systems, both computerized and manual.
Specific matters considered include appropriate definitions for da-
tabanks in Canada; rules for their operation, in the interest of data
subjects’ privacy; and the feasibility of self-regulation of the data
processing industry and its professional staff. Particular attention is
paid to possible regulatory models for credit companies.

C. Fabien, “Ordinateur et Vie Privée: Techniques et Controle”

The Study examines and analyzes the relative merits of judi-
cial and administrative techniques for the protection of the right of
privacy in the context of personal information, including an exam-
ination of the technique of self-regulation and of the role of publlc
opinion as a political control mechanism. Of primary interest in
this study is the proposal for the establishment of an administra-
tive mechanism in the office of an ombudsman.

S.J. Usprich, “The Theory and Practice of Self-Regulation”

Sketches the larger theoretical implications of self-regulation
and the conclusions they lead to concerning its applicability as a
means of controlling the abuse of confidential information in the
computer industry.

F.J.E. Jordan, “Privacy, Computer Data Banks, Communications
and the Constitution”

A study of the constitutional aspects of information process-
ing and transmission systems which seeks to identify the respective
areas of federal and provincial legislative and regulatory compe-
tence under the British North America Act, 1867.

C. Dalfen, “International Factors”

A study of the issues created by the existence of databanks
containing information about Canadians that are located outside
Canadian borders, particularly in the U.S. The Study examines
potential problems facing Canada as a.consequence of this situa-
tion, the effects of foreign laws on “extra-territorial” Canadian
data, and possible responses for Canada.

2Tobe blished by the Canadi

Computer/C ications Task Force.

| 4
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Questionnaire

As its principal instrument for gathering information, the
Task Force sent a questionnaire to 2471 companies, agencies and
institutions in Canada. The questionnaire was pre-tested with a
sample of 45 organizations. Including 24 pre-test responses, 1268
replies were received.

A copy of the questionnaire, with a breakdown of the replies
follows. The breakdown is based on the-first 1215 responses re-
ceived. Later replies did not alter the results significantly. (The
symbol, @, indicates the number of respondents who failed to
answer individual questions.)
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Privacy and Computers Task Force
The Department of
Communications/The Department
of Justice
Survey Questionnaire

Definitions

An Individual’s Record is a set of one or more consecutive units of
information on a single individual (e. g an employee’s histroy of
employment, a payroll record).
A File is a collection of related records treated as a unit, e.g., a file
on all employees of the organization.
Manual Files are records (including microfilm) which are
maintained and accessed by hand.
Electric Accounting Machine (EAM) Files are records
which are typically accessed and manipulated by using
electro-mechanical devices such as card sorters, tabulating
machines, collators, etc.
Computerized Files are records which are maintained in
card, tape, disc, drum, or core storage, and are manipu-
lated by a computer.

Section 1

Questions 1 to 6 concern your organization and its record-keeping
activities generally without reference to any particular file or to the
use of computers

1. A. Respondent identification number.

1. B. Who will complete this questionnaire? (Mark one
response only).
The person to whom the questionnaire
was sent ( )
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1. C.

2. A

2. B.-

2. C.

Someone else (please specify) ()

Where are the officers principally responsible for
records processing located? (Mark one response
only).
The address to which this questionnaire

was sent ( )
Some other address (please specify) ( )

How is your organization characterized with respect
to legal structure? (Please mark one response only).

=55
Federal Agency ( 55)
Provincal Agency (142)
Municipal or regional agency ( 68)
Federally incorporated (283)
Provincially incorporated (484)
Foreign incorporated ( 30)
Other (please specify) ( 98)

How is your organization characterized with respect
to objectives?

(Please mark only one response). P =26
Profit-marking (588)
Non-profit _ (596)

~ How do you characterize the prime function of

your organization?

"(Please mark only one category). 0 = 36
Banking, lending and other financial institution( 57)
Life, accident, or casualty insurance ( 73)
Public utilities (37
Publishing and mass communication media (7
Health or vital statistics (179)

‘Education ( 73)
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Taxation (0
Driver licencing or auto registration ( 2)
General merchandizing : ( 19)
Travel and entertainment cards or reservations (1)
~ Oil gompany (18)
Investment service ( 62)
Law enforcement, probation, parole (1
Social welfare or benefits ! ( 38)
Chattel mortgage registration (0
Credit information exchange (7D
Service industry (79
Major industrial employer (128)
Regulatory agency ()
Employment agency (1D
Market research (n
Association (labour, professional) (. 92)
Charitable organization (51
Mailing-list supplier ( 2)
Private investigator, collection agency, insurance
adjuster, etc. ( 42)
Other (please specify) (188)
3. Do you maintain any records on individuals in the
following categories? (Please mark one response in
each category). ‘
3 A Number of Employees (present full-time employees at
~ all levels in your oganization).
P = 159
100 (398) 1,000-5,000 (185)
100-500 (289) Over 5,000 ( 56)
500-1,000 (136) -
3. B Number of Clients or Customers (e.g., present clients,

customers, patients, students, policy holders,
members, etc.).

9 = 48




Appendix : 197

None (97 25,000-100,000 (107)
1-250 (247) 100,000-500,000 ( 98)
250-2,000 (243) Over 500,000 ( 49)

2,000-25,000 (326)

3. C Number of Subjects (e.g. prospective customers,
persons upon whom credit and criminal records are
“held; auto registrants and licencees; research
subjects; etc.).

0= 124
None (599) 25,000-100,000 ( 63)
1-2,000 (233) 100,000-500,000 ( 37)
2,000-25,000 (124) Over 500,000 ( 35)
3.D. Number of Information Recipients (e.g., merchants,
credit grantors, prospective employers, etc.).
¢ = 121 '
None , (644) 1,000-50,000  ( 63)
1-500 (349) Over 50,000 ( 10)
500-1,000 ( 28)
4. Does your organization perceive the following

hypothetical events as serious threats to your record-
keeping activities? (Please mark one response in

each row).
0 Yes No
4 A Willful destruction (e.g. bombing) 72 (391) (750)
4B ~Theft or. unauthorized alteration 83 (427) (703)
4. C. Unauthorized telephone
interception 89 (188) (937)
4. D Carelessness or indiscretion of

employees 66 (528) (621)
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5. A This question concerns the physical location of
records, subjects or client/customers, and
information recipients. (Please mark one response in
each row).

~ Entirely within a single province
Entirely within Canada
Partially in the USA
Entirely in the USA
Does not apply

5. A1 (771) (229) (8) ( 5 (27
Records

® =27

5.A2 (387) (334) (227) ( 10) (166)
Subjects or client/customers

® =91

5.A3 (198) (266) (172) ( 10) (453)
Information recipients

® = 122)

5.B. Please mark the statement which best defines your
working relationship with U.S. based suppliers of
information (e.g. credit bureaus, etc.) (Please mark
one response in each row).

Never
Occasionally
Frequently
Do not know
Does not apply

5. B.1 457) (360) (59 ( 8 @277
We furnish information

(@ = 45)

5. B.2 (364) (421) (184) ( 8) (249)
We obtain information ‘

@ = 68)
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5.C. Have you ever seriously considered having portions
of your data-processing operations performed in the
US.?

9 =39 Yes 151 No 1022

5.D. Under what conditions would you locate files in the
.US.
(Please mark one response only). 0 = 56
Files are now in U.S, (57
If it made sense economically (112)
“ Only if put to a severe disadvantage by
not doing so ’ (109)
Under no foreseeable circumstances (880)
6. A Given your understanding of the balance between

organizational needs to collect information and the
individual’s interest in the confidentiality of his
record please indicate which of the statements (a or
b) in each set best applies. (Please mark only one
response in each pair).

6. Al a) We need new and more detailed organizational
rules to govern collection and use @ = 39
of personal data. ‘ (242)

b) Our present rules or practices are adequate(931)

6. A2 a) We need additional physical safeguards on
collection storage, and distribution of
personally identifiable 0 = 43
information. 229)

b) Our physical éafeguards are now adequate.(942)
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6. B. Subjects on whom records containing personally
identifiable information are maintained should have
the following rights. (Please mark one response in
each row.)
- Strongly agree
Agree
Neutral .
Disagree
Strongly disagree
6. B.1 (450) (431) ( 82) (27)
To be informed of the existence of such records
when started.
p =78
6. B2.  (330) (421) (121) (186) ( 91)
To review on demand the contents of records
concerning them.
=66
6. B3 (422) (478) (97) ( 88) ( 52)
To correct, rebut, update, and expunge incorrect or
obsolete information concerning them.
¢ =178
6. B4.  (202) (243) (257) (327) (109)
To be furnished periodically with an accounting of
the uses made of information concerning them.
0 =177
6. B.5 (232) (357) (193) (244) (113)
To learn the sources of information concerning
them.
9 =76
6. B.6 (232) (211) (207) (344) (139)

To stop the exchange of information concerning -
them among information suppliers. ’
0 =82
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6. C. The following actions regarding data banks
containing personally identifiable data are necessary.
(Please mark one response in each row).

Strongly agree
Agree
Neutral
Disagree
Strongly disagree

6. C.1  (422) (419) (161) ( 95) ( 25)
. Registration as to purpose and contents.
"9 =93

6. C.2 (368) (440) (206) ( 58) ( 23)
Standards of hardware and software security.
$ =120

6. C.3 (435) (461) (143) (49 ( 29
Standards concerned with the acquisition and
dissemination of information.
$ = 103

6. C4 (291) (391) (275) ( 99) (5D
Periodic site inspections.
=108

6. D. - The following people and organizations trafficking
in personally identifiable information should be
licensed and certified. (Please mark one response in
each row).

Strongly agree
Agree o
Neutral
Disagree
Strongly disagree

6. D.1 (592) (362) (112) ( 44) (19
- Databank proprietors
$ = 86

6. b.2 (606) (356) (114) (33) ( 16)
Information brokers (supphers)
- 0 = 90
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6. D.3

6. D4

6. D.5

6. E.

6. E.l1

6. E2

6. E.3

(479) (346) (188) ( 86) ( 35)
Data-processing centres
0 =89

(376) (255) (265) (176) ( 52)

‘Computer programmers

0 =91

(446) (336) (205) (101) ( 3§)
Data gatherers -
0 = 88

Please mark ome response in each row.

Strongly agree
Agree
Neutral
Disagree
Strongly disagree

(93) (189) (107) (433) (325)

Records are the exclusive property of the
information-system proprietors subjects have no
interest in them. -

0 =68

(123) (351) (158) (286) (225)
Information-system proprietors should furnish
personal data to law-enforcement officers on
demand.

b=17

(395) (585) ( 82) ( 60) (-26)
Files should periodically be purged of obsolete
information.
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Section 2

Questions 7-14 refer to the file of records specified in the cover letter.
In answering these questions please furnish information with respect
to this file alone.

7.

8. A

Classification of file. Please mark one response that
_best describes the file about which you are

furnishing information. 0 = 64
Your own employees (352)
Clients or customers (633)
Subjects (165)

Please indicate the approximate number of
individuals on whom records are maintained in this

file. (Please mark only one response). g =62
1,5,000 (694) 50,000-500,000 (178)
5,000-50,000 (228) - Over 500,000 ( 53)

Please indicate the approximate size in characters
(bytes) of an individual record in this file. (Please

mark only one response). ¢ = 253
1-300 (601) 700-2,000 (109)
300-700 (162) Over 2,000  ( 90)

-

Please indicate the language in which these records
are stored. (Please mark only one response).

¢ = 51
English (882) Both official
o - languages (118)
Erench (77 Coded ( 87)

Do you ever make individually identified
information from this file available to persons or
organizations outside your own (except as required
under federal or provincial law).

P =48  Yes -(449) No (718)
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10. A.

10. Al

10. A2

10. A3

10. B.

How is individually identified information from this
file disseminated to information recipients? (Please
mark one response in each row).

- Never

Occasionally
Frequently
Do not know
Does not apply

(660) (106) ( 82) ( 4 (279
General reports are published periodically.
P = 84

(502) (267) (112) ( 9 (235)
Special reports are distributed selectively.
0 =90 '

(172) (600) (268) ( 7 (112)
Information is furnished in response to specific
requests.

9 = 56

Please indicate the approximate average number of
specific requests fulfilled annually. (Please mark only
one response). : 9 = 66

None (270) 1,000-10,000  ( 98)
1-100 (524) Over 10,000  ( 44)
100-1,000 221)

Is there a general management policy regarding
disclosure of personally identified information?

(Please mark only one response). ¢ = 48
No policy has been formulated (138)
Yes, we have an unwritten policy - (646)

Yes, we have a written policy (383)
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11. B.1

11. B.2

11. B.3

Is an explicit statement of the policy communicated
to the following groups? (Please mark one response
in each row).

Almost never communicated
Discussed as the need arises
Regularly communicated
} Does not apply
247) (594) ( 72) (235
Individuals whose records are maintained in this
file.

Y0 = 66

( 46) (377) (566) (159)
Employees charged with records management.
0 = 66

(243) (215) ( 35) (647)
General public.
p =73

Do you ever take disciplinary action against your
own employees for violation of confidentiality?
(Please mark only one response) 0 = 69
We do not police the actions of our employees (269)

We police the actions of our gmployees and haven’t
discovered any violations of confidentiality. (763)

We police the actions of our employees and have
prosecuted violations of confidentiality when
discovered. o (114)

Are different provisions concerning disclosure
attached to different portions in this file?

g = 67 Yes (361) No (787)
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11. E. Have individuals on whom records are kept or
groups representing their interests ever complained
about disclosure of information in this file to
people outside your organization? (Please mark one
response in each row). 0 =47
Never (873)
Occasionally , (121)
Frequently ( 9
Do not know (135)
Does not apply ( 35)
12. A. As a general rule, can the individual examine his
own record or a copy of his record from the file?
(Please mark only one response). = 64
The individual does not know the record exists ( 63)
Has no understanding of the contents of his
record (134)
Can examine all data in his record (499)
Can examine some data in his record (282)
Can examine no data in his record (173)
12. B. If an individual is permitfed to examine any data
in his record, is translation or interpretation
provided to an official language which the
individual understands?
f = 260 Yes (649) No (304)
Have individuals or groups representing their

12. C.

interests ever sought to examine their own records
or complained about the adequacy of your
organization’s practices regarding an individual’s
right to examine his own record? (Please mark one

response only). # = 56
Never (862)
Occasionally (190)
Frequently ’ ( 8
Do not know ( 61)

Does not apply ( 38)
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13. A Indicate your principal means for gathering
information for this file? (Please mark one response
in each row).

None
Some
Most
All

13. A1 (451) (530) ( 67) ( 34)
Other information suppliers.
L9 =133

13. A2 (744) (288) ( 26) ( 13)
Published sources or public records.
0 = 144

13. A3 (63) (211) (474) (396)
Individual on whom the record is kept.
p =78

13. A4 (819) (212) ( 33) (12)
Information recipients (e.g. merchants).

P =139
13. A5 (745) (264) ( 48) ( 28)
Investigators.
§ = 130
13.B.  Have individuals on whom records are kept or

groups representing their interests ever complained
against the method of collecting of any item of
information in this file? (Please mark ome response

_only). = 46
Never ) (903)
Occasionally (159)
Frequently ( J5)
Do not know ( 69)

Does not apply ( 32)
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13. C.

13. C2

13. C.3

13. C4

13. C.5

13. C.6

13. C.7

13. C8

Please indicate whether any of the following sources
are used in collecting identified information about
individuals for storage in your files? (Please mark
one response in each row). 0 = 48

" Never used

Sometimes used
Generally used _
Always used
Does not apply

(454) (448) (98) (27) (116)
Members of subject’s family
o =171

(641) (318) (22) ( 9 (149)
Subject’s neighbours or friends
=1

(220) (482) (203) (102) (135)
References nominated by subject
=173

(304) (413) (176) ( 78) (167)
Former employers of subject
0 =17

(298) (396) (126) ( 89) (226)
Present employer
9 = 80

(352) (310) (167) (168) (151)
Medical practitioners and hospitals
9 = 67

(574) (299) ( 25) ( 18) (226)
Law enforcement agencies

=17
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13,

13.

13.

13.

13.

13.

13.

13.

C9

D.

D.1

D.2

D.3

D4

D5

D.6

(378) (386) (119) ( 81) (186)
Educational institutions attended by subject.
¢ =72

Please indicate which of the following techniques
are used by your representatives in collecting
identified information about individuals for storage

*in your files? (Please mark one response in each

row).

Never used
Sometimes used
Generally used
Always used
Does not apply

(93) (95 (211) (420) (317)
Identify himself and present credentials.
=179

(122) (110) (167) (360) (362)
Identify his employer
$ =94

(116) (107) (154) (372) (372)
Disclose reason for investigation
= 94

(162) (. 87) (96) (250) (524)
Promise to protect informant
0 = 9

(177) ( 68) (95) 255) (516)
Guarantee the ultimate use of information

"9 = 104

(140) (142) (147) (252) (434)
Demonstrate that the subject has consented to the

gathering of information about him.
g =99
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13. D.7  (161) (244) (149) ( 85) (476)

Confirm facts from at least two independent
sources.
g =100 -

14 A When an individual on whom records are kept is
denied the benefit he seeks or severs his relationship
with your organization, how long is-his record
retained? (Please mark one response only). § = 55
Record is immediately purged ( 55)
Retained up to 18 months ( 94)
Retained from 18 months to 7 years (301
Retained 7 years or longer (540)
Do not know ( 60)
Does not apply (110)

14. B. When records are purged from this file, what is
done with them? (Please mark one response only).

0 =50
They are destroyed (549)
Returned to the individual on whom they are
kept . . (4
Transferred to an inactive file @71
Transferred to an archival activity (161)
Do not know ( 26)
Does not apply (154)

14. C. What use is made of the retained record of an

individual who is denied the benefit he seeks or
severs his relationship with your organization
(include inactive and archival records)? (Please mark

one response only). 9 = 67
These records are not consulted . (269)
They are used to check new applications to our
organization (258)
Data from them are sent to a central -
repository : ( 55)
Information is exchanged with other
organizations (105)
Do not know (45

Does not apply (416)




Appendix . 211

Section 3

The following questions (15-22) refer to your organization’s use of
computers or computing services without reference to any particu-
lar file. If you do not use computers, please stop here and return the
questionnaire to us at your earliest convenience.

Thank you for your co-operation

15. A When did you first use a computer system to store and
< process records? (Please mark only one response).
9 = 691

Before 1955  ( 23) 1964-1969 (265)
1955-1960 ( 51) After 1969 ( 81)
1960-1964 (102)

15. B. When was your present central processor installed?
(Answer in respect of your principal computer used
in processing records). (Please mark only one

response). ¢ = 689
Prior to 1964 ( 34) After 1969 (130)
Between 1964 & Does not apply (122)
1969 (240)

15. C. What is the core capacity of your central processor
in computer words? (Please mark only one
response). 0 =714
Less than - Greater than

64,000 (156) 256,000 ( 65)
Between 64,000 and Does not apply (135)
256,000 (145)

15. D. What is the on-line immediate-memory storage

' capacity of your computer in characters (bytes)?
(Please mark only one response). g =323
Less than 100 - Greater than 200
million (164) million ( 56)
Between 100 and 200 Does not apply (207)

million ( 65)
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16. A. Do you maintain computerized records on any
(none, some, most, or all) of your employees,
clients/customers, and subjects? (Please mark one
response in. each row).
None
Some
Most
All
Does not apply
16. A1  (145) ( 57) ( 62) (218) ( 32)
Employees
g = 701
16. A2 (50) (79) (88) (249) (49
Clients/Customers
9 = 700
16. A3 (122) 59) ( 31) (45) (235)
Subjects
@ =173
16. B. Given the total information on each employee,
client/customer, or subject, how much of the
information is in computerized form? (Please mark
one response in each row).
No information
Some information
Most information
All information
Does not apply
16. B.1  (125) (203) (121) ( 20) ( 50)
Employees
f = 696
16. B2 (39) (236) (141) ( 43) ( 58)
Clients/Customers :
# = 698
16. B.3  (103) ( 85) ( 38) ( 14) (251

Subjects
9 =724
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17. A

17. B.

18.

19. A.

What has been the principal effect on your
organization of computerizing your records? (Please
mark only owre response). = 691

Improvement in routine, large-scale operations (241)
Generation of more timely or complete reports (213)
Direct improvement in policy planning ( 18)

_ No basis for comparison (51

Which of the following statements best describes
your experience with computer data-processing
applications? (Please mark only one response).

0 = 689

We could not manage files of such size and
complexity as ours without a computer  (228)

The applications have provided a useful
improvement in operations but we could

continue service without a computer (251)
The applications have had relatively little impact on
our use of files ( 20)
No basis for comparison ( 26)

Who generally operates the computer system for
handling records containing individually identified
information. (Please mark only one response).

P = 694

We have our own in-house computer system (314) '
We have a service bureau or other outside
computer facility (205)

Has conversion of records to computerized form led
to detection and correction of actual errors which

_ previously existed in manual records? (Please mark

only one response).

P = 688 Yes (301) No (105)
Do not know ( 73) Does not apply ( 47)
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19. B. Were the corrections about items important in
making decisions about the individuals on whom
records are kept? (Please mark only one response).
g = 690
- Yes, considerable importance ( 52)
Yes, marginal importance (122)
No, of little importance (122)
Do not know ’ ( 50)
Does not apply (178)
19. C. Have there been significant problems in maintaining
the accuracy of computerized records, which were
not present in the manual system? (Please mark
only one response). f = 685
Yes, significant problems ( 25)
Yes, marginal problems (123)
No, problems of little or no importance (332)
Do not know ( 22)
Does not apply ( 28)
20. A. A number of measures have been proposed to
prevent access to computerized records by
unauthoriZed persons. Do you use any of the
following? (Please mark one response in each row).
@ Yes No
20. A.1  Control of physical access (e.g. door locks, badges
for access to computer room) 739 (343) (132)
20. A2 Hardware/software security measures (e.g. pass-
word, terminal identification code, cryptographic
encoding. 750 (180) (283)
20. A3 Personnel integrity checks (e.g. special investigations
of operating personnel; bonded
employees) 745 (197) (@71
20. A4  Audit logs or other data monitoring “
methods 754 (264) (194)
20. A.5  Procedures and rules for disposal of data (e.g.

destruction of print-out or tapes) 745 (323) (147)
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20. A6  Other, please specify 950 ( 31) (232)
20. B. How many high-speed remote terminals other than
keyboard terminals (e.g. card readers) are used in
your system? (Please mark only one response).
v 9 = 743
None (348) Over 6 ( 22)
1-6 (102)
20. C. How many keyboarded remote terminals are used in
your system? (Please mark only one response).
¢ = 743
None (338) (12-200) ( 26)
1-12 (101) Over 200 «7
20. D. Please mark the statement which best characterizes
your data processing operations with respect to
remote aceess. (Please mark one response in each
row).
None
Data input only
Information.display only
Input and output
20.D.1  (353) (10) ( %) (1(!3)
~ Remote high-speed terminals (e.g. card reader,
printer) '
0 = 744
20. D2 (352) (18 ( 15) ( 8I)

Remote keyboard terminals (e.g. teleprinters, video
displays)
@ = 749
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21.

22. A

22. B.

Does the application of computer technology in
your organization enable you to pull together, in
one record, all the information your organization
collects and stores about a given individual?

9 =694 Yes (148) No (313)

Does not apply ( 60)

Do you furnish more individually identifiable
information about individuals to any government
agency (federal, provincial, or local) as a result of
increased retrieval capability after computerization?

¢ = 694 Yes ( 69) No (369)
Does not apply ( 82)

Do you furnish more statistical (unidentifiable)
information about individuals to any government
agency as a result of increased retrieval capability
after computerization?

0 = 695 Yes (151) No (297)
Does not apply ( 71)

Section 4

The following questions refer to computerized records in the file
designated in the cover letter. If you do not use a computer system
for this file, please stop here and return this questionnaire to us at
your earliest convenience.

Thank you for your co-operation

23. A

For this file, are you collecting more data or less
data on a given individual than before
computerization? (Please mark only one response). -

= 791

More data per individual is collected (147)
About the same amount of data per individual is

collected as before - (242)

Less data per individual is collected ( 6

No basis for comparison- (28)
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23. B.

23. C.

24. A

24. B.

24. B.1

24. B.2

24. B3

Has computerization of these records directly
affected the amount of data being collected per
record? 9 = 791

Yes (158) No (247)
Does not apply ( 19)

Which of the following conditions would you say is
“the primary reason for increased data collection?
(Please mark only one response). = 798

Increased collection, storage, and processing
capability of the computer ( 89)

Changes in organizational objectives or programmes
or increasing government requirements for
collecting or reporting information (131)

Does not apply (197)

With regard to the individuals on whom you
maintain records in this file, do you maintain any
other information in manual form on the same
individuals?

o = 791 . Yes (380) No ( 43)

How would you compare the information kept in
manual form with the information in computerized
form? (Please mark one response in each row).

¢ Yes No
The more subjective (opinion based) information is
still kept in manual form 824 (322) ( 66)

The more narrative, lengthy or graphical
information is still kept in manual
“form , 817 (345) ( 52)

The most sensitive and confidential information is
kept in manual form 824 (294) ( 97)
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25. A

25. B.

26.

Have any new rules concerning the individual’s
privilege to examine his record in this file been
issued since you began using a computerized record
system?

P = 790 Yes ( 14) No (359)

Does not apply ( 52)

Do you see this change as being a direct result of
computerization of the record?

9 =792 Yes ( 11) No ( 69)
Does not apply (343)

Are additional uses under consideration for personal
information in this file (e.g. sale of mailing lLists,
preparation of market estimates, etc.)

=79 Yes (81) No (336

Please specify additional uses under consideration.

Thank you for your co-operation. Please return the
questionnaire in the envelope provided.




Appendix . ) 219

Briefs

Briefs were requested from 187 Canadian industrial and pro-
fessional associations. The following letter of request was sent to
the associations:

- April 26, 1971

The maintenance of privacy and the protection of individuals’
rights generally are of continuing concern to governments and in
particular this concern now is focussing on the special problems
posed by the development of computerized information systems.

Studies: of various kinds are underway in other countries. In
Canada our study commenced with a conference titled: “Comput-
ers: Privacy and Freedom of Information”, held last May at
Queen’s University, as part of the Telecommission inquiry into
telecommunications arts, sponsored by the Department of Commu-
nications and the Department of Justice of the government of
Canada, the Canadian Information Processing Society and
Queen’s University. An advance copy of the report of this Confer-
ence is enclosed.

The next step was the establishment by the Minister of Justice
and the Minister of Communications of a Joint Privacy and Com-
puters Task Force to give more detailed and in-depth consideration
to some of the issues and problems identified by the Conference.
The terms of reference of the Task Force are:

“In general, to consider rights, and related values, both
present and emergent, appurtenant to the individual and
the issues raised by possible invasions of privacy through
the collection, storage, processing and use of data con-
tained in automated information and filing systems. And
in particular: ‘
a) to examine the types of personal information col-
lected for, stored in, processed by and distributed by
automated information systems both governmental
and non-governmental, today and in the future;

b) toexamine, in terms of their implications for privacy
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rights and related values, the procedures and mecha-
nisms for the collection, storage, processing and dis-
tribution of personal data in automated information
systems;

c) to examine and evaluate security procedures and
mechanisms employed to prevent unauthorized ac-
cess to automated information systems;

d) to examine and evaluate possible measures, whether
juridical, regulatory, technical or professional, which
might ensure observance of privacy rights and val-
ues, and to evaluate potential constraints, whether
commercial, legal or constitutional, against the appli-
cation of these measures.”

To avoid any misunderstandings, we should explain that this
Task Force on Privacy and Computers is separate from, though
complementary to, the Computer/Communications Task Force
from whom you may be hearing in respect of those matters with
which it is directly concerned.

The study undertaken by the Privacy Task Force will be
extensive; it will draw upon the widest possible base of informa-
tion and informed opinion, and will examine manual as well as
automated information systems. A questionnaire will be distrib-
uted to a large number of companies and institutions which main-
tain information systeins, and a number of intensive site interviews
will be undertaken, on a sample basis.

The purpose of this letter is to invite your Association to
express your views on the general issues of concern to the Task
Force. The nature and form of your response, we quite appreciate,
will be governed by the interests of your Association, but we would
also hope that you would feel free to offer comments on any aspects
of the matter, whether or not it is directly related to the undertak-
ings of your members. Some of the issues raised during studies
made into this question in Canada or elsewhere are those of formal
statements by data bank operators of their objectives, professional
codes of ethics, rights of access by individuals to their files, to
challenge the accuracy of the contents, to be informed of the use
made of the information contained in the files, as well as the issues
of technical standards to ensure data and system security, and of
licensing of data banks. The list is not exhaustive. It may, however,
help you to focus on some of the important aspects of this broad
field; at the same time please feel free to ignore any or all of the
subjects, and to comment on the many other considerations.that are
not listed.
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Similarly we would be happy to hear directly from any of your
members who may wish to express their views. We realize of course
that within any groups there may be substantial differences of
thought.

A form indicating an intention to file, or not to file, a brief is
enclosed along with a self-addressed envelope. We would be grate-
ful if you would return it as quickly as possible, and that you would
submit your-brief not later than the end of June.

Sincerel)f,

Richard J. Gwyn

Director

Socio-Economic Planning Branch
Department of Communications

E.R. Olson

Director

Legal Research and Planning
Department of Justice
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Privacy and Computers Task Group d’étude sur

Force, ’ordinateur et la vie privée

P.O. Box 8350, C.P. 8350

Ottawa, Canada K1G 3H8 Ottawa, Canada K1G 3H8

SURVEY REPLY CARTE-REPONSE

We intend to participate in Nous désirons prendre part

the survey the Computers 4 ’enquéte du Groupe

and Privacy Task Force and d’étude sur l'ordinateur et la

vie privée:

[ will submit a brief by [0 nous présenterons un

June 3lst, 1971. mémoire au plus tard le

30 juin 1971.

[] do not intend to submit (] nous n’avons pas
a brief. ’intention de présenter
un mémoire.

Association name and postal address
Nom et adresse postale de I’association.

Name of association’s representative
Nom du représentant de 1’association

Title Telephone No.
Titre No de téléphone

Postal address
Adresse postale

!
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Briefs to the Privacy & Computers:
Task Force

Briefs were received from the following organizations:

Canadian Association of Data Processing Service
Organizations

Canadian Bankers’ Association

Canadian Book Publishers’ Council

Canadian Business Equipment Manufacturers Association

Capadian Copyright Institute

Canadian Life Insurance Association

Canadian Manufacturers’ Association

Canadian Medical Association

Clarke Institute of Psychiatry

Committee of Presidents of Universities of Ontario

Ontario Medical Association

Retail Council of Canada

Retail Credit Company of Canada Limite

Royal Bank of Canada '

Telephone Association of Canada

United Community Fund of Greater Toronto

In addition, the Canadian Computer/Communications Task
Force of the Department of Communications received 54 briefs
that contained references or statements on the issues of privacy.
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Foreign Databanks -

The following organizations which operate databanks con-
taining personal information about Canadians provided informa-
tion about their activities at the request of the Task Force:

American Airlines Inc.

American Express

Carte Blanche

Diners Club Inc.

Hooper Holmes Bureau Inc. — Credit Index
— Casualty Index

ITT Data Processing

Institute of Electrical and Electronics Engineers

McGraw-Hill Data Service

National Data Corp.

Recording and Statistical Corp. — Medical Information
Bureau

Retail Credit Corp.

TRW Inc. — Credit Data Corp.
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Bibliographies

It is expected that a researcher may wish to consult the various
reference materials used by members of the Task Force. While the
Task Force accumulated a substantial library of books and articles

on the subject, the best, most complete and well organized bibliog-
raphies can be found in the following works:

Harrison, Annette
The Problem of Privacy in the Computer Age: An Annotated
Bibliography.
Santa Monica: The RAND Corporation, 1970
Atwo volume up-date of an earlier study, commissioned by
the U.S. Government. The most complete bibliography on the
subject.

Miller, Arthur R.

Assault on Privacy
Ann Arbor: University of Michigan Press, 1971
Bibliography at pp. 261-269. Est. 200 entries, organized as to
class of entry.

United States, House of Representatives, Subcommittee of the
Committee on Government Operations, 89th Congress.
The Computer and Invasions of Privacy
Washington: U.S. Government Printing Office, 1966;
New York: Arno Press, 1967.
“Letters, statements, etc., submitted for the record--" at pp.
135-311. Relates primarily to information practices of the
- US. Government as they relate to the privacy of the
individual.
Westin, Alan F.
Privacy and Freedom
New York: Atheneum, 1970.
Bibliography at pp. 445-458. About 440 entries, ordered un-
der four topics.

Younger, Rt. Hon. Kenneth (Chairman)

Report of the Committee on Privacy
London: Her Majesty’s Stationery Office, July 1972 (Cmnd.
5012)
Appendix C, “Select Bibliography”, pp. 223-24.
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Parallel Studies

Studies similar to that of the Privacy and Computers Task
Force have been or are in progress in a number of other countries.
The major ones are:

Denmark

Studies undertaken by the Minister of Justice.

France

The Conseil D’Etat has initiated an internal study. No report
issued to date.
Germany

In addition to a study sponsored by the Minister of Justice, a

number of states are examining the Data Commissioner scheme
implemented by the state of Hessen.

Netherlands

A “State Committee on Privacy,” installed by Royal Decree of
February 18, 1972, has been established by the government. Publi-
cation date not yet announced.

Norway

The Institute of Private Law of the University of Oslo, Nor-
way, has undertaken a study for the Ministry of Justice. Note also
the report of the First Oslo Symposium on Databanks and Society.

OECD

The Data Control Panel, a sub-group of the Committee for
Science Policy, produced a report, “Digital Information and the
Privacy Problem,” in March 1971.
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Sweden

The Swedish Agency for Administrative Development (“SA-
FAD”) published a report on the general issue of privacy, entitled
Data Och Integritet (“Data and Integrity”) in June 1972. An
English-Language abridged version is available, entitied “Comput-
ers and Privacy” (20 pp., typescript). P.O. Box 2106, S-103 13
Stockholm.

Switzerland

An internal government working group is examining the issue.
United Kingdom

The Committee on Privacy, under the Chairmanship of the
Rt. Hon. Kenneth Younger, published its report on July 12, 1972.
A volume of 350 pages, convering all aspects of privacy including
those related to the operation of databanks, is available through
Her Majesty’s Stationery Office (Cmnd. 5012) for $2.00.

The British Computer Society, early in 1972, initiated a study
of the issue. Particular attention is being paid to the development
of a Code of Ethics.

A study group within the British Civil Service is expected to
complete its report in 1972. No decision has been taken on
publication.

United States

The Report of the National Academy of Sciences, under the
direction of Prof. Alan Westin, is scheduled to be published in the
fall of 1972. The study, funded by the Russell Sage Foundation,
was commenced early in 1970.

- The National Science Foundation, early in 1972, commenced
a study under the chairmanship of Prof. Arthur Miller.

The report of the Decennial Census Review Committee, pub-
lished in July 1971, examined the issues of privacy and confiden-
tiality in relation to Census activities.

A Committee, established by the Department of Health, Edu-

_cation and Welfare, began public hearings in April 1972, and is
scheduled to publish a preliminary report by Jan. 1, 1973.

See also proceedings of the Senate Sub-Committee on Consti-

tutional Rights under the chairmanship of Senator Sam Ervin.
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Dissemination see also Access, Information storage and
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Dossiers see File merging

Downton, Wilkinson v: 135
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Electronic eavesdropping: 15, 103-104, 109, 129, 139, 149, 178

Employment files: 34, 97
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Ethics: 26, 50-51, 63, 165, 166, 179

European Council of Ministers: 174
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