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Preface

Research organizations and funders' play a significant role in diversifying and strengthening Canada’s
research ecosystem by conducting and funding research projects and partnerships that contribute to our
country’s social and economic well-being. The Government of Canada is committed to ensuring that
these organizations have the support and tools necessary to safeguard their work, and/or the work that
they support, from foreign interference, espionage, theft, and unwanted knowledge transfer. It is important
for research organizations and funders to safeguard their research to ensure that it is not exploited in
unintended or undesirable ways. Research security policies and practices in Canada aim to protect the
collaborative nature of the research ecosystem by preventing Canadian innovation from being used to
advance the military weapon systems and surveillance technology of hostile states. In recognizing that
threats towards Canadian research are evolving and come in many forms, a collective effort is required to
develop Canada’s research security resiliency — researchers, research organizations, funding
organizations, and governments all share the responsibility of identifying and mitigating national security
risks related to research.

The Government of Canada promotes research security due diligence through the implementation of
concrete policy measures, including the National Security Guidelines for Research Partnerships and the
Policy on Sensitive Technology Research and Affiliations of Concern. The former is designed to identify
and mitigate risks within research partnerships, whereas the latter aims to prevent a research grant
aiming to advance a Sensitive Technology Research Area if any researchers involved are currently
affiliated with, or in receipt of funding or in-kind support from, a Named Research Organization. While
different, these complementary policies provide guidance for implementing consistent, transparent, risk-
targeted, and science appropriate research security measures.

The methods used to integrate national security considerations into research funding practices differ for
Canada’s federal granting agencies and third-party not-for-profit research organizations receiving federal
funding. To ensure that these research organizations and funders safeguard their work, and/or the work
they support, the Government of Canada has integrated research security requirements — consistent with
the National Security Guidelines for Research Partnerships and the Policy on Sensitive Technology
Research and Affiliations of Concern — into the Contribution Agreements of these organizations. This
funding precondition requires the development and submission of a Research Security Plan — a
document that demonstrates how the organization will systematically integrate national security
considerations into their funding and research practices.

This guide can be used by any research organization or funder who is:

= Required to create and adopt a Research Security Plan as part of a Contribution Agreement; or
= Interested in voluntarily strengthening their research security posture via the implementation of a
tailored Research Security Plan.

While this package focuses on research organizations and funders, it also includes general guidance on
how to implement and adopt research security practices that align with the Government of Canada’s
existing research security policies and commitments to open science and academic freedom.

Additional information on the National Security Guidelines for Research Partnerships and the Policy on
Sensitive Technology Research and Affiliations of Concern, is available on Canada’s Safequarding Your
Research Portal.

' Funders are defined as organizations that distribute money to recipients (organizations or individuals) that conduct or support
research projects and related activities such as research training.
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1. Purpose

The purpose of this document is to provide research organizations and funders with guidance on how to
exercise research security due diligence by developing and implementing a Research Security Plan that
establishes a process for the identification, assessment and mitigation of national security risks in a
systemic, consistent, and documented manner. More specifically, this guide will assist research
organizations and funders in demonstrating how they can:

= |dentify, analyse, and mitigate risks associated with the types of research projects they conduct
and fund that involve partnerships, with any implicated research partners;

»= Prevent the conduct or funding of research projects aiming to advance a sensitive technology
research area if any researcher is affiliated with, or in receipt of funding or in-kind support, from a
Named Research Organization; and

= Develop and implement a series of tailored research security best practices and mitigation
measures at the project and organization level that are both feasible and risk proportionate.

Please note that the relevance and applicability of the advice provided in this guidance document may
vary among the different types of research organizations and funders, depending on their respective
situations and research or funding practices.

2. Components of a Research Security Plan

2.1 Research Security Plan Objectives

A research organization or funders’ Research Security Plan should support and complement the
Government of Canada’s overarching country and company agnostic approach to research security. The
sections below describe the key components of a comprehensive Research Security Plan, which
supports the integration of national security considerations into research and funding practices. This
includes:

= Assessing the sensitivity of the research, to determine whether research could be at risk or
targeted for theft, espionage or foreign interference;

= Assessing the risk level of any partner organizations involved in the research;

= Preventing the conduct or funding of research projects aiming to advance a sensitive technology
research area with individuals associated with a Named Research Organization;

= Assessing and strengthening the research or funding organization’s existing security posture; and

= Developing and implementing effective risk mitigation measures to address risks identified.

2.2 Know the Research You Fund or Conduct

Research organizations and funders should have a clear understanding of the research and projects they
conduct or fund, as well as their potential respective applications (military and civilian), to appropriately
assess the level of national security risk and determine which assets should be protected.

In the context of this document, sensitive research — as well as its underlying data and resulting
technologies — are defined as dual-use research and technologies which could be used to advance a
foreign state’s military, intelligence, or surveillance capabilities. Dual-use research specifically refers

to products, data, knowledge or technologies that, although developed and/or collected for legitimate
purposes, have the potential to be illicitly acquired and/or exploited by others to purposely cause harm, or
to threaten public health or national security. More broadly, research can be sensitive in nature if it also
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contributes to the development of new and emerging technologies where their potential military/security
and intelligence applications are less clear and well-known, if it is related to critical minerals, critical
mineral supply chains, or critical infrastructure; or if it involves personal data or data that can be sensitive
in the aggregate. Unauthorized access to sensitive research can undermine Canada’s national security
interests or those of its allied countries by negatively impacting Canada’s capacity to identify and respond
to these threats, or by disrupting the Canadian economy, society, and critical infrastructure.

See Annex A of the National Security Guidelines for Research Partnerships for information on the
sensitive research areas that Canada’s national security agencies have identified as having specific
potential for dual-use or for being targeted by foreign governments, militaries, their proxies, or other
actors for the potential to advance national security capabilities and interests. This information includes a
list of Sensitive Technology Research Areas.

For more information on risks associated with sensitive research, please consult the “Assessing Your
Risk Profile” located on the Government of Canada’s Safeguarding Your Research Portal.

2.3 Know Your Partners

Research funders and organizations should be aware of and assess risks associated with partner
organizations that may be involved in the research they fund or conduct. This includes the risk that the
partner may transfer the research knowledge, data, or results to a foreign government, military, their
proxies, or other actors where doing so may harm Canada’s national security interests.

Partner organizations that are state-owned or subject to state-influence could facilitate unauthorized
knowledge, technology, or intellectual property transfer to foreign governments, militaries, their proxies, or
other actors, in a manner that could harm Canada’s national security. This risk is especially high for
partner organizations associated with countries that have laws or practices that compel entities and
individuals to be subject to direction from their governments. Such partner organizations lack autonomy
and independence and can be directed by foreign governments to relinquish any Canadian or
international information, research knowledge, technology, and associated intellectual property.

Risks can also originate from partner organization personnel participating in a project, particularly if
individuals have ties to foreign militaries, governments, or institutions that are known to engage in
unauthorized knowledge transfer. Their influence over and access to data and infrastructure (both
physical and digital) could be used to support unwanted data access or knowledge transfer outside the
scope of the research partnership.

When conducting due diligence around research partners, it is important to consider the various lists
published by the Government of Canada which serve as indicators for organizations that may present
risks, including the:

= List of Named Research Organizations
= Consolidated Canadian Autonomous Sanctions List

See Annex B of the National Security Guidelines for Research Partnerships for additional factors that
may result in an elevated risk of unwanted knowledge transfer to a foreign government, military, their
proxies, or other actors.

For more information on identifying risks associated with research partnerships, please consult the “What
are the national security risks in research partnerships” webpage located on the Government of Canada’s
Safeguarding Your Research Portal.
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2.4 Know Your Research Affiliations

Research organizations and funders are encouraged to apply due diligence practices to mitigate risks that
may stem from the organizations to which researchers are actively affiliated with. By understanding an
applicant’s active research affiliations, funders and research organizations are better equipped to ensure
the transparency and integrity of a funded research project.

Most research affiliations drive collaboration and the exchange of knowledge, and research security risks
can be addressed with appropriate risk mitigation measures. However, when a researcher is affiliated
with, or in receipt of funding or in-kind support from, a Named Research Organization while aiming to
advance a sensitive technology research area, there is a high risk that the knowledge, technology, or
intellectual property could be transferred to a military, national defence, or state surveillance entity that
poses a risk to Canada’s national security. By virtue of the affiliation, the affiliated individual could be
susceptible to influence or coercion that could lead to the unwanted transfer of knowledge, technology, or
intellectual property. For additional information on what constitutes a sensitive technology research area,
please refer to section 2.2 of this document, or the list of Sensitive Technology Research Areas
available on the Safeguarding Your Research Portal. Please see the Government of Canada’s list of
Named Research Organizations for more information on organizations connected to military, national
defence, or state security entities that could pose a risk to Canada’s national security. Consult the Policy
on Sensitive Technology Research and Affiliations of Concern for further details.

2.5 Know Your Organization’s Security Posture

To protect core assets, including research data and results, research organizations and funders are
encouraged to proactively assess their existing security posture at the organizational level. An
organization’s security posture refers to its overall readiness and ability to prevent, detect and respond to
threats or attacks. It is good practice to identify other areas of vulnerability within an organization’s
infrastructure and business processes that could contribute to unauthorized access to research methods,
techniques, and results. To effectively safeguard research and intellectual property that is owned or
financed by a research organization or funder, it is beneficial to identify and evaluate organizational areas
of risk, including:

= Physical Security: Instituting appropriate physical security controls can reduce the risk of
unauthorized access to identified assets and other sensitive materials.

= Personnel Suitability and Reliability: Assessing an individual's current and ongoing
suitability for a position can reduce the risk that an individual with access will compromise
assets.

= Information Management and Cyber Security: Protecting sensitive information from
unauthorized access or theft and ensuring the requisite level of confidentiality can reduce the
risk of unintended information transfer.

= Incident and Emergency Response: Reporting and responding appropriately to events that
have the potential to cause harm to information, personnel, the research community, or the
physical working environment can help to mitigate and reduce the magnitude of incidents
when they occur, as well as reduce the risk of recurrence.

Understanding the Sources of Threats

Threats can come from individuals or groups both within and outside an organization. Insider threats can
include anyone who has knowledge of, or access to, an organization’s infrastructure and information and
who could inadvertently or knowingly exploit this access for illegitimate purposes or to cause harm.
Outsider threats encompass individuals or groups that do not have authorized access to an
organization’s assets, but who act in a way that could lead to the illegitimate acquisition of assets and to
subsequent harm.
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For example, research facilities that undertake and store their work on site can be targeted by threat
actors seeking to gain access to their research data, information, knowledge, and/or infrastructure. Threat
actors can use a variety of methods that include, but are not limited to, taking pictures of the facility or
documents housed within, theft of digital information through portable storage devices

(e.g., USB), or gaining access to restricted areas by taking advantage of ineffective physical security
barriers.

Digital research data can also be targeted by threat actors through ransomware, phishing, and other
cyber-attacks that take advantage of vulnerabilities in infrastructure or cyber security practices to access
research data, information, or knowledge that would not otherwise be publicly available.

2.6 Identify Risk Mitigation Measures

Research funders and research organizations should identify and apply measures that can help minimize
identified security risks to safeguard their research and its intended outcomes. This includes establishing
organizational-level risk mitigations, and where necessary, project-level risk mitigations. There are certain
research activities or funding practices that can present unmitigable risks to Canada’s national security. In
cases where the risks to Canadian interests cannot be sufficiently mitigated or where the risks outweigh
the potential benefits, those research projects or partnerships should not be conducted or funded.

All organizations, projects, and programs are unique. Some may already be sufficiently mitigated by
policies and measures already in place, while others may require different levels of additional risk
mitigation. Ultimately, risk mitigation should be proportional to the level of risk. Research organizations
should familiarize themselves with the many types of practical mitigation measures that can be adopted to
address risks.

For more information on potential mitigation measures that can be applied to research projects, please
consult the guide titled “Mitigating economic and/or geopolitical risks in sensitive research projects”
located on the Government of Canada’s Safeguarding Your Research Portal.

3. Research Security Governance Framework

Each research organization and funder is unique and conducts or funds an array of research programs
that present varying levels of risk to research security.

As part of developing a Research Security Plan, research organizations and funders should conduct an
internal scoping exercise to determine which research areas, programs, and projects could be at risk of
foreign interference, theft, and unwanted knowledge transfer. This preliminary analysis supports a risk-
targeted approach, aiming to reduce administrative burden, and focussing available resources to be
allocated towards programs or projects that present a higher level of risk.

While the main objective of this scoping exercise is to determine which programs or research project
opportunities face a risk due to the involvement of a partner or a research affiliation of concern, this
process may also identify other areas of risk (e.g., risks related to intellectual property, cyber and
information technology infrastructure, or physical access) that are contributing to a program or individual
project’s overall risk profile. Research organizations and funders are encouraged to develop a Research
Security Plan that is holistic and clearly outlines what additional processes, resources, staffing, or
capacity is required to effectively implement a feasible, proportionate, and tailored strategy.

In developing their Research Security Plan, organizations should adhere to principles of research
security, including but not limited to: maintaining a commitment to open science; allowing for a high
degree of adaptability in their research security measures; ensuring accountability and responsibility; and
ensuring responses are risk proportionate. Any actions on research security should continue to uphold
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the principles of research integrity, including academic freedom, institutional autonomy, equity, diversity
and inclusion, and transparency, among others.

For more information on the principles of research integrity and research security, please consult the
publication titted G7 Common Values and Principles on Research Security and Research Integrity. By
integrating these guiding principles throughout a Research Security Plan, a research or funding
organization can ensure the integrity and security of the research they fund or conduct.

3.1 Developing and Implementing Your Research Security Plan at the
Project Level

Research organizations and funders have different existing internal practices, policies, procedures, and
funding evaluation processes. Consequently, this guidance document strives to account for these
variations and provides a flexible framework for research organizations and funders to implement
information collection, risk assessment, and mitigation measures.

Regardless of the approach taken by a research organization or funder, the Research Security Plan
should describe how the organization or funder intends to meet these objectives while assessing
research projects.

3.1.1 Determining Your Approach

The purpose of any Research Security Plan is to outline a set of policies and standard practices for
consistently identifying, assessing, and addressing risks when conducting or funding research.
Specifically, it aims to implement the policy objectives of the National Security Guidelines for Research
Partnerships and the Policy on Sensitive Technology Research and Affiliations of Concern.

Any approach to implementing a Research Security Plan will be multi-faceted, and there are existing risk
management models and resources that can be leveraged to integrate research security into internal
processes and funding practices. Notably, this includes the Government of Canada’s existing

Risk Assessment Form under the National Security Guidelines for Research Partnerships, as well as the
Tri-Agency Attestation Form under the Policy on Sensitive Technology Research and Affiliations of
Concern. In addition to that, research organizations or funders can reference and utilize the form
published by the Canada Foundation for Innovation titled Attestation for Research Advancing Sensitive
Technology Research Areas. Alternatively, research organizations or funders can develop their own tools
and processes to collect and assess information on risks and identify risk mitigation measures.

A) Option 1: Leverage Existing Models

Research organizations and funders can adopt tools developed for the implementation of these policies
by federal funding agencies:

Risk Assessment Form

The Risk Assessment Form was developed to support the implementation of the National Security
Guidelines for Research Partnerships and was informed by consultation with the research community. It
is designed to assess potential risks that research partnerships may pose to Canada’s national security
and economic prosperity. This form includes a series of prompts specific to research partnerships, the
nature of one’s research, and identification of mitigation measures.

Research organizations can use any or all of the questions from the Risk Assessment Form to assess
risks associated to research projects. The Risk Assessment Form may be periodically updated in the
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future to account for evolving security risks and the needs of researchers and funding organizations.
Completing and validating the information in the Risk Assessment Form requires utilizing due diligence
research methods and tools, many of which are available in the open-source format?.

Tri-Agency Attestation Form and/or the Canada Foundation for Innovation’s Attestation for
Research Advancing Sensitive Technology Research Areas

The Tri-Agency Attestation Form was developed by the Government of Canada to support the
implementation of the Policy on Sensitive Technology Research and Affiliations of Concern and was
informed by consultation with the research community. Through this form, researchers can attest that they
are not currently affiliated with, or in receipt of funding or in-kind support, from any of the listed Named
Research Organizations. The federal granting agencies are requiring that researchers in named roles
(e.g., applicants and co-applicants) complete this form when submitting grant applications that aim to
advance a sensitive technology research area. Additional requirements also apply to all researchers
involved in the activities funded by a grant that was identified as aiming to advance a sensitive technology
research area, to ensure compliance with the policy regardless of whether an Attestation Form was
required at the time of application. For more information on the federal granting agencies’ implementation
of this policy — including new procedures and responsibilities of researchers and institutions — consult
the Tri-agency guidance on the Policy on Sensitive Technology Research and Affiliations of Concern.

Along similar lines, the Attestation for Research Advancing Sensitive Technology Research Areas was
published by the Canada Foundation for Innovation (CFl), which is an independent not-for-profit
organization that invests in research facilities and equipment in Canada's universities, colleges, research
hospitals, and non-profit research institutions. Similar to the Tri-Agency Attestation Form, this attestation
was created to ensure that CFl applicants, who will receive federal funding, are abiding by the
requirements outlined under the Policy on Sensitive Technology Research and Affiliations of Concern.
Research organizations and funders can use the Tri-Agency Attestation Form and/or CFI’'s Attestation for
Research Advancing Sensitive Technology Research Areas to certify that researchers aiming to advance
a sensitive technology research area do not have an affiliation of concern. When completing and
validating either of the abovementioned forms, research organizations and funders must utilize the most
current list of Sensitive Technology Research Areas and Named Research Organizations.

B) Option 2: Standalone Method

Research organizations and funders may also adapt elements of the Risk Assessment Form or Tri-
Agency Attestation Form for their own purposes, or develop their own methodology for collecting and
assessing information on the risks and mitigation measures associated with research projects, partner
organizations, and validating research affiliations of concern. Where possible, any additional methodology
should be consistent and aligned with existing tools to avoid creating additional burden on researchers
and research institutions in Canada. In particular, any method should be designed to align with the
Government’s overall objectives under the National Security Guidelines for Research Partnerships and
Policy on Sensitive Technology Research and Affiliations of Concern whose objectives include:

= Assessing the sensitivity of the research, including whether the research could be at risk or
targeted for theft, espionage or foreign interference;

= Assessing the risk level of any partners involved in the research;

= Preventing the conduct or funding of a research project advancing a sensitive technology
research area if a researcher is affiliated with, or in receipt for funding or in-kind support from, a
Named Research Organization; and

» |dentifying effective risk mitigation measures to address identified risks.

2 For more information on open source due diligence, consult the Government of Canada’s publication titled
Conducting Open Source Due Diligence for Safeqguarding Research Partnerships.
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https://www.nserc-crsng.gc.ca/InterAgency-Interorganismes/RS-SR/_doc/Attestation_e.pdf
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/named-research-organizations
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/named-research-organizations
https://www.nserc-crsng.gc.ca/InterAgency-Interorganismes/RS-SR/strac-rtsap_eng.asp
https://www.innovation.ca/sites/default/files/2024-03/CFI-STRAC-Attestation-Form-EN.pdf
https://www.bing.com/ck/a?!&&p=84f755631648d3ecJmltdHM9MTcxNTQ3MjAwMCZpZ3VpZD0zNmEyMmZjNi1iZmI4LTYzNGItMzE4ZS0zYzJlYmUxMjYyODcmaW5zaWQ9NTg3OQ&ptn=3&ver=2&hsh=3&fclid=36a22fc6-bfb8-634b-318e-3c2ebe126287&psq=what+is+canada+foundation+for+innovation&u=a1aHR0cHM6Ly9lbi53aWtpcGVkaWEub3JnL3dpa2kvQ2FuYWRhX0ZvdW5kYXRpb25fZm9yX0lubm92YXRpb24&ntb=1
https://www.bing.com/ck/a?!&&p=84f755631648d3ecJmltdHM9MTcxNTQ3MjAwMCZpZ3VpZD0zNmEyMmZjNi1iZmI4LTYzNGItMzE4ZS0zYzJlYmUxMjYyODcmaW5zaWQ9NTg3OQ&ptn=3&ver=2&hsh=3&fclid=36a22fc6-bfb8-634b-318e-3c2ebe126287&psq=what+is+canada+foundation+for+innovation&u=a1aHR0cHM6Ly9lbi53aWtpcGVkaWEub3JnL3dpa2kvQ2FuYWRhX0ZvdW5kYXRpb25fZm9yX0lubm92YXRpb24&ntb=1
https://www.bing.com/ck/a?!&&p=84f755631648d3ecJmltdHM9MTcxNTQ3MjAwMCZpZ3VpZD0zNmEyMmZjNi1iZmI4LTYzNGItMzE4ZS0zYzJlYmUxMjYyODcmaW5zaWQ9NTg3OQ&ptn=3&ver=2&hsh=3&fclid=36a22fc6-bfb8-634b-318e-3c2ebe126287&psq=what+is+canada+foundation+for+innovation&u=a1aHR0cHM6Ly9lbi53aWtpcGVkaWEub3JnL3dpa2kvQ2FuYWRhX0ZvdW5kYXRpb25fZm9yX0lubm92YXRpb24&ntb=1
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/sensitive-technology-research-areas
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/named-research-organizations
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/national-security-guidelines-research-partnership/national-security-guidelines-research-partnerships-risk-assessment-form
https://www.nserc-crsng.gc.ca/InterAgency-Interorganismes/RS-SR/_doc/Attestation_e.pdf
https://www.nserc-crsng.gc.ca/InterAgency-Interorganismes/RS-SR/_doc/Attestation_e.pdf
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/guidance-conducting-open-source-due-diligence/conducting-open-source-due-diligence-safeguarding-research-partnerships

Any approach should also be designed to uphold the principles of research integrity, including academic
freedom, institutional autonomy, equity, diversity and inclusion, and transparency.

3.1.2 Operationalizing Your Research Security Plan

A Research Security Plan should clearly articulate the organization’s planned governance and decision-
making processes to integrate research security into its internal operations and funding practices. For all
new processes and structures that are to be implemented, the research organization or funder should
clearly specify when these elements are planned to be integrated. This will also help to identify when and
where resources should be in place.

The sections below list a series of performance-based objectives and indicators that should be addressed
orincluded in a Research Security Plan. While some objectives are common to both Canada’s research
security policies, certain objectives are specifically designed to implement the concepts of the National
Security Guidelines for Research Partnerships, whereas other objectives are designed to integrate the
objectives of the Policy on Sensitive Technology Research and Affiliations of Concern.

PART 1: Objectives and indicators related to both the National Security Guidelines for
Research Partnerships and the Policy on Sensitive Technology Research and Affiliations
of Concern

Research organizations and funders should provide specific information on how they intend to implement
the following components into their research security governance framework:

Raise Awareness of Research Security Risks

Research organizations and funders could describe, for example and if applicable:

=  What mechanism or measures the research or funding organization will use to increase
awareness of research security risks across their community (e.g., conference, workshop,
program literature, awareness session, online courses?, etc.);

=  Who from the research or funding organization will develop in-house research security outreach
initiatives and informative materials;

=  Who from the research or funding organization will carry out all outreach activities that have been
forged in-house;

= When the research or funding organization will disseminate outreach materials; and

= How the research or funding organization will inform their community of new or changing
research or funding application requirements.

Make Decisions

Research organizations and funders could describe, for example and if applicable:

=  Who from the research or funding organization will approve the funding decisions (the internal
accountability structure);

3 Many resources are available through the Safeguarding Your Research Portal, including three online training
courses titled Introduction to Research Security, Cyber Security for Researchers, and Safequarding Research
Partnerships with Open Source Due Diligence.
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https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/national-security-guidelines-research-partnership/national-security-guidelines-research-partnerships-risk-assessment-form
https://sso.ised-isde.canada.ca/auth/realms/individual/protocol/openid-connect/auth?client_id=moodle&response_type=code&redirect_uri=https%3A%2F%2Flearning-apprentissage.ised-isde.canada.ca%2Fadmin%2Foauth2callback.php&state=%2Fauth%2Foauth2%2Flogin.php%3Fwantsurl%3Dhttps%253A%252F%252Flearning-apprentissage.ised-isde.canada.ca%252Fcourse%252Fview.php%253Fid%253D21%26sesskey%3DAYfL22Cb2t%26id%3D1&scope=openid%20profile%20email&kc_locale=en
https://sso.ised-isde.canada.ca/auth/realms/individual/protocol/openid-connect/auth?client_id=moodle&response_type=code&redirect_uri=https%3A%2F%2Flearning-apprentissage.ised-isde.canada.ca%2Fadmin%2Foauth2callback.php&state=%2Fauth%2Foauth2%2Flogin.php%3Fwantsurl%3Dhttps%253A%252F%252Flearning-apprentissage.ised-isde.canada.ca%252Fcourse%252Fview.php%253Fid%253D17%26sesskey%3DAYfL22Cb2t%26id%3D1&scope=openid%20profile%20email&kc_locale=en
https://sso.ised-isde.canada.ca/auth/realms/individual/protocol/openid-connect/auth?client_id=moodle&response_type=code&redirect_uri=https%3A%2F%2Flearning-apprentissage.ised-isde.canada.ca%2Fadmin%2Foauth2callback.php&state=%2Fauth%2Foauth2%2Flogin.php%3Fwantsurl%3Dhttps%253A%252F%252Flearning-apprentissage.ised-isde.canada.ca%252Fcourse%252Fview.php%253Fid%253D238%26sesskey%3DN6zxELFnX3%26id%3D1&scope=openid%20profile%20email&kc_locale=en

= How and where the research or funding organization will document the rationale for each funding
decision;

»  What factors or criteria will be used to determine a funding decision or if a project proceeds;

= How the validation of a researcher’s affiliations or private sector partnerships, and the outcome of
said assessment, will inform the research or funding organization’s overarching funding decision
process, and when said validation will occur amidst the application or award process;

= How, or if, the research or funding organization will provide recipients with an opportunity to
implement risk mitigation measures before a funding decision is released (i.e., remove a high-risk
partner or terminate an affiliation with a Named Research Organization);

= How the research or funding organization will communicate and inform researchers or applicants
of funding decisions; and

= How the research or funding organization will address appeals to a funding decision.

Maintain Compliance, Monitoring, and Reporting Practices

Research organizations and funders could describe, for example and if applicable:

= How and when the research or funding organization will update and review the contents of an
active/existing Research Security Plan;

= What is the compliance and enforcement approach for holding individuals accountable for
upholding the Research Security Plan;

= How the research or funding organization will integrate research security terms and conditions
into existing and future grant agreements;

= How the research or funding organization’s Research Security Plan will be integrated into
policies, contracts, codes of conduct, etc.;

=  What tools for promoting and monitoring compliance and the range of enforcement actions are
available to the research or funding organization;

= How the research or funding organization will address non-compliance;

=  Who from the research or funding organization has the authority to conduct disciplinary measures
that address acts of non-compliance;

=  Who from the research or funding organization is responsible for recording security
incidents/breaches;

= How the research or funding organization will report on the type and number of security
incidents/breaches; and

=  Who from the research or funding organization is responsible for answering any questions related
to research security.

PART 2: Objectives and indicators applicable to the National Security Guidelines for
Research Partnerships

Research organizations and funders should provide specific information on how they intend to implement
the following components into their research security governance framework:

Collect Information from the Researcher(s) or Applicant(s) on the Sensitivity of the Research, the
Partner Organizations, and Associated Risk Mitigations
Research organizations and funders could describe, for example and if applicable:

= How frequently and when the research organization or funder will conduct research security risk
assessments;

= How the information about an applicant’s research sensitivity, partner organizations, and
associated risk mitigations will be collected (refer to section 3.1.1 of this document);
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=  Who from the research or funding organization will be responsible for gathering information
related to an applicant’s research, partners, and risk mitigation measures; and

= How the research organization or funder will address missing information or incomplete research
or funding applications (e.g., if an applicant identifies risks in their research partnerships, but does
not provide any risk mitigation plan).

Assess Risk and Effectiveness of Mitigation Measures

Research organizations and funders could describe, for example and if applicable:

= What internal capacity is available and what external expertise will be outsourced, if required, to
assist in assessing the sensitivity of the research and partnership risks and mitigation measures;

=  Who from the research or funding organization will assess the research security elements of an
application (research, partners, and mitigation measures), including who from the organization
will determine whether additional mitigation measures are warranted,;

= How the research or funding organization will periodically review and update their assessment
approach to account for changing and emerging risks or threats to research and projects;

=  Who from the research or funding organization provides a recommendation to the decision-
making body responsible for deciding whether an application/research project should proceed or
be funded; and

=  What risk threshold will the research or funding organization use to determine if an application
poses an unacceptable level of risk (recognizing that the level of risk tolerance will vary
depending on the organization).

PART 3: Objectives and indicators applicable to the Policy on Sensitive Technology
Research and Affiliations of Concern

Research organizations and funders should provide specific information on how they intend to implement
the following components into their research security governance framework:

Collect Information on Research Affiliations from Researchers Aiming to Advance a Sensitive
Technology Research Area

Research organizations and funders could describe, for example and if applicable:

= How the research or funding organization will obtain the necessary information that indicates
whether or not an applicant aims to advance a sensitive technology research area;

= How and when the research or funding organization will collect information from the applicant to
ascertain that they do not have active research affiliations of concern, and what information is
being collected to do so;

= Who from the research or funding organization will be responsible for collecting information
related to an applicant’s sensitive technology research and active research affiliations; and

= How the research or funding organization will address an application that is missing the
information required to ascertain that an applicant does not have an active affiliation of concern.

Validate that an Applicant Does Not Hold an Affiliation of Concern with a Named Research
Organization

Research organizations and funders could describe, for example and if applicable:

= How the research or funding organization will confirm whether or not an applicant’s proposed
research will or will not advance a sensitive technology research area;
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= How and when the research or funding organization will validate that a researcher or applicant
does not hold an affiliation of concern; and

= Who from the research or funding organization will validate that a researcher or applicant does
not hold an active affiliation of concern.

Manage and Monitor Any Reported Changes Over the Course of a Grant

Research organizations and funders could describe, for example and if applicable:

= How the research or funding organization will collect, validate and respond to reported changes,
including:
v" Changes in affiliation(s);
v" Changes to the composition of the research team (i.e., the addition of new a
collaborator); and
v' Evolution of the nature of the research project, such that it now aims to advance a
Sensitive Technology Research Area.

3.2 Developing and Implementing Your Research Security Plan at the
Organizational Level

In addition to articulating how a research or funding organization will integrate the objectives of the
National Security Guidelines for Research Partnerships and the Policy of Sensitive Technology Research
and Affiliations of Concern, these organizations have a responsibility to secure information and research
that is being collected from researchers and funding applicants. A Research Security Plan at the
organizational level is intended to bolster the organization’s internal operations and to protect against
both insider and outsider threats to research security.

3.2.1 Operationalizing Your Research Security Plan

This section of a Research Security Plan should clearly articulate how the research or funding
organization intends to maintain, adjust, or adopt research security considerations into its corporate and
risk management strategies.

Research organizations should provide specific information on how they intend to internally adopt the
following security components and considerations:

Maintain Physical Security

Research organizations and funders could describe, for example and if applicable:

=  Who will monitor the emergence of internal and external threats that may jeopardize the
organization’s infrastructure and research security resiliency;

= Who has access to restricted areas of research facilities;

»  What types of visitors are or are not allowed into the physical building or research laboratory;

= What are the physical and data access controls that the research or funding organization has in
place, including, physical barriers, surveillance, alarms, and mechanisms to detect unauthorized
access;

= What are the protection measures in place for equipment owned by the research or funding
organization;

=  What back-up systems or storage repositories exist; and

= How research and related assets will be safeguarded when personnel are traveling outside of
Canada.
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Ensure Personnel Suitability and Reliability

Research organizations and funders could describe, for example and if applicable:

= What are their personnel pre-hiring security screening protocols, and ongoing suitability and
reliability procedures;

=  Who will conduct appropriate reference and security checks;

= How will potential or existing personnel conflicts of interest be identified and addressed; and

=  What security training requirements for personnel that are in place or would be developed.

Integrate Information Management and Cyber Security Practices*

Research organizations and funders could describe, for example and if applicable:

= How the research or funding organization will classify and determine each asset’s level of
security;

= How any personal data, research, and information collected from researchers and applicants will
be stored;

= Who has access to IP, research, personal data, and any other sensitive information;

= What mechanisms are in place that help maintain the safe storage of IP, research, and personal
data;

= How possible cyber security gaps will be identified and assessed>;

= How the research or funding organization will share or publish their data, research methods,
results, etc., with applicants and respective partners; and

=  What policies are in place within the research or funding organization to ensure the safe transfer
of knowledge and research to involved stakeholders.

Adopt Incident and Emergency Response Measures®

Research organizations and funders could describe, for example and if applicable:

=  What mechanisms are in place to detect unauthorized access to facilities, IP, research, and
personal data (i.e., detect physical security breach, cyber incidents, possible loss of intellectual
property conflict of interest, etc.);

= How incidents will be reported both internally and externally and to whom;

= How incidents will be responded to in a timely and coordinated manner; and

=  What incident investigation procedures are in place.

4. Final Considerations

To summarize, the main objective of a Research Security Plan is to lay out a governance framework
demonstrating how research organizations and funders intend to identify and assess research that could
be at risk or targeted for theft, espionage or foreign interference; and to develop and implement
proportionate and feasible risk mitigation measures.

4 Research security plans may link or reference an organization’s cyber security plan, if they exist. Another option
may be to voluntarily incorporate the cyber security plan into a research security plan.

5 For more information on cybersecurity practices and considerations, please consult the Government of Canada
virtual “CyberSecure Canada elLearning Series”.

6 An incident and emergency response plan is a collection of procedures for responding in a timely and effective
manner to situations that could impact security of assets and individuals. It should include procedures for incident
reporting, incident response, and incident investigations.
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https://www.cyber.gc.ca/en/education-community/learning-hub

The development and implementation of a Research Security Plan will strengthen an organization’s
existing security framework and help meet objectives that safeguard Canadian research and Canada’s
national security interests. Furthermore, the use of a Research Security Plan will permit research
organizations and funders to maintain a high level of transparency among researchers, funding
applicants, partners, and the government.

In sum, a Research Security Plan is a mechanism that research and funding organizations can use to
further develop a culture of research security within their organization. Ultimately, a Research Security
Plan should demonstrate a research or funding organization’s commitment and shared responsibility to
safeguarding Canada’s research ecosystem through risk-proportionate measures and continual
improvement and integration of research security into business processes.

5. Helpful Resources

All research organizations and funders are encouraged to consult the following resources for additional
information on how to safeguard Canadian research and innovation:

= Safequarding Your Research Portal: Offers guidance, information, tools, case studies, and self-

directed courses on research security best practices.

= National Security Guidelines for Research Partnerships: Tool used to integrate national

security considerations into the development, evaluation, and funding of research partnerships.

= Policy on Sensitive Technoloqgy Research and Affiliations of Concern: Guidance that aims to

prevent a research grant aiming to advance a Sensitive Technology Research Area if any

researchers involved are currently affiliated with, or in receipt of funding or in-kind support from, a

Named Research Organization.

= Safequarding Science: Interactive workshop from Public Safety Canada.

= Research Security Centre: Provides guidance and advice to the research community and
research institutions on how to protect their research.

= Canadian Centre for Cyber Security: Hosts resources on the cyber threat environment,
including interactive content, publications, alerts, and advisories.

= Canadian Cyber Security Tool: Voluntary self-assessment survey.
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https://www.science.gc.ca/eic/site/063.nsf/eng/h_97955.html
https://www.science.gc.ca/eic/site/063.nsf/eng/h_98256.html
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