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commitment for future action should be inferred

from the recommendations of the participants.
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background working paper and no effort has been
made to edit it for uniformity of terminology

with other studies.
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PREFACE

The potential impact of computers upon individuals, their values
and their rights, and in particular the relation of computerized information
systems to personal privacy has become a matter of world-wide concern - as
withessed by the extended hearings in the United States Congress on a
proposed National Data Bank, by resolution 1028 of the twenty-sixth session
of the General Assembly of the United Nations on Human Rights and Scientific
and Technological Developments, and by studies initiated in the United
States, Britain, West Germany, Sweden and Denmark. In order to begin this
same process in Canada, four groups undertook early in 197Q to sponsor a

conference on this subject:

the Department of Communications

the Department of Justice

the Canadian Information Processing Society

Queen's University

This report summarizes the proceedings and discussions of that
conference which was held at Queen's University, Kingston, Ontario, from

May 21-24, 1970.

A conference committee and a program committee were appointed to
plan the conference. In recognition of the dual importance of maintaining
both privacy and freedom of access to information these committees selected
as the title for the conference: "Computers: Privacy and Freedom of

Information", and set as objectives:

"a) to discuss, examine and define the issues of personal
privacy and right of access in the operation of

information systems and data banks,
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b) to identify the probable problem areas in the

Three key intentions governed the planning of the conference:

1)

2)

application of computer technology to data.

collection, storage and retrieval,

to suggest guidelines for the protection of
privacy and of access to information in

tomorrow's technology,

to record the informed opinions of a represen-
tative group of those concerned with the

design, operation and use of computerized
information systems and data banks on the issues

of privacy and right of access."

every attempt would be made to have a full range
of views represented. This would be achieved by
appropriate selection of the topics, the invited

speakérs and the invited participants;

every attempt would be made to go beyond the
popular discussion of the theme and come to grips
with specific problems and detailed proposals.

This would be achieved by:

.= limiting conference attendance -to partici-

pants who already were involved in the subject
_or who were Tikely to have some direct

involvement in the near future;
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- distributing advance review papers to participants,
so that they could come prepared, and with some

commonality of background;

- organizing multi-disciplinary workshop sessions
among small groups of people, to provide ample

opportunity for free discussion;

- ensuring that there would be adequate arrangements
with respect to the distribution of materials and
the recording of proceedings. These would include
distribution of the written texts of speakers,
summaries to be made by rapporteurs of the workshops,
and a final report to be a coherent expression of the

whole conference;

- documenting a number of proposals regarding computers
and data banks, and recording measures of agreement

or disagreement on these proposals;

3) every attempt would be made to set the theme in a Canadian
setting. This would be achieved by:
- ensuring that the background texts included

materials on Canadian laws and practices;

- keeping in mind the joint federal and provincial
responsibilities in the selection of speakers,

discussants and participants;

- providing for both French and English contribu-
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tions in written materials, and simultaneous

translation, in the discussion.

As recorded in the Introduction, the conference achieved a
surprising measure of consensus both on the nature and extent of the problems

in respect of privacy created by the rapid development of computerized

information systems and on the scope of possible solutions to these problems.
The formulation of specific solutions to these problems will depend upon the
various studies recommended by the conference; their implementation would then

be the responéibi]ity of the governments and other institutions concerned.

The overall report of the conference was written by Mr. Ian Rodger
of The Financial Post. In the view of the Program Committee, it faithfully
records both the extent of the consensus which was achieved, and the
measures of disagreement which were revealed. 1In addition, our thanks are
due to Queen's UniVersity for the excellence of the arrangements which played

so large a part in assuring the success of the conference.

R. J. Gwyn-
Conference Chajrman
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C. C. Gotlieb
Chairman
Program Committee
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INTRODUCTION

The holding of a conference to explore the effects of computer
technology on personal privacy and freedom of information was, as Justice
Minister John Turner pointed out, "of no small significance - and indeed

of some historic value." Mr. Turner added, however:

"It is not so much a matter of self-congratulation
as perhaps for self criticism, for the problems
posed to privacy and freedom of information by
the new cybernetics of a technetronic age have
been with us for some time. Indeed, the generic
issue of the right to privacy - or the threatened
invasions of privacy - has been part of the
intellectual tradition and jurisprudential inquiry
in the United States since 1890."

Whife it is true that Louis Brandeis, later Associate Chief
Justice of the United States, co-authored a pioneering article in 1890 on
a right to privacy, it was not until the 1960s that the issue really gained
momentum, in the United States or elsewhere. To trace the reasons for
either the general neglect of a right to privacy in the past or the sudden
flowering of interest in it in recent years would be a formidable and per-
haps unrewarding task. Like pollution, privacy is a 'problem' that has

been thrust upon our consciousness.

The particular event that sparked the current concern about
personal privacy and the computer was probably the 1965 proposal of the
U.S. Social Science Research Council that the Bureau of the Budget esta-
blish a "national data center" to organize the efficient retrieval of
information about citizens as a consequence of the government's involvement
in the complex areas of poverty, health, urban renewal and education. The

proposal was presented to a Congressional sub-committee and led to the now-
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famous hearings in 1966 on "Computers and Privacy" under the chairmanship
of Rep. Cornelius Gallagher. Public and political reaction to the proposal

was immediate, vocal and almost wholly negative.

Since then, a wealth of Tlegal articles, books, studies and

legislative proposals has appeared.

In the United States a'méjor study organized by the National
. Academy of Sciences will complete its inquiry by June 1971, and the Congress
continues to struggle with this topic. In Britain, Parliament has established
a Select Committee to study this issue. In France, the Conseil d'Etat was
: assigned‘the task, early in 1970 of studying juridical problems in the
computing field, including the challenges computers pose to individual
liberties. Sweden appointed a Royal Commission.in 1966 to elaborate legisla-
tive proposals concerning the protection of privacy in general against
invasion by modern scientific and technical devices. Denmark has a éimi1ar

study in progress.

In the United States, two major books, Privacy and Freedom, by

Alan F. Westin, a Columbia University professor, and The Death of Privacy, by
Dr. Jerry Rosenberg appeared in 1967 and 1969 respectively. Professor WeStih
will shortly publish a second book, as will Professor Arthur Miller of the

University of Michigan on privacy.

The Organization for Economic Cooperation and Development (OECD)
and the United Nations have made the protection of privacy a major topic for

study.

The British Columbia provincial government has enacted a right-of-

privacy statute. A private-member's bill to circumscribe the activities of
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"data banks" has been introduced in the Ontario legislature and an amendment
to the Civil Code of Quebec has been proposed that would protect the privacy
of an individual. A number of proposals were made by Professor Ed Ryan in

his study Protection of Privacy in Ontario, undertaken on behalf of the

Ontario Law Reform Commission.

In all this analysis and concern for the problem of privacy, one
surprising fact emerges: privacy itself has never been objectively defined.
It has been described many times, and everyone has a subjective version of
what he considers his own privacy or personal property to be. One of the
most succinct definitions, though not an all-encompassing one, was created
by the 1964 Nordic Conference on the Right to Privacy: "The right to be let

alone to live one's own 1ife with the minimum degree of interference."

Professor Westin for example, considers privacy to be a basic
human need related to the territorial imperative scientists have discovered

in animals. In Privacy and Freedom, he writes: "What the animal studies

demonstrate is that virtually all animals have need for the temporary indi-
vidual seclusion or small-unit intimacy that constitute two of the core
aspects of privacy." The extent to which privacy has been recognized and
respected, however, has varied widely from one society to another. At one
extreme, the Arabic language has no word for privacy; at the other appear to

be Anglo-Saxon societies with their notion that a man's house is his castle.

Another train of thought, considering only Anglo-Saxon societies
but in an historical perspective, leads to the unexpected conclusion that the
average individual probably enjoys greater privacy today than ever before.

Today most of us live alone or with only one or two other people,
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in one or many huge, impersonal, urban complexes. Our gréndparents
mostly Tived in small communities where anonymity and hence privacy

were impossible; everyone knew all the sins of his neighbours.

Further, it must be pointed out that computers did not create
the problem of privacy: Governments, commercial corporations, the police,
maintained massive dossiers on individuals long hefore the digital
computer arrived. What computers have done is to introduce several orders
of magnitude of efficiency into the whole process of information gathering,

manipulation and distribution.

As Communications Minister Eric Kierans put it in his keynote

address .to the Queen's conference:

"This conference is a step, and no more than a
step, in exploring the potential invasion and
circumscription of privacy which may be brought
about by the rapid development of computerized
information systems and data banks. In this
instance, there is a very clear potential social
cost which must be matched against the quite
obvious social and economic benefits of
computerized data banks. It is precisely the
kind of issue which we must explore and resolve
if we are not to permit, without intending to
or willing it, a wholesale technological pollution
to match our industrial pollution - a technological
pollution which could end up with us re-ordering
our social behavior and priorities to suit the
mechanical convenience of machines."

Taking part in the conference were some 150 businessmen, lawyers,
computer scientists, economists, educators, sociologists and private
citizens. Some participants apparently came convinced that there was no
problem of computers and privacy at all and apparent]y,hoped the_coﬁference

would simply put the question to rest. A few suSpected a plot - that the
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conference was being held to justify the drafting of yet another batch of
restrictive legislation that would put still more power in the hands of
government officials. Still others appeared to be so eager to bring

about sweeping, general legislation that they had not adequately considered
damages that might result to the economic system and established institu-

tions in the society.

This divergence of views suggests the conference planners had done
their job well, that, as the conference Chairman put it: "The conference
itself, to the extent that human frailty can do it, is representative of
industry, of users, of interested individuals in the universities, in the
legal profession and in government. It also, again within the Tlimits of

u(1)

human frailty, is balanced between these different groups.

Opening Thursday evening with a plenary panel session on "Privacy
and Openness as Social and Legal Concepts" the conference proceeded through
five more panel sessions interspersed with four meetings of workshop groups.
The other panel topics were:

b) Data banks: existing technology and practice.

c) Data banks: direction of development resulting
from needs and technology.

d) Objectives for securing privacy and freedom of
information in data banks.

e) Legal and regulatory means of reaching objectives.

f) Professional and technical means of reaching
objectives.

(1) For Tist of cohference participants, see Appendix C. Some conference
participants complained there were no representatives present from
youth, from consumer groups or from the public at large.
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For the workshop sessions, conference participanté'were divided
into groups of 12 to 16 for a free discussion of issues raised during the
panel sessions. Each workshop turned in a report of its views . and
recommendations on Saturday evening after the Tast workshop meeting. The
conference secretariat then studied these reports and distilled from them
a final sﬁmmary report which was presented to the full conference in
plenary session. Copies of the workshop reports were aTso then circulated
among participants for verification. The approved text of the conference

summary report is reproduced in Appendix A.

It was also explained at the plenary session that rather than
produce a verbatim "Proceedings" of the conference, an edited summary report
would be written and distributed to all participants. This report would
attempt to capture all of the important, and much of the enjoyable, informa-

tion and opinion that emerged in the position papers, the panel sessions,

the question-and-answer periods that followed them and the workshop sessions.(])_

And above all, it would attempt to put all this information into a coherent,

readable form.

The following report is the result. Its format deviates somewhat
from the chronological order of discussions at the conference, usually in
order to bring together comments and discussion on what turned out to be
recurring topics. In attempting to be comprehensiVe, the report may give
the impression of wide disparities in the viewpoints of participants.
Indeed, there were several major differences of opinion to be recorded.

However, on most topics, a nascent consensus could be detected - either

(T) The Tist of position papers and background papers is contained in
Appendix B. These documents are available, on request, from the
Department of Communications.
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through Tack of argument or through an apparent synthesis arising from
Tengthy discussion. Most participants were truly astonished at the end
of the conference to realize that such a wide area of consensus had been

reached.
This report is divided into four chapters.

Chapter I deals with the problems of understanding privacy as a
social and Tegal concept. Such an understanding is fundamental to any
attempt to evaluate current practices that may invade privacy. It is even
more important for those attempting to foresee future technological
developments which may occasion even greater invasions of privacy. For
example, it is well known that governments, school boards, doctors, police
and several others carry out activities for various purposes and with
various degrees of discretion which may result in invasions of individual
privacy. But it is impossible to decide whether or not their practices are
acceptable until a general notion of privacy is accepted. Furthermore, it
is entirely possible that emerging technologies, when harnessed in the
service of governments or doctors or others, may so change the nature of
the activities of these groups as to make them become invasions of indivi-
dual privacy. Again, a notion of privacy is a prerequisite to determining
the rights and wrongs of this situation. The chapter concludes with a
summary of the ways in which privacy has been acknowledged historically

in the law.

Chapter II is about information. It brings together various
notions about the power of information and the ways in which the
development of "information systems" affects that power. For purposes

of illustration, the operations of some information systems are described.
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Some suggestions of ways in which information systemé may be classified

‘are also included in this chapter.

In Chaptér IiI, the subject of the computer's impact on
information systems is discussed in detail. Here are indications of the
ways in.which computers may alter information systems, for better and for
worse, and also some discussion on the technical and economic féasibi]ity

of developing large-scale computer-based information systems.

Finally, in Chapter IV, the various proposals for action and

the reasoning behind them are recorded.
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CHAPTER 1

PRIVACY: SOCIAL AND LEGAL CONCEPTS

"Privacy may be one of those things like beauty, truth and
freedom - something that exists only in the eyes of the beholder." That
remark, by Dr. Leon Katz, member of the Science Council of Canada and
Professor of Physics at the University of Saskatchewan, seems to sum up
the many frustrating attemps by conference delegates to come to terms
with the notion of privacy. The subject of privacy as a social and legal
concept was treated in depth by the conference's first panel but apparently
not fully enough, for it surfaced again and again in workshop sessions and
in post-panel question periods as delegates tried to come to terms with it.
Many declared there was no point in talking about anything else until the
issue was settled. The conference summary report does no more than list

some of the major trends of thought:

"Several workshops referred to the necessity of
elucidating the notion of privacy as a legal
concept or, indeed, to elaborate on a philosophy
of privacy. Some doubted that this could be
done except on an ad-hoc basis and others felt
the concept varied with historical or social
circumstances and should be left to the courts.
Again, others reached the conclusion that the
right to privacy should be expressed in the Taw
and that it should be in accordance with the
Universal Declaration of Human Rights."(1)

With the advantage of retrospect, one can detect from the many
papers and discussions on this topic that attempting to define privacy may
have been the wrong way to approach the problem. Rather, starting from the
premise that privacy, whatever it may be and however it may be defined, is
vital to and perhaps synonymous with an individual's sense of dignity, the

problem is to find out exactly what actions offend an individual's or a

(T) See Appendix A for conference summary report.
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group's or a country's dignity and then to do something about them. First,
however, Tet us test the premise - that privacy is vital to an indiyidual's

sense of dignity.

1. Privacy and Dignity

"We as an advanced society have always been invading
privacy. We have always forced the poor, we've
always forced the young, unwed mothers to bare their
souls but it's only lately that the middle-class
society has become concerned about privacy because
it is their society that now stands a risk of being
invaded."

- Thomas L. McPhail, Loyola University.
One of the most striking examples of how the quality, indeed the
nature. of a man's Tife can be altered by invasions of privacy, was given
by Ontario M.P.P. Tim Reid, panellist and author of a private member's bill
concerning data banks and privacy which he introduced into the Ontario
Legislature in 1969. The example had to do with information collected and

used, concerning high school students.

Reid pointed out that high school students, aware that comprehen-
sive reports are prepared about them by teachers and school authorities,
 afelunder tremendous pressure to conform.(]) He described the case of a
student Teader to whom he sent a personal letter in care of the séhoo]
principa1'§~officé."The student received the letter after it had been
opened by schoo1 authorites. His dilemma: "If I make a fuss, someone

will put on my-record that I'm unreliable, a troublemaker." Reid then

(1) Prof. J. M. Carroll of the University of Western Ontario described the
Ontario student record form. "It invades privacy to a greater extent",
he said, "than do the records filled out by a convicted criminal being
placed on probation, an individual taking a high security position with
the Federal government or a recipient of welfare. It includes things

Tike language spoken in the home, religion, occupation of parents, where
the student does his-work, how much homework he does, whether he has his

own desk and numerous other items of personal information."
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expanded this example to the Targer society.

"The student who knows information is being
collected about ‘him and who is concerned

about having a good record so he can get

into university and get a good job is just
like the family man who finds out the kinds

of information now being collected by
investigative agencies. People are

just beginning to understand how much 1is
collected and they tend to react in one of

two ways. They will fight if they can't be
hurt. More often, they will say to them-
selves that it is better to wait for ten

years until their children are grown up. (The
period during which the family nheeds a good
"credit-rating". In the meantime, they conform
and opt-out of the fight to protect such perni-
cious invasions of their privacy.

Justice Minister John Turner, in answer to a question, distilled
the essence of this point. "The right to dissent", he said "becomes a
very difficult right to maintain if there aren't those areas in which one
can discuss without the fear of being overheard. A democratic policy
depends on a lot of confidential relationships, conversations, the ability

to muster support in private, and so on."

Another example of how awareness of surveillance can affect an
individual's behavior was given by Claude-Armand Sheppard, a Montreal
lawyer and panellist at the 'Concept-of-Privacy' session. He described a
hypothetical case of a married man who, unknown to his wife, frequents a bar
popular among homosexuals. The man is, of course, aware that police often
raid bars'such as this one and that they probably note his presence there.
If this man were charged with an offense totally unrelated to the fact that
he sometimes went to that particular bar, asked Sheppard, would he not be
reluctant to mount a strong defence for fear that the police might bring

forward their knowledge of his activities in the bar and thus embarrass him
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in front of his wife and family.

It was this kind of individual reaction to surveillance that
A. E. Gotlieb, Deputy Minister of Communications, undoubtedly had in mind

when he remarked:

"The individual may come to feel to an eyer-
increasing extent that he ‘is spied-on 1in an
information-dominated society, and his
behavior may be influenced to the point
where he prefers to act in the same way as
those around him and not set himself apart."

The result, according to Gotlieb, "would be an atrophied society whose.

members would show no initiative or willingness to innovate."

Surveillance, when it succeeds in recording information that an
individual considers private, demeans that person's dignity. And the
preservation of individual's sense of dignity, according to Justice

Minister Turner, is of crucial importance to a democratic society:

"The erosion of privacy is the beginning of the
end of freedom. For privacy is the foundation
of the principle of autonomy, at the core of
human dignity. The right to privacy not only
goes to the core of our being as individuals
but also the core of our being as a society or
state. A state that demeans its individuals
demeans itself. A society that mocks the
privacy of individuals mocks jtself.”

It is extremely difficult, however, to nail down just what
people consider to be private and personal; to know which invasions will
upset an individual's sense of dignity and which ones will pass unnoticed.
An even when‘and if these unacceptable invasions can be discovered, there

is the equally difficult legal problem of sanctioning their oeccurrence.

'
i
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“Congestion is the only thing that will save
privacy. Today, the most private place one
can be 1s in his car in the midst of a
traffic jam."

- Gordon Thompson, Bell Canada-
Northern Electric Research Ltd.

2. Notions of Privacy

The simple act of asking what privacy means is a powerful indicator
that a significant change in people's understanding of that notion has, and

is probably still, taking place. In other words, people ask the question

because they see around them evidence that activities they once considered

private are, in fact, no longer private and/or things they once considered
public have become private. Examples are easy to come by. One conference
participant said that when he was young, his father wouldn't tell anyone how
much money he earned. Now that information is public. On the other side,
aspects of community Tiving which were once shared among neighbours have now
become private. How many people in high-rise apartment buildings have more

than a passing acquaintance, if that, with their neighbours?

R. F. Linden, a computer specialist with the Federal Department of
Industry, Trade and Commerce, claimed that the concept of privacy varies not
only with time and between generations, but also between nations, between
regions and between social groups. He said that in Germany, for example,
people are appalled at the size and scope of North American credit information
systems, considering that these wreak gross invasions of individual privacy.
But they do not mind, as we probably would, reporting to the police each time
they change residence. The Dutch, Linden continued, won't have social

security numbers or their equivalent for at least three generations. The
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reason: when Holland was occupied during the Second World War, the German
Gestapo issued each citizen a number. And so, for the Dutch, social
security numbers have come to be seen as a threat to the individual. The‘
Danes accept that théir government maintains a complete dossier on each
citizen but they refuse to allow these dossiers to be computerized.
Apparently, during the war, when the Danes wanted to hjde someone, they
could secure their efforts by stealing the individual's dossier. If the

dossier were on a computer, that would be very difficult.

The common thread in each .of these examples is the individual at
a given moment of time confronted by a situation which may compromise his

sense of dignity, indeed, his security through an intrusion into an area he

.considers to be private. The important point is that this evaluation takes

place in the mind of the beholder. It is completely subjective. As the
mind's sensitivities evolve under the influence of time, experience and
culture, so the individual's evaluation of what is private and personal
evolves. Privacy appears, above all, to be a dynamic concept, one that

defies definition, except in terms which are also dynamic.

3. Measures of Privacy

If privacy is a dynamic concept, a major problem is to discover
what it means to any given social group at any given time. For only when
there is an awareness of consensus in a society about what is to be
considered private can that society take legal action against those who
infringe upon an individual's privacy. There emerged from the conference
papers and discussions several suggestions of ways of measuring a group's

beliefs about privacy. ‘A1l appear to be based on a tension that exists in

1
.
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each situation in which privacy is in play - a tension bhetween those who
would keep information private and those who would haye it shared to a
greater or lesser degree. Apparently, there is an immense variety of
types of situations in which this battle between privacy and openness

takes place, and undoubtedly several ways of categorizing these types.
The conference seemed to focus on two main groups:

a) those in which the individual wishes to keep certain
personal information to himself while an outside
agency, private or public, attempts to record it for
any of various purposes.

b) Those in which the individual wishes to have access

to information that governments or private information
collection agencies would rather withhold.

In many situations, of coursé, both these struggles may occur at
once. For example, a credit bureau may seek out and record information
about a person that the person might not willingly have revealed. Then,
the agency may well refuse to allow the individual to review the recorded
information. And in almost all cases, it appears that the individual is
pitted against large, powerful institutions within the society, such as
government agencies, research establishments or corporations. And
reconciling the rights and legitimate interests of the two sides is not

an easy task.

Professor Thomas McPhail, a sociologist at Loyola University,
Montreal, and a panellist at the session on securing privacy in data banks,

posed the dilemma of the social scientists as a prime example:

"Social scientists do definitely invade privacy.
There is no doubt about it. A1l you have to do
is refer to the classic Kinsey studies or the
contemporary Johnson & Masters studies which are
recorded in two books, Human Sexual Response and
Sex Behavior in the Human Animal.
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As a social scientist, I am yery much concerned
with the definite need for Canadian legislation
to protect individuals from the ruthless and
undemocratic invasions of privacy by government,
military or private and public agencies with
1ittle regard for human dignity or due process;
but as a social scientist I am concerned also
that in an overzealous attempt to protect every-
one from everything that social s¢ience research
may be brought to a standstill in many vital
areas . . . The right to collect data, particu-
larly in sensitive areas; for example, family,
religion, income, illegitimacy, education, .
alcoholism, divorce, abortion, etc. is essential
for some social science research."”

Similar views wefe_eXpressed by government planners, statisticians
and businessmen involved in market research. Their argument is that they
collect 1hformation only to detect social tendencies and trends and that they
have no interest in relating particular information to identifiable persons.
They promise not only to protect the individual's dignity but also to conduct

research that will benefit the individual in one way or another.

While these arguments are impressive, they appear to have been
advanced after the event. In other words, the planners, statistfcians and
others in this group appear not to have considered whether or not people 1ike
being the objects of research. Instead, having decided that their functiqns

~ are ‘important and legitimate, they have performed them without muéh thought

given to the legitimacy of conflicting claims. As M.T.Pearson, general ménager,

Associated Credit Bureaus of Canada, said at one point, "No one ever asks

the consumer what he:thinks}"~ For the purposes of measuring a socié] group's
feelings about'privaéy in situations 1ike these, it would appear essentié] to
find out how far the individuals in that group are willing to allow various
agencies to probe, even if anonymously and even if for the benefit of thesé

individuals either singly or collectively. At what point, for example, do
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these persons decide it is in their own good to keep information to them-

selves?

A. E. Gotlieb of the Department of Communications conceptualized
the meaning of this decision by the individual as "the right to disconnect,
or in other words, the right not to communicate.” One of the fundamental

principles of our society, he said:

"is respect for freedom of the individual, a freedom
that can express itself in a choice between communi-
cating and not communicating. Every man should be
free not to avail himself of information. But this
is only one implication of the right not to communi-
cate. It must also involve the right not to commu-
nicate involuntarily, that is, the right of the
individual to restrict the use of information that
has been gathered about him."

Another group of data collectors, led by credit and personnel
agencies, only partially conceals the identity of the individual. But
their justification is that their information systems are vital for the
efficient operation of the economic system. Pearson claimed in his posi-
tion paper that "Canadians enjoy a better standard of living than ever
before because we are a credit-oriented society." And, he adds, "Without
credit bureaus, it is reasonable to assume that individual business firms
would be reluctant to grant credit without a long and costly search; many
deserving persons, particularly average wage earners, would be refused
credit because of insufficient data; and delays in obtaining credit would
result in the Toss of sales and decline of business volume." While this
is undoubtedly correct, again it appears Tikely that individuals have not
been asked their opinions. And the key question would be: At what point
does a person feel the efficient operation of the economic system compro-

mises his dignity? How much efficiency is he willing or even eager to
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foresake in return for being probed Tess intensively?

Sti11 other groups of data collectors, such as doctors, lawyers,
police agencies, etc. each want personal data for different reasons and use
it with varying degrees of discretion. In each case, the individual is
presented with a challenge. Does he accept willingly that these agencies
collect and use information about him or does he feel compromised by its
disclosure in any way? Apparently, no one knows and no one has given much
thought to the problem of finding out. But the answers are obviously vital
for they become the measure of a person's expressed need for privacy to

maintain his sense of dignity.

The other category of privacy-openness confrontations is manifested
in situations in which the individual desires to have access to information
that others would rather withhold. Again, A. E. Gotlieb, in his paper,

conceptualized this desire as:

"the right to communicate, or, in effect, the right

'to be connected. In a society dominated by

information which is what we are moving towards,

no individual should be required to remain apart

from the automated flow of information. The dis-

advantages would be too great, and the gap created

for the individual could become impossible for him

to span by other means."
Today, this desire is most frequently articulated - and it was at the
conference - as that of the individual to have access to information held by
governments. Governments generally have a tendency to withhold information
about their activities even when there is no reasonable justification for
doing so. As Justice Minister John Turner, put it, "This is the tendency of
governments to abuse citizen entitlements under the guise of privacy. In

other words, government secrecy is sometimes legitimated as the need for a

(!
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government's right to privacy but which may well be a denial of the public

right to know."(1)

The belief that there are abuses in this area was almost universal.
Ten of the workshops agreed on the need for protection of freedom of access
to information. And the conference summary report states: "this was
regarded as being particularly important with respect to government infor-
mation." Many conference participants believe this right of access to
information should extend to other domains as well - notably to permit indi-
viduals to inspect credit and other personal information files and to obtain
redress for inaccuracies. Others would go further, still others not as far.
But there was general recognition of a danger that institutions can exploit

privileged information to the detriment of individuals.

This danger develops from the concept of information as power, the
idea that the exclusive possession of certain kinds of information confers
upon the holder certain power. The overt use of compromising information
about an individual to blackmail him is a simple example. Others, both more
subtle and more frightening in their potential consequences, were cited at
the beginning of this chapter. A related danger, to paraphrase Allan Gotlieb,
is the widening gap between the few who collect and manipulate information and
the many who are manipulated, particularly if they are aware they are or can
be manipu]ated.(z) Enlarged, this gap could result in a paranoid, intellectual-
1y atrophied society. And, with the rise of sophisticated, electronic tech-

niques for gathering, storing and securing information, the prospect of this

(T) "Paradoxically, an increase in government's privacy compromises individual
privacy. Conversely, by stripping government and other institutions of
their privacy, the individual's privacy zone grows."

- Hugh Lawford,
Queen's University

(2) See page 16.
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gap widening appears to many to be a very real one. Hugh Lawford, professor
of Law, Queen's University, described one of the many ways in which computers

can widen the gap.

Clearly, it is conceivable to create an information
system under government control which permits only
authorized officials to view only documents which
they are authorized to see. Since the computer
system can use transitory displays of information
upon television screens in officials' offices, there
need not be any unnecessary copies of documents.
Since the system can record the name of every offi-
cial who has viewed a document, responsibility for
the unauthorized disclosure of government information
can more readily be traced back to the particular
official. A single system may serve a whole
government department (and possibly even a whole
government) through one centralized collection of
machine-readable files. These central files do not
require the intervention of a host of human file ‘
clerks, messengers, librarians and the 1ike, and the
internal government community responsible for custody
of information can be shrunk to an extremely small
group.

These two.dangers - that-institutions have sensitive personal
information with which they can manipulate individuals and that this
information may be concentrated in fewer and fewer hands - can be reduced.
in at Teast twd ways. One is to force the would-be manipulators to make
their information universally available, thereby stripping them of their
potential power to blackmail or intimidate individuals. Another is to
forbid»thé would-be manipulators from collecting information in the first

place.

In some situatiohs,.of course, perhaps for reasons of national
security, information must be gathered and must be withheld from the public.
But Justice Minister Turner was the first to admit that these situations are

few in number and widely accepted by the public. Thefe may also be other
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situations in which the public would prefer that information collections
be kept secret; still others where the public wants the information kept
confidential but claims a right to review its accuracy. In still other
situations, perhaps the public doesn't care. But once again, no one seems

to know what the public thinks or wants.

At this point, one is tempted to suggest that information
collection agencies should stop whatever they are doing and run out and
conduct a series of public opinion surveys. In so doing, they would find
out how much information people will divulge and to what extent people want
access to information held by others. Certainly, such a move would be a
step in the right direction but it is fr&ught with dangers. One of the few
initiatives in this direction was a research project undertaken by the
Associated Credit Bureaus of Canada in 1968. One of the conclusions of this
work, as reported by M. T. Pearson, general manager of the ACBA, was that "the
public has a Tow level of awareness of the credit bureau function and an

almost infinitesimal interest in the process of credit reporting."

Without wishing to impugn the efforts of the ACBA, this example
points out a serious problem that will arise in any attempt to sound out
public feelings on subjects such as this. In any such sounding, one cou]d
seek to discover what levels of privacy invasions and intimidation people
will tolerate. And the many "horror stories" recited at the conference
indicate clearly that many people have already quietly put up with a good
deal of abasement through invasions of privacy. On the other hand, a far
more difficult task would be to try and find out what 1Timits on invasions
of privacy individuals would consider adequate to maintain their sense of

dignity. How, in short, do you provoke people to express accurately what




~-26-

is needed to restore an element of their dignity that is being imperceptively

whittled away?

A’re1ated problem is deciding what action should be taken even if
accurate information can be acquired. One workshop at the conference came
to the startling conclusion that the decision as to whether an iﬁdividua1
should be allowed to keep information secret or be obliged to give it to
responsible authorities should be based on "the greatest good for the
greatest number" principle. This is startling because about a dozen people
actually agreed that the principle of respect for minority rights, one which
seems to be crucial in decisions affecting privacy and openness; should be

ignored.

4, The Legal Status of Privacy and Freedom of Information

There are laws that protect, and have protected for
many years, some areas of an individual's private
life. I am thinking of such things as the laws of
property and trespass; laws that incorporate certain
fundamental human rights; laws of 1ibel and slander;
laws that grant confidential status to information
that passes between, say, a doctor and his patient;
and laws respecting the monitoring of telephone
conversations. In practice, however, these Taws do
not provide an adequate protection of privacy. In
Canada, for example, the use of miniature radio
transmitters and electronic eavesdropping devices
is not regulated . . . The law is often blamed for
being static and always behind technology. This
criticism is probably justified. If it holds true
for the future, the consequences may even be more
serious than in the past.

- A. E. Gotlieb,

in a position paper

The laws cited above by Allan Gotlieb riot only fail to provide
"an adequate protection of privacy", as he puts it; in most cases they were

not even intended to protect privacy. The law of 1ibel, for example, is
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intended only to protect an individual against unmerited defamation. It
provides no protection against the exposure of sens{tive information that
is accurate! In Britain, the Taw forbidding wiretapping is not based on
the individual's claim to privacy. Rather, wiretapping is prohibited

because it is construed as theft of British Post Office electricity!

"The right of privacy is not one that has been given much
recognition or protection in our law", Professor Douglas A. Schmeiser, of
the University of Saskatchewan College of Law and chairman of a panel
session on legal problems, argued. "It is not found in the Canadian Bill
of Rights; it is not found in provincial billsof rights; it is expressly
rejected in judicial proceedings, in most professional communications and
in modern police practices." He was supported by Claude-Armand Sheppard,
who declared simply, "The concept of privacy in Taw is relatively new.

It is not unknown in Canadian law", he said, "but its recognition has
generally been implicit rather than explicit. It has been dealt with in

a piecemeal fashion and haphazardly."

Sheppard points to "token" acknowledgement of the principle the
guarantee of mail secrecy in the Post Office Act, in various federal and
provincial statutes prohibiting interference with telephones or wire-
tapping; and in several provisions of the Criminal Code, such as those
prohibiting the watching and besetting of individuals, dwelling houses or
places of work and requiring a search warrant for an officer to penetrate
into any private building. "In this connection, it should be recalled that

a search warrant 'shall be executed by day, unless the justice, by the
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warrant, authorizes the execution of it by night'".(1)

Sheppard also pointed out that Quebec Taw does not contain any
specific provision dealing with privacy but that a proposed bill of rights
contains a passage guaranteéing to every citizen a right to the protection
of his dignity, his honour and his reputation as well as his right to
privacy. Also, there is precedent, he pointed out, for using the general
principles of civil responsibility in the Quebec Civil Code to prosecute

invasions of privacy (see footnote below).

In summary, Sheppard and Schmeiser seem to agree with Professor
Westin that privacy has been recognized in the past but the business of

embedding measures in the Taw to adequately protect privacy has lagged

(2)

behind technological developments.

(T) Sheppard's remarks are buttressed by most Canadian writers on the
subject. David Cornfield, writing in the University of Toronto, Faculty
of Law Review, concludes that "although privacy receives some Timited
protection from the law of trespass, nuisance, negligence and copyright,
no English court has ever given a remedy for invading the personal
seclusion of an individual per se apart from his occupancy of land or
his holding of some form of personal property." Another writer states
"with some confidence that English Law does not recognize the right to .
be Teft.alone. Personal privacy as such is not protected as a right,
nor is there any correlative duty imposed on other persons to prevent
them from infringing it."

Oneé recent exception is found in the case of Robbins vs Canadian
Broadcasting Corporation, where the CBC was found at fault for inviting
viewers of a program to write or phone and "cheer up" a doctor who had
written a letter to the CBC complaining about the program. Using
section 1053 of the Civil Code, "Every person capable of discerning
right from wrong is responsible for the damage caused by his fault to
another, whether by positive act, impudence, negtect or want of skill",
the Quebec Superior Court found that the CBC had committed a fault and
was therefore responsible, but that there was "no need to attempt any
precise definition of this fault".

(2) Westin, Privacy & Freedom, pp. 330-364.
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Hugh Lawford, on the other hand, argued in his position paper at
the conference that "The common Taw has been veluctant to recognize a right
to privacy because such a right would endanger a more fundamental right of
free speech. Such restrictions as the common law has placed upon the
freedom to communicate information have been narrowly construed. For
example, the legal remedies which the Taw gives for defamation of character
are quite Timited. Even if someone has spoken about me in terms which bring
me.under public hatred, ridicule or contempt, I cannot succeed in suing him
if he can show that the words used were true." Lawford also pointed to the
tendency of the courts to reject claims to shelter whole classes of

information that could be used as evidence.

Whatever the historical perspective from which one views privacy
as a legal concept, it is clear that the concept has, at present,little
firm basis in Canadian Taw. Only British Columbia, among Canada's eleven
major governments, has a specific privacy statute. Also, there is little
existing legislation to 1imit the activities of agencies that might other-
wise invade privacy. A significant step in that direction is, of course,
Justice Minister Turner's wiretapping bill, introduced in the House of
Commons in the fall of 1970. But on the whole, there has been 1ittle action
to circumscribe the activities of information collectors and 1ittle thought
given to the legal problems posed by the emergence of "personal information"

as a commodity and a tool for privacy invasion.

Another related gap in Canada law is the absence of legislation

providing for what Turner calls "a right to know". He explained:

There is another side to the right of privacy which
has not received the prominence it deserves but whose
dimensions cannot be ignored. This is the tendency
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of governments to abuse citizen entitlements under
the guise of privacy. In other words, government
secrecy is sometimes legitimated as the need for
government's right to privacy but which may well
be a denifal of the public right to know. If
privacy is the foundation of democracy, the right
to know is fundamental to any participation in
democracy. The public cannot be expected to
dialogue - still less decide - meaningfully if it
is refused the very information which would make
such a dialogue and decision-making possible.

Professor Hugh Lawford explained in detail what the absence of a
right to information means to a citizen trying to deal with certain
federal agencies. "Canada", he said, "has never enacted a clear law
respecting clearance of documents and access to unpublished documents."
This gap exists with resﬁect to both archive collections and documents

still in the possession of government departments, he claimed.

"It is even difficult to discover who is responsible
for granting permission to see government documents.
Until fairly recently, a common assumption was that
access to Canadian government papers was subject to
a "50-year rule". That is, any document 50 or more
years old was regarded as open to the public. Yet
it is difficult to find any legal authority for the
50-year rule or for the shortening of the period to
35 years announced recently by the Prime Minister.
Certainly there are files older than 50 years which
the government refuses to make available to the
public. ’

A Canadian finds it impossible to know what Taw
governs access to government files. He has no
assurance that a department even has the personnel
to undertake clearance -of its files. Indeed, the
procedure for declassification and release of
government files (if there is one) has never been
publicized." '

While both Turner and Lawford concentrate on the idea that the
absence of "a right to know", particularly with respect to government

documents, is dangerous to the functioning of the democratic process, it
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should not be forgotten that this omission also has the potential to create
a threat to individual privacy. This is because government officials, in
possession of information they refuse to diyulge, may be in a position to
manipulate individuals, groups or the whole society. As A. E. Ende of the
U.S. Federal Communications Commission and a conference participant pointed
out, "The real danger to the individual is from government activity in
gathering information, maintaining files and using them. We can be affected

by the opinion of powerful people with privileged information."




-32-

CHAPTER 11

INFORMATION'AND‘INFORMATION'SYSTEMS

If nothing else, the preceding chapter should havye suggested that
"information" is the villain of the biece. Information is the "commodity"
that an individual often wishes to keep to himself while others covet it.
And information, in certain situations, is the tool of the manipu{ator or
blackmailer. To extrapolate from Bacon - as everyone does who writes on
this topic - information is poWerl To which should be added the all-

purpose qualifier - "sometimes". Some information never has any power, some

has power only for a short time, some has power only fn certain circumstances.

Thus, R. J. Bouwman, General Counsel and Secretary of British Columbia Tele-

phone €0., could scoff at the.alarmist posture.adopted by many .people on this
“topic. " . .
I am a Tittle worried about the fear that everyone
here talks about, the fear of everyone knowing
everything about you. I don't particularly care
who knows about me, about my bank account or any-
thing 1ike that. And I just wondered if it is
true that there is such a terrible fear or is
this just something that we're building up in
people?" ,

ThoSe remarks serve as warning that the circumstances by which a
certain piece of information assumes power (or loses it) vary considerably,
even Unbredictab]y. The power of a. given fact may depend on that fact not
being Wide1y known, it may depend on the time that it is Tearned or on any

or a combination of several other circumstances.

The relationship between information's power and its ability to

help or hurt people also varies a great deal. Sometimes, information that
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is helpful has power, sometimes is hasn't. Sometimes information with a
potential for harming people has power, sometimes it hasn't. Sometimes,

information has power regardless of whether or not it will hurt people.

Sometimes, information has power regardless of whether or not
it is accurate. We know, for example, that personal information contained
in school records or credit files has an enormous influence on our lives
regardless of its accuracy. For one conference participant, the tervifying
thing about some kinds of information is that people believe them. "We
live in a pseudo-scientific age," he said, "and people tend to accord more
value to so-called scientific data than they should." 1In fact, the strategic
unimportance of accuracy in situations such as these seems to confer an extra
power. on already powerful information. This results, as Justice Minister
Turner suggested, from the fear that develops in people - a fear born of "the
awareness of the potential for the information not being accurate - the
veracity of the information, the sources from which it may be derived, the
biases from which it may be derived, the conversion of information corralled
for one use and converted to another, the fact that there is no opportunity
for rebuttal if that information is assembled without one's knowledge and

thereby without one's consent."

On the other hand, people don't care about the veracity of what
they apparently consider to be innocuous information. One conference
participant reported the attempts of his company to verify the accuracy of
information on its mailing 1ist. He said that if the company pays return
postage, 25% of those asked will reply to requests for verification of
information. If the company doesn't offer to pay return postage, only 8%

will respond. "75% just don't care anyway", he said.
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In the midst of such disconcerting amhjguities surrounding
information, at least one of its characteristics is fairly well understood.
Fortunately, it happens to be the one with which the conference was most
-concerned. That is the tendency for information that already has some
power to become more powerful as man's ability to store and manipulate it

improves.

In other words, with each invention - hieroglyphics, the alphabet,
paper, the printing press and so on - that has increased man's ability to
store information, so the potential for an institution or an individual to
accumulate information that can be used to advantage has grown. And more
recently, with thé development of mechanical, electro-mechanical and finally
electronic devices for manipulating and analyzing information, this potential
power has flowered even more rapidly, as is illustrated in a subsequent

chapter.

Obviously, new methods'and devices for storing and retrieving
information were not developed in a vacuum. There were needs for them, needs
expressed by people who explicitly br impTicitly understood the value of
collecting, storing and manipulating certain kinds. of information. The
result today is a proliferation of stores of information of all kinds held by
all shapes and sizes of individuals and organizations. Sohe of these
information stores, whether they are called filing systems, information

systems or data banks, are kept on computers; some are kept in a man's head.

Some, such as the telephone directory, have wide circulation; others, such as

national defense systems, have extremely Timited circulation.

The practices and problems of. some of the information systemS’that
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interested conference participants most are explored in this chapter.
Also, ways in which information systems might be classified so as to
separate the powerful from the innocuous are suggested. No attempt is
made in this chapter to discriminate between manual information systems
and computer-based systems. The problems considered here apply regardless
of the storage and manipulation vehicle. The impact of the computer of

information systems is the subject of a later chapter.

1. Some Information Systems: Existing Practices and Policy Problems

The conference was particularly interested in information systems
containing information on people. Thus, discussion focussed on systems
operated by credit and personnel agencies and by government and para-
government agencies. The result was enlightening for, as Justice Minister

Turner pointed out, we don't know much about them.

The information systems dotting the national Tand-
scape in both the public and private sectors - and
which are being increasingly integrated around
computerized data banks - know a great deal about

us but we know very 1ittle about them. What we

need today is some hard data about the information
systems and computerized data banks themselves, -
i.e. - their number, type, nature, location and
function; the ownership of these information techno-
logies both in respect of nationality and public
participation; what kinds of information are being
collected, stored, retrieved, transmitted and dis-
closed; what measures, if any, have been already
installed in these information systems to protect
individual rights; how effective these measures are;
and the operative trends in terms of information
technologies and computer data banks in the Seven-
ties.

Three panel speakers outlined the activities of credit bureaus,
the Dominion Bureau of Statistics and school boards respectively. Open

discussion elsewhere illuminated some of the practices of other data
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collectors in our society.

M. T. Pearson;genenai-managef of the,1S3;member.ASsocjated;Credit

Bureaus of Canada, spoke on the methods and policies of credit bureaus.

He emphasized first the role of credit bureaus in society.

"Outstanding consumer credit has multiplied five

times since 1951 to an approximate total of

$9,000 million today. ACB of C's 153 members

provide more. than five million factual and

usually brief credit summaries a year, most of

them by telephone, to more than 40,000 sub-

scribers.”
He claimed that member bureaus, however, do not grant or refuse credit, do
not employ investigators who probe into an individual's background and
habits, do not keep files secret from the individual concerned and do not

provide credit reports to everyone who.seeks them.

To protect the individual, ACBC policy requires service contracts
between the bureau and subscribers certifying that "inquiries wii] be made
only for the purposes of credit granting and other bona fide business trans-
actions, such as evaluation of present and prospective credit risks. Service
is discontinued to any subscriber who fails to honour these provisions. Sub-

“scribers pay an annual fee plus a charge for each credit report gfanted. To
obtain information, a subscriber must identify him$e1f by giving a special

code number assigned on contract agreement.

"Firthermore, any consumer 1s able to find out what information is

contained in his credit bureau file. He simply phones the bureau and makes

an appointment. He is asked, on his arrival, to provide proper identification,

then a member of the bureau's supervisory staff will go over the contents with

him,"
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Pearson emphasized that files contain factual material only. He
pointed out that credit bureaus have come to realize that a person's habits,
political affiliations, etc. are not relevant. "The important thing is
whether or not he pays his bills. Also, we won't store information we

can't sell."

Thus, files contain a person's name, age, residence, previous
residences, marital status, family, place of employment, previous places of

employment, estimated income, paying habits and outstanding credit

obligations.

"Bureaus may only record judgments and/or writs having to do with
consumer debt; registered chattel mortgages, conditional sales contracts

and convictions under provincial statutes and for criminal offences."

"Bureaus will report bankruptcies for 14 years, and collection

accounts, judgments and court convictions for seven years."

Pearson also presented a table resulting from an ACBC research
project in 1968 showing a low level of consumer complaints with the credit

service (see Table I).

Finally, he noted that "no Canadian bureaus are currently
computerized or have firm plans to do so". This despite the fact that
ACBC's U.S. parent and other U.S. credit bureaus have put their files on

computers.

"Several segments of the (Canadian) industry, in major market
areas, have conducted studies but for volume or other reasons have not

proceeded as of this date", he said.
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TABLE I

Consumer Complaints Received and Interviews Completed

By Representative Sample of ACBC Members

1968
Total # Of
Complaints. Total #
Total # Received Result Of
Of Reports (Intervieuws Misunderstanding
1968 _ Completed) Of Business Function¥
ok .
317,717 887 0.28 423 0.13
1,099,280 914 0.08 823 - 0,07
1,662,587 3,114 0,19 2,015 0.12
627,123 2,509 0.40 1,498 0.24
570,285 2,081 0.36 - 1,156 T 0.20
4,276,992 9,505  0.22% 5,915 0.14%

Total #
Result Of
Mistaken

Identity’

F %
89 0.03

31 -
47 -
108 0.02

95 0,02.

Total #
Result Of
Other
Errors
T A
90 0.03

L
69 -
105  0.02
&4 0,01

370 0.01%

348 0.01%

this was the belief that the bureau actually approved‘or disapproved granting of credit.
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"Most members of the industry, however, recognize that computeri-
zation of some form, beginning in major markets, is ineyitable, and largely
a matter of volume, equipment economics and investment payout. On this
basis, it is reasonable to assume that a significant proportion of the
Canadian industry will be computerized in 5-10 years, and some major markets

sooner than that."

Pearson's remarks pertain mainly to the Associated Credit Bureaus
of Canada, a group of "in-file" reporting agencies. Subsequent discussion
illuminated the activities of other participants in the personal information
collecting industry. Professor J. M. Carroll of the University of Western
Ontario, pointed out that, "for all practical purposes", there are three such
organizations in Canada, the others being Dunn & Bradstreet, concerned
primarily with businesses and large investors, and The Retail Credit Co. of
Canada.. Carroll emphasized that{t is mainly The Retail Co., that carries
out investigative work on individuals for the use of insurance companies and
the Tike. He called this kind of activity "bedroom or bistro spying." A1l

of the agencies, he added, are headquartered in the United States.

Carroll also disputed Pearson's claim that an individual can review

his file.

"He has said that a subject has the right to review his file but it
would be misleading if one would think that you can walk to a credit bureau,
get the document, which they call the docket, and hold it in your hot little

hands and examine every statement made about you. This is just not done."

"You make an appointment", Carroll continued, "to review a file at

the credit bureau - this is Mr. Pearson's organization. I do not know if the
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other organizations have even gone this far. Now, the manager of the credit
bureau holds your file and he says, 'Mr. Jones, now just what was there

about your credit status that is troubling you?' 1In other words, he's
p]ayingv'twenty questions' with your file and he is putting you in a position
- where you have to volunteer information, perhaps derogatory infofmation, that
might not be in the file in the first place. I say that this right to reyiew
a file is not that; it is only the right to subject yourseif to a personal

interrogation."

To which Pearson replied: "The file is 1in code?for confidential
purposes. He wouldn't understand the file anyway so we have to interpret it.
It would go like this. It might say, 'F - 100 - 1 - 69 - 1,000 - $60 - 800 -
01'. The main point here is that on the docket are confidential codes that
the member uses to phone in. Now, if we hand somebody the docket andvhe picks
up the code, he can go out and give the code to some of his friends and he in

turn can phone into the bureau."(1)

Some of the personal information handling activities of the Federal
government were outlined by T. J. VanderNoot of the Dominion Bureau of

Statistics.

He pointed out that the Canadian Statistics Act guarantees to the
individual that no harm will come to him as a result of his compliance with

the Act in providing information to DBS.

Reporting Agencies, Legal Research Institute, University of Manitoba,
Winnipeg, 1968.
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The protection of indiyidual returns covered by the
Statistics Act includes the following three major
provisions: (1) the individual returns furnished

by persons, businesses, etc. will be used only for
statistical purposes and not made available for
taxation, regulation or other administrative action;
(2) the returns will be handled only by sworn staff

to DBS; and (3) the data will be published only in a
form which will not permit, without authorization, the
identification of data relating to any individual form
or other respondent.

Despite precautionary measures taken to ensure that these
protections are respected, VanderNoot noted there are difficulties, particu-

larly in the area of residual disclosure.

This occurs when two or more sets of data taken
together could allow the identification pertaining
to an individual respondent even though there is
no direct or intentional disclosure. The trivial
example occurs when an entry in a table is blanked
out but which can be deduced from the marginal
totals and the other entries in the table. A Tless
trivial example is the publication of certain
industry totals by province when one cell is domi-
nated by a single respondent.

The "residual disclosure" problem illustrates a point made during
a workshop session. Information contained in a data bank on an individual

need not include the individual's name in order to be identifiable.

Another danger is implicit in DBS using information collected by

other government agencies and departments of administrative purposes.

This is an increasingly rich source of statistical
information since the administrative activities of
modern governments encompass ever wider spheres.

Yet the public is concerned that the accumulation

of information about individuals within one agency

will allow the Tinkage of information from various (1)
sources and thus create the feared 1984-type dossier.*

(1) For further discussion of the "linkage" problem and an example of it
in action, see R. H. Donnelly case, Chapter III.
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A para-goyernment data collection agency that received some
attention was the school system. Ontario M.P.P. Tim Reid, explaining in

a panel session the reason why he introduced a private member's bill on

data banks, recalled that:

"I was becoming increasingly alarmed at what was
‘taking place with regard to elementary and secon-
dary school student records, particularly with
the advent of report cards during the 1960's on
which the teacher was encouraged to express very
subJect1ve comments on the pupil's social ,
behavior in and out of class, his relations and
bad and good habits and so on. In other words,

I was alarmed that very subjective comments of a

psychological nature were being made by amateurs
with no raining.

Reid was concerned not only with this activity but with the fact
that these observétions are recorded on student record forms that follow the
student throughout'his_academic career. Furthermore, he argued, supported
by Professor John Carroll of the University of Western Ontario, that the

distribution of these students record forms is often not adequately restricted.

As Carroll put it: "It's not unheard of for the principal of a
school, in answer to a request for 1nf0rmat1on on a student, to xerox a copy
of the student record form and send it out to the individual making the
inquiry". But he also pointed out that, "there are already laws regarding the
confidentia]ity of this document. 1 beljeve it is under the Secondary Schools
Act. So, you see, we are talking about more legislation but we don't even have
the mechanisms to enforce the protections we already have written into

legislation."

Reid also cited the instance in Toronto in June, 1968 when police
asked for and received the student record form on a 17-year old former high

school student who was to be a Crown witness in a court case.
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Valuable insight into the activities of yet another group of data
collectors - social scientists - was provided by Thomas McPhail of Loyola
University. With one example from his own experience, he pointed out both
the value of social science research and some of the latent dangers to both
individuals and the scientists involved in it. The example deals with
marijuana research.

I designed a questionnaire along with a couple of
colleagues and at question eight, it says, "Have
you ever smoked marijuana?" Then, further
questions are, 'how many times?' and 'how many
times have your friends smoked it?' Now, on the
top of that questionnaire, it says 'this question-
naire is both anonymous and the data will only be
reported in agregates.' This {s very sensitive
research but the findings, I think, provide us with
insights about human behavior that are very vital
in terms of decision-making. For example, we have
found that among freshmen, 12% have smoked marijuana.
By the time you go through first, second, third and
fourth year undergraduate, two-year masters program
and a three-year PhD program, it goes up as high as
80%. In other words, the Federal legislation as it
is designed today, if it were enforced, would put
most of the intelligent young leaders of tomorrow
in jail. I think it's this type of research that
we need and it's this kind of research I'm afraid
may be closed off.

Asked if the police authorities could lay any claim on his data in this
research project, McPhail answered, "they probably could force me in some

legal way but if I became aware of this I'd destroy the data first."

2
2. Classifying Information Systems

The purpose of the conference, of course, was not to itemize the
information systems operating in Canada today. The focus on some specific
information systems above, however, helps to indicate some of the problems

that arise in dealing with them, even if and when they are jtemized. One
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point that should be clear, for example, is that the term 'information
system' can cover everything from the telephone book to the RCMP's

criminal files, from Eaton's catafogue to a company's confidential customer
Tist or a school board's file of student histories. And any attempt to
deal with them all collectively will almost certainly lead to some bizarre
traps. As an example of what can happen, Hugh Lawford showed that the
strict wording of Tim Reid's private member's bill on data banks would

render illegal the pUb1icat%on of telephone books!(1)

"If you look at the bi11", Lawford said, "I suppose that when you
compile a phone book, you are keeping 'a filing system that records and
stores information'". He then showed the phone book would qua1ffy under
section 3E of the Ontario M.P.P.'s bill because it is sold, and under section
- 4 because it is 'a data bank that contains personal information about iden-
tifiab1e persons’'. Lawford concluded friumphantly with the thought that if
someone discovers any incorrect or out-of-date data in the phone book, he can
order the phone company to expunge it or correct it immediately or face a

$10,ooo fine.

AnotherAexampje of how legislation, if drafted too widely,could do
more harm than good, is the possibility, raised by some conference partici-
pants, that an'indivfdua1‘s personal files could become subject to regulation -
incTuding scrutiny by those about whom the information is stored - on the

grOuhds that 'personal files' constitute a data bank.

'Examples such as these indicate that a way must be found to classify
information systems and to assign names to the different classifications.

Somehow, the sensitive must be separated from the innocuous, the information

(T) See Appendix IV for the text of Reid's bill.
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systems with restricted distribution must be separated from those that are

open, and so on.

In a position paper on the classification problem, Professor C.
C. Gotlieb of the University of Toronto and Program Chairman of the
conference proposed to classify information systems according to three
characteristics: the source of the information, the extent of distribution
of the information and the method by which an individual can (if he can)

inspect the information about him that is stored.

For data sources, he noted that information can be supplied either
by the individual or from public record or from other sources, "other" being
defined by exclusion. The only problem area here, he noted, is clarifying
what is meant by 'public record'. For example, do vehicle registrations,
records of criminal convictions, voters' Tists and so on all belong on the
public record? Gotlieb cautioned: "Careful thoughtwould be needed to choose

the 1ist and it would have to be reviewed in the light of experience."

Under the 'inspection' classification, he suggested that, depending
on the system, the individual either has an automatic right to inspection, in
which case a copy of information held on him is sent to him automatically
periodically or he has a right to request to inspect the information or he is \

forbidden to see his file altogether.

As for extent of distribution of the information, Professor Gotlieb
put forth two categories, internal and external, but readily admits these are

"the most difficult to define".

Generally, internal is intended to mean that distribution
of information is restricted to the company or institu-
tion which maintains the information system unless there
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is explicit permission of the individual about whom
the data pertains, in every individual case, to
transmit it elsewhere. However, in the case of
government, federal or provincial, the organization
is so large that it would be necessary to be much
more precise than this, if the term 'internal' were -
to have any validity. - If it turned out that it were
not possible to define internal distribution with
enough precision, it might be necessary to consider
distribution for specific items of information rather
than for the whole contents of the systems.

Professor Gotlieb then gave some examples of .classification that
would be assigned to familiar information systems. A payroll file is
composed of data collected from 'other' sources (i.e. not the individual
and not public record); it has only internal distribution; and the indivi-

dual can, presumably, inspect it on request.

A police file is also made up from "other" sources, but it has
external distribution and is not open for inspection by the individual.
Who's Who is compiled from data supplied by the individual, it has external

distribution and the individual has an automatic right to review his file.

"Most of these information systems have a long history
‘of use. Regulation of information systems could
proceed first by identifying those of the type for
which the individual has no right to scrutiny but
which have external distribution. For all others, no
regulations would apply. This would in itself
encourage those operating systems to make their data
open for inspection to the individual concerned, and
to restrict general disclosure if possible, so that
regulations would not apply."

In his remarks at the conference, Gotlieb added: "The whole purpose

of the mechanism would be to indicate a very wide set of classes of systems on

which generally no regulation or licensing would be needed. The whole point
of the classification systems is to remove from any licensing need practically

all the information systems that are operated, even about people."
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The idea of classifying information systems was a popular one at
the conference, although it emerged more in an awareness of differences
between various types of information than in an understanding of what can
be done about these differences. For example, one workshop suggested there
is a vital distinction to be made between subjective and qualitative infor-
mation on the one hand and objective, quantitative information on the other.
It also noted a distinction between information that is collected for
research purposes in which individuals are not identified and stored
personal information that can be traced back to the individual. Another
workshop, although in favor of complete disclosure of government and

corporate information, recorded the following stumbling blocks:

"Information relating to the future operations of
companies, such as project capital expenditures,
competitive information within the industry, etc.
cannot be disclosed without jeopardizing the
company. Other information, such as proposed
location of highways or that affecting the stock
market must be withheld."

It is Tikely that most, if not all, of these differences could be
accommodated if the principles of Gotlieb's classification system were
applied. Gotlieb himself emphasized that he was attached only "generally"
to the classifications he set up, not to the specific classification
suggested. One general area of disagreement, however, might be over the use
to which information is put. Gotlieb, for one, was not interested in how
information is used. "Let me point out", he said, "that I do not try and
classify according to how information is used. I think that one of the
aspects of information systems is that they have all kinds of uses that you
didn't think of. And to try and expect that you can predict all the ways in

which you can use it is probably not too productive."
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If the workshop reports are a fair indication, his view {s not
widely shared. Three workshops noted that the uses to which infbrmation
is put are of great concern to people, although none‘offered,anylreasons
for this. Examples given included the use of personal credit data for
employment purpdses and the fear that cbnfidentia] communications.to
doctors, priests and lawyers might be used for other purposes. Another
workshop complained about the sale of magazine mailing 1ists. One work-
shop, however, came to the conclusion that people, in giving but certain
types of personal information, waive the right to restrict its use. No
examples were given. Dr. Willis Ware of The Rand Corporation argued in
one workshop that the apprehension of use of information by third ﬁarties
may arise simply because "we are éfraid of the future. This is the
emotional failing in all of us", he said. "We are worried about the
gathering of medical information, for example, even though we're better:
off as a result of it. Why not reveal the identity of the individual?"
But Ware also suggested data bank operators should be forced to declare

the uses to which they put their information
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Chapter III

COMPUTERS AND INFORMATION SYSTEMS
"I'd be very sympathetic to recognizing a right of privacy for
computers too."
- A.E. Gotlieb

"A computerized system can administer injustice far more efficiently
and far more quickly than any manual system."

- from a workshop report
"Computers are big, expensive, fast, dumb adding-machine-

typewriters", according to Robert Townsend, author of Up the Organization.

Perhaps. But this definition conspicuously omits the two other characteristics
of the computer that cause it to affect traditional approaches to information
systems. These are the computer's abilities to store vast quantities of

data and to retrieve, sort and analyse that data under programmed control at
lightning speed. John J. Deutsch, principal, Queen's University and chairman

of the panel session on legal and social concepts of privacy, explains:

"in the past, we've had a protection from the limitations of the
written word. While a lot of information could be collected, it
was cumbersome, it was difficult to find, certainly difficult to
find quickly, and this has given the individual a good deal of
protection as far as privacy is concerned. It was like Tooking for
a needle in a hay-stack. Well, what's happened now is that we can
indeed find the needle."

Perhaps the best illustrations of the computer's ability to find
needles in haystacks was that described to the conference by T.J. Vander

Noot of the Dominion Bureau of Statistics. He said that a U.S. marketing
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firm, R.H. Donnelly, Inc., brought together available public information
on individuals Tiving in a certain district. The information sources used
were the enumeration area statistics from the census bureau, the telephone

book and the auto registration list sold to them by the state. A1l this

information was fed into the computer’and correlated. And, from the results,

"they were able to infer a great deal about the families 1iving in
the area they were interested in", Vander Noot said.

"T would point out", Vander Noot continued, "that the invasion
of privacy is not just a question of dossiers or the illegal collection of
information. But as social science itself becomes more sophisticated,

perfectly legal means can be used to build up files of information about

a person which. is an invasion.of privacy. And.I would defer to the lawyers
the auestion of ‘how a series of perfectly legal actions can result in an
invasion of privacy."

As Tuck would have it, a lawyer, Allan Gotlieb, took up the
challenge, answered the question and showed that there is even a Tegal
principle to support the suggestion that computers can bring about a
qualitative change in information systems through a quantitative increase
in capacity and manipulative power.

"T can remember the story a. law professor once gave as explanation
of the relationship between what is Tegal and what may become
illegal. A farmer keeps one pig and this is perfectly permissible;
he keeps two pigs and it's permissible; three pigs and it's
permissible, but at a certain point he may keep sufficient number of
pigs that the pigs become-a nuisance in relationship to his neighbor.
So that at some times, information or actions which in themselves in
isolation may be perfectly permissible can by society be regarded as
changing in quality and their character in a certain combination. I
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think for example, that it is quite possible that under the Taws

of a given jurisdiction, the legislators may say that there shall be

no bank of information formed on people by public or private (agencies)
of a certain character or of a certain type even though the information
may be public or, in large part, publicly available. I'm not advocating
such an approach but I think it is certainly likely to happen in relation
to the formation of general data banks on people by governments."

1. How Computers may Become a Nuisance

The conference summary report records "the predominant opinion®
that the computer can indeed alter the "quality" of the invasion-of-privacy
problem through its impact on information systems. The R.H. Donnelly case
cited above by Vander Noot presents one way in which this can happen; that
is, through the use of a computer to sort, compare and integrate various
data files so thoroughly as to create a qualitative change in the data itself.
But there are several other ways in which the computer can affect information
systems and, in the process, either directly or indirectly, affect individual
privacy too.

Consider, for example, the following prediction by Douglas F.
Parkhill of the Department of Communications:

“The technical advances that had made possible the information uti]ity(])
have dangerously magnified the power of both governments and private
organizations to keep all of us under close surveillance. Together,

the various data files of the different (systems)--medical, educational,
financial, legal, law enforcement, etc. could make available in a
conveniently accessible form a complete record from birth until death

of even the most private affairs of everyone. In the absence of
adequate controls, this could create a dangerous menace to the right

of privacy, and, if carried far enough, to a society in which
conformity would become the price of survival."

(1) A term used by Parkhill to describe the massive computer-communications
systems he predicts will be prominent in the near future. See below,
page 55.



While the computer in this instance is doing much the same things as it
does in_the Donnelly example, a completely different legal problem

is involved. What Parkhill alludes to is the possfbi]ity that governments
or private organizations will integrate already confidential data fi]es
containing pérsona] information, perhaps in the name of efficiency or
money-saving, but nevertheless resulting, willy nilly, in a bank of personal
dossiers that individuals, had they been asked, might never have agreed to
establish. _

A third way in which computers may impact information systems
is implicit in Principal Deutsch's reference to being able to find the
needle in the haystack. Simply because of the computer's immense memory.and
its manipulative powers, information systems can be built and used today
that could not have been contemplated in the past. And many existing inform-
ation systems, if placed on a computer, would become instantly, for these
reasons, more powerful tools.,

As A.E. Gotlieb noted, "Before the advent 6f the computer, files
on the various activities of an individual were incomplete and separated
from each other because too Targe a méss of information simply could not be
manipulated economically. The computer, however, makes it possible and
economic to store, combine and transfer masses of data."

A fourth way in which computers may affect information systemé
and, obliquely, privacy, is through their tendency, cited emphatically by
Hugh Lawford, to turn previously 'ﬂree‘l information into a commercial

commodity. "Because computer-based information systems are expensive and
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can be controlled in a way that the flow of private paper cannot", Lawford

-

argued, "Ithink that there is a tremendous pressure towards having inform-

(1)

ation become an economic commodity. So that it is possible to say that
every time someone Tooks up a 1aw on a computer data bank he should be
charged a fee." Lawford also commented that in seeking legal documents
from governments for use on his data bank, he noticed that they have begun
to ask for some "economic benefit" for providing this information in a way

they wouldn't have done in the past.

The implication is that this cost element, if it becomes generally

accepted, could become another factor in expanding the gap between those
with the power (and the money) to manipulate information and those who are
manipulated.

Finally, Claude-Armand Sheppard, in his position paper and in
direct remarks at the conference cites a fifth way in which computers alter
information systems and, in the process, upset people.

"To put it crudely, it is the fear of being ruled by computers.
You and I know that this is a great over-simplification. We

know that computers are really most suited for repetitive tasks.
In fact, it has been said that computers don't think, don't make
decisions, don't set policy. Don't they really? Most decisions
which any -administration has to make really consist in the
application of relatively plain rules to facts which are equally
simple. But to the individual concerned these simple, almost
mechanical, decisions may be of the utmost importance, for they
determine his rights, his security, and vital aspects of his 1life.
Yet these are the decisions which are most 1ikely to be entrusted to
computers.

(1) Even more so when there is a telecommunications 1link between the
"customer" and the computer system.
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Up to now, the citizen's main contact with his government has been
in areas such as taxation, social aid and so on. Yet these are
the areas that are being taken over by computers. Don't under-
estimate the anguish this will create in people."

It must be emphasized - indeed, it was emphasized several times
at the conference - that these are, for the most part, ways in which the
computer, when and if applied to information systems, has the potential to
bring about invasions of privacy where none existed before or to exacerbate
existing privacy invasions. Today, as M.T. Pearson pointed out, no credit
bureau in Canada uses computers to store its information. Only governments
have significant personal data files on computers but even there one finds
curious gaps. The R.C.M.P., for example, still does not have an on-line

(1),

criminal data file In short, the state of the operational art is, as
usual, somewhat behind the technical state of the art. Nevertheless, there
was considerable debate at the conference both on the technical and economic

feasibility of harnessing computers to most information systems.

2. Financial and Technical Feasibility
of Computerized Information Systems

Three conference panel speakers, B.B. Goodfellow of IBM Canada
Ltd., D.F. Parkhill, Assistant Deputy—Minister, Planning, Department of
Communicétions and John M, Russe11, Vice-President, Systems Dimensions Ltd.,
Ottawa, spoke ‘on technical and financial aspects of computerized information
systems. In addition, there was limited discussion in workshops, but no

major points are raised that are not covered in the three speakers' papers.

———

(1) One is, however, now under development. The RCMP announced in September
1970, its intention to develop an on-time data bank containing information
on stolen vehicles and on criminals. The system will connect to the U.S.
Federal Bureau of Investigation's National Crime Information Centre (NCIC)-
in Washington, D.C.
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In general, Parkhill claimed that computerization of information
systems is not only technically and economically feasible, it is already
happening "at a phenomenal pace". Russell and Goodfellow, for their part,
concentrated on pointing out technical and economic obstacles to the rapid
emergence of computerized information systems.

"For the rest of the decade at least", Parkhill argued, "the
most significant developments in information systems will arise from the
merging together of the previously disparate disciplines of computers and
communications to create those new forms of social endeavour that we call |
information utilities."

And he described several technical advances that have made this
possible.

1. It is now technically feasible to bring the full power of a
large-scale computer complex to anyone in the world who is
served by suitable telecommunications facilities.

2. The interaction between the central computers and the remote
user is essentially instantaneous so that the user receives
service that is indistinguishable from that which he could
receive if he were physically present in the same room as the
computers .

3. The cost to each user is but a small fraction of what it would
be if the same services were provided by individually owned
computers.

4. Each subscriber can be provided with expandable, rapidly
accessible private files that are reasonably well protected
against unauthorized access.

5. The intellectual achievements and data collections of many
individuals and groups can be pooled in large public files
so that their contents become simultaneously available on
demand to all customers of the system.

6. The technique of time-sharing has made direct dialogue between
man and computer economically practical.
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Parkhill then described some.information systems that will be
computerized in the future, and suggested some of the effeéts this
computerizing process will have on these systems. He cautioned that "any
complete list of possible app11c§tions Wou]d resemble the index to the
- Encyclopedia Britannica", but offered a preliminary list of some of the
potentially important ones (see Appendix 5).

Perhaps'the most important of the future computer-based

information systems described by Parkhill are those intended for pedagogical

purposes.

“In the long run, nowhere will the impact of the computer utility

be felt more strongly than in the area of education. Both the

form of the school and the role of human teacher will undergo

drastic changes as "fireside computer consoles", universal electronic
encyclopedias, teaching utilities and academic administrative
utilities come into widespread use. For one thing, the concepts

of grades and of classes based on calendar age may have to be
abandoned. In their place will be a system of independent tracks for
each student, according to his individual performance. In fact,

with the advent of domestic computer utility service, there is no
reason why much of a student's instruction and study could not

take place at home. The time at school could then be devoted to
laboratory work, group discussions and seminars and individual
consultations with the human teachers."

John RUsse11,‘Vice—President, Research & Development, Systems
Dimensions. Ltd., Ottawa, in a panel presentation, presented some of the
technical and economic difficulties and Timitations 1ﬁ creating Targe on-
1fne, computerized information systems. Russell c]aimed that, "using
currently avai]ab]e technology, no significant étorage capacity limitations

present themselves to the designer of an on-Tine information service".
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"Direct access mass storage devices presently offered for sale can
make available to today's computers upwards of one trillion
characters of information at a capital cost of approximately $10
million. Such a capacity would provide for approximately 10,000
words pertaining to every person in Canada at a capital cost of
approximately 50¢ per person".

These data files could be stored far more cheaply, Russell noted,
if they were put on off-line tapes rather than direct-access devices. "The
above hypothetical files, for example, would be contained in approximately
25,000 reels of conventional computer tapes at a capital cost of less than
5¢ a person."

One of the major areas of technical difficulty in on-1ine systems,
he claimed, is in the speed of access to information in the files.

"ATthough the access times and data transfer rates may be quite high,
when the designer takes into account auxiliary operations such as
access request queuing, location directory searching, field password
verification, privacy transformations, record rewriting and directory
updating, he would consider himself cavalier to predict much more than
about one thousand accesses per hour. This means that just one of
the possible data bank access applications alone, motor vehicle
registration for example, could tie up the system completely (three
million vehicle registrations spread over 300 days = 10,000
registrations per day or 1,000 registrations per hour).
Russell added that the access-time problem is more acute in data banks
used for 'specific' purposes than in those used for statistical purposes.
In other words, when data files are accessed for purposes of statistical
analysis, they can be drawn one after another in their natural physical
sequence from the storage device. However, in cases where specific data is
required, an individual (time-consuming) search is required for each item.

Russell also focused on some start-up problems that any would-be
data bank operator would incur. For example, "the building process will
generally require a manual conversion involving the transcription of the
records to machine readable form. Perhaps the first and most immediate

danger to the individual Ties in the difficulty of ensuring adequate quality
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control during large-scale conversion programs. And because transcribed
records of an individual may not come in to actual use of months or years
after the transcriptions, errors introduced at that time will tend to be
difficult to right."” He also claimed that this transcription process is
"extremely expensive" and "in many cases, this cost alone could prohibit

the transcription."

A design problem, which Russell discussed briefly, is whether

to have one centralized data bank or a network of smaller, distributed
data banks. Against the distributed option, Russell pointed out the high
cost of transmitting data from one centre to another for - say - analytical

purposes. And he cited the following hypothetical example:

"An authorized researcher working out of one of the regional
centres such as Quebec City wishes to study current health

patterns of families in Ontario and Quebec. Having in hand a tape
file derived just last week from the Quebec City data bank, he asks
for the corresponding file from Toronto. Stressing the urgent
nature of his research (e.g. mercury pollution), he asks for and
receives permission to have the Toronto file forwarded by leased
common-carrier communications facilities.

"Now, the Ontario health records file may happen to contain six
million records of 200 words each (roughly 50,000,000,000 bits).
Since, in the current state-of-the-art, data transmits at a maximum
of about 50,000 bits per second, our researcher in Quebec City will
wait some two weeks for his data!

"Although perhaps the transmission cost was not important in this
instance, it is interesting to note that under current tariffs, the
common-carrier tolls would have exceeded $7,000. Ordinary air
express services could havexbeen used to ship the tapes in less than
one-tenth of the time at less than one-tenth the cost!."

To Russell's remarks must be added those of B.B. Goodfellow of

IBM Canada Ltd. Goodfellow spoke mainly on the anticipated technical
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developments in computer design in the near future that will impact the
technical and economical viability of computerizing data banks .

"Today", he said, "we can visualize the technologies that will
take us to absolute 1imits in central processor performance, By the mid-
1970's it is reasonable to project 1- to 2=xnanosecond systems and by the
early 1980's, we should attain an order of-magnitude improvement with
circuits in the 100-picosecond range, This achieyement would appear to
represent a 1imit for practical systems for some time beyond that period
for the linear machine."

Goodfellow warned, however, that "based on the very limited
experience with the design of curpent information systems, it is projected
that search times (CPU to core) will haye to tncrease between a thousand
and five thousand times to make even relatively simple information systems
practical." And, he said, "the projections of circuit improvement do not
support such increases."

Also, in the organization of computer processors, Goodfellow
claimed: "The current indication would be the deyelopment of multiple
processor systems operating under the control of a master operating systems.
A number of breakthroughs will have to occur in this area before system
performance will satisfy the implied requirements of many of these proposed
data banks,"

Again in the area of bulk storage media, he noted that while there
is no limit to the amount of information that can be stored, "It is an
unfortunate fact that increasing storage generally increases access time."

He foresees improvements in storage media over the next decade, to the
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point where "very large systems (i.e. with on-line storage in the range
.of a biT]ion characters dr more) will be practical for the expansion of
many applications in operation today, but they will have unacceptable
access times to operate in realtime mode. Some of the new technologies
may overcome the basic limitations encountered today but these systems

appear to be beyond a ten-year forecast.”

3. Security of Computerized Information Systems

Just by being themselves, computers can bring significant
changes to 1nforﬁat10n systems that may affect personal privacy. But
computers and computer men aren't always themselves, don't always do what
they are supposed to do. They make mistakes, they may not have adequately
considered a problem and, in the case of computer men, they may become
sloppy, negligent or simply dishonest. As a result of any of these
eventualities, sensitive personal information stored on a computer may be
distributed to someone who shouldn't have it or may be corrupted. In either
case, personal privacy cou}d be unjustly compromised. Steps'taken to avoid
such eventualities fall under the general rubric of security in the computer
environment - a topic of considerable concern to many conference participants
and, one suspects, to the public at large.

As -a Tist of security requirements provided by Dr. Willis Ware
indicates, the steps to be taken are considerably different from those in a
non-computer environment. He cites five requirements.

1. Physical protection of the computing central and demountable
storage media.
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2. Communications should be protected by some form of
encryption or physical protection of circuits.

3. A multi-user system must have hardware safeguards to
prevent a user from upsetting the monitor program or
software safequards.

4. Software safeguards are needed to control user access to
files and make audit trails, alert staff to unusual
situations, etc.

5. Administrative and management security controls must be
adequate. (1)

Given that these various approaches to security in a computer
environment are followed up, the question remains as to whether computer-
based information systems are or will be more secure than manual systems.

The question is, of course, largely academic because there is as yet 1ittle
experience in the field. Here, however, is a sampling of opinion and |
evidence from various conference participants.

B.B. Goodfellow of IBM Canada Ltd. argued that, "while technological
developments may represent a potential threat to pfivacy, this same technology
may be even more important to use in the protection of privacy. Whether we
Tike it or not, our lives are not very private today and I am convinced that
computers and automated data banks offer the potential for greater protection
of our privacy than the threat they present to its invasion."

Concrete evidence for this idea appears in M.T. Pearson's paper
on the operations of credit bureaus. "It is our contention", he said, "that
computerization will in fact promote greater accuracy and confidential
treatment of file information."

Pearson went on to suggest what some of the specific effects

of computerization of credit bureaus would be:

(1) Legislation or regulation draftsmen may, or may not want to consider
the irony of a computer system operator invading the privacy of his
employees in order to protect the privacy of his customers.
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"Computers are vehicles. by which many credit bureaus' files can be
consolidated into one metropolitan trading area. To the credit grantor,
it means he can call one location to get information on potential
customers in the total trade area which he services. To the consumer,
this means a much quicker opening of a new account since the credit
bureau would no Tonger have to mail a request for information to

another city in those cases where the consumer has recently moved.

"Computers can control against errors more efficiently than is possible
with manual systems. For example, more checks for reasonableness of
data input are contained in the computer systems than are possible on
a manual basis. Computers permit an automatic interface between the
automatic billing systems of credit grantors : and the credit bureau's
files. Computers for credit reporting are all on-line systems.
Correction of errors can be entered in these systems as quickly as
they could be entered in any manual system. With computers, there

is a new ability to go through files quickly and delete o]der inform-
ation that should no 1onger have a bearing on the person's ability

to pay.

"Computers permit bureaus to have greater checks to guard against
misuse of their files than is possible on the manual basis. In the
U.S. Associated Credit Bureaus computer package, Credipak, a complete
audit trail is maintained on every access and change to the file,
including an operator's identification. No terminal can access the
files until such terminal is activated by a supervisor and, the
assigned operator has identified herself on that terminal. Any
terminals placed in credit grantors' offices for direct access to

the bureau's files are not permitted by the computer software to

make changes to files other than to indicate that an access has been
made. The system also produces lists of all s1gn1f1cant changes made
to f11es which require some supervisory review."

Pearson's contentions were further supported by David Booth of
I.P. Sharp Associates Ltd., Toronto. Booth described in detail the secutiry
system incorporated into the company's computer time-sharing system in Toronto..
Like'thé Credipak-system; the I.P. Sharp system aihs at providing a high
degree of f11e integrity and security. ‘ |

The system provides each user with a 7-digit entry code number
"While this code may remain unchanged for many months, the user may append

his own password of up to eight characters and change it any any time,"
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Booth said. The user, once his code has been accepted by the computer,
may then use the machine to perform mathematical functions or to store
and then execute a user-made program.

"The most important point to note is that when a function is
written it can be locked so that no one, not even the function designer
or the console operator, can see how the program works, or can change it.
It can never be unlocked. It can only be erased," Booth pointed out.

"Not only can the user protect his account number and the contents of his

programs but also units of storage called workspaces", he added. "Should

the need arise to store a security program before it is finally locked, it
can be stored in a workspace which itself is protected by a password of

up to eight letters.

"The degree of security employed is in the hands of the user,
which is important because security usually costs money in both user's
time and computer costs."

Despite these reassuring remarks from Pearson, Booth and Goodfellow,
there was considerable uneasiness among conference participants about the
security of computer systems, particularly in systems that do or will contain
personal information about individuals.

J.S. Crowson of the Department of Communications argued that
"the computer is only as good as the system that operates it". Citing
the experience of the Canada Post Office in devising money order systems,
he claimed, "People may devise many wonderful systems and for a short while
they confound the crooks. But it isn't very long before the professional

thieves find a way to beat the system".
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Another participant who questioned the efficiency of existing

security procedures was Dr. Ware, who said simply: "Nobody'knows the kind

of threats that will be mounted against data banks. This makes it awkward

for the designer of safeguards".

Another security problem arises from the possibility of sabotage.
The matter was raised in a question by Prof. Jean Baetz of the Universi #y
of Montreal. "I would Tike to know how vulnerable in the present state of
affairs are data banks on computers and communications systems - their
vulnerability if a substantial segment of people from whom information is
sought wished to fool the system. For instance, they could deliberately
Tie. Suppose a question is asked and you are supposed to reply in one way

or another and you reply both ways".

To which Ware said: "I can give you an answer to that question

‘but it won't be a useful answer. The answer is they're terribly vulnerable.

But the reason it's not a useful answer is that nobody has really put his
mind to trying to figure out how to protect against that kind of mischief.
You can invent schemes which give partial protection. For example, suppose
you answer a questionnaire for me and you misstate your salary because you
think I'm being too nosy. From looking at enough people who I be11evé are
answering honestly, one can get insight into who is misstating theAfacts".
B. B. Goodfellow added his view that systems suffer from "medium vulnera-
bility" to illegal access. "The real problem is thét there isn't that
great an urgency exhibited to do anything with it. I think we have a lot

of ideas of how we could if we had that need".(])

(1) A comprehensive pamphlet, titled The Considerations of Data Security
in a Computer Environment, published by International Business Machines
Corp., provides additional discussion of security problems.
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CHAPTER 1V

PROPOSALS FOR ACTION

"We've seen the offering by various technological
‘specialists in the computer industry of a new
world with new possibilities - I hesitate to say
brave new world - with many advantages through
the use of computers. But many of the offerers
are concerned about regulation on the basis of
privacy with the apprehension that this will Tead
to regulation of freedom of speech. I think this
is an instance of what Professor Moffat Hancock
called the "transplanted category" in which by
using a concept developed in one context in a
completely different context for which it was not
intended, you can give a spurious conclusion
certain plausible effect. We should not confuse
freedom of speech with the activities of the data
manipulators. If we avoid regulation of the new
world, the manipulators of information take over
under the rubric of freedom of speech. Don't
confuse this activity - a controlling activity -
with freedom of speech."

- E. F. Ryan
Ontario Law Reform Commission

Much of the commentary and many of the opinions expressed at the
conference suffered from the "transplanted category". The result was, of
course, misunderstanding and perhaps, at times, animosity because of a lack
of a mutually understood and accepted context. Therefore, before proceeding
to examine in detail the various proposals for action, it is worthwhile to
review some of the major areas of consensus, either declared or implicit,
arising from previous chapters. This will serve as a context for the

proposals.

Privacy, a concept not explicitly accepted either socially or in
the law, was seen to be an indispensable element of an individual's sense

of dignity. And the ability of an individual to preserve his sense of
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dignity is vital to the fabric of a democratic sociefy. An-individué]‘s
privacy, defined perhaps as the desire to be left a]one,'fs constructed on
fwo pillars - the freedom from unwarranted intrusions upon‘so1itude and
the freedom from unwarranted manipulation, either threatened or pursued,
by those in possession of'the means of ménfpu]ation. Against the indivi-

dual's claim to privacy must be wéighed the legitimate requirements of the

society - maintenance of law and order, operation of the economy, advancement

of informed legislation, etc.

Information can be an extremely powerful cdmmodity. Those who are
aware of this, many of whom‘have/1egit1mate requirements for information,
oftén'seek information from and about individuals. Individual privacy or
dignity may be offended by this process. It may also be offended through the
ways in which those who géther 1nformation then use it. The power of
information is proportiona]»to, among other things, the ability to store,
retrieve and analyze it and to correlate it with other information. The
harnessing of computer-communications systems to the tasks of storing and
manipulating information has incomparably increased the ability to perform
these functions. Insofar as these tools eXist and- are economically feasible,
it should be assumed that many information system operators will find it in
their-interest to use them. A parallel requirement arises therefore, to
protect the individual's interest from more intensive privacy invasions that
could result if and when certain information system operators come to

possess, or control, more powerful bases of information.

Using this general context, the various proposals for action can
be divided into two general categories: those designed to protect directly

the individual's right to privacy and those designed to circumscribe the
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activities of certain operators and users of information systems and the
systems themselves. These two categories, of course, reflect two legal
approaches to the problems posed by information systems in relation to
privacy; the one investing the individual with a right and the other
specifically limiting the actions of certain agencies. In seeking to
protect an individual's privacy, proposals were made that aimed either at
limiting invasions of privacy or at insuring the individual's right of
access to information about him held by others. Some participants
emphasized the need to regulate the information systems themselves and
others saw a need to regulate the actions of both the operators and the

users of information systems.

Whichever of these approaches are pursued, the drafters of safe-

guards should bear in mind Dr. Willis Ware's warning.

“"From the individual's point of view, safeguards have
to be credible. They have to Took to him as though
they're realistic and will, in fact, do as claimed
on his behalf, and they have to be understandable.
For the Tay public, legislation that says a computer
must have 'memory protect' and 'privileged mode' and
this, that and the other technical feature that some
ingenious man has discovered is wrong. First of all,
legislation of that kind would be so specific that
it's easy to circumvent. 1It's like the patent
business; you can always find a way to get around it.
But worse, the general public will not and cannot
understand it and therefore it will not be a
reassurance. The problem will not have been put to
bed."

Rules or regulations have not only to be comprehensible and
credible, they should be able to accommodate the inevitable changes brought
about by techno]ogica1 advance. Professor Thomas McPhail, supported by
Dr. VanderNoot, also pleaded for consideration of the special and

increasingly important role of social science research.
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"Proponents of legislation seyerely limiting the rights of
researchers”, said McPhail, "have to consider the possible spin-offs of
legislation. 1In an era where accelerated change, shifts in 1iving styles
and escalation of 'deviant' behavior is the rule, social statistics become
almost mandatory if governments and private agencies are to have some
yardstick to gauge present programs and, more important, what future societal

trends and programs will be Tike."

1. A Right 6f Privacy

To protect privacy, one must begin with a definition of the quality
" to be defended. Attempts usUa]]y begin with Article 12 of the United Nations'

Universal Declaration of Human Rights.

"No one shall be subjected to arbitrary inter-
ference with his privacy, family, home or
correspondents, nor to attacks upon his honor
and reputation. Everyone has the right to
the protection of the law against such inter-
ference or attacks."

By itself, this is of 1ittle help in deciding what privacy is.
Another suggestion is that privacy is the right "to be left alone". As
formulated, such a concept appears to cover at least the major dangers to
privacy presented by information systems; i.e., the threat of probes into an
individual's activities and the threat posed by those who would use
information systems to manipulate 1ndividua1§. Recall Allan Gotlieb's

concept of privacy as the right to disconnect:

“In the privacy domain, there may be found the desire

- to be left alone, to be left in peace by the rest of
the community, which means the availability of suf-
ficient space to provide protection from the static
of one's neighbours, to die alone if one so wished,
to rest outside of society, to be non-productive,
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to bhe off-heat, to be an alien, if one so desired,

to turn off the connection. It may also involve

respect for one's anonymity in a public place. It

may involve being able to establish intimate rela-
tionships with others on the understanding that
whatever passes between those concerned will not

be made public."

Gotlieb also implies that a right to know or freedom of information is a

vital prerequisite to the establishing of a right of privacy.

“To what extent is it practicable and feasible to protect the
privacy of the individual in a society that looks and behaves more and more
1ike a glorified information system?" he asks. And he cites the spectre
of information being held and manipulated by fewer and fewer highly skilled

people."

"This increases the danger that the gap between the administrators
and the rest of society may widen. The individual may come to feel to an
ever increasing extent that he is spied-on in an information-dominated

society."

Justice Minister Turner appears to agree for he said: "The rights
to privacy and freedom of information are not contradictory but complementary;
the right to privacy and the right to know are the twin freedoms indigenous to,

and necessary for, the creation of a democratic order."

No matter how these rights are articulated, the real problem is
interpreting and enforcing them in specific cases. Willis Ware, for one,
seemed content to have an individual's claim to privacy, in the face of

conflicting claims, adjudicated by the courts.

“Suppose a data bank exists and some of that
information is used and I don't like it. I sue.



-70-

If T win the case, there is precedent for what
is in the individual's best interest and all
other operators of data banks take notice. If
I Tose the case, then I as an individual have
to conclude that that class of information has
been decided collectively by society and by
the Tegal processes of society to be necessary
for the general welfare and benefit of the
society. And I must yield." ‘

Unfortunaté1y, this is probably too simple é view. Conference
participants raised many,queStions about how suéh a rightvwou1deork.
Should for example, there be an "offence" of invasion of privacy and/or a
"tort" of dnvasion of privacy with appropriate remedies, to whom should the
right of privacy extend? One workshop pondered how to create a right to
privacy for individuals without also passing on that right to torporations
.or governments. A]so; it was recognized by many that’invasions of privacy
are more likely to create psychological damages than physical damageé and
that compensation for psychological damages is, to say the least, a hazy

legal procedure.

H. Allan Leal 6f the Ontario Law Reform Commission insisted, how-
ever, on thé fmportance of compensating the person who has been damnified.
"I'm aware that Westin believes the action for damages is too blunt an -
instrument to’épply where someone has been damnified by some ma]%unction,
personal, mechanical or otherwise. But I think that in addition to your

regulatory procedurés, standards and penal sanction, this is hOW‘you get to

the cutting edge of the injury". He was supported by Parkhill, among others,

who called for the right to sue for damages if privacy is breached.

Perhaps the most coherent explanation of the inadequacies of

establishing a right of privacy was given in a 1968 Report on Protection of
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Privacy carried out for the Ontar{o Law Reform Commission. The report
indeed proposed the establishment of both an offence and a tort of privacy
but it also argued that, while helpful, these sti11 would not provide

adequate protection for the individual.

"The protection of privacy poses major problems of

a social, psychological, economic and ethical

nature which are simply non-responsive to attempts

to deal with them either in terms of pre-existing
legal categories or in any fashion that falls short
of being fully comprehensive. If the objective is

to grant protection to privacy that is reasonable
under the circumstances of any given case, then
legislation must not only 1imit the claim to privacy
by this formula, but should also limit those
competing claims that are based upon considerations
of public interest, economic well-being, commercial
expedience, control of anti-social activities and

all the rest. Without creating parallel norms,
particularly in those areas with either a strong
laissez-faire tradition or an established set of
distinctive institutional values, then the

exceptions inherent in granting protection to privacy
that is "reasonable under all the circumstances" may
eat up the rule. Loss of privacy, and the resulting
decline in the quality of our lives, is really the
by-product of hundreds of well-intentioned attempts
to come to grips with the major problems of our
modern urban-industrial society using advances in
technology and streamlined commercial practices to
achieve this with a minimum expenditure of time,
effort and resources. Controls prompted by the
apprehension that the whole of these attempts is
unreasonable, but the effectiveness of which depend
solely upon a determination of whether any constituent
part thereof is by itself unreasonable, appear to the
writer to be foredoomed. If we are concerned with the
jeopardization of the quality of life, then the scope
of our future actions must equal the scope of that
which is at stake. The creation of broad spectrum
Timitations upon the means and the interests that
threaten this quality is in fact the substance of the
protection of privacy; the mere articulation of a
right to privacy, with nothing more, is simply its
shadow."

While the Ontario Law Reform Commission argues here that
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establishment of a right of priVacy~might not do much good, many conference
participants insisted that it could do a lot of harm, particularly if it
went so far as to Timit freedom of speech or the right to know. Hugh

~ Lawford of Queen's University, for example, argued that "no legislation

should be enacted to protect privacy without legislation to protect freedom

of information." And most participants appeared to agree with him. Here

is the consensus recorded in the conference summary report:

"There was almost complete agreement, expressed in
ten of the workshops, that there is a need for
freedom of ‘access to information. This was
regarded as being particularly important with
respect to government information. And a Freedom
of Information Act, similar to that in effect in
the Un1ted States, was considered by many to be
necessary

’ A]though the specific question did not arise at the conference, it

is worth considering whether a right to 1nformat1on is 1mp11c1t in a right
to privacy. In other words, if it is assumed that.part of the right to
privacy is the right to "lTiberate" sensitive personal information held by
others, then,perhapsvan 1ndividna1 could claim damages against an agency
attempting to withhold such 1nformation in order to blackmail him. Allan
Gotlieb, as indicated above, certainly nonsiders this freedom from manipu-
lation to be,a vital pre-requisite to privacy. But he also suspects that
"the Taw 1is powerless tq prevent the expanding gap between those who mani-

pulate information and those about whom information is being manipu]aied."

Whether or not freedom of information is considered an integral
Component of a right to privacy or a sepérate right in itself, the same
series of questions posed by the Ontario Law Reform Commission above with

respect to privacy could apply to it as well. Would the establishment of
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a right of privacy or a right of information be adequate to protect against
damages done by others exercising legitimate, conflicting rights? In any
event, it is Tikely that Canada will opt for separate legislation to
protect the public's right to know. Both Professor Lawford and Justice
Minister Turner cited other reasons, not directly related to the privacy
consideration, to warrant bringing forth a law to ensure the individual's
right to information. Prime among these, {t will be recalled, is the idea
that citizens need access to government documents in order to play a
meaningful role in the process of democratic government. And Justice
Minister Turner spoke strongly in favor of the introduction of a Freedom

of Information Act.

"What is necessary is a Freedom of Information Act
entitling the individual to information which the
government authority has arbitrarily seen fit to
withhold. Indeed, as Professor Lawford has pointed
out, the Canadian Government has yet to enact a law
respecting clearance of, and access to, Government
documents. The situation both in respect of access
to documents in the national archives as governed
by the Public Archives Act, as well as documents
still in the possession of government departments,
is far from satisfactory. It is true that certain
classes of government information may not be
disclosed; but the criteria for non-disclosure
should be set forth publicly in the statute, this
in itself constituting a kind of information about
what information is not available; or the right of
the public to at Teast know on what grounds and
under what circumstances it may not know. For
example, the Freedom of Information Act passed by
the U.S. Congress in 1966 and designed to make
executive records more accessible to the public,
set up eight categories of sensitive information
to be exempt from disclosures. These included,
“inter alia, matters such as defence or foreign
policy secrets authorized to be kept secret by
executive order, etc.

But perhaps the most interesting exemption is that
of personnel, medical and similar matters, the
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disclosure of-which would.constitute a clearly
unwarranted invasion of personal privacy. Indeed,
the important point about the Freedom of Informa-
tion Act, and one not entirely appreciated, 1is

that the right to privacy is as much a goal of

the Act as.the public right to know. For the Act
was to provide a basis for safeguarding from
disclosure private information about citizens

that the government had acquired. The two rights,
then, are not contradictory but complementary; they
are companion rather than conflicting freedoms;

the right to privacy and the right to know are the
twin freedoms indigenous to, and necessary for, the
creation of a democratic order

If one is to accept the arguments of the OntariovLaw Reform Comj
mission and many others, the relatively simple act of creating individual
rights to privacy and freedom of information will not be adequate to protect
citizens from privacy invasions in the modern, industrial, urban state. In
addition, laws appear nécessary to circumscribe the activities of many
agencies, individuals and devTcés’thét may , accidenta11y or intentfbna1]y,'
invade personal pr{vacy. A 1ist.of such potent{a1 invadors would have to
include those interested in wiretapbing, survei]]anceidevices and so on. The
orbit of the Queen's cohfefencé, howevef, was restricted to the field of
computers, infprmdtion systems and the activities of information system
operators and users.. But that action must be taken on them too was widely
feéognized. As J. M. Sharp,/a;pane11ist and Professor of Law at the Univer-
sty of'Manitoba, explained: "There can be no confident se]f—regﬁ]ation of
input, storage and outflow of data, and the beét goodwill in the world of
the operators of data banks cannot guarantee seéurity of privacy without

Tegal sahctions,to'1end ‘teeth' to.the good 1ntentions.?(])

(1) Sharp's pos1t1on paper, in effect a detailed blueprint for Tegislative
action, is reproduced in full as Appendix VI.




~75~

2. Curbing Misuse and Abuse of Information Systems

"My concern is that in attempting to regulate the
present problems we will develop rules of such
generality that we will interfere with systems
of the future that aren't subject to these same
dangers."

- Hugh Lawford

“In laying down the rules of the road before the
road is used, we can avoid some serious
collisions."

- A. E. Gotlieb

As perhaps in any discussion about potential legislative action to
curb the activities of certain people and agencies, there were hawks and doves.
And the color of one's plumage, as it were, seemed to depend on the extent to
which one was afraid that Tegal measures could interfere with technological
development. The dilemma often took on a devastatingly Swiftian air. Lurking
behind the apparently calm, reasoned positions of both those who called for
broad protective legislation now and those who cautioned against meddling with
technology were the implied threats of chaos. And the middle road of common
sense, if indeed there is such a road, appeared to be more like a tightrope
than a road, upon which it is difficult to stand and even more difficult to

stay for any length of time.

B. B. Goodfellow of IBM Canada Ltd. expressed concern at the pros-
pect of "excessive legislation on one narrow element of a broad problem.
Standardization inhibits innovation". He was supported by at least one work-
shop which reported: "There is a real danger in trying to be too broad or
sweeping initially. This Wou]d almost certainly be interpreted in ways which

would inhibit or delay advancement of technology."
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For the "hawks", Dr. Willis Ware argued: "I would rather not have
data banks become the problem that pollution has become. Thus, my view 1s
that we should vigorously and aggressively formulate appropriate safeguards,
mechanisms and legislation. Let's try to be ahead of the situation before

it is too late."

Again, the problem of context (or lack of it) is probably largely
to blame for this apparent polarization of opinion. It 1s'possib1e that
legislation or regulations can be devised that will adequately protect the
public without inhibiting technological innovations. Indeed, 1f‘w111 proba-
bly be more difficult to\convince people that this can be done than to

actua11y do it.

Take, for example, the simpler of the two aspects of the challenge
information systems present; that is, ensuring that the personnel involved
are reputable, honest, technically competent, etc. One might expect to find
a sharp division of opinion between information system operators and planners
as to the need for government action here. In facts, no one denied the need
for action. There was some debafe on the best way of assuring personnel
qua1ity but none on the principle. As Dr. Willis Ware put it: "I want some
protection against thé possibility that the (operator) is not as honest or

careful as I thought he was. I want some Tegal recourse.”

In the debate, Mers Kutt, former president of the Canadian
Information Processing Society and Thomas McPhail of Loyola University pleaded

the case for self-policing by professional groups.

Kutt, speaking-on behalf of computer professionals, said, "the first

thing that computer societies should do is educate their members on the
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sensitivity of the problem and the rights of the indiyidual to prevent,
among other things, the innocent misuse of files. The second thing societies
should do is establish professional standards and a code of ethics for

computer people involved in information handling activities."

Professor Thomas McPhail, advancing the position of social
scientists, suggested that "perhaps the most fundamental (solution) is not to
be found in Tegislation but rather is to be found in the setting of high
professional standards for entrance into varijous social science research
disciplines. A practical result of this would be the adoption of some type
of code or statement of scientific ethics to be adopted by the various learned
societies in Canada." But McPhail also encouraged government action to give
teeth to professional ethics. "There are in North America roughly 40,000
social scientists", he said, "it only takes a few who abuse ethical standards

to give the profession a bad name."

Those advocating government action were split on how that action
should be taken. D. F. Parkhill of the Department of Communications and J. M.
Sharp of the University of Manitoba argued that all employees of information
system operators should be Tlicensed and bonded. This appeared to have the
support of most participants of the conference and there was Tlittle discussion
one way or another. One thoughtful alternative, however, was presented by

John Russell of Systems Dimensions Ltd., Ottawa.

"Legislators and computer experts alike acknowledge
the need to reassure the public of the integrity

of the technical insiders who could conceivably
gain privileged access to their private files.
Towards this end, it has been proposed that
computer personnel form a professional association
to which a government could delegate regulating
responsibilities similar to those delegated to the
medical, bar and chartered accountants associations.
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Such an assoc1at1on might be charged with two
major responsibilities. The first might be that
of establishing professional standards sufficient
to inspire public confidence in the capability of
data bank systems. engineers to build in adequate
security controls. The second might be that of
maintaining security by controlling employment in
the field.

A regulatory association capable of assuming these
responsibilities would take many years to mature .
to a point of effectiveness. In an environment
requiring rapid and continuous adaptation to new
technology, one might wonder if such an association
could ever catch up with the arts and skills being
developed by its members.

Since, in the minds of the public, the issue would
be one of security rather than professionalism, I ,
would submit that the public interest would be more
effectively served through the use of conventional
check-outs for the personnel involved. The just
application of employability criteria similar to
those presently in use in sensitive government and
industrial activities should suffice to ensure
adequate confidentiality of information."

Proposals of ways to control the information systems fhemse1ves were
both more numerous and more cdntentious; Professor J. M. Sharp, for example,
suggested that _xg[x_data bank should be subject to a ]1cens1ng requirement
regardless of whether it is operated by a government agency, insurance, finance
or credit reporting company or other person." Othefs‘even suggested that
certain kinds of déta banks should be outlawed. Obviously wearied by it all,
one participant, himself a data bank operétor, was nevertheless able to see a
bright side. 'Ian Sharp, presidenf of I.P.Sharp Associates Ltd., Toronto, rose

at the end of the final plenary session to comment:

"With the possibility of Finance Minister Benson's
White Paper being translated into law, there could
be set up a data bank containing so much informa-
tion regard1ng the assets of all individuals in
Canada in one form or another that-1 would 1ike to
suggest that any legislation should be phrased in
such a way as to make the 1mp1ementat1on of such a
data bank illegal."
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Exactly which data banks should exist and which should be regulated
was never settled. One workshop reported "some agreement" that only those
data banks containing information "that can potentially harm people" should
be regulated. The conference summary report says that "all levels of personal
data banks should be Ticensed but that the degree of licence would vary with

the classification of the information contained."

Having established through some means, such as Professor C. C.
Gotlieb's classification system, which information systems require surveillance
in the public interest, the next problem is to discover how to provide a useful,
adequate and credible surveillance. Again, Dr. Willis Ware provides a full
list of the information he would want to have on data bank operations, were he

a regulator.

"Before an owner and operator of a data bank could be
licensed, so to speak, I would ask that he demonstrate
to an appropriate regulatory body such things as the
following:

* the nature and purposes of his data bank; the use
to which the data will be put; and the general
class of customers it will serve,

* precise identification and description of the
data sources on which it will draw, and the checks
that will be applied to validate the information
from the sources,

* a complete description of the safeguards of the
system (physical, hardware, software, communica-
tion, personnel and administrative/management)
that protect information and control its
divulgence,

* a complete description of the procedural safeguards
(software or manual) to edit source information for
errors, to assure posting information to correct
dossiers, to resolve ambiguity in identification of
an individual, to treat information of doubtful
validity and to establish confidence levels on
information derived or inferred from fragmentary
data,
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* a complete descriﬁtion of the audit processes
incorporated in the system, and the audit. -
information that will be made available for
periodic reyiew,

* the mechanism whereby an ind{vidual can
review his dossier and the sources from which
the dossier was compiled, and challenge its
.contents and correct errors,

* the tests and inspections that he has performed
on the system to assure that it does operate

properly, and especially that the software has
been verified completely designed."

Ware also explained why data bank operators should be obliged to
fulfill these requirements, requirements that he w1111ng]y,adm1ts are stringent.
"I would rather begin too strongly", he said, "and weaken controls as
experience shows it possible than recover from awkward oversights after the
féct." Some of his suggested requirements, such as means of validating source
data and security measurés taken in and around thé data bank are obviously .

important but others, although less obvious, could be equally important.

Consider for example, some potential problems. that can arise with users.

Ware argued that the operatorvmust accept prime responsibility for certifying
that his users are as they represent themselves and tb’keep others out. Then,

"the provisions of communications' secrecy acts would seem to be applicable

since users will receive information as a privileged communiqué and should there-

fore be Tiable for willful or negligent transfer to other parties."

If 6ne of the uﬁers is another data bank, Ware would call for addi-
Itibna1 safeguards on the operator's part. "Audit trails must be maintained so
that he knows_where cppfes of any or all parts of data exist in computer files,
and he must éccépt'responsibility for updating or correcting such copies

promptly and responsively. 'Conversely, if he receives data from another data
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bank, he must keep audit information so that original sources can be
identified at a later date. This could be crucial in the event of damage
suits in which the operator's liability should be shared with data sources."
Willis Ware argued that the existing societal process of legislation as
interpreted by the courts can function to establish the precise details

of an individual's claim to privacy.

Once a regulatory authority has established the kind of information
it needs in order to perform its function, it must then establish sets of
minimum requirements for various categories of data bank operations to meet
and penalties to impose in cases of failure to meet them. To judge from the
conference discussions; people are particularly concerned, even anxious about
the data gathering, verifying and distributing functions of some data bank
operations. Professor J. M. Sharp, for example, explored some of the dangers
that can arise in Tlinking two data banks and called for "close scrutiny" of

this practice.

"The greatest importance of this type of scrutiny would
be in relation to data banks with international links.
It has been suggested, and the writer concurs, that the
total effect of a drain of personal, commercial and
even governmental data from Canada to foreign countries
could be the creation of a serious threat to the Cana-
dian economy, and a violation of Canadian sovereignty
none the less real by reason of the fact that it is an
intangible, "invisible" violation.

Regulation of inter-memory bank 1links between provinces
is only fractionally less crucial, for the entirety of
the data in one bank which has drawn on many sources
takes on a manifestly greater significance than the sum
of the contributions of the various original constituent
sources.

Even within provinces, particularly the larger, more
"commercialized" ones, the same problem arises; an
intra-provincially linked, but not externally-Tlinked,
system should be subjected to provincial regulations
along similar lines. Here, again, the need for
uniform provincial legislation is apparent.
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The related topic of sales of information by data
bank operators must be considered. A recent press
report states that a U.S. data system went out of
business and proceeded to sell dossiers on three
-million individuals, as a company asset, to the
highest bidders. It is scandalous that information,
perhaps volunteered by an individual for a specific,
limited purpose, and perhaps of a highly confiden-
tial nature, should find its way into the public
market to be hawked around as if it were clearance
~stock.

It is strongly suggested that the dual type of Tinks
between data banks, and output therefrom,.should be
regulated closely, even, perhaps, to the extent of
legislating some new concept of "qualified property"
in both the physical computer tapes, cards, etc.,
and in the intangible information which stems from
these sources. The existing case law in this area
is at present inadequate and is unlikely to develop
e1ther qu1ck1y or fully through new judicial deci-
sions.

C1eude—Armand Sheppard argued'in his position paper that ”data
furnished by c1t1zens to any government department or official agency at any
Tevel shou]d not be ava11ab1e to any other department or agency at any 1eve1
or to any outside source". He also would simply forbid the constitution of

large pools of data either in government or in pr1vate hands and wou]d

proh1b1t the recording in data banks, except for purely statistical purposes,

of any reference to, or indications of, an individual's ethnic origin,

religious beliefs or political opinions."

Parkhi1l demanded "recognition_that the individual named in a file
is the ultimate owner of that file and, consequently, has the sole right to
determine the personstto whom access is to be granted." He also suggested
impropen]y authoriied access to anlindividua1's'fi1e should be a serijous

crime punishable under the criminal code by severe penalties. "

As for collection and verification of data, one finds proposals for
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elaborate mechanisms for people to be able to check personal information held
in data banks, for forbidding storage of unverified information obtained by
interviewing neighbors and for establishing cut-off dates in advance for

certain types of information.

Parkhill suggested that it should be "the responsibility of the data
bank organization to provide each individual named in that bank with a monthly
statement of the contents of his file, the names of those people and organi-
zations who have been granted access and the purpose and authority for such
access." A clause to this effect is also contained in Tim Reid's data bank

bill before the Ontario legislature.

Parkhill also suggested that "every person have the right to inspect
his file at any time, to question its contents and, where disputes arise, to
order the.offending entries deleted until such time as the data bank operator

can demonstrate their accuracy before an independent tribunal.”

The point of the right to review was also mentioned in several work-

shop reports, indicating that this is a major area of grievance.

Professor Sharp acknowledged, however, some restrictions on this
proposed right. "The process could be expensive; in-this case, charge the
jndividual a realistic fee. This would not only avoid undue expense to the

operator, but also deter frivolous or spurious requests."

Pearson of the Associated Credit Bureaus of Canada vigorously
opposed the suggestion that data bank operators should send a print-out to
each individual on a monthly basis reporting uses of his file. He claimed

the U.S. government had backed away from installing such a requirement,
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realizing that 1t would be prohibitiyely expensive. One workshop noted fhat
"no regular reporting should be necessary since the individual should héve
access to his file and he knows that the file exfsts at a specific location.”
But another workshop cautioned that "there might be 'inequalities of access;
due to individuals' differing economic sifuatioﬁs." Pearson a]éo claimed that
most people don't want to see their credit record because they know it is good

and they don't want the information flowing through the mails.

One reason for the high degree of accuracy of information held by
private agencies, such as credit bureaus, advanced by one participant is the
existence ofvcompetition. There is é natural check on accuracy, he said, whén
the information selling business is competitive. He suggested that greater
attention should be paid‘to scrutinizing situations 1in which no competition

exists.

Professor Sharp argued that cut-off dates should apply to certain
facts stored in informatioﬁ systems after the lapse of pre-established periods
of time. And he noted fhe practice of the Associated Credit Bureaus Inc. of
Houston, Texas of ndt reporting bankruptcies longer fhan'14 yeéfs from the
date of adjudicationvof the most recent bankruptcy nor recording accounts
placed for collection longer than seven years. "Nhi]é it may be argued",
Sharp said, "that cut-off dates should not be applied to certain governmental
data banks (e.g. any data bahk or portion of memory bank controlled by the
Dominion Bureau of Statistics which would separéte identities and information
before public release), it has been widely accepted that,Ain the interests
of protecting privacy andkwith no substantial impairment of freedom of'
information, cut-off dates should apply to certain facts after the lapse of .

given periods of time."
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To expedite the process, Ware suggests that'the individual
probably should have a legal, court-created document certifying that some
action has been taken. Consider the person who has been arrested and
accused of a felony," he said. "Later, however, he is acquitted. This
fact may well find its way into his credit reference file and he should
have some positive confirmation from the data bank that his arrest

un (-I)

experience has been expunged from all copies of his credit file.

Finally, both B. B. Goodfellow and John M. Russell offered
potential law - or regulation-markers some technical advice. Goodfellow

observed that:

"There is less security consideration on defence
'systems - and needs to be - than there is on
other systems. And the reason for this is that
defence systems are so protected by a host of
other things 1ike the surveillance of all the
people and barbed wire fences and the 1ike.

You actually should, and in most cases they do,
build more security into, for example, one of
the state's Blue Cross data banks than they
would into some of the defence systems."

Sti1l on security questions, John Russell pointed out that the
adninistration of passwords and other authorizing instruments is a costly
and time-consuming function which cannot be hurried. "Draftsmen of legislation
should therefore provide adequate statutory time delays between the application

and the granting of authority to access a data bank."

3. Vehicles of Action

The most common suggestion was to establish a regulatory agency with

responsibility for information systems of specified types and provide it with

(1) There is a self-defeating feature in this proposal - that is, the data
bank, for its own protection, would have to keep a record of its
"positive confirmation" to the person.
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licensing powefs. There was 1ittle discussion as to whether the samelagency
might have powers over both information systems and their operators or
whether there should be two agencies. There was, however, considerable em-
phasis on the necessity for government-operated information systems - some
would even include police files - to be subject to the scrutiny of the
regulatory authority. Some doubted this would work. "How can we expect one
government agency to provide impartial and. credible surveillance over
another?", one participant asked rhetorically. There are, of course, several

instances of this happening in Canada, but perhaps they provoked the remark!

An argument against Ticensing (although not against governmént
regulation) was presented by A. E. Ende of the U.S. Federal Communications
Commission in one of the workshop sessions. He argued instead in favor of
setting standards and policing them. He said that Ticensing tends to be
based on criteria takén from past experience which may ho longer be relevant.
Once embedded, however, these criteria are difficult to throw out. A]éo,
licensees become very tenacious about their licences, he argued. By
establishing standards only, these can be modified as required and published.
Anyone .who doesn't meet the standards is punished. Finally, Ende pointed out
that 11cen$1ng is perhaps a useful tool where é government is awarding
franchises for the use of limited resources (e.g. broadcasting frequencies)

but this does not applv in the case of data banks.

In addition, the idea of setting up a body to oversee the

regulation process was extremely popular. Six of the workshop groups discussed

the possibiiity of establishing an office of an ombudsman or a commission or

tribunal with Timited authority. Its function would be to recommend appropriate
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regulation or legislation but it would have neither regulatory nor legislatiye
powers. It could also hear cases of specific injuries resulting from
information systems, conduct research into data bank developments, recommend
data classifications, review professional standards, etc. Proposals 1ike

this appear to represent the general feeling of a need for an advisory body
at arm's length from any regulatory or legislative authority. Some people,
for example, suggested it should include representatives from various groups

in both the private and public sectors.

4. A Note on Legislative Competence

Professor J. M. Sharp argued the case for federal jurisdiction over
information systems, mainly on the following grounds. "I can envisage nothing
more unsavory or undesirable than that a given province should become the Las
Vegas of the.computing industry because, while the others have regulated, this
one attracts the Panama flag of convenience of the computer industry. And
this I think could quite easily happen unless we have a federal assumption of

jurisdiction."

In Sharp's view, "at least those computers and data banks which
participate in inter-provincial or international flows of credit,commercial
or other information would seem to be pre-eminent candidates for federal

legislation."

For constitutional support, he referred to the "stream of commerce"
doctrine, the telecommunications analogy as expressed in the Telesat Canada
Act, 1969, and the criminal law and national security. He admits, however,

that for intra~provincial systems, "provincial legislation (ideally in the
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form of a uniform statute) would be needed. Pefhaps a rather Toose analogy
could be drawn from the inter-relation of the federal Narcotic Control Aét
and Food and Drugs Act on the one hand and the proyincial Pharmageutica1 Acts
on the other hand. To some extent these are complementary; there is no
reason Why an interlocking system of federal-provincial legislation should

not be evolved to deal with data banks and the information they store."”

Professor Douglas A. Schmeiser of the University of Saskatchewan
College of Law and Chairman of the panel session on Tegal and regulatory
means of reaching objectives, finds "the arguments in favor of federal
jurisdiction over the basic area of privacy are not really véry compelling."
But neither he nor Claude-Armand Sheppard, who agrees with him, elaborated

on their views.

Sheppafd did say, waever, that "the constitutional aspécts of
legal contro1§ over data banks are not as intricate ds they might appedr. It
seems highly doubtful to me thatthe federal government could lay claim to
exclusive jurisdiction. In all probability, and in the good old schizophrenic

Canadian tradition, jurisdiction is shared between Ottawa and the provinces."

5. International Considerations

In éome senses, the argument over legislative competence within
Canada may be a meaningless éxercise, for it was recognized at the conference
that the "Las Vegas" of the Canadian data bank business could well be‘Las
Vegas itself. Because of the numerous , open te1eéommunications circuits
connecting Canada and the U.S., it is virtually impossible to stop a data

flow across the border if data bank operators want to organize their affairs -
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in that dirvection. Canadian laws may insist that data on.Canadians be
stored in Canada, as some conference participants urged, but it would appear
difficult to stop anyone determined to store copies of that data in the U.S.

if he wished to do so.

Therefore, as others suggested, notably Guy Braibant-of the French
Conseil d'Etat, avenues of international co-operation should be explored. As
Braibant put it: "If certain countries adopt severe legislation and others
do not, with the developments in data communications we run the risk of having
data bank havens in certain countries. I think that during the next decade
the United Nations without doubt will have to study the creation of inter-

natjonal agreements in this area as it has done in the area of telecommuni-

cations."

International action does not, of course, obviate the need for
domestic action. If Canada doesn't take action internally, regardless of the
success of international negotiations, the country could well become one of

the data bank havens Braibant speaks of:

6. Conclusion

Seven of the twelve workshop reports call for the establishment of
a task force to begin studying possible legislative action. Some called for
a federal-provincial study group, others wanted representation on the tak
force from the public and private sectors. One even eschewed the idea of a

task force in favor of "a small, working group" to study carefully the many

questions raised at the conference.

Perhaps these proposals are the best measure of the extent of the
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belief that action is urgently required. And that would appeér to reflect

agreement with A. E. Gotlieb when he said in his position paper:

"The gap between technological development and
legal regulation cannot be permitted to widen
and must-quickly and decisively begin to close.
Government at the federal, provincial and
municipal levels, law associations, universities,
scientists, scholars and all concerned indivi-
duals have the responsibility to propose solu-
tions designed to recognize and protect the
needs of the individual in the new society
which the computer and telecommunications
promise-to bring about."
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APPENDIX "A"

Definition of Privacy

A11 workshops discussed the concept of privacy, except
one which did not do so explicitly. Almost unanimous agreement was
reached to the effect that privacy should receive increased protection,
although not necessarily on an unconditional basis.

Most workshops had difficulty in trying to define the
concept of privacy and several referred to the necessity of elucidating
the notion of privacy as a legal concept, or indeed to elaborate on a
philosophy of privacy. Some workshops doubted that this could be done
except on an ad-hoc basis and others felt the concept varied with the
historical or social circumstances and should be left to the courts.

Again, others reached the conclusion, that the right to
privacy should be expressed in the law and that it should be in
accordance with the Universal Declaration of Human Rights.

There was a marked difference of opinion on the questions
whether computers were relevant to the issue of privacy. Some thought
that computers have a direct impact on privacy -- others that computers
have nothing to do with privacy of freedom and others that computers
are relevant to the extent that they magnify the problem.

Finally, the opinion was expressed that privacy should
not be confined to computer-based systems.

Freedom of Access of Information

The right to privacy has to be balanced by two other
requirements. It was generally recognized that there were needs for

data banks arising out of the needs for planning, research and commerce.
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Further there was almost complete agreement, expressed in ten of the
workshops, that there is a need for freedom of access to information.
This was regarded as being particularly important with respect to -
government information, and a Freedom of Information Act, similar to
that in effect in the United States, was considered by many to bé’
necessary.

Technical Aspects - Impact of Computers on Privacy

There was a division of opinion as to whether or not

computers had a direct relationship to invasion of privacy. The

predominant opinion was that the computer by permitting faster searching

of more comprehensive files has indeed changed the quality of the
pri?acy problem. The computer, however, does present the possibility
of implementing more effective security controls than possible in a
manual system. |

Although some papers implied a high degree of security
in ﬁu]ti—user communications oriented computer utilities, it was felt
that the state-of-the-art was not adequate to handled such systems.
The level of security protection needs to be appropriate to the type
of data in a data bank, and this might be best achieved by using
sepakate systems for different types of data banks. Aside from the
security problem, it is not regarded as presently technically feasible
to implement a national data bank on a single system. A network of
computers might be po§sib1e for the purpose.

Task Force

Seven groups recommended that a task force be set up in
one form or another. Three refer specifically to a Federa]QProvinc1a1

Task Force, while one suggests representation by lawyers, computer
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specialists, social scientists, business, government and education.
Suggestions for its tasks include a review of present practices and
laws, a survey of current levels of dissemination of personal data,
the identification of specific areas of concern, a definition for
concepts such as privacy, data banks and information systems, a study
of the constitutional issues and the recommendation of guidelines and
new legislation. A number of groups stressed that such a task force
should be set up as soon as possible.

Commission-Tribunal-Ombudsman

This concept, in varied forms, was mentioned by six
workshops. The body would have neither regulatory nor legislative
powers but could recommend appropriate regulation or legislation.

Some suggested functions:

-- consider specific injuries from misuse of information

-- advise on potential data bank development; conduct research into
data classifications

-- adjudicate complaints

-- establish professional standards; examine types of information.
being stored and uses to which it is being put

-- license data banks; require periodic reports on systems procedures
by operators; require prior approval for interchange or collation
of information between different systems.

Proposals made for both federal and provincial ombudsmen.
Suggested Commission or Tribunal should be fed-prov, include reps from
industry (one proposal that majority of members be from private sector),
universities and groups such as civil liberties and consumer associations.
Note: The Commission or Tribunal is also seen as an interim measure
toward legislation, as a substitute for it, or as an adjunct to a Task

Force Investigation.
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Professional Licensing and Registration

Almost all workshop groups recommended that some form
of licensing and registration was required. This requirement. was
necessary for control purposes and not for the sake of licensing per-se.
Licensing should identify the type of data bank and should be administered
by an independent body. It was suggested that all levels of personal
data banks should be licensed but that the degree of license would
vary with respect to the classification of the information contained.
In this regard it was noted that a person could be identified even
though his name did not appear in the record.

One workshop suggested that licensing of data banks,
that were remotely accessed, was necessary, as the_security pkob1ems,
associated with time sharing have not yet been solved.

Another workshop posed the following questions:

- is licensing desirable?

- who should be Ticensed investigators

- owners of data banks
- programmers?
In general people should be licensed for ethical activity.

Legislation and Regqgulations

Four workshops made no specific suggestions for legislation,
although the féct of their being 1ég151ation in respect of privacy was
assumed by one of the workshops’to the extent of establishing a
regulatory authority at Teast.

Seven workshops made specific suggestions for legislation
of the "Bikini" type, as defined in one.workshop, that is 1egis1a£iop
to cover the essential points. These essential points appeared to be

among the following:
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a. the protection of the privacy of individuals (6 out of the 7).

b. this protection was by way of establishing a civil Tiability
for damages in three cases, while a criminal liability was
inferred from the suggestion of one workshop, in addition to
a civil remedy.

c. a right of privacy to be provided in accord with the
Declaration of Human Rights was suggested in two of these
workshops.

d. dindividual's review of any file on him to be a matter of
right (two workshops).

e. the access of an individual to his file to be controlled
by him (two workshops).

This group had two workshops suggest that the Tegislation
should be of the type that would permit experience to be gained from
which the necessity of further legislation could be more knowledgably
determined. One suggested that this essential Tegislation was urgent.
Two workshops in this group were interested in legislation providing
more freedom of access to government information.

Other matters of legislation touched upon by these
groups were that legislative rules should apply equally to government
files as well as to others and that the information required in the
public interest should be clearly set out in legislation as well as
to whom it can be released. One workshop of this group suggested that
federal legislation was require because of the "haven" problem and

the mobility of data.
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Workshop number three dealt with legislative proposals

at length,-and although some of their points were covered by other

workshops it is felt that its report is better referred to than

summarized.

In the result all but four workshops out of twelve
recommended some form of Tegislation. No workshop appears to have
recorded opposition to legisiation and one even suggested that some
legisTation was needed as soon as possibie, but cautioned about
proceeding on insufficient information.

Penalties

Eight workshops suggested that penalties should be
created for misuse or negligence in the use of information. Six of
them distinguished between criminal and civil penalties. 1In the
latter case, misusé of information should give rise to action 1in
damages.

It was also felt by one workshop that the transfer of
1nforhation from one data bank to another should be prohibited. It
was suggested by one other workshop that a pub1ic fund be created to
indemnify persona141oss where Titigation is not a practical remedy.

Several comments were made about government's role as
a major data gatherer.

-- not enough attention was paid to government's computerized files;
that any regulatory body should be independent of government
because government is the owner of such large systems; that,
excluding national security, government should be subject to any

controls adopted.
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-- In two workshops the opinion was expressed that even police systems

should be included.

International Issues

| Three workshops expressed concern that legislation
should ensure Canadian control of data banks especially when they
contain personal information about Canadians. One group felt that
avenues of international cooperation providing for the protection

of individual privacy should be explored.
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