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Highway. Professor Ejan Mackaay (of the Faculty of Law, University
of Montreal), who served as commentator and “wrap-up artist” at the
symposium. And Mr. Justice Frederick E. Gibson (of the Federal
Court, Trial Division), who very generously offered his considerable
talents as a chairman and, without once resorting to his powers of
contempt, ensured that the proceedings were civil, brisk and timely.
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Opening Remarks |

First of all, I would like to welcome our distinguished cast of judges,
academics and practitioners.

e Mr. Justice Fred Gibson of the Federal Court of Canada, who
has kindly agreed to chair today’s symposium;

* Professors Ejan Mackaay and Ysolde Gendreau from the
Faculty of Law, University of Montreal;

* Professor Pamela Samuelson from the University of Pittsburgh
School of Law;

* Professor David Vaver from Osgoode Hall Law School;

* Claude Brunet from Martineau Walker in Montreal; Maitre
Brunet of course is Chairman of the Copyright Subcommittee
of the National Advisory Council on the Information
Highway;

¢ And we also have Howard Knopf from the Canadian
Intellectual Property Institute; Wanda Noel, an Ottawa copy-
right lawyer and consultant, who is also secretary to the joint
Canadian Bar Association/Patent and Trademark Institute
committee on copyright; and Lucie Guibault, fresh from the
Max Planck Institute in Germany and the University of
Montreal and now with the Intellectual Property Policy
Directorate of Industry Canada.

I would like to begin by saying a few words about the genesis of this
symposium. It started life as an apprehension on the part of the
Department of Justice that the collision between digital technology
and copyright would prove to be a significant justice issue. The con-
cern was that the facility of reproduction offered by digital technolo-
gy would make for an unenforceable copyright regime — not an obso-
lete copyright regime, but an unenforceable one. Or worse still, per-
haps, a copyright regime that was arbitrarily enforced, or enforced in
some systemically discriminatory way. The initial concern, in other
words, was that an unenforceable legal regime, or an arbitrarily
enforced legal regime, had a significant potential for bringing the
administration of justice into disrepute. That is, “disrepute” in the
sense that people don’t respect unenforceable or arbitrary laws.
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We also believed that this was not solely a justice issue of concern to
the Department of Justice. We saw it as a horizontal issue that con-
cerned a number of federal departments. I'm pleased to see that the -
horizontal nature of the issue is reflected in the list of the sympo-
sium’s participants — Industry Canada, Canadian Heritage, Public
Works and Government Services Canada, the National Library, the
Privy Council Office, Treasury Board, the National Research Council
and others.

As a Deputy Minister with limited resources, I was also pleased to
see that the horizontal nature of the issue is reflected in the funding
arrangements for the symposium. We're grateful for the financial
support we’ve had from Brenda Patterson, who, at the time the fund-
ing arrangements were put together, was Director of Product
Development and Research in the Strategic Information Branch of the
Department of Industry; and Danielle Bouvet, who, at the time, was
Director of Copyright Policy at the Department of Canadian
Heritage. And, of course, we're all very grateful to Cal Becker and
his organizing committee for putting this symposium together.

At the beginning of my remarks, I said something about the genesis
of this symposium. Looking over today’s program, I think it’s a fair
observation that the academics and practitioners we’ve invited have
taken the original inspiration for the project, expanded upon it, and
turned it into a very sophisticated forum on digital technology and
copyright.

Copyright and digital technology. Are they really two distinct con-
cepts, or has the one dissolved into the other? One only has to look at
the entertainment industry to see that such a notion is more than a
metaphor.

Who will ever forget the image of Sam Neal running away from a
herd of dinosaurs in the film Jurassic Park? Behind the scenes we
learn that this actor was actually photographed against a solid blue
screen, while the dinosaurs were all created using digital “synthetic
reality” techniques. Afterward, the two streams of images were
merged into one.

Significantly, several Canadian companies, induding Soft Image and
Discreet Logic, have made their mark in such digital image technolo-
gy, and the technology itself is a hot item in the entertainment indus-
try, because: (a) it cuts the cost of movie-making in two, and (b) no
fewer then seven out of the ten highest grossing films of all time have
been special effects films.! Imagine the fun that copyright lawyers at
Apple and Disney must be having right now.
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But is the dissolution of copyright into digital technology relevant
only to the entertainment industry? Not any more. With the infor-
mation explosion has come a demand for more and better informa-
tion products. To a certain extent, this has blurred the dividing line
between information and entertainment. Traditional information
offerings of text and tables are now being replaced by sophisticated
graphics and video images, in the burgeoning multi-media display
format. For example, by the end of this year, many of us who cur-
rently read newspaper clippings of topical events will probably be
getting e-mail messages containing video clips of the Prime
Minister’s last speech. We will be able to see his lips move and hear
his voice right on our own computer screen.

This multimedia technology has profound implications for a govern-
ment that is moving into the knowledge-based business, and that is
trying to assist its citizens to develop an information-based economy.
Our information will have to be delivered in entertaining multi-
media format simply to compete with all the other information prod-
ucts appearing on the horizon.

This creates a special challenge for lawyers and other professionals
who labour in the field of copyright. Although we have learned the
rules of the game, the game has now changed. We must start think-
ing about new rules, and sooner rather than later. To this end we
have brought together this distinguished roster of leading academics
and practitioners to share with you their ideas and their insights on
the collision between digital technology and copyright.

George Thomson,
Deputy Minister of Justice and ,
Deputy Attorney General of Canada

' “Computers come to Tinseltown”, Economist, December 24, 1994, at p. 87
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Rejuvenating Copyright,
Digitally

David Vaver

Introduction

It is a commonplace to say that the arrival of digital technologies is
having an enormous impact throughout society*, perhaps as large an
impact as that caused by the advent of electricity. The way in which
industries, governments and other institutions operate is being reor-
ganized; new applications of the technologies are being devised and
developed, in their turn creating new industries; knowledge, infor-
mation and advertising are being delivered differently as Internet
and other interactive services, e-mail, and virtual reality products
supplement the print media, libraries, the mail, the telephone and tra-
ditional entertainments; and people are changing their work and play
habits as digital technologies present them with new possibilities.
Digital technologies are here to stay, and everyone everywhere wants
to make sure they are not left behind.

With the new technologies comes pressure for change in the legal
regime governing them. As Mihaly Ficsor recently put it, in a tone of
weary resignation:

It has become a kind of tradition ... that technological changes time
and again serve as bases for attempts to go beyond the truly justi-
fied adaptation and modification of certain aspects of the system of
protection of copyright and neighboring rights, for attempts to
question the reasons for granting certain rights or granting them in
a certain way ... or even the reasons for the very existence of the
system. This tradition is age-old...

Justifying copyright: protectionist instincts and false
analogies

Ficsor diplomaticall& avoids saying what changes would go beyond the
“truly justified” or what, indeed, copyright’s justifications are. Digital

technology has been partly responsible for reviving questions that copy-
right cheerleaders would prefer remain buried. Every word in the nat-

© David Vaver, 1995

' Digital Technology and Copyright , 1




©

ural law slogan usually trotted out to justify the system — “I made it,
therefore I own it” — has been carefully examined and debated:

From all of this, a very modified version of the natural law justifica-
tion emerges: “I and others were responsible for producing this work,
so maybe I and perhaps others should be able to stop, or get payment
for, anybody else’s use of the work in some way — or maybe not.”

Who is “I”, i.e., what does it mean to be an author? Who is the
author of an interactive work?

What does “I made” denote? Does creative work sprout full-
blown from the author’s brain and hands, or is it societal, built
on the learning and conventions of the past? If the latter, what
does society owe the author and what does the author owe
society?

What is this “it” I made: the tangible thing you can touch, the
intellectual process that went into it, or the part we can sense
visually, aurally or olifactorily?

What does the “therefore” in “I made it, therefore I own it”
mean? Is it right to say that because I made something, I am
entitled to own it? And, if we find that others contributed to
the making — i.e., that there are more “I”s than “the” author
would care to admit — is it fair to conclude that only one “1” !
owns it? Is the statement even factually true in an era when
employers own their employee’s work product and free-
lancers, desperate for work, assign their copyright just to get
the job? Should not the more realistic slogan be “I paid for it,
therefore I own it, therefore I can call myself the author?”

And what does “I own it” mean? Is this descriptive or pre-
scriptive? Isn’t it more accurate to say, “I should own it?” Then
we can ask whether production truly merits ownership and, if
so, what the incidents of ownership should be. For it does not :
follow that an owner of ideas and expression should, or even
can, have the same rights as the owner of tangible property
such as land and goods: ideas and expression can be repro- i
duced infinitely, but land and (as we are finding out) the raw
materials, from which tangible goods are made, are not infinite
resources. And, except in Star Trek, we do not yet telecommu-
nicate land and physical objects, as distinct from representa-
tions of them.
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At first sight, perhaps all this debate suggests is that there are a lot of
scholars out there with a lot of time on their hands. But, at second
sight, the debate appears very relevant to the type and degree of pro-
tection the participants in digital technology ought to receive. The
debate helps expose the assumptions underlying technical questions
raised by digital technology. It may discourage the type of spurious,
analogical reasoning almost inbred in lawyers confronted with a new
phenomenon: just because X is (or is not) protected, the new thing Y
should also be (or not be) protected.

Imagine the first person to have spotted an elephant. Untrained in
law, she or he would immediately have recognized it as a new
species. But the first lawyer to spot it would probably have asked:
what is this thing like? It looks like a cow — apart from a few minor
details like the trunk, the horns are sideways, it’s bigger, a different
colour, and it makes a different noise. Butit does run, walk, and eat
vegetation, and it does have four legs, a head and a tail. So, it's really
just a big cow with extras: let’s give it the tag “quasi-cow” or some-
thing on the borderland of (in-)comprehensibility (perhaps bos ferox?).
A soupgon of disillusionment might set in only when the beast had
turned on the lawyer after he had tried to milk it and found it to be
male. :

Analogical reasoning works so long as the analogy is chosen with an
understanding of what one is doing and its consequences: where pos-
sible, empirical data should support the choice. Digital technology
has already fallen victim to spurious analogy. For example, the
Lehman preliminary report on the information highway claimed that
a user, downloading a file into her/his computer’s temporary memo-
ry, “reproduced” the file and so infringed copyright, unless the file’s
owner had authorized the downloading.*

Since the only way, under present technology, to read a file is to
download it into one’s own computer memory, the effect is to give
copyright owners a new right, “the exclusive right to read.”* The
implicit analogy Lehman had in mind was making a photocopy that
one reads and then throws away. But there is another equally plausi-
ble analogy: that of browsing a book in a library or a bookstore, or
hearing buskers play music in the street. Disobeying the signin a
bookstore that tells ene not to loiter by the magazine rack does not

- turn the speed-reader of the Economist cover-to-cover into a copyright

infringer, any more than the audience of the busker infringes copy-

‘Tight by listening, whether or not SOCAN licensed the busker to per-

form in public.
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There is, however, an extraordinary U.S. decision in 1993 that says
downloading is an act within the copyright owner’s control. A com-
pany that manufactured and serviced computers and software sup-
plied them to users under a licence allowing use of the software
“solely to fulfill customer’s own internal information processing
needs.” Some users switched to a rival company to service the soft-
ware when the computer went down. To repair a malfunctioning
program, technicians first had to download it from the computer’s
permanent storage into temporary memory to diagnose the problem.
The manufacturer sued the service company, saying its employees
were infringing copyright by this temporary downloading. A federal
appeals court agreed: this was a “use” outside the scope of the soft-
ware licence, and so an infringement of copyrightin the programs.
The customers were as guilty of infringement as the service company
they had called in. The service company had to stop downloading:
its repair business was closed down.*

This is a far cry from the approach taken in early 20th century U.S.

and U.K. cases which were treated as good law in Canada at the time.

Well before today’s vogue in law-and-economics, judges were keenly
aware of the economic impact of extending copyright owners’ rights
whenever a new technology arose, and they often deferred their
power to do so to legislatures. So when music publishers sued the
makers of player piano rolls® for reproducing their music, courts in
both the U.S. and the U.K. found against the publishers. Why close
down the perforated roll business when analogous devices, such as
music boxes and phonograph records, continued unchecked by copy-
right owners?* “Technological neutrality” — today’s buzzword for
increasing rights held by copyright owners — meant something very
different then! In fact, when U.S. and Commonwealth legislatures
reacted to these decisions, they made the new mechanical right for
music subject to a compulsory licensing scheme that continues in
many countries to this day.’

By contrast, the U.S. judges in 1993 seemed unconcerned that they
were allowing copyright to be used to foreclose competition in the
parts and repair aftermarket, not only in computer programs but in
every work protected by copyright. On this theory, anybody can be
prevented from trying their hand at repairing anything protected by
copyright, even from restoring fading artwork; no business can set up
an in-house repair department or ask a knowledgeable employee to
make repairs ad hoc. The unnecessary costs imposed on users, and
the incursion on people’s ordinary liberties®, are brushed aside.
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One might hope for better from Canadian judges, although these
days many defer to U.S. courts in decisions dealing with the new
technologies, as if greater experience necessarily entailed greater wis-
dom. Still, a Canadian court might refuse to say that downloading
was a reproduction “in a material form” under the Canadian
Copyright Act; a work’s temporary presence in volatile memory may
not be “material” enough. Or it might bypass the economic result
reached in the U.S. case by relying on British jurisprudence, allowing
machine parts to be repaired, or even manufactured, by aftermarket
suppliers of goods and services: nobody can “derogate from their
grant”, i.e., use property they retain (land or copyright) to interfere
with the enjoyment of other transferred property (land or goods). An
owner of tangible property has the legal right to make it fit for its
intended use without asking anybody’s consent, whatever any con-
tract or copyright licence says.” If this is so for parts for cars, so
should it be for parts for computers (after all, many car parts are no
longer mechanical but comprise computer programs instead).

Should downloading infringe copyright at all? Only if one reads the
law very literally — like the apocryphal computer program that
translated “nous avions” (“we had”) by “we airplanes.” Copyright
never meant to stop people from repairing or reselling or reading or
using material in customary ways. Where the legislature wants to
close down an owner’s or user’s ordinary expected rights, such as
renting (as occurred under the Canadian NAFTA amendments), it
says so explicitly — and then usually carefully targets the activity so
as not to inhibit harmless parallel activities." If judges are not sure
the legislature had a particular problem in'mind, they would do well
to stay their hand and let legislatures do their jobs.

A separate law for digital technology?

I have used downloading as a small example of the need for both
judges and legislatures to beware the false gods of spurious analogy
and instinctive protection. The same temptations lurk around other
digital works on, or off, the information highway: What is the nature
of transmissions and offerings on the highway? Are they like private
telephone calls, cablecasts, or broadcasts? With convergent technolo-
gies, does their nature have to be rethought? What responsibilities do
users, service providers, and conference monitors have for what they
say? Should digital works be categorized differently from traditional
works? Should they have their own law, separate from copyright
altogether?

Digital Technology and Copyright 5
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On the last question: no doubt, the federal parliament could validly
legislate a separate law under a head of power other than copyright,
the same heads as justify its regulation of telephones and broadcast-
ing. But this seems unnecessary. A set of rules for digital works

- could easily be worked out within the context of copyright. Consider
the structure of the present law: it first provides (as, indeed, do all
copyright laws) a common set of rules to govern all works (owner-
ship, commercialization, moral rights, what to do with violators etc.).
Then comes another set of rules dealing with special cases, e.g., art,”
music,” computer programs.” These special rules, though scattered,
really amount to a series of “mini”-copyright laws within one copy-
right umbrella. Soa “mini-copyright” law, relating to electronic
works, seems quite appropriate and feasible. The live questions are:

* what practices in relation to these works do we wish to
support?

* are these practices special to digital works, or do digital
works simply highlight practices that already exist in
other media, and that ought to be supported across the
board?

Giving copyright a transfusion of morality

All this assumes copyright will be the main engine that drives these
technologies. This returns us to Fiscor’s observation that technological
change frequently serves to question “even the reasons for the very
existence of the system.”” Digital technologies have revived this “tradi-
tion” on a different plane. While conceding the abstract virtues of copy-
right, some question whether copyright has, in this new world, already
become irrelevant. After all, copyright is premised on the initial pro-
duction of a tangible original work, which is then exploited either
‘through mass marketing of copies, public performance or broadcast.
Unauthorized intrusions into this market are usually relatively quick
and easy to detect, and to close down through the use of civil or crimi-
nal sanctions — perhaps at some expense, but no more so than for other
property rights. But as existing works are digitized (with or without
authorization) or new works are made available solely in digital format,
copyright becomes powerless to cope with the manipulation and move-
ment of intangible electronic streams. Detection and enforcement
become difficult, sometimes nigh impossible — rights that appear on
the books are ignored in practice. Access to music, art, literature and
other material in digital form, has given users the power to modify
these works or data at will, replicate them almost infinitely, and trans-
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mit them anywhere in the world to others, who in turn have the same
capabilities — and power, once given, will inevitably be used. In this
world, the argument goes, every user is a potential re-author and re-
distributor of material made available electronically to her or him. In
this world, the only way in which an initial provider of a work or
information can practically profit from its investment is to rely on
shared ethical understandings, encryption technology, and good mar-
keting (e.g., the provision of services such as help lines and regular
updates to which users wish to subscribe). In this world, copyright is
but a fuddy-duddy spectator, looking in longingly on a glitzy party
to which nobody bothered inviting it.*

This doomsday scenario of copyright has not been accepted by recent
studies by Lehman in the U.S., and NGL Nordicity and Brunet in
Canada.” All have pronounced the copyright system very much alive
and relevant to the digital age. To them, the only serious questions
are what activities copyright owners should be able to control, what
should users be allowed to do, and how copyright rules should be
adapted to achieve these goals.

Whether copyright is or is not on its last legs is yet to be seen. As
often happens with polar oppesite prophesies, the truth may eventu-
ally come out somewhere in the middle. On one point, nonetheless,
most seem agreed: under digitization, copyright, however rejigged,
will face serious difficulties if it is to function as the main reward
mechanism for producers and distributors. It is, therefore, now more
than ever, critical for copyright to make sense to all those who oper-
ate in its shadow — for it to have “a coherent moral centre the ordi-
nary person can appreciate and accept.””* Without that, calls for
everyone to behave ethically, or to be educated in the virtues of copy-
right, will founder at the first step.

Developing that moral centre will not be easy. We have to go beyond
nostrums like “I made it, therefore I own it,” “everyone is entitled to
reap where they have sown,” “ownership of intellectual property is
the same as ownership of land,” or other commonly trotted-out one
liners — more suitable for a program of Comic Relief than of copy-
right relief — that raise or beg more questions than they answer. A
more plausible inquiry might be to start by imagining a world with-
out copyright, and then to ask: would copying, or using a particular
class of product in a particular way, discourage its being produced in
the first place, because the producer would be unable to make a fair
profit on his/her investment? If so, some further pertinent questions
might be:

 Digital Technology and Copyright 7
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¢ Do we want to encourage production in this sector in
the first place?

¢ What sort and degree of stimulus is necessary for the
sort and degree of production we want?

* Who should benefit from the stimulus? The initial pro-
ducer(s)? Later distributors? In what proportions and
to what degree?”

When copyright law is tested against a template like this, the true
extent of its incoherence can be seen — an incoherence that existed
even before the digital revolution arrived. Copyright was supposed
to reward workers in the fields of art, literature, music and drama.
Yet, employers, repackagers and distributors frequently profit much
more from the system than the toilers in the field.® Copyright law
was supposed to stimulate the production of work that would not
otherwise have been produced at all, or as well. Yet much routine or
trivial material is protected - business and private correspondence,
private diaries, simple business logos (amply protected by trademark
and passing off laws), even the doodlings of toddlers, who have nei-
ther heard of copyright nor, if pressed, could even spell the word.*
Copyright is supposed to protect products that are, in fact, cultural.
Yet, how computer programs (essentially electronic machine parts) or
business and legal forms — all classed along with Atwood’s and
Carrier’s writings as original literary works — qualify as culture,
except in some trivial sense, has never been explained, indeed, is
unexplainable.

Digital technologies have thrown copyright’s anomalies into starker
relief. Not only have they enhanced the opportunities for, and vol-
ume of, this work and so have accentuated existing distortions, they
have also thrown into question many assumptions basic to the opera-
tion of the copyright system.

Of the many examples one could take, I wish to look at three issues:
aboriginal work, home copying, and postmodern artistic practices.
These are examples of problems that predate the digital technologies
but that may become more pressing as the technologies come to the
centre stage of cultural practice.

8 Digital Technology and Copyright




Aboriginal work

The present copyright law protects the work of contemporary aborigi-
nal artists, writers, and their publishers and distributors, just as it
does the work of their non-aboriginal counterparts. Traditional abo-
riginal work, however, is more vulnerable. What is to stop anyone
from digitizing and commercializing, with or without embellishment,
traditional aboriginal stories and artwork, even when this may be
deeply offensive to the group, which feels these stories and art are
integral to its culture — part of the glue that binds it together? Yet
aboriginal peoples have valid concerns about how their stories and
art are being taken and commercialized, sometimes by their own peo-
ples, more often by others. Sometimes the commercialization itself
may be offensive, as when the story or piece of art is treated as sacred
by the group to which it belongs. At other times, the commercializa-
tion, while not in itself offensive, distorts the original story or art-
work. '

Copyright and moral rights pass these issues by. The objections to
protection under the current law are often insuperable: the author of
the work may be unidentifiable because she or he is long since dead,
or the work may have been communally made; or the work may
have been oral and unfixed; or there is no-one who can put forward a
plausible claim to be the author or copyright owner, in the sense of
having derived title from an identifiable author or authors; or any
possible term of copyright may have expired.

Protection of traditional culture in some way raises controversy
because it suggests that some areas of thought and expression are off
limits except to one identified group - a type of censorship that is
anathema to writers and artists. Aboriginal groups may respond that
the act of translation itself may be a form of cultural oppression that,
intentionally or unintentionally, recreates traditional stories according
to the translator’s perspective. The reformed stories then may be
treated as the authentic expression of the group’s culture, even by the
group itself.* Differences such as these are best resolved through
rules not designed in bureaucrats’ offices but coming out of discus-
sions involving interested aboriginal and non-aboriginal leaders,
writers and artists.

Digital Technology and Copyright . 9




-©

It is important to note that the present situation has come about quite
deliberately. The issue of bringing traditional culture (“folklore”)
under copyright was discussed during the 1967 revision of the Berne
convention at Stockholm. An international consensus developed
favouring protection and a working group was struck to look further
into the matter. This immediately flushed out the Canadian delegate,
who is recorded as saying:

he had been unable to speak earlier on the question of folk-
lore. His country had a very considerable body of folklore,
which it had always regarded as falling within the public
domain. Canada was therefore opposed to any action like-
ly to restrict the public use of folklore material. His
Delegation was extremely unwilling to enter into a discus-
sion as to who owned or was entitled to use such material.
He hoped the new Working Group would bear his remarks
in mind, since the matter was of great concern to his
Delegation.?

Given the convention rule of unanimity, this objection was enough for
the provision on traditional culture to be watered down to the optional
scheme now appearing in the 1971 version of the Berne convention.

In Canada and elsewhere, the first recognition of aboriginal interests
has been in the area of land claims. Phase two may very well become
the presentation and recognition of cultural claims. The policy of
Stockholm in 1967 will not likely survive into the 21st century.

Staying private: home copying

As earlier noted, digital technology allows users easily to modify
texts or art and produce something more or less different from the
source work. It also allows them to send instant copies electronically
anywhere in the world. Copyright owners and authors claim they
should be entitled to control these activities. By control, they mean
anything from: (a) completely stopping such production, copying or
distribution; (b) licensing these acts for whatever fee the market will
bear; or (c) being treated as a co-owner or co-author and sharing in
exploitation decisions, royalties, and credit.

Users typically resist attempts to control their creative impulses. If
the work is exploited commercially, some may grudgingly accept an
obligation to pay for the use of the source work, and/or to credit
their product as based on or derived from it.
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How the law should treat some aspects of these activities seems, at
first sight, clear. What people, hunched over their computer moni-
tors, do in the privacy of their own homes cannot, and therefore
should not, be regulated. The copyright law does not care what peo-
ple do in their living rooms or (within limits) their bathrooms: they
can do their Céline Dion, Karen Kane, Roch Carrier or Murray
Schaefer imitations there by themselves, or with and for their family
and friends, without asking anyone’s permission.* Similarly, the law
should have no business in the computer dens of the nation. There
should be no attempt to regulate private home copying nor limited
private distribution to family and friends.® On the contrary, there are
good social and economic reasons why the law should support the
attempts of individuals to inform and improve themselves, and to
create and strengthen bonds of family and friendship with others.

Whatever the law may now say on the books, this is how it now
operates in practice. Does anyone seriously believe today that the
millions of Canadians — including, no doubt, otherwise law-abiding
government ministers and officials — who regularly use audio and
video recorders to record their favourite songs and shows, are
infringing copyright every time they push the record button? Read
literally, the copyright law may say this is an infringement;* the
Minister of Canadian Heritage may believe it;” so may the copyright
owners, who run around claiming the entire populace is infringing
their copyrights, without daring to haul anyone into court through
fear of public backlash or of being laughed out of court by a judge
who is now on his fourth VCR, having worn out the last three taping
episodes of Rumpole of the Bailey and the O.]. Simpson saga.

The law is a dead letter not just for home taping but for any private
copying activity. The artist who lifts text or pictures out of the art-
book she has on her CD-ROM, manipulates them with her paintbrush
program, and prints out the result out to hang on her living room
wall, would consider herself to be working within a long tradition
under which artists avail themselves of contemporary technologies
— be they pointed stick, charcoal, paints or their electronic equiva-
lents. Similarly, the private circulation of one’s work and other items
of interest among friends has a long history stretching back at least to
ancient Greece and Rome. Yesteryear’s delivery by hand is today’s
delivery of photocopies by post, and hard or electronic copy by
fax/modem and telephone channel; and to newspaper or magazine
cuttings and photocopies have been added-products downloaded off
the Internet. Private home copying and limited distribution to family
and friends should not infringe anybody’s copyright.
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Current attempts to bring this sort of distribution within the copy-
right owner’s control are misguided. Even before modems became
standard, people photocopied or faxed cuttings from newspapers and
magazines for their friends and colleagues. To ask senders to get
prior permission from the copyright owner of the source material, or
to ask them to claim they are dealing fairly for the purpose of “pri-
vate study” or “research,”? is to cry for the moon. People would
rightly consider as an ass a law that technically allows a copyright
owner to seize art and keep or destroy it,” if the artist is foolish
enough to admit she or he made it just to indulge an impulse for cre-
ativity, to entertain their family and friends, or just to fill in time.

The suggestion that private home copying should be left alone does
not imply:

¢ the endorsement of unauthorized copying by commercial users,
of public distribution of copied products, computer “hacking”
(against which plenty of civil and criminal sanctions already
exist), or the cutting back of criminal sanctions against com-
mercial distribution of infringing material;

¢ the impossibility of claims for compensation by owners,
through levies on blank tapes or diskettes, or from distributors
who facilitate home copying, where it is provided that initial
production would otherwise be discouraged,” or

* the impossibility of copyright owners using technological
means, such as encryption, to control unwanted copying, or
seeking to persuade the public (as the computer software
industry now does) that particular copying practices are
unethical, or harmful to the public’s long term interests.

What the proposal does do is to recognize that an unenforceable and
-unenforced law is an oxymoronic folly. Both the law and the people

who produce and perpetuate it deservedly become objects of public
derision.” .

Going public: postmodern practice

Once someone takes work public outside her or his home and the
homes of their family and friends — to a gallery or electronic bulletin
board, or for commercial exploitation — the ethics of the situation
become more ambivalent. Unauthorized copying of someone else’s
work for public distribution obviously infringes copyright. Doing
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the electronic equivalent — making material available by mass fax-
ing, or on an electronic bulletin board for downloading, whether for
profit or not — should equally be an activity that is the copyright
owner’s to control. From an enforcement perspective, these activities
are relatively easily detectable and involve less invasion of privacy
interests.

More troubling is the question of the work an artist or writer has
somehow changed. These problems, familiar enough well before dig-
ital technology, have been given a new spin in the digital age. Typical
is the case of sampling, where a musician with an electronic sampler
incorporates into her composition a distinctive instrument or vocal
element, sometimes as little as one note, frequently electronically
modified, taken from an earlier record. The legality of this practice is
supposed to depend upon whether the second user unfairly appro-
priated the element or took a substantial or essential part of the earli-
er work.® This in turn is said to involve questions of fact and degree
that depend more on the quality than quantity of what was taken.
Arguments here shift irresolutely from the aesthetic (a single sound
does/should not a composition make) to the economic (the sound
must obviously have value, else why take it?) to the slippery slope or
floodgates (if this user gets away with it, so may others with other
elements, ultimately leaving the first artist with nothing).

Legislatures have so far left the issue to be sorted out in litigation, but
the record is spotty. The most activity has, of course, occurred in the
United States where, for example, rap musicians sampling “golden
oldie” records have had the seventh commandment cited back to
them,® later glossed by another court to something like: “thou shalt
not steal unless thou parodiest and eateth not into the owner’s mar-
ket”.* Perhaps the most interesting case with an impact on digital
Practices is Rogers v. Koons in 1992.* There a U.S. court decided thata
sculpture by New York artist Jeff Koons, depicting a couple sitting on
a bench and holding eight German shepherd puppies, infringed
copyright in a photograph of the identical subject taken by an
obscure Los Angeles commercial photographer. Koons did not him-
self work digitally (in fact, he hardly worked at all, having delegated
the actual work of making the sculpture to an Italian craft studio), but
his art reflects the way many digital artists work, using the flexibility
of digitization to manipulate and recontextualize images and text.

Koons's defence — that he was working in-a well-established tradi-
tion of postmodernist art that comments ironically on modern culture
and imagery — was given short shrift. The judges’ first message was
that postmodernism had to pay its way: Rogers had to be paid liber-
ally for the unauthorized use of the work without authority,* and also
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got the last remaining copy of the sculpture (worth more than
$100,000, and probably a lot more because of the litigation). Their
second implicit message was more chilling: legally, Koons-type post-
modernism is dead. For, even had Koons sought Rogers’s prior per-
mission, Rogers need not have given it, however much money he was
offered.” As far as postmodernism is concerned, “publish and be
enjoined” has eclipsed “publish and be damned.”

Decisions like these are neither technology neutral nor art movement
neutral. From at least the 1980s, judges, while quick to extend copy-
right to the products of digital technology (e.g., computer programs,
videogames, etc.), have been less adept in recognizing the new prac-
tices spawned by the new technologies. Their modernist conceptions
of art, centred on the author as Heroic Creator of a stable work, fit
uneasily with technologies that encourage everyone to be an author
and where the only stable and permanent feature of Everyman’s and
Everywoman’s products is their instability and impermanence.

Judges may be very certain about the value of artistic practices like
Koons’s but artists and art philosophers themselves are deeply divid-
ed. Some share the U.S. court’s disapproval of postmodern artists’
“quotation” and critical practices, and argue for more expansive pro-
tection, even to the point of protecting artists’ individual styles.
Others recognize the validity and importance of postmodernist prac-
tices and dismiss claims of plagiarism as “almost laughably irrele-
vant.”* Others offer a compromise: it’s all just a question of money
and credit; let later artists borrow liberally but make them acknowl-
edge their indebtedness: “pay and acknowledge first, borrow later,”
should be the postmodernist’s credo.”

How things have changed! A hundred years ago — perhaps only
seventy for Canada — Koons would have won his case. Then, Anglo-
Canadian and U.S. lawmakers and judges drew the line between law-
ful and unlawful activity quite differently. An artist could stop others
running his work off as an engraving or a wallpaper design, but
could not stop a painting, photograph or engraving being turned into
a three-dimensional artwork.® Similarly, during the 19th century,
nobody suggested that translators," abridgers, parodists and satirists
needed anybody’s consent to work, and other transmedia borrowing
was equally thought unobjectionable, e.g., transferring illustrations
from a history book to a different class of book such as a cookbook,*
or making sound recordings of music.® In this conception of art, peo-
ple who created a new work from existing material were valued as
highly as the producers of the work they transformed and were as
entitled to their own copyrights as the producer of the source materi-
al. And the arts flourished as much then as they do now.
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This is not a plea to turn the digital clock back to some notiopal pre-
electric Golden Age of Copyright. Rather, we should recognize that,
when new technologies spawn new practices, the norms that worked
for earlier technology and earlier practices may not work in the new
situation. In one sense, the law should be “technology neutral”: it
should protect creative work whatever technology an author chooses
to works with. But it should equally be technology and art move-
ment responsive.

Conclusion

How copyright responds to the challenge of the digital te.ac.hnologies
will depend on several factors. It will depend upon officials apd
legislatures developing rules that will allow the new technologies to
develop flexibly. It will depend on lawyers and judges re591v1ng dis-
putes with a sensitivity to, and an appreciation of, economics, aes-
thetics and cultural and technological practices and their histories.
And it will very much depend on the principles and rules generated
by this process being accepted by most fair-minded users.of these
technologies. For, without their co-operation, the rules will §uffer the
fate of unrealistic speed restrictions posted on unpatrolled hl.ghway.s:
another piece of irrelevant data for motorists intent on reaching their
destination at speeds they — not someone else — judge safe for the
conditions.
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Notes

The ideas expressed in this text are solely those of the author and do not neces-
sarily reflect the views of the Intellectual Property Policy Branch of the
Department of Industry.

Ficsor, “New Technologies and Copyright: ‘The Fundamental Things Apply as
Time goes By’”, p. 2, paper presented at the Copyright in Transition conference,
Ottawa, October 13-14, 1994. Ficsor is the assistant director general of the
World Intellectual Property Organization, based in Switzerland.

Working Group on Intellectual Property Rights, Intellectual Property and the
National Information Infrastructure (July 1994), pp 35, 65. Lehman, the U.S.
Commissioner of Patents, chaired the working group.

Litman, “The Exclusive Right to Read” (1994) 13 Cardozo Arts & Ent. L.]. 29, 40.
MAI Systems Corp v. Peak Computer Inc 991 F.2d 511 (9th Circ., 1993).

The famed “perforated roll .. by means of which sounds may be mechanically
reproduced”, still found in the Canadian Copyright act, R.S.C. 1985, c. C42,
subs. 5(3).

Boosey v. Whight [1900] 1 Ch. 122 (C.A.); White-Smith Music Co v. Apollo Co
(1907) 209 U.S. 1.

Canada abolished the scheme only in 1988.

I do not suggest that either the U.S. or Canadian constitution entrenches the
people’s right to pursue repairs, although the home handyman/woman indus-
try in Canada might make this a useful candidate for constitutional amend-
ment. Anyway, not every liberty needs to be constitutionally entrenched for it
to be worth recognizing.

Copyright Act, subs. 3(1).

BLMC v. Armstrong Patents Ltd [1986] A.C. 577 (H.L.).

So the NAFTA amendments dealt only with commercial renting of computer pro-
grams and sound recordings, and even then deliberately allowed nonprofit
libraries to continue to lend this material. See, e.g., for programs: Copyright Act,
ss. 3(1)(h), 3(2), 3(3).

E.g., art has a public exhibition right and stronger moral rights; the term of
copyright for unipublished art is shorter (author’s life plus 50 years) than for
other work (potentially perpetual until first posthumous publication or public
performance); and there are special provisions allowing artists some latitude to
rework old ideas or to include public architecture or sculpture in their work.
Copyright Act, ss. 3(1)(g), 28.01(2), 7, 27(2)(b) and (c).

Thus, a structure dealing with musical performing rights has been in place
since the 1930s, together with a list of activities that are outside the control of
the copyright owners.

Copyright owners have a commercial rental right for their programs, while
users have the right to make backup copies and change program language to

make them compatible with their computers: Copyright Act, ss. 3(1)(h), 27(2)(1)
and (m).

Text accompanying note 1.
E.g., Barlow, “"The Economy of Ideas: A framework for rethinking patents and
copyright in the Digital Age,” Wired 2:03 (1994).
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See Lehman, note 2, above. NGL Nordicity Ltd. produced a study for Industry
Canada in April 1994, New Media and Copyright. Brunet chaired a Copyright
Subcommittee, under the aegis of the Advisory Council of the Information
Highway, producing a “draft final” report, Copyright and the Information
Highway, dated December, 1994.

Vaver, “Rejuvenating Copyright”, p. 14, paper presented at the Copyright in
Transition conference, Ottawa, October 13-14, 1994, organized by the Canadian
Intellectual Property Institute. To be published in (1995) 74 Can. Bar Rev. 000.

I suggested something similar in “Rejuvenating Copyright”, previous note, p.
10. Resolving such questions might involve not merely finding out the views of
economists or some common ground amongst the usual suspect interest
groups; it might also involve convening groups of ordinary producers and
users to see what the picture looks like from the ground up.

Some suggest this is nothing more than the laws of economics in action.
Perhaps so, but we should then abandon such rules as terms of protection
based on the life of the author plus 50 years to recognize that authors and their
estates are not benefiting at all under the system as designed. We can then ask
the more sensible question: what type of protection does a business need before
it risks capital in an enterprise?

The late John Lennon'’s cartoons, doodled during school hours in an exercise
book, have just been put up for auction in the United Kingdom - asking price:
$C30,000 to $C40,000 (Globe & Mail, Feb. 23,1995, C4). At this price, does the
buyer get their copyright (a written assignment of copyright would be be need-
ed) or does Lennon’s estate retain it?

See, e.g., Niranjana, Siting Translation: History, Post-Structuralism and the Colonial
Context (1992).

Records of the Berne Convention, Stockholm Conference (1967), p. 878.

Only performances “in public” are under the control of the copyright owner:
Copyright Act, subs. 3(1).

In Germany, quite apart from fair dealing exemptions, private internal copying,
even of whole works, is permitted: Copyright Act of 1965 (as am.) s. 53(1),
although they may not be redistributed. Compensation for such uses is award-
ed through royalties imposed on blank tapes and photocopying equipment.

See Dietz, Germany, in Nimmer & Geller, International Copyright Law & Practice
(1994), § 8[2][allil.

- Although one might have thought that by now assertions of copyright would

be barred by defences of laches or acquiescence if they ever came to court.

In his press release of December 22, 1994, the Hon. Michel Dupuy, Minister of
Canadian Heritage, announced his intention to introduce an audio blank tape
royalty scheme to compensate the recording industry for its “phenomenal loss-
es” from hitherto unchecked home audiotaping. He noted the scheme would
“have the effect of authorizing home copying,” implying that home copying
was currently illegal under the Copyright Act.

Copyright act, paras. 27(2)a), (a.1), repeating with minor amendment, Copyright
Act 1911 (U.K), s. 2(1)G1). -

Copyright Act, s. 38.

See, e.g., the position in Germany: note 25 above.
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Speaking of the 1956 U K. copyright law that forbade home audiotaping,
Britain’s highest court said: “From the point of view of society the present posi-
tion is lamentable. Millions of breaches of the law must be committed by home
copiers every year. Some home copiers may break the law in ignorance, despite
extensive publicity and warning notices on records, tapes and films. Some
home copiers may break the law because they estimate that the chances of
detection are non-existent. Some home copiers may consider that the entertain-
ment and recording industries already exhibit all the characteristics of undesir-
able monopoly, lavish expenses, extravagant earnings and exorbitant profits,
and that the blank tape is the only restraint on further increases in the prices of
records. Whatever the reason for home copying, the beat of Sergeant Pepper
and the soaring sounds of the Miserere from unlawful copies are more power-
ful than law-abiding instances or twinges of conscience. A law which is treated
with such contempt should be amended or repealed.” CBS Songs Ltd v.
Amstrad Consumer Electronics plc [1988] 2 Al E.R. 484 (H.L.).

The “substantial part” test is used more frequently today since it is the lan-
guage actually appearing in the Copyright act, subs. 3(1), derived from the 1911
UK. law. “Unfair appropriation” was used indifferently with “substantial tak-
ing” before then, and still appears in Commonwealth case law. “Unfair appro-
priation” appears to be the forerunner of the U S. “fair use” test before the latter
became a formalized checklist of shifting variables in § 107 of the 1976 U.S. Act.
There is a major difference: the plaintiff has to prove the defendant “unfairly
appropriated” her work, whereas “fair use” in the United States is for the
defendant to raise and prove.

Grand Upright Music Ltd v. Warner Bros Records Inc 22 U.S.P.Q.2d 1556 (D.C.N.Y.,
1991).

Campbell v. Acuff-Rose Music Inc (1994) 114 S.Ct. 1164.

22 US.P.Q.2d 1492 (2d Circ., 1992). For critiques, see Ames, “Beyond Rogers v.
Koons: A Fair Use Standard for Appropriation” (1993) 93 Columbia L.R. 1473;
Woodmansee & Jaszi (eds.), The Construction of Authorship: Textual Appropriation
in Law & Literature (1994), 41 ff. (by Jaszi); Bowrey, “Copyright, The Paternity of
Artistic Works, and the Challenge Posed by Postmodern Artists” (1994) 8 LPJ.
285, 311 ff.

Rogers was entitled to a reasonable licence fee plus a part of Koons’s net profits
from the sale of the three sculptures. The court indicated Rogers could also ask
the trial judge to award up to $300,000 in statutory damages for Koons’s “wilful
and egregious behavior”: 22 U.S.P.Q.2d at 1502; Copyright Act of1976,17 US.C.
§ 504(c)(2).

It is unclear whether, had Koons gone ahead after having been refused permis-
sion, the court would have been more or less sympathetic to his case. Would it
adjudicate the “reasonableness” of Rogers’s refusal (“I don’'t want my serious
art being mocked by the likes of Koons”)? Would Koons’s going ahead after
receiving a definite “no” be even more egregious and wilful behaviour than not
asking at all?

Danto, The Transfiguration of the Commonplace: A Philosophy of Art (1981), 142-4,
discussing Roy Lichtenstein’s 1963 painting appropriating art historian’s Erle
Loran’s compositional diagram of Cézanne’s Portrait of Mme Cézanne: an appro-
priation of an appropriation of an original.
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Perhaps cases like Rogers v. Koons stirred a senior U.S. judge recently to suggest
that only monetary awards, not injunctions, should be awarded for works
“with originality and independent value [that] represent a sufficiently small
threat to the economic entitlements of the author of the original”: Leval,
“Campbell v. Acuff-Rose: Justice Souter’s Rescue of Fair Use” (1994) 13 Cardozo
Arts & Ent. L.]. 19, 24. At best, this means Rogers would not have got Koons's
last sculpture but some further money for allowing Koons to retain it. In
Canada, the view that damages are more appropriate a remedy than an injunc-
tion has been dismissed by the federal court of appeal, which claimed that
accepting such a view was to impose a compulsory licence without statutory
authority: R. v. James Lorimer & Co Ltd (1984) 77 C.P.R.(2d) 262, 269.
Hanfstaengl v. Empire Palace [1894] 2 Ch. 1 (C.A.): a tableau vivant does not
infringe copyright in a painting, drawing or photograph it reproduces.
Infringement occurs only if the copy is itself in the nature of a painting, draw-
ing or photograph. The opposite decision was reached under the apparently
more expansive language of the UK. Copyright Act 1911 (Bradbury Agnew & Co
v. Day (1916) 32 T.L.R. 349); this no doubt applied to Canada after 1924 when
the present Copyright act, appropriating the 1911 British language, came into
force.
However, from 1868 on Canadian translators needed consent from the copy-
right owner of the source work — if that copyright was recognized in Canada.
International recognition of foreign copyrights was, of course, far from com-
plete in Canada and elsewhere until well into the first quarter of the 20th centu-
;y: Vaver, “Translation and Copyright: A Canadian Focus” (1994) 16 E.LP.R.
59. -
Bradbury v. Hotten (1872) L.R. 8 Ex. 1.
Boosey v. Whight; White-Smith Music Co v. Apollo Co; both above, note 6.
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Laws do not persuade because they threaten’.
Less is more’.

I am pleased and honoured to be here today. In many respects, this
event originated as a follow up to the conference entitled Copyright
in Transition, which I organized on behalf of the Canadian
Intellectual Property Institute (CIPI/ICPI) and which took place on
October 13 and 14, in Ottawa. Several of the speakers and several of
the audience are overlapping. That may not be a complete coinci-
dence. I am pleased to be part of that overlap, and grateful to the
management of the Department of Justice for inviting me.

The Internet was started in large measure by the U.S. military to
serve as a communications link that could withstand nuclear attack.

Q: What can do more harm to the Information Highway than a
hacker from hell, a psychotic terrorist, a bungling bureaucrat,
a corporate conspiracy, or even global thermonuclear war?

A:  Ahungry copyright lawyer.

THE ISSUE

» “Infoway” potential can, in principle, make virtually all works
subject to digitization available for use more or less anywhere,
anytime, along with software and data bases that will better
enable one to find and access such works. Copyright law has the
potential to make or break the Information Highway.

In this case, the emperor’s new clothes are both real and remarkable,
although still somewhat flimsy, ill-fitting and far from finished. But
that is part of the elegance of it all. The clothes will constantly finish
themselves and then evolve to suit the emperor’s ever-changing fig-
ure and needs. Iam speaking of the information highway - the
Infoway - as my colleague Paul Hoffert prefers to call it. The Infoway
is, but it is much more than the following:

* an almost instantaneous worldwide mail and news/views distri-
bution system that permits one to send and receive the kind of
material one wants, to and from one with whom one wants to
communicate; ‘
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* alibrary of libraries that is constantly improving its organization,

updating its indexing and adding to its collection - all at more
than exponential rates;

¢ aforum of forums, where like-minded souls on everything from

“sci.physics.plasma” to “alt.sex.bondage” can compare notes and
trade secrets (pun intentional);

e asource of searchable and downloadable files that covers every-
thing from acupuncture to zoology;

¢ anetwork of networks that gives anyone with a basic computer
and modem access to anything intended to be accessible (and
often much more than is intended to be accessible) on any other
computer, anywhere, anytime - really, it's that simple; and

¢ all that came before it, and more than the sum of it all, including
cable television, newspapers, and other sources of art and infor-
mation. Interestingly, all of these sources are now very much
interlinked and cross-owned.

» The problem about all of this is that there is a huge turf war going
on in this wild western “Cyberia” between two main and strange
coalitions.

At the risk of over-simplification there is, on the one hand, an odd
melange of squatters, pirates and hackers who have something in
common with ideologues, academics, librarians and scholars and,
indeed, many businesses. They all want as little regulation as possi-
ble, with maximum access and the least possible cost. On the other
hand, there are copyright owners (mainly publishers, computer soft-
ware developers and entertainment companies) and information dis-

tributors that have an historical aversion to any loss of control what-
soever over reproduction, market segmentation, resale, rental, dis-

play and, ultimately, all other aspects of a new right of “distribution”
that they feel is essential to a valid and naturally deserved monopoly.
The latter group is generally in favour of more regulation and higher

levels of intellectual property (copyright in particular) protection.
Higher levels of intellectual property protection are, in many
respects, ironically consistent with more government intervention
and regulation, because of the inherent nature of such rights as
“monopoly grants”.
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It is important to note that there have been two main models up to now
of the evolving Infoway. On the one hand, there have been privately
“owned” proprietary systems that require some form of paid or limited
subscription to access the data base and to be interactive. These include
such examples as CompuServe, Quicklaw, Infoglobe and countless oth-
ers. Frequently, these services act as “gateways” to one another, with
appropriate collection mechanisms. To a greater or lesser extent, the
owners of these services take responsibility for what is available and
what is not, and under what terms. Typically, they are reasonably user-
friendly. Indeed, they must be user-friendly to attract customers. This
is because many of them are simply in the business of repackaging
material that is in the public domain, available on a non-exclusive basis,
or otherwise reasonably available though non-electronic or other elec-
tronic (but inconvenient or uneconomic) means. Therefore, there must
be a reason for people to pay for something they can otherwise get for
free, or at a lesser cost, albeit with some inconvenience.

The other model is that of the Internet, which has historically been an
unorganized, disorganized, not-for-profit, ungoverned, spontaneous
and not very user-friendly environment. Up to now, the Internet has
been something in the nature of a “public good.” It has cost little to
operate.’ Indeed there has been little in the way of concerted “gover-
nance”. The initial capital costs were largely incurred by the U.S. .
government and military, which wanted a secure and redundant
communications system that could reach anywhere in the world,
even after a nuclear war. Its most recent “owners” have been univer-
sities and governments. It has been built on an architecture involving
small computers, many of which cannot talk to each other directly
because of compatibility problems. Hence, the Internet’s universality
and reliance on lowest common denominator interfaces, protocols,
and language. It has also been, virtually entirely, a “non-profit”
endeavour, devoid of any obvious commercial transactions or intent.
The genius of its architecture and its conception is that it is not solely
dependent upon ultra-expensive mainframes or other high-cost facili-
ties. It uses your computer and mine and the one down the hall,
medium and low-technology telecommunications links (i.e., phone
and data lines), and common protocols and software (mostly in the
public domain) to achieve one organic world-wide whole.
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Difficult as this may be in terms of comprehension to those motivated
by money, the Internet has “taken off,” in large part spontaneously,
on the basis of volunteer effort and intellectual contribution. There
are many dedicated individuals who believe that the Infoway is a
good thing and that it should be allowed to flourish without the
imposition of commercial models and metaphors.

All this is changing as governments and big business realize the
immense political and commercial potential of the Internet. The
Infoway is the ultimate example to date in human evolution of
MacLuhan’s aphorism that “the medium is the message”. The
Internet is redefining democracy in the United States.* For example,
a provision in a bill that would have had a very positive effect on the
West legal publishing empire was recently introduced and with-
drawn in a matter of a few days when the members of an influential
copyright news group and the Electronic Freedom Foundation (about
which you will hear more) got wind of it and besieged the appropri-
ate committee members with E-Mail.’

The Infoway is the next Wild West, to be tamed, exploited, and possi-
bly ultimately ruined by those with the fastest guns or the most
expensive gunslingers (i.e., lawyers). But it is to be hoped that some
considerable good will be irrevocably accomplished before all this
happens.

» Most of the “Info” on the “Infoway” is capable of being protected
by copyright. Copyright is the most obvious available instru-
ment of private and public governance.

Naturally, when one thinks of the Infoway, one thinks about copy-
right. Much of the material out there - in many instances the selec-
tion or compilation of the material and the software used to find,
access, and deal with it - are capable of protection by copyright.
Indeed copyright is, predictably enough, becoming the principle

potential instrument of regulation of conduct in the Infoway Wild
West.

There are not many other obvious regulatory tools in place that clear-
ly pertain to the Infoway. Apart from politicians, bureaucrats, protect-
ed cultural institutions (such as the CBC), and their various lawyers,
there is little support for a regulatory mode based upon traditional
broadcasting or telecommunications law. As Ishall argue, the
Infoway essentially does not involve “broadcasting” in the literal or
purposive sense of the word. If it does involve telecommunication,
the horse is too long gone out of the barn. After all, there have been
thousands of unlicensed providers, ranging from small BBS systems
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to large commercial data bases, situated both in and outside of
Canada, carrying on operations here for years. Besides, this latter
avenue permits very little, if any, substantial control over content.

Libel and slander laws apply, of course, and have already been used to
some extent in the new media in Canada. Ironically, Canada is a
favourite jurisdiction for allegedly corrupt foreign politicians who
cannot get the time of day in U.S. courts but who feel they have been
libelled by U.S.-based media. Ontario is generally a forum of choice
for any plaintiff who is a public person. In the notorious lawsuit
launched by Sir Lyndon Pindling, former Prime Minister of the
Bahamas, against NBC for alleging that Pindling profited from illegal
drug running activities, Pindling pursued the action only in Ontario,
whereas NBC’s broadcast originated from New York. This was
because, under American law, the onus was on Pindling to prove that
NBC acted with malice, whereas under Ontario law, the presumptions
favour the plaintiff. Although the case never went to trial, it is report-
ed in some aspects.* Media tycoons (Conrad Black) and wealthy busi-
ness persons (the Reichmans) have frequently resorted to Canada’s
unique libel laws to avoid unwanted publicity.

Mischief, fraud, and other criminal offences in relation to telecom-
munications seem to be available in cases such as that of Kevin
Mitnick and other notorious “hackers.” However, in other cases such
as that of United States v. LaMacchia,’ discussed below, the criminal
system may be seen by some as wanting. Still others see the criminal
system as too draconian, particularly in Canada (see below).
Moreover, hackers have achieved a certain perverse romantic and
folk-hero mystique.® '

As is well documented, attempts to control content dissemination are
technologically and politically difficult, if not impossible, to enforce.
Despite heroic efforts by the Canadian police to enforce the inherent-
ly unenforceable Homolka ban, and a surprising degree of extra-terri-
torial acquiescence, there have always been several well-marked
detours around Attorney General Marion Boyd’s unprecedented,
unsuccessful, and predictably futile attempt at an Infoway roadblock.

We shall see that copyright law in some ways is surprisingly appropri-
ate, as it now stands, to serve as a model of governance of proprietary
claims. On the other hand, we shall see that, in other respects, it is sin-
gularly inapplicable, and probably not capable of easy adaptation. In
the worst cases, some of which now may be unfolding, copyright law
as we know it has the potential to bring most traffic on the Infoway to
a grinding halt, or at least a state of perpetual gridlock.
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When I say that “most” of the works available on the Infoway are
capable of protection by copyright, I am deliberately refraining from
saying “all”. There is a strong trend underway, in U.S. courts and
elsewhere, to deny protection to works that are simple collections of
data or other manifestations of “sweat of the brow”. This trend is
working its way up through the creative and judicial chain to include
challenges to the copyrightability of computer programs.” There is
also, in the case of Canada, a strong move afoot to eliminate copy-
right in much of the material produced by or for government. That,
of course, is a long resolved dilemma in the United States, although

- West publishing is trying to reclaim some aspect of copyright in
“value added” pagination, etc. (see above).

» Not all of these works have been made available on the Infoway
with the consent of the owner. It is a relatively simple and inex-
pensive process to “scan in” the text of a book, a photograph, or -
even a piece of music, without the help or permission of the copy-
right owner. The odd thing is that there is so little of this going
on.

In principle, it is quite easy to “upload” and “download” copyright-
ed works onto the Internet without due permission. However, one
does not see a lot of this going on. The absence of such behaviour in
a flagrant way is probably due in large part to “netiquette”," which is
quite strict about such things. But it can be done very easily, with the
help of a $500 scanner, or even less expensive tools. The other reason
is doubtless rooted in pure fear of civil or criminal prosecution, the
“chill factor”, which will be discussed below.

It is relatively simple to set up an Internet site - for Gopher*, FTP®,
WWW?, etc. - that enables rapid dissemination of material. Such
sites are growing at incredible rates - literally by the minute. Each
site has the potential to be a library, a publisher, and a political action
group all in one.

As well, Internet administrators (typically university bureaucrats),
are extraordinarily cautious, even by bureaucratic, politically correct,
academic standards. For example, the University of Ottawa Internet
service does not allow for subscription to “Alt” news groups because
some of them are potentially offensive to some people. However,
there are several thousand “Alt” groups that are not the slightest bit
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offensive to anyone. They deal in everything from wine-making to
ethno-musicology. The simple bureaucratic response, however, is to
delete all “Alt” groups from the Usenet reader. No value judgments
are required for such a decision. The imposition of such censorship
policies with respect to hard copy books in libraries has, in the past,
resulted in major social upheaval. ‘

The fact that there is not an abundance of copyrighted material avail-
able for free and without authorization is probably a testament to the
fact that our existing legal framework is probably fairly effective in
deterring systematic infringement. This paper will show this fram-
work may be erring on the high side of deterrence and that this is not
something of which we should be proud.

» We already have laws in place that deal with most aspects of
Infoway technology, behaviour and transactions. Why the fuss,
then, about copyright and the Infoway?

It is true that, at one time, there was some doubt as to whether a
piano roll was a reproduction of a musical work (see Boosey V.
Whight)* or, whether the placement of a work on a diskette “read
only memory” (ROM), or in acomputer memory, might constitute
copyright infringement. * ' :

It really was not necessary that various governments retain many
experts and strike many committees to come to the conclusion that
uploading a work without permission is an infringing act.
Downloading it to a hard disk or printing it is also an infringing act.
To “publish” a work electronically without permission, especially in a
commercial sense, is to invite all sorts of civil and criminal remedies
that already exist.

By focussing the questioning on whether laws in place are adequate
to deal with practices and possibilities on the Infoway, there has been
a reasonably consistent bias in favour of answers that range from
“the present system is essentially adequate but could use adjust-
ment” to “we need major new rights and remedies to combat the
threat of digitization and easy copying/transmission”. This is a pre-
dictable bias, given the very conservative nature of copyright owners
and the relatively recent but pronounced tendency of government to
serve as an advocate for intellectual property owners, rather than as
an arbitrator between the interests of owners and users.
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»  What are the fears of copyright owners?

Copyright owners historically have often reacted to new technology
by some variation of:

first, attempting to suppress it, or at least inhibit it;
next, attempting to outlaw it;

* next, attempting to impose levies, licenses or other copyright-
based solutions;
buying it out; or
finally, learning how to live with it and profit handsomely, despite
one’s best efforts at the foregoing.

A classic example is that of Hollywood’s approach to the video cas-
sette phenomenon in the early 1980s. Hollywood producers and dis-
tributors were upset that they could not control the rental of video
cassettes. They campaigned hard to repeal the “first sale doctrine””’
in the United States and to impose a new copyright system that
would enable them to collect royalties based upon rentals. Due large-
ly to antitrust concerns, the U.S. Congress was sceptical. The bid
failed.” The interesting result was that Hollywood quickly began to
do what the antitrust economists told them they should have done in
the first place. They drastically and quickly lowered prices on video
cassettes - from typically over $100 wholesale to typically under $20
retail - so that both video store owners and members of the public
wanted to buy more of them. They sold a lot more units. They
ended up making more money from the sale of video cassettes to
dealers and directly to the public (“sell through”) than they make in
the box office. Everyone was happy. The marketplace provided a
solution without new legislation. The predicted rampant piracy did
not materialize. Other false gloom-and-doom scenarios proffered by
the record and film industry have involved the advent of television,
reel-to-reel tape recorders, cassette recorders, satellite distribution,
digital tape recorders, etc. The really disconcerting aspect of new
technological advances in the eyes of copyright owners is, however,
that of perceived loss of control. There are many aspects of control,
but the most important for present purposes concern technological
control and economic control.

New technology can certainly appear to threaten this control. In the
old days, it was not easy to go into the piracy business. The facilities
needed to counterfeit books or records, or particularly films, were
very expensive. Legitimate distribution channels were very tightly
controlled. There were a lot of technological “barriers to entry” for
pirates. There are many fewer barriers today.
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Pirated video cassettes, compact discs, and computer programs can
be made quite efficiently, especially offshore. The equipment is not
expensive. However, tough criminal sanctions against piracy have
been remarkably effective in North America and Europe and there
are far fewer reports of organized piracy than there were ten or .fif-.
teen years ago. The problem has shifted offshore, mainly to China in
the view of the United States. '

POLITICS OF INTELLECTUAL PROPERTY
» Role of the United States

One of the lasting legacies of the election of Ronald Reagan to the
Presidency of the United States in 1984 may be the elevation of copy-
right law to that of a world-class economic and legal issue. Reagan,
of course, was of and from Hollywood. The motion picture industry
and Jack Valenti are among the most powerful and feared lobbying
forces in the United States. Copyright was always important to
Hollywood, but it quickly became centre stage in the Reagan years.
Allies such as Bill Gates of Microsoft, IBM and the music industry
were also important.

Today, even with a Democratic White House, the Hollywood influ-
ence is still very strong. Mickey Kantor is a former entertainment
lawyer. He, as USTR (United States Trade Representative), is now
leading the charge with respect to the WTO, WLPO,, China and in
other fora where intellectual property looms large.

Ironically, Canada'’s efforts to boost cultural nationalism and encour-
age our creator community through higher levels of copyright protec-
tion have a very high probability of playing straight into the hands of
the U.S. entertainment, publishing and computer industries. This is
simply because copyright law requires “national treatment”. We can-
not give copyright protection to our nationals that we do not give to
nationals from other countries. There is some thinking, which has
clearly attracted hostile U.S. attention, to the effect that we may be
able to use “neighbouring rights” (performers rights, rights in sound
recordings, etc.,) or a home taping scheme in such a way as to favour
Canadians more than others. This may or may not require recourse
to the controversial cultural exemption in NAFTA.” Such recourse,
whether or not legally possible, is bound to provoke retaliation
(whether or not legal). It seems that not all readers of the legal texts
?gree on what these provisions mean. We will surely pay now or

ater.
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There are safer, faster, lower cost, more efficient ways to help deserv-
ing Canadian creators than hoisting up the copyright system beyond
even what the Americans will support in their own country. If we
wish to favour Canadian cultural interests and to pursue Canadian
cultural goals, we must recognize that we had few economically
sound options before NAFTA and GATT and fewer now. However,
we still have the available instrument of direct and strategically
directed programs and subsidies, now apparently back in favour
with the Bureau of Competition Policy.” An effective example of
such a program is that of the public lending scheme to remunerate
authors for the usage of their books by library borrowers. The prob-
lem, of course, is that such subsidies are not politically timely in the
current severe climate of deficit reduction.

Time after time, whether it be in respect of cable retransmission
rights, educational exemptions, rental rights, home taping or other
issues, we see our government being persuaded to accord copyright
schemes that are far more generous to owners than those in the U.S.,
invariably in situations where 80 to 90 percent or more of the royal-
ties generated will accrue to the benefit of U.S. interests. We ought to
consider more often following the maxim, vis-d¢-vis the United States,
of imitation being the best form of flattery. How can they complain if
our copyright laws are similar to theirs?

There still remains the question as to whether copyright has any sig-
nificant role to play in “serious,” or “high” or “classical” culture. It
must be borne in mind that the copyright system, as it has evolved,
tends to reward popularity rather than merit. This, of course, is prob-
ably inevitable and, indeed, egalitarian. However, this fact is the
source of a great deal of underlying tension in the jurisprudential and
policy debates that are emerging. The problem was well stated by one
of Canada’s leading cultural statesmen, Mr. Louis Applebaum, O.C.,
in his important 1982 study:

... At the same time, nobody should be under the delusion that
copyright legislation, by itself, will solve either the economic or
social problems of all authors. Copyright legislation serves best
those authors whose works appeal to large segments of the pub-
lic, wherever in the world they may be. It cannot solve the social
and economic problems of those authors whose works, although
they may have great aesthetic or academic value, will earn very
little because they appeal to relatively small numbers of users.
The value to a society of its poets, composers of classical music,
writers of essays, historians, philosophers, and their like must be
measured and paid for through means found outside the realm of

copyright.”
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There are numerous important Canadian “serious” composers and
scholars, for example, who are well respected and who have had
tremendous influence on our culture and learning. They may enjoy
considerable prestige and various high honours. However, many
make only a few hundred dollars - or even less than $100 — a year
from copyright royalties. Fortunately, there are other ways for some
of these people to make a living - as teachers, arts administr?tors,
professors, performers, civil servants, etc. Fortunately, we still have
the CBC, Canada Council, and SSHRC - for a while at least.

Unfortunately, there is not a lot that we can do to the copyright sys-
tem to better the lot of non-commercial creators without either gener-
ating grossly large economic rents for those who least need them, or
creating elitist, invidious and artificial categories of rights or distribu-
tion rules that would offend the vast majority of those in the middle,
and on the right of, the bell curve of commercial success.

» Ambiguity of U.S. position: the China syndrome

A good illustration of the ambiguity and difficulty of the U.S. agenda
in intellectual property can be seen in what is going on with respect
to China. Once, there were opium wars with China. Up until just
now, it seemed as if there was a copyright war looming.

The United States fired the first broadside in a potentially huge and
pyrrhic trade war with China. They said that China fails to provide
“adequate and effective” protection to copyrighted works of U.S. cor-
porations, particularly in the film, computer program and music
industries. This is no doubt true in most respects. However, there are
some intense ironies that should not be lost upon those who believe
that a knowledge of law and history can be useful in avoiding the
mistakes of the past.

* Inthelast century and well into this, the United States was a
copyright pirate haven.” U.S. libraries, universities, business and
scholars had access to cheap American editions of European
books and other works. Indeed, until the late 1980s, the United
States was highly protectionist in its copyright policy. It was only
after 1984 that they abolished their notorious “manufacturing”
clause, which required a book to be printed in the United States to
achieve copyright protection. It was only in 1988 that the United
States joined the Berne Convention, at that time the world stan-
dard for 102 years for copyright protection, based upon the
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“national treatment” principle, and lack of the need for formalities
such as registration. It was only in 1972 that the United States
provided federal copyright protection to sound recordings. The
United States is still far behind other countries, particularly
Canada, in the provision of transparent and efficient “moral
rights” protection for its creators.

China has several layers in its economy. There is vast wealth con-
centrated in the hands of a very few who can easily pay “western”
prices for compact discs, computer programs, etc. On the other
hand, $100 (U.S.) for a legitimate copy of a computer program
may represent more hard currency than a peasant family can earn
in a year, or a city factory worker family in a month. It is still a lot
of money for many legitimate Chinese businesses and the Chinese
Government.

U.S. interests are able, but reluctant, to sell their products at much
lower prices in China and other “developing” countries, while
still making a handsome profit. The marginal manufacturing cost
of these products is often extremely low (i.e., less than $1.00 U.S.
for a compact disc). U.S. interests understandably fear the re-
importation through the “grey market” of such cheap legitimate
products into the United States and other “high price” economies,
such as Canada and Europe. In theory, multinational corporations
can solve the grey market problem on their own, if they really
want to do so. Evidence suggests, however, that many multina-
tionals are somewhat ambiguous, and often inconsistent on this
point. The same can be said of U.S. government domestic policy
on this particular issue. Overly tough measures against grey
market goods can lead quickly to antitrust abuse and consumer
discontent with high prices.

It should be noted that threat of the Internet to the ability to
achieve market segmentation is enormous, for the simple reason
that there is no readily obvious way of asserting jurisdiction over
a “server” or a person operating one abroad, and that there is no
known effective and politically acceptable means of monitoring or
controlling the transborder flow of data, especially between pri-
vate parties.
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* The United States wants China to move very quickly to rectify all
perceived defects in enforcement. No doubt enforcement is
uneven. Reported offers by China in 1994 to actually execute
some copyright pirates did not seem to impress U.S. interests, no
doubt to the relief of those few still interested in the cause of
human rights in China. Some might point out that it took the
United States more than 100 years to come around in its copyright
deficiencies.

Now that the U.S. has achieved world dominance in intellectual
property-based industries, it may not want others to imitate its past
success, to the extent that such success was based on piracy. The
U.S. does not see imitation as flattery when it comes to intellectual
property rights, or even policy. But, to be fair, past sinners should not
necessarily be precluded from being present proselytizers.

Otherwise, there would be no such thing as international law or
diplomacy.

However, the reluctance of a country such as China (with thousands
of years of “intellectual property” creation in its history) to see the
obviousness, or the inevitability, of the current U.S. position is per-
haps somewhat understandable. At the very least, the high level of
economic sabre rattling and the billions of U.S. dollars being bandied
about in discussion show just how important intellectual property
has become to international trade. It is also clear in the intellectual
property field that what is good for Bill Gates and Bill Clinton is not
necessarily good for China and many other countries with far less
bargaining strength. These and related issues will doubtless domi-
nate the next GATT/WTO round.

> Competition law concerns

Copyright law reform and the quest for higher rights has achieved a
certain momentum and legitimacy, on the basis that it is all intended
to help creators. This would be wonderful if only it were true.

The merger trend, and the possible concentration of many roles under
one roof, is threatening to both individual users and individual creators.
The latter have a difficult ime now in dealing with record companies,
for example, who now largely own and control the publishing end of
the music business. At one time, a music publisher would fight with a
record company on behalf of a composer. And so on, up, down and
across the intellectual property “food chain”, as Paul Hoffert calls it.
With corporate realignment (mergers and cross-ownership), this is now
rare. This pattern is likely to become pervasive in other media areas.
Both consumers and creators will be victims.
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This type of issue - vertical and horizontal integration of intellectual
property based industries, and the whole matter of intellectual prop-
erty based “convergence” - is one that should be a high priority of
competition/antitrust authorities. However, this has not been the
case in North America in recent times.

I mention competition law in the context of the politics of intellectual
property because, frankly, competition or antitrust law has recently
been much more based in politics than it has been in law or econom-
ics. A euphemistic way of saying this is that it has become more of an
art than a science, more based upon a “rule of reason” thanon a
rigid list of “no-no’s”.

In the mid-1980s, two Japanese hardware firms (Sony and
Matsushita) took over two American entertainment “software” firms
(CBS and MCA) with scarcely a murmur of protest from an antitrust
standpoint. A number of high profile media mergers took place in
the early 1990s, again with little apparent concern. Some were not
consummated, but it was not the trust busters so much as it was the
market that was to blame for this.

In Canada, both the Bureau of Competition Policy (BCP), in the per-
son of the Director of Investigations and Research (DIR), and the
CRTC have approved, without serious concern, a major Infoway
merger (that of Rogers and Maclean Hunter). The new entity has
substantial integrated communications interests that include alarm
systems, video stores, broadcasting, long distance and cellular tele-
phony and, of course, distribution.

The rationale for all of this approval is that of global competitiveness
- the notion that bigger is better and that big business is efficient busi-
ness in the “Chicago School” sense of efficiency. However, there are
some significant signs of changing attitudes in policy and enforce-
ment.

Canadian consumers and U.S. Judge Stanley Sporkin are fighting
back. The revolt against Rogers has been much commented upon,
and little need be added here. What people are really upset about is
that Rogers was attempting to foist upon them a “tied sale,” although
the term was not used often, or at all, in this context. Clearly, the
CRTC and the Bureau of Competition Policy had little or no concern
about this prior to the events of January 1995 (when there was a con-
sumer “revolt” over the Rogers marketing scheme for new channels).
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Judge Stanley Sporkin, of the U.S. District Court of the District of
Columbia, rejected the negotiated settlement between the U.S.
department of Justice’s Antitrust Division and Microsoft Corporation.
In my view, this judgment (which is being appealed by both parties)
is of immense potential significance for the following reasons.

* Microsoft’s extraordinary success is built upon intellectual prop-
erty rights in certain phenomenally successful products in a mar-
ket where they hold a monopoly or a dominant position.

* Judge Sporkin found that the negotiated settlement was not in the
public interest.

* The in rem (effect on the public) significance of this matter clearly
transcended the effect of the immense amount of adversarial
negotiation that took place between the parties, one of which was
a very high profile government agency charged with responsibili-
ty for such matters. ‘

* Finally, the Court was not about to be treated as a “rubber stamp.”

Although Canada’s competition and regulatory framework laws are,
of course, different from those of the United States, there are many
clear and not so obvious possible implications for Canada in this rul-
ing. These effects may manifest themselves in terms of both compli-
ance oriented proceedings and more formally, or procedurally, adver-
sarial or regulatory matters involving a public interest.

I mention some illustrative quotes from Judge Sporkin, guaranteed to
send shivers down the spine of every traditional bureaucrat:

The Antitrust Division of the Department of Justice, while no
doubt among the most competent and dedicated groups of pro-
fessionals in Government service, nevertheless is made up of
human beings and, unfortunately, human beings occasionally
make mistakes...”

... The Government itself is so anxious to close this deal that it has
interpreted certain anti-competitive practices so narrowly that it
possibly has given the green light for persons to engage in anti-
competitive practices with impunity™
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The Court fully understands the role the judiciary plays in this
society. It has no interest in intruding on the prerogatives of the
executive branch. The Court’s only reason for being involved in
this case is because of the dictates of the Tunney Act. To make the
public interest finding required by the Tunney Act, the Court has
to be confident of its decision. It does not have the confidence in
the proposed antitrust decree that has been presented to it. In
part, this lack of confidence is a result of the Government’s
“stonewalling” position.”

» Canadian competition authorities

There are some signs of the re-emergence of interest in more classic
competition policy principles in Ottawa. In two recent interventions,
the Director of Investigations and Research has shown some sensitivi-
ty to the existence of potential competition concerns in respect of the
Infoway.*

However, policy interventions are not the same things as enforce-
ment. The approval of controversial mergers still seems to be routine
in situations involving intellectual property issues and Infoway
issues (e.g., Rogers takeover of Maclean Hunter and the merger of
Smith Books and Coles bookstore chains). Moreover, there are few
signs of any vigorous head on enforcement of abuse of intellectual
property rights since the one-of-a-kind fact situation in the
NutraSweet” case, based upon ss. 78 and 79 of the Competition Act.

Another problem lies in the fact that certain of the current provisions
Copyright Act appear to contain a drafting ellipsis, if not a flaw. There
is a scheme in ss. 70.5 and 70.6 to encourage the filing of agreements
between private parties with the Copyright Board. The incentive for
this is limited immunity for the conspiracy provisions of the
Competition Act. However, there is no requirements that these agree-
ments be brought to the attention of the Competition Bureau by any-
one, including the Copyright Board. Even if the Director does some-
how find out about them, there is no apparent duty on his part to
become involved. |
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TECHNOLOGY CONSIDERATIONS
» Can technology solve the problems it creates?

The basic problem presented by digital technology is that it is all too
easy to make copies. Indeed, the copies of a digitally stored work are
identical with the original. There is no degradation in successive gen-
erations of copies.

Various schemes have been tried in the past decade or so since digi-
tally stored works in the form of mass marketed computer programs
have been on the market. It is a relatively simple matter to encode a
program so that it cannot be copied without authorization. It is also
relatively easy to buy programs that get around this feature. It is also
relatively simple to encode programs so that they cease to function
after a certain date, or do not become fully operational unless a fee is
paid, etc. In any case, bright young children and even adults find
these protection devices to be amusing puzzles and challenges to be
overcome.

However, the main reason that these types of protection schemes
have not been used as widely as they could be is simply because con-
sumers do not like them. Anyone who has spent any time installing
even the best computer software knows that complications can ensue,
installations need to be repeated, old and new versions must be run
simultaneously for transition purposes, etc. Many years ago, Lotus
marketed a version of 1-2-3 that could be installed only once, and
only with a valid serial number. Few would buy it, for the foregoing
reasons.

Another important point to remember is that the ability of users to
copy does not mean that they will copy. Seven or eight years ago,
there was great doom and gloom, propounded by the record indus-
try, about the Digital Audio Tape (DAT) format. They said that any
consumer could become an instant pirate, making and seeding many
generations of perfect copies. It was feared that there would only be
a handful of legitimate sales, and that pirated copies would spread,
like nasty rumours, throughout the world.
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This did not happen. Digital audio recording has been available in
the home in various formats dating from the 1980 PCM (pulse code
modulation) device to the more recent DAT microcassette, at prices
less than $1,000, for a long time. There have simply been few takers.
Either consumers have better things to do, or they are not interested
in going into the piracy business. The format, even though legal in
Canada and most countries to date, has simply never caught on.

The Americans developed an elaborate legislative scheme to deal
with home digital recording called the Serial Copy Management
System (SCMS) and to collect royalties in consequence of the home
copying that was to have been the result of the DAT phenomenon.
The royalties are a pittance. The whole phenomenon is largely a non-
issue. Itis also a great inconvenience for professional musicians and
hobbyists, such as the Dean of Harvard Law School, who need to

make digital copies of their own creations for perfectly legitimate rea-
sons.”

However, technology does hold the potential to offer more creative
solutions to some of these problems, rather than destructive or incon-
venient ones.

Encryption: Clipper Chip

Encryption is as old as the Tower of Babel. Mankind has always used
codes and signals to render private otherwise public communication.
In the computer world, this takes the form of encryption software.

Most word processing programs offer the ability to put a password
on a file. Itis said that it is quite difficult to bypass this feature. On a
more elaborate level, there are many commercial programs and sys-

tems to enable encrypted communication over very public network
facilities. '

A very familiar example of encryption on the Infoway is that of Pay
TV. The addressable decoder box that one rents in perpetuity from
Mr. Rogers will descramble movies for you, if you pay Mr. Rogers.
Pay per view enables this to be done on demand.
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It would be relatively simple to have encryption in place on the
Infoway so that only “authorized” net-surfers would be permitted to
read or, in turn, download encrypted files or use encrypted services.
Indeed, many services on the Internet already require some form of
payment via credit card for full access, but this is a different concept.
In principle, copyright owners can ensure authorized access and
users can ensure absolute privacy with encryption software. The
software is available. The developers are even eager to give it away
in some cases.”

The problem with encryption is that it works so well that the U.S.
Government has become afraid of it. In 1993, the U.S. Government -
at the highest level - proudly announced the “Clipper Chip” initia-
tive. This scheme would have resulted in a standardized chip or pro-
gram being encouraged, and perhaps required, that would permit a
high level of encryption and privacy. That was the good news for all
concerned. The bad news was that the Government would have had
access to the necessary codes to defeat encryption and would have
controlled the export of this technology outside of the United States,
lest it fall in the hands of terrorists, drug dealers, etc. The U.S. -
already asserts export control laws on higher level, commercially
available, and frequently used software - to the extent that even trav-

ellers carrying laptop computers may be inadvertently breaking such
laws. ‘

The Government proposed that the codes be held in pieces by a few
trusted “escrow agents” who could only put together the necessary
tools to unlock an encrypted communication under stringent safe-
guards. This was the “key escrow” proposal.

There has been a great backlash against the Clipper Chip, spearhead-
ed in large part by the EFF (Electronic Freedom Foundation), proba-
bly also with a great deal of commercial backing. The Clipper Chip
initiative rapidly came to be seen as something akin to the govern-
ment holding a pass key to every house in the land, with the ability
to enter, search and seize invisibly, without a warrant. Promises of
due process did not seem to satisfy critics.

It is arguably problematic that U.S. concern with foreign security,
export controls and domestit crime prevention should have been
injected into the forum of an otherwise promising development.
Many devices are capable of being used for both legitimate and ille-
gitimate purposes. If copyright owners, network operators and users
" all want encryption, should the marketplace not be allowed to set the
rules? Is a little bit of privacy really such a dangerous thing for soci-

ety?
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Tagging and Fingerprinting

In principle, digital works can be “tagged” or “fingerprinted” in
order to establish a copyright claim and to help trace a trail of piracy.
Codes or, indeed, visible emblems, can be inserted, such as the CBC
or CNN logos on news footage. Invisible or inaudible sub-codes can
be inserted in audio-visual works.

This is slightly more problematic on the Internet, where files are gen-
erally stored and transmitted in ASCII - which is the lowest common
denominator of modern alpha-numeric coding. ASCII is very trans-
parent. Itis also very efficient in terms of bytes consumed in relation
to information transmitted. But, it does not support sophisticated
techniques such as tagging or fingerprinting.

Binary encoding, and more sophisticated compression techniques
facilitate this type of tagging or fingerprinting in a way that is not
easy to defeat. However, the lack of standardization, or at least com-
patibility, between various proprietary formats is inhibiting the use of
such devices. Anyone who has tried to receive a highly formatted
Macintosh file on an Windows based PC over the Internet will under-
stand the nature of the problems.

E - Cash

On the commercial networks, collection of money for particular ser-
vices is quite simple. On CompuServe, for example, certain premium
services carry surcharges typically based on time. They could also be
based upon bytes down-loaded, or any number of other criteria. In

principle, CompuServe can allocate royalties to the content copyright
owner. , '

This ability of CompuServe to collect and allocate royalties, and their
lack of apparent interest in so doing voluntarily, may have been a fac-
tor in part for the lawsuit by Frank Music. (see below)

There are many experiments and trials now ongoing with credit card
debits, fund transfers, and other means of collecting money for par-
ticular transactions over the Internet. The main reason that these tri-
als are not progressing faster is due to concern about fraud. The
Internet is said to be not very secure and that there is a perception of
some considerable risk involved in entering into credit card transac-
tions on the Net.
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Cryptography holds the answer for secure funds transfer. But, as
mentioned earlier, the U.S. Government wants to hold the master key
to all the locks.

The Intellectual Property Engine Concept

Using a combination of the above techniques, plus some others, a net-
work provider can, in principle, devise a system that permits com-
plete flexibility and a choice of arrangements that suit any provider,
owner, or user. Company “A” can allow works to be used freely.
Company “B” can charge for browsing. Company “C” can charge on
a time base. Company “D” can charge on a byte base. Company “E”
can pay the user, because the user will be subjected to advertising.

The Intercom trial in Newmarket, Ontario, developed by the Cultech
Collaborative Research Centre, is building an “intellectual property
engine” that will accommodate all of these models.” It will use what
they call a trusted intermediary concept, whereby collectives can
become involved. Credit card agencies or banks can play a role.
Encryption and privacy schemes could be used.

The network provider can facilitate a direct or indirect relationship to
which it is not privy, involving the copyright owner/provider,
and/or a collective and/or a “clearing house” such as VISA or
Mastercharge. This is the Electronic Mall concept - whereby Intercom
Ontario functions as the Rideau Mall management, with no direct

involvement necessary in transactions between merchants and cus-
tomers.

The Electronic Mall concept is also attractive because it is a good
metaphor for a discussion of when liability should attach to the net-
work provider. Surely, no one would suggest that the mall manage-
ment of the Eaton Centre in Toronto should be held liable for occa-
sional shoplifting, drug trafficking, assault or all the other unpleasant
little things that take place in a large mall. They cannot police every
action and transaction. If, however, an open and notorious flea mar-
ket in stolen or counterfeit goods leases premises and carries on busi-
ness conspicuously, that is a different matter. Our criminal and civil
laws already can deal with this model of levels of contribution and
authorization. -

Recent developments with respect to Internet publishing have sug-
gested that the feasibility of tracking and accounting for the resale of
works will be made available on the Internet. The Information
Access Company (recently bought by Canada’s Thomson
Corporation for U.S. $465 million) has advised that they “remain pre-
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pared to support our providers with whatever information we can
(including a transaction-based date) in order to abide by their finan-
cial obligations to their authors”.** As well, the CARL Corporation
has been making thousands of journal articles available through
Internet, with a credit card-based system of payment for those who
need copies.®

THE BAD NEWS

» The danger is that a new horde of politically correct copyright
zealots and their eager attorneys on the Infoway will seek to
make all sorts of useful marketplace behaviour subject to a
requirement for permission, or even criminal prosecution, and
countless new causes of action will be devised that inhibit or pre-
vent the development of the facility.

Overzealous, heavy handed and bad faith enforcement of criminal
laws is not only problematic for the hapless accused, who find them-
selves as inadvertent cannon fodder in complex wars in which they
have no interest. Such practices can also ultimately backfire badly
on responsible copyright owners and responsible prosecutors.
Deputy Minister George Thomson mentioned the dangers of the law
falling into disrepute. We, in Canada, may be well on the way to this
undesirable situation.

Canada has had some examples of very controversial prosecutions.
These include R. v. Miles of Music, R. v. Rexcan and R. v. Laurier
Office Mart. The latter is currently under appeal.

In R. v. Miles of Music, the Canadian Recording Industries
Association (CRIA) was instrumental in causing the RCMP to prose-
cute a disc jockey who made compilation tapes, based upon informa-
tion and a complaint of a disgruntled former employee. The value of
the license in question was very small. Despite evidence of attempts
by the defendant to be licensed, a great deal of personal animosity on
the part of some of those behind the scenes, intent to put the defen-
dant out of business, intent to set a punitive example, etc., the
Ontario Court of Appeal in a judgment of Kreever, J.A. declined to
find this to be an example of abuse of process. There was a strong
dissent by Blair, J.A. Interestingly, the Crown did not in fact proceed
with a new trial, the original conviction having been overturned. The
decision of Mr. Justice Kreever* has been strongly criticized.* The
defendant in the criminal action launched a civil action for abuse of
process and conspiracy to injure. It is, according to Mr. Scott’s paper,
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“probably safe to assume that the accused received some degree of

satisfaction before he agreed to dismiss his action”.*

In R. v. Rexcan,” the accused was fined $50,000 (not a misprint!) on a
guilty plea for infringement by distribution within a small firm of
software worth a fraction of that amount at retail. The agreed upon
facts disclosed sloppiness, at the most, on the part of the accused,
more than deliberation. In fact, the only evidence as to knowledge
presented was a memo directing employees to get rid of infringing
software, which pre-dated the RCMP raid by three months. There
was very clear involvement of a powerful trade association helping
the police and Crown. In the reported transcript of the proceedings,
itis not easy to distinguish the submissions of the Crown and the
defence. The “hook” for the Crown - because this was all intra-firm
activity - was that there was a supposedly “criminal” distribution
taking place. A critical comment on this case can be found in David
Scott’s excellent paper.* The trouble with such a case is that, even
though it may mean little from a precedential standpoint in our
courts, it has a disproportionate chilling effect and may inhibit per-
fectly legitimate behaviour in classrooms or corporations.

The most recent controversial case is that of R. v. Laurier Office Mart.
Because it is under appeal, my remarks will be more circumspect
than they might be otherwise. The defendant is a small family-
owned office supply/copy shop that mainly services the University
of Ottawa campus. As a result of an investigation initiated by an
RCMP officer taking a course in criminology, it was determined that
some of the material in some of the course packs, designed by the
University of Ottawa professors and offered for sale by Laurier, were
allegedly not properly cleared as to reproduction rights. Laurier was
quick to seek a license from CanCopy, the Toronto based collective
that has established itself as the source for licensing of photocopy
§h0ps, universities, governments and others involved in photocopy-
ing.

Actually, CanCopy may not license so much as it sells indemnity. It
turns out that CanCopy, in many cases of published print material,
may have very little basis in terms of actual ownership, or licensee
status, for the rights in which it purports to deal. CanCopy’s “chain
of title,” or lack thereof, was a major issue in the Laurier case.
CanCopy reportedly played a major role in the prosecution, and a
CanCopy official, one Ms. White, the compliance manager, was a key

prosecution witness and was frequently quoted in the press on the
matter.
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The decision in R. v. Laurier Office Mart (which was heard on October
17 and 18, 1994) was released on November 15, 1994. The defendant
was found not guilty on all counts of criminal copyright infringe-
ment. The judgment is of some interest with respect to procedure,
proof of “chain of title,” mens rea and fair dealing in the context of
criminal prosecutions in Canada. Of particular significance, in my
view, is the finding that it is essential for the Crown to disprove the
applicability of the fair dealing aspect in a criminal case. As well,
CanCopy was unable to prove an adequate “chain of title”.*

I would have thought that this judgement would have an impact pri-
marily in the academic and research context where fair dealing is a
potential issue. However, those representing other copyright inter-
ests (e.g., in the entertainment industries) seem to be very concerned
as well, particularly about the finding that certificates of registration
under s. 53 of the Copyright Act must be registered before charges are

laid. They view this as an unreasonable impediment to criminal
enforcement.*

There is a clear potential for abusive enforcement of the criminal law
in Canada in the area of copyright. The policy issues involved, and
most of the readily available and known data pertaining to this issue
were presented at the CIPI “Copyright in Transition” conference in
Ottawa, October 13 and 14, 1994 in papers by David Scott, Q.C.,
Donald Piragoff, Prof. Ray Patterson, Frank Monteleone, Prof.
Ronald Melchers and Corporal Vern Rose of the RCMP.

Several clear points emerged from the papers, even though there was
considerable disagreement between the presenters on some issues.

* There is no clearly understood demarcation between civil and
criminal enforcement in Canada.

¢ There are large amounts of taxpayer resources being used to com-
bat copyright piracy - probably in the hundreds of person years."

¢ Not all copyright owners are quick to use the criminal law. For
example, SOCAN and its predecessors have had a criminal reme-
dy available for performing rights infringement for decades. It
has never been used. Civil remedies have presumably sufficed.
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* One of the reasons that certain associations prefer tough criminal
sanctions and enforcement is that a deterrent effect is established.
However, just as there is no bright line in principle between a civil
and a criminal matter, there can be no clear demarcation between
a deterrent and a “chill.”

* The current regime is prone to “abuse,” although not everyone
would agree on what constitutes abuse in either the political sense
or the technical sense of “abuse of process” sufficient to stay or
quash a proceeding.

Canada'’s criminal provisions for copyright enforcement are already
more draconian than necessary under modern democratic criminal
law policy rationales, or any international treaty to which we are
bound, and they exceed those of the United States, whose interests
we seem mostly to be protecting. This author disagrees with the sug-
gestion of one consultant, presented at this symposium, that more
study and education are needed to better enforce the current criminal
law provisions. Rather, it is suggested that it is now clear that most
independent expert commentators see a pressing need for legislative
reform with respect to criminal enforcement measures.

For example, if some of the best legal minds in Canada and else-
where, including those on the bench, cannot achieve even a rudimen-
tary consensus on what should constitute “fair dealing” or “fair use,”
how is it feasible to “educate” rank and file investigative officers on
such complex matters? Even if procedures are established for better
review of discretionary decisions to prosecute, it must be remem-
bered that a primary purpose of the police is to prosecute. Thatis
their proper culture and mandate. The ultimate and essential check
on honest mistakes, or occasionally less well-intentioned acts of
malfeasance by the state, is that of the courts and ultimately parlia-
ment - through the safeguards of laws that are not readily capable of
official misinterpretation, misuse or even abuse.

The current system makes most of us and our children technical
criminals every time we photocopy something interesting and dis-
tribute around the office or school, make a tape for one’s own car and
one’s spouse’s car, give a friend a copy of a computer program to try
out, or tape a TV show and give the tape to someone else. Itis a
highly problematic situation to leave such laws in place, when they
are inevitably broken in the course of normal and socially acceptable
behaviour. True, even shoplifting of a candy bar can bring a criminal
conviction. But most Canadians never shoplift. Technical copyright
infringement is almost inevitable and highly common in most of our
lives and our careers.
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Experience has shown that overly harsh laws capable of being abused
will surely be abused.”” It does not take too many such cases to bring
the overall scheme into disrepute, to the detriment of even those who
have never taken undue advantage of it. What is required is a less
blunt statutory mechanism that simply cannot be abused by impru-
dent prosecutorial discretion (either at the behest of the police or the
crown) or overly zealous private sector lobbying directed at state
authorities. Specific solutions are suggested below. Essentially, these
suggestions entail the decriminalization of minor and petty infringe-
ment.

In contrast to the largely simplistic and uncritical approach taken to
date in Canada in many prosecutions and judgments, the recent
American decision in United States v. LaMacchia should be examined.”
This case involved an M.I.T. student who set up a server to distribute
copies of protected software. There was no proof that he personally
made any profit whatsoever. In this decision the Court stated:

What the government is seeking to do is to punish conduct that
reasonable people might agree deserves the sanctions of the crimi-
nal law. But as Justice Blackman observed in Dowling, copyright
is an area in which Congress has chosen to tread cautiously, rely-
ing “chiefly . .. on an array of civil remedies to provide copyright
holders protection against infringement,” while mandating “stu-
diously graded penalties” in those instances where Congress has
concluded that the deterrent effect of criminal sanctions are
required. Dowling, supra at 221, 225. “This step-by-step, carefully
considered approach is consistent with Congress’ traditional sen-
sitivity to the special concerns implicated by the copyright laws.”
Id. at 225. Indeed, the responsiveness of Congress to the impact of
new technology on the law of copyright limned earlier in this
opinion, confirms Justice Blackman’s conviction of “the wisdom of
leaving it to the legislature to define crime and prescribe penal-
ties”. Dowling, supra at 228.

“The judiciary’s reluctance to expand the protections afforded by
the copyright without explicit legislative guidance is a recurring
theme. Sound policy, as well as history, supports our consistent
deference to Congress when major technological innovations alter
the market for copyrighted materials. Congress has the institu-
tional authority and the institutional ability to accommodate fully
the varied permutations of competing interests that are inevitably
implicated by such new technology.” Sony Corporation of America
v. Universal City Studios, Inc., 464 U.S. 417, 431 (1984) (citations
omitted).
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This is not, of course, to suggest that there is anything edifying
about what LaMacchia is alleged to have done. If the indictment is
to be believed, one might at best describe his actions as heedlessly
irresponsible and at worst as nihilistic, self-indulgent, and lacking
in any fundamental sense of values. Criminal as well as civil
penalties should probably attach to wilful, multiple infringements
of copyrighted software even absent a commercial motive on the
part of the infringer. One can envision ways that the copyright law
could be modified to permit such prosecution. But, “[it is the leg-
islature, not the Court which is to define a crime, and ordain its
punishment.”” Dowling, supra at 214 (quoting United States v.
Wiltberger, 5 Wheat. 76, 95 (1820)).

There are other readily apparent excesses in enforcement and policy
that threaten to backfire on copyright owners.

The Compton patent is an example of overzealous corporate oppor-
tunism and patent office myopia that almost put a private tax on
every multimedia activity and has called into question the very
appropriateness of patent law for computer related-technology.* The
United States grants almost 5,000 software-related patents every year.
Officially, software cannot be patented as such. It must be partof a
device or method of doing something useful, such as operating an
accounting system or a fuel pump, etc. This requirement of incorpo-
ration into a device, or method, is an easy one to meet in practice
before the U.S. and Canadian patent offices.

The validity of many of these patents is probably very dubious.
However, to all except intellectual property lawyers, a patent is seen
as a fearsome and absolute instrument. In fact, it is only a presump-
tion of validity. The trouble is that an attack on a patent in the course
of defending a lawsuit, especially against a financially strong plain-
tiff, is a very expensive proposition, one that will often require a
decision to “bet the company” on the outcome. Accordingly, many
palpably bad patents remain on the books and are used to extrapolate
royalties and other concessions from those unable to litigate or
unable to negotiate on equal terms.

The recent lawsuit against CompuServe is an example of a legitimate
attempt by the music industry to defend itself which could interfere
with useful musical educational activities.® The lawsuit styled as
Frank v. CompuServe involves issues of fair use, what constitutes
reproduction, and the concept of authorization and contributory
infringement (see note 9). The “MIDI FORUM” on CompuServe pro-
vided a means for composers and students to exchange their experi-
ments with the use of synthesizers for arranging and modifying well-
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known compositions. This is how musicians learn. Primarily, the
FORUM saved the very tedious work involved in “inputting” musi-
cal works into computers by hand. Ironically, this will soon be done
very efficiently by music scanning software, in a manner not capable
of technical or legal prevention.

» Potential overreactions on the copyright front

The Lehman Report

The Lehman Report* is the most important of recent studies that
examine copyright issues in the light of the information highway
and vice versa. To its credit, it is quite specific for a government
report in terms of what it recommends, and very learned in the U.S.
law. On the other hand, its recommendations could lead to confusion
or even a slowing down of development of the information highway.
Arguably, it tilts heavily in favour of copyright owners, ignores com-
monplace technical realities of the Infoway, and poses the potential to
seriously deter progress if acted upon.

Too much copyright protection could well stop the information high-
way dead in its tracks. To flog the metaphor: if we prohibit express-
ways, if we impose unreasonable speed limits, if we abuse photo
radar technology, if we put governors on car engines, if we required
the permission of the vendor of gasoline to buy a new car - then we
will invite the populace to avoid the law.

Most of the studies by, or commissioned by, the copyright establish-
ment to date are talking about what we need to beef up copyright
law - and some of the questions are valid. But there has not been ade-
quate examination of whether we may need to do to “lighten up” on
increases in copyright law protection in certain respects to permit the
information highway to go forward. Could it be that “less is more”
in some respects?

The following are my specific comments on the Lehman Report.

1. The report recommends that there be a right to prohibit distribu-
tion of phonorecords by transmission. Will this be an additional
right to that of reproduction? Why is it necessary? Beyond much
obvious litigation, will it also generate double payments for the
same act? '

2. The report recommends that transmission be defined in terms of
distribution beyond the place from which it was sent. Further, the
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recommendation is to the effect that where an act could constitute
transmission by communication of performance or display and a
distribution of a reproduction, it shall be considered the latter if
distribution is the primary purpose. To paraphrase but slightly, the
test of whether this is communication of a performance or display
on the one hand and a reproduction on the other hand depends on
the primary purpose of the transmission. But how is one to ascer-
tain the intention of the “transmitter”? Will this not add even fur-
ther confusion to already overlapping rights? Recent Canadian lit-
igation in the area of retransmissions rights and cable television .
(i.e., confusion and overlap between “communication to the pub-
lic” and “performing” right) show that such an ambiguity will
generate tremendous opportunities for litigation.”

3. Importation by transmission will constitute infringement. The
problem is that transborder data flows do not recognize geograph-
ical boundaries. The Report concedes as much. Nor does market
segmentation fit well with the spirit of free trade. This recommen-
dation would seem difficult, if not impossible, to enforce. It could
create a new and potentially very lucrative temptation for market
segmentation and price discrimination. Similar comments can be
made for the recommendation that the act of transmission not trig-
ger the application of the first sale doctrine - an ancient and .
securely established common law notion that, once a work is put
on the market with the consent of the copyright owner, it can
thereafter be freely traded. On the other hand, many believe that
territorial divisibility is essential to the integrity of the copyright
system. This entails the whole question of “grey marketing” and
parallel importation, which is quite possibly the most complex,
controversial and important unsolved item for the recent NAFTA
and GATT negotiations. It may be unwise to dispose of it, en pas-
sant, and in haste, as a quick reaction to the information highway
phenomenon.

4. The Lehman Report also has a far-reaching proposal to outlaw any
devices of which the “primary purpose or effect” of which is to
avoid or bypass copyright owners intentions, etc. The Report
specifically indicates that the present U.S. law of contributory
infringement (as stated in Universal v. Sony by the U.S. Supreme
Court ten years ago) is inddequate in their view. This is a well
intentioned proposal with some positive potential insofar as it
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may be aimed at illicit “black boxes” that have only one useful
and clearly illegal purpose. However, at first glance, this recom-
mendation is so sweeping - and so uncertain insofar as it depends
upon the meaning of “primary” purpose or effect - that it will, at
the least, create great difficulties for hardware manufacturers and
possibly cause serious disruption overall. It may be that if such a
law had been in place in 1950, there would have been a serious
impediment to the developments of reel-to-reel tape recorders,
cassette tape recorders, VCR, computers and numerous other use-
ful products, which have benefitted society as a whole, and copy-
right owners in particular, by creating vastly larger markets. The
report notes that precedents for this type of law exist in the area of
theft of telecommunications. It may be that existing laws can be
used or adapted with less potentially disruptive effect. Wilful acts
of defeasance, subterfuge or fraud should be punished by the
criminal law. However, useful technology should not be prohibit-
ed ab initio. The issues raised by this recommendation go beyond
mere drafting difficulties. They involve profound policy questions

as to the interplay of law, technology and the rights of copyright
owners and users.

IHAC Report

Less potentially doctrinal and problematic than the Lehman Report,
but still containing some serious potential over-reaction, is Canada’s
recent Information Highway Advisory Committee Report, entitled
Copyright and the Information Highway, under the distinguished
leadership of Claude Brunet, a presenter at this symposium. This
report was first released as a “Green Paper” in December 1994. My
comments (in italics) on the key recommendations in the report (in
bold face) are as follows.

A. Use oF WORKS
A.1 COMMUNICATION TO THE PUBLIC BY TELECOMMUNICATION

The Subcommittee is of the view that the right embraces the com-
munication to the public of material regardless of whether that
material is made available on an ‘on-demand’ basis. If further con-
sideration establishes that this is not clear, the Copyright Act
should be amended to provide clearly that a communication
offered to the public by means of telecommunication is subject to
the authorization of the copyright owner, even where such commu-
nication is made on-demand to separate individual users.
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No. Similar comments to those concerning the Lehman Report with respect
to additional layering of rights. The very concept of “communication by
telecommunication,” and its totally encompassing reach, and its application
above and beyond other rights that may apply, such as performing right, or
reproduction right (in the case of computer networks), is not only unneces-
sary to protect owners but is actually harmful in that it produces copious lit-
igation. Numerous recent cases in Canada, mentioned above in the context
of the Lehman Report, are evidence of this. Awork cannot be uploaded now
without consent. The consent would normally involve a negotiation based
upon the nature of the network use that will take place.

A.2 RENTAL RIGHT

Criminal remedies should be applied to the rental right as is cur-
rently the case for other rights.

No. The current civil provisions in SS. 3(1)h) and 3(2) and 3(3) are already
loosely drafted. They may catch normal renting and leasing practices, where
the machines perforce contain operating and some applications software.
These provisions show lack of familiarity with commercial and technical
realities. To criminalize an already ill-conceived and loosely drafted scheme
is dangerous and unnecessary, and will exacerbate the current drafting prob-
lems in these provisions.

The statutory language of the Act should be tightened to impede or
prohibit hidden and unauthorized acts of commercial rental in the
case of computer programs and sound recordings.

There should be provisions for statutory damages based on the U.S.
model.

No. This is a poor example of what to emulate in American law. It is sub-
ject to flagrant abuse by plaintiffs, who can lie in wait and collect damages
on a per-infringement basis that far exceeds actual damages. If the concern
is with small infringement, the better answer is a “small claims” mechanism
attached to an appropriate intellectual property tribunal.

Given that ‘browsing’ constitutes an act of reproduction and is sub-
ject to the reproduction right, the Subcommittee is of the view that
further consideration should be given to adjusting the fair dealing
defence to accommodate for browsing in certain circumstances.
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No. Browsing does not necessarily involve any reproduction. If so, it
should be deemed to be non-infringing. If an owner does not want a work to
be browsed, it can be made available only on “pay” services, or encrypted.
The new right would be a nightmare of complexity. There is no “browsing
right” in bookstores, and users would see this as an intolerable and unneces-
sary extension of a monopoly.

B. MoRAL RIGHTS

The propriety of a waiver of moral rights should be reexamined in
the context of revisions of the Copyright Act.

No. Moral rights that cannot be waived would thrust a “Civiliste” concept
into Canada that would create a major adverse reaction on the part of North
American business interests, who perceive that they cannot operate with
open-ended liability for moral rights infringement. Such a proposal is pater-
nalistic.

C. OWNERSHIP

The first sale doctrine should be introduced in the Copyright Act if,
and only if, a right of distribution is introduced.

A distribution right should not be considered. It would be close to an
absolute monopoly. Copyright was never intended to cover reading a book,

looking at an art work, etc. We already have a first sale right in our common
law, in any case.

D. FAIR DEALING

The Subcommittee will give further consideration as to whether
fair dealing should be allowable as a valid defence in certain cases
of browsing;

No. See comment above. All browsing should be legal.

The Subcommittee sees no need to otherwise review the fair deal-
ing provisions of the Act as these provisions appear capable of

offering sufficient protection to users of copyright material on the
Information Highway.
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E. ADMINISTRATION
E.1 ENFORCEMENT

The federal government should assist in the development and stan-
dardization of user-acceptable ways to track use of protected
works;

The federal government should assist in the development and use
of ‘identifiers’ to be included in the distribution of protected works
in a digital format to make it easier to trace copyright ownership
and unauthorized use of protected materials;

A joint government/industry public education campaign on copy-
right and the responsible use of creative works in a digital world
should be implemented.

Government should consider the full range of policy instruments
at its disposal to ensure effective copyright protection in order to
support the creation of new Canadian works.

Tampering or bypassing encryption or copyguards of any kind
should be made a criminal offense under the Copyright Act.

E.2 RIGHTS CLEARANCE:
The federal government should encourage the industry in the cre-
ation of administrative systems to streamline the clearance of rights

for use of works in a digital medium.

The Subcommittee is not convinced that compulsory licensing
need be considered in the commercial marketplace.

E PusLic EDUCATION

Users and creators must assume greater responsibility for inform-
ing themselves on copyright and the application of various rights
in a digital world.

The federal government should lead by example as both a model
‘user’ and “creator’.
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The federal government should take an active role, in partnership
with industry, in a public education campaign to better inform both
users and creators about the use of copyright.

Yes, but in such a way that taxpayer’s resources are not used to promote an
unbalanced view, primarily representing that of copyright owners. There

should be appropriate involvement of the academic community and indepen-
dent organizations.

Tampering or bypassing encryption or copyguards of any kind
should be made a criminal offense under the Copyright Act.

Maybe, but with very great care. See comment on Lehman.

G. INTERNATIONAL

Canada should ensure that audio-visual programming services
offered to the public on the Information Highway continue to be
classified as broadcasting, whether or not exempt from licensing.

Absolutely not. Networks have nothing to do with broadcasting for the rea-

son mentioned above. In any case, it cannot be done from a technology
standpoint.

CRTC Broadcasting “Hook”

A significant political movement is underway to extend Canada’s
model of cultural protectionism to the Infoway. Such a policy is in
the short-term interest of those who have benefitted from Canadian
content regulation in the past, as well as many bureaucratic interests
in Ottawa. However, it is not technically or politically realistic.

Already, a typically Canadian dilemma is beginning to emerge as to
whether to treat the various activities proposed on the Information
Highway as broadcasting or telecommunications phenomena. Many
bureaucratic turf interests are at stake. If the former route is chosen,
the government may have much more of a temptation and a jurisdic-
tion to regulate “Canadian content,” because of the cultural indus-
tries” exemption under NAFTA. A determination that a specific activi-
ty is one of “enhanced telecommunication services” or “computer
services” means that the CRTC cannot control its “Canadian” content
and is prevented from requiring the filing of tariffs, etc., except in
certain cases of anti-competitive practices or monopoly abuse.*

Moreover, the “broadcast” mode could imply that there is a commu-
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nication of the work to the public by telecommunication within the
meaning of the Copyright Act, leading to an arguably unnecessary
new layer of rights (without the addition of any substantive rights),
additional clearances and likely endless litigation, based upon recent
experience with the difficulties in the drafting of the retransmission
scheme. While the CRTC can exempt broadcast undertakings from its
Canadian content and cultural regulatory power, there is still a pro-
tective umbrella of regulatory oversight involved. Early indications
are that the CRTC and the responsible ministers may tend to treat the
activities of telephone companies and others on the information high-
way as broadcasting rather than telecommunications.

Given the lack of options open to the Government to deal with con-
tent following NAFTA, it is understandable that there would be an
attempt to keep sovereign jurisdiction in the only apparently possible
way - by classifying information highway activities as “broadcast-
ing.” However, this appears to contradict both facts and intuition.

“Broadcasting” regulation dates back to the notion that there are lim-
ited spectrum resources that must be allocated in the best interests of
the “public” and of Canadian society. This concept of a scarce
resource does not translate well to_the information highway. There
are virtually unlimited resources available for network operators and
users - and more being made available daily. Lack of bandwidth is
the least of the obstacles in the way of progress on the Infoway.
Moreover, the “one at a time” and “interactive” nature of the infor-
mation highway make the disanalogy with broadcasting even more
striking.

It would seem from the published agenda and reports of the recent
G-7 meeting on the information highway that Canada (with the par-
tial support of France) is pushing the cultural /protectionist view-
point. If that is our national agenda, then we may have to grab onto
the broadcasting hook, illogical as it may seem.

I personally have a great deal of difficulty understanding how we can
either technically or politically enforce menu structures, limitation of
choices, content quotas, or other means to encourage Canadian cul-
ture on the Infoway. Itis also intensely ironic that, even at the pre-
sent time, the best free Internet “sites” now for Canadian law (for
example) are on U.S.-based servers.
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THE GOOD NEWS - POSSIBLE SOLUTIONS
» Specific Phase II Suggestions

On the eternally optimistic assumption that well drafted Phase II leg-
islation capable of passage will be introduced in the near future, there
are certain manageable and not particularly controversial steps that
could be taken to improve traffic flow on the information highway.

1. The matter of criminal remedies needs to be urgently addressed
(some might say “redressed”) in the view of most expert and
independent commentators. The potentially draconian nature of
the statutory penalties and the excessively aggressive, and even
allegedly abusive, nature of some of the prosecutions to date call
for reform. Even some copyright owners may be afraid that the
current situation could backfire against them.

a. It may be advisable to effectively “decriminalize” all small-
scale or petty 1nfr1ngement and all private infringement not
involving commercial gain. This might entail the establish-
ment of a minimum threshold of commercial activity in the
legislation for the criminal process to be involved, perhaps
$5,000 in terms of actual damages per “transaction.”*
Additionally, there might be a redrafted provision that empha-
sizes a requirement of wilful intent to deprive the copyright
owner of just profits, or deliberate dishonesty, clear intent to
make a profit, and the dealing in actual counterfeit or piratical
copies (in contrast to copies or activities that may involve fair
dealing or parallel imports, etc.) Further, the maximum fines
could be significantly lowered, perhaps to $2,500 for summary
conviction offenses and $250,000 for indictable offenses. These
steps would make Canada’s approach much more consistent
with that of the United States than it is at present. The U.S.
criminal remedy regime, revised as recently as 1992, appears to
be much less harsh than that of Canada.

b. Other fixes to the criminal issue should also be considered as
part of this exercise, such as the transferral of the provisions to
the Criminal Code, removal of the application of the presump-
tion under s. 53 of the Copyright Act in criminal cases, and com-
plete decriminalization of parallel importation (where the
goods are by definition not counterfeit). Last, but not least,
serious consideration should be given to the possibility of
repealing all specific copyright criminal provisions and relying
instead on the fraud provisions of s. 380 of the Criminal Code,
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which have proven successful in copyright cases, an option
suggested in the paper by Mr. Piragoff of the Department of

Justice.

c. These proposals would have the additional advantage of sav-
ing considerable RCMP resources that could presumably be
devoted to more urgent priorities, such as immigration
enforcement. The RCMP spokesman at the CIPI “Copyright in
Transition” conference held on October 13 -14, 1994, came
from a section that had responsibilities that concerned both
immigration and copyright. His presentation confirmed the
rather notable fact that the RCMP handles more than 1,000
cases on average per year of copyright infringement (1,078 in
1991; 2,182 in 1992; and 740 in 1993). This must involve
dozens, if not hundreds, of person years of work. Many of
these are arguably matters that could or should have been
resolved through civil litigation outside of the criminal process
and not at taxpayers’ expense. Not all collectives or trade
associations utilize the criminal law. SOCAN, for example, has
never used the criminal law to enforce rights on behalf of its
members, as far as we know.

d. This approach would somewhat alleviate the “chill” in effect in
Canadian educational institutions (at all levels) with respect to
activity that, in many cases, is perfectly legitimate, or is likely
to be so when Phase II is enacted.

e. Finally, these suggestions with respect to the criminal regime
are believed to be consistent with the thrust of the important
1982 report entitled Criminal Law in Canadian Society, pub-
lished by the Honourable Jean Chrétien, then Minister of
Justice.

2. At the same time, consideration should be given to eliminating
the possibility of a plaintiff in a civil action receiving both conver-
sion and actual damages. This can result in a windfall double, or
even more than double, recovery of actual damages and can bring
undue hardship on a defendant. This is because the plaintiff
receives not only lost profits but, in addition, the actual goods or
the actual value of them. This is overkill, and has been criticized
as such by Gordon F. Henderson and others (see page 55 of the
Henderson Report). Some of our foreign experts at the October
1994 CIPI conference expressed surprise at the severe nature of
the civil remedies in Canada.
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3. Asmall change tos. 70.5 and 70.6 of the Copyright Act (added in
1988) would ensure that filed tariffs are actually brought to the
attention of the Director of Investigation and Research under the
Competition Act. Currently, there is no requirement that any tariffs
be filed with that office, and there is no mechanism by which the
Director can become aware of an issue, unless a complaint is
made, or he is otherwise informed by some interested persons.
This appears to be a void in the legislative regime. To bring a
copyright tariff, especially those filed under s. 70, to the Director’s
attention, filing of all tariffs with that office should be mandatory.
It would then be up to the Director as to whether further actionis
warranted. Such a change would be a big step towards ensuring a
perception that the public interest is being looked after.

4. Consideration could be given to enacting a requirement for a mini-
mal degree of creativity for copyright to subsist. Canada is provid-
ing protection to all sorts of basic business forms, lists, telephone
listing, etc., that even the United States does not protect. The prob-
lem is coming to the fore in areas as diverse as computer programs
and other technology and the business practices of certain tele-
phone companies with respect to charges to the public and com-
petitors for information concerning directory assistance, especially
long distance directory assistance. Many experts have observed
over the years that such developments impose a great strain on the
copyright system, insofar as it is intended to protect traditional cat-
egories of literary, artistic, dramatic and musical works as the terms
are normally understood. This is not a radical proposal. It would
simply bring Canada in line with the United States after their
important Supreme Court Decision in Feist v. Rural Telephone,
(where the Court referred to the threshold of a “modicum of cre-
ativity”), as well as most of the European Union. The courts will
likely go in this direction in Canada in any case. Early statutory
recognition would save much wasteful litigation, consistent with

“the spirit of the Henderson Report (p. 101).

» Phase II and/or beyond

1. Explicitly state in copyright legislation that contractual rights
override copyright law and that, in the absence of a contract, the
Copyright Act will govern. This may not be legally necessary but it
would have an important demonstrative effect. Such an approach
was taken with respect to software copyright exemptions in the
1988 legislation. This will encourage private interests to negotiate
property rights rather than rely on state enforcement. State laws
are a fallback, not a goal. Likewise, users may wish to contract out
of the statute in return for service and convenience.
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2. Create an American style fair use (i.e., commercial expectation
test) provision that specifically includes reference to private
study, research and other scholarly activities in relation to materi-
al retrieved, stored and printed for similar private use via net-
work facilities (note that contractual and technological overrides
are possible). If users are willing to agree by contract to less “fair
use” than the law would otherwise allow in exchange for better
and more convenient service and access at a reasonable cost,
many of the debates over fair use would be settled.

3. Create civil and perhaps limited criminal liability for wilful defea-
sance of reasonable technological schemes to protect copyrighted
information - analogous to the theft of to telecommunications pro-

vision of the Criminal Code.

4. In order to prevent possible competition/antitrust “abuse”, define
commercial “network” and provide that the filing of full disclo-
sure of subscription terms, and other tombstone data, from time
to time will serve as immunization from s. 45 of Competition Act,
similar to the scheme under s. 70 of the Copyright Act. However,
there should be a requirement that the Bureau of Competition
Policy be actually notified, and they should have a clear mandate,
together with an obligation to devote active resources, to ensuring
that interests of individual creators and users are protected.

Digital Technology and Copyright 61




©

10

12

13
14

15

62

Notes

Seneca

Robert Browning, Andrea Del Sarto

There is a popular misconception that the Intemet is costless and “free”. The
capital costs have largely been paid for a long time ago, in terms of adequate
data-grade links between main sites, etc. There is little in the way of organiza-
tion. Such costs as there are seem to be borne by universities, governments,
IBM, etc. Most large users provide free access to employees, accredited stu-
dents, etc. Commercial providers are offering time at the rate of $0.25 per
minute or less to the public, suggesting that the actual marginal cost of opera-
tion of the Internet is a few pennies per minute, much of which may well be
telecommunications costs.

Time Magazine, “Wired Democracy,” January 23, 1995.

Paperwork Reduction Act Bill (HR 830) introduced February 6, 1995 containing
a special interest provision for West Publishing (Sec. 3518 (f)) re value added
input to public domain law reports.

See Pindling v. National Broadcasting Corporation, 49 OR(2d) 58.

United States of America v. David LaMacchia, No. CRIM.A. 94-10092-RGS,United
States District Court, D. Massachusetts. Dec. 28, 1994. (1994 WL 725216
(D.Mass.))

M. Slatalla and ]. Quittner, “Gang War in Cyberspace,” Wired Magazine, Dec.
1995, p. 146 ff.

See Feist v. Rural Telephone, (1991) 111 S. Ct. . 1282. (U.S. Supreme Court)., and
the many cases that follow it.

Computer Associates v. Altai, 775 F. Supp. 554 (1991), aff‘d 23 U.S.P.Q. 2d (2d Cir.
1992), vacated in part 982 F.2d 693 (2d Cir. Court of Appeal). The Apple v.
Microsoft “look and feel” litigation would appear to finally be at an end. The
Supreme Court, without comment, denied Apple’s appeal of lower court rul-
ings. (New York Times 2/22/95 C6). Of considerable importance is the recent
victory of the defendant Borland in the Lotus v. Borland “look and feel” law suit
in the US first circuit Court of Appeals, released March 9, 1995.

A set of written and unwritten guidelines that are enforced partly by system
operators (“sysops”) and partly by peer pressure. Respect of copyright is a
high priority in most contexts.

A classic vertical menu structure, that also features search services for fields
and other “gopher” sites world wide.

"File Transfer Protocol”

“World Wide Web” which permits hyper text links to other information and
services, and multimedia features.

Boosey v. Whight, [1899] 1 Ch. 836; affirmed [1900] 1 Ch. 122, (C.A.)

Apple v. Macintosh [1987] FC 173, 10 C.PR. (3d) 1, 18 C.PR. (3d) 129, Aff’d (1990)
30 C.PR. (3d) 257 (SCC)
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Under Canadian common law, and under the U.S. Copyright Act, the owner of a
physical object such as a book, phonograph record or computer program histor-
ically could not be prevented from further dealing by way of sale or rental
involving the actual object. Once the “first sale” took place, the copyright
owner lost control over the physical embodiment of the copyrighted work,
which was then treated the same as any other tangible personal property
(except, of course, for reproduction or other unique intellectual property
rights). This is a cornerstone of Anglo-American law. Recent erosions of the
principle have taken place with respect to the rental of sound recordings and
computer programs, in consequence of the trade treaties. This arose as a
response to perceived fear of rental being used to facilitate piracy.

Howard P. Knopf, The Proposed Rental Right for Video and Audio Recordings,
Consumer and Corporate Affairs, mimeo, 1985. ‘

See Chapters 17 and 21 of NAFTA and Article 2005 of the FTA.

See Competition Policy, Regulation and the information Economy, Submission
of the Director of Investigations and Research to the CRTC dated January 16,
1995, page ii. '

Applebaum /Hébert, Report of Federal Cultural Policy Review Committee,
Ottawa, 1982, p. 98.

D. A. Redmond, Sherlock Homes Among the Pirates: Copyright and Conan
Doyle in America 1890-1930, Greenwood Press, Westport, Conn., 1990.

U.S. v. Microsoft, 1995 WL 59480 (D.D.C.)), p. 5

Ibid. p.18

Ibid. p.18

See Director’s submission of January 10, 1995, on Direct to Home Satellite
Distribution Undertakings and re: Competition Policy, Regulation and the
Information Economy, dated January 16, 1995, to CRTC

NutraSweet v. Director of Investigation and Research (1989), 27 C.PR. (3d) 449.

See intro to 1993 WIPO Harvard Symposium. _

Simon L. Garfinkel, “Cypher Wars,” Wired Magazine, November, 1994, p. 129
In a move aimed at expanding the growth and spread of privacy and security
technologies, the Electronic Frontier Foundation (EFF) is sponsoring a federal
lawsuit seeking to bar the government from restricting publication of crypto-
graphic documents and software. EFF argues that the export control laws, both
on their face and as applied to users of cryptographic materials, are unconstitu-
tional. (EFF press release February 21, 1995)

Paul Hoffert, Accounting for Content on the Infoway: Evolution or Revolution,
paper presented at CIPI Copyright in Transition Conference, Oct. 13 -14,1994.
Letter of February 2, 1995, by ].W. Shelton of IAC.

(Muchnick letter of February 10, 1995, to cni-copyright listserve) Information
Access Company Confirms Writers’ Rights Issue In Database Marketing.

(1989) 24 C.PR. (3d) 301.

See Alan Young, Catching Copyright Criminals: R. Miles of Music Ltd., (1990) 5
LPJ. 257 and D. Scott and T. Collins., Criminal Copyright Defences: The
Defence Perspective, paper presented to CIPI Conference “Copyright
Transition”, October 13 and 14, 1994. -
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Scott, op. cit, p. 26.

R. v. Rexcan Circuits Inc.,[1993] O.]J. No. 1896 DRS 93-11244

D. Scott, op. cit.

See pages 17 and 18.

See pages 12-15 of Mme Justice Ratushny’s typed reasons.

This author has been advised that the RCMP employs about 10 full time officers
in Montreal alone to deal exclusively with copyright and trademark matters.
See G. F. Henderson, Intellectual Property: Litigation, Legislation and
Education, Consumer and Corporate Affairs, 1991, p. 78

U.S. v. David LaMacchia, criminal action no. 9410092-RGS, U.S. District Court of
District of Massachusetts, December 28, 1994, per Stearns, D ].

Simson L. Garfinkel, “Patently Absurd,” Wired, San Francisco, California, July
1994, p. 104 ff.

Frank v. CompuServe (a recent lawsuit directed at the uploading and download-
ing of digitized music on the CompuServe™ network).

Bruce Lehman, et al., Intellectual Property and the National Information
Infrastructure, Information Infrastructure Task Force, Washington D.C., 1994.
Canadian Cable Television Assn. v. Canada (Copyright Board), 46 C.PR. (3d) 359,
Federal Court of Appeal, 1993; [Note: Canadian Cable Television Association
filed an application for leave to appeal to the Supreme Court of Canada,
March 8, 1993 (Court File No. 23457). The Supreme Court of Canada denied
leave to appeal in this on December 23, 1993. As well, the NAFTA implementa-
tion legislation 5.C. 1993, c. 44 came into effect on January 1, 1994. Society of
Composers, Authors and Music Publishers of Canada v. Landmark Cinemas of Canada
Ltd. etal., 45 C.P.R. (3d) 346; SOCAN (Re) Statement of Royalties to Be
Collected for the Performance in Canada of Dramatico-musical or Musical
Works for the calendar year 1991 for which SOCAN Holds the Performing
Rights, 7 C.PR. (3d) 385; Canadian Cable Television Assn. v. Canada
(Copyright Board) Canadian Cable Television Association v. Copyright Board et al.
[See Note: * Notice of appeal filed in the Federal Court of Appeal , (File No. A-
69-91)., 34 C.P.R. (3d) 521, 25 A.CWS. (3d) 253, Federal Court, Trial Division,
Strayer ]., January 16, 1991; Bishop v. Stevens, 31 C.PR. (3d) 394, 72 D.L.R. (4th)
97, 22 A.CWS. (3d) 568, Supreme Court of Canada, August 16, 1990).

An excellent discussion of these issues can be found in H. Intven, Traffic Rules
on Canada’s Information Highway: The Regulatory Framework for a New
Cable and Telephone Services, in Developing Multimedia Products, Insight,
Toronto, 1994, p. 91 ff.

See CRTC Decisions 94-'8, *94-'9 and Press Release Dated September 16, 1994,
and “Regulator May Police Culture at Infohighway Phone Booths”, Ottawa
Citizen October 1, 1994, p. D-1.

“Transaction” is a well understood concept in criminal law. Numerous single
infringements that together comprise the threshold amount would be consid-

ered a transaction if they are, taken together, one continuous course of deliber-
ate action.
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Adapting Copyright to Meet the
Challenges Posed by Digital
Technologies

Pamela Samuelson’

Introduction

The perception that digital technologies pose a significant threat to
copyright law and to copyright owners is widespread.” The threat
arises from an awareness that uncontrolled copying and distribution
of copyrighted works in digital networked environments could make
copyright law unenforceable, substantially undermining incentives to
invest in the creation and dissemination of artistic and literary
works.* In response to this threat, a number of governments, includ-
ing those in Canada and the United States, have recently issued
reports to address the challenges posed by digital technologies for
copyright law.* In view of the fearful mood in which these reports
were written, it is perhaps not surprising that their principal focus
has been on making recommendations to strengthen the rights of
copyright owners (e.g., proposing adoption of a digital transmission
right to be added to the exclusive rights already granted to copyright
owners).’

Perhaps this fearful mood also explains why the authors of these
reports have been so reluctant to articulate how the legitimate inter-
ests of users of copyrighted materials might need to evolve or be
accorded legal protection as well.® Although it speaks of public
access to knowledge as the principal purpose of copyright law,” the
U.S. Green Paper makes no recommendations specifically aimed at
enhancing this access and does not explain how the extensions of
rights of copyright owners for which it argues will promote public
access to knowledge. While also speaking of the need for copyright
law to balance the interests of copyright owners and the public,® the
U.S. Green Paper acts as though every use of copyrighted material in
digital form will infringe because of incidental copying of digital
works in a computer memory is necessary, even if only temporarily,
for the work to be used.” At the same time, it regards fair use as a
doctrine unlikely to apply in digital networked environments, appar-
ently in the view that all uses of copyrighted materials can be
licensed in these environments.”

© Pamela Samuelson, 1995
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The Canadian Copyright and Information Highway Report similarly
speaks of the need for a balancing of interests," but like the U.S.
Green Paper, its recommendations largely aim to expand the rights of
copyright owners.” Although it expresses a willingness to consider
whether some browsing of copyrighted materials in digital form
might be fair dealing in some circumstances,” the Information
Highway Report does not give any examples of uses of digital mate-
rials that might be fair dealing. Indeed, it rejects the idea of articulat-
ing such examples on the theory that the fair dealing doctrine “can
only serve its purpose if it remains vague enough to be invoked in a
variety of situations.”"

The principal goal of this report is to explore the neglected terrain of
user rights to make legitimate uses of copyrighted material in digital
networked environments. It will provide numerous detailed exam-
ples of how traditional copyright doctrines, such as the “fair dealing”
and “fair use” provisions of Canadian and U.S. copyright law,"* can
be used to mediate between interests of copyright owners and of the

~ public when new technologies pose questions for which traditional
copyright law does not provide straightforward answers. Canada is
fortunate to have a number of copyright doctrines that can supple-
ment fair dealing in mediating disputes involving copyrighted works
in digital form. These include copyright rules applicable when copy-
righted material is used for certain nonprofit purposes or for news
reporting, or where the author has impliedly consented to the use, or
where for reasons of public policy or freedom of expression, it makes
sense to withhold copyright liability or limit remedies.”

There are several reasons for undertaking an exploration of this sort.
One is to show government policymakers the desirability of over-
coming their reluctance to address user rights issues. The consuming
public may be more willing to accept and adjust to extensions of
copyright law if they are persuaded that their legitimate interests are
also being taken into account. If the law of copyright is to exert
moral force on the public as to uses they are permitted to make of
copyrighted material in digital form, this law must have the public’s
respect. A perception that the law of copyright is providing over-
broad protection to copyright owners can breed disrespect for the law
that is not in the long term interest of copyright owners.”
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Moreover, without fair use, fair dealing, and similar doctrines to
serve as flexible mechanisms for balancing the interests of copyright
Owners and the public, copyright law may become too brittle and
rigid in application. This may put it at more risk of extinction or
obsolescence in response to challenges posed by digital technologies
than if it can show some suppleness and adaptability through a well-
:gasoned and balanced application of these kinds of limiting doc-
rines,

The law of copyright should remain focused on market-destructive
appropriations of copyrighted material. When uses of copyrighteq
Materials in digital networked environments undermine in a nontriv-
1al way, the incentives needed to invest in the creation and dissemina-
tion of artistic and literary works, the law of copyright can and
?hOuld intervene to stop this. As the U.S. Supreme Court recognized
In Sony Corp. v. Universal Studios, Inc.:

[tlhe purpose of copyright is to create incentives for creative
effort. Even copying for noncommercial purposes may impair the
copyright holder’s ability to obtain the rewards that Congress
intended him [sic] to have. But a use that has no demonstrable
effect upon the potential market for, er value of, the copyrighted
work need not be prohibited in order to protect the author’s
incentive to create. The prohibition of such noncommercial uses
would merely inhibit access to ideas without any countervailing
benefit.’ ‘

Keeping these principles in mind can aid policymakers in the devel-
Opment of balanced copyright policy and can aid courts in reaching
balanced decisions in copyright disputes involving uses of copyright
Materials in digital networks."”

The first section of this paper will discuss a number of copyright
Questions that have arisen in the context of computer bulletin board
Systems (BBS). When BBS activities substantially undermine incen-
tives to invest in creative activity, copyright infringement can and
should be found. There are, however, some uses of copyrighted
Material on BBS or other online services that should be regarded as
noninfringing on fair dealing, fair use, implied consent, or other
grounds. Neither courts nor policymakers should overreact to the
relatively few cases of piracy in digital networked environments by
adopting copyright rules that would make virtually all uses of copy-
Tighted materials in digital networked environments be infringe-
ments.
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The second section of the paper will show how the market-preserva-
tion principles discussed here can aid in formulating a balanced
copyright policy when addressing a number of new questions posed
by various software tools designed to interact with other copyrighted
works in digital form. Here, too, copyright doctrines such as fair
dealing, fair use, and implied consent can be helpful in distinguish-
ing between those uses of electronic information tools that should be
regulated by copyright and those that should not. These doctrines
can help copyright evolve to deal with new technology questions.

The third section of the paper will discuss a set of copyright issues
not addressed in the Canadian Copyright and the Information
Highway Report that will profoundly affect the ability of Canadian
firms to participate in the worldwide information highway. The
Report does not discuss whether copyright protection is or should be
available to interfaces of computer programs, or whether copyright
law should prohibit the intermediate copying of program code when
necessary to obtain access to interface information. In order to pro-
mote the creation of new, noninfringing works that can interact with
existing software, Canadian copyright law ought not to protect inter-
faces or regard the intermediate copying of copyrighted programs
necessary to get access to interface information as infringing. This
section addresses the public policy concerns arising not only from
decompilation of program codes, but also the more general public
policy issues arising from attempts to use copyright law as a way to
protect the content of copyrighted works as trade secrets.

The final section of the paper will explain why sui generis legislation
to protect a number of digital information products may eventually
be necessary in order to create the proper incentives environment for
the production and commercial distribution of these works. It will
also explain why, over time, copyright law may need to evolve more
than is presently contemplated by Canadian or U.S. policymakers to
deal with the challenges posed by digital technologies, and may even
become obsolete. For the present, however, the best option is to plan
to adapt copyright law to deal with the challenges posed by digital
technologies in a manner that comports with the public policy bal-

ances that have been achieved in the nearly 300 years of copyright
law.
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1. Adapting Copyright To Deal With Electronic Bulletin
Board Systems

To assure ourselves that copyright law can successfully cope with
abuses of copyrighted material in digital networked environments, it
Mmay be helpful to review some recent U.S. decisions involving these
environments. These cases have involved the use of electronic bul-
letin board systems to make copyrighted materials available to sub-
Scribers. As will become clear, resolution of the two cases involving
commercial BBS activities on traditional copyright grounds has been
r elatively untroublesome. There is, however, considerable disagree-
Ment about the implications of these decisions for a number of other
Potential infringement claims involving BBS systems. The section
Will employ some of the principles discussed in the introduction to
offer proposed resolutions to these controversies.

a. Frena, MAPHIA, and LaMacchia

In Playboy E nterprises, Inc. v. Frena,” the system operator of a commer-
cial BBS was found liable for infringement arising from his role in
Providing subscribers of the BBS with access to unauthorized digital
copies of one hundred seventy photographs from Playboy maga-
Zine” In Sega Enterprises, Ltd. v. MAPHIA,” the operator of a com-
Mercial BBS who knew that Sega games were being uploaded and
downloaded by subscribers of his BBS and in fact actively encour-
aged such activity, was enjoined from further operation of the BBS for
this purpose.? Given that Frena’s BBS was clearly interfering with
Playboy’s potential market for a commercial BBS offering user access
to Playboy photographic images, and MAPHIA was providing users
With copies of Sega programs that it knew displaced their need to
Purchase copies of the game, the infringement rulings in these cases

Were not surprising.

Another U S, case involved charges of criminal liability of BBS operators
whose systems are used to facilitate copyright infringement. A student
at the Massachusetts Institute of Technology, David LaMacchia, operated
2 BBS on an MIT computer onto which many commercial software prod-
ucts were uploaded and downloaded by users of the BBS. LaMacchia
was indicted for wire fraud on the theory that he had participated in a
scheme to deprive owners of software copyrights of the “money or
Property” that was rightfully theirs, and that federally regulated “wires”
(e, telephone lines) had been used to effectuate the scheme ®

acchia was not charged with criminal copyright infringement
because he had not made infringing copies himself, nor had he financial-
ly benefited from any copying done by users of the BBS *
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LaMacchia’s lawyers successfully moved to dismiss the wire fraud
claim, arguing that existing criminal laws should not be stretched to
deal with activities that are essentially copyright matters and for
which Congress had not yet decided to impose criminal liability.”
The U.S. government has decided not to appeal the dismissal in this
case.” It is likely, however, to propose new legislation to extend crim-

inal copyright liability to “Robin Hood” system operators such as
LaMacchia.

Notwithstanding the bad conduct of LaMacchia, Frena, and
MAPHIA, it is important to realize that, in relation to the content
available in digital networked environments, pirate BBS systems such
as those involved in these three cases are actually quite rare. It is
important not to overreact to the problems these cases present.

b. Implications of Frena and MAPHIA For Online Service Provider
Liability '

As straightforward as the rulings in the Frena and MAPHIA cases
might seem, there has been some debate in the U.S. about their impli-
cations. Some would argue that these cases should be understood as
cases establishing the liability of online service providers for all
infringements that might occur on their systems because these
providers financially benefit from infringements done on their sys-
tems and they could and should do more to control infringing activi-
ty. Proponents of this position point out that copyright infringement
is a strict liability offense; one need not intend to infringe to be an
infringer.” Others argue that the Frena and MAPHIA decisions do
not or should not be understood as providing a basis for making all
system operators of BBS's or other information service providers
liable for copyright infringement. Copyright liability for these per-
sons and entities should arise, in their view, only if, like Frena and
MAPHIA, the systems operators or online service providers knew

that infringing activity was taking place on the system, and benefited
from it.*

Presently pending in the U.S. courts is a case in which music publish-
ers are seeking damages for copyright infringement from
CompuServe, an online service provider, arising from the unautho-
rized reproductions of musical compositions done by CompuServe’s
customers while using CompuServe’s online services.” There is no
allegation in the case that CompuServe was aware of the alleged
infringement. While some would argue that this is an easy case of
noninfringement,” publishers of copyrighted materials are under-
standably testing the limits of existing law. Their interests would
obviously be well-served if courts or policymakers put the burden on
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all operators of online information services to be, in effect, “copyright
police.”

“Recent U.S. decisions on the responsibilities of conference organizers
for infringements done by exhibitors at the conference suggest t}}at
an important factor in decisions about the liability of online service
Providers for copyright infringement may be the feasibility and
extent of monitoring of customers.® Online service providers that do
Not monitor customer accounts may escape copyright liability, just as
they now do from liability for defamation.* However, it is unclear
Whether an online service provider that monitors customer accounts
to detect obscene or threatening content, should have an obligation to
Monitor accounts for copyright infringement as well. This sort of
SCreening may not be as feasible as the obscenity and threat monitor-
Ing has been.

The Canadian Copyright Subcommittee’s Draft Final Reporton
COPYI‘ight and the Information Highway recommends that an online
Service provider should be liable for copyright infringement by cus-
tomers or users only if they knew about, knowingly facilitated,
a}\d/ or knowingly benefited from the infringing activity.* '1.‘h15 posi-
tion balances the interests of copyright owners and the public more
fairly than the strict liability position adopted in the U.S. Green Paper
on Intellectual Property and the National Information

frastructure.®

¢ Implications of Frena and MAPHIA For User Liability

The Playboy and Sega decisions have some uncertain implications for
users of BBS systems as well for online service providers. It is easy to
understand why a system operator should be liable for copyright
ingement when he or she participates in or actively encourages the
Making of infringing copies of commercially valuable materials on the
System. It is equally apparent that a user who deliberately uploads or
downloads a copy of a commerdially distributed computer program to a
BBS should be held liable for making an unauthorized reproduction of
the Program. But itis somewhat less certain whether the uploading of
COpyrighted material to a BBS is, in and of itself and in all circumstances,
also a viclation of the U.S. exclusive rightto distribute copies of the work
Or the Canadian right to control communication of the work to the pub-
lic. Also uncertain is whether uploading copyrighted material to a BBS
Onstitutes a public performance or display of it. There is language in
the Fren, dedision suggesting that uploading or downloading violates
Notonly the reproduction right but a number of other exclusive rights as
Well¥ On this subject, more careful thought and analysis is needed.
Even more careful thought is needed about whether copyright liabili-
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ty should be imposed when users merely view copyrighted material
on a BBS or other online service. To view anything on a BBS, whether
itis copyrighted or not, one must make a temporary reproduction of
it in the memory of one’s computer. Some would argue that such
temporary reproductions are not “fixed” enough to be infringing
copies;* however, others would argue that a temporary reproduction
of copyrighted material for the purpose of viewing it in digital form
is infringing unless it has been authorized by the copyright owner.*
If temporary reproductions of this kind are infringements, then the
act of viewing a work itself becomes an act of infringement. Users of
copyrighted material have historically not been liable for copyright
infringement arising from merely observing an infringing copy or
performance. If unauthorized viewing is a copyright infringement,
so is any unauthorized use of a copyrighted work, at least when it is
in digital form. While itis a fair topic of discussion whether unau-
thorized use and viewing of copyrighted material should be con-
trolled by copyright owners, it is worth realizing that this substantial-
ly extends the reach of copyright law, and asking whether this exten-
sion is necessary or desirable.”

A few examples may illustrate why potential user liability based on
viewing copyrighted works on BBS’s might be troublesome. If an
online service subscriber named Joan forwards a copy of the latest
issue one of the electronic journals to which she subscribes to a fellow
online service subscriber Doris, because it has a story on Amazon rain
forests in which Doris will be interested, does Doris become an
infringer by looking at this journal when it shows up in her mailbox?
Does Doris’s liability for copyright infringement turn on whether
Joan deleted her copy from the system after reading it? How could
Doris know whether Joan had deleted her copy when she first looked
at her mail, which included this journal?

Suppose Joan instead makes a digital copy of a portion of the
Amazon rain forest story from the journal and posts it and a com-
mentary on it in a newsgroup on the online service. Are all of the
readers of the newsgroup infringers by virtue of their viewing of
Joan’s message, if it turns out that Joan has posted a little too much of
the story on the BBS? Should a viewer’s liability depend on whether
he knew the material was infringing, or should society maintain the
rule that copyright is a strict liability system. Thus, is an unautho-
rized reproduction is infringement regardless of knowledge?

72 Digital Technology and Copyright




©

Itis not enough to respond to these questions by saying that copy-
right owners would be unlikely to sue “innocent” viewers. The ques-
tion is what the law should provide. By saying that all unauthorized
Viewing of works in digital form is an infringing reproduction, soci-
ety confers power on copyright owners to take action against those
Who have not paid for a “look” at the copyrighted material.
Advocates for such a rule should bear the burden of persuading the
consuming public that it would serve the public interest and is neces-
Sary to protect the legitimate interests of authors. The outcome of
this important policy question should not turn on the incidental fact
that computer memories must make copies in order for someone to
use works in digital form.

The Canadian Copyright Subcommittee’s Draft Final Report on
Copyright and the Information Highway suggests that some unau-
thorized viewing of copyrighted works might be fair dealing.” This
Observation is a promising start. However, the report expresses some
reluctance to provide guidelines or examples of circumstances in
Which viewings might be fair dealings.? This leaves less clarity than
1S desirable in a law aimed at regulating behavior that members of
the public can be expected to engage in with considerable frequency.

One obvious example of browsing of copyrighted material that can
€asily be justified on fair dealing, or implied consent grounds, is user-
browsing of the home pages and related content put up by those who
establish sites on the World Wide Web. The very purpose of putting

Ocuments up on the Web is to let other people take a look at them.
Web browsing can surely not be copyright infringement, even if tem-
Porary copies of content put up at a Web site must be made in the
Mmemory of the browser’s computer to view the work.

d. Other Constraints on User Behavior

,POlicymakers should be aware that the law is not the only — indeed,
't may not be the principal — way in which user behavior in digital
Networked environments can be regulated. Those who frequent
today’s Internet have established a set of community norms (“neti-
Quette”) that constrain user behavior in cyberspace to a considerable
degree, Quoting some portions of soméone else’s text in responding
¥ his or her comments on BBS or listserv systems is acceptable as a
Matter of netiquette and as a matter of copyright law. It is not, how-
e‘{el‘, good netiquette to post someone else’s message on.other BBS's
Without permission, and people who violate these unwritten rules are
hkely to be chastised (“flamed”) for it. Nor is it good netiquette to
Post someone else’s message and then just say “I agree.” This wastes
Net resources and fellow users’ valuable time.
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It is also regarded as fair for users to extract portions of postings on a
BBS or a listserv for private study or research when it involves an
issue of concern. Such practices would generally be regarded as fair
dealings or fair uses under copyrightlaw as well. Another common
practice on the net is making documents available for user down-
loading, as when someone establishes an anonymous file transfer
protocol (“FTP”) site on a computer linked to the network and an
index of available documents. By setting up an anonymous FTP site,
the poster of the documents is impliedly consenting to any copying
or viewing that might be done of them at that site by users who tra-
verse to the site. This should shield users from infringement claims
for downloading, at least so long as the initial posting of the docu-
ments was noninfringing.

Many online service providers also designate certain kinds of behav-
ior, such as copyright infringement, to be unacceptable on the system.
System operators for these services routinely enforce system rules
against such unacceptable behavior. When deemed necessary, they
expel subscribers from the system for misbehavior. For many users
in digital networked environments, the threat of exile from an online
service may be a much more powerful deterrent against wrongful
behavior than is the threat of copyright infringement. In addition,
professional societies are educating people about their legal responsi-
bilities in digital networked environments.*

2. Electronic Information Tools

An extraordinary array of electronic information toals now available
in the commercial market permit users to experience and take advan-
tage of the plastic nature of works in digital form.“ By plastic, I mean
the ease with which such works can be transformed, manipulated,
and/or inserted into other works.®* Although many authors might
prefer for their works to remain as fixed as they have traditionally
been in printed form, the genie of plasticity cannot be pushed back
into the bottle.* As will become apparent from a number of examples
discussed in this section, the manipulability of digital data is one of
the key advantages of the digital medium.

There will unquestionably be many digital manipulations of copyright-
ed works that cannot be justified under fair use, fair dealing or similar
doctrines because they will pose too much of a threat to the ability of
owners of copyrights to obtain a fair return arising from commercial
appropriations of their work.” Left unchecked, such appropriations
could result in market failure because copyright owners would be
unable to recoup the costs of producing and distributing creative works.
This is the very market failure that the copyright system aims to avoid.®
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But there will just as surely be some uses of these tools that can be
Justified under fair use, fair dealing, and similar principles.

Countries such as Canada and the United States, which have fair use
or fair dealing provisions in their copyright laws, may find it easier to
adapt to the challenges that electronic information tools present for
Tegulation of uses that can be made of copyrighted materials than
Countries without such doctrines. It will often be in the public inter-
est for electronic information tools to be available in the marketplace
and to be used in ways that do not undermine incentives to engage in
Creative activity. Some examples are given below.

a COPyright and Electronic Information Tools: The ‘
Game Genie Cases

Both Canadian and U.S. courts have already dealt with a case in which
claims of copyright infringement arose from the distribution of an elec-
tronic information tool, permitting users to take advantage of the plastic
Nature of works in digital form.® Nintendo sued both the Canadian and
UsS. distributors of a computer program known as the Game Genie.

en attached to cartridges in a Nintendo Entertainment System, the
Game Genie could be programmed to make a number of changes to the
Play of Nintendo games, such as by increasing the number of lives of a
Particular videogame character.® The Game Genie accomplished these
changes by intercepting certain signals from the Nintendo program and
Substituting other signals in the place of the Nintendo signals.” .
Nintendo’s principal theory was that the distributor of the Game Genie
Provided consumers with the device knowing that consumers would
use it to alter the audiovisual sequences of the Nintendo games, thereby

ringing Nintendo's copyrights.® ‘

Facing essentially the same factual dispute, the Canadian and U.S.
courts reached the same conclusion: that no infringement had
Occurred, They did so, however, on somewhat different grounds.
TheUs. decision relied principally on the fair use doctrine.® The
Canadian decision focused on the lack of harm to Nintendo’s market
arising from the sale of Game Genies.* The differences between the

0 decisions should not be overemphasized, however, because lack
of harm to Nintendo’s market was an important factor in the fair use
Tuling in the U S, decision as well.® Because the U.S. decision was
s':"?‘eWhat more elaborate in its explanation of the noninfringement
Tuling than was the Canadian decision, it may be helpful to review
the analysis in the U.S. decision. In the aftermath of the North
American Free Trade Agreement, it is also conceivable that U.S. and

anadian decisions on fair use/fair dealing issues may achieve
8reater convergence than has occurred to date.*
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In the American case, Lewis Galoob Toys successfully raised a fair
use defense to Nintendo’s claim that the Game Genie contributed to
the creation of an unauthorized derivative work. The court ignored
Galoob’s obvious commercial purpose in marketing the Game
Genie.” The appropriate focus, said the court, was on the purposes of
the activities of the alleged underlying infringers, which in Galoob
were the kids who used the Game Genie to alter the play of Nintendo
games in the privacy of their homes. Under the U.S. Supreme Court’s
ruling in the Sony Betamax case, the court decided that because con-
sumers were making private and noncommercial uses of the alleged-

ly contributorily infringing device, this factor favored a finding of fair
use.*

The court rejected Nintendo’s argument that the unpublished charac-
ter of its works made the use unfair.* It agreed with Nintendo, how-
ever, that the scope of fair use was generally narrow in cases involv-
ing entertainments, such as those in this case, although this was not
dispositive.* Furthermore, it found the alterations to Nintendo’s
games through use of the Game Genie to be far less substantial than
the copying in Sony.® This too favored Galoob’s fair use defense.®

Nintendo had two principal arguments about the harm to its market
arising from the sale of Game Genies. One argument focused on the
Game Genie’s interference with Nintendo’s game quality control sys-
tem which Nintendo asserted it had to maintain in order to prevent a
collapse of the videogame market.® The other asserted that the Game

Genie interfered with Nintendo’s opportunities for marketing altered
games.

The court was not persuaded by either argument, pointing out that
Nintendo had no plans to market versions of its games containing
alterations of the sort that the Game Genie produced.* The court
likened the modifications made through use of the Game Genie to
children deciding to change the rules of play when using a copyright-
ed board game, which Nintendo conceded would not infringe any
copyright.* “Because of the technology involved, owners of
videogames are less able to experiment with or change the method of
play, absent an electronic accessory such as the Game Genie,”* said
the District Court. The court recognized that kids could only use the
Genie if they had already bought Nintendo games, which meant that
the Game Genie did not displace sales of the Nintendo programs.®
“Having paid Nintendo a fair return, the consumer may experiment
with the product and create riew variations of play, for personal
enjoyment, without creating a derivative work.”® This analysis is
consistent with the ruling in the Canadian Cameria case.”
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b. Clip Art and Data Interpretation Tools

Among the other electronic information tools that present no serious
COpyright problems are the “clip art” and “clip sound” programs that
are widely available on the market today.” Developers of copyright-
ed clip art programs know that consumers expect to use them to copy
Images or sounds from the program’s compilation and reuse them in
the creation of new works. Itis, in fact, the very purpose of these
Programs to fill consumer demand for such a product.

Under Canadian copyright law, consumers who made ordinary use
of such programs for their intended purposes would surely be shield-
ed from copyright liability under the implied consent doctrine.” In
the United States, which has no separate implied consent doctrine,
the clipping of a reasonable number of images or sounds for the con-
Sumer’s own purposes would surely be regarded as fair use if the
1SSue was ever litigated.” The copyright in clip art programs wpuld
Protect against appropriation of the developer’s collection of clip art
Mmages for reuse in a competing clip art program.”

One class of uses of electronic information tools in which fair dealing
. efenses might successfully be raised in Canadian cases, and fair use
INU.S. cases, are those in which electronic information tools are used
as aids in the interpretation of data contained in copyrighted works
In digital form. One example of such uses was demonstrated at a
conference about computer-human interaction some years ago.
During one of the conference sessions, there was a demonstration of a
Software too] that processed digital signals representing visual mate-

Mals to produce sounds that would aid in the interpretation of the
Visual materials.”™

One demonstration of this tool featured a digital image of a tissue
Sample taken to detect the presence (or hopefully, verify the absence)
of cancerous cells. With the aid of the software tool, someone want-
Ing to interpret this image could pass the cursor over different parts
Of the sample, thereby causing the tool to process the visual data as
sounds. Muscle tissue not only looked different from nerve tissue; it

Sounded” different as well. Because it was difficult to detect cancer-
Ous cellg relying solely on visual cues, it-helped to have a second
So‘}rce of information (i.e., the sounds) with which to try to distin-
guish the “good cells” from the “bad ones.”
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Another demonstration of this tool focused on the interpretation of a
digitized image of a chart. The chart depicted the distribution of men
and women in the sciences in terms of their professional rank and
salaries. By assigning a deep bass sound to visual symbols represent-
ing males and a high piccolo sound to the visual symbols for females
and then running the cursor over different parts of a digitized image
of the chart, one could “hear” (as well as see) how few women had
either high ranks or high salaries in the field of science.

Perhaps no one would think to claim copyright in a digitized image
of a tissue sample, but someone might very well claim a copyright in
the chart. Use of this tool to interpret the chart would, I believe, not
infringe the copyright in the chart even if it was incidentally neces-
sary to make copies of the chart in the course of using the tool to
interpret it. Under the Canadian fair dealing provision, the purpose
would be for private study or research and would not harm the mar-
ket for the chart. Under the U.S. Galoob decision, use of the interpre-
tation tool would likely be a noninfringing fair use. It would involve
a noncommercial research purpose, the nature of the work would be
factual, which generally favors fair use, and little or no harm to the
market for the work would be likely to arise from the use.”

The tool just described is one of a number of electronic information
tools that take advantage of the plastic nature of works in the digital
medium.” Because the electronic signals constituting a work in digi-
tal form do not know, until the computer and software processing
them interprets them, whether the work which they embody is a
song, a picture, a text, a program, or a motion picture, works in digi-
tal form can, in fact, be more than one kind of work.” Thus, the chart
described above, which first appeared to be a graphical work,

“became,” when processed with the aid of this tool, a musical work
as well.”

Among-the other software tools now available to aid in the interpre-
tation of data are those that allow users to “visualize” scientific data.”
Scientific data are typically collected and represented in textual form,
often as a set of numbers corresponding to various data types being
collected. One of the most difficult tasks of scientific work tends to
lie in conceptualizing a representation of the data to make it more
comprehensible. Scientific visualization tools allow researchers to
assign certain shapes and/or colors to certain classes of data. The
data are then processed with the aid of the tool to produce visual rep-
resentations with the assigned attributes. Often, such tools will be
used by the person who collected the data and who may claim a
copyright in the scientific data compilation by virtue of his or her
exercise of judgment in the selection or arrangement of data in the
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compilation. And of course, when this is so, no copyright concerns
are likely to arise from the use of scientific visualization tools.

These tools can, however, be used by someone other than the original
c}ata gatherer. They might, for example, be used to create an alterna-
tive visualization of the data set that might challenge the interpreta-
tion given to the data by the scientist who gathered them. As with
the previous example, I believe that someone who used such a soft-
Wware tool to make a scientific visualization of the data to aid the inter-
Pretation of a data set would be making noninfringing uses of the
data compilation.* Principles of fair dealing or fair use could, if nec-
essary, also be used to justify the publication of an article with the
challenger’s visualization of the data™ — even if the gatherer of the
data, or a publisher of the data compilation, or an article containing a
different visualization — might object.” In Canada, however, it might
be Necessary to acknowledge the source of the data.”

C. Reformatting, Filtering, and Morphing Tools

A number of electronic information tools available in the market
today permit users to reformat electronic documents so that they can

€ read on a different computer or by different software than that on
Which they were created, to convert them from one proprietary for-
Mat to another (or from a proprietary to a nonproprietary format), or
fo “tag” components of existing documents so that the contents of
these documents can be retrieved from the user’s database based on
the tagged attributes (e. g., section headings, footnote references, or
lists of items).* Assuming that users of these documents have lawful
Possession of these documents, even when not being the author of all
Such documents, the question is whether processing these documents
With the aid of such a tool would infringe copyright.* The Nintendo

ecisions support the view that neither the developer of conversion
Or tagging tools nor those who use them to make use of the docu-

Ments for legitimate purposes should raise serious copyright con-
cerng %

Another class of electronic information tools expected to have a com-
Mercially significant future are those that permit users to “filter”
m_fOTmation of interest (or not of interest) to them.” Such a tool
Might, for example, be used to produce a customized version of an
electronic newspaper that would delete sports coverage for those
W?\o are not interested in reading about sporting events.*, Or users
Tught “train” filtering software about the order in which they wished
toreaq items of interest to them from the digital information product,
Or service constituting the newspaper as a whole. The question aris-
€S, however, whether use of these filtering tools should be regulated
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by copyright law if the owner of the newspaper copyright does not
want consumers to use them, or only wants consumers to use filter-
ing tools supplied by it or its licensees.”

An individual consumer who used a filtering tool to tailor an elec-
tronic information product or service for his or her own uses would
probably not infringe the newspaper copyright so long as the con-
sumer was paying the standard fee for the copy of the electronic
newspaper being filtered under the principles of Cameria and
Galoob.” This would undercut the argument that there would be any
demonstrable harm to the market for the copyrighted work being fil-
tered. Harm to the market for the publisher’s own filtering software
would be akin to arguing that sale of the Game Genie was unfair
because it had harmed Nintendo’s opportunity to market a Game
‘Genie-like product. This was a potential market that both American
and Canadian courts seemed to be unwilling to reserve exclusively to
Nintendo. The focus of the copyright inquiry should be on the harm
to the market for the copyrighted work, not on the potential impact
of the tool on the sale of competing tools.

A more troublesome set of electronic information tools available in
the market today are those that permit users to “morph” images from
one shape to another,” to change the texture of an image (making it
plaid instead of plain white or making a photograph look like a
painting by Van Gogh),” to excise the head from a person in a photo-
graph and move it onto the head of another figure in the same or a_
different photograph, ® or to process texts to change the dialect in
which they are expressed.” Unlike the Game Genie, these tools just
mentioned can be used to make substantial enough alterations to
existing works to infringe copyrights.

One question raised by these electronic information tools is whether
such tools should be banned from the market because of their poten-
tial for uses that will infringe copyrights and the likelihood that they
will be used for such purposes. Under a broad contributory infringe-
ment doctrine, such as that asserted more than a decade ago in the
U.S. Sony case, one might say that sale of these digital manipulation
tools should be enjoined on the theory that a developer of them
should know that many consumers would use them to infringe copy-
rights.” However, because these tools are capable of substantial non-
infringing uses, the Sony decision would seem to shield developers of
these tools, at least in the U.S., from claims that contributory infringe-
ment charges may be brought against them merely because some
people may use the tools to infringe copyrights.
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Itis, of course, a separate question whether consumers who might
use such tools to morph images are infringers of copyright. In the
U.S., Sony and Galoob would suggest that private noncommercial uses
of this sort would be presumed noninfringing under the fair use doc-
trine. As long as consumers confined their use of the morphed
Images to private noncommercial activities, the potential for harm to
the market would not be sufficiently strong to overcome this pre-
Sumption. Even though Canadian courts might not employ the fair
dealing doctrine to reach the same conclusion, Camerica suggests that
Where there is no discernible harm to market interests of copyright
Owners arising from consumer use of an electronic information tool,
liability for copyright infringement would not arise.”

One thing that is clear from this examination of electronic informa-
ton tools is that the digital medium shifts somewhat the balance of
Power between authors and publishers, on the one hand, and con-
Sumers of copies of copyrighted works on the others. Consumers are
To longer passive recipients of a physical text which they can only
read or look at. Armed with digital tools, consumers are now users
Capable of taking an active role in interacting with texts to enhance
the usability of them. As long as they pay copyright owners for the
Copies of their works, and do not engage in commercial marketing
that harms the market for these copyrighted works in the way that
Copyright law traditionally seeks to prevent, users should be permit-
ted to make reasonable uses of electronic information tools to
e.nhance the utility or enjoyment of their uses of their copies of copy-
righted works.

d. Hypertext Linking

When texts are in digital form, it becomes possible, with the aid of

YPertext system software,” for users of the texts to create links
between one portion of a text and another, between one document
and another, or among many documents or portions thereof.” A set
of links made by a user of digital texts can exist as a separate docu-
entin 5 digital networked environment (which then becomes a

YPertext publishing system). The link document will consist ofa
COmpilation of data identifying the starting and ending points of the
Material being linked to.” ’

Depending on how the hypertext system is designed, it may be possi-
le for someone other than the link author to follow the link path set
forth in the link document.™ When the link document is processed
Y the hypertext system program, a user who follows the links creat-
&d by someone else will see the portions of the documents designated
by the link author.™

Digita] Technology and Copyright i




©

Hypertext linking poses very similar intellectual property rights
questions as were presented in the Galoob case. Does the author of a
link document infringe copyrights in the works to which links have
been created in violation of exclusive rights that U.S. copyright law
gives to authors to prepare derivative works?'® Does the author of a
link document cause an unauthorized reproduction of the text being
linked to in violation of the U.S. or Canadian copyright statutes?
Does a user of someone else’s links infringe any copyright interest of
the link author?'® Authors of hypertext links would, of course, like to
be free from claims of infringement for linking portions of other
authors’ documents, yet able to assert copyright control over traver-
sals of their links by other users.

As was true with the Game Genie, the link document would contain
no expression taken from the texts of the authors being linked to.
Because of this, a U.S. court deciding whether a link author had

~ infringed the derivative work rights of authors of the documents to
which he had linked would likely doubt that a derivative work had
been created under the rationale given by the Ninth Circuitin
Galoob.™ As in Galoob, the U.S. court might go on to judge whether,
even assuming a derivative work was created, a fair use might have
been made of the copyright in the underlying documents. Often the
link author will have an educational or research purpose in construct-
ing links among documents. Works being linked to would often be
factual in nature, and little from the preexisting works would have
been appropriated.’® An important factor in a fair use assessment
would likely be that little, if any, harm could be expected to the mar-
ket for the works being linked to since the link document would only
be usable if the user has access to the underlying documents, access
for which the user is likely to have already paid.'® Under the
Canadian Camerica decision, a similar result might be reached on a
lack of harm or implied consent theory. '

This does not, however, provide an answer to the question of the
copyright implications of the use of a link document. Faced with a
demand of a link author who wanted compensation for use of his
links, the link user might analogize her navigation of the links to the
print reader’s following of a bibliographic path set forth in a copy-
righted article which would, of course, not be infringing for it would
involve use of the knowledge in the article, not a reproduction of it.
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The link user might argue that her use should be deemed fair because
1t was private and noncommercial; perhaps it even had a research
Purpose. The link document would be a factual compilation, which
generally enjoys a narrow scope of copyright protection. However,
the whole of the link document would have been copied inorder to
be used, and there would be real harm to the market for the link doc-
ument. If there is any market for link documents, it will arise from
the link author’s ability to charge users for the value of saved time
and effort from following someone else’s path, rather than going to
the trouble of independently constructing the user’s own link path
through digital texts. It may be important to give link authors some
Protection for their creation of these paths in order to induce invest-
Inent in them. At least, fair use and fair dealing doctrines provide a
framework for making balanced judgments about how copyright law
Might apply to new questions arising from the use of electronic infor-
Mation tools.

3. Public Policy Limitations On The Scope Of Copyright:
On Interoperability And Related Issues

3. Of Program Interfaces and Decompilation To Get Access To
Interface Information :

The Canadian draft report on Copyright and the Information
Superhj ghway is silent about an issue that is critically important to
the future of the information superhighway: whether copyright pro-
tection is, or should be, available for the interfaces of computer pro-
grams — that is, to the precise rules of interaction required in order
for other programs to successfully interoperate with other programs.

There are two ways that some software developers have attempted to
Use copyright law to protect program interfaces. The more direct
pproach is to claim that the interface of a computer program is part
of its structure, sequence, and organization (SSO), which copyright
Shoulq protect in much the same manner as it protects SSO of novels
and plays.” A more indirect way to protect program interfaces has

€N to claim that any intermediate copying of program code, neces-
Sary to get access to interface information during the process of

€compiling or disassembling the program, should be regarded as

Opyright infringement."® :
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Canadian courts have not yet had to deal with either type of claim.
U.S. courts have, and in three influential appellate court decisions,
the courts have permitted subsequent developers to use interface
information from another program to achieve interoperability with
that program and to decompile another firm'’s program to get access
to its interface information.”” One recent article characterizes pro-
gram interfaces as “the information equivalents of the gear teeth,
levers, pulleys, and belts that physical machines use to interoper-
ate.”™ Just as copyright law would not protect the interfaces by
which physical machines interoperate, it should not protect the inter-
faces by which software machines interoperate.™

Some Canadian decisions have construed the scope of copyright pro-
tection for programs in a manner consistent with U.S. rulings that
deny claims of copyright protection for interfaces, even though the
Canadian cases did not directly address the interface issue.™
Canadian copyright policymakers should know that European poli-
cymakers adopted a directive on the legal protection of computer
programs, which provides that, insofar as interfaces establish the
requirements for achieving interoperability, they should not be pro-
tected by copyright law. Any intermediate copying necessary to get
access to the information needed to permit interoperability is also
lawful.™ The Canadian copyright committee might want to make
recommendations about the interface issue in its final report on copy-
right and the information superhighway.

Because of the different character of the Canadian fair dealing and
U.S. fair use doctrines, it is not clear whether a fair dealing defense
would succeed in a Canadian lawsuit involving claims of infringe-
ment arising from the decompilation of a computer program object
code for such purposes as gaining access to the information necessary
to construct a program capable of interoperating with another pro-
gram. However, even if a Canadian court might not rely on the fair
dealing doctrine, the same legal result might be reached through use
of the more general public policy limitation on the scope of copyright
that some Canadian cases seem prepared to recognize.™ A Canadian
ruling in favor of decompilation to achieve interoperability on public
policy grounds would make its copyright law on this issue consistent
with the European software directive, as well as with U.S. caselaw.

To enable Canadian policymakers to understand why it might be
desirable to permit decompilation of a computer program code to get
access to unprotectable elements of computer programs, such as
interfaces, on grounds of public policy, it may be helpful to review
the analysis used by the Ninth Circuit Court of Appeals in the princi-
pal U.S. case on this subject, Sega Enterprises, Ltd. v. Accolade, Inc."**
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Sega sued Accolade for copyright infringement because Accolade
made copies of Sega programs in the course of trying to develop
games that would operate in Sega’s Genesis machines."® Accolade
fidmitted “disassembling” Sega programs — an act that necessarily
Involves copying — to gain access to information about how to con-
Struct games that would be compatible with Genesis machines.™
This was information that Sega normally made available to other
game developers only under restrictive licensing agreements for
Wwhich licensees had to pay.

S}’ga did not claim that any of Accolade’s games contained expres-
Slon from Sega programs.™ Rather, Sega asserted that the intermedi-
ate copying of the program to determine how to construct a program
that would work in the Genesis machine was itself infringing.™ Sega
Sought to stop distribution of Accolade games compatible with Sega
cartridges on the ground that, as products of an unlawful disassem-
bly process, these games were infringing derivative works: the fruit,.
S0 to speak, of the poisonous tree of disassembly.” Accolade’s princi-

Pal defense was that this intermediate copying of Sega’s code was a
fair use.lzl

Sega argued that Accolade’s copying should be presumed to be
unfair because the purpose of its disassembly of the Sega program
Was commercial.’™ The appellate court, however, perceived
Accolade’s principal purpose in disassembling the Sega program as
Aming to study the program contents to discern how to make com-
Patible, but otherwise quite different and original programs, to run
On Sega machines. The court thought that Accolade’s development
of new noninfringing programs contributed to achievement of the
main goals of the copyright system of encouraging the “growth of
Creative expression” and the introduction of new independently cre-
?t?d works into the market.”? These purposes favored a finding of
aIr use.

Sega argued that the nature of the copyrighted work factor cut
against fair use because its software was an unpublished work,™
Seeking to invoke the general rule that there is a narrower scope of
fair use when the protected work is unpublished.”® The Ninth Circuit
de?idEd that the mass marketing of Sega’s program precluded any
claim that the work was unpublished. It was on the utilitarian nature
o computer programs that the court chiefly focused in considering
the nature of the work factor. Computer programs, the court
Doserved, contain many functional elements that are not protectable

Y Copyright law.”” Some unprotectable elements of programs cannot

discerned by running the program, but others cannot.” Because

Of this, it is sometimes necessary to make intermediate copies of a
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program in order to get access to unprotected elements of programs,
such as information necessary to make a compatible program. When
it was, the court decided that the intermediate copying should be
regarded as fair use.'”” “If disassembly of copyrighted object code is
per se an unfair use, the owner of the copyright gains a de facto
monopoly over the functional aspects of his work—aspects that were
expressly denied copyright protection by Congress.”® To have a
legal monopoly over the idea or functional principle underlying a
work, said the court, “the creator of the work must satisfy the more
stringent standards imposed by the patent laws.”*

Although Accolade’s intermediate copying had been of the whole of
the Sega program, the court thought it had done so only as an inter-
mediate step in the process of developing a noninfringing program.
The court cited the U.S. Supreme Court’s Sony decision for the propo-
sition that copying of the whole of a copyrighted work did not neces-
sarily preclude a finding of fair use.” Because Accolade’s use of the
intermediate copy was so limited, the court thought that this factor
was “of very little weight.”**

Sega asserted that harm to its market flowed from the fact that
Accolade’s games directly competed with Sega-produced and Sega-
licensed games.” However, the court observed that noninfringing
works often compete in the marketplace in their appeal to consumer
choices. If consumers preferred Accolade’s games to those produced
by Sega or its licensees, that might hurt Sega’s market. But as long as
Accolade produced its own creative programs and didn’t copy
expression from Sega programs, Accolade was only engaged in the
kind of competition that copyright is supposed to encourage."
Hence, there was no harm to Sega’s market arising from Accolade’s

disassembly of its program with which copyright law should be con-
cerned.

Faced with this issue of first impression, the Ninth Circuit in Sega
considered whether the ultimate purposes of copyright law would be
served by a ruling that decompilation or disassembly of computer
program object code was infringing." Although U.S. and Canadian
traditions differ somewhat in their views about copyright purposes—
U.S. caselaw tending to emphasize public access to knowledge as the
principal purpose of copyright, while Canadian law tends to focus on
promoting authorship as copyright’s purpose'¥—the decompilation
issue is one on which they can probably find common ground. The
U.S. case regarded decompilation in order to achieve interoperability
as the rule that would best promote the development of more new,
creative, noninfringing programs.

86 ' Digital Technology and Copyright




©

To forestall the need to wait for litigation to resolve the decompilation
1Ssue, the Canadian copyright committee might want to include some
Statement about decompilation in its final report. In any event,
Canadian policymakers should understand the closely intertwined
Nature of the interface and decompilation issues. A rule providing
that program interfaces cannot be protected by copyright law because
they are the functional requirements for achieving interoperability
would be severely undermined by a rule that treated decompilation
as infringement. Decompilation is often the only feasible way for
Software developers to get access to interface information.

Interoperability is important to Canadian software developers
because they will often want their programs to be able to interoperate
Wwith highly successful programs in digital networked environments.
Indeed, the successful construction of the information superhighway
depends in no small part on interoperability."*

b. Other Concerns About Decompilation And Use of
Copyright To Protect Secrets

There are a number of other situations in which firms may feel the
Need to decompile the code of other firms’ programs.”™ These
Include: the need to decompile a program to fix a “bug” in the pro-
gram that is impeding its successful completion of a task; the negd to

€compile it in order to adapt it to a somewhat different computing
€Nnvironment (e.g., to permit it to work on a new machine or with
SOme lately acquired program); and the need to decompile a program
t0 analyze its contents when one has some reason to believe that the

ccompiled code infringes a copyright in the decompiler’s program.

compilation for the first two purposes would be within the spirit

of the statutory privilege that Canadian law grants to lawful users of
Opyrighted computer programs.’’ Decompilation for the purpose of

etecting infringement might qualify as fair dealing because of its
Tesearch purpose and lack of market effect, or it might be favored on
Public policy grounds or on equitable grounds.™

Two Purposes are served by this extended attention to the decompila-
ton issye: first, because decompilation is a highly important issue
Pertinent to digital technologies and the challenges they pose for
COpyright law, and second, because careful consideration of the pub-
'C policy issues posed by decompilation may provide a useful basis
for thinking seriously about a more general problem posed by digital
teChnologies: they tempt policymakers to use copyright law as a
Means of protecting mass-marketed secrets. Sometimes this may be
4PPropriate; sometimes it may not.
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The Canadian Draft Report on Copyright and the Information
Highway foresees the use of copyright law as a means of ensuring
that technological protection (e.g., encryption) for digital versions of
copyrighted material cannot lawfully be undone.'® This is similar to
the U.S. Green Paper on Intellectual Property and the National
Information Infrastructure.® The Canadian recommendation is less
developed than the U.S. proposal on this score,' but neither report
acknowledges the profound shift in copyright purposes and effect
that would be brought about by such proposals. Enactment of the
U.S. proposal would convert copyright into a trade secrecy protection
law, even for widely distributed information products.’® Given the
depth of this transformation of copyright, policymakers would be
wise to proceed more cautiously on this issue than they have to date.

This is not to say that there are no circumstances in which copyright
liability should be imposed when someone decrypts a technologically
protected digital version of a copyrighted work. But existing copy-
right principles, such as those enunciated in the U.S. Sega v. Accolade
case, can be used to distinguish between legitimate and illegitimate
decompilation of digital works other than computer programs.

It is, for example, highly unlikely that a prospective consumer of an
encrypted motion picture, who made intermediate copies of the digi-
tal version of the movie to gain access to an unencrypted version of
the motion picture, without paying the usual price, could successful-
ly raise a fair use defense in an American court. The purpose of this
intermediate copying would be to get access to an unencrypted ver-
sion in order to consume it the way that one would consume it if one
had paid the customary price. This is not a legitimate purpose.® The
nature of the work would most likely be an “entertainment,” for
which the scope of fair use’is generally narrow. The whole work
would have been copied, and there would be harm to the market
because the consumer would have gotten for free (or at least only for
the cost of the decryption device) what the producer sells in the mar-
ketplace. Similarly, the copyright contributory infringment doctrine
would permit action to be taken against a firm selling a decryption
device (or some similar technological system) that has no substanhal
use except to infringe copyrights. :

However, as appealing as a general ban may be on all technologies or
services perceived as threatening by copyright owners, it may be an
overbroad response to a problem that, with some careful thought,
might admit of a more careful and precise solution. Although
Canadian copyright law does not place as much emphasis as U.S.
copyright law does on dissemination of knowledge as a purpose of
the law,'” Canadian copyright law provides some privileges for news
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Teéporters.* Moreover, some commentators and cases suggest that
concerns about freedom of expression might support a defense to
claims of copyright infringement in the proper case in Canada.'®
There is no reason to think that Canada would be less receptive to
News reporting or freedom of expression claims if the document in
dispute was in digital rather than in print form.

If Canadian policymakers can conceive of the following situation as
lawful as a matter of Canadian copyright law, it ought to think twice
about its position on banning digital technologies that might be used
to overcome some technological protection for a work in digital form.

Suppose that a news reporter comes lawfully into possession of a doc-
Ument that appears to be a coded message, which the reporter has rea-
Son to believe contains information about criminal activity in which a
Well-known public figure has been involved. Suppose further that,
after a considerable degree of research into cryptographic techniques,
the reporter is able to “break” the code in which the document was
Written and finds out that this hunch was correct. Thereafter, the
Teporter writes a story about the information gleaned from this docu-
ment and about his decryption efforts. Suppose this story is about to
be published in the newspaper for which he works. If the public figure

ds out about the impending story (as when the reporter calls and
asks for confirmation of some details) and sues to enjoin publication of
the story on the ground that the intermediate copying of the coded
Message done by the reporter in order to transcribe it into an unen-
Typted form was copyright infringement, what should the court do? I
Would argue that this intermediate copying is not infringement under
fair use, fair dealing, news reporting, freedom of expression or other
P‘}blic policy doctrines. It would make no sense for the outcome of

§ case to depend on whether the document had originally been
Made available to the reporter in digital form.

Intermediate copying to decrypt the contents of a copyrighted work
Should sometimes be infringing, but sometimes it should not. Fair
C}ealing and fair use doctrines may be useful in helping courts to dis-
tinguish the circumstances in which copyright liability should or
should not be imposed.
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4. The Future Of Copyright

The Canadian Copyright and the Information Highway report does
not foresee any need for sui generis legislation in the regulation of dig-
ital information.™ It also regards copyright as needing relatively few
changes to successfully meet the challenges of digital technologies
and the information highway." In this concluding section of the
paper, I will discuss three categories of works to which sui generis leg-
islation may be needed in the foreseeable future to regulate trade in
their respective information products. This section will also discuss
some reasons why copyright law may, over time, be in need of a more
substantial revision than presently recommended in the Copyright
Subcommiittee’s report. There are some reasons to believe that the
dire predictions about digital technologies spelling the end of copy-
right law may ultimately prove true.

a. Database Protection

As part of the North American Free Trade Agreement, Canada has
committed itself to adoption of the U.S. and European creativity-
based standard for determining what information products meet the
“originality” requirement for copyright protection.”” There are two
classes of works in digital form that may not meet creativity-based
standards for copyright protection. However, because of their pre-
sent or future commercial importance, they may be in need of legal
protection that copyright law cannot provide. They are: (1) electronic
data compilations requiring effort but not creativity to produce, and
(2) works generated by computer programs having no identifiable
human creator. In addition, there may be a need for a sui generis form
of legal protection for the useful behavior of computer programs (i.e.,
for the set of results that can be generated when program instructions

are executed in a computer) which copyright law cannot appropriate-
ly protect.

The most immediate prospect for sui generis legislation in Canada and
other Western industrialized nations arises from a recent proposal by
the European Commission for a directive on the legal protection of
databases.”® This proposed directive aims not only to harmonize the
standards for copyright protection for databases by adopting an intel-
lectual creativity standard as to the selection and arrangement of data
in a database,™ but also to create a sui generis form of legal protection
in the compiled data, regardless of whether it was embodied in a
copyrighted database. The producer of a protected database would
have fifteen years of exclusive rights to reproduce the data compila-
tion, adapt it, and communicate it to the public.**
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The drafters of this directive recognized that many commercially sig-
Nificant databases do not meet creativity-based copyright standards,
yet they need legal protection to induce an optimal level of invest-
Mment in their production.” This is because in digital form, these data
Compilations are expensive to produce and maintain, yet they can be
€asily and cheaply replicated. If the maker of the database cannot
Stop appropriation of the database contents, markets for this class of
Information product will fail because there will be too little prospect
of recouping investments made in the database. Although many
databases can be protected by copyright law on account of the cre-
ativity that went into the selection and arrangement of the database
contents, copyright law does not protect the data as such.”® Given
how easy it is to use electronic information tools to reselect and.
Tearrange the contents of electronic databases, the data in copyright-
ed databases may be vulnerable to trivial acquisitions of equivalence
that copyright law cannot properly remedy.” Here too, market.fafil-
ure may result if the data compilation, as distinct from the creativity
In selection and arrangement of the data, has no legal protection.

Although the European database directive has yet to be adopted,
there are two reasons to think it will be influential on an internatipnal
Scale. First, there is a reciprocity provision in the proposed directive
t}}at will mean that the protection the directive would otherwise pro-
Vide to the databases of foreign nationals will be available in the
European Union only if that nation provides equivalent protection set
forth in the directive.”® If Canadian nationals want to participate on
an equal footing in the information markets in Europe, the Canadian
8Overnment will need to adopt a similar sui generis law. Second, even
lf the reciprocity provision is ultimately withdrawn from the direc-
tive, ' the Europeans seem intent on promoting the database direc-
t‘_"e in international forums. There was, for example, serious disgus-
Slon of the possibility of international adoption of the database direc-
tive at a recent meeting of experts hosted by the World Intellectual
.Property Organization.”® Thus, Canada may well find itself consider-
N a sui generis law for the compiled data in databases in the not too
distant future,
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b. Computer-Generated Works

There are many computer programs now in existence and under
development, the purpose of which is to generate music, text, pic-
tures, or similar works, for which it is virtually impossible—unless
one is prepared to engage in a legal fiction—to identify a person who
can be the “author” of this output.’® Although a human may have
initially programmed the computer to produce output of this sort, the
instructions constituting the program’s text will often rely on random
number generators as a means to vary the output produced. As a
consequence, neither the programmer of the system, nor anyone else,
would be able to distinguish between output generated by the pro-
gram and output of a human author seeking to imitate the program’s
performance. All that the human user of the program might have
contributed to the work’s production is pressing a button that causes
the output to be generated.”™ There will consequently not be a
human “author” of such a work to whom copyright can be allocated.

The U.K. already has a sui generis form of legal protection for comput-
er-generated works. This law provides copyright-like protection to
the user responsible for production of such a work for a period of 25
years.'® It appears likely that the European Union will very likely
adopt a similar sui generis law at some point.'® Until the U.S.
Supreme Court’s decision in Feist Publications, Inc. v. Rural Telephone
Service, Inc.,'” one might have thought that computer-generated
works might have qualified for copyright protection. However, the
Feist decision was so insistent on the need for human creativity or
judgment before copyright protection could attach to works that it
would now appear that sui generis legislation will eventually be need-
ed in the U.S. as well.”® The same may be true for Canada, now that
it has committed itself to a creativity-based originality standard for
copyright protection.

At the moment, the issue of ownership rights in computer-generated
works has not been of much importance because many of the elec-
tronic information tools responsible for generating such output have
yet not been commercially significant. As artificial intelligence sys-
tems become more sophisticated, however, the commercial impor-
tance of computer-generated works may grow, as may the need for
some legal protection for the output of these systems. Among the
application domains that may eventually attain commercial signifi-
cance are those for natural language processing tools that will gener-
ate translations of written texts from one language to another, and
those for the automatic generation of databases of scientific data.
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Having just published an article recommending a sui generis form of
legal protection for behavior and other industrial design of computer
Programs,'® I will briefly explain why such protection might be need-
ed in Canada as well as in the U.S. elsewhere: Canada is among the
Many nations that uses copyright law to protect the texts of computer
Programs.”™ However, the most important aspect of programs is not
their texts, but the behavior that can be produced when a program
Code is processed in a computer.” People are willing to spend con-
Siderable sums of money to acquire a program code not because they
have any interest in what the program text actually says, but for the
useful behavior programs provide to users.

Program behavior is far more independent of a particular text than is
generally recognized.” That is, it is relatively simple for a skilled
Programmer, who has never had access to the text of an existing pro-
gram, to write a new program that is functionally indistinguishable
from the first program, even though nothing is copied from the first
Program’s text. This is of commercial significance in that an indepen-
dently developed program that is functionally indistinguishable from
an existing program can be a perfect market substitute for it. Market
failyre may arise from this copying if the developer of an innovative
Program is unable to recoup its research and development expenses
€cause more cheaply priced clones cut into the innovator’s sales.’

Existing legal regimes do not provide a satisfactory means for the legal
Protection of computer program behavior or for other industrial de.51gn
€lements of programs. Trade secrecy law cannot protect the behavior of
Mass-marketed programs because the knowhow to make an equivalent
Product is borne “on the face” of the product sold in the marketplace.”™

Or can it protect knowhow borne “near the face” of software products
(such as that which is discernible through decompilation). Patentlaw
€annot adequately protect behavior or the industrial design responsible
ff)r behavior because of its typically incremental nature.”™ And copy-

t cannot protect the useful behavior of programs, or other industrial

€signs embodied in it on account of their utilitarian character.” Efforts
to stretch copyright law to protect innovative programs against cloning

ave Occasionally been successful,” but the use of copyright law to pro-
tect functional design elements of programs will merely produce a dif-
Srent sort of market failure than that described above. It impedes the
- €velopment of follow-on products embodying unpatented technical
INnovation, ” The right solution to the market failure arising from the
Inability of existing legal regimes to protect the most valuable aspects of
ngr ams is to provide a market-preserving term of legal protection
3gainst cloning of software products.”
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If an anti-cloning form of legal protection for program behavior
becomes well-accepted in the international community, it is likely
that Canada too might adopt a sui generis legal regime of this sort.

d. The “Threat” of Digital Technologies to Copyright Law

Notwithstanding the frequent expressions of renewed faith in the
vitality of copyright reflected in government reports about the infor-
mation superhighway and at conferences on the impact of digital
technologies on copyright law,'™ a number of ominous pronounce-
ments have emanated recently from well-known and technically pro-
ficient persons who predict that the impact that digital technologies
will have on copyright law is to cause its death.”

Such pronouncements have even come from some conservative
American futurists in a document which they immodestly describe as
a “cyberspace magna carta.”'® This quartet of futurists refers to
copyright adherents as victims of “Second Wave” (i.e., outmoded,
nineteenth century “Industrial Age”) thinking when what is needed
is the formation of “Third Wave” (i.e., forward-looking, Information
Age) property concepts that will spur incredible growth in the infor-
mation economy. This magna carta echoes charges made by John
Perry Barlow in Wired magazine that those predicting no change in
copyright are engaged in “glassy-eyed denial,” and those who are
trying to revise this law to deal with the challenges of digital tech-
nologies are engaged in “a frantic rearrangement of the deck chairs”
on the slowly sinking ship of copyright law.'®

It would be easier to ignore these doomsayers if their words did not
resonate with the undertone of the many commentaries aimed at pro-
viding copyright with a bright future. These documents express con-
cern that the growth in digital networked environments, and the
increase in distribution of texts and other works in digital form
through these networks, will mean that copyright law mlght be the

“victim of digital hijacking” in the foreseeable future.” Even though
these commentaries hope to avert this catastrophe by strengthening
copyright, the uneasy truth is that they perceive digital technologles
as a very real threat to copyright.

Those who predict that copyright law will have no more difficulty
adapting to digital technologies than it has to a host of other new
technologies may be right. If they are, incremental adjustments in the
existing law are obviously sensible responses to the current situation.
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If, on the other hand, digital technologies do ultimately lead to the
death of copyright, this will occur as the result of forces much more
Powerful than the faith of the copyright believers. Since the prophets
Of copyright's doom have yet to articulate a new paradigm as a unify-
Ing metaphor for a legal regime that will enable information markets
to thrive, the only sensible present course is for policymakers to com-
Prehend the salient characteristics of digital technologies and digital
Networks, and to tailor copyright law as best they can, while at the
Same time keeping in mind that the laws may ultimately need a more
radical transformation than we may understand.

If copyright ultimately does not survive digital networked environ-
Ments, it may be because control over copying in these environments
Thay not be attainable.'™ In digital networked environments, multiple
COpies can easily and cheaply be made and distributed throughout
ﬂ}e world." What makes this ease of copying and virtually costless
distribution so frightening to copyright owners is that digital copies
are perfect replicas of the original. Unlike the products of previous
IePrography technologies, digital copies are not degraded in quality.
T. § Means that any copy of a digital work is capable of serving as a
Virtual factory for reproduction of many perfect copies. Unless one
€an force manufacturers of digital reprography technologies to pro-
duce less-than-perfect copies, as was done with digital audio tape
Tecording devices, there is a real danger that copyright owners will be
Unable to enforce their rights in digital works. Inability to control
0pying and distribution of works in digital networked environments

elps to explain why some commercial publishers have been reluc-
tant to distribute works “on the Net.”

One Promising body of research, aimed at addressing this problem,
OCuses on the development of technological means for protecting
Opyrighted works in digital form.”” Some researchers are studying
SYstems for encryption of the contents of digital works, with decryp-
tion avajlable only after payment has been received.”® Some are
‘NVestigating the embedding of digital signatures in seemingly unim-
Portant portions of digital pictures or movies, so that regardless of

@ digital manipulation that might be done to parts of these works, it
would still be possible to detect that the subsequent work derived
from the first work Perhaps digital works will eventually be able
0 report back to their rightsholders if the user is abusing access
"Ights in these works.
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Another promising area of research focuses on the potential for
increased use of “header contracts” in digital networked environ-
ments.'”” Most of the commercial electronic information providers
today already rely heavily on contracts and control over access to the
digital information they purvey as a way to guard against market-
destructive copying of their assets. In digital networked environ-
ments, a user may send out a request for access to a certain kind of
information. In the future, intelligent agents, operating either for
information providers or for the user, could search various reposito-
ries on the Net to determine whether information corresponding to
this person’s needs is available, and if so, on what terms. The intelli-
gent agent could then forward to the user the various “headers” sent
to it by information providers. If the user replied to a particular
header as a means of ordering the information, the user would there-
by have bound him- or herself to the terms of permitted use designat-
ed in the header. Software developers like the idea of such contract-
ing with customers, for it would seem to overcome the enforceability
problems that have beset their efforts to limit uses by means of
“shrink wrap licenses” that so often come with packaged software
sold in mass market outlets.

If copyright comes to an end in the digital networked environment, it
may be as a consequence of the use of technological means for pro-
tecting digital works in networked environments and of header con-
tracts. If works are protected against unauthorized copying by
means of technology and contract law, there may be nothing for
copyright to do, except perhaps to serve as a kind of deus ex machina
justifying the use of technological and contractual means for protect-
ing works in digital form.

Upon reflection, it is apparent that copyright law has worked rela-
tively well over the past few centuries because the printing press (or
an equivalent manufacturing facility for the mass production of phys
ical artifacts) was such a good bottleneck upon which a legal regime
could be built. Given that copying and distribution of copies in digi-
tal form is so easy, inexpensive, and susceptible to being done in a
highly decentralized manner, a new bottleneck may be needed for
digital networked environments. Perhaps it can form the base upon
which to build a new copyright system (or a successor legal regime)
for works created and disseminated in digital networked environ-
ments. As with traditional copyright law, such a bottleneck will need
to achieve a balance among the interests of authors, publishers, and
the consuming public, and perhaps will achieve it in a somewhat dif-
ferent way than has been common in the print world. It, too, will

need limiting doctrines, such as fair use and fair dealing, to achieve
this balance.
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In the meantime, it is sensible to make use of copyright’s limiting
doctrines to give this law a chance to attain the flexibility it will need
to adapt to the challenges posed by digital technologies in the fore-
Seeable future. :
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Notes

Professor of Law, University of Pittsburgh Law School. This draft report has
been prepared for the Intellectual Property Secretariat of the Department of
Justice of Canada, for presentation at a symposium on digital technology and
copyright, which was held at Meech Lake, Quebec, on March 3, 1995. The
author offers thanks to Cal Becker for providing her with the opportunity to
prepare and deliver this paper. She welcomes the opportunity that this confer-
ence will provide for a refinement of her understanding of Canadian copyright
law.

The document that convened this conference, for example, expressed concern
that copyright law would be the “victim of digital hijacking” in the foreseeable
future. John Perry Barlow’s recent essay predicting that digital technologies
will spell the end of copyright law has certainly not alleviated the fears of copy-
right owners about digital networked environments. See John Perry Barlow,
The New Economy of Ideas, Wired 2.03 85 (March 1994).

The principal function of copyright law is to prevent the market failure that would
result from uncontrolled reproductions of such works. See, e.g., Wendy J. Gordon,
An Inquiry Into the Merits of Copyright Law, 41 Standard Law Review 1343, 1435-
1469 (1989).

Copyright Subcommittee of the Advisory Council on the Information Highway,
Draft Final Report on Copyright and the Information Highway (Dec. 1994)
(cited hereinafter as “Information Highway Report”); Working Group on
Intellectual Property Rights, Information Infrastructure Task Force, Green
Paper on Intellectual Property and the National Information Infrastructure,

. Preliminary Draft Report (July 1994) (cited hereinafter as “Green Paper”).

Information Highway Report, supra note 4, at 51; Green Paper, supra note 4, at
120-23.

It is, for example, surprising that neither report recommends adoption of a
backup copying privilege for digital copies of copyrighted works, even though
both Canadian and U.S. law explicitly grants backup copying rights to owners
of copies of a particular class of copyrighted work in digital form, i.e., comput-
er software. See Canadian Copyright Act, §27(2)(); 17 U.S.C. §117.

Green Paper, supra note 4, at 9.

Id.

Id. at 65, n. 205.

Id. at 53.

Information Highway Report, supra note 4, at 2.

Id. at 51-54.

Id. at 23, 52. The Report does not describe what circumstances it considers to be
potentially fair dealing.

Id. at 23. The Report goes on to say that “[c]larity is the domain of exemptions;
vagueness is the domain of this equitable defense.” Id.

Canadian Copyright Act, §27(2); 17 U.S.C. §107.

See generally, David Vaver, Canada, in International Copyright Law And Practice,
VOL. I (Melville B. Nimmer & Paul E. Geller, eds. 1994).
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One reason that user interests do not get much attention in copyright policy-
making arenas is that, unlike the copyright industries, the public is generally
not well-organized, well-educated, or well-financed to lobby their inter'ests
?bout copyright policy issues when these issues are put forward. This is prov-
Ing true in response to information highway issues as well. See gener?lly,
Jessica Litman, The Exclusive Right to Read, 16 Cardozo Arts & Entertainment
Law Journal (1994).
464 U.S. 417, 450-51 (1984).
Fora thoughtful discussion of how copyright law might evolve in digital
library contexts, see Jane C. Ginsburg, Copyright Without Walls, 42 _
Representations 53 (1993). See also Pamela Samuelson, Copyright and Digital
Libraries, 38 Comm. Acm (forthcoming April 1995). :
839 . Supp. 1552 (M.D. Fla. 1993). ‘
Frena’s principal defense was that he had not “uploaded” these unauthorized
COpies to the bbs and therefore should not be liable for a violation of the exclu-
Sive reproduction right of copyright law. Id. at 1554. He also argued that once
he was made aware of Playboy’s infringement complaint, he removed the
Copies and has since monitored the bbs to prevent the uploading of digital ‘
copies of Playboy photographs by subscribers. Id. These defenses, along with
his fair use defense, were rejected for reasons discussed further below. One rea-
Son that the court may have been unsympathetic to Frena’s defenses was that
Frena had removed Playboy’s trademarks from a number of the digitized pho-
tographs and replaced them with his own trademarks and advertising informa-
tion. Id. at 1559-62. '
857 F. Supp. 679 (N.D. Cal. 1994). :
Id. at 683-85. Some of the Sega games appearing on this bbs were pre-release
Versions of the games.
Ihe results in these two cases would almost certainly have been the same, even
if Frena and MAPHIA had been nonprofit providers.
Ili.s. v. LaMacchia, 1994 U.S. Dist. LEXIS 18,602 (D. Mass. 1994).
The court did so largely because of the U.S. Supreme Court’s decisionin
Dowling v. U.5., 473 U.S. 207 (1985). In Dowling, the Court overturned convic-
tions of sound recording pirates for interstate transportation of stolen goods on
the ground that Congress had not intended for such statutes to be used to deter
Copyright infringement.

U.S. Not To Appeal Dismissal In LaMacchia Case, Boston Globe, Metro

tion, p. 17 (1/28/95).
Green Paper, supra note 4, at 76-78. )

, €.g., Comments of Ellen M. Hirsh, America On-Line, Inc., Oral Testimony
at the Public Hearing on Intellectual Property and the National Information
Nfrastructure, Sept. 22, 1994. : _
1; ra:k Music, Inc. v. CompuServe, Inc., pending in the Southern District of New

ork.

See Supra note 29.
b olygram International Publishing, Inc. v. Nevada/TIG, Inc., 855 F. Supp. 1314 (D.
Mags, 1994) (COMDEX held liable for unauthorized performance of music by
exhibitors in part because of monitoring by COMDEX).
Cubby, Inc. v. CompuServe, Inc., 776 F. Supp. 135 (S.D.N.Y. 1991) (no liability for
defamation because online service provider did not monitor customer
€xchanges).
Information Highway Report, supra note 4, at 52.
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Green Paper, supra note 4, at 76-78. One other puzzling copyright issue present-
ed by online information providers is the copyright status of material posted on
a BBS or the like. One of the major online service providers asks its subscribers
to assent to the provider’s claim of copyright in all BBS postings done on their
system as a condition of their participation on the system. This claim of copy-
right is interesting for a couple of reasons. One is that it is far from clear that
the law of copyright would regard the online service provider as having cre-
atively selected and arranged the material posted on the BBS's to qualify for
copyright protection. Second, it is far from clear that such a contract would be
enforceable either on grounds that it was a contract of adhesion, or as a matter
of copyright law, since users assent to the “agreement” by clicking on an “]
agree” button rather than in a signed writing. Third, suppose that a group of
BBS posters decide that the rest of the world would be interested in their
exchanges on a particular topic, and they agree among themselves to seek a
publisher for the exchange, could the owner of the online service really sue
them for copyright infringement or, failing that, for breach of contract in deny-
ing the online service provider’s claim of a compilation copyright in all post-
ings on its system?

Frena, 839 F Supp. at 1556-57 (finding violations of the distribution and public
display rights).

See, e.g., Litman, supra .

See, e.g., Green Paper, supra note 4, at 36.

See Pamela Samuelson, The NII Intellectual Property Report, 37 Comm. Acm 23
(Dec. 1994).

Information Highway Report, supra note 4, at 24.

Id. at 23-24.

See, e.g., Computer Science and Telecommunications Board, National Research
Council, Rights And Responsibilities Of Participants In Digital Networked
Environments (1994).

This section of the paper is adapted from a previous article that discussed elec-
tronic information tools. See Pamela Samuelson, Fair Use For Computer
Programs and Other Copyrightable Works In Digital Form: The Implications of
Sony, Galoob, and Sega, 1]. Intell. Prop. L. 49 (1993). Professor Reichman was the
first intellectual property scholar to use the term “electronic information tools”
and to explore the intellectual property implications of the “tool” metaphor.
See ].H. Reichman, Electronic Information Tools—The Outer Edge of World
Intellectual Property Law, 24 I. 1. C. 446 (1993). In the software industry, pro-
grams of the sort described in this section are widely regarded as tools.

For a discussion of this and other unique characteristics of works embodied in
the digital medium and of the challenges this medium poses for existing intel-
lectual property regimes, see Pamela Samuelson, Digital Media and The
Changing Face of Intellectual Property Law, 16 Rutgers Computer & Technology
Journal 323 (1990).

For a discussion of a range of legal implications arising from digital manipula-
tions, see Don E. Tomlinson, Computer Manipulation and Creation of Images
and Sounds: Assessing the Impact (Annenberg Washington Program/Comm.
Pol’y Stud., Northwestern Univ. Evanston, IL) 1993.

For example, making a television commercial that uses a morphing program to
transform one photograph so that it appears to become another when no per-
mission has been obtained for use of the photograph by the owner of the copy-

rights in them would be a clearly infringing use of this kind of electronic infor-
mation tool.

See, e.g., Gordon, supra.
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Nintendo of America, Inc. v. Camerica Corp., 34 C.P.R. (3d) 193 (Fed. Ct. 1991);
Lewis Galoob Toys v. Nintendo of America, 780 F. Sup. 1283 (N.D. Cal. 1991), aff'd,
964 F.2d 965 (9th Cir. 1992), cert. denied, 113 S.Ct. 1582 (1993).

- Galoob, 780 F Supp at 1289, fn. 2.

Id. at 1288-89.

In the U.S. case, Nintendo’s principal claim was for contributory infringement
because consumers could use the Game Genie to create an infringing derivative
work, that is, an audiovisual work having a different visual appearance than
Nintendo had designed for the game. See 17 U.S.C. §106(2) (granting copyright
Owners an exclusive right to prepare derivative works). There wasalso a
direct infringement based on Galoob’s use of the Game Genie to create altered
Play of Nintendo programs in the course of testing the product and marketing
it to show what the Genie could do. See 780 F Supp at 1298. The U.S. courts
rejected both claims. Id. The direct infringement theory in Camerica is some-
what difficult to discern. In discussion of this claim, the trial court indicated
that Nintendo had asserted that its videogames were works of art and that the
Game Genie reproduced and marketed the audiovisual art in the games to
Nintendo’s detriment. Nintendo also alleged that the Game Genie violated the
moral rights of game designers.

Galoob, 964 F.2d at 970-72.

Camerica, 34 C.PR. 193.

Galoob, 964 F.2d 971-72. )
See generally, Vaver, supra, at CAN 96-97 (concerning the Canadian fair dealing
doctrine) and CAN 9-50 (concerning the direct effects of NAFTA on Canadian
copyright law. See also Jay Dratler, Jr., Distilling the Witches’ Brew of Fair Use
In Copyright Law, 43 University of Miami Law Review 233 (1988) for an overview
of U.S. fair use law.

At the time Galoob was decided, many courts had taken very literally some
dicta in the U.S. Supreme Court decision in Sony Corp. of America v. Universal
City Studios, 464 U.S. 417 (1984) to the effect that commercial purposes should
be presumed to be unfair. Id. at 449. Nintendo had tried to argue that Galoob’s
Purposes were commercial enough to give rise to the Sony presumption of
unfairness and also that unproductive uses were being made of its work.
Nintendo argued that both factors weighed against fair use. 780 F Supp at
1293, n6. This was rejected by the court for the obvious reason that Sony had
also had a commercial purpose in distributing the Betamax machine, yet the
court focused its fair use analysis on the purposes of allegedly underlying
Infringers, not the provider of equipment to such consumers. 964 F2d at 970.
Galoob, 780 F Supp at 1293, 964 F2d at 970. The Supreme Court’s Sony decision
had regarded private noncommerical copying of copyrighted works as pre-
Sumptively fair. See Sony, 464 U.S. at 449. Canadian courts have expressed
doubts whether such private copying would be fair dealing under Canadian
Copyright law. See, e.g., Tom Hopkins Int'l, Inc. v. Wall & Redecop Realty Ltd., 5
W.W.R. 555 (B.C. 1984), aff'd 20 D.L.R.(4th) 407 (B.C.C.A. 1985).

C,;“IOOb, 964 F2d at 970. Insofar as Nintendo’s claim was that it had not pub-
lished derivative works that provided the same play as the Game Genie pro-
d‘fced, its argument was misplaced. The question was whether the games that
Nintendo had distributed in the market were published or unpublished.
~ecause Nintendo had published millions of copies of its games to anyone will-
Ing to pay the purchase price, the work could not be considered unpublished.
By arguing that the versions of its games produced by use of the Game Genie
were unpublished works, Nintendo had hoped to invoke Harper & Row'’s virtu
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al presumption against fair use in cases involving unpublished works. .Id at
970-71. The court also observed that the logic of Nintendo’s argument would
virtually eliminate fair use defenses for subsequently created works. 964 F2d at
970-71.

Id at 972.

Galoob, 780 F Supp at 1293. Nintendo’s argument concerning the substantiality
factor cannot be discerned from the published opinions. Its argument may
have been that Galoob's use of the Nintendo games should be regarded as
qualitatively substantial because it affected the play of so many different
Nintendo games and because the alterations affected key aspects of the play
and important characters in the games.

Id.; 964 F2d at 971.

Galoob, 964 F.2d at 971-2. See generally David Sheff, Game Over: How Nintendo
Zapped An American Industry, Captured Your Dollars, And Enslaved Your Children
(1993) (detailing the early collapse of the videogame market and how Nintendo
revived it through restrictive licensing and other quality control procedures)
Galoob, 964 F.2d at 971-72. The fourth fair use factor is concerned not simply
with present harms to present markets, but “the effect of the use upon the
potential market for or value of the work.” 17 U.S.C. §107(4) (1988).

Galoob, 780 F. Supp. at 1291.

Id.

Galoob, id. at 1294. See also 964 F2d at 971-72.

Galoob, 780 F. Supp. at 1291.

See supra.

Clickart is a software company that produces clip art products for a number of
different types of uses (business, sports, holiday, etc.). A student might, for
instance, clip an image of a tractor from a clip art program for use in a school
report. An adult might clip a picture of someone blowing a trumpet to indicate
that she was about to make an announcement during a slide presentation for
clients of her employer.

See generally, Vaver, supra, at CAN 106.

U.S. decisions sometimes speak of fair uses as uses that reasonable copyright
owners would consent to. See Harper & Row Publishers, Inc. v. Nation
Enterprises, 471 U.S. 539 (1985). Some U.S. commentators have suggested use of
an implied license theory for consumer digital manipulations. See, e.g.,
Richard H. Stern, The Game Genie Case: Copyright in Derivative Works Versus
Users’ Rights, 3 Entertainment Law Review 104, 107 (1992).

See, e.g., Patricia J. Pane, “CSC Countersues SPC Over Clip Art; CSC Claims
Copyright Infringements by Harvard Graphics Programs,” Infoworld p.8
(6/18/90).

For a paper discussing this system, see Stuart Smith, R. Daniel Bergeron, &
Georges G. Grinstein, “Stereophonic and Surface Sound Generation For
Exploratory Data Analysis,” PROCEEDINGS OF ACM CONFERENCE ON
COMPUTER HUMAN INTERACTION 125 (1990).

Another example of the use of electronic information tools to aid in the inter-
pretation of data was demonstrated in the movie “Rising Sun.” In this movie,
the L.A. police authorized a computer analyst to make copies of a Japanese
company’s security videotape to try to reconstruct the contents of the original
tape on which a murder wasrecorded. (The original tape had been doctored
to edit out the murder and the identity of the murderer.) Had this been a real
case, one might ask whether the LAPD would have to worry about copyright
liability for this kind of investigative activity. They were, after all, making
copies of an arguably original audiovisual work in order to prepare a deriva-

Digital Technology and Copyright




7

]

©

tive work of a derivative work which they intended to be a recreation of the
original work. For none of these intermediate or the final reconstructed copy
had they gotten the company’s permission, and indeed, had they asked for per-
Mission, it would likely have been denied. Yet digital manipulation of a copy-
righted work may sometimes be necessary in law enforcement contexts.
In a previous article, I have discussed how copyright law might deal with com-
puter-generated works. See Pamela Samuelson, Allocating Ownership Rights
In Computer-Generated Works, 47 University of Pittsburgh Law Review 1185
(1986). It is worth pointing out that computer-generated works are an example
of one class of work (namely a program) being digitally processed to produce a
Second class of work (a song or a picture, for example). As challenging as com-
puter-generated works are when the work generated is a class of work that is
Protectable by copyright law as long as the originality requirement is met, it is
more difficult when the work generated by the program is not copyrightable
(e'-g., the chip produced by a silicon compiler). A relatively new set of tech-
Miques, known as stereolithography, permit computer-aided design of
Mmachines, machine parts, and/or tools. It begins with computer graphics
Models of these items. Simulations can then be done to test their performance.
Adjustments to the design can then be made to improve performance, and
another simulation done of the adjusted design. Once the model achieves a sat-
lsfactory performance in the simulation, the computer can then generate the
mold or machine tooling necessary to produce actual instances of the machine,
Machine part, or tool. This technique reduces significantly the research and
development costs involved in manufacturing machine parts. See description
Of session entitled “Real Virtuality: StereoLithography — Rapid Prototyping in
3-D,” Proceedings Of ACM Conference On Computer Graphics (Siggraph '93) 377-
78(1993) (cited hereinafter as Siggraph Proceedings). See also Reichman, supra
Note 44.
A friend of mine once built a laser system that would accept signals generated
When a sound recording was being played as input. It would process this input
to emit as output patterns of light that could be dynamically displayed ona
White wall. Was the pattern of light a derivative work of the copyrighted
Sound recording? This question is of more than academic interest. A company
Called 3DO has released a multimedia product this fall which, among other
things, produces visual displays of sound recordings. Galoob may make it safe
for 3DO to market products embodying this particular feature.

is characteristic of works in the digital medium may in the long run have
Profound implications for copyright’s classification scheme.

+ €.g., Brian Cabral, “Imaging Vector Fields Using Line Integral
Convolution,” iggraph Proceedings, supra, at 263.
Any copy of the data compilation made during the processing of the data by
Means of the visualization software would be an intermediate copy of a similar
SOrt to that made in Sega, and a necessary step in doing the visualization. Asto
the question whether the visualization would be a derivative work of a data
Compilation that satisfied the originality requirement, this raises some of the
Same quandaries as occurred in Galoob. One could argue that since Feist tells us
tl}at facts are not protectable by copyright, the visualization is a noninfringing
different expression of the data, rather than as a reproduction or derivative
work of the data compilation. :
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The previous note has presented the argument that the visualization should not
be considered an unauthorized derivative work. Even if it was, principles of
fair use would apply, for the use would be for noncommercial research purpos-
es, the nature of the work would be factual for which the scope of fair use is
generally broad, and little or no harm to a commercial market would exist.
Still, once the data visualization is published, it goes from the realm of ordinary
use to the realm of competitive fair use.

Digital sampling of sound recordings is one example of potentially competitive
uses of electronic information tools to repurpose digital material that may be
copyright infringement. See, e.g., Sheila Rule, “Record Companies Are
Challenging ‘Sampling’ in Rap,” New York Times, p. B1, col. 5 (4/21/92). See
also Molly Mcgraw, Sound Sampling Protection and Infringement in Today’s
Music Industry, 4 High Technology Law Journal 147 (1989).

See Section 27(2)(a.1) of the Canadian Copyright Act.

Many software tools exist for doing reformatting of this sort. Software Bridge
is one such product. It is becoming increasingly common for firms to process
digital forms of documents so that the logical structure of the document can be
“tagged” in a way that permits searches in terms of tagged elements or their
attribute values. See, e.g., Haviland Wright, “SGML Frees Information,” BYTE
(June 1992).

For example, a law firm that is litigating a complex case involving lots of docu-
ments obtained from the opponents’ files might need to convert electronic ver-
sions of the documents to a format their computer could read, or they might
want to “tag” the documents in a way that would aid their use of the docu-
ments in preparation for trial. Most if not all of the opponents’ documents
would likely meet the copyright originality standard. Yet, it would be absurd
to say that acts of copying, incidental to the use of the documents in litigation,
would be infringing of copyrights in the documents.

See supra and accompanying text.

An issue of a widely read computing professionals’ magazine,
Communications of the ACM, was devoted to information filtering technolo-
gies. See articles in 35 Comm. Acm 26-84 (December 1992). .

See, e.g., Paul Saffo, “The Electronic Future Is Upon Us,” New York Times , Sec.
3,p. 13, c0l.2(6/7/92).

When information filters allow consumers to tailor what they receive from a
publisher, it becomes a nice question what the “work of authorship” is for
copyright purposes, for there may no longer be one work that the consuming
public will experience. For an excellent discussion of the impact that print
technologies had on the social production of knowledge and information prod-
ucts arising from the fact that everyone who got a copy of a book saw the same
thing, see Elizabeth Eisenstein, The Printing Press As An Agent Of Change (198-).
Publishers can be expected to be particularly concerned about the potential
harms to their market if users are permitted to construct filters that omit all
advertisements from the electronic material, for although ads in print newspa-
pers can be ignored by readers, ads cannot be systematically omitted from the
version delivered to the consumer’s front porch every morning. The San Jose
Mercury News is among the newspapers that have begun to experiment with
electronic delivery of their information products.

Gryphon Software’s “Morph”- product is an example of this. I have seen the
product of another electronic information tool that can be used to alter text so

that it conforms to a particular dialect of speech (DOD-speak, for example, or
Southern lingo).
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Xaos Tools’ “Pandemonium” product can be used for texture alterations.
Adobe’s Photoshop is one of many products that can be used for this purpose.
This technique was recently demonstrated in the movie “Rising Sun” to
demonstrate to a police officer that photographs and videotape can no longer
be completely trusted as evidence because of the ease with which digital
Mmanipulations can be made of them. See also Tomlinson, supra.
One tool I have seen in action is one that will convert standard American
English text to a heavy Southern dialect.
In the aftermath of Sony, it became apparent that copyright owners would not
be able to use copyright law to control distribution of other reprography tech-
nologies, such as digital audio tape (DAT) recording machines, because they
could be used to make unauthorized copies of sound recordings. DAT
machines were particularly threatening to the recording industry because, in
undoctored form, they can be used to make perfect copies instead of degraded
c!uality copies characteristic of other tape recording devices. A lengthy legisla-
tive battle ensued in which the recording industry fought for a variety of tech-
Nical restrictions on the copying that DAT machines could do. The ultimate
Outcome of this controversy was to permit DAT machines to be sold but only if
they contained a mechanism that prevents perfect copies from being made
f1"0m the first digital copy made with the aid of the DAT machine. For a discus-
Sion of this history, see, e.g., Michael Plumleigh, Comment, Digital Audio Tape:
New Fuel Stokes The Smoldering Home Taping Fire, 37 UCLA Law Review 733,
761-67 (1990).
Carmerica, 34 C.PR. 3d 193. Moral rights of authors may limit use of these tools
In Canada more than would be true in the United States.
See Pamela Samuelson, Some New Kinds of Authorship Made Possible By
Computers and Some Intellectual Property Questions It Raises, 53 University of
Pittsburgh Law Review 685 (1992) and Pamela Samuelson and Robert J. Glushko,
Intellectual Property Rights in Digital Library and Hypertext Publishing
Systems, 6 Harvard Journal of Law & Technology 237 (1993).
Se? generally, Proceedings Of ACM Conference On Hypertext (1987).

1s resembles a print article consisting of a set of suggestions that its readers
should start at the first paragraph on page 50 of a particular book or article and
read until the last paragraph on page 56, then go to another book or article and
read from the top of page 17 to the end of chapter 2, etc. What is, of course, dif-
ferent about the hypertext link document is that a user of it, in contrast to the
reader of the print article, can follow the links automatically, rather than having
t0 do the extra work of getting the books and articles and reading them as des-
'gnated. Also, the link document author may want compensation for anyone
Who traverses his or her links whereas the print bibliographer has no such
€xpectations.

€ of the interesting things about hypertexts is that users of them can move
beyond the passive roles they have had as readers of printed texts to become
authors themselves through the construction of links. See generally Theodor
H. Nelson, Literary Machines 93.1 (1993).

N example may help illustrate the point. Imagine for a moment that a major
legal publisher began commercially distributing a CD-ROM disk containing the
COpyright statute and all (or virtually all) of the nation’s copyright decisions.

1S publisher might also offer for sale on a separate disk an electronic case-

ok, consisting largely of a set of links to portions of that CD-ROM, as well as
SOme commentary on the statute and decisions, that had been prepared by a
Opyright professor under contract to the publisher. Now suppose that another
Opyright professor wanted to prepare an electronic casebook that would inter-
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operate with the CD-ROM case compilation. The Nintendo decisions may help
to answer the question whether the second casebook author would have to get
the publisher’s permission to prepare a competing casebook.

More than two decades ago, U.S. copyright scholars noted the dangerous
potential for very broad interpretations of the derivative work right arising
from new technologies. See panel discussion between Ralph S. Brown, Jr.,
Benjamin Kaplan, Dan Lacy, and Caryl Haskins, “Property Rights Under the
New Technology,” reprinted in Computers, Communications And The Public
Interest 189, 205, 210 (Martin Greenberger, ed. 1971). See also Ralph S. Brown,
Jr., The Widening Gyre: Are Derivative Works Getting Out of Hand?, 3 Cardozo
Arts & Entertainment Law Journal 1 (1984). Galoob was a case in which deriva-
tive work rights could have been dramatically expanded, but the Ninth Circuit
chose not to do so.

The tricky question here is: which of the exclusive rights set forth in section 106
would be violated by a user who traverses the links that a previous user had
constructed. It is worth noting that the reader of a printed article who followed
the research path set forth in it would not infringe any copyright interest of the
article’s author because use of the article would not involve reproduction of it.
Recall that the Ninth Circuit favored fair use in Galoob in part because the
Game Genie could be used only in conjunction with Nintendo games for which
consumers had already paid. Galoob, 965 F2d at 967-69. See supra and accompa-
nying text.

That is, the link document would contain information about the starting and
ending points from the document to be visited.

See also New York Times Co. v Roxbury Data Interface, Inc., 434 F Supp 217 (D N]
1977) (preparing index to aid use of New York Times’ annual index was fair use
in part because it didn’t supplant use of the Times’ indices).

See, e.g., William T. Lake et al., Tampering With Fundamentals: A Critique of
Proposed Changes in EC Software Protection, 6 Computer Law. 1 (1989).

See, e.g., Allen R. Grogan, Decompilation and Disassembly: Undoing Software
Protection, 1 Computer Law. 1 (1984).

Computer Associates International, Inc. v. Altai, Inc., 972 F.2d 673 (2d Cir. 1992);
Sega Enterprises, Ltd. v. Accolade, Inc., 977 F.2d 1510 (9th Cir. 1992); Atari Games
Corp. v. Nintendo of America, Inc., 975 F.2d 832 (Fed. Cir. 1992). Altai speaks of
the interfaces of existing programs as significantly constraining the design deci-
sions of subsequent programmers. Sega speaks of interfaces as establishing the
functional requirements for achieving interoperability.

Pamela Samuelson et al., A Manifesto Concerning the Legal Protection of
Computer Programs, 94 Columbia Law Review 2308, 2321 (1994).

" Id. at§2.2.3.

" See, e.g., Systems informatises Solartronix v. College d'enseignement general et profes-
sionel de Jonquiere, 38 C.P.R. (3) 143 (Que. S.C. 1990) and Delrina Corp. v. Triolet
Systems, Inc., 47 C.P.R. (3d) 1 (Ont. 1993). Delrina cites the U.S. Computer
Associates v. Altai decision approvingly for the proposition that significant con-
straints on design decisions of software developers will limit the scope of copy-
right protection in such software. :

Council Directive 91/250 on the Legal Protection of Computer Programs, 1991
OJJ. (L 122) 42, Recitals, Art. 6. For an extensive treatment of the European soft-
ware directive, see Bridget Czarnota & Robert J. Hart, Legal Protection Of
Computer Programs In Europe: A Guide To The EC Directive (1991) and A Handbook
Of European Software Law (Michael Lehmann & Colin Tapper eds. 1993).

See generally, Vaver, supra, at CAN 105-06 and cases cited therein.
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977 F.2d 1510 (9th Cir. 1992). Portions of this section of the paper are adapted
from an earlier article. See Samuelson, Fair Use, supra.

Sega, 977 F.2d 1510.

Programs are generally written in human-readable source code form, and then
transformed by compiler or assembler programs into a machine-readable form,
generally referred to as object code. Programs are most often commercially dis-
tributed in object code form. However, object code can be re-converted into a
Trough approximation of the program source code through disassembly or
decompilation processes. See Sega, 977 F2d at 1514-15, n2. Decompilation and
disassembly of object code necessarily involves making copies of the program
code. For a concise history of the legal controversy over decompilation in the
U.S,, see Jessica Litman, Copyright and Information Policy, 55 Law &
Contemporary Problems 185, 196-201 (1992).

Sega did not, for example, argue that Accolade’s programs infringed because of
fhe interface information it had taken from Sega’s programs. Although Sega had
Initially claimed infringement based only on the copying done during the disas-
Sembly process, it belatedly raised a claim for infringement arising from copying
of a short sequence of code important in initialization of the program. The Ninth
Circuit addressed this “belated” claim in a footnote. The court ruled that repro-
duction of this short sequence of code was non-infringing, offering several ratio-
Nales for this ruling: that it was a fair use and/or because the code sequence was
too functional or short to be protectable by copyright. Sega, 977 F2d at 1524, n7.
The Ninth Circuit did not mention the merger doctrine.

e Computer & Business Equipment Manufacturers Association supported
Sega’s position in a brief amicus curiae submitted to the Ninth Circuit Court of
APPeals, which was also signed by Prof. Arthur Miller. Prof. Miller has recent-
ly published an article critical of the Ninth Circuit’s ruling in Sega. See Arthur
R. Miller, Copyright Protection For Computer Programs, Databases, and
Computer Generated Works: Is Anything New Since CONTU?, 106 Harvard
Law Review 977 (1993).

he trial court granted Sega’s request for an injunction not only against further
dlSassembly of Sega’s programs but also against Accolade’s distribution of
Bames embodying information derived from the disassembly process. See Sega,
785F Supp 1402. For a critique of Sega’s “fruit of the poisonous tree” argu-
Mment, see brief amicus curiae of the American Committee for Interoperable
Systems submitted to the Ninth Circuit Court of Appeals in Sega Enterprises
Ltd. v. Accolade, Inc. at 12-14 (citing authorities and reasons why this theory is
€IToneous). The prominent copyright scholar, Professor Paul Goldstein of
Stanford Law School, was a signatory to this brief.
Accolade raised three other defenses: that intermediate copying should be
€xcused because the final product sold on the market was noninfringing; that
d'ECOmpilation was always excusable in order to get access to functional ele-
ments that were unprotectable under 17 U.S.C. §102(b); and that 17 U.S.C. §117,
Which allows copying of computer programs to use them in a computer or to

ave a backup, could be construed to permit decompilation. The Ninth Circuit
Tejected all three of these defenses. Sega, 977 F.2d at 1518-20.
Sega, 977 F2d at 1522. See also Atari Games Corp v. Nintendo of America, Inc., 975
F2d 832 (Fed Cir 1992) (also ruling that decompilation in order to develop com-
Patible videogames would be fair use of a copyrighted program). The Ninth
Circuit opinion in Sega indicates that the Atari Games opinion “is consistent
n1 th with our analysis and with the result we reach.” Sega, 977 F2d at 1513-14,

Id. at 1522.23,
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There are at least three respects in which one might argue that programs such
as Sega’s games should be treated as unpublished works. For one thing, Sega
distributes only object code versions of their games, implicitly expressing there-
by an intention that the source code versions should be kept as trade secrets.
Because the goal of Accolade’s disassembly was to get access to the contents of
the unpublished source code version of the program that Sega keeps under lock
and key, it was aiming to create a copy of that unpublished source code (or an
equivalent to it). Secondly, any assembly-language version of Sega’s programs
is a copy of the program that Sega has not distributed, which arguably renders
it unpublished. Thirdly, many mass-marketed computer programs, such as
Sega’s games, are distributed with shrinkwrap licenses that announce limita-
tions on usage which arguably give the restricted use copy an unpublished sta-
tus. See Karen Pohala, Note, The Protection of Computer Software Through
Shrink-Wrap License Agreements, 42 Wash & Lee Law Review 1347, 1379-80
(1985) (arguing that shrinkwrap restrictions give rise to a “limited publication”
of object code which renders it an unpublished work). But see Richard H.
Stern, Shrink-Wrap Licenses of Mass-Marketed Software: Enforceable
Contracts or Whistling In the Dark?, 11 Rutgers Computer & Technology Law
Journal 51 (1985) and David A Rice, Licensing the Use of Computer Program
Copies and the Copyright Act First Sale Doctrine, 30 JURIM ] 157 (1990) (critical
of this view).

Harper & Row, 471 US at 553-55.

Id at 1526, n9, citing to Galoob, 964 F2d at 970, discussed supra and accompany-
ing text.

Id at 1524-25. The court traced the rule that copyright protection for works
with “strong functional components” is narrower than for works of fiction to
the Supreme Court’s decision in Baker v Selden, 101 U.S. 99 (1879). See also 2
Paul Goldstein, Copyright: Principles, Law & Practice §8.5 (1989) and ].H.
Reichman, Goldstein on Copyright Law: A Realist’s Approach To a
Technological Age, 43 Standard Law Review 943, 970-76 (1991) (discussing
Goldstein’s interpretation of copyright law as applied to functional works,
including computer programs, and reasons for regarding copyright protection
for such works as “thin”).

“The unprotected aspects of most functional works are readily accessible to the
human eye... Computer programs, however, are typically distributed for public
use in object code form, embedded in a silicon chip or on a floppy disk. For
that reason, humans cannot gain access to the unprotected ideas and functional
concepts contained in object code without disassembling that code—i.e., mak-
ing copies.” Id at 1525.

A group of copyright law professors submitted an amicus brief in the Sega case
that strongly emphasized the utilitarian nature of software as a factor favoring
fair use. See Brief Amicus Curiae of Eleven Copyright Law Professors in Sega
Enterprises, Ltd v. Accolade, Inc., 33 Jurimetrics Journal 147, 151-59 (1992) (cited
hereinafter as “Law Professor Amicus Brief”). Signatories to the law professor
brief were: Ralph S. Brown, Yale Law School; Stephen L. Carter, Yale Law
School; Peter A. Jaszi, The American University; Dennis S. Karjala, Arizona
State University (principal author); David L. Lange, Duke University; Peter S.
Menell; University of California at Berkeley; L. Ray Patterson, University of
Georgia; Leo J. Raskind, University of Minnesota; Jerome H. Reichman,
Vanderbilt Law School; David A. Rice, Rutgers Newhouse Center for Law &
Justice; and Pamela Samuelson, University of Pittsburgh. See also Last Frontier
Conference Report on Copyright Protection of Computer Software, 30 JURIM |
15 (1989) (reporting that ten intellectual property scholars had reached consen-
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sus that the kind of intermediate copying done in Sega should be regarded as
fair and noninfringing use of a copyrighted program at a conference sponsored
by the Arizona State University College of Law’s Center for Law, Science, and
Technology) . Signatories to this report were: Donald S. Chisum, University of
Washington; Rochelle Cooper Dreyfuss, New York University; Paul Goldstein,
Stanford University; Robert A. Gorman, University of Pennsylvania; Dennis S.
Karjala, Arizona State University; Edmund W. Kitch, University of Virginia;
Peter S. Menell, Georgetown University; Leo J. Raskind, University of
Minnesota; Jerome H. Reichman, Vanderbilt University; and Pamela
Samuelson, University of Pittsburgh.

Id. at 1526, citing 17 U.S.C. §102(b).

Id. See also Atari Games, 975 F.2d at 842,

f;ga, 977 F2d at 1527.

Ore plausible harm argument that seems not to have been made by Sgga was
t.hat Sega typically charges a fee for giving game developers access to informa-
tion about how to make games compatible with the Genesis console.
Accolade’s activities undermined this licensing system to some degree. .

e court pointed out that consumers typically buy many games for their Sega
machines, so that it was far from clear that Sega’s sales were affected by the
availability of Accolade games. The court emphasized that Accolade had
copied the Sega program to get access to compatibility information that was not
available in any other way, and to give Sega the remedy it sought would be to
defeat rather than enhance the ultimate purposes of copyright. Id. at 1523.

Id. at 1523-74. .

Supra and accompanying text. )
Julie Cohen, Reverse Engineering and the Rise of Electronic Vigilantism:
Intellectual Property Implications of “Lock-Out” Technologies, 68 So- California
Law Review (forthcoming 1995). '
For a more detailed discussion of these examples, see Samuelson, Fair Use,
suprar at 86’98.
Section 27 (2)(1) & (m), Canadian Copyright Act.

generally Vaver, supra, at CAN 96-97, 107.
Information Highway Report, supra, at 27-30. This Report suggests that
decryption be made a criminal offense. Id. at 30.
Green Paper, supra, at 125-30. .
Tl’_\e Green Paper proposes specific statutory language; the Information
Highway Report makes a more general recommendation. See Green Paper,
Supra, at 128-29; Information Highway Report, supra, at 30.
For further discussion of this issue, see, e.g., Pamela Samuelson, Will the
Copyright Office Be Obsolete in the Twenty-First Century?, 16 Cardozo Arts &
Entertainment Law Journal 657 (1994). :
The legitimacy of Accolade’s purpose in decompiling the Sega program was an
Important factor in the court’s decision that decompilation in that case was fair
Use. Sega, 977 F. Supp. at 1522-23.

» €.8., Campbell v. Acuff-Rose Music, Inc., 114 S.Ct. 1164 (1984).
Canadian Copyright Act, §§27(2)(e), 28.

»€.8., Vaver, supra, at §8 [3] [d]. )
I“1.’0rmation Highway Report, supra note 4, at 8 (explicitly rejecting the idea of
Sui generis legislation for multimedia works).
Id.at51.53,

» ©.8., Vaver, supra, at CAN 13-14 (discussing this issue).
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'®  See Amended Proposal for a Council Directive on the Legal Protection of

Databases, 1993 O.]. (C 308) (1993) (cited hereinafter as “Proposed Directive”).
™ Id., Art. 2-5,7,-9.
® Id., Art. 6, 10-13.
% Id., Art. 6, 12. In recognition of the need for users of databases to be assured of
their right to make reasonable uses of databases, the proposed EC database
directive would give users of unoriginal databases the right to take insubstan-
tial parts of the database’s contents and reuse them in other works. Id., Art. 8.
This provision is notable, in part, because most European countries do not have
general fair use or fair dealing provisions in their copyright laws. The fair
extraction right is, thus, an innovation in the intellectual property framework.
It is in the Recitals portion of the Proposed Directive that the economic purpose
of the Directive is discussed at length. Id., Recitals.
See, e.g., Feist Publications, Inc. v. Rural Telephone Service, Inc., 499 U S. 340 (1991).
See, e.g., Manifesto, supra, at 2337, n.94.
Proposed Directive, supra, at Art. 13.
The World Intellectual Property Organization actively discourages reciprocity
provisions in national intellectual property legislation. See, e.g., Steven].
Metalitz, The Database Directive and the EC’s “Direction” on Copyright: Some
Reflections, 4 Fordham Intell. Prop. Media & Entertainment Law Journal 33, 37-38
(1993).
Report of Seth Greenstein on WIPO Experts Meeting, December 1994,
See, e.g., Pamela Samuelson, Allocating Rights in Computer-Generated Works,
47 University of Pittsburgh Law Review 1185 (1986).
For examples, see Office Of Technology Assessment, U.S. Congress, Intellectual
Property Rights In An Age Of Electronics And Information (1986).
See Christopher Millard, Advanced Computer Systems and Their Output,
Proceedings Of Softic Third International Symposium On The Legal Protection Of
Computer Software 439-444 (1991).
See, e.g., Gerald Dworkin, Copynght Patent, and/or Sui Generis: What Regime
Best Suits Computer Programs?, in International Intellectual Property Law And
Policy (Hugh Hanson, ed., forthcoming 1995). A
¥ 449 U.S. 340 (1991).
Not all commentators agree with this assessment, however. See, e.g., Miller,
supra.
Manifesto, supra.
" Canadian Copyright Act, § 22.
Manifesto, supra, at §1.1.1.
7 Id.at§1.1.2.
? Id.at§2.1.2.
" Id.at§2.2.1.
" Id.at§2.2.2.
7 Id.at§2.2.3.
See, e.g., Lotus Development Corporation v. Paperback Software International Inc.,
740 E Supp. 37 (D. Mass. 1990).
™ Id.at§2.3.1.
" Id. at §§4-5.
See, e.g., Information Highway Report, supra note 3, and Green Paper, supra
note 3.
See, e.g., Barlow, supra note 2.
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Esther Dyson, George Gilder, George Keyworth, and Alvin Toffler, Cyberspace
and the American Dream: A Magna Carta for the Knowledge Age, Release 1.2
(Aug. 22,1994). This document is available at the Progress & Freedom
Foundation server on the Internet.

Barlow, supra note 2, at 85.

See supra note 2.

e next few paragraphs of this report are adapted from an earlier work by the
author entitled Copyright, Digital Data, and Fair Use in Digital Networked
Environments. This work will be a chapter in a forthcoming book on the
Electronic Superhighway published by Kluwer Press. The papers in this book
;‘;ﬁ;re Presented at a conference sponsored by the University of Montreal in May

4,

See, e.g., Samuelson, Digital Media, supra. '

In April 1993 the Coalition for Networked Information, the Interactive
Multimedia Association, the John F. Kennedy School of Government of
Harvard, and the Massachusetts Institute of Technology jointly sponsox_'ed a
Workshop on research initiatives of this sort. See Proceedings, Te{:hno{ogtcal
Strategies for Protecting Intellectual Property in the Networked Multimedia
Environment (Jan. 1994) (cited as IMA Proceedings) ‘

See, e.g,, Gary N. Griswold, IMA Proceedings, supra, at 169-178 and Marvin A.
Sirbu, Internet Billing Service Design and Prototype Implementation, IMA
Proceedings, supra, at 67-80.

See, e.g,, Kineo Matsui & Kiyoshi Tanaka, Video-Steganography: How to
Secretly Embed a Signature in a Picture, IMA Proceedings, supra, at 187-296.
See, e.g., Henry J. Perritt, Jr., Permission Headers and Contract Law, IMA
I’l'oceedings, supra, at 27-48.
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Digital Technology and
Copyright: Can Moral Rights
Survive the Disappearance of

the Hard Copy?

Ysolde Gendreau

COpyright thrives on new technologies*. It is a technology that is at
€ origin of copyright — the printing press — and the occurrence of
New technologies has led to the expansion both of categories of works
at are protected by copyright and of the uses that give rise to the
eXercise of copyright. Photographs, films, sound recordings, and
‘Omputer programs, to name a few, have been added to the list of
Protected works! while radio, television, the photocopier, and satel-
lites have increased the potential value of works because they enable
€ authors of these works to reach a greater audience. Each time a
DeW type of work, or a new mode of disseminating works has come
Up, the underlying forces of copyright have had to be reconsidered.
hile some of these issues have still not been fully resolved, a new
Challenge has come to the fore and, seemingly, eclipsed all others:
digita] technology.

The issues that must be discussed with respect to digital technology
Shcompass all aspects of copyright. It would be foolhardy to attempt
0 address them all here, but it would be interesting to set off against

¢ach other two notions that are each closely associated with one of
€ two schools of thinking in copyright law. The first is the concept
of fixation, which has been afforded much importance by the coun-
tries that belong to the copyright tradition. The second is the notion
Ot mora] rights, a notion that has acquired much prominence in coun-
ties that share the continental approach to copyright. Of course, the
2lm of the exercise is not to determine some sort of superiority of
Slther system, but rather to see if it is possible for one system to bor-
TOW from the other, and vice versa, to arrive at a solution that would
acceptable to both, in light of the adjustment that digital technolo-

Y may require.

\

© Ysolde Gendreau, 1995
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1 Fixation

Digital technology involves the disappearance of the tangible copy of
works as the primary medium of their existence. Its increasing
importance means that the notion of fixation must be revisited.
However, this reappraisal is a process through which many countries
have already been and, in some cases, it has led to the forsaking of
that criterion as a prerequisite for copyright protection. Because there
is no unanimity on the issue, the Berne Convention states that “it
shall... be a matter for legislation in the countries of the Union to pre-
scribe that works in general or any specified categories of works shall
not be protected unless they have been fixed in some material form.”?
Yet in countries where the fixation of works is required for their pro-
tection, the concept has evolved to take into consideration the differ-
ent means that have become available to fix the works. The impact of

digital technology on the criterion of fixation may be the final step in
this evolution.

a. Evolution of the Criterion of Fixation

It is only fitting that the notion of fixation has acquired new mean-
ings as technology has produced new methods to incorporate a work
in tangible supports. Because the occurrence of new forms of works
may call for new media, this evolution is inevitable. The legislations
of some countries that still require the fixation of works as a prerequi-
site for their protection are better equipped than others to deal with
this phenomenon. The state of the law in Canada appears uncertain
for the moment and, for this reason, may lend itself more easily to the
changes that digital technology requires.

In the beginning, of course, fixation could only be equated to the
printing process: the Statute of Anne of 1709 had been designed for
the copyright protection of printed materials, whether literary or
musical works. With the extension of copyright protection to artistic
works, the notion of fixation could take on the meaning of an embod-
iment of the work that is perceived by the eye. Indeed, the current

- British and Canadian copyright legislation does not mention the fixa-
tion of these works,* since it is of the essence of these works that their
traditional manifestations take on a concrete physical shape.
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The category of dramatic works poses a more difficult question
because these works are meant to be shown to the public by means of
Performances. It encompasses plays, cinematographic works, chore-
Ographic works, and pantomimes. While the first two types of these
Works can be associated with either a literary work (the manuscript),
Or an artistic work (a series of photographs), the existence of the last
two cannot really be traced back to a material origin in the same man-
Ner. Their particular nature explains why legislators will sometimes
Specifically require that they must be fixed to be protected.’

Two inventions upset the traditional understanding of fixation. The
first one is the sound recording. As the name implies, sound record-
INgs record sounds and can therefore be used to record musical
Works. However, even though a musical composition can thus take
On a physical form, the work itself cannot be seen in the same manner
3$ a musical score. Until the coming into force of the Copyright Act of

76 in the United States, a sound recording did not constitute a
PToper fixation of a musical work because it was necessary to resort
to some mechanical means to have access to the work.®

;l:hle second invention is the computer program. With its series of

0”s and “1”s, the computer program pushes-even further the .
abstract character of the fixation of a work in a physical emboshment.
Yet judicial interpretation and legislative drafting have proclaimed

e fixed nature of a computer program when it is in object code. In
Some Countries, a special provision is required,’ while in others the
8eneral statement on fixation is sufficient to cover the case.” A broad-
ly defined fixation requirement, like the one of the U.S. legislation,

S enabled courts to conclude that storage in the RAM memory ofa
Computer satisfies the requirement, even though it means that the
Work disappears when the computer is turned off.’

These Jates developments suggest how artificial a fixation require-
Nt can become nowadays. The state of Canadian law with respect
to fixation is unclear now since the enactment of the Copyright
Ame”dment Act of 1993, which modified the definition of musical
Works so as to remove the necessity of a graphic fixation’. The
Anadian Copyright Act does not contain a provision on the fixation
Ot works that has a general scope such as the ones that are found in
e U.S. or British legislation. On the contrary, it even states that
very original literary, dramatic, musical and artistic work includes
Svery original production in the literary, scientific or artistic domain,
\atever may be the mode or form of its expression,”” the latter
SIng the traditional formula that is used to denote the absence of a
Xation requirement. Before either the courts or the legislator desper-

Ately seek to cling to the notion of fixation as a prerequisite for copy-
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right protection, they would do well to consider the impact of digital
technology on it.

b. Impact of Digital Technology on Fixation

Multimedia flies in the face of fixation. To each category of works has
“corresponded more or less traditional forms of physical support and
their derivatives: literary works imply the use of pen and paper; artis-
tic works are made up of colour, canvas, clay, film, and so on; musical
works are perceived thanks to scores or sound recordings; dramatic
works are noted down on paper or on tape. With the multimedia
phenomenon, these standard associations between the type of work
and its tangible manifestation are no longer as categorical as they
used to be. Almost all works can be reduced to the same “physical”
format, thatis, a series of “0”s and “1”s that embody literary, artistic,
musical, and dramatic works interchangeably.

The judicial interpretation that says that storage of a work in the
RAM memory of a computer is sufficient to satisfy the fixation
requirement of the U.S. copyright legislation has paved the way for
multimedia creation. It is submitted that the statement on fixation in
the Canadian Admiral decision — a work “must be expressed to some
extent at least in some material form, capable of identification and
having a more or less permanent endurance,”” which has been the
foundation of the fixation doctrine in Canada, has the potential to
warrant the same interpretation. It is also submitted that, when a
concept like that of fixation can be given such a meaning, it has lost
its relevance as a determining factor in copyright protection. Itis
therefore time to abandon such a dogma, especially when multime-
dia creation is looming on the horizon. In many countries, there is no
fixation requirement and it has not prevented the system from oper-
ating in a satisfactory manner. By discarding this requirement, one
would remove an important philosophical roadblock that would
facilitate our grasp of the multimedia phenomenon.

Multimedia indeed highlights the importance of doing away with a
copy-oriented approach to copyright (which is precisely what the
notion of fixation perpetuates). Digital technology, which forms the
basis of multimedia creation, allows the blending of the different cat-
egories of works. It becomes increasingly irrelevant to classify works
as literary, artistic, musical or dramatic in order to determine their
existence because our understanding of these terms is closely linked
to the physical medium with which they have been associated.
Discussions on the classification of works according to these cate-
gories can easily appear quite idle, as the recent British decision in
Anacon Corp. Ltd. v. Environmental Research Technology Ltd. has
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Proved.” It will become more and more imperative that we think in
terms of the generic “oeuvres de I'esprit” rather than of distinct
Works belonging to tightly defined categories. This evolution would
also be in keeping with the fact that copyright law is being trans-
Planted in countries of varying cultures, where the notion of work
May be different from what was originally understood by the

Ounders of the Berne Convention.” It should be remembered, how-
€ver, that this change of thinking may be a by-product of the multi-
ITledia revolution in copyright countries, but it is nothing new in con-
tnental countries. :

Multimedia therefore forces us to conceptualise the notion of “work”
t0a greater degree. While this is a more demanding exercise, becagse
We can no longer rely on the safety nets that the traditional categories
have been providing, it is far from being a new one with respect to
“Opyright law. Copyright law has always sought to distinguish prop-
€Ity in the intellectual work from property in the physical object in
Which this work takes form. This distinction between the work and
flts Materialisation is clearly made in the U.S. definition of copies:

COpies are material objects... in which a work is fixed... and from
Which the work can be perceived, reproduced, or otherwise commu-
;cated.”™ In a similar vein, the French legislation states thaEt "’the
INcorporeal property defined by section L.111-1 [copyright] is inde-
Pendent of ownership of the material object.”® Again, there is there-
fore nothing inordinate about this demand that is made on us b}{
Multimedia creation. The application of the principle may be a little -
less obvious at first, but that should not be an impediment.

¥the Process of identifying the protected works is destined to

€come a fairly routine activity, some of the consequences of the lack
of traditional material supports are far more revolutionary because
Our understanding of many aspects of copyright is conditioned by

€ copy-oriented framework. Several notions that are now taken for
8ranted have to be reappraised. Many come to mind, but only one
WU be mentioned here: the qualifying factors. In order to determine
% awork js protected according to national law, one takes into con-
Slderation ejther the author’s nationality or the place of publication of

€ work. The ease with which a work can be modified thanks to
Multimedia means that at different stages of its evolution different
People can intervene who are not all necessarily of the same national-

f several works are thus created during this process, how shall

we identify which law is to govern it? The other connecting factor,

€ place of publication, brings out the issue of the lack of physical

edium even more clearly. Publication traditionally implies the exis-
tence of 5 material object that can be located in a determinate place.

D' N
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How can publication occur if the location of the work is a seamless
web of electrical impulses? Already, the current Canadian Copyright
Act precludes the act of communicating a work by telecommunica-
tion from constituting an act of publication. It may soon become
imperative to revise this position. These questions are but two of
many that must be tackled because of the disappearance of the hard
copy as the vehicle for determining whether or not a work is protect-
ed. They emphasise a need for an international consensus over the
problem, a consensus that can only be reached if, as a preliminary
measure, all parties agree to shed a copy-oriented approach to copy-
right. The first step in this process starts with the removal of the con-

cept of fixation as one of the criteria on which copyright protection
hinges.

As we broach this endeavour, it is important not to give in to a ten-
dency that may be starting to grow. A major portion of current talk
about the information highway is rather hostile to copyright. The
very term “information highway” sets the tone. “Most multimedia
products available today are based on intellectual property that either
comes from a single source or lies within the public domain.””
Intellectual property is therefore known to be an issue, but the prob-
lems are circumvented. It is easy to slip into a mode of thinking
where copyright is regarded as a thorn on the side that the multime-
dia phenomenon is meant to eradicate. Why, after all, should one
worry about copyright? Aren’t the works mere informational prod-
ucts with a cultural content? Why should some series of “0”s and
“1”s be allowed to move freely while others are not? Digitisation
threatens to trivialise works that are protected by copyright because

their intrinsic worth is no longer visible, thanks to an easily recognis-
able medium.

Some hostility towards the application of copyright law is based on
the cost that it entails. Current use of the information highway is
mainly free. An ever-growing number of users of this technology are
thus becoming used to the idea that there is no real cost associated
with its use. Copyright conflicts with these practices. Users can also
be even more hostile when they perceive that payment for the works
is actually payment to publishers, that is, to big corporate interests.
Already, much of the language of the debate around the information
highway pits users against publishers, rather than against authors.
Although this attitude may be regrettable, it is not really surprising in
a continent that has a fairly extensive practice of the work-for-hire
rule and of assignments of rights to publishers. However, any
decrease in the importance that is granted to authors undermines
much of the legitimacy of copyright. Without authors as its central
elements, copyright becomes a mere economic battle between two
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8roups of interests — publishers and users — that rests on little or no
1deological basis.™ It therefore becomes important to appreciate how
Copyright law has responded to the authors’ interests in such a man-
Ner as to further the public interest in copyright. It has done so, of
Course, by providing financial rewards to authors, but it has also
done so by protecting their personal interests.

2. Moral Rights

Mora] rights live in a rather hostile environment in Canada. Gr‘::mted,
Canada was the first copyright country to implement Article 6bis of
the Berne Convention in its copyright legislation; but that provision
Was fraught with difficulties for anyone who wanted to rely on it.”
Aile they helped to solve most of the problems that were associated
With jt, the changes that were introduced with Phase I of the copy-
Tight revision process continue to reflect the same attitude towards
Moral rights. In particular, the existence of a waiver provision®” —a
Waiver that need not be in writing — undermines the raison d’étre of
¢ € moral rights system. Canada’s position in this matter is far from
~€Ing singular, since it is in line with those of other countries belong-
Ing to the copyright tradition. Indeed, one can look to the United
ates for an example of a country that is almost allergic to moral
Nghts: itg opposition to Article 6 bis of the Berne Convention in tl}e
SATT/WTO Agreement and its special status regarding the applica-
ton of that provision in the NAFTA agreement are recent indications

at it is increasingly open about its refusal to make room for this
Concept.

The €ver-growing internationalisation of copyright makes it impera-
tive that the polarisation that characterises this debate come to an
. d One cannot deny that multimedia, with its potential for interac-
uv‘t}’, poses a formidable challenge to moral rights. If it is not met,
ggd Moral rights are eliminated, the ensuing loss may be in_flicted on
t?‘ the losers and the winners. The supporters of a copyright
l'eg.lme without moral rights may actually be denying an aspect of.
thelr Own history when they fight moral rights so ada!mantly, and in
€ Process, they sap much of the legitimacy of copyright law. Tl}e
Olution of moral rights has taken on different forms in the conti-
Nental anq copyright traditions, but the impact of digital technology
N mora] rights requires a solution that is acceptable by both sides.
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a. Evolution of Moral Rights

Even when they are introduced in copyright countries, moral rights
continue to be regarded as an outgrowth of the civil law authors’
rights system. The history of moral rights is thus considered to have
shaped continental authors’ rights while the copyright system was
seen as being immune to the philosophy of moral rights until interna-
tional pressure succeeded in forcing that system to come to terms
with it. Yet, it is not because the copyright system has not articulated
the authors’ concerns as methodically as the civil law school of think-
ing that authors’ interests are absent from the copyright tradition.

The doctrine of moral rights, as it is understood today;, finds its roots
in nineteenth-century continental Europe. German philosophy,
German and French doctrine, and French case law produced a con-
cept that exalts the author’s personality.” This gradual process has
led to a statutory recognition in both countries in the beginning of the
second half of the twentieth century: the French Law of 11 March
1957 consecrated a double-barrelled copyright, where moral rights
are given priority over the author’s economic prerogatives. The 1965
copyright legislation provided the basis for the monist theory of
copyright in Germany, where the author’s personal rights determine
the essence of the right as a whole. The moral rights doctrine is thus
a latecomer in the development of copyright, witness the absence of
moral rights in the original 1886 text of the Berne Convention and the
insertion of Article 6bis in 1928 only.

The nineteenth-century origins of moral rights lend them to being
derided as an impractical romantic phenomenon that has outgrown
its use in our modern end of the millennium. When countries like
Canada, the United Kingdom, the United States with its Visual Artists
Rights Act of 1990, and soon Australia, adopt moral rights provisions,
their act is often perceived as the sign of a victory of the moral rights
(read: civil law) faction over the copyright tradition through the influ-
ence of an increasingly stale Berne Convention. The presence of
moral rights in these statutes therefore shows all the signs of being an
imported commodity. If one takes the Canadian Copyright Act as an
example, one can easily perceive that moral rights are not integrated
in the concept of copyright as they are in civil law countries. The def-
inition of the term “copyright” in that Act refers only to the economic
dimension of copyright and, throughout the legislation, the use of the
terms “copyright” and “moral rights” clearly refers to two very dis-
tinct notions that operate almost independently of each other.” In
contrast, the French Code de la propriété intellectuelle states that

copyright “is made up of intellectual and moral components as well
as economic elements.”*
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I‘,‘steéld of moving towards a polarisation of the debate over moral
rights, the first question to ask is whether the author’s personal inter-
€sts have always been foreign to the copyright tradition. To answer
this question, it is necessary to look beyond a formally defined theory
of Moral rights since, admittedly, such a notion has not been the
Object of any general conceptualisation. The origins of copyright law
In England are particularly informative in this respect. The Statute of

Ueen Anne played a decisive role in removing control over books
from the publishers to the authors. While, since 1642, publishers
Needed the author’s consent to print a book and to use his name,
authors did not play an active role in the commercialisation of their

O0ks: the sale of their manuscripts for, generally, a lump sum meant
the end of their control over their productions. Until the adoption of
the Statute of Queen Anne,

authors complained, but by all accounts were more concerned
With what are now called moral rights..., objecting to publication
Without consent, false attribution of authorship and modifications
to the text which were harmful to their reputation. Wittenberg
8ives a number of examples of such complaints from English
authors, including the following heartfelt attack by one George
Wither, an English author, in 1625: :

For many of our moderne booksellers are but needless excre-
ments, or rather vermine, ...yea, since they take upon them to
Publish bookes contrived, altered and mangled at their own
Pleasures, without consent of the writers, and to change the
name sometymes, both of booke and author (after they have
been ymprinted).*

The battle between the booksellers, who wanted their monopoly to be
ntinued with a renewal of the Licensing Act, was brought to an end
With the Statute of Queen Anne, not by the reinstatement of their
Tonopoly, but by its elimination, thanks to the new function that
SUthors were made to fulfil in the dissemination of their works.

~n fact it was parliament that first introduced the author into the
“Opyright struggle.”* While it may be that the purpose of this move

Was not so much to create an author’s capyright as to prevent the
tpfrpetuation of the London booksellers’ monopolistic control of all
. € Most valuable old copyrights,”* the effect of the legislation was to
prower authors. The pivotal role in the dissemination of the works
re l'to the authors because of their personal interests in the process,
I;ther than to the purely economic interests of their publishers.

deed, the London publishers fought hard against this change of
I?Iaradigm, but they definitively lost their case in the decision of the

OUse of Lords in Donaldson v. Beckett. Parliament had thus killed
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two birds with one stone: it had broken a powerful monopoly that
was not serving the public interest by catering to the demands of
authors, which reflected a growing belief that one should own, i.e.,
control, what one has created.” The very foundation of copyright is

that it is in the public interest to promote the authors’ personal inter-
ests.

Naturally, this promotion must be effected in a judicious manner,
which is what the entire copyright scheme seeks to achieve. In the
British tradition, the authors’ personal interests were mostly promot-
ed by economic measures. Yet here and there, there are indications
that interests that are closer to their intellectual preoccupations were
also attended to. The poet Byron succeeded in restraining the publi-
cation of a book that was attributed to him, but that contained poems
he had not written.” The prince consort Prince Albert recognised the
right to control the publication of unpublished works.” Other exam-
ples exist.** More telling, perhaps, are legislative provisions in the
copyright statutes that unmistakably resemble the modern moral
rights prerogatives. Thus the Fine Arts Copyright Act of 1862 prohibit-
- ed until 1956 the modification of an artist’'s work during his lifetime,
as well as the use of another person’s signature and the false attribu-
tion of authorship.” The drafters of the Copyright Act, 1956, drew
upon this provision to extend the prohibition to misuse an author’s
name to all categories of protected works.? Of course, the remedies
that have been available to authors to vindicate their personal, i.e.,
“moral”, rights have not been the object of extensive scholastic dis-
courses and have not had the pervasive effect on the understanding
of copyright law that the moral rights doctrine has wielded in the
continental countries. Yet should there not be an end to the denial of
the protection of personal interests in the copyright countries?
Instead of taking refuge in labels, should one not look at the function
of the law? The protection of the authors’ personal interests has
always been part of the copyright tradition - maybe not to the same
extent as in the civil law countries - but it would be misguided to dis-
miss this function of copyright law as mere nineteenth-century
romantic grandiloquence. One hears no call to dismiss the by-prod-
uct of the flip side of the romantic nineteenth century, the industrial
revolution, which is the work-for-hire rule, even though the concept
was not formally part of the initial copyright statutes.

The current provisions on moral rights in the copyright statutes do
not really give the impression of being the results of an indigenous
maturation process, except perhaps in Canada. The external pressure
that is exerted by Article 6bis of the Berne Convention has somewhat
speeded up the course of action and thus contributed to the sense
that the solutions are imported and plastered onto an ill-fitting can-
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Vvas. If they had been left to their own devices in this matter, the
Copyright countries might have evolved towards a system that
Tesembles the one that is shaping up today, without resenting the
Manifest civil law inspiration of the international standard.

Owever, the essence of this evolution is that copyright countries can
accommodate the protection of the authors’ personal interests within
their copyright regime, and that continental countries have been able
t0.do so in a more articulate manner for a longer period of time. The
two copyright systems are closer to each other on this issue than each
Would want to admit™ and a solution must be found to reconcile
them truly, a solution that also provides an answer to the challenges
that digita] technology poses.

b. Impact of Digital Technology on Moral Rights

Digital technology constitutes a formidable challenge to moral rights.

- Nedistinguishing features of digital technology, the ease with which
Works can be altered and its potential for interactivity, can multiply to

AN unprecedented level the occasions for infringing an author’s moral.

Tights, The practical consequences of a recognition or of a non-recogru-

E"n of moral rights in this context therefore take on special propor-
ons, .

TraditiQnally, moral rights comprise four prerogatives: the right of dis-
closure, the right of withdrawal, the paternity right, and the integrity
Nght. The Berne Convention does not deal with the first two preroga-
Uves. Nevertheless, it s fair to say that these prerogatives could
TeMain relevant in the context of digital technology. The decision to
Sclose one’s work on the multimedia highway can have immediate
Tepercussions on the author because the public is reached the moment
© Work is put into the system. Conversely, the withdrawal of the
Work from the distribution network may affect many third parties who
Ve relied on the fact that the work has been distributed. However, if
€ author is the one who has effected the publication of the work in
the Network, a situation that would be increasingly likely to happen,
Much of the mechanism of the right of withdrawal wouid have to be
Teconsidered, Like the Berne Convention, the Canadian Copyright Act
.5 Not include the right of disclosure or the right of with.drawal
Within the moral rights provisions. Any decision to do so involves pol-
:cy Questions that go beyond those that are directly raisec! by digital
echnOIOgy, although one may say that this technology widens the per-
Pective from which the problem can be envisaged. For the moment,
Cussions on moral rights and digital technology have revolved
cound the prerogatives that are expressly recognised in the Berne
ONvention: the paternity right and the integrity right.
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Already, several people have reflected on the impact of digital tech-
nology. They have emphasised different aspects of these rights in this
context and sometimes devoted more attention to one right than to
another. Oddly enough, the report commissioned by the French min-
istry of culture and “francophonie” does not dwell on the issue, since
it provides only a few examples of problems related to the right of
integrity. An important warning is however given: because digital
technology relies heavily on the use of computer programs, one
should be careful not to slip into the process of assimilating all cre-
ation that involves digital technology to the creation of computer pro-
grams.* The cursory dismissal of moral rights in the preliminary
draft of the report of the U.S. working group on intellectual property
rights, prepared for the Information Infrastructure Task Force, was to
be expected, although it could have been based on more solid
grounds.* More specific insight can nevertheless be gained from
other official studies and private papers.

If one starts with the paternity right, it is interesting to note that, like
the French report, neither the report of the Japanese Institute of
Intellectual Property nor the draft final report of the Copyright
Subcommittee of the Canadian Advisory Council on the Information
Highway devote any specific attention to that right. One may safely
assume that the comments on the general aspects of moral rights
apply to it, but it is odd that the specific issues raised by the paternity
right are not discussed. How can this silence be explained? Perhaps
the experts have felt that the right to be recognised as the author of
one’s work is so blatantly reasonable and normal that it is a non-
issue. Another force may be at work: digital technology already
makes it possible to insert a code into each bit of information. There
is even increasing talk of an international digital registration system
that would facilitate the task of identifying the works that circulate in
cyberspace. One commentator, who questions the integrity right
because he views it as an excessive constraint upon other authors’
creativity, champions a right to reference that would be “tailored for a
digital world,” precisely because the technology provides the possi-
bilities to implement it.* The proposition may seem astounding:
instead of being a threat to the paternity right, digital technology
actually enables authors to avail themselves fully of this right. There

is no inherent incompatibility between digital technology and the
paternity right.
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The integrity right requires more nuances. This is not to say thatit is
less important to authors: the Canadian Copyright Subcommittee
€ven entertained the question of protecting the integrity right in
Works that would not be protected by copyright.” The integrity right
does have a sizable role to play in the protection of the authors’ per-
Sonal interests but, at the same time, it has just as major an impact on
Other authors’ freedom to create. How can those two opposing inter-
©Sts, which give rise to the underlying tension in copyright law, be

alanced in a technological context, where each person is as likely to
bea “prime” author as an incremental one? Two techniques, which
are sometimes used jointly, can apply. The first one is the waiver, a
_te‘:hnique that is known in Canada. The Canadian report avoids the
ISsue by referring it to those who are responsible for Phase II of the
COpyright revision. The Japanese report, however, in its two-fold
Proposition, suggests that contractual waivers “be valid as long as
they] would not prejudice the author’s honor or reputation.”?’ This
Proposition is actually more generous than the current Canadian
Position in this matter because waivers are valid here even if they
€ause such prejudice.

The Second technique to offset the strictness of the integrity right is
he use of 5 moderating factor: the prejudice to the author’s honour
OF reputation. The Canadian Copyright Act follows the example set by
the Berne Convention and integrates this factor in its definition of the
Author’g integrity right* It adds, however, some precision to this
Pronouncement and creates presumptions of prejudice (as well as
1'On-presumptions”) that the Canadian report would like to see fur-
ther limited * As was just recently mentioned, the Japanese report
‘Ntegrates this concept in its first proposal on the integrity right in
atone cannot rely on a waiver of the integrity right if there has
“®n prejudice to an author’s honour or reputation. The second alter-
Native of the Japanese report is to condition the integrity right solgly
the existence of such prejudice, without any possibility of a waiv-
€r. It would restrict this right to works in digital form because of the
modifications that this form can so easily allow.” In a reflection on
Morjy] rights that was not undertaken in the precise context of multi-
Medj,, although its reasoning can easily be extended to that situation,
Another learned commentator has pleaded in favour of the introduc-
. ON of 5 concept of fair use or fair dealing in the appreciation of the
;ntegrity right. Just as a list of criteria is provided in section 107 of
. U.S. Copyright Act, Dr. Dietz gives a list of factors that could be .
Wel.glLGd to determine if there is infringement of the authoi’s integri-
Night:
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... nature and intensity of modifications of or other interference
with the work, as well as its reversible or irreversible character;
the number of people or the size of the public addressed by the
use of the infringing work; whether the author created the work
in an employment relationship or as a self-employed author or,
whether a commissioning party had or did not have decisive
influence onto the final result of the creation; also the possible
consequences for the professional life of the author, and, of

course, for his honour and reputation have to be taken into con-
sideration.®

Even though prejudice to the author’s honour and reputation is men-
tioned as a separate criterion, one can consider that this list provides
the factors according to which this prejudice is measured. It is indeed
fitting that the evaluation of the prejudice in the context of moral
rights be made according to circumstances that take into considera-
tion both the author’s creative role and the impact on the users.

The implications of such a rule are that the application of moral
rights in the multimedia context will be determined by proper usage
and ad hoc court decisions. Instead of having rules that would be
specifically designed for multimedia digital creation, the particular
character of the multimedia environment would be reflected through
a practice that would establish itself over time. Such an approach is
preferable to specially tailored moral rights because it would prevent
the fragmentation, and thus the legitimacy, of both moral rights and
copyright as a whole. A further advantage is that it would leave
intact Article 6bis of the Berne Convention: time should indeed
demonstrate that a greater understanding of the role of the qualifying
factor “prejudice to the author’s honour or reputation” can make the
integrity right more palatable to those who fear its excesses. In fact, if
one looks at both the integrity right and the paternity right, the multi-
media revolution would require no change to the Berne Convention,
a conclusion that would highlight the shrewdness of the compromise
between the two copyright traditions that was reached when that
provision was drafted. »

The foregoing analysis of moral rights in the digital environment
inevitably has an impact on the current provisions in the Canadian
Copyright Act. First, the existence of a paternity right should not be
conditioned by a reasonableness factor. Such a condition is not
included in the Berne Convention and may well defeat the very pur-
pose of the paternity right. Moreover, digital technology does not
warrant any particular derogation from the common understanding
of this right. As for the integrity right, the obvious consequence
would to remove the possibility that authors waive their rights. For
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the integrity right to be successfully invoked, the author must
demonstrate that the third party’s action is causing prejudice to his
honour or reputation. This requirement is a sufficient guarantee that
the author will not misuse his right. Another modification that
Would be welcome would be the removal of the presumption and
Ton-presumptions of prejudice in sections 28.2 (2) and (3), because it
Would help to promote equality of treatment among the protected
Works and reinforce the commitment to a technologically neutral
Statute. However, since these provisions pertain to works that are
Only remotely connected to digital technology, such a change may not
aPpear to be as imperative as the abrogation of the waiver provision.

While the abolition of the fixation requirement may seem a drastic
turnaround in the understanding of copyright law according to the
COpyright tradition, such an evolution does not question the purpose
of Copyright law. In a similar vein, the disappearance of tightly

efined categories of protected works does not shake the foundations
° Copyright law. None of these changes, moreover, prevent legisla-
tors from protecting the author’s moral rights. Copyright countries
°an indeed accommodate the protection of the author’s personal
INterests and remain true to their original philosophy. The adjust-
Ment of copyright law to the world of electronic creation must be
Made carefully:

It would make little sense to go from a model largely based on the
book trade to another fashioned with only telecommunication in
mind. In effect, media do not replace as much as supplement
€ach other, and communication networks formed by older media
enter into complex relationships with those formed by newer
Media. ... Any overall model of all communication networks
Would still have to take some account of the multifarious ways
older networks, generated by older media, feed back into newer
Ones *

This Prudence is all the more necessary since the full commercial fate
ofa Multimedia highway is still uncertain and since people will con-
flue to pen poems on paper, paint pictures with pigments, and sing
%ONgs to the stars. Any change that is made because of the multime-
dia context must therefore be evaluated in light of the existing media.
Oreover, where the legislator takes into consideration the author’s
Persona] interests, the public interest is also served: authors were
ole in the Statute of Queen Anne, to break the publishers’ monop-
thy Aﬁ even more threatening monopoly can take fqrm today 1f.
di:Se Interests are dismissed in the copyright regulation of multime-
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Digital Technology and
the Notion of Property

Lucie Guibault

Introduction: Digital Technology
Past and Future '

InfOrmatics is often considered the main “technological revolution”
Of the 20th Century.* This technology is basically a collection of
PhYSical equipment (hardware), computer programs (software) and
Integrated circuits (semiconductor chips), used to transmit informa-
ton in the form of electromagnetic pulses. These components togeth-
er allow for the storage, transmission, automated processing and dis-
Play of an ever-growing amount of data. In addition, computer tech-
Nology forms the foundation of what is today commonly known as

€ “information highway.” The gradual establishment of many com-
Puter networks over the past 35 years can therefore be ascribed to the
advances made in the telecommunications and informatics sectors,
Particularly the increased power and speed of computers, the lower
COsts associated with the use of computers, and the expanded realm
O application offered by the convergence of informatics and telecom-
Munications.

Once limited to the transmission of digital texts and data, network
“©Mmunijcation now involves all types of information in digital form,
Ncluding texts, data, images and sounds.' To this end, the operating
Structure of the information highway is built around an ever-expand-
Ing Tange of equipment, including cameras, scanners, keyboards, tele-
Phone sets, fax machines, computers, laser disc players, video and
Audio tapes, cables, wires, satellites, fibre optic transmission lines,

nm11°"0:r\rave networks, television sets, monitors, printers and much
Ore. ’

Since computer technology is no longer based solely on central com-
Puter systems (mainframes), but rather on a multitude of personal
“Omputers capable of communicating with one another, computer
netWOrking has been able to adopt a decentralized model where the
USer of the information transmitted via the network can also become
3 Supplier or creator of information. The information highway is

@ .
Lucie Guibault, 1995
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therefore not made up of one single computer network, but rather of
a growing number of independent networks. One of the main advan-
tages of the information highway, compared with other technologies
such as “Pay-Per-View” television that cable companies are trying to
develop, is that it allows its agents to interact not only with one
another, but also with the system.

The largest information highway currently available is undoubtedly
the U.S. network Internet, with strong competition coming from three
other networks: America On-Line, CompuServe and Prodigy. These net-
works are increasingly dominated by private-sector companies and,
in the absence of an accurate measure of the size of networks and the
potential market, many of these companies are reluctant to invest in
the development of products to be introduced on the network.
However, since it is still virtually impossible to determine the exact
number of people with access to the network, estimates are based on
the approximate number of terminals linked to the network.
According to these results, the Internet population is estimated at
between 2.5 and 32 million people. These methods of calculation
have been severely criticised and the community is still searching for
a method of calculation that would provide a more accurate count.?

While computer networks were initially reserved for the scientific
and military research sector, other categories of users have now
joined the information highway, including the education, business
and entertainment sectors. Given the diversity of users, the
inevitable trend is for the content of information transmitted on the
networks to become increasingly commercial and for access to cre-
ations to be more and more controlled.’ Currently in France, the most
popular services on Minitel are the electronic yellow pages, the
matching service for merchants and carriers, the ticket-purchasing
service (train, theatre or other events), and the “romantic” service. In
the United States, the most widely used services are those of news,
weather, stock market information, shopping and E-mail.*

Obviously, the information highway is still expanding. Services are
being added to the networks on a daily basis, but many of them are
still “under construction.” No one can truly predict the long-term
direction of the development and use of this highway. Already, the
habits of users and suppliers of information have changed, both in
the conduct of public, scientific and commercial business, and in
entertainment. It should be pointed out, for example, that the U.S.
Government now uses E-mail as a way of holding public consulta-
tions.” Many scientific papers are today made available on the
Internet before, or in lieu of, being published in trade journals.® The
big U.S. banks already offer on-line services to their customers; the
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Major daily newspapers and a myriad of commercial services are
accessible on the Internet. Users can also download video games,
films and soundtracks to their personal computer, and even browse

through the collection at the Louvre, from the comfort of their living
Tooms,

However, the development of the information highway — bot}} its
Structure and the works transmitted thereon — raises some serious
€gal problems, particularly with respect to intellectual property.
ile the fraudulent reproduction of protected works is nothing new,
@ digitization of works facilitates not only their reproduction and
dlsfribution,’ but also their transformation from one technological
Support to another:

On the Net, you don’t need heavy equipment to infringe. Any
College kid with a tuition-paid account can readily copy any digi-
tal work and send it to thousands of places online for no fee. Add
to this the recently developed Net service known as the “anony-
Mous remailer”, and no one will be able to identify that kid as the
Wrongdoer. (...) If others do the same, why would anyone want to
Pay for Wired, or anything else we can digitize?"

Therein lies the problem. If neither the law nor technology gives cre-
3tors the tools to exercise effective control over the use of their work,
0es not give them the tools to recover their production costs and
Profit from the commercialization of their work, what interest
would creators see in producing new works and putting them on the
Ormation highway? For this reason, several companies have .used
ﬂ}e technology’ s current capabilities to ensure that access to their ser-
<@s is limited to subscribers, and that works are transmitted only
With the express consent of the author.” But technological barriers, in
20d of themselves, are not sufficient to prevent free-riding, which still
ak?s the definition of an effective intellectual property right, in the
CP9c1fic context of the information highway, one of the major con-
€INs of the legal community at this time. 4

8

In t_he first part of this report, we will present a brief overview of the
351C principles around the concept of public good and the structure
‘Ntellectual property rights. This overview will allow us to reflect
i::f the nature of the right that should be granted to works riding the
Ormation highway, as well as to its underlying technology. The
~ONomic analysis of the merits and effects of intellectual property
Tights wi)) allow us to better assess what type of right would be most
apl?r_opriate to protect both the interests of creators and those of com-

Hon. In the second part of this report, we will examine, in turn,
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the protection granted by copyright and that granted by patents to
the various components of the information highway, in light of the
activities of public consultations held by governments in various
countries. Such a review will help highlight the problems that
remain to be solved to achieve a compromise that provides the best

possible intellectual property protection for the components of this
new technology.

1. Intellectual Property: Basic Principles
a. Ideas and the Concept of Public Good

In principle, as soon as an idea is expressed, it is free to be used,
copied or transmitted. Of course, ideas can be kept secret. Of all
ideas produced and expressed, only a small portion is appropriated
in any way by their author. Certain categories of ideas are, however,
more likely than others to be claimed exclusively by their author.
These include technological innovation, which is defined as the appli-
cation of a new idea, a method or a process, designed to increase the
efficiency of industry,” as well as literary and artistic creations, which
notably take the form of a prose, a poem, a melody or a photograph.

Whatever the nature or the form in which ideas are expressed, they
are rare, since they have to be produced and their production
requires investment in time and money — investment that could
have been allocated to other ends.” Although this is not widespread,
certain categories of ideas can also be of considerable economic value.
Inventions and scientific discoveries, as well as literary, artistic and
musical works, are part of these categories of ideas. Indeed, those
who invest in the creation of valuable goods do so generally in the

hope of making a profit, or at the very least of recovering their pro-
duction costs.

However, technological innovations and literary, artistic and musical
creations are ill-suited for the processes of appropriation adopted for
material things. Unlike material goods, ideas can be known and used
by several people without a reduction of the amount available to the
general public. Furthermore, once ideas are expressed and communi-
cated, itis very difficult to prevent third parties from using them,
without the repeated transmission of the ideas diminishing their
quality.* Goods that are characterized by non-rivalry and non-exclu-
sivity are called “public goods:” when a good is available to one per
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SOn, no other person can be excluded from using it, and the use pf a
80od by one person does not prevent or diminish the consumption of
this good by others.” Following these criteria, ideas are part of the
Category of public goods.

The non-exclusive nature of ideas, however, prevents creators from

Ly appropriating the fruits of their labour. This phenomenon natu-
rally encourages members of society to free-ride on the production of
Others. Unlike material goods, intellectual goods lack sufficient phys-
1cal barriers to give the creator the necessary tools to prevent the
appropriation of his good by others. In addition, like ideas, inven-
tons, poems and songs can be reproduced by others at great speed
and at minimum cost. Since technology has reduced the cost of .
acquiring intellectual goods, users are now reluctant to pay the price
that would normially be due to the creator. In return, the creator will
€ Unable to recover his production costs and will hesitate before
Nvesting once again in the development of products that anybody
€an obtajn almost free of charge.”

This reality explains why the private market could tend to uncher-
locate resources for the production of this category of goods. Tl.\e.
8h costs involved in effectively excluding third parties from partici-
Pating without fair compensation in the collective consumption of a
800d constitute a hindrance to the smooth operation of the market
Create externalities.® An inefficient system of property rights
Would therefore be the basic source of externalities. According to cer-
fain economic theories, if property rights were perfectly define.d .a.n.d
“Sspected, no externality would occur.” Creation and the possibilities
transferring intellectual property rights are, in theory, one way of
l"3~°’P’0n<:lir1g to new forms of externalities in the market, such as the
®Mergence of new technologies.”

Accordingly, the granting of mutually exclusive rights appears as t.he
N ution most likely to encourage individuals to use resources effxgex;t—

Y both in response to scarcity and public-goods type of externalities.

r fheory, property rights are deemed effective if they satisfy the exclu-
SVity ang transmissibility criteria.” The effectiveness of rights would
Pe €ven greater if the transactions between.agents were costless, that is,
fthe transfer, acquisition and protection of rights were done free of
—'arge® However, these transaction costs are a fact of life, particularly
‘N the cage of intangible goods. Generally speaking, transaction costs
are not so much a reflection of market failure, as they are an incentive

O individuals to look for ways of reducing them.
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b. Intellectual Property

While technological innovation is an essential component of econom-
ic development,” the creation of artistic works constitutes a major
source of enrichment for society as a whole. Governments justify
their intervention in terms of promoting scientific progress and artis-
tic creation,” considering the potential benefits of the production of
either of these intellectual expressions. They actively encourage
research and development in high technology as well as the produc-
tion of literary and artistic works, by awarding research and creation
grants, awarding tax benefits, and establishing an appropriate legal
regime for the intellectual protection of new works.*

Intellectual rights are an outgrowth of governments’ desire to strike a
balance between two legislative policies that are of equal importance
but of very different scopes. These rights are aimed at promoting
technological progress and artistic creativity and, at the same time,
safeguarding the free flow of ideas.” In the quest for a balance
between the interests of users and those of inventors, intellectual
property rights seem to offer a solution to the non-exclusivity that
characterizes public goods, by imposing time limits on the borrowing
of others’ ideas. Intellectual property rights are therefore designed to
encourage creation by giving holders of such rights a means of col-
lecting, to the exclusion of others, the gains resulting from the pro-
duction of new goods.” Intellectual property rights would therefore
provide an answer to the insufficiency of technological barriers in
order to guarantee creators the exclusive right to their products.

Property rights are generally defined as the control that the holder
can exercise over the protected material and by the possibility of
deciding how it is used. But exclusivity is a matter of degree.” The
notion of “property,” the structure of the various rights and the
degree of exclusivity guaranteed by each differ considerably based on
the good claimed and the objective of the institution:

The notion of property is further complicated by the variety of
very different sorts of things that we claim to own. We may own a
plot of land, or the trees on the land, or the fruit that we expect the
trees to bear, or access to the space above the land. We may own a
corporation including all its real assets, or the name and reputa-
tion of a corporation. We may own a book of poetry (that is, the
material item consisting of paper and ink), or the poems included
in the book and none of their particular inscriptions. Obviously,
these very different sorts of things are owned in very different
sorts of ways. A car owner decides who may move the car and
whether to destroy it in a steel compactor. A plot of land can be
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nheither moved nor destroyed, but the owner decides who may
Occupy it. A poem can neither be moved nor destroyed, but the
Owner decides where it may be inscribed. Different sorts of things
demand different notions of ownership.”

Like any other type of property right, intellectual property rights

ave very unique characteristics that are adapted to the subject mat-
ter they are supposed to protect. Nevertheless, in copyright and
Patent law, we find the broad strokes of the property rights recog-
Nized for tangible goods, such as the right to exclude third parties,
the right to determine the terms and conditions of use of the good

d to receive the fruits and benefits thereof, as well as theright to

fransfer the good according to specific terms and conditions.”

Owever, the characteristics of the various intellectual rights vary

I one extreme to the other, from the rigidity of patents to the flexi-

ity of copyright.? In contrast to patents, which forbid any type of
dup_lication by third parties, copyright merely provides protection
against copying: the independent or accidental duplication of a pro-
tected work is not an actionable wrong. Copyright draws a line

®tween accidental duplication and copying, however involuntax:y: .
While the first is the result of efforts that do not involve direct or 1n§1—
Tect use of the ori ginal work, the second constitutes a form of free-rid-
Mg which must be condemned.®

The difference in operation between the patent and copyright sys-
°Is lies in the narrow view that legislators have always taken of
Utilitarian subject matter and works of art. Since inventions can be
~asily described and circumscribed on paper and a register compris-
.8 Specific classes of invention suffices to track them, the patent sys-
®M can operate effectively on the basis of a preliminary examination
lo.f the_applicant’ s invention by the appropriate authQrity. In tl}ls
lght' Independent duplication can be avoided and, if not, it will con-
Sttute an actionable wrong. By contrast, literary or artistic works are
Presumeq impossible to describe satisfactorily in words, and the
=XPression of an idea can take so many different forms that no regis-
°T could make the information readily available. As a result, the few
:}elp Orted cases of independent duplication have so far not justified

€ Setting up of a system to prevent them.*
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The notions of free-riding and independent duplication today appear
in a completely different light, inasmuch as new technologies are
putting the entire system under undue stress: the written description
of computer innovations is becoming more complicated every day;
the utilitarian nature of new technologies limits the number of possi-
ble forms of expression for the ideas underpinning these technolo-
gies; and the cases of independent duplication, borrowing and
decompilation of protected material are growing at the same rate as
the economic stakes involved. Furthermore, the rigorousness of the
standards of use, borrowing and decompilation for the creation of
works that are derived from or compatible with one another vary
from one industry to another, as evidenced by the more liberal stan-
dards prevailing in the computer and chip industries.*

The structure of the property right granted for a given material has a
direct effect on the nature of creations that will be produced. A right
that is very easy to obtain will generally offer relatively weak protec-
tion, but one that may extend over a longer period of time. By con-
trast, a right granted under strict conditions and formalities will
guarantee stronger protection, but one of a shorter duration. The
particular arrangement of the prerogatives of each right is based on
very specific objectives: one encourages the production of artistic cre-
ations, while the other fosters innovation. Given the nature and
duration of the intellectual property rights available, creators will
develop products that conform closely to the level of originality or
inventiveness required to obtain either form of protection. In other
words, investors will adapt the type of creation to the form of protec-
tion they are offered, and that will allow them to recover their pro-
duction costs and to make a profit. The idea, then, is to find out if
this protection is truly effective with regard to digital technology,
both for creators and for users, and, as a corollary, if it effectively
encourages creation and innovation in this field.
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2. Intellectual Property and Digital
Technology: In Search of a Satisfactory
Compromise |

Intellectyal property is generally perceived as a vital tool for the
deve10prnent of multimedia works and digital technology. Yet, the
reVOlutionary nature of these works and the conceptual ch-allenges
Posed by the technology have raised doubts about the ability of the
€Xisting legal regimes to provide adequate protection for these ele-
Ments. Consequently, many industrialized countries have taken the
OPportunity to form working groups to study the legal framework
around the creation and use of the information highway.” The d15:
Cussions of these working groups have basically focused on questions
related to copyright protection and have given rise to a certain num-
°f of recommendations. Several points should, however, be ana-
YZed by the decision-makers in more detail. In the next few pages
While reviewing the general principles of copyright and patent laws,
We will take a critical look at the main issues that have been
addresseq by these advisory groups and at some others that should
ave been examined.

2 Copyright

By Virtue of creating a work, an author holds, under internatipnal
“Onwventions and the domestic laws of each country, an exclusive
angible property right enforceable against the public at large.
nlike a patent, copyright is recognized internationally, upon the ful-
Ment of a few simple formalities.® Copyright protects several cate-
8ories of literary, artistic and scientific works listed in all legal instru-
Ments, which include oral, written, musical, cinematographic, photo-
aphic and architectural works, as well as works of applied art and
ompilations. Copyright grants creators of any original work the
Exclusjye right to produce, reproduce and perform the work, regard-
=S5 of the means or the form in which it is expressed. Copyﬁght
erefore applies to the expression of an idea and not the idea itself.
€ ideas behind a work are part of the public domain and litera.ry,
Artistic and musical creations are protected only when they are fixed
4 material support.*
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1. Multimedia Works

Adapting the principles of copyright to a specific material such as
multimedia works involves various elements: firstly, the material to
be protected has to be determined, as well as the criteria of originality
and fixation for such protection. Secondly, the rights and limits
relating to the protection must be defined as precisely as possible.
The idea at this point is to determine the extent of the pecuniary
rights,*” neighbouring and moral rights of the author,® as well as the
exceptions granted to users.* Thirdly, authors must be given ade-
quate civil and criminal recourses® to ensure compliance with their
property rights, given the state of technology and the international
dimension of communications. Lastly, since a property right is
deemed effective only if it is exclusive and transmissible, terms of
property transfer must be established or, if direct contractual relations
between individuals cannot be established, a system for the collective
management of rights must be set up.

Fitting multimedia works into one of the categories laid down in
legal instruments is of vital importance in copyright, since all cate-
gories of works do not necessarily enjoy the same rights or protection
of the same duration. The deliberations of advisory groups have
shown that, based on the wording of definitions set forth in their
respective laws, multimedia works would be generally classified
under either of the two existing categories: “cinematographic” or
“audiovisual” works on the one hand, and “compilations” or “collec-
tive works” on the other. Upon analysis, the Canadian advisory com-
mittee came to the conclusion that no legislative amendment should
be made to the existing definitions,* contending that these works do
not lose their literary, artistic or musical status simply because they
have been converted to digital format, and that they can just as well
fit into the category of compilations. However, because the digitiza-
tion of works now makes the presence of a multitude of definitions
pointless and difficult to apply, the American group has, for its part,

espoused the theory that these categories could one day be complete-
ly eliminated.” '

Faced with the prevailing doubts about multimedia works falling
into either of the existing definitions, the Japanese group has submit-
ted two proposals: the first would be to limit the scope of the defini-
tion of “cinematographic work” while creating a separate category
for “audiovisual works;” the second would be to completely elimi-
nate the definition of “cinematographic work” while developing a
broader category of “audiovisual works” which would encompass a
wider variety of works.® The categorization of multimedia works in
France is more complex, since the definition of “collective work” pro-

140 Digital Technology and Copyright




©

Posed in the Proposal for a Council Directive on the legal protection of
databases® could run directly into conflict with the definition of
“audiovisual work” set forth in the Code de la propriété intellectuelle.®
Fn other words, multimedia works would likely enjoy dual protection
In France, under legal regimes that are not necessarily compati}?le. In
fact, the ori ginality criteria as well as the principles of ownership and
fhe exceptions to patrimonial rights are quite different under the two
Instruments.*

Ob_Viously, the application to multimedia works of the originality cri-
terion does not seem to raise enough problems to have aroused the
iNterest of the working groups. Yet, the requirement of originality is a
Major factor in the orientation of the creative exercise. The pro-
tectable elements of a work are distinguished from those that are part
Of the public domain based on the criterion of originality: an author
Who wishes to obtain protection for his work has to make a bigggr .
Vestment if the criterion is given a strict interpretation. The criteri-
ON of originality is not, however, applied uniformly around the
World, nor with regard to the different categories of works. A lower
Standard of originality is often required for compilations or data

a.nks than for literary, musical and cinematographic works.? This

TIngs up the need for the international community to clarify the cat-
©80ry in which multimedia works should be classified, on the one

and, and the level of originality required for the recognition of a
Opyright, on the other. Failing such clarification, there is a risk that
the Protection granted to authors will differ from country to country
Or similar works, or that protection would be granted for materials
that coylq just as well have been public domain subject matter. This
fould have negative repercussions for future creation, since an uncer-
tain legal system or a right that is too easy to obtain would wipe out
Ny motivation to innovate.

Sn,‘ce electronic network communications know no national bound-
Arles, a creator living in one country is now able to create a work that
©a0 be protected in a second country, and then published in a third
cOuntry (or more). The theory that a creator must be in the same
Place a5 his work no longer holds, and creates a certain degree of
ux.‘Certainty over the status of the work.® .As a result, the traditional
cTiterion of connecting copyright protection to the author’s nationali-
ty loses its relevancy in this day and age of the information highway.
at happens when certain works are protected in one country and
t.hat' due to the differences in legislative drafting or legal interpreta-
tlon, they are not protected in a neighbouring country? What hap-
Pens when a person receives the digital copy of a work in his com-
Put.er and sends it electronically to friends around the world? In
Which country should the infringement of the rights on a protected
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digital work riding the Internet be said to have occurred? Did the
infringement take place in the country where the original work is
found? Where the reproductions are found? In the country of the
accused? Or in that of the author? What law would apply? The atti-
tude of advisory groups regarding the importance of setting up a har-
monized international regime to protect multimedia works, in order
to avoid precisely this type of situation, is, to say the least, puzzling.™
Only the Lehman Report places the development and protection of
multimedia works in a truly international perspective:

As we move toward a world where dissemination of entertain-
ment and information products through on-demand delivery ser-
vices operating through interactive digital information communi-
cations networks is the norm, it may be necessary to harmonize
levels of protection under disparate systems of copyright, authors’
rights and neighboring rights, and consideration should be given
to ways to bridge the gaps among these systems.*

When, due to technology, creators cannot exercise real control over
the use of their work or when the number of potential users is so
great that creators cannot conclude contracts of use with each of them
individually, the only solution is to resort to systems of collective
management of authors’ rights. This system is designed to reduce
the costs of transactions between agents by providing users with
information regarding protected works, and to facilitate the adminis-
tration of royalties to creators for the use of their works. Presently,
there is no collective management system responsible for the collec-
tion and distribution of royalties for the use of multimedia works.*
Certain advisory groups have also deplored the fact that there is no
way of tracing the author of a multimedia work, his assignees, the
authorized users, etc.”” Consequently, these groups have proposed,
and rightfully so, that centres be created for the voluntary registra-
tion of authors’ rights. The registration would be on a voluntary
basis because subjecting a right over multimedia works to a manda-
tory procedure would be at variance with the Berne Convention.

2. Digital Technology

Multimedia works and digital technology in general differ in their
predominant characteristics and respective functions. While multi-
media works can exist autonomously on analog support, the same
cannot be said of software and other computer items. Regardless of
what certain authors may think, the legal contours of the protection
of computer programs, whether through copyright or through
patents, remain unclear, and continue to bedevil the legal community.
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'I:he inherent nature of computer software programs makes it impos-
S_‘ble for them to be aligned conceptually with the frameworks estab-
lished by the traditional systems of intellectual property. Taken in
Isolation, a computer program can be considered a writing or a set of
1deas, but when used in conjunction with the physical computer
€quipment, it can be considered a process or a machine.

Computer programs have been protected by copyright since the U.S.
ongress amended the Copyright Act in 1980, so as to include this
€ of creation in the definition of “literary work”.® Soon thereafter,
the legislatures of all countries that produce or import computer
800ds had to emulate the American example” Yet the difficulties
"Wolved in applying copyright in this area have not disappeared, as
Videnced by this comment from an American judge:

However, computer programs are, in essence, utilitarian articlgs -
articles that accomplish tasks. As such, they contain many logical,
Structural, and visual display elements that are dictated by the
function to be performed, by considerations of efficiency, or by
xterna] factors such as compatibility requirements and industry
demands. In some circumstances, even the exact set of commands
used by the programmer is deemed functional rather'than cre-
ative for purposes of copyright (...) Because of the hybrid nature of
Computer programs, there is no settled standard for identzfygng w@at is
Protected expression and what is unprotected idea in a case involving the

a_lle)ggd infringement of a copyright in computer software (our empha-
sis).

dlen.. ieNce, some still dispute the application of copyrightto a
€arly functional material, contending that it should rather be the
Subject of an industrial property right. In addition, the distinction
?etween an idea and its expression still poses serious diffi.cultfies of
- \€Tpretation with regard to computers, since it is becoming increas-
"gly clear that the design of an efficient computer program can be
Odied in only a few forms of expression.® Lastly, the duration of
{)rotecﬁon for a computer program is equal to that of any work pro-
cted by copyright, that is, the author’s lifetime plus 50 years follqw-
By his death.” Protection for such a length of time is inconsistent with
ty, since the average commercial life of a program designed for a
'Sonal computer lasts from one to four years and that of a program
esigned for a larger computer system is limited to 10 years.®
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The changes that legislators have made to the copyright regime in
order to apply it to computer software programs have come in for
serious criticism.® The adoption of the Directive of the European
Council of May 14, 1991 on the legal protection of computer programs* has,
in the eyes of some, sanctioned the existence of a specific regime for
software.® This directive introduces, among other things, the notion
of use for purposes of interoperability among systems; it waters
down the requirement of originality and reduces the importance of
the author’s moral rights, inasmuch as the person who legitimately
acquires the program can make the adaptations and changes neces-
sary to run it smoothly. For many, this is no longer traditional copy-
right, but rather a specific right for software, distinct from that which
should apply to multimedia works:

[translation] One thing is certain. The fact that multimedia prod-
ucts are on digital support should in no way trigger the applica-
tion of a special regime for software. Even if itis a vital compo-
nent of the product, the software part cannot be allowed to
obscure the nature of the other elements. This brings up the tradi-
tional debate of certain complex computer creations such as
expert systems or video games. The issue seems to have been
clearly settled by both legal doctrine and case law: the special
right is applicable to the program part, while the common law
right of copyright applies to the rest.’

Considering the foregoing, it is, to say the least, disconcerting to note
that the international community has agreed, under the GATT, to be
bound for the future by the decision to expressly include computer
programs in the definition of a copyrightable work.# Yet, if the legal
community does not recognize the special nature of the established
standards for the protection of computer innovations, the copyright
system risks being further contorted when it comes to protecting
expert systems, computer-generated creations or other technological
developments of the future that are clearly utilitarian in nature.®

b. Patents

The future development of the information highway will depend on
innovations achieved in various technological sectors, particularly in
the fields of computer programs, computer equipment and telecommu-
nications. Therefore, the importance of maintaining an efficient patent
system that encourages and protects innovation in these sectors cannot
be underestimated. In return, the most striking impact that the infor-
mation infrastructure will have on the patent system will be to provide
access to a large amount of quality information, used to determine the
patentability of an invention or to ascertain the validity of a patent.”
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The goal of the patent system is therefore to encourage innovation and
the public disclosure of technological advances. The patent system thus
Plays a dual role in the area of digital technology. On the one hand,
Mventors will want to protect their innovations in the digital technolo-
g}f Sector by way of a patent and, on the other hand, this technology
Will serve as a tool for examining the prior art.

Generany speaking, a patent is granted for any invention that meets
€ criteria of novelty, nonobviousness and industrial application.
€ patent gives the inventor the right to exclude any other person
“om Producing, using or distributing the protected invention. The
Monopoly thus granted is absolute, excluding even independent cre-
atlons and equivalent products. The protection lasts for 20 years
ginning on the date of the filing of the application.”

An invention is considered novel if it is not found in the state of the
art; in other words, an invention is novel if it had not been disglosszd
to the Public, in any way, shape or form, prior to the date of filmg.
€ scope of the protection depends on the claims included in the

Specifications accompanying the patent application. These claims
COnsist of the technical description of the process, machine, method
Or the subject matter sought to be patented. A patent is grantgd only
ON condition that the specification disclose the purpose of the inven-

On, its constituent elements and its effects, as completely and as
acclu‘ately as possible, so that an average person working.in the fleld
' which this invention pertains can execute it easily.” This require-
Ment implies that the invention itself should be sufficiently fixed and
Stable to be able to be reproduced, and that the information contained
M the description help arrive at the same result as the inventor.”

For long time, software components such as algorithms, source
Codes and object codes, were considered pure scientific principles,
A0stract jdeas or mental processes and, for that reason, were system-
3tically excluded from patent protection. The institutions charged
With enforcing patent laws, as well as the courts in several industrial-
d countries, have been adopting a far more liberal approach for a
&W years now with respect to the patentability of computer pro-
%ra.ms- For example, in 1994, the United States Patent & Trademark
ffice (USPTO) issued more than 4,000 patents for computer pro-
§Tams ™ Oyer the past few years, the European Patent Office (EPO)
also been granting patents for software when the invention, as
Per the claims, makes a technical contribution to the state 6f the art.”
enerally speaking, patent protection is granted in the United States
When the algorithm contained in the claims is applied or executed
Ithin a structure or process which, when considered as a whole,

forms a patentable function.”
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However, the patentability of software programs raises certain theo-
retical and practical questions. The general criteria established by the
USPTO and the EPO pose a thorny problem of finding the correct cat-
egory for the material described in the claims.” The courts have had
to develop complicated tests to determine which computer compo-
nents are patentable and which ones are part of the public domain.

A recent decision by the U.S. Federal Circuit Court marks a turning
point in U.S. case law with regard to the patentability of inventions
using mathematical algorithms.” In that case, the Court held that a
claim describing how a computer program can be used in applying a
mathematical algorithm is valid, even if the algorithm is used to
process signals that are unrelated to a tangible physical phenomenon.
That decision affects all techniques employing complex mathematical
algorithms, such as digital signalling processes, digital communica-
tions, computer graphics, radars and seismic analyses.”

Related to the problem of categorizing patentable material is that of
protecting intermediary computer functions. The scope of protection
is not very clear in the case of numerous computer components, such
as micro codes, micro programs and object codes. Does a patent
issued for the protection of a certain computer function also cover all
the computer-related possibilities of carrying out this function? Does
a program stored in the random access memory (RAM) of a general
purpose computer infringe, for example, this same program stored in
a read only memory (ROM) chip installed in a digital calculator or in
a video game?” This is an important detail in that users of the
Internet must download the programs in the hard disc of their com-

“puter in order to be able to use them. Could this constitute infringe-
ment?

A second factor suggesting that patents are not necessarily the proper
vehicle for the protection of computer programs is the cumbersome
and lengthy process involved in obtaining a patent in this sector.
Indeed, the length of time it takes for the patent to be issued could be
so great as to strip computer programs of their novelty and nonobvi-
ousness. Worse, because of the speed of technological change,” the
software could even be outdated by the time the patent is issued.”
The standard of nonobviousness raised so many difficulties in the
area of computer programs that the USPTO decided to hold public
hearings on the subject in early 1994.* During those hearings, the
U.S. Patent Commissioner said:
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- Many people pointed out in San Jose that the obviousness stan-
dard, as interpreted by our examiners and by the court, seems to
be inconsistent with the realities of the industry. We recognize
that an effectively functioning patent system requires a standard
of nonobviousness that is rigorous and reflective of industry
horms. However, we also recognize that the courts are the prima-
Ty source of guidance on the basic question of obviousness. As
such, we intend to work with the courts to ensure that the obvi-
Ousness standard is applied rigorously, not only in the context of
€xamination, but also when patents are enforced.”

The difficulty of describing inventions related to computer software
001.ne5 to the fore particularly in the drafting of claims, but even more
S0 In the search for the prior art that investors and patent offices alike
Must undertake in order to determine the patentability of an inven-
Hon or the validity of a patent. The considerable volume of computer
Material that constitutes the prior art poses serious problems in
?sseSSing what is new and what is not.* Some see the advent of the
Nformation infrastructure as something that would help examiners
and inventors in their search for the prior art. Itis hoped that the
Mormation highway will give users access to valuable sources of
me.rmmon, such as access to scientific data banks, data banks kept
O Patent offices around the world, publications, etc. Lastly, the
Ormation highway is expected to change the way information is
Prepared and disseminated.”
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Conclusion:
Is a Compromise Possible?

Even if one recognizes the need to eliminate the confusion surround-
ing the protection of intellectual property rights for new technologies
and the obligation to present a clear legal framework to stimulate the
production and marketing of technical innovations,” that is only the
beginning. The type of innovation to be encouraged still has to be
determined, so that the protection granted could be tailored accord-
ingly. The same reasoning also applies to literary, artistic and musical
creations. It should be pointed out that the structure of a right affects
the type of innovations produced. Considering the highly uncertain
nature of research and development results, the amount of money
that investors allocate to particular projects depends on the evalua-
tion of their chances of success and the anticipated revenue.
Intellectual property rights, much like other property rights, establish
parameters which allow investors to assess the value of their poten-
tial revenue.” If the law does not offer sufficiently strong protection,
risky investments will be abandoned in favour of projects that pre-
sent a lower degree of uncertainty.” Technological advances could
suffer as a result.

Prima facie, the level of protection offered by copyright would seem
to be easily adaptable to the characteristics of multimedia works.” Of
course, the definitions regarding the categories of traditional copy-
rightable works must be rethought, along with the notions of author-
ship, originality and fixation. From the point of view of creators, it
could be interesting to see where the compromise is struck, at the
international level, with respect to the scope of the right of public dis-
closure, that of moral rights, as well as that of neighbouring rights
granted to performing artists and producers of phonograms. From
the perspective of users, it will be particularly worthwhile to reassess
the notions of fair use and derivative works, to ensure the public rea-
sonable access to works and to encourage users to become creators
themselves. Finally, the setting up of a voluntary registration system
for protected works and the reinforcement of the recourse against
infringement would constitute concrete measures aimed at adapting
the legal system to the particularities of multimedia works.

The experience of the past 15 years clearly shows that neither copy-
right nor patents are adequately attuned to the characteristics of digi-
tal technology. The creation of a sui generis right would appear to
many as the logical solution to the problems posed by the application
of copyright or patents to computer programs. To counter this pro-
posal, many evoke the spectre of legal uncertainty: “Moreover, reduc-
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Ing or otherwise changing intellectual property protection at this time
Wwould increase uncertainty and otherwise deter investment.of
Tesources in the very works needed for the development and success
of the information superhighway itself.”” However, nothing could

further from the truth. Countless articles have been written on the
Subject, by both legal experts and members of the scientific communi-
ty. The courts in all industrialized countries have been able to devel-
9P a coherent and solid body of case law regarding the protection of
‘Ntellectual property rights over computer programs. This work has
110t gone in vain. These cases have given rise to a number of general
P TInciples that can very well serve as a foundation for the creation of
A Tight more congruent to the subject matter it is meant to protect.

The law rarely evolves spontaneously. The development of rules of
aw generally follows a process comprising two major steps.” The
st involves a series of trials and errors leading to the emergence of

Standards applicable to a specific field, and the second involves the

Tystallization of a specific rule in a country’s legal order* The law

3pplicable to software programs and new technologies in general is

To €xception. The process of finding an appropriate pigeonhole {or
€ right applicable to new technologies stems from a suite of lggxsla—

Uve and judicial attempts made to satisfy the claims of companies,

and from the explanations provided by legal doctrine.” Finally, the

ne‘[" law is encapsulated in the legal order of a country when the

Major Players reach a clear consensus as to the structure of this new
AW and the means to be taken to ensure its implementation. The

Problem of intellectual protection for computer programs has been

around for a sufficiently long time for us to be able to draw the neces-

S&ry conclusions and to act accordingly.
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Criminal Enforcement of
Copyright

Wanda Noel

Introduction

The environment in which we work and play is inundated with new
techn010gy. The technologies we use in our homes and offices to live,
Work and communicate with each other would have been unrecogniz-
€ven ten years ago. Can you imagine a world without fax machines
Or electronic mail? All of this new technology has been intimidating at
- It also is incredibly useful once one catches on to how to use it.

V.Vhaf does all this have to do with the criminal enforcement of copy-
118ht? With advances in technology, it is becoming easier and easier to
L‘Lfnnge copyright. In the past decade it has become not only Possible,
ﬁh:as)b to make your own audio cassettes, to copy motion picture

and computer software and to photocopy printed material. Many
Copynght infringements are possible, and even easy, on a large scale. As
W ology continues to develop we will be provided with even more
0 2Ys 10 use the intellectual property of others in ways that are not
a: thorized by their owners, and which infringe upon their legal rights

Provided by the copyright law.

Downloading from bulletin boards, and the ease with which multi-
ac‘édl'a. works can be created, and rearranged to suit our purposes, are
e Hes governed by the copyright law. To do these things without
Uthorization of the owner is illegal. For example, to reproduce a work
dOWnloading it from a bulletin board, or to use the work of others to
ate-a multi-media work, is infringement.

&s a person who is usually intimidated by new technology, I react to

hae§e descriptions of what technology can do with a sinking feeling of
Ving to meet yet another technological challenge. Unfortunately, as

Ragers and policy makers, itis your duty to address the legal and

?somal.POHCy consequences of this rapid technological development. The

Ers“e 1s whether the legal remedies that are available to copyright own-

-5 aTe appropriate to society’s view of the seriousness of the copyright
.f'gement. To use a colloquial phrase: the punishment must suit the

e.

\

©Wang, Noel, 1995
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The Law

The copyright law in Canada has three kinds of remedies available to
copyright owners when the rights provided by the Act are infringed.
The first kind of remedy is civil.' These include the usual array of
remedies for the infringement of a right: injunctions, money as a com-
pensation for the damage caused by the wrong as well as remedies
dealing with disposition of the actual goods. Civil remedies are the
most commonly used.

The Act also contains a second type of remedy, which is administra-
tive in nature.” This remedy allows the copyright owner to use the
customs apparatus to prevent the importation into Canada of infring-
ing copies of a copyright work.

The third kind of remedy is the activation of the criminal law enforce-
ment process.’ The criminal remedy is the focus of this paper. In 1988
the provisions in the Copyright Act relating to criminal remedies were
changed.! Prior to these amendments a court in a criminal copyright
case was restricted to a maximum fine of $10.00 per infringing copy
with a maximum fine of $200.00. These amounts had remained
unchanged since 1924. The antiquity of these provisions is illustrated
by the reference in the Act to the long outlawed sentencing option of
“hard labour”.

In 1988 the maximum fine was increased to $1,000,000 and/or a term
of imprisonment not exceeding five years or both, where the Crown
proceeds by indictment. For a summary conviction offence, a person
can receive a fine not exceeding $25,000 and/or a maximum of six
months’imprisonment or both.

These legislative amendments were made as a result of recommenda-
tions of a parliamentary committee which stated the reasons for its
recommendation to increase criminal remedies:’

Theft is a very serious matter. Piracy costs copyright owners mil-
lions of dollars every year. Accordingly, copyright owners need
the full force of the criminal law to protect their intellectual prop-

erty.
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These amendments have been in place for six years. The same period
Of time has seen new technology make infringement of copyright eas-
‘€1, faster and cheaper. The purpose of this paper is to examine the
Tesults of these changes. Who is using these provisions? Who are
th?Se provisions being used against? In what circumstances are they

€Ing used? Is that use appropriate? How are civil prosecutions being
distinguished from criminal ones? What are the costs to the justice
SYstem of these provisions? Could the same results be achieved in
Other Jess expensive ways? Six years later, are there factors that war-
Tant changes in the law?

During the research phase of this project, police officers, lawyers,
pyright owners, distributors, Crown counsel and public servants
ould not resist exploring and probing the propriety of using the
Timinal law to enforce what are essentially private economic rights.

€ same question is appropriate for this audience. All of these issues
are open for debate and discussion.

However, to put the debate in context it should be pointed out that
. agreement on Trade-Related Aspects of Intellectual Property
ghts (TRIPS) obliges member states in Article 61 to provide for
CTminal procedures and penalties in cases of copyright piracy on a
Com_mercial scale. Remedies must include imprisonment and/ or fines
Icient to provide a deterrent consistent with the level of penalties
3PPplied for crimes of corresponding gravity.

Statistical information

Infox‘mation on criminal law enforcement has been obtained from four

Sources: Canadian Intellectual Property Office (CIPO), the RCMP

Imfnigr ation & Federal Branch, an operating RCMP investigation unit

ac?“’ely engaged in copyright prosecutions and industry groups in the

gg:’;g sector. Information obtained from each of these sources is set
ow.
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RCMP Immigration and Federal Branch

The Immigration and Federal Branch of the RCMP maintains statistics
relating to their involvement in criminal copyright prosecutions across
the country.® The calendar year 1993 has been selected as the survey
period. Information is complete for this year. This time period is both
recent and subsequent to the 1988 amendments to the Copyright Act. ‘

In 1993 there were 740 copyright complaints received by the RCMP.
These complaints resulted in 343 charges being laid under the
Copyright Act. Three hundred and thirteen of these complaints did
not result in charges . These were disposed of in other ways. For
example, because there was insufficient evidence, by being referred
back to the civil process or because the copyright owner did not wish
to proceed. The remaining 84 complaints were listed as unfounded.’

The word “charge” is used here to refer to the number of charges laid
against an accused in one prosecution. For example, one prosecution
typically involves several charges. On a simple averaging there
would have been 6.47 charges per prosecution using the requests for
certified copies of registration certificates received by CIPO in 1993.
Using the same simple averaging there would have been five charges
in each case at “A” Division from 1990 to 1994.

CIPO Data

Another source of statistical information is the records of the
Canadian Intellectual Property Office (CIPO). It is the practice of
police investigators to request certified copies of the copyright regis-
trations to be used as evidence at trial. The Copyright Act provides
certain presumptions of authorship and ownership if a work is regis-
tered. A certified copy of a registration certificate is used in a criminal
court as evidence of the subsistence of copyright in a work and who
owns the work.® In fact, copyright is usually registered before the
start of court proceedings and certified copies of registration docu-
ments are obtained from CIPO for court purposes.’

This information is maintained by CIPO only as a record of certified
copy requests. Its value as a research tool on criminal copyright
enforcement is therefore limited. The following conclusions can be
drawn from the information contained in the CIPO files.
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With the assistance of CIPO staff 53 requests for certified copies made
Y various police organizations in 1993 were identified. The varic?u.s

Police groups requested many certified copies of registration ce.rnﬁ-

Cates from CIPO in 1993. CIPO supplied 588 certificates. Thereis a
Ifference between the number requested and the number supplied

- ecause not all the works for which certificates were requested were

In fact registered.

Each of the 53 requests appears to relate to a separate pro,sec.ution.
mMe prosecutions involved only a few works while others. involved

Many. The requests for certified copies of registration certificates for a

Specified work ranged from a low of one certificate to a high of 128.

(i) Profile of Enforcement

All but three requests originated from the RCMP. This indicates that

0st of the activity in criminal copyright prosecutions is originated

by the RCMP. Some RCMP detachments are very active in criminal

Opyright prosecutions while others are not active at all. Although

the‘.re are in excess of 700 RCMP enforcement units that could be

Active in copyright complaints, requests for certified copies came pre-
c’minémtly from Montreal and Ottawa. These two areas accounted
Or 21 of 53 requests. The remaining requests came from a total of 23
ther unis,

Various explanations were suggested by CIPO officials as to why there
are more criminal copyright cases in some areas than in others. One
W is that the alleged criminal activity is an urban phenomenon

Uting in more cases in the larger metropolitan areas. In Cross refer-
ehcing this opinion with the origin of the requests for certified copies at
CI.PO' this opinion could not be confirmed. While 13 of the 53 rqugsts
Otiginated in Montreal, which is a large urban centre, only four origi-
Mated in Vancouver, which is also a large metropolitan area.

Oﬂ.‘er Opinions attributed the difference to the copyright owners .and

€If representatives. In some areas, copyright owners are active in
Making complaints to the police but in others they are not. This may
Otbea plausible explanation with respect to industry groups in the

M, sound recording and computer software industries. These
Mustries are organized not only on the national level but on an

ternational scale as well. In addition, information obtairted from the
ACtual files of an RCMP unit indicate that complaints to the RCMP

Ut copyright come from a wide variety of sources, with no dis-

Cernaple pattern.
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A third explanation, suggested by CIPO officials, of the variance in
criminal copyright enforcement relates to the experience and interest
of the police in a certain area. Once a police officer has undertaken
one copyright prosecution, the second one is easier because the law,
the procedure and the evidence required is more familiar. Although
admittedly unscientific, I am of the view that this may be a partial

explanation for the differences in criminal copyright enforcement
between areas.

(iii) Unregistered Works

Examination of the CIPO files revealed that many works, for which
registration certificates were requested, were not registered. A
response to police by CIPO staff that the work was not registered
sometimes was followed by a request to register the work. One could
speculate that a registration request in these circumstances would be
for the purpose of taking advantage of the presumptions that arise
from registration under the Copyright Act. The request for registra-
tion and certified copies of the registration certificate in these circum-

stances would likely be part of the prosecution’s evidence prepara-
tion.

(iv) Complainant Profile

It was possible to identify who was accessing the criminal justice sys-
tem to enforce their copyright by tracing the registration certificate
requested by the investigating officer to the work itself. The cate-
gories of works for which certified copies of registration certificates
were requested were: video games, computer software, audio-visual
works (films), artistic works (Robert Bateman reproductions and car-
toon strips), musical works (sound recordings) and artistic works
contained in logos (NHL, Levi and Molson).

Information in the registration certificate identified the types of
works which were involved in police investigations. From this infor-
mation some general observations are possible. There were 53 sepa-
rate requests for certified copies of registration certificates in 1993.
This indicates that 53 investigations proceeded to the point of getting
evidence of ownership to establish that the copies in question were

infringing. The breakdown of the number and the types of works is
as follows:

¢ 13 computer programs
¢ 12 films

® 9 cartoon characters

* 8logos
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* 7 video games
* 3 musical works
* 1 artistic work

The registration certificates indicate the works that are the subject
Matter of criminal cases: 25 percent of the requests involved comput-
€T software, 23 percent involved films, 16 percent involved cartoon
haracters, 15 percent involved logos, 13 percent involved video
ames, 6 percent involved musical works and 2 percent involved
artistic works.

The actual works for which the registration certificates were request-
reveal some information about their owners. For example, for the

COmputer program registrations, most of the works had well known

Owners, such as Microsoft and IBM. The computer programs had eas-

1Y recognized names such as MS-DOS and Wordperfect. However,

- VO of the requests related to computer software were registered to

Individuals.

This is 19 percent of the computer cases or 4 percent of all the cases
ldentified. This indicates that individuals, as well as the large com-
Puter software developers, are using the criminal justice system to
“nforce their copyright. :

In the logo cases a similar observation could be made. The logos were
owr,‘ed by well known sports clubs (NHL, NBA, NFL), clothing

eSigners (Levi, Roots), and beer companies (Molson). These logos
themselves are well known. Typical cases involved use of the logos
on Wearing apparel sold at flea markets. The same conclusion also
N be drawn with respect to many of the cartoon characters and the
Video games. The one request categorized as “artistic” involved
"®Productions of Robert Bateman's art.

“ ” 2y
A” Division Data

The third place where statistical information was obtained was an

s tual RCMP Federal Investigation Unit, which will be referred to as

R‘:".DiVision. Geographically this represents the National Capxtél
8lon. It was not possible because of time and resource constraints

O Carry out an in-depth analysis of every RCMP Federal Enforcement

-t The purpose of the research at “A” division was to create a pro-

le of the activities of one RCMP Federal Enforcement Unit in the

:rea Of criminal copyright enforcement. “A” Division was used as an

Xample. It does nof represent a scientific sample.

.




(i) Volume

The filing system at “A” Division allocates every complaint it -
receives to a category. Copyright is one of those categories. Sixty-
seven files were allocated to the copyright category in the four-year

period between 1990 and the end of 1993. Five files were unavailable.

From the remaining 62 files, 38 copyright investigations were identi-

fied as having been carried out by “A” Division during the period
reviewed.

Most of these cases were opened because someone made a complaint
to police. In RCMP terminology, this is referred to as “reactive polic-
ing”. Thirty three of the 38 investigations fall into this category. The
remaining five were examples of “proactive policing” or “projects” as
they are sometimes referred to. This involves a police investigation of
an activity throughout the area for which a unit is responsible.

One investigation that led to pro-active policing involved the unau-
thorized installation of computer software on the hard drive of com-
puters, usually in order to sell the computer in a retail store. This pro-
ject began with complaints received by ”A” Division from people
purchasing computers. After purchasing a computer some technical
problem would arise. The purchaser would be told by an advisor to
“check the manual”. The purchaser would not have a manual
because they had not purchased the software. The computer vendor,
to make the sale, would have loaded an unauthorized copy of the

software, at no charge, as an inducement to the purchaser to buy the
hardware.

In 1991 “A” Division launched an investigation of several computer
stores in its jurisdiction. Few of the stores were engaged in this prac-
tice. If a purchaser wanted a software program then they were sold
the program as a separate item, it was properly invoiced and the
manufacturer’s materials accompanied the diskettes. Other stores,
however, did sell undercover police officers, posing as customers,
computers with unauthorized software loaded by the store prior to
delivery or pick up of the computer. The “project” in this case result-
ed in 16 charges being laid against four stores. On guilty pleas, 10
convictions were obtained.

Other examples of “A” Division’s activities of a similar nature
involved the manufacture of unauthorized circuit boards for arcade

games and the photocopying of workbooks and instruction manuals
in private business and language schools.
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(i) Profile of Complainants

Examination of the “A” Division files revealed the origins pf the com-
Plaints to police which eventually led to the opening of a file and an
IMvestigation. There are three general categories of complainants:

The General Public

* anindividual who wanted to remain anonymous;

* owners of businesses who suspected their competitors of
infringing activities that gave them a compgtit@ve .advant:age,
e.g., renting home-made copies of films or infringing copies of
sound recordings; and computer retailers who sold computers
with copies of pre-loaded software at no cost to r.nake a sale;

* atip received through “Crime Stoppers”, which is a phone
number advertised to the public as a place to call to report sus-
pected criminal activities;

* individuals complaining to police about the purchase of a com-
puter pre-loaded with software but without accompanying
manuals and diskettes; o

* members of the general public, e.g., a student complaining
about the cost of photocopied course material; a.mummpal
election candidate complaining about the activities of an oppo-
nent; and an individual alleging the stealing of an idea.

Copyright Owners and Their Representatives .

* trade associations representing owners of copyright works,
such as circuit boards for arcade games, music and computer
software;

¢ copyright owners themselves (Robert Bateman and Garth
Brooks).

Pro-Active poj icing ‘
* information obtained in executing a search warrant in another

Matter; ) . ¢
* individual police officers acting on their own suspicion o
criminal copyright infringements.

There is no pattern indicated from the complainants to “A” Division.
4 € complaints originated from many different sources. There is no
“Minance of one category of complainant.
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One observation that can be made is that often the corporations or
trade associations administering copyright were involved in the
investigations. Their involvement, however, was not always as a
result of making or receiving a complaint. Their involvement was
also as a result of the RCMP investigator contacting them as owners
of copyright for assistance in the investigation. Examples of the assis-
tance requested by police are establishing the subsistence and owner-
ship of copyright, and confirming that the copies involved in the
investigation are infringing copies. This often cannot be determined
without the assistance of the copyright owner.

In fact, RCMP investigation procedures recommend that, in the case
of a copyright complaint, the copyright owner be contacted.” The
RCMP investigator is advised to contact the owner/creator early in
the investigation to secure the person’s or company’s cooperation
and their desire to proceed with a criminal charge. The obvious con-
clusion to be drawn from this procedure is that, if the owner does not
perceive the act complained of as being a criminal matter, then nei-
ther should the RCMP. RCMP policy is predicated on the fact that the
cooperation of the copyright owner is essential in proving several
essential elements of the offence. Without that cooperation it is diffi-
cult to prove the existence of the copyright, ownership and that the
copies alleged to be infringing are in fact infringing.

(iii) Profile of the Alleged Infringers

The ”A” Division files reveal a varied assortment of alleged
infringers: '

e anindividual previously convicted of renting infringing copies
of films; '

* retail stores that were sometimes corporate entities and some-
times were operated by individual owners who were accused
of making, renting or selling infringing copies of copyright
material;

e individuals making and selling infringing copies of video
games, works of art (Robert Bateman); '

* a copy shop making photocopies of copyright material on
request;

* a private school photocopying course materials and selling
them to students;
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* mail solicitation for buyers of copyright material (CDs and
computer software) at prices well below market; .

* flea market and street vendors making and selling infringing
copies of sound recordings and wearing apparel with logos
that infringe copyright; -

* a Canadian manufacturer of infringing sound recordings that
are distributed in France.

No profile of a typical suspected infringer can be drawn from this list.
€ observation is that most of the cases involve sales to the public.
€ Venue of the sale varies. Flea markets, mail order, retail stores,
photOCOpy shops, language and business schools are all alleged to
have so1d infringing copies of works protected by copyright.

Afew cases involve making infringing copies for distribution rather
an sale. The most prominent example of this type of defendant was
found in CIPO files. A corporation was accused of distributing
inging copies of computer software to its employees.” The
accused in this case pleaded guilty and received a fine of $50,000.

Asecong observation is that the suspects in the “A” Division cases
2re Canadijan. The dimensions of the problem however are not con-
Ned to natjonal borders. One example is infringing copies of Asian

\s originating in Hong Kong. Another is recent news broadc.asts
Stating that China has built another two CD factories, which will fur-
ther increase the supply of counterfeit CDs to North America.

(iv) Disposition of Cases

There were 36 copyright investigations conducted by “A” Division in
@ four year period between 1990 and 1993. These cases were dis-
Posed of as follows:
* 2“not guilty”; . .
* 4 "disposition unknown” (“A” Division providing assistance
to another RCMP unit);
1 verdict not yet rendered;

* 4 “charges withdrawn”; :
* 22 “no charges laid” (insufficient evidence, unfounded, could

not find suspect, no victim, letter sent to all busines§ sghools
informing them that photocopying copyright material is
infringement); :
1 “pleaded guilty”;

* 2“found guilty”.

Digita) Technolqu and Copyright bt

-




©

The fines were: ,
¢ On the guilty plea, on two counts, a fine of $1,000, one year
probation and 100 hours of community service;
¢ “Found guilty” on two counts and fined $300 per count for
atotal fine of $600; and
¢ “Found guilty” on three counts, fined $750 per count, for a
total fine of $2,250 and 75 hours of community service.

(v) Profile of Enforcement

“A” Division is an active unit in criminal copyright enforcement.
CIPO records indicated that (15 percent) or eight out of 53 requests
for certified copies of registration certificates originated in “A”
Division. The reasons identified as a result of the research at CIPO,
with respect to the profile of enforcement, were also explored with
“A” Division investigators.

The first reason suggested for some areas being more active than oth-
ers was that criminal copyright infringement was more prevalent in
large urban centres. Although the National Capital Region is an
urban area, it is not the largest in the country. Yet its volume of crimi-
nal copyright cases places it ahead of Toronto and Vancouver.

The second reason for the differences in criminal enforcement activi-
ties was that copyright owners are more active in seeking criminal
enforcement in some areas. This reason may have some validity. The
investigating RCMP members interviewed were familiar with indus-
try individuals who are active in copyright enforcement. In fact, tech-
nical assistance in evaluating critical evidence in an investigation is
often required. For example, determining whether a circuit board,
computer program or sound recording is a legitimate or an infringing
copy is a matter requiring considerable technical knowledge and
expertise. Industry representatives and RCMP investigators have a
working relationship in “A” Division, which may partly explain the
higher incidence of prosecutions in this Division.

The third explanation relates to the interest and experience of police
officers. It may be easier to get the police to act on a copyright com-
plaint when they have some experience and/or interest in copyright
enforcement. Interviews at “A” Division support this explanation. A
core of four out of 15 members in the unit were active in the copy-
right area. Discussions with lawyers acting for copyright owners also
provided some support for this explanation.
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Fanﬁliarity with criminal copyright offenses, the evidence required
and how to obtain that evidence demonstrated a steep learning curve
On the part of investigating RCMP members. This knowledge and
SXperience resulted in action on more complaints and more charges
eing laid. The same may also be true in the other active RCMP
etachment (Montreal), which accounted for 25 percent or 13 out of
53 files at CIPO.

Ind118try Data

S?atistical information was also obtained from the private sector. The
Video Security Office is a private organization formed by the
anadian Motion Pictures Distributors Association to combat film
Plracy in Canada. Chart I below is a record of the FVSO's activities

Since it wag formed in 1983.

Chartl
\
Year Product Number of Number of Fine in Averege
Seized Seizures Prosecutions $ Fine
}983 10,518 ) 2 3240 1,620
# 12.780 54 57 71,000 1,47
85 20,098 89 23 19,801 860
}326 33.463 79 6 53018 8,836
7 23 318 118 38 106,809 2,810
W 14.029 89 53 165180 3,116
9 10,072 50 38 94,137 2,477
Igs’\0\\13,811 34 40 104075 2,601
1997 3329 31 25 101,000 4,040
}332 8.667 75 2 51250 2329
3 15 43,100 2,873
298 6523 31 , ,
1994 8254 26 3 93375 4,050
Tor—
Otal 154862 688 342 $906,075  $2,649
\

;I:\fe Canadian Record Industry Association also provided statistical
Ormation relating to its activities.in seizing and prosecuting crimi-
. Cases in the sound recording industry. The chart II below summa-
the information provided. -
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Chart IT
Year  Product Numberof Numberof Numberof Average
Seized Seizures Prosecutions Fines Finein$
pre-

- 1984 127,196 10 10 27,925 2,792
1984 30,000 1 0 0 0
1985 26,000 2 2 76,000 38,000
1986 13,009 2 2 22,500 11,250
1987 - 0 0 0 0 0
1988 24 3 0 0 0
1989 23,208 4 4 8,400 2,100
1990 4,642 8 3 5,100 1,700
1991 414 5 9 9,200 1,022
1992 603 4 4 2,400 600
1993 61,823 7 2 1,500 750
1994 3,488 6 3 69,000 23,000
Total 290,407 52 39 153,625 3,939

Distinguishing Civil from Criminal cases

Introduction

Identifying the criteria used by police, copyright owners and Crown
counsel to distinguish between a case of civil copyright infringement and
a situation where it is appropriate to initiate a criminal prosecution
proved to be a difficult task. One method of describing the distinction
between criminal and civil infringement is to ask the following questions.
In the privacy of your own thoughts, I would like you to answer them.

How many of you have been in possession of an infringing copy of a
work protected by copyright? Have you at one time or another been
given, or used, or requested from someone, an infringing copy of a
work protected by copyright? Let me give you some very common
examples: a homemade audio tape of your favourite music to listen
to in the car, a movie someone taped for you or some member of your
family, a piece of software loaded onto the hard drive of your com-
puter, or that new computer game that your teenage son or daughter
borrowed from a school friend, which is now permanently installed
in your personal computer.
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Every one of these examples involves a copyright infringement.
Owever, these examples are not criminal copyright infringements.
hey are civil infringements. This means that the worst thing that can
appen is someone can sue you. The police will not show up at your

door with a search and seizure order in any of these examples.

For a copyright infringement to be a criminal matter there must be
Some commercial dealing. In the cited examples, the audio tape
would be available for the general public to purchase, or the movie
available to rent, at the local video store. The infringer must profit or
Peneﬁt in some way from the infringing copies. The criminal

Infr inger must deal in infringing copies to make money or, in some
Cases, to save money by making copies for employees, or to rent out
'nstead of buying a copy from the owner.

The issue to be addressed here is how criminal cases are distin-
8uished from civil ones. As a practical matter, there are two partici-
p.ar}ts involved in deciding whether a particular case is criminal or
Qvil: the copyright owner and the police.

The Copyright Owner

The Copyright owners and their representatives, who were identified
45 users of the criminal justice system to enforce their copyright, were
cOntacted as part of the research for this report. The main issue on
“-Ih.ich their views were solicited relates to how they distinguished
Vil from criminal cases.

T}}e Copyright owners who use the criminal justice system have one
. Mg in common: all of them have their intellectual property embod-
:d in tangible objects that are sold to the public. These objects
'Nclude audio and video cassettes, CDs, computer software, video
$ames, art prints and various kinds of wearing apparel containing
©80s protected by copyright. It is pointed out that the piratical activi-
Involved is large scale, in terms of the number of infringers, in
€TMs of the number of infringing works and in terms of the amount

Of monetary damage.

All of these copyright owners state that eriminal sanctions are the
gnly Way to deal with pirates and with large-scale piratical activity.
OPyright pirates have no intentioh of complying with the law and
OSt are in a position to easily evade it. Copyright owners believe
at effective criminal remedies are a deterrent. Without them, pirates
Would hide behind the expense and length of the civil process.
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In this context, an interview with a complainant in a criminal case at
trial during the research phase of this report puts a human face on the
issue.” The case involves a distributor of Asian films. The distributor
imports films from Asia and supplies them to video stores in various
cities. In 1993 the distributor spent $120,000 in legal fees using the
civil process in two Anton Pillar proceedings against video stores that
were allegedly renting infringing copies of films, for which the dis-
tributor had the distribution rights. The revenues of the distributor in
the same year were $400.000. The problem still exists. In fact, the dis-
tributor alleges that for each legitimate store renting Asian films there
are at least two, and possibly three, operating with infringing copies
of films for which he has the rights. The distributor has ceased to
operate his business because he cannot compete with the pirates.

The copyright owners of valuable logos are experiencing similar
problems. There is widespread piracy of sports logos. Examples
include T-shirts and baseball caps with NFL, NHL and NBA logos.
Flea markets and retail stores can make and sell these objects at a
fraction of the cost of a legitimate operator.

CRITERION SUGGESTED BY OWNERS: The criminal provisions
of the Copyright Act are appropriate where the infringing activities
are widespread and the civil process will not stop the infringing
activity. In short, nothing else will work.

Another criterion mentioned to distinguish civil from criminal
infringement is the monetary damage done to the copyright owner. A
threshold was suggested. For example, where the damage was above
a certain amount (e.g. $5,000) then criminal proceedings could be
available. This solution was criticised because it does not deal with
the reality that piracy frequently involves a large number of
infringers, who together create great monetary damage but who indi-
vidually do not inflict large damages. Examples provided were the
two video stores renting and selling infringing copies for every store
selling licensed copies and the numerous flea market vendors selling
clothing with infringing logos.
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CRITERION SUGGESTED BY OWNERS: The criminal provisions
of the Copyright Act are appropriate where the damages are in
€Xcess of a fixed amount.

Qne of the major users of the criminal copyright provisions is the film
mdHStry. The unauthorized duplication of films and video cassettes
b,ecame a major source of copyright infringement with the introduc-
ton of video cassette recorders. The infringing copies were sold and
rented in competition with legal copies made by the copyright owner.

€ Film & Video Security Office (FVSO) was established in 1983 to
®mbat this growing problem. The FVSO is well funded and is staffed
With experienced investigators.

The Fvso reports that it refers cases to police only where the investi-
8ators determine that the infringer has violated section 42 of the Act
Wllfully and with the necessary intent. This is required to obtain a
ConViction, in light of the full mens rea requirement of the Act.

advertent violations are resolved without resort to either criminal
Or civil proceedings. These are treated as situations that require the
m.di"iduéll be educated as to the fact that the individual’s actions con-
Stitute copyright infringement. The FVSO estimates that only one in
.ten Complaints it investigates is referred to the police for criminal
vestigation. .

CRITERION SUGGESTED BY OWNERS: The criminal provisions
Of the Copyright Act are appropriate where there is evidence prov-
ln.g beyond a reasonable doubt that the accused intentionally com-
JMtted the prohibited act with knowledge that the act was an

fringement of copyright.

Both the film and recording industries pointed out that it is impracti-
%@l to exhaust its civil remedies before resorting to the criminal provi-
300 of the Act. The net cost (after deducting the amount qf any
Mages recovered) for each copyright owner to proceed civilly
~8ainst many infringers, each of whom is relatively minor, cannot be
Justified. In this context the RCMP enforcement policy, suggesting
4 3t copyright owners exhaust their civil remedies prior to resorting
O the criminal provisions, was rejected by copyright owners in the .
g M and sound recording industries as impractical." In tl}xs context, it
houg be pointed out that the cost of criminal investigations and
Prosecutions is equally high, if not higher than civil investigations.
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CRITERION SUGGESTED BY OWNERS: The criminal provisions
of the Copyright Act are appropriate when the costs of civil pro-
ceedings against many infringers, when each infringement is rela-
tively minor, cannot be justified.

In this context it is pointed out by the FVSO that less than 1 percent
of defendants charged with film piracy under the Act request a trial.
Virtually all cases proceed on the basis of negotiated guilty pleas. It is
pointed out that this reduces the amount of court time required and
the cost to the Crown for the prosecution.

With respect to measures taken to warn infringers before involving
police, the film industry has in place a number of educational compo-
nents designed to ensure that would-be infringers are fully aware of
what constitutes copyright infringement. That is:

* all films and video cassettes should contain warnings that
unauthorized duplication constitutes copyright infringement;

* cease and desist letters are sent out when the FVSO reasonably
concludes that an individual does not have the necessary mens
rea under section 42 or 43 of the Act; and

* pamphlets, brochures and videos are prepared and distributed
to industry participants and members of the public to better
inform them of copyright infringement.

CRITERION SUGGESTED BY OWNERS: Criminal proceedings

are inappropriate where education and warnings to infringers will
stop the infringing activity.

The music industry has also been identified as a user of the criminal
copyright provisions. However, not all music copyright owners fall
into this category. The owners of performing rights do not use crimi-
nal enforcement. They explain this as follows:

Most music users who require a performing right licence are busi-
nesses that are “going concerns” and those users who are not aware
of their responsibilities under the Copyright Act usually comply
with SOCAN's request for payment of the fees under the approved
tariffs. Those that do not comply, in the absence of insolvency, ulti-
mately end up paying the fees owing, damages and profits under a
court judgement. Criminal remedies are more appropriate,
although not necessarily exclusively, for infringers who do not have
legitimate businesses and who normally are engaged in the mass
production or sale of unauthorized (counterfeit) reproductions.*
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CRITERION SUGGESTED BY OWNERS: The criminal provisions
of the Copyright Act are appropriate where the infringer does not
have legitimate businesses and is engaged in unauthorized repro-
duction or sale of infringing copies.

Police

(i) How Poljce Forces Are Chosen

T:he second participant in a decision on whether a particular case is
CVil or criminal is the police. The police force that is usually contact-
®d is the RCMP. This is because the RCMP is viewed as having the
Plimary responsibility for the enforcement of the criminal law provi-
Slons in the Copyright Act. Industry groups, however, point out that
N certain cities the RCMP are either unable, due to more pressing
atters, or at times unwilling to undertake a copyright infringement
INVestigation.

II} Such cases industry groups then refer the matter to either provir}-
dal or 1ocal police forces. Copyright owners stated that, in most cities,
Provincial and local police forces are readily available to receive
“OPyright complaints. However, the fact that only three requests to
CIPo originated outside the RCMP suggests little prosecution activi-

ty from police forces other than the RCMP.

@) Remp Investigation Procedures

The RCMP is divided into enforcement units. At the national level
€Se units have a coordinating centre called the Immigration and
dera] Branch. This branch is responsible for the criminal enforce-
ent Policy for 196 federal statutes. The Copyright Act is one of them.

To C0-ordinate federal enforcement, policies have been developed to
assist investigators in their work. The parts of this document that
3Pply to copyright have been made public.” Parts of this policy rec-
Mmend how RCMP investigators should separate civil from crimi-
Mal cases, The following recommendations are relevant.

For minor copyright violations it is recommended that investi-
gators consider contacting the owner/creator at .th.e outset of
the investigation to resolve the matter through civil recourse.
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¢ Itis recommended that complaints of copyright violations be
investigated where the owner has unsuccessfully exhausted all
civil remedies.

¢ Itis recommended that the investigator contact the owner/cre-
ator early in the investigation to secure the person’s/compa-
ny’s cooperation and desire to proceed criminally.

Research included interviews with a number of RCMP members at
“A” Division who are actively involved in investigating copyright
complaints. One of the areas of investigation is whether the com-
plaint is a civil or criminal matter. This was confirmed by a file-by-file
examination. Four of the 36 files examined were “closed” with nota-
tions that the complaint was a civil matter. Criteria used by the inves-
tigators included: whether a civil suit existed for the same complaint;
whether a breach of contract was involved; and the motive of the
complainant. If the person making the complaint wants financial
compensation then the case is usually considered to be a civil matter.

Interestingly, the RCMP members themselves have widely divergent
views on their participation in criminal copyright enforcement. One
view was that the RCMP had no place in enforcement of private eco-
nomic rights when there were other serious crimes requiring their
attention. The view at the other end of the spectrum was that copy-
right infringement was just as serious as any other form of theft or
fraud. These polarized views reflect the same division of opinion in
the general population.

Another relevant point emerging from the interviews of RCMP inves-
tigators relates to the general RCMP commitment to providing ser-
vice to the public. This was illustrated by the perceived duty to inves-
tigate and prosecute when the law was broken, regardless of other
available solutions. The recent Laurier Office Mart* case illustrates
this, The defendant in that case was not advised prior to being
charged that he was infringing copyright, or that the situation could
be rectified by the simple act of purchasing a licence from the collec-
tive acting for the copyright owners. The defendant had become a
licensed user at the time of trial.

In this case, the criminal activity had ceased. The infringer was licensed
before the trial. The RCMP member responsible for this case defended his
actions as reasonable on the grounds of the deterrent effect of the case. He
argued that the publicity involved in the case has had a strong deterrent
effect on infringing photocopying practices in the university environ-
ment. Thus the value of the case lies in the fact that it is a deterrent.
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Canadian Intellectual Property Office
(CIPO)

BaCkground

Since about 1980 CIPO has been allocated fine payments and has
Paid the disbursements and legal bills of Crown agents associated
With the prosecutions under the Copyright Act. Section 723 (2) (a) (iii)
of the Criminal Code provides that where a proceeding is instituted by

€ Government of Canada, in which that government bears the costs
of prosecution, the proceeds of the fine or penalty belong to Her

3jesty in the right of Canada and “shall be paid by the person who
Teceives them to the Receiver General”. With respect to the Copyright
Act any fines would be paid to the convicting court who then remits
the Mmoney to the Receiver General.

The financial management practices of the federal government
T®quire that the various departments responsible for legislation under
Which fines are levied record, and in some cases receive, the fine pay-
Ments. Whether a fine payment is simply recorded or actually .
Teceiveq depends upon whether the particular government unit oper-
ates on 4 revolving fund or on an appropriation. CIPO operates on a
revc’l"ing fund. As a result, CIPO receives fine payments under the

OPyright Act directly into its budget. Other Industry Canada units,

as marketing practices and legal metrology, operate on the basis

of ppropriations. In these circumstances fine payments are received
.o the Consolidated Revenue Fund. The funds are then apportioned
0 the actual units as revenue and expense items in their budgets.

T?lis distinction is important from the point of view of a possible con-
Ctof interest. If a government unit receives fine money directly .

. STeis g possibility that the unit, if it had the ability to promote crim-
Prosecutions, would do so to increase its revenues. Not all gov-

. ‘Ment units have the legal authority to actively promote prosecu-
itons. For example, CIPO has no investigatory powers. Its role is hrp-
tort to providing certified copies of registration certificates and regis-
iflrlng works when requested to do so. Legal metrology and market-

8 Practices officials at Industry Canada, however, are empowered
der their respective legislation to investigate and prosecute crimi-
Cases,
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The legal authority to receive fine payments at Industry Canada is
contained in the department’s Financial Management Manual.
Chapter 7, subject 12, on Revenue and Accounts Receivable
(Collections Policy-Fines), establishes the policy, responsibilities and
procedures regarding the setting up of fines as accounts receivable.
Copyright fines fall within this as the Copyright Act is legislation for
which Industry Canada is responsible.

Chart III sets out the statistical information available in CIPO
records:

Chart III
Fiscal 1988- 1989 - 1990 - 1991- 1992- 1993 -
Year- 1989 1990 1991 1992 1993 1994
Fines 47,000 91,000 72,000 136,000 119,437 253,440
Received
Agent’s
Fees Paid 66,250 129,500 88,200 52,000
Fine*
Accounts 72 77 86
Fines not
Received** 33,248 73,520 289,660 348,145 280,977

*This refers to the number of persons or companies who have paid fines. The number
does not equate to “cases” since more than one individual or company might be fined in
a Ilcase”.

**These amounts are cumulative,

Jurisdiction

“Certain points with respect to the jurisdiction of CIPO in matters of crim-
inal prosecution under the Copyright Act should be stated. First, CIPO
has no jurisdiction to investigate or prosecute under the Copyright Act.
CIPO activity, in practice and in compliance with the Act, is restricted to
providing certified copies of registration certificates to police, upon
request, and to receiving any fines that are levied. CIPO plays no rolein
investigations or prosecutions. The RCMP and the provincial and metro-
politan police forces bear the costs of investigations.
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Enforcement

In November 1993, CIPO sought some guidance from the RCMP in
Matters of collection of copyright fines. The reply from the .

. Mmigration and Federal Branch is instructive in several ways. First,
1tis politely pointed out that the RCMP is not a “collection agency”
With respect to fines imposed by a Court for convictions under the
Copyright Act.

This Practice was confirmed in interviews with RCMP members at
the federa] policy level as, well as in an actual Federal Enforcement .
hit. It should be pointed that confusion exists with respect to who is
Tesponsible. The Departmental Financial Management Manual at
dustry Canada states in section 1.04 that “Usually, the RCMP and
Other poljce forces follow up on fines resulting from charges they
ave laid under the [ Copyright Act]”. That is not the case.

Second, the same reply points out that, if a fine is not paid by the
Specified date, the judge can issue a “Warrant of Committal”. Tl}e
Question that logically arises here is who, in the case of an unpaid

'ne under the Copyright Act, would request such a warrant? The
RCMP, the Court which levied the fine, the prosecuting Crown coun-
Sel or CIPO are the only obvious choices. ‘

The RCmp points out that it is not a collection agency. CIPO recox.'ds

'eveal that the courts do not pursue unpaid fines in any systematic

Way. When CIPO staff calls the various courts to determine whether

2N overdue fine has been paid, court officials merely say “yes” or

10”. Overdue fines, at least in the experience of CIPO collection

IVities, are not perceived by the courts as a situation requiring any

“Morcement action on their part. Industry Canada’s Financial
Anagement Manual supports this. Section 1.03 states t}}at “most
urts do not actively pursue the collection of overdue fines”.

CH?O itself, in my opinion, has no legal authority to commence a civil

action to collect an unpaid fine for a criminal conviction under the
OPyright Act because it has no cause of action. The RCMP expressed
Similar view on this issue.
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This leaves the prosecuting Crown counsel as the last choice.
Whether follow-up enforcement, subsequent to a conviction, should
be included as a responsibility of Crown counsel is a matter of policy
which is clearly outside the scope of this Report. Another possibility
is an agreement between CIPO and the RCMP on a policy that
reflects section 1.04 of the Financial Management Manual which
states: “usually, the RCMP and other police forces follow-up on fines
resulting from charges they have laid...“. This is a matter of criminal
law policy, which is also outside the scope of this Report.

Legal Considerations

What is clear from the foregoing is that some of the fines levied as a
result of criminal convictions under the Copyright Act are not collect-
ed. CIPO records reveal that, as of the 1993-1994 fiscal year, $280,977
was uncollected. Closer examination has revealed that some of these
fines go back several years. A computer printout dated February 1994
indicates uncollected fines dating back to 1985.

A related matter is the case where there is a period of incarceration in
lieu of paying a fine. RCMP disposition reports contained in CIPO
files reveal that in some cases the judge only fines the convicted per-
son with no “in default” option. In other cases, there is an option of
incarceration if the fine is not paid. In such a case, the question arises
whether the period of incarceration is being avoided in a manner
similar to the payment of fines. If not, then the follow-up procedure
for incarceration may be useful with respect to jurisdiction over the
enforcement of fine payments as well.

How It Works

- The following describes the involvement of CIPO in criminal cases
under the Copyright Act. CIPO has two levels of activity . The first is
the receipt of a request from the police ” for a certified copy of a reg-
istration certificate for use at trial. All these requests are filed by CIPO
by requesting police force. .

182 Digital Technology and Copyright

R




©

Most of the activity originates with the RCMP. There are 719 detach-
Ments listed in the most recent RCMP directory. In 1993 only 25 of
eSe requested certified copies of registrations from CIPO..Only
Tee regional police forces in the entire country made similar
Tequests, .

The second activity begins subsequent to the prosecution. The RCMP
lnvestigating officer is required to send CIPO a Disposition Rgp ort.

. ''ese vary in content. A typical report will contain the following
information: name of the person or company charged; the address;

e offence; the number of charges; date and place of the'Offen.C <
Ourt location and date of decision; the result (fine amount, prison
Yerm, acquittal etc.,); disposition of exhibits; time to pay fine; name of
NMvestigating officer; the name of the unit and its address. Some
Teports give a detailed statement of the allegations and the disposi-
Uon at trial. The variations in content, in all probability, depend upon

e officer involved.

F_or CIPO’s administrative purposes, the receipt of either a disposi-
ON report or a fine payment will cause a file to be opened. These are
only two events that will trigger the opening of a file. Sometimes
€re is a considerable time lapse between the court’s decisxon.and
€ receipt of the disposition report. If CIPO has received the fine
Prior 1o receiving the disposition report, or vice versa, the two are
Matcheg, However, matching is not always easy or possible because
pf the use of different file numbers or the use of corporate, instead of
n lviduall names.

In the ysyal case the disposition report is the first document in the
le. Upon receipt an Invoice Preparation Form is prepared, which is
tt0 the department’s Finance Section. This effectively creates an
Accounts receivable on the books. A note is made as to when the fine
'S due. The account then goes into the department’s accounts
Payable, which is the subject of a monthly report. In short, the fine is
Ut on the books as owing.

The Practice at CIPO is to allow six months beyond the due date

. --Ore taking any further action. The network of money transfers

"Wolved can take considerable time. The.convicted accused pays the

SOurt which levied the fine, the court transfers the money to the

Provincial Attorney General who then transfers it to Supply and
TVices Canada who, in turn, transfers it to CIPO.
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The monthly financial reports at Industry Canada alerts CIPO to fines
which are past due. When a fine is past due CIPO calls the court
noted in the report. If the fine is not paid then the file is marked to be
brought forward to call again in a few months time. Typically, this
process is repeated two or three times. If the fine remains unpaid, the
account remains outstanding. As stated earlier, some fines have been
outstanding since 1985.

CIPO staff perceive court administrators as being very busy people
with enforcement and collection of fines not being a high priority for
them. They also have commented that the information they receive
from both the courts and the RCMP is incomplete. To substantiate
this view two examples were produced of long overdue fines involv-
ing files which had been closed by police and court administrators.
The fines on these files were never collected by CIPO. It is possible
that the fines were paid and the money lost in the network of trans-
fers. It is also possible that the fines were never paid. There is no way
to verify compliance with the court decision.

In a similar vein a call by CIPO to a court may reveal that the fine in
issue was paid. In this case CIPO then tries to track the payment.
CIPO staff have difficulty tracking fine payments because the various
government finance divisions close their record at the end of a fiscal
year. It is time-consuming for them to reopen old records and this
adds to the time delay and difficulties experienced by those responsi-
ble for collecting these fines. Finally, some fines are paid into the
Consolidated Revenue Fund and cannot be traced back to the indi-
vidual or corporation that made the payment. Once again, verifica-
tion of compliance with the court decision is not possible.

Practical Considerations

CIPO staff have real obstacles in their way in collecting the fines
levied under the Copyright Act. These include a probable lack of juris-
diction to collect the fines as a civil debt, a lack of necessary informa-
tion, poor communication between the RCMP and the courts and
time delays between the decision and the collection process. One
CIPO staff member put the matter succinctly when she stated that the
process was like a loop that was not closed. The loop includes the
police, the courts, various government service departments and
CIPO. Among these elements, there should be a closed loop, within
which it should be determinable whether a decision of the court has
been complied with. As it'is, the loop is not closed. It is not possible

to determine, with certainty, whether court orders are being complied
with.
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Other Federal Laws

The terms of reference under which this research is conducted do not
€xtend to other federal laws. However, in the course of my research,
“Omparisons to other federal laws containing criminal enforcement
Provisions were inevitable. For example, the Trade-Marks Act does
N0t contain any criminal provisions. However, the Criminal Code
does contain fraud, passing-off and trademark provisions which, use
the criminal law process for enforcement.

The Patent Act contains criminal enforcement measures in sections 74
to 76. Although the criminal provisions of the Patent Act are not often
USed, statistical research in an RCMP investigation unit revealed an
ONgoing investigation under section 76, dealing with false representa-
tions and entries in a patent application.

:I‘he Industrial Design Act contained a criminal enforcement provision

‘N section 16, which was repealed in 1993. None of the Copyright Act,

the Patent Act or the Industrial Design Act contain any provisions

relating to the enforcement of those criminal provisions contained in
€ statutes,

This report relates to the criminal enforcement of copyright.

Xamination of other federal laws containing criminal enforcement
Provisiong is therefore outside its scope. However, information
Ootained with respect to uncollected fines under the Copyright Act
‘dicates problems with the enforcement of the criminal provisions in
that Act. From a public policy and criminal law enforcement perspec-

V€, qQuestions arise as to whether this is an isolated phenomenon or

ther it is common to the many other federal laws that are

€nforced by means of criminal sanctions.

For example, it would be useful to determine how many federal laws
€Ontain some recourse to the criminal law to enforce compliance. It
would also be useful to determine if those responsible for the admin-
Stration of those laws are experiencing the same difficulties as CIPO
o Carrying out their responsibilities. A comparative analysis of how
€ criminal power is used in different statutes could indicate which
methOds are working and which are not. ‘For example, some laws,
Such a5 the Copyright Act, do not contain any power to investigate or
TOSecute for a violation. Other laws, such as the Weights and
€asures Act, provide the department responsible for the Act with

OWers to enforce compliance with the law.
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The importance of the distinction between laws with enforcement
powers and those without has to do with a very basic and fundamen-
tal legal principle: respect for thelaw and, in this case, the criminal
law. My research has revealed that fines under the Copyright Act
sometimes remain unpaid. There is no foolproof connection between
the offence, its prosecution and the enforcement of any fines result-
ing from the prosecution. If the convicted accused does not pay the
fine, there are no apparent procedures in place to verify that compli-
ance. In fact, when CIPO officials attempt to determine whether a fine
has been paid they are sometimes unable to do so. Sometimes fines

are paid and there is no way to determine who paid the fine or even
to identify the offence for which the fine was paid.

From a policy perspective, i’f is appropriate to ask the question -
whether this state of affairs is peculiar to the Copyright Act oris a
more widespread phenomena. Preliminary indications are that there

are a great many federal laws that are enforced by means of the crimi-
nal law. If fines levied under those laws are subject to the same

enforcement mechanisms and compliance verification procedures as

those imposed under the Copyright Act then there is a problem that
should be addressed.

Investigation and Prosecution Difficulties

The final issue to be addressed in this report is whether there are any
difficulties in conducting an investigation or prosecution peculiar to
copyright that warrant changes to the law of evidence, criminal pro-
cedure or to the standards of liability for criminal copyright enforce-
ment? Investigations will be addressed separately from prosecutions.

Investigations

Many points emerged from discussions with RCMP personnel with
respect to problems in criminal copyright enforcement warranting
changes in procedures. Several RCMP members were interviewed.
The issue was explored at three different levels of the criminal
enforcement system. The first level was national policy development.
The second was a manager of an investigation unit assigning mem-
bers’ investigation priorities. The third was several members of a unit

involved in actual investigations. From these interviews and discus-
sions, problem areas were identified and the nucleus of an approach
to solve them was developed.
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(i) Training

RCMP investigators require a training program to effectively use
their time and resources in the area of criminal copyright enforce-
ment. An investigator in a Federal Enforcement Unit is responsible
for investigating complaints made under 196 federal statutes. They
receive no training on any of them. Copyright is one of the 196 laws.
The law is complex even for someone familiar with it. Each RCMP
investigator must be self-taught on the law, its breach, previous con-
victions, evidence and investigation techniques. There is no manual,
no course and no technical support. It was agreed by all that there

should be.

(ii) Personnel Overlap and Transfers

Staffing assignments in the RCMP Federal Enforcement Units should
overlap. Transfers of people are made without regard to expertise
developed in a particular area. For example, a member may be in a
unit for four years. During that time, valuable knowledge and experi-
ence is gained in investigating copyright complaints. That knowledge
and experience is a valuable commodity, which could be passed on to
a replacement if there was an overlap of a year or more in assign-

ments.

(iii) Teams of Special Investigators

At the present time RCMP investigators deal with all 196 fgderal laws
as and when complaints are received. Many of these laws, including
copyright, require a great deal of background knowledge, which
must be acquired through substantial research. More efficient use of
resources could be achieved by encouraging members to specialize. It
is suggested that this approach would result in better police response
to the problem of copyright infringement. Members with a better
knowledge base will be more effective in identifying serious cases of
piracy. The same is true for Crown counsel. They too would provide
better enforcement if they were allowed to develop some expertise in

the field of criminal copyright enforcement.
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(iv) National Strategy To Combat Copyright Infringement

RCMP members and Crown counsel need to become more familiar
with the areas where piracy is a serious problem and to develop
strategles to deal with problem areas on a national basis. For exam-
ple, if counterfeit CDs and unauthorized reproduction of computer
software are two problem areas, it would be better to proceed with a
few stronger cases in each of the problem areas than to proceed with
several weaker cases without any method or plan. This approach

would better serve the public, as well as make better use of the limit-
ed resources of the court system and the police.

This national strategy, which should be developed with the victims of
the infringing activity, should have the following objectives:

* toidentify the industry groups experiencing a serious infringe-
ment problem;

to define the most effective way to deal with this problem, tak-

ing into account the costs of prosecution, the deterrent value of

a conviction and the probability of obtaining a conviction;

to create a structure within the RCMP that will develop exper-

tise to deal with criminal copyright enforcement in a manner

reflecting national priorities;

to create a mechanism to involve the Crown in this national
strategy.

(v) Self-Help Is Essential

Self-help on the part of copyright owners is essential if criminal copy-
right infringement is ever to be effectively controlled. The criminal
justice system has many competing client groups. Crimes of violence
will always take priority over crimes against property.

One senior Crown counsel pointed to the enforcement activities in
the North American motion picture industry as a “text book example
of how to enforce copyright”. In 1983 the industry formed the Film &
Video Security Office (FVSO). At that time it was estimated that pirat-
ed video cassettes represented 35 percent of the retail market. In 1995
it is estimated that this has been reduced to five to eight percent. Two
reasons are given: educational work of the FVSO and the working
relationship of the FVSO with the enforcement authorities.
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The educational work of the FVSO, referred to by the Crown and the
RCMP, involves programs for video dealers, industry participants,
the police, Crown prosecutors and the public and includes:

* distribution of a film anti-piracy manual to assist police and
Crown prosecutors in dealing with film anti-piracy cases;

* preparation and distribution of pamphlets, brochures and
videos for industry participants and members of the public to
better understand copyright infringement;

* an anti-piracy 800 telephone hotline to bring instances of video

piracy to the FVSO's attention;
* attendance of FVSO personnel at video conferences, seminars

and shows;
* seminars for police forces across Canada on video piracy to

supplement the anti-piracy manual; and
* attempts to ensure widespread publicity for seizures and pros-
ecutions to further enhance the deterrent value.

The second self-help mechanism is to provide expert assistance to the
police. One Crown prosecutor stated, that by the time the FVSO
involves the police in a case, they have already assembled the evi-
dence needed to obtain a conviction. Evidence of the requisite knowl-
edge on the part of the suspect, of the status of the copies as infring-
ing and of the chain of ownership of the copyright is complete. The
Crown is even provided with a manual on how to proceed with the
case. The FVSO itself provided the following examples of how they

assist the police and the Crown by:

* providing written statements and/or affidavits of the evidence
and grounds necessary for obtaining search warrants;

* attending, with the police, on the execution of the search war-
rants;

* assisting the police with collating, analyzing and testing sus-
pected infringing copies of seized films;
obtaining copies of copyright registrations for seized titles;
obtaining witness “will say” statements from potential wit-

nesses and from copyright owners;
* assisting the police with preparing and collating the brief to

the Crown;

assisting the police in drafting appropriate charges; and
meeting with the Crown assigned to the prosecution to assist
in preparing for trial and/or negotiating an appropriate plea

Or sentence.
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If other industry groups who are victims of copyright infringements
adopted similar investments in the enforcement of their copyright,
similar success stories could be told. In this regard, the FVSO points
opt that less than one percent of defendants charged with film piracy
under the Copyright Act request a trial. Virtually all cases proceed on
the basis of negotiated guilty pleas. This significantly reduces the
resources required from Crown prosecutors and the courts to dispose
of these cases. The resource requirements of the police are also
reduced because the FVSO does most of the work required. This is

necessary in any event because only the copyright owner is in a posi-
tion to obtain much of this evidence.

(vi) Evidence

RCMP members involved in investigations and prosecutions
expressed frustration regarding the obtaining of evidence relating to

ownership of copyright and the chain of title. The point is best illus-
trated by example.

The Asian film case being tried in Ottawa at the time of writing
involves many films that were originally produced in Asia. Each title
has a different owner. A Canadian distributor, the complainant, had
entered into a distribution agreement with an Asian distributor to
acquire the exclusive distribution rights for Canada. The Canadian
distributor discovered that the films for which he paid to acquire the
distribution rights are being distributed by video stores throughout
the country. The copies being distributed are alleged to be infringing
copies. The RCMP investigated and charges were laid.

At trial the Crown must prove that copyright subsists in these films
and who owns it. Hundreds of films are involved. For each one it is
necessary to prove that the copy in question is an infringing copy. To
prove that the copy is infringing it must be established that the copy
was made without the authorization of the copyright

owner. That requires that the copyright owner provide evidence of
ownership of the copyright in the film. The copyright owner is in
Asia and has licensed the films to an Asian distributor who in turn
has licensed the Canadian distributor. To prove this “chain of title”
would require many witnesses, most of whom are in Asia. This evi-
dence is both expensive and complex to assemble.
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Another difficult matter of evidence at both the investigation stage,
and at trial, is proof that a copy is an “infringing” copy. RCMP inves-
tigators often cannot tell whether a film, a software program or a CD
is a legal or an infringing copy. Experts are required. In the usual case
the allegedly infringing copies are seized and an expert analysis is
made to determine whether the copy is infringing or not. Copying
technology is so good that this can be a difficult element of the case.
Experts are challenged by the defense as to their qualifications to be
expert witnesses. RCMP investigators cited this as a problem area

peculiar to copyright cases.
(vii) Federal Crowns

Federal Crown prosecutors also require training and support for
copyright prosecutions. Sometimes the file is assigned to the Crown
shortly before trial. The Crown prosecutor is faced with proceeding
with a case with little time to prepare and no knowledge of a complex
area of law. This same prosecutor must face a defense counsel who is
well prepared and who has spent many hours on the case and the

applicable law.
Prosecutions

(1) Criminal Code v. The Copyright Act

A related issue is the reasons why the industry groups prefer to use
the criminal provisions in the Copyright Act instead of the fraud pro-
visions of the Criminal Code. It was reported that the fraud provisions
of the Criminal Code were used extensively prior to the 1988 amend-
ments to the Copyright Act. The fraud provisions continue to be used

but with decreasing frequency.

A fraud prosecution requires that the Crown establish all the ele-
ments of the offence in section 42 of the Act and also establish dishon-
est intent and deprivation of the victim. The fraud provisions are
viewed as imposing additional elements of proof on the Crown
which are not required under section 42.

It is also pointed out that the precedents under section 42 and its pre-
decessor, section 25, are more extensive than those available under
the fraud provisions, at least as they relate to copyright infringement.
Prosecutions today under section 42 are facilitated by the large num-
ber of precedents upon which the Crown, the court and defendants

can rely.
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The fraud provisions of the Criminal Code are criminal prohibitions
applicable to fraud in general. The copyright infringement offenses in
section 42 are single purpose. As a result, judges before whom section

42, prosecutions are heard are in a better position to assess the relative
gravity of the offenses.

If a copyright infringement is prosecuted under the fraud provisions
of the Criminal Code the gravity of a single case may be viewed as less
since much more fraudulent scenarios are dealt with by the courts.
Industry groups suggest that one of the reasons that prosecutions are
now being conducted under the Copyright Act is because the penalties

for copyright infringement have increased significantly since the 1988
amendments.

(ii) Proof of “Knowingly”

Crown counsel cited the difficulty of proving “knowledge” as a prob-
lem with criminal copyright enforcement. It appears to be generally
agreed that copyright offenses are full mens rea offenses. The problem
is what is required to prove the required “knowledge”. Proof that the
accused acted “knowingly” is an essential element of each offence. It
is generally considered that the easiest method of establishing this
state of mind would be to submit proof that the accused had received
notice in the form of a prior written warning. This is not possible
where a warning could cause the disappearance of evidence and the
suspected infringer. In these cases it is necessary to prove “knowl-

edge” by other means, such as the conduct of the accused, or circum-
stantial evidence.

(iii) Copyright Presumptions Under the Charter

The Copyright Act provides for presumptions of ownership and sub-
sistence of copyright if a work is registered under the Act. For exam-
ple, section 53 (2) provides that a certificate of registration of copy-
right in a work is evidence that copyright subsists in the work and
that the person registered is the owner of the copyright. Section 34 (3)
presumes the work is one in which copyright subsists and that the
author of the work is the owner of the copyright unless the defence
. proves otherwise. These are essential elements which must be proved
by the Crown to obtain a conviction under section 42 or 43. The valid-
ity of these presumptions is being challenged as a violation of the
presumption of innocence under the Charter of Rights and Freedoms."
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The argument can be summarized as follows. Section 11 (d) of the
Charter guarantees any person charged with an offence with the right
to be presumed innocent. Any statutory clause that shifts the burden
of proof to the accused, to disprove an essential element of the
offence, violates this guarantee. Subsistence and ownership of copy-
right are essential elements of a criminal copyright case. Therefore
the presumptions with respect to subsistence and ownership of copy-
right violate the presumption of innocence. To establish guilt, the
Crown can use the presumptions and does not have to prove all the
essential elements of the offence beyond a reasonable doubt.

The counter argument is that these so-called reverse onus clauses are
not a violation of the Charter when they are reasonable in the circum-
stances. It is argued that the presumptions under the Copyright Act
are fair and reasonable because if the accused is able to raise a reason-
able doubt as to the subsistence and/or ownership of copyright then
the Crown must prove those elements beyond a reasonable doubt.
The words used are “is evidence of” and “unless the defence proves
otherwise”. The presumptions can be rebutted or a reasonable doubt
raised. Because the presumptions are rebuttable they are fair. It is
argued that the presumptions are not only fair but also necessary in
copyright cases because of the onerous burden involved in proving

title.
(iv) Applicability of Exceptions In a Criminal Case

Another issue identified by Crown counsel in the prosecution of
copyright cases relates to whether the exceptions provided for in the
Act apply in criminal cases. An exception is a provision which legal-
izes an activity which would otherwise be a copyright infringement.
This issue arose in a recent case.” Crown counsel expressed the view
that the exceptions contained in the Act, such as fair dealing, should
apply only in civil actions for copyright infringement. Clarification of
this issue, either on an appeal or in phase two of copyright revision,

was suggested.
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Conclusions

Two conclusions emerge from this report:
»

1. Thereis a need to create a national strategy for the criminal
enforcement of copyright. This strategy should be developed in
consultation with all the parties affected: copyright owners, the
police, federal Crown counsel, the Department of Justice and
those federal departments responsible for copyright policy. The
objective of this strategy should be to use the resources of the
criminal justice system in a targeted way that responds to clearly
identified priorities and objectives. Those whose rights are
infringed should participate in the enforcement process in terms
of public education and in terms of providing assistance to the
police.

2. There should be an examination of the process that requires that
fine payments under federal laws be directed to the departments
responsible for the legislation under which a fine is levied. The
present system may be deficient in that fines are not being paid by

convicted accused in a circumvention of the criminal justice sys-
tem.
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Notes

Copyright Act, R.S.C. 1985, c. C-42, sections 34-41.

Copyright Act, supra,sections 44 and 45.

Copyright Act, supra, sections 42 and 43.

Bill C-60, An Act to Amend the Copyright Act, S. C. 1988. ¢. 15.

A Charter of Rights For Creators, Report of the Sub-Committee on the Revision of
Copyright, Standing Committee of Communications and Culture, October 1985,
at 97-98,

Federal responsibility for copyright has its jurisdictional base in federal jurisdic-
tion over copyright. Accordingly, the RCMP is the police group most often con-
tacted when a copyright infringement is the subject of a compliant. However,
municipal, provincial and regional police forces are also involved in the field.
Statistical information for these police forces is not available in a centralized loca-
tion. It is therefore not possible to report on their activities in the field.

See Appendix A.

Copyright Act, R.S.C., c. C-42, sections 34 and 39.

For an interesting discussion of the value of a copyright registration and the pre-
sumptions resulting therefrom see David W. Scott and Timothy Collins, Criminal
Copyright Offenses: The Defence Perspective, at 15-18.

See RCMP, Criminal Copyright Enforcement, by Corporal V. L. Rose, paper pre-
pared for the Copyright In Transition Conference, October 13-14, 1994, Minto
Place Suite Hotel, Ottawa, Ontario.

The Queen v. Rexcan Circuits Inc. Ont. Prov. Ct. June 3, 1993 (unreported).

The Queen v. Pink Panda Inc., Ontario Provincial Court, January, 1995, to be con-
tinued May, 1995.

Footnote 10, supra.

Letter from SOCAN, Legal Counsel, Paul Spurgeon, December 23, 1994.

Supra, note 9.

The Queen v. Laurier Office Mart Inc. Ontario Provincial Court, November 15,
1994, unreported.

Police forces involved in criminal prosecutions under the Copyright Act are pri-
marily the RCMP. However, there is some activity within the various municipal

and provincial police forces.

Canadian Charter of Rights and Freedoms, Constitution Act, 1982, as enacted by
Canada Act 1982 (U.K.), 1982, c. 11. This will be argued in The Queen v. Pink
Panda Inc., Ontario Provincial Court, in May of 1995.

Her Majesty the Queen v. Laurier Office Mart, Ontario Court of Justice, Provincial

Division, November 15, 1994.
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