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Executive Summary  
 
The Canada Border Services Agency (CBSA)’s Air Passenger Targeting program performs pre-arrival risk 
assessments on inbound passengers. It seeks to identify passengers that may be at higher risk of being 
inadmissible to Canada or of otherwise contravening the CBSA’s program legislation. It does so by using 
information submitted by commercial air carriers called Advanced Passenger Information and Passenger 
Name Record data in a multi-stage process that involves manual and automated triaging methods, 
referred to as Flight List Targeting and Scenario Based Targeting.   
 
The Advance Passenger Information and/or Passenger Name Record data used to perform these pre-
arrival risk assessments include personal information about passengers that relates to prohibited grounds 
of discrimination under the Canadian Human Rights Act and the Canadian Charter of Rights and Freedoms 
(the Charter). These grounds include age, sex, and national or ethnic origin. The CBSA relies on information 
and intelligence from a variety of different sources to determine which of these data elements indicate a 
risk in passengers’ characteristics and travel patterns in the context of specific enforcement issues, 
including national security-related risks. Given their potential importance for Canada’s national security 
and for the CBSA’s concurrent obligations to avoid discrimination, attention to the validity of the 
inferences underpinning the CBSA’s reliance on the particular indicators it creates from this passenger 
data to perform these risk assessments is warranted. These considerations also have implications for 
Canada’s international commitments to combat terrorism and serious transnational crime and to respect 
privacy and human rights in the processing of passenger information.  
 
NSIRA conducted an in-depth assessment of the lawfulness of the CBSA’s activities in the first step of the 
pre-arrival risk assessment, where inbound passengers are triaged using the passenger data provided by 
commercial air carriers. The review examined whether the CBSA complies with restrictions established in 
statutes and regulations on the use of the Advance Passenger Information and Passenger Name Record 
data and whether the CBSA complies with its obligations pertaining to non-discrimination.  
 
While NSIRA found that the CBSA’s use of Advance Passenger Information and Passenger Name Record 
data complied with the Customs Act, the CBSA does not document its triaging activities in a manner that 
enables effective verification of compliance with regulatory restrictions established under the Protection 
of Passenger Information Regulations. This was more of a weakness in the CBSA’s manual Flight List 
Targeting triaging method than its automated Scenario Based Targeting method.  
 
The CBSA was also unable to consistently demonstrate that an adequate justification exists for its reliance 
on particular indicators it created from the Advance Passenger Information and Passenger Name Record 
data to triage passengers. This is important, as the CBSA’s reliance on certain indicators results in drawing 
distinctions between travellers based on prohibited grounds of discrimination. These distinctions  may 
lead to adverse impacts on passengers’ time, privacy, and equal treatment, which may be capable of 
reinforcing, perpetuating or exacerbating a disadvantage. Adequate justification for such adverse 
differentiation is needed to demonstrate that such distinctions are not discriminatory and are a 
reasonable limit on travellers’ equality rights.  
 
Recordkeeping is important to ensure effective verification that Air Passenger Targeting triaging activities 
comply with the law and respect human rights and NSIRA observed important weaknesses in this regard. 
These recordkeeping weaknesses stem in part from the fact that the CBSA’s policies, procedures, and 
training are insufficiently detailed to adequately equip CBSA staff to identify discrimination and 
compliance-related risks and to act appropriately in their duties. Oversight structures and practices are 
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also not rigorous enough to identify and mitigate potential compliance and discrimination-related risks. 
This is compounded by lack of collection and assessment of relevant data.  
 
NSIRA recommends improved documentation practices for triaging to demonstrate compliance with 
statutory and regulatory restrictions and to demonstrate that an adequate justification exists for its 
reliance on the indicators it creates from Advance Passenger Information and Passenger Name Record 
data. Such documentation is essential to enable effective internal oversight as well as external review. 
NSIRA also recommends more robust training and increased oversight to ensure that triaging practices 
are not discriminatory. This should include updates to policies as appropriate as well as the collection and 
analysis of the data necessary to identify, analyze and mitigate discrimination-related risks. 
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2. Front Matter  
 

2.1 List of Acronyms 
 

API Advance Passenger Information 
APT Air Passenger Targeting 
CBSA Canada Border Services Agency 
CHRA Canadian Human Rights Act 
COVID-19 Novel Coronavirus/Coronavirus Disease of 2019 
EU European Union 
FLT Flight List Targeting 
IATA International Air Transport Association 
ICES Integrated Customs Enforcement System 
IRPA Immigration and Refugee Protection Act 
IRPR Immigration and Refugee Protection Regulations 
MOU Memorandum of Understanding 
NSIRA National Security and Intelligence Review Agency 
OAG Office of the Auditor General of Canada 
OPC Office of the Privacy Commissioner 
PAXIS Passenger Information System 
PCLMTFA Proceeds of Crime (Money Laundering) and Terrorist Financing Act 
PICR Passenger Information (Customs) Regulations 
PNR Passenger Name Record 
PPIR Protection of Passenger Information Regulations 
RFI Request for Information 
SBT Scenario Based Targeting 
SOP Standard Operating Procedures 
UNSC United Nations Security Council 
US United States 
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3. Authorities  
 
The National Security and Intelligence Review Agency (NSIRA) conducted this review under paragraph 
8(1)(b) of the NSIRA Act. 
 
4. Introduction  
 
1. The Canada Border Services Agency (CBSA)’s Air Passenger Targeting program is one of several 

programs that help the Agency fulfill its mandate of “providing integrated border services that support 
[Canada’s] national security and public safety priorities and facilitate the free flow of [admissible] 
persons and goods” into Canada.1 Air Passenger Targeting uses passenger data submitted by 
commercial air carriers called Advance Passenger Information and Passenger Name Record data to 
conduct pre-arrival risk assessments. The pre-arrival risk assessments are intended to identify 
individuals at higher risk of being inadmissible to Canada or of otherwise contravening the CBSA’s 
program legislation.2 In 2019-20, the CBSA received this information to risk assess 33.9 million 
inbound international travellers.3  
 

2. Air Passenger Targeting has become an increasingly important tool for screening passengers. The 
CBSA’s deployment of self-serve kiosks to process travellers arriving in Canadian airports has 
decreased the ability of Border Services Officers to risk assess travellers through in-person 
observations or interactions, increasing the CBSA’s reliance on pre-arrival risk assessments, like Air 
Passenger Targeting, to identify and interdict inadmissible people and goods.4  
 

3. The Canadian border context affords the CBSA considerable discretion in how it conducts its activities. 
Individuals have lower reasonable expectations of privacy at the border. Brief interruptions to 
passengers’ liberty and freedom of movement are reasonable, given the state’s legitimate interest in 
screening travellers and regulating entry.5 However, the activities of the CBSA must not be 
discriminatory, meaning that any adverse differential treatment on the basis of prohibited grounds of 
discrimination, such as national or ethnic origin, age, or sex must be justified. Both the Canadian 
Human Rights Act and the Canadian Charter of Rights and Freedoms (the Charter) create distinct 

 
1 Canada Border Services Agency Act (CBSA Act), S.C. 2005, C. 38, s. 5(1).  
2 “Program legislation” is defined under section 2 of the CBSA Act and includes over 90 acts or regulations that the 
Minister of Public Safety or the CBSA are authorized to administer or enforce. These include the Customs Act, 
Customs Tariff and the Immigration and Refugee Protection Act.  
3 Since March 2020, the number of inbound travellers has decreased significantly due to travel restrictions related 
to COVID-19. Statistics Canada, “International travellers entering or returning to Canada, by type of transport,” Table 
24-10-0041-01, December 22, 2021, https://www150.statcan.gc.ca/t1/tbl1/en/cv.action?pid=2410004101; CBSA, 
Response to Request for Information (RFI) 6.0, January 17, 2022.  
4 These self-serve kiosks are called Primary Inspection Kiosks. In 2019-20, these kiosks processed 65 percent (21.9 
million) of all inbound passengers. The CBSA’s 2021 -22 Departmental Plan indicates that the Agency will integrate 
these kiosks into new applications of mobile technology with the aim of further streamlining the customs and 
immigrations arrival process. CBSA, Primary Inspection Kiosk Program, ePassport Validation 2020, Version 1.0, June 
9, 2020, p. 6. (NSIRA_202002_03_015); CBSA, Canada Border Services Agency Departmental Plan for Fiscal Year 2021 
to 2022, https://www.cbsa-asfc.gc.ca/agency-agence/reports-rapports/rpp/2021-2022/report-rapport-eng.html.    
5 The Supreme Court established in R. v. Simmons, [1988] 2 SCR 495, at paras 36-53, that individuals’ reasonable 
expectations of privacy at the border are significantly reduced and that “routine questioning by customs officials at 
the border [and] routine luggage searches conducted on a random basis” do not infringe individuals’ Charter rights. 
See also R. v. Canfield, 2020 ABCA 383 at paras 66-80, leave to appeal to SCC refused, 2021 Canlii 18037. 
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obligations in this regard.6 The Advance Passenger Information and Passenger Name Record data that 
the CBSA uses to perform these pre-arrival risk assessments includes personal information about 
passengers that is either a prohibited ground of discrimination or that relates closely to such grounds, 
warranting further attention to the CBSA’s compliance with these obligations. As Air Passenger 
Targeting involves passenger screening to identify national security-related risks (among others), 
attention to the validity of the inferences underpinning the CBSA’s interpretation of passenger 
information also has implications for Canada’s national security.  

 
4. Air Passenger Targeting also engages Canada’s international commitments to combat terrorism and 

serious transnational crime7 and to respect privacy and human rights in the processing of passenger 
information. The latter commitment has been of particular importance to the European Union in the 
context of ongoing negotiations on an updated agreement for sharing passenger information.8  

 
4.1 About the Review  

 
5. NSIRA’s review examined two main aspects of the lawfulness of the CBSA’s passenger triaging 

activities in Air Passenger Targeting and their effects on travellers. The review examined whether the 
CBSA’s triaging activities comply with restrictions established in statutes and regulations on the use 
of Advance Passenger Information and Passenger Name Record data; and whether passenger triaging 
activities comply with the CBSA’s obligations pertaining to non-discrimination under the Canadian 
Human Rights Act and the Charter.9 NSIRA expected to find that the CBSA’s triag ing activities are 
conducted with appropriate legal authority and comply with use restrictions on the passenger data 
and non-discrimination obligations, namely, that any adverse differentiation among travellers based 
on protected grounds is supported by adequate justification. 
 

6. The review focused on the CBSA’s triaging activities in Air Passenger Targeting relevant to identifying 
potential national security-related threats and contraventions. However, it also examined the 
program as a whole across the CBSA’s three main targeting categories—national security, illicit 
migration, and contraband—to fully appreciate the program’s governance and operations, given its 

 
6 Canadian Human Rights Act, RSC 1985, c. H-6 [CHRA], ss. 3, 5(b), 15(1)(g); Canadian Charter of Rights and 
Freedoms, Part I of the Constitution Act, 1982, being Schedule B to the Canada Act 1982 (United Kingdom), 1982, c 
11 [Charter], ss. 1, 15(1). The Federal Court recognized the conduct of primary and secondary examinations as 
being a part of the integrated border services customarily offered to the public by the CBSA in Canada v. Davis, 
2013 FC 40. As Air Passenger Targeting is a precursor to this screening, the obligations imposed by s. 5 of the 
Canadian Human Rights Act apply. 
7 United Nations Security Council (UNSC), Resolution 2396, December 21, 2017, 
https://undocs.org/S/RES/2396(2017); UNSC, Resolution 2178, September 24, 2014, 
https://www.undocs.org/S/RES/2178%20(2014). 
8 In 2006, Canada and the European Union signed the Agreement between the Government of Canada and the 
European Community on the Processing of Advance Passenger Information and Passenger Name Record Data (“EU 
PNR Agreement”). This agreement expired, and the CBSA is currently working to negotiate a new agreement. In both 
agreements, the European Union has placed importance on ensuring adequate level of protection for the privacy 
and basic rights and freedoms of individuals. European Commission, Opinion 1/15 of the Court (Grand Chamber) of 
July 26, 2017, https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A62015CV0001%2801%29.  
9 NSIRA emphasized obligations to non-discrimination over a consideration of privacy rights, given the focus of 
previous reviews on privacy obligations at later steps in the Air Passenger Targeting process. Office of the Privacy 
Commissioner (OPC), Canada Border Services Agency – Scenario Based Targeting of Travellers – National Security, 
2017, https://www.priv.gc.ca/en/opc-actions-and-decisions/audits/ar-vr_cbsa_2017/.  
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reliance on intelligence analysis. The review examined the Air Passenger Targeting program as 
implemented by the CBSA between November 2020 and September 2021. 

 
7. The review relied on information from the following sources: 

• Program documents and legal opinions 
• Information provided in response to requests for information (written answers and briefings) 
• 
• Supporting documentation for a sample of 12 scenarios that were active on May 26, 2021  
• A sample of 83 targets issued between January and March 2021 (including 59 targets 

subsequent to Flight List Targeting and 24 targets subsequent to Scenario Based Targeting) 
• A live demonstration at the National Targeting Centre, which conducts Air Passenger Targeting  
• Open sources, including news articles, academic articles, and prior reviews by other agencies.  
• Past performance data and relevant policy developments.  

 
4.2 Confidence Statement 

 
8. For all reviews, NSIRA seeks to independently verify information it receives. Access to information was 

through requests for information and briefings by the CBSA. During this review, NSIRA corroborated 
the information that was received through verbal briefings by receiving copies of program files and a 
live demonstration of Air Passenger Targeting. NSIRA is confident in the report’s findings and 
recommendations.  

 
4.3 Orientation to the Review Report 

 
9. After providing essential background information on the steps and activities involved in Air Passenger 

Targeting and its contribution to the CBSA’s mandate in Section 5, the review’s findings and 
recommendations are presented in Section 6.  

 
10. In Section 6.1, NSIRA’s assessed the CBSA’s compliance with statutory and regulatory restrictions on 

the CBSA’s use of Advance Passenger Information and Passenger Name Record data. Weaknesses in 
how the CBSA documents its Air Passenger Targeting program activities prevented NSIRA from 
verifying that all triaging activities complied with these restrictions . These weaknesses also impede 
the CBSA’s own ability to provide effective internal oversight.  

 
11. In Section 6.2, NSIRA’s assessed the CBSA’s compliance with its obligations pertaining to non-

discrimination under the Canadian Human Rights Act and the Charter. Similar weaknesses in 
documentation and recordkeeping prevented the CBSA from demonstrating, in several instances, that 
an adequate justification exists for its reliance on the indicators it created from Advance Passenger 
Information and Passenger Name Record data to triage inbound travellers. Ensuring that Air 
Passenger Targeting triaging practices are substantiated by relevant, reliable and documented 
information and intelligence is important to demonstrating that travellers’ equality rights are being 
respected, given that some of the indicators relied on to triage passengers relate to protected grounds 
and given that passenger triage may lead to adverse impacts for travellers . NSIRA recommends a 
number of measures to improve recordkeeping and identify and mitigate discrimination-related risks. 

 
 
 

[***Sentence revised to remove privileged or injurious information. It describes the number of scenarios that were active on May 26, 2021***]
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5. Background and Context 
 

5.1 Air Passenger Targeting and the CBSA’s Mandate  
 
12. The Air Passenger Targeting program is housed within the National Targeting Centre10 and is currently 

supported by 92 Full-Time Equivalents.11 Air Passenger Targeting is one of several targeting programs 
at the CBSA, and pre-arrival risk assessments are also performed on cargo and conveyances in other 
modes of travel, such as marine or rail. Pre-arrival risk assessments are currently only performed on 
crew and passengers for commercial-based air and marine travel. Screening and secondary 
examinations of travellers entering Canada through other modes of travel such as land or rail are 
undertaken at the border.  
 

13. The Air Passenger Targeting pre-arrival risk assessments are intended to help front line Border 
Services Officers to identify travellers and goods with a higher risk of being inadmissible to Canada or 
of otherwise contravening the CBSA’s program legislation12 and referring them for further 
examination once they arrive at a Canadian Port of Entry.13 

 
14. Pre-arrival risk assessments are performed in relation to multiple enforcement issues , all of which are 

associated with ever-evolving travel patterns and traveller characteristics that may vary from one part 
of the world to the other. Staff at the National Targeting Centre receive training, develop on-the-job 
experience, and have access to a large body of information and intelligence to perform their duties.  

 
5.2 How Air Passenger Targeting works 

 
5.2.1 Key Information Relied Upon in Air Passenger Targeting  
 
15. Air Passenger Targeting relies on two sets of information to triage passengers for these risk 

assessments. The first set consists of information about passengers that commercial air carriers 
submit to the CBSA under section 148(1)(d) of the Immigration and Refugee Protection Act and 107.1 
of the Customs Act.14 This information is referred to as Advance Passenger Information and Passenger 
Name Record data. Advance Passenger Information comprises information about a traveller and the 
flight information associated with their travel to Canada; Passenger Name Record data is not 
standardized and refers to information about a passenger kept in the air carrier’s reservation 
system.15 The particular data elements are prescribed under section 5 of the Passenger Information 
(Customs) Regulations and section 269(1) of the Immigration and Refugee Protection Regulations.16 

 
10 CBSA, Correspondence to NSIRA, January 17, 2021.   
11 Full-time equivalent is a unit for measuring the workload of staff and does not necessarily reflect the actual 
number of staff.  
12 CBSA Act, s. 5(1), op cit note 1.  
13 CBSA, Audit of National Targeting, 2015, https://www.cbsa-asfc.gc.ca/agency-agence/reports-rapports/ae-
ve/2015/nt-cn-eng.html (NSIRA_202004_188), page 3  
14 Immigration and Refugee Protection Act (IRPA), S.C. 2001, c. 27; Customs Act, R.S.C. 1985, c. 1. 
15 Passenger Information (Customs) Regulations (PICR), SOR/205-346, s. 5; Immigration and Refugee Protection 
Regulations (IRPR), SOR/2002-227, s. 269. 
16 Commercial air carriers must submit this information according to prescribed deadlines in section 7 of the 
Passenger Information (Customs) Regulations and s. 269(3)-(6) of the Immigration and Refugee Protection 
Regulations.   
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For simplicity, NSIRA refers to Advance Passenger Information and Passenger Name Record Data 
collectively as “passenger data” in this review unless otherwise specified.  Figure 1 provides an 
overview of common Advance Passenger Information and Passenger Name Record data elements. 
Once received by the CBSA, the passenger data is loaded into the CBSA’s Passenger Information 
System (PAXIS). This is the main system used to conduct Air Passenger Targeting.17  

 

 
16. The second set consists of information and intelligence from a variety of other sources that is used to 

help the CBSA determine which Advance Passenger Information and Passenger Name Record data 
elements may indicate risks in passengers’ characteristics and travel patterns in the context of specific 
enforcement issues and can therefore provide indicators for triaging passengers. Key sources include: 
• Recent significant interdictions that are cross-referenced with historical enforcement and 

intelligence information, as well as with the Advance Passenger Information and/or Passenger 
Name Record data for interdicted subjects 

• Port of entry seizures 
• Information from Liaison Officers overseas 
• International intelligence bulletins 
• Intelligence products shared by domestic and international partners concerning actionable 

indicators and trends from partner agencies based on their area of expertise.  
• Open sources, including news articles, op-eds, academic articles, social media. 
• CBSA intelligence products based on one or more of the above-mentioned sources, such as 

Intelligence Bulletins, Targeting Snapshots or Placemats, Country Threat Assessments, 
Intelligence Briefs, daily news briefings.18 

 

 
17 It is also possible to issue targets from the CBSA’s Integrated Customs Enforcement System (referred to as “ICES”). 
CBSA response to Request for Information (RFI) 4.1, August 4, 2021; CBSA, API/PNR and PAXIS Policy and Procedures, 
Enforcement Manual, Part 3, Chapter 5, October 2008 (NSIRA_202004_191); CBSA, PAXIS System Manual, Version 
1.2, November 2015 (NSIRA_202004_024b), pages 22-27. 
18 CBSA, Scenario Based Targeting Governance Framework, March 2018 (NSIRA_202004_002), pages 8 -9; CBSA, 
Response to RFI 1.0, February 2, 2021, Question 8b; CBSA, Response to RFI 5.0, June 10, 2021 (NSIRA_202004_234 
to _649).  

Figure 1. Advance Passenger Information and Passenger Name Record Elements  

 Advance Passenger 
Information 

 
Unique passenger 
reference 
Takeoff date, time, 
location 
Arrival date, time, 
location 
Flight code &  
number 

Passenger Name  
          Record 
 
Itinerary 
Reservation date 
Group size 
Contact info 
Billing/payment info 
Travel agency info 
Ticket, seating, baggage info 
Loyalty program info 
Code share info 
Travel status  
General remarks/Special 
Service Requests 
Modification history 
 

Name, 
   Citizenship, 
 DOB, Gender, 
Travel doc. 
number, type, 
issuing country, 
 Reservation  
   number 
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17. The quality of the information supporting the CBSA’s inferences as to who may be a high-risk traveller 
is important to ensure the triage is reasonable and non-discriminatory (see Section 6.2). 

 
5.2.2 Step by Step Process of Air Passenger Targeting  
 
18. Air Passenger Targeting involves three key steps, illustrated in Figure 2. First, CBSA officers triage 

passengers based on the Advance Passenger Information and Passenger Name Record data using 
manual or automated methods. Second, CBSA officers undertake a risk assessment of the selected 
passengers using different sources of information and intelligence. Third, Targeting Officers decide 
whether to issue a “target,”19 based on the results of this risk assessment. 
  

Figure 2. Steps in the Air Passenger Targeting Process 
 

 
 

 
Step 1: Passenger Triage 
 
19. The CBSA uses two distinct methods to triage passengers using Advance Passenger Information and 

Passenger Name Record data: Flight List Targeting and Scenario-Based Targeting. 
 

20. Flight List Targeting is a manual triage method that involves two main steps. The officers use their 
judgement to make these selections (see Figure 4 for further details).  
• Targeting Officers select an inbound flight from those arriving that day that they consider to be at 

“higher risk” of transporting passengers that may be contravening the CBSA’s program legislation. 
• Targeting Officers then select passengers on those flights for further assessment, based on the 

details displayed about them in the list of passengers.20   
 

21. Scenario Based Targeting is an automated triage method that relies on “scenarios,” or pre-established 
set of indicators created from Advance Passenger Information and Passenger Name Record data 
elements21 that the CBSA considers as risk factors for a particular enforcement issue. The data for 
passengers on all inbound flights are automatically compared against the parameters of ea ch 
scenario. Any passengers whose data match all of the parameters of one (or more) scenario are 
automatically selected for a Targeting Officer to assess further. 

 
19 CBSA, Air Passenger Targeting Standard Operating Procedures, Version 15.0, August 2021 (NSIRA_202004_ 012a); 
CBSA, Draft Air Passenger Process Flow, undated (NSIRA_202004_077).  
20  CBSA, Response to RFI 2.0, February 2, 2022, Question 1c; CBSA, Response to RFI 4.0, March 12, 2021; CBSA, “APT 
SOPs,” op cit note 19.  
21 Whereas Advance Passenger Information and Passenger Name Record data are specific data fields, such as date 
of birth, the CBSA develops indicators based on these fields, such as age, to help identify different risks. Parameters 
for these indicators are set differently in different scenarios, such as an age range between 18-50. When the Advance 
Passenger Information and Passenger Name Record data of particular passengers fall within the parameters of the 
indicator (age), the passenger “matches” to that indicator.  

Passenger data 
submitted by 

air carriers

1. 
Passenger 

Triage

2. 
Passenger Risk 

Assessment

3. 
Issue Target

Referral to 
Secondary 

Examination
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22 
 

Figure 3. Process for Developing Scenarios for Scenario Based Targeting  

 
22. Both of these triage methods are informed by an analysis of information and intelligence in slightly 

different ways. In Scenario Based Targeting, the National Targeting Centre’s Targeting Intelligence 
unit analyses intelligence and information to identify combinations of Advance Passenger Information 
and Passenger Name Record data elements associated with “high risk” passengers and travel patterns 
for the purposes of developing scenarios, as illustrated in Step 1 of Figure 3 above. In Flight List 
Targeting, Targeting Officers analyze information and intelligence to develop a personal “mental 
model” about what constitute “high risk” flights or passengers in the context of a specific enforcement 
issue. Examples are provided in Figure 4.  
 

Figure 4. What is a “High Risk” Flight or Passenger? 
Based on information about past trends and intelligence about future travel, CBSA officers identify certain flights 
or airports that have had a higher incidence of travellers subsequently found to be in contravention of the CBSA’s 
program legislation. The CBSA assesses flights from these points of origin as “high risk” flights. 

 
Based on similar analysis, CBSA officers have assessed that certain combinations of traveller characteristics and 
travel patterns are or may be associated with contraventions of the CBSA’s program legislation. Travellers who 
match these characteristics are considered to be “high risk” travellers. 

23 
 

23. The CBSA also uses the results of secondary examinations to refine its inferences about how certain 
elements from the Advance Passenger Information and Passenger Name Record data relate to 

 
22  CBSA, Scenario Development and Management Guidelines, Version 4.3, March 2018 (NSIRA_202004_196).  
23 CBSA, Response to RFI 4.1, August 4, 2021.  

[***Sentence revised to remove privileged or injurious information. It describes the steps involved in developing  scenarios ***]

[***Figure revised to remove privileged or injurious information. It describes the steps involved in developing scenarios. ***]

[***Sentence revised to remove privileged or injurious information. It provided examples of flight information that the CBSA indicated was 
associated with past contraventions.***]

[***Sentence revised to remove privileged or injurious information. It provided examples of flight information that the CBSA indicated was 
associated with past contraventions.***]
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different threats and enforcement issues over time. This creates a feedback loop that  the CBSA refers 
to as the “targeting cycle.”24   
 

Steps 2 and 3: Passenger Risk Assessments and Issuing Targets 
 
24. The initial triage of passengers may result in two additional steps for those who have been selected 

for further assessment: further passenger risk assessments (referred to by the CBSA as a 
“comprehensive review”)25 and a decision to issue a target if risks that were initially identified remain. 
 

25. The passenger risk assessment process involves requesting and analyzing the following information 
to determine whether risks initially identified in the passenger’s Advance Passenger Information and 
Passenger Name Record data are no longer of concern (referred to as “negation”), whether they 
continue to be of concern, or whether those concerns have increased: 
• Mandatory and discretionary queries of CBSA and other government databases; 
• Open-source searches (including social media); 
• Requests for information to other Government of Canada departments and to the United States 

Customs and Border Protection agency (mandatory for all potential contraventions related to 
national security, but optional for other enforcement issues).  

 
26. A target is issued when the risk assessment cannot “negate” risks initially inferred about the 

passenger. A target is a notification to Border Services Officers at a Canadian Port of Entry (in this 
case, airports) to refer the passenger for “secondary examination”. It does not mean that a passenger 
has been found in contravention of the CBSA’s program legislation. A target includes details about the 
passenger and the risks identified in relation to the potential contravention (referred to as a “target 
narrative”).26 
  

27. During secondary examinations, Border Services Officers engage in a progressive line of questioning. 
This questioning is informed by the details contained in the target as well as all other information 
available to the officers, including information provided by travellers and other observations 
developed during the examination.27 This information may allow the officers to establish a reasonable 
suspicion about whether the passenger has contravened customs, immigration, or other 

 
24 CBSA, National Targeting Business Model, November 2014 (NSIRA_202004_001), page 5. 
25 In the report, this step in the Air Passenger Targeting process is referred to as a “risk assessment” and not a 
“comprehensive review.”  
26 All targets are assigned a unique number, referred to as a “target number,” which is listed at the top of the target. 
The details of the target itself include details about the passenger, such as their name, sex/gender, date of birth, 
country of citizenship, phone number, passport number, and address. It then includes basic details about the flight 
on which the passenger is arriving in Canada. It identifies the high-level category for the enforcement issue (e.g. 
Contraband, Illicit Migration, National Security) and the legislation that may have been contravened (e.g. the IRPA, 
Customs Act), along with additional details observed in the passenger’s details that were considered to be risk 
factors. This includes the results of any database queries, requests for information, open-source searches, or 
historical travel information. The target concludes with information about the targeting officer that issued the target.  
27 Border Services Officers also have access to various databases, which contain information about passengers. These 
databases also inform secondary examinations, regardless of whether the referral to secondary examination 
resulted from Air Passenger Targeting or other referral reasons. However, the officers do not have access to 
passengers’ Advance Passenger Information/Passenger Name Record data through these databases, meaning that 
targets provide some additional details that the officers may not otherwise have access to.  
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requirements that are enforced by the CBSA and pursue further questioning or examination.28 These 
examinations may also involve a search of luggage and/or digital devices  where required and with 
managerial approval.29 The outcome of these examinations determines the next steps for individual 
travellers.  

 
6. Findings and Recommendations 
 

6.1 The CBSA’s Compliance with Restrictions Established in Law and Regulations 
 
6.1.1 Restrictions that Apply to Air Passenger Targeting and Why They Matter 
 
28. While Air Passenger Targeting is not explicitly discussed in legislation, both the Customs Act and the 

Immigration and Refugee Protection Act provide the CBSA with legislative authority to collect and use 
Advance Passenger Information and Passenger Name Record data in Air Passenger Targeting.30 Such 
use is further supported by section 4(1)(b) of the Protection of Passenger Information Regulations, 
which expressly contemplates the use of Passenger Name Record data to conduct trend analysis and 
to develop risk indicators for the purpose of identifying certain high-risk individuals.31  

 
29. NSIRA is satisfied that these statutory provisions also authorize the CBSA to collect and analyze the 

information and intelligence necessary to support Air Passenger Targeting. These inputs are necessary 
to contextualize its interpretation of the Advance Passenger Information and Passenger Name Record 
data and determine which data elements characterize “high risk” passengers and travel patterns in 
the context of different enforcement issues. However, the review did not examine whether all 
information and intelligence collected by the CBSA was necessary to the conduct of its operations (in 
Air Passenger Targeting or otherwise). This related topic may be the subject of future review.  

 
30. These authorizing provisions create restrictions on the CBSA’s use of Advance Passenger Information 

and Passenger Name Record data. Two layers of use restrictions apply: one set arises from the 
Customs Act or the Immigration and Refugee Protection Act as authorizing statutes, and the other set 
arises from section 4 of the Protection of Passenger Information Regulations.  

 

 
28 The CBSA’s authority to conduct secondary examinations is derived from Customs Act, s. 98 and 99, which concern 
personal searches and examination of goods. See CBSA, Response to RFI 3.0, March 12, 2021, Question 2a, 4.  
29 CBSA, Personal Search, Enforcement Manual, Part 6, Chapter 6 at para 24; CBSA, Personal Baggage, Goods and 
Conveyance Examination Policy and Procedure, Enforcement Manual, Part 4, Chapter 3 at para 58; CBSA, Policy on 
Port of Entry Examinations of Travellers’ Digital Devices, Enforcement Manual, Part 4, Chapter 16 at para 39; Border 
Services Officers are required to record the details of these examinations, as per para 65 of the CBSA Customs 
Enforcement Manual Part 8, Chapter 1, Notebooks, paras 66, 79, 91-92 of the Personal Baggage, Goods and 
Conveyance Examination Policy and Procedure, and para 42 of the Policy on Port of Entry Examinations of Travellers’ 
Digital Devices.  
30 Customs Act, s. 107(3) and s. 107.1; IRPA, s. 148(1)(d) and s. 149(a), op cit note 14. See Appendix 8.2 for a summary 
of authorities.  
31 Protection of Passenger Information Regulations (PPIR), s. 4, SOR/2005-346. Prior to March 10, 2016, the PPIR also 
applied to Advance Passenger Information.  
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31. In examining compliance with the first set, NSIRA referred to section 107(3) of the Customs Act, the 
broader of the two authorities.32 Section 107(3) authorizes the CBSA to use Advance Passenger 
Information and Passenger Name Record data:  
• To administer or enforce the Customs Act, Customs Tariff, or related legislation; 
• To exercise its powers, duties and functions under the Immigration and Refugee Protection Act, 

including establishing a person’s identity or determining their inadmissibility; and/or  
• For the purposes of its program legislation.  

 
32. NSIRA also examined compliance with the use restrictions established by section 4 of the Protection 

of Passenger Information Regulations. The regulations limit the CBSA’s use of Passenger Name Record 
data to the identification of persons “who have or may have committed” either a terrorism offence 
or a serious transnational crime. The data can be used to identify such persons directly, or to enable 
trend analysis or the development of risk indicators for that same purpose.   

 
33. The Protection of Passenger Information Regulations were enacted to fulfill Canada’s commitments 

respecting its use of Passenger Name Record data as part of an agreement signed with the European 
Union.33 The Agreement specifies that “[Passenger Name Record] data will be used strictly for 
purposes of preventing and combating: terrorism and related crimes; other serious crimes, including 
organized crime, that are transnational in nature.”34 Although the 2006 agreement expired, ongoing 
efforts to negotiate a new agreement place continued importance on ensuring the CBSA’s ability to 
demonstrate compliance with the lawful uses of Passenger Name Record data. The constraints 
established in the regulations also indicate the Minister’s determination of when the use of Passenger 
Name Record data by the CBSA will be reasonable and proportional.  

 
34. As a matter of law, the Protection of Passenger Information Regulations restrictions apply only to 

Passenger Name Record data provided to the CBSA under the Immigration and Refugee Protection 
Act. However, Advance Passenger Information and Passenger Name Record data are integrated within 
its systems. The CBSA also uses Passenger Name Record data to issue targets for the purposes of the 
Customs Act and the Immigration and Refugee Protection Act simultaneously.35 Given the CBSA’s 

 
32 Section 107(3) of the Customs Act and 149(a) of IRPA are overlapping and complementary authorities, such that 
using the Advance Passenger Information and Passenger Name Record data for one of the purposes allowed under 
either provision establishes the CBSA’s authority for the use. See Ruth Sullivan, Sullivan on the Construction of 
Statutes, 6th ed., Markham: LexisNexis Canada Inc., 2014 at Ch 11 (Coherence, Overlap and Conflict Resolution). 
33 CBSA, “EU PNR Agreement,” op cit note 8.  
34 European Commission, Commission Decision of 6 September 2005 on the adequate protection of personal data 
contained in the Passenger Name Record of air passengers transferred to the Canada Border Services Agency, 
2006/253/EC, https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32006D0253.  
35 Between January and June 2021, the CBSA made a temporary exception to this policy and used Passenger Name 
Record to target travellers for health and safety reasons on the basis that they had travelled through countries with 
higher incidences of COVID-19. This use was authorized by section 107(3)I of the Customs Act, as it was for the 
purposes of the Quarantine Act, which empowers CBSA officials to screen travellers for communicable diseases, 
including COVID-19 (SC 2005, c 20, s. 15(1)). However, this use of Passenger Name Record data would not comply 
with the Protection of Passenger Information Regulations, as having COVID-19 or failing to declare it is not a terrorism 
offence or a serious transnational crime (PPIR, ss. 1, 4, op cit note 31; Quarantine Act, ss. 67(2) – 72). This exception 
may point to a gap within the regulations. It may also have implications for Canada’s commitments to the European 
Union on the processing of Passenger Name Record data, as it undermines the regulations’ strict limitations on the 
use of Passenger Name Record information. CBSA, Response to RFI 5.2, September 27, 2021; CBSA, APT SOPs 
Updates Tracking, August 11, 2021 (NSIRA_202004_012B); CBSA, “Correspondence to NSIRA,” November 5, 2021.  
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commitments to the European Union under the above-mentioned Agreement and these other 
considerations, the CBSA observes these regulatory restrictions across its Air Passenger Targeting 
program as a matter of policy.  

 
35. Assessing compliance with the Protection of Passenger Information Regulations required NSIRA to 

determine whether the enforcement issue of interest in the triaging decision fell within the 
regulations’ definitions of a “terrorism offence” or of a “serious transnational crime.” 36 

 
6.1.2 What NSIRA Found 
 
36. NSIRA found that, in its automated Scenario Based Targeting triaging method, the CBSA’s use of 

Advance Passenger Information and Passenger Name Record data to identify potential threats and 
contraventions of the CBSA’s program legislation complied with statutory restrictions. For its manual 
Flight List Targeting triaging method, NSIRA was not able to assess the reasons for the CBSA’s selection 
of individual travellers and was therefore not able to verify compliance with section 107(3) of the 
Customs Act. For both methods, NSIRA was also unable to verify that all triaging complied with the 
regulatory restrictions imposed by the Protection of Passenger Information Regulations on the CBSA’s 
use of Passenger Name Record data, namely that its use served to identify potential involvement in 
terrorism offences or serious transnational crimes. This was due to lack of precision in Scenario Based 
Targeting program documentation and lack of documentation about the basis for Flight List Targeting 
triaging decisions.  

 
6.1.2.1 Do Scenario Based Targeting triage practices comply with statutory and regulatory restrictions? 
 
In Scenario Based Targeting, all scenarios complied with the statutory restrictions on the use of Advance 
Passenger Information and Passenger Name Record data, as all scenarios were developed for the 
purposes of administering or enforcing the CBSA’s program legislation. However, in several instances, 
the scenario documentation did not precisely identify why the CBSA considered a particular enforcement 
concern to be related to a terrorism offence or serious transnational crime. This lack of precision 
obscured whether the scenarios complied with the Protection of Passenger Information Regulations.  
 
37. NSIRA reviewed the information contained within the scenario templates for 

The templates require information on the specific legislative provisions 
associated with the potential contravention the scenario seeks to identify. The templates also require 
a general description of the details of the scenario, including the potential contravention.  
 

38. The CBSA’s use of Advance Passenger Information and Passenger Name Record data in Scenario Based 
Targeting complied with the first layer of legal restrictions, as all of the scenarios sought to identify 
contraventions of the Immigration and Refugee Protection Act, the Customs Act, the Customs Tariff, 
and/or the Proceeds of Crime (Money Laundering) and Terrorist Financing Act, which are authorized 
purposes under section 107(3) of the Customs Act. In many instances, the scenario’s purpose also 
complied with the complementary restrictions under the Immigration and Refugee Protection Act.37 

 
36 Both categories are defined terms. See PPIR, s. 1, op cit note 31.   
37 For example, smuggling goods into Canada is an offence under section 159 of the Customs Act but can also be a 
basis for a foreign national inadmissibility to Canada under section 36(2)(d) of the IRPA by reason of “committing, 
on entering Canada, an offence under [the Criminal Code, the IRPA, the Firearms Act, the Customs Act, the Controlled 
 

[***Sentence revised to remove 
privileged or injurious information. It 

describes the number of scenarios that were 
active on May 26, 2021***]
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39. Regarding the second layer of restrictions imposed by the Protection of Passenger Information 

Regulations, most scenarios cited provisions for potential contraventions that were reasonably 
viewed as relating to terrorism or serious transnational crime. In several instances, however, the link 
to terrorism or serious transnational crime was not clear. This occurred in one of two ways:   
• Scenarios did not establish why a potential contravention cited as the intent of the scenario was 

related to an offence punishable by a term of at least four years of imprisonment, which one of 
the criteria in the definition of a serious transnational crime. It was therefore unclear how the 
enforcement interest related to a serious transnational crime (observed in at least 28 scenarios). 
Including more precise details on how the potential contravention relates to a serious 
transnational crime or terrorism offence would more clearly establish this link. 

• Scenarios cited three or more distinct grounds for serious inadmissibility, such as sections 34, 35, 
36, and/or 37 of the Immigration and Refugee Protection Act without providing further details as 
to why all grounds were relevant to the conduct at issue in the scenario (observed in at least 20 
scenarios).38 This obscured how the grounds related meaningfully to the conduct at issue and why 
the conduct related to a terrorism offence or serious transnational crime. Including more precise 
details on how each ground of inadmissibility included in a scenario is relevant to the conduct at 
issue would help in this regard. 

 
40. Illustrative examples are provided in Figure 5, and further details on NSIRA’s assessment of 

compliance with the Customs Act and the Protection of Passenger Information Regulations are 
provided in Appendix 8.3. 
 

Figure 5. Instances Where the Link to Serious Transnational Crime or Terrorism Offences was unclear 
 

 
Drugs and Substances Act, or the Cannabis Act].” NSIRA observed that some scenarios cited both the Customs Act 
and Immigration and Refugee Protection Act where the potential contravention had a nexus to both Acts. 
38 

CBSA, Scenario Masterlist, May 26, 2021 (NSIRA_202004_234). 
39 

CBSA, “Scenario Masterlist,” op cit note 38. 

[***Figure revised to remove privileged or injurious information. It described two 
examples where the link to serious transnational crime or terrorism offences was 
unclear in scenarios.***]

[***Note revised to remove privileged or injurious information. It listed specific scenarios that cited three or more distinct 
grounds for serious inadmissibility without further details.***] 

[***Note revised to remove privileged or injurious information. It listed specific scenarios that cited three or more distinct 
grounds for serious inadmissibility without further details.***] 
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6.1.2.2 Do Flight List Targeting triage practices comply with statutory and regulatory restrictions? 

 
Lack of documentation about why officers selected particular flights or passengers prevented NSIRA 
from verifying whether Flight List Targeting triaging practices comply with the use restrictions found in 
the Customs Act or the Protection of Passenger Information Regulations. This lack of documentation 
also impedes the CBSA’s internal verification that Flight List Targeting triaging complies with these use 
restrictions. 
 
41. As Targeting Officers rely on their judgement to triage passengers in Flight List Targeting, 

recordkeeping about triaging decisions is important to be able to verify that triaging complies with 
relevant statutes and regulations and take corrective action as appropriate. Although the National 
Targeting Centre has a Notebook Policy, which requires officers to “record all information about the 
officers’ activities,”41 the National Targeting Policy and the Air Passenger Targeting Standard 
Operating Procedures do not specify what stages of Air Passenger Targeting need to be documented 
or what information needs to be recorded at each step. 42 Moreover, the Air Passenger Targeting 
Standard Operating Procedures, the Target Narrative Guidelines, and the format for issuing targets in 
the CBSA’s systems do not require officers to include precise details about the potential contravention 
that motivated their decision to issue a target.43  

 
42. NSIRA was only able to infer why a passenger was first selected for further assessment in Flight List 

Targeting from the details of targets,44 even though the explanatory value of analyzing targets for 
insight about initial triaging is limited. Targets are not issued for all initially selected passengers : only 
15 percent of the passengers that were selected for a comprehensive risk assessment led to a target 
being issued in 2019-20.45 As well, the enforcement issue contained within targets may have changed 
during later stages in the Air Passenger Targeting process and may not necessarily reflect the issue 
that motivated the initial triaging decision. 

 
43. NSIRA found that all targets in a sample of 59 targets issued subsequent to Flight List Targeting 

complied with the first layer of use restrictions under section 107(3) of the Customs Act, as they cited 
either the “IRPA” or the “Customs Act” in the details of the target. However, the targets did not always 
specify a particular contravention of these Acts, which created a challenge for determining why the 
officers’ interest in the passenger related to a terrorism offence or serious transnational crime. Based 

 
40 

41 CBSA, Notebook Policy, National Targeting Centre, January 2017 (NSIRA_202004_773), Sections 1.4 and 2.2; CBSA, 
Targeting Policy and Procedures, Enforcement Manual, Part 3, Chapter 1 (NSIRA_202004_168); CBSA, “APT SOPs,” 
op cit note 19; CBSA, “RFI 4.1,” op cit note 23.  
42 CBSA, “Targeting Policy,” op cit note 41; CBSA, “APT SOPs,” op cit note 19; CBSA, “RFI 4.1,” op cit note 23. 
43 See CBSA, “APT SOPs,” Appendix A, op cit note 19; CBSA, “RFI 4.1,” op cit note 23; CBSA, “RFI 5.2,” op cit note 35. 
44  CBSA, “RFI 4.1,” page 4, op cit note 23; CBSA, “APT SOPs,” op cit note 19. 
45 Based on reports generated from the CBSA’s PAXIS system. CBSA, Correspondence with NSIRA, March 22, 2022.  

[***Figure revised to remove privileged or injurious information. It described two examples where the 
link to serious transnational crime or terrorism offences was unclear in scenarios.***]

[***Note revised to remove privileged or injurious information. It listed examples of scenarios that explained the link to multiple 
grounds for serious inadmissibility.***]
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on other descriptive details about the behaviours or risk factors contained in the target, it was only 
possible to clearly infer the enforcement issue and determine that it was a terrorism offence or a 
serious transnational crime in approximately half the targets (29 of 59).46 Illustrative examples are 
provided in Figure 6.  

 
Figure 6.  Instances Where the Potential Contravention was Unclear in Targets  

 
6.1.2.3 Why is precision in recordkeeping important?  
 
It is important to ensure that the potential contravention at issue is clear in scenario templates and 
targets and to ensure that recordkeeping about the reasons animating Flight List Targeting triaging is 
adequate in order to allow effective verification that all triaging activities comply with statutory and 
regulatory restrictions.  
 
44. The CBSA’s current oversight functions consist of reviewing new scenarios prior to and in parallel with 

their activation47 and of reviewing targets after the fact for quality control and performance 
measurement.48 However, the documentation weaknesses identified above prevent the CBSA from 
ensuring that its triaging activities comply with statutory and regulatory restrictions. The CBSA’s 
oversight mechanisms should include robust verification that scenarios and manual Flight List 
Targeting triaging practices are animated by issues relevant to the administration or enforcement of 
the CBSA’s program legislation. Where Passenger Name Record data is used, oversight should also 
verify that the enforcement issue constitutes or is indicative of a terrorism offence or serious 
transnational crime. More precise and consistent recordkeeping of the reasons underlying passenger 
triage decisions in both Scenario Based Targeting and Flight List Targeting would help in this respect.  
 

 
46  CBSA, “RFI 5.2,” op cit note 35. Targets issued subsequent to Scenario Based Targeting were less of an issue as 
the scenario was cited in the target, allowing for cross-referencing.  
47 In the development of scenarios, the National Targeting Centre’s Targeting Rules, Indicators and Scenarios unit 
assesses proposed scenarios for completeness, duplication, appropriateness of elements, and undertakes a final 
verification to ensure that scenarios meet legislative and regulatory use requirements applicable to Advance 
Passenger Information and Passenger Name Record data, which NSIRA considers to be a good practice in oversight. 
See CBSA, “Scenario Dev’t & Mgmt Guidelines,” page 8, op cit note 22. 
48 Targeting Supervisors are responsible for doing this. CBSA, “APT SOPs,” op cit note 19. 

[***Figure revised to remove privileged or injurious information. It described two examples of targets 
where the potential was unclear based on the details of the target.***]
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45. Guidance on what the legislative and regulatory restrictions entail for targeting activities was also not 
clearly articulated in the National Targeting Centre’s policies, standard operating procedures, or 
training materials. These guidance materials should include further specifics on: 
• Which issues pertinent to admissibility under the Immigration and Refugee Protection Act or other 

contraventions of the CBSA’s program legislation constitute or relate to a serious transnational 
crime or terrorism offence and why; and 

• How to document triaging decisions on a consistent basis to enable internal and external 
verification that targeting activities align with these legal and regulatory restrictions.  

 
46. For example, the Scenario Based Targeting Governance Framework included helpful examples of risk 

categories that identify associated legislative provisions.49 Though the examples align with the 
definitions of serious transnational crime and terrorism offences in the Protection of Passenger 
Information Regulations, no explanation linking the examples to alignment with the regulations are 
provided. Equivalent guidance does not exist for Flight List Targeting.  
 

47. Clearly identifying the potential enforcement issue is also important to verifying that the indicators 
created from Advance Passenger Information and Passenger Name Record data that are used to triage 
passengers are relevant to the issue and reliably predictive of it. This is important for demonstrating 
that the triaging practices are reasonable and non-discriminatory (see Section 6.3). 

 
Finding 1. The CBSA’s use of Advance Passenger Information and Passenger Name Record data in 
Scenario Based Targeting complied with section 107(3) of the Customs Act.  

 
Finding 2. The CBSA does not document its triaging practices in a manner that enables effective 
verification of whether all triaging decisions comply with statutory and regulatory restrictions. 

 
Recommendation 1. NSIRA recommends that the CBSA document its triaging practices in a manner 
that enables effective verification of whether all triaging decisions comply with statutory and regulatory 
restrictions. 

 
  

 
49 CBSA, “SBT Governance Framework,” page 8, op cit note 18.  
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6.2 The CBSA’s Compliance with Obligations Pertaining to Non-Discrimination 
 
6.2.1 The CBSA’s Non-Discrimination Obligations and Why They Matter 

 
48. The Canadian Human Rights Act and the Charter each establish obligations pertaining to non-

discrimination. The tests for assessing whether or not discrimination has occurred are thematically 
similar, though with differences in approach and terminology as illustrated in Figure 7.50 The analysis 
under both instruments begins with a factual inquiry into whether a distinction is being drawn 
between travellers based on prohibited grounds of discrimination, 51 and if so, whether it has an 
adverse effect on the traveller or reinforces, perpetuates or exacerbates disadvantage. If so, the 
analysis under the CHRA examines whether there is a bona fide justification for the adverse 
differentiation.52 The corresponding analysis under the Charter examines whether the limit on 
travellers’ equality rights is demonstrably justified in a free and democratic society.53  

  

 
50 See e.g. Dickason v. University of Alberta, [1992] 2 SCR 1103 (“[t]here is considerable interplay between the Charter 
and provincial human rights legislation, due to the similarity of their goals and the specific guarantees they provide”).  
51 The grounds recognized under the CHRA and the Charter are similar to each other and consist primarily of personal 
characteristics that are immutable or constructively immutable, in contrast to characteristics that pertain to 
individual merit, capacities, or behaviour. Both the CHRA and the Charter recognize race, national or ethnic origin, 
colour, religion, age, sex, sexual orientation, gender identity or expression, marital status, and disability as protected 
grounds. Section 3(1) outlines these grounds the purposes of the CHRA; the Charter recognizes both enumerated 
grounds, listed in section 15(1) of the Charter, and “analogous” grounds recognized in the jurisprudence. See e.g. 
Andrews v. Law Society of British Columbia, [1989] 1 S.C.R. 143; Miron v. Trudel, [1995] 2 SCR 418 at para 68. 
52 Section 15(1)(g) of the CHRA specifies that adverse differentiation based on a prohibited ground of discrimination 
will not be a discriminatory practice if there is a bona fide justification for that differentiation. To establish a bona 
fide justification, service providers must show that the differentiation is rationally connected to their objective; that 
it was adopted in good faith; and that the differentiation is reasonably necessary to accomplish their purpose, in the 
sense that it cannot be eliminated or reduced without incurring undue hardship. Such hardship may take “the form 
of impossibility, serious risk or excessive cost” and must be evaluated, under the CHRA, “considering health, safety 
and cost.” NSIRA accepts that these considerations will include Canada’s national security and public safety: see esp. 
CHRA, ss. 15(1)(g) and 15(2); British Columbia (Superintendent of Motor Vehicles) v. British Columbia (Council of 
Human Rights), [1999] 3 SCR 868 [Grismer] at paras 20 and 32; and Hoang v. Canada (AG), 2017 FCA 63 at para 34.  
53 For a discussion of whether the limits occasioned by Air Passenger Targeting on equality rights can be 
demonstrably justified as reasonable limits, see section 6.2.2.4. 
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Figure 7. Legal Tests under the CHRA and the Charter  
CHRA Charter 

  
 
6.2.2 What NSIRA Found 
 
49. Although triaging in Air Passenger Targeting typically relies on multiple indicators that are created 

from Advance Passenger Information and Passenger Name Record data, some of these indicators are 
protected grounds or relate closely to protected grounds. Air Passenger Targeting triaging results in 
impacts on travellers that can be considered adverse in nature and are capable of reinforcing, 
perpetuating, or exacerbating disadvantages. This creates a risk of prima facie discrimination.54 While 
these limits on travellers’ equality rights may be justifiable, weaknesses in the CBSA’s program 
documentation prevented the CBSA from demonstrating that a bona fide justification supported the 
adverse differentiation of travellers in several instances. A large body of information and intelligence 
is available to CBSA staff; however, it was not compiled and documented in a way that consistently 
established why certain indicators used to triage passengers related to a threat or potential 
contravention and did not always establish that these indicators were current and reliable. This 
weakness with respect to ensuring precise, well-substantiated documentation is similar to the one 
already highlighted in relation to the CBSA’s compliance with legal and regulatory restrictions.  
  

50. Further information on the nature of the differentiations made in Air Passenger Targeting triaging 
practices and their impact on individuals would be required to conclusively establish whether or not 
triaging practices are discriminatory. However, the risk of discrimination is sufficiently apparent to 
warrant careful attention. In this review, NSIRA will recommend measures that could help the CBSA 
to assess and mitigate discrimination-related risks.  

 
  

 
54 Prima facie discrimination means that the essential components of discrimination are established: i.e. that a 
distinction is drawn on the basis of protected grounds in a manner that results in adverse effects for individuals. In 
other words, it completes the first part of the analysis under the Charter and CHRA. The onus then shifts to the CBSA 
to establish that a bona fide justification exists for the differentiation (CHRA) or that the discrimination is a 
reasonable limit on the individual’s equality rights (Charter). 

In providing a service, does the CBSA 
differentiate among individuals based on a 

“prohibited ground of discrimination"?  (CHRA,
s. 5(b))

If yes, does the differentiation result in adverse 
effects for the individual(s)? (CHRA, s. 5(b))

If yes, does a "bona fide justification" exist for 
the differentiation? (CHRA, s. 15(1)(g))

Does the CBSA make a distinction between 
individuals based on an “enumerated” or 
“analogous” ground?  (Charter, s. 15(1))

If yes, does the distinction reinforce, 
perpetuate, or exacerbate disadvantage? 

(Charter, s. 15(1))

If yes, is  the distinction a reasonable l imit 
prescribed by law that can be demonstrably 

justified in a free and democratic society? 
(Charter, s. 1)
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6.2.2.1 Does the CBSA make a distinction in relation to “protected grounds”?  
 
Some of the indicators relied on to triage passengers are either protected grounds themselves or relate 
closely to protected grounds. NSIRA observed instances where passengers appeared to be differentiated 
based on protected grounds.  
 
51. NSIRA examined all scenarios that were active on May 26, 2021 and a sample of targets to determine 

whether the CBSA’s triaging practices engage prohibited grounds of discrimination,55 such as age, sex, 
or national or ethnic origin. NSIRA refers to these as “protected grounds” in the report. The 
assessment considered:  
• How the indicators used to triage passengers relate to protected grounds;  
• The significance of the indicators in triage and how individual indicators were weighted in 

relation to each other; and  
• Whether these indicators created distinctions among individuals, or classes of individuals, based 

on protected grounds, whether in their own right or by virtue of their cumulative impact. 56   
 

52. NSIRA found that the CBSA triages passengers based on a combination of indicators that are created 
from Advance Passenger Information and Passenger Name Record data. This triaging often included 
indicators that were either protected grounds themselves or related closely to protected grounds. 
Examples of these indicators are provided in Figure 857 with further details on how the CBSA relied on 
these indicators in Appendix 8.4.   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
55 To be “based on” a protected ground, it is enough to demonstrate, for the purposes of the Charter, that “a law 
has a disproportionate impact on members of a protected group” (Fraser v. Canada (AG), 2020 SCC 28, at para 70). 
Under the CHRA, discrimination may arise where the “protected characteristic was a factor in the adverse impact” 
(see Moore v. British Columbia (Education), 2012 SCC 61, at para 33).  
56 Note: discrimination can arise even if the distinction does not capture all members of a protected group: “practices 
amounting to ‘partial discrimination’ are no less discriminatory than those in which all members of the group are 
affected.” See Fraser, op cit note 55, para 72. 
57 See PICR, s. 5 and Schedule; IRPR s. 269 and Schedule 3, op cit note 15.  
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Figure 8. Advance Passenger Information and Passenger Name Record Data That Relate to Protected 
Grounds 
They Are Protected Grounds They May Relate Closely to Protected Grounds58 

National or Ethnic Origin 
• Citizenship or nationality59 • Name of country that issued the passport or travel 

document 
• Countries/cities listed on the travel itinerary  
• Contact telephone numbers or addresses 
• Travel agency information (IATA code/phone 

number) 
Sex 

• Gender • N/A 
Age 

• Date of Birth • N/A 
 

53. Although the CBSA took certain measures to mitigate the possibility that triaging decisions were based 
primarily on protected grounds, NSIRA observed that these measures did not always adequately 
mitigate that risk. More specifically: 
• 

60 NSIRA observed instances where scenarios 
continued to rely largely on indicators that related closely to protected grounds.61 This was 
because the behavioural indicators were often used in a way that related closely to a protected 
ground (primarily national origin) or because the parameters for the behavioural indicators were 

 
58 While Advance Passenger Information and Passenger Name Record data elements such as the document issuing 
country, itinerary country or city, contact telephone numbers, and travel agency information are more mutable, 
these indicators can relate closely to national origin in certain contexts. Travel documents issued by a certain country 
(such as passports) often correlate with national origin, as passports are  only issued to travellers who have 
citizenship in that country. Travel from certain countries can correlate with citizenship, particularly in circumstances 
where travel restrictions are imposed or where the country is not a major tourism destination. Phone numbers, 
addresses, and travel agency codes include identifiers that are geographically based and can serve as an indicator of 
travellers residing in certain countries.  
59 Although citizenship may change, it relates closely to “national or ethnic origin.” It may also relate closely to other 
prohibited grounds of discrimination such as race, colour, and religion, depending on the demographic make-up of 
a country. However, these correlations cannot be established solely on the basis of Advance Passenger Information 
or Passenger Name Record data, and are therefore not examined in the review. 
60 

CBSA, Air Passenger 
Targeting (APT) Module 3: Air Passenger Targeting Process, Participant’s Guide with Facilitator Notes, Undated  
(NSIRA_202004_167.3). CBSA, “Scenario Masterlist,” op cit note 38.  
61 These observations also apply to the CBSA’s reliance on certain indicators created from Advance Passenger 
Information and Passenger Name Record data in Flight List Targeting. Due to weaknesses in the CBSA’s program 
documentation noted previously, it was not possible to infer, based on the information contained within targets, 
how different indicators factored in initial triage decisions and the significance of indicators relating to protected 
grounds in those triaging decisions.  

[***Note revised to remove injurious or privileged information. It lists examples of scenarios that relied on single elements.***]

[***Note revised to remove injurious or privileged information. It lists examples of scenarios that relied on single elements.***]
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very broad (for example: passports as a travel document) and did not significantly narrow the 
range of passengers captured by the scenario.62 Examples are provided in Figure 9.   

• Scenario Based Targeting triaging for potential contraventions relevant to national security 
focused disproportionately on a certain profile of passengers: 

63 While individual scenarios considered 
a variety of other indicators that differed between each scenario and that appeared to be specific 
to a unique set of personal characteristics and behavioural patterns for each national security risk, 
the overall effect of the scenarios created a differential impact largely focused on this particular 
profile.64  

 

 
62 

63 

This is 
consistent with the CBSA’s own analysis of its scenarios. CBSA, National Security Analysis Project, Phases 1, 2, 3, 4 
(NSIRA_202004_176a; NSIRA_202004_676b; NSIRA_202004_783; NSIRA_202004_784).  
64 

This cumulative effect is not apparent when the scenarios are considered individually 
and obscures an accurate perception of the proportionality of targeting activities overall.  

[***Sentence revised to remove injurious or privileged information. It described a combination of traveller characteristics that relates to protected grounds.***]

[***Note revised to remove injurious or privileged information. It discusses examples of indicators where the parameters were broad and did not narrow the range of 
passengers captured by the scenario.***]

[***Note revised to remove injurious or privileged information. It lists the number and percentage of scenarios that focused on travellers based on certain indicators that 
relate to protected grounds.***] 

[***Note revised to remove injurious or privileged information. It discusses instances where scenarios appeared individually specific but had an 
overall effect that created a differential impact largely focused on this particular profile.***] 



Protected B 
(Content is Unclassified unless otherwise stated) 

27 
 

Figure 9. Instances Where Behavioural Indicators Were Protected Grounds or Did Not Narrow Scope 
 

 
54. As the CBSA’s triaging practices engage protected grounds and resulted in a differentiation of 

passengers based on protected grounds in certain instances, NSIRA considered the impacts that these 
distinctions may produce.  

 
6.2.2.2 Do distinctions result in adverse impacts capable of reinforcing, perpetuating, or exacerbating a 
disadvantage? 
 
Distinctions made in passenger triage lead to several types of potential impacts for the passengers that 
are selected for further assessment. These impacts are adverse in nature and are capable of reinforcing, 
perpetuating, or exacerbating disadvantages. 
 
55. NSIRA considered the kinds of impacts that Air Passenger Targeting has for the passengers who are 

selected for further assessment through the initial triage. These impacts are illustrated in Figure 10. 
Each may have important effects on passengers’ time, privacy, and equality, particularly as the 
impacts accumulate during the screening process and/or where these impacts are experienced 
repeatedly by the same travellers.  
 

 
65 CBSA, “Scenario Masterlist,” op cit note 38.  

[***Figure revised to remove privileged or injurious information. It describes two examples of scenarios where 
behavioural indicators were used in a way that related closely to a protected ground or because the parameters 
for the behavioural indicators were very broad and did not significantly narrow the range of passengers captured 
by the scenario***]
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Figure 10.  Impacts on Travellers Resulting from Initial Triage 

  

66  
 
56. These impacts can be adverse in nature and are reasonably understood as being capable of 

reinforcing, perpetuating, or exacerbating disadvantage, particularly when viewed in light of possible 
systemic or historical disadvantages.67 However, disaggregated data on the ethno-cultural, gender, or 
other group identity of affected passengers and their circumstances in Canadian society would be 
required to fully appreciate Air Passenger Targeting’s impacts on affected groups.68  

 
57. A risk of prima facie discrimination is established where these adverse impacts accrue to individuals 

based on protected grounds.69 These adverse impacts on protected groups will not amount to 
discrimination under the Canadian Human Rights Act if the CBSA can demonstrate a bona fide 
justification for the differentiation and will be allowed under the Charter if the CBSA can establish that 
the distinctions are a reasonable limit on travellers’ equality rights.70  

 
6.2.2.3 Does the CBSA have an adequate justification for the adverse differentiation? 
 
While a large body of information and intelligence is available to CBSA’s staff for their triaging activities, 
weaknesses in recordkeeping, in the coherent synthesis of this information, and in data collection 
prevented the CBSA from demonstrating, that an adequate justification exists for its use of the 
indicators it created from Advance Passenger Information and Passenger Name Record data in several 
instances.  
 

 
66 Based on reports generated from the CBSA’s PAXIS system. CBSA, Correspondence with NSIRA, March 22, 2022; 
CBSA, Scenario Performance Report 2019-2020 (NSIRA_202004_785); CBSA, SBT and FLT Report, 2019-2020 
(NSIRA_202004_115 updated).  
67 See Fraser, op cit note 55, at paras 76-78. 
68 See Fraser, op cit note 55, at paras 60-67. 
69 See Moore, at para 33; Fraser, paras 69-75, op cit note 55.  
70 CHRA, ss. 15(1)(g), 15(2); Charter, s. 1 and 15(1).  

Passenger Risk 
Assessments

•Potentially extensive colleciton of personal information from CBSA and 
government databases as well as open sources;

•Incidental collection of third party information; and/or
•Other impacts resulting from onward disclosure of passenger 

information to Canadian and foreign agengies as part of requests for 
information in some instances. 

Secondary 
Examinations

•Collection of additional information about passengers and third parties 
through progressive questioning, luggage and digital device searches.  

• From 8 minutes up to 2.5 hours of passengers' time (and potenital 
subsequent impacts on their travel or personal lives).

•Other impacts resulting from onward sharing of secondary examination 
results to Canadian and international allies in some instances. 

• Harm to individuals' dignity and perception of equal treatment under 
the law.

[***Figure revised to remove privileged or injurious information. It describes numbers of passengers targeted by year.***] 
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58. NSIRA examined how the CBSA relied on information and intelligence to support its triaging practices 
by reviewing a sample of 12 scenarios71 and a sample of 59 targets issued subsequent to manual 
triaging in Flight List Targeting. NSIRA also examined performance data for the selected scenarios. In 
examining the supporting documentation provided for each scenario demonstrated an adequate 
justification for the indicators created from Advance Passenger Information and Passenger Name 
Record data to triage passengers, NSIRA considered a number of factors:72  
• Whether the information was objective and empirical;  
• Whether it was credible and reliable, in terms of its source and the quality of its substantiation;  
• Whether the information was recent and up to date;73  
• Whether the information established a meaningful connection between the indicator(s) and the 

enforcement issue;74 
• Whether the indicators were specifically indicative of the enforcement issue or were general; 
• Whether the indicators were based on a representative sample size;75 and 
• Whether the reliance on the particular indicators to triage passengers was effective in identifying 

potential contraventions in the past (i.e. whether empirical results support the reliance).  
 
In Scenario Based Targeting, 11 out of the 12 scenarios in the sample reviewed did not provide an 
adequate justification for the triaging indicators , due in part to weaknesses in the supporting 
documentation for scenarios.  
 
59. A summary of NSIRA’s assessment in relation to each of the assessment criteria is provided in Figure 

11 and examples are described below. 
 
 
 
 

 
71 

The CBSA selected the first three scenarios, and NSIRA selected the 
remainder with a view of obtaining a diverse sample. See CBSA, “RFI 1.0,” op cit note 18; CBSA, Response to RFI 5.1, 
August 26, 2021. 
72 NSIRA assessed the supporting documentation as a whole for each scenario against these criteria rather than 
individual pieces of information or intelligence. No single criterion is individually sufficient to demonstrate an 
adequate justification. At the same time, it is not necessary to satisfy all of the criteria in order to demonstrate an 
adequate justification. The criteria guided a collective assessment that gauged the overall extent to which the 
supporting documentation demonstrated an adequate justification.  
73 There are no established thresholds for assessing whether and at what point information becomes outdated; any 
threshold would depend on the context. Given that travel patterns may evolve constantly and that the CBSA can use 
masked passenger data for two years to test scenarios, NSIRA considered that information that was older than three 
years might begin to be out of date. Given that the CBSA deletes information older than five years according to its 
recordkeeping policies, NSIRA considered that information older than five years would be out of date. 
74 As the justification for one indicator may inform the justification for another, it is important to consider the basis 
for the triaging decision or practice in its entirety. When triaging includes indicators that relate to a protected 
ground, a justification for each indicator in the scenario should be articulated, whether the indicator pertains to a 
protected personal characteristic or to an individual’s behavior. 
75 There are no established thresholds for assessing what a representative sample size is. NSIRA considered that a 
sample size of less than 10 would reasonably be viewed as too small to be a representative sample size, whereas a 
sample of over 300 would reasonably be viewed as representative. As the CBSA’s program documentation rely on a 
sample size between these two thresholds, NSIRA does not further define intermediate thresholds. 

[***Note revised to remove privileged or injurious information. It lists the 12 scenarios that were examined as case studies.***] 
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Figure 11. Summary of NSIRA’s Assessment of Scenario Supporting Documentation 
   

Scenario # 
Is it 

objective, 
empirical, 
credible, & 

reliable? 

Is it recent &  
up to date? 

Does it establish a 
link to the 

scenario’s threat/ 
enforcement 

issue? 

Does it establish 
the basis for 

relying on the 
indicators? 

Is it based on a 
representative 

sample of 
enforcement 

results? 

Is it based on a 
confirmed 

contravention? 

Yes 2020 Sufficient Partially  No No 
Yes 2018 Sufficient  Partially No Yes 
Yes 2020 Sufficient  Partially No Yes 
No 2013 Unclear Partially No No 
No 2015 Insufficient Not at all No No 
Yes 2016 Sufficient  Partially No Yes 
Yes 2020 Unclear Not at all  No No 

Unclear 2014 Sufficient Not at all  No No 
Yes 2019 Sufficient  Partially No Yes 
Yes 2018 Sufficient  Partially No Yes 
Yes 2020 Sufficient  Partially No Yes 
Yes 2020 Sufficient  Yes Yes Yes 

Total 9/12 5/12 8/12 1/12 1/12 7/12 
 
60. Most of the supporting documentation for the scenario sample was based on empirical information 

about enforcement actions or other intelligence products developed by the CBSA or its partners that 
were derived from clearly identified empirical sources. NSIRA considered these products to be 
objective and reliable sources. However, NSIRA noted three instances where it was unclear what the 
basis of the information was, and therefore whether it was objective and credible.76  

 
61. Inconsistencies in how supporting documentation for scenarios was maintained created further 

challenges for verifying that scenarios were based on reliable and up-to-date information, as four of 
the scenarios examined relied on information that was more than five years old and the CBSA could 
not locate one or more documents cited as supporting documentation in nine of the scenarios. While 
deleting older information is appropriate if it is replaced with more recent information, doing so in 
absence of more recent supporting information may undermine the CBSA’s the ability to justify the 
basis of the scenario.  
 

62. In 3 of 12 scenarios examined, it was unclear how the supporting documentation related to the 
potential contravention identified in the scenario, which prevented further analysis as to how the 
indicators created from Advance Passenger Information and Passenger Name Record data were 
meaningfully connected to the enforcement issue. In all except one of the 12 scenarios, the supporting 
documentation did not mention one or more of the indicators in the scenario, making it unclear what 
the basis was for relying on those indicators. A number of the unsubstantiated indicators in those 
scenarios related closely to protected grounds. Two examples are provided in Figure 12. 
 

 
76 

The CBSA also developed a travel analysis related to the scenario (which NSIRA considered to be empirically-
based), but it was not clear how the analysis informed the scenario. 

[***Note revised to remove injurious or privileged information. It cites the source of supporting documentation for one scenario.***] 
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Figure 12. Examples of Weaknesses in Scenario Supporting Documentation  

 
63. In 11 of the 12 scenarios, the supporting documentation did not include enough information to assess 

whether the indicators in the scenarios were based on a representative sample size of passengers. 
This prevented verification that the indicators in the scenario and their parameters reflect a pattern 
or trend in traveller characteristics and travel patterns rather than a single instance or handful of 
instances. Deriving indicators from too small a sample size also creates a risk that the indicators  are 
not reliably associated to a potential contravention but rather simply connoted individuals who 
happen to have been the subject of past enforcement activity. A small sample size can also create bias 
and confirmation bias about stereotypes pertaining to traveller behaviour or personal characteristics.  
 

64. Lack of information in 11 of the 12 scenarios on the likelihood and impact of the risk posed by the 
enforcement issue also prevented further assessment of the extent that the indicators and 
parameters were unique to the particular enforcement issue either individually or collectively.  
Moreover, in 4 of the 12 scenarios, the supporting documentation did not include any information to 
indicate that the indicators and parameters of the scenario had indeed been associated with a 
confirmed contravention of the CBSA’s program legislation or whether the association between the 
indicators and the enforcement issue was simply hypothetical. While reliable intelligence could also 
provide an empirical basis for passenger triage to inform the development of scenarios, information 
about whether scenarios have actually resulted in confirmed contraventions of the CBSA’s program 
legislation can be integrated into the supporting documentation of scenarios over time. This issue is 
examined further in relation to performance data below.  

 
77 .  
78 

 
79 See note 73 above.  

[***Figure revised to remove privileged or injurious information. It describes issues observed in the 
supporting documentation for two scenarios as examples. These concerned the reliability of 
speculative claims made in an op-ed that was used as supporting documentation for one scenario 
that did not provide a clear basis for the indicators relied on in the scenario, and lack of information 
related to one or more of the indicators in the other scenario.***]

[***Note revised to remove injurious or privileged information. It cites the source of supporting documentation for one scenario.**]

[***Note revised to remove injurious or privileged information. Provides further details on the issues related to how the supporting 
documentation relates to the indicators in one scenario and cites the source of the information.***]
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65. Only one of the 12 scenarios in the sample had enough information to get a sense of the enforcement 

issue, to understand the basis for relying on the particular indicators in the scenario in relation to the 
enforcement issue, and to establish that the indicators were based on a clear pattern of association 
with a large number of confirmed contraventions and reflected an appropriate range. Details about 
this scenario and why the supporting document substantiated the scenario are provided in Figure 13. 

 
Figure 13. Example of a Well-Substantiated Scenario  

 
66. A large body of information and intelligence is available to CBSA staff to inform their targeting 

activities; however, in all except one of the scenarios, the information, intelligence, and other 
analytical insights were not brought together coherently to demonstrate that the basis for triaging 
was justified in those particular instances. The CBSA indicated that they intend to prepare 
standardized intelligence products that would coherently bring together this information to support 
the development of new scenarios.82 Developing such products for all active scenarios would help 
ensure that an adequate justification exists for all differentiation arising from triaging decisions  in Air 
Passenger Targeting. This issue is examined further in relation to oversight practices below.  

 
In Flight List Targeting, there was insufficient documentation to explain why particular indicators were 
considered valid risk factors in the context of a particular enforcement issue.  
 

 
80 

 
81 

 
82 CBSA, “RFI 4.1,” page 4, op cit note 23.  

[***Figure revised to remove privileged or injurious information. It describes how the supporting documentation provided for 
a scenario was based on credible, empirical information that helped to establish the enforcement issue, provided a sense of 
the prevalence of the issue and its pertinence to the CBSA mandate, established a correlation between the specific 
indicators in the scenario and confirmed contraventions based on a significant sample size, and established that the 
parameters for each indicator were appropriately defined.***]

[***Note revised to remove injurious or privileged information. It cites the source of supporting documentation for one scenario.***]

[***Note revised to remove injurious or privileged information. It provides further details as to how the supporting 
documentation helped to establish that the parameters for the indicators in the scenario were reasonable, and cites the source 
of supporting documentation for one scenario.***
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67. While a large body of information and intelligence exists for Targeting Officers to draw from when 
triaging passengers in Flight List Targeting, these sources are not necessarily documented in the 
course of making triaging decisions. Flight List Targeting strategies are not codified83 and triaging 
decisions are not consistently documented. This means that the sources and considerations that 
informed individual triaging decisions were not always apparent in the program documentation that 
NSIRA reviewed.  

 
68. Noting the limitations of analyzing targets for insight into initial triaging decisions  mentioned 

previously,84 the sparse details contained within the sample of 59 targets issued subsequent to Flight 
List Targeting further limited NSIRA’s assessment. Most of the targets included information specific 
to each passenger that was obtained through the passenger risk assessment, which reasonably 
supported a justification for issuing the target. However, this information would have been obtained 
after initial triaging decisions. Targets occasionally included a brief explanation about why certain 
elements of Advance Passenger Information and Passenger Name Record data were considered to be 
risk factors, suggesting that the Targeting Officer’s triage decision may have been informed by 
information and intelligence.85 However, it was often unclear why the passenger data cited as risk 
factors in the target suggested a threat or potential contravention of the CBSA’s program legislation. 
Assessing how the passenger data cited as risk factors in a target corresponded with the potential 
contravention was further complicated where the enforcement issue was also unclear. Examples in 
Figure 14 illustrate this challenge.  

 
Figure 14. Why the Justification for the Indicators Used in Targeting is Important  

 
83 CBSA, “RFI 4.1,” page 4, op cit note 23. 
84 As discussed in Section 6.1, target analysis has limited explanatory value for insight into the initial triage in the 
Flight List Targeting, as targets represent only 15 percent of passengers whose Advance Passenger Information and 
Passenger Name Record data continued to be risk factors after a passenger risk assessment was undertaken. Targets 
do not provide insight into the reasons for selecting passengers where the risks were “negated” through the 
passenger risk assessment process, and no target was issued. The details in the target may not necessarily reflect 
the initial reasons for selecting the passengers for further assessment. 
85 

 
86 

 

[***Figure revised to remove privileged or injurious information. It returns to the examples of targets discussed in Figure 6 where 
ambiguity about the enforcement issue created further challenges for assessing how the passenger data cited as risk factors in 
the target corresponded with the enforcement issue.***]

[***Note revised to remove privileged or injurious information. It provides example details from targets that suggest that the triaging decision may 
have been informed by information and intelligence.***]

[***Note revised to remove privileged or injurious information. It illustrates differences observed between the target in scenarios 
on similar enforcement issue that rely on different indicators or parameters, raising questions about why the particular passenger 
data were considered as risk factors in the target.***] 
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Performance data for the scenario sample indicates that the indicators created from Advance Passenger 
Information and Passenger Name Record data to triage passengers may not be closely correlated with 
the particular enforcement issue.  
 
69. The CBSA should be able to demonstrate at the outset that information and intelligence justify the 

use of particular indicators created from Advance Passenger Information and Passenger Name Record 
data to triage passengers for potential contraventions, particularly where those indicators relate to 
protected grounds. However, secondary examination results from previously issued targets can 
provide a source of such information. These results also provide important insight into how strongly 
certain indicators correlate with potential contraventions and indicate areas where inferences should 
be revisited and revised.88 

 
70. NSIRA’s analysis of the performance data for the sample of 12 scenarios revealed that the indicators 

may not necessarily be closely correlated with the particular enforcement issue(s) in the scenarios or 
predict potential contraventions of the CBSA’s program legislation with high accuracy.  
• In many of the scenarios, less than 5 percent of passengers that matched to the scenario—based 

on their Advance Passenger Information and Passenger Name Record data—resulted in an 
enforcement action or relevant intelligence at the end of a secondary examination,89 which the 
CBSA refers to as a “resultant” target.90 This is due in part to the fact that the vast majority of 

 

CBSA, “Scenario Masterlist,” op cit note 38. 
87 CBSA, “RFI 5.2,” op cit note 35. 
88 The empirical basis for associating certain indicators to a potential contravention is strengthened when targets 
result in a secondary examination that confirms the potential contravention. By contrast, the empirical basis for 
associating the indicators to the potential contravention is weakened if very few or none of the targets accurately 
identified the potential contravention (or identified a different issue).   
89 it was not possible to calculate this percentage, because they 
did not lead to an enforcement actions or useful intelligence. Scenario had 
the highest proportion of travellers that matched to the scenario leading to an enforcement action or relevant 
intelligence, in 16 percent. This was also the only scenario that had sufficient supporting documentation to 
substantiate all of the scenario’s elements, pointing to the importance of ensuring that the link between the 
indicators in the scenario and the enforcement issue is well- substantiated. 
90 The National Targeting Centre interprets the results of secondary examinations for the purposes of targeting 
differently than how Border Services Officers interpret the results for the purposes of processing passengers and 
goods. 

See CBSA, “RFI 3.0,” Question 5, op cit note 28.  

[***Figure revised to remove privileged or injurious information. It returns to the examples of targets discussed in Figure 6 
where ambiguity about the enforcement issue created further challenges for assessing how the passenger data cited as risk 
factors in the target corresponded with the enforcement issue.***]

[***Note revised to remove privileged or injurious information. It cites the target discussed in the 
figure.***] 

[***Note revised to remove privileged or injurious information. It cites the 
target discussed in the figure.***] 

[***Note revised to remove privileged or injurious information. It cites the 
target discussed in the figure.***] 

[***Note revised to remove privileged or injurious information. It details the CBSA’s definition for a resultant target.***] 
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passengers who are risk assessed do not result in a decision to issue a target. Additionally, certain 
enforcement issues may have a low probability of occurring, but a high impact. However, the fact 
that most passengers who match to a scenario are not of concern raises questions about the  
accuracy of relying on Advance Passenger Information and Passenger Name Record data elements 
as indicators and about the proportionality of the targeting practices.  

• On average, a quarter of targets issued (through both Flight List Targeting and Scenario Based 
Targeting) led to a “resultant” secondary examination, though the scenarios in the sample ranged 
widely from as low as 4.8 percent to as high as 72.7 percent.  

• Only nine of the 12 scenarios led to at least one enforcement action or useful intelligence between 
2019-20 or 2020-21.91 Again, this is not necessarily an issue if an enforcement issue has a low 
probability of occurring, but a high impact. However, it also raises questions about the empirical 
basis of the scenario.  

• Many of the scenarios led to examination results for issues other than the one that justified the 
initial targeting.92 This suggests that the indicators may not be very precise and raises questions 
about the underlying assumptions or inferences.  

 
71. NSIRA also observed that the performance data for scenarios matched to a significantly higher 

proportion of travellers and yielded a higher proportion of “resultant” targets in one year, with much 
lower results in the next year, indicating how rapidly travel patterns may change. The CBSA indicated 
that COVID-19 resulted in major shift in travel and business patterns, which has presented challenges 
for the CBSA to understand how the indicators have evolved in relation to a diversity of enforcement 
issues and to adapt their targeting strategies.93 This emphasizes the importance of ensuring that 
scenarios and Flight List Targeting activities are supported by up-to-date information and intelligence. 
It also emphasizes the importance of analyzing performance data to rigorously to evaluate, refine, 
and/or deactivate scenarios in order to remain consistent with a changing risk environment. 

 
72. However, the insights that can be drawn from the performance data are limited, because the CSBA 

does not track the results of secondary examinations arising from random referrals or instances where 
passengers that were not targeted were later found to have contravened the CBSA's program 
legislation by other means. This prevents contextualization of Air Passenger Targeting performance 
against a baseline (namely, whether Air Passenger Targeting is better, on par with, or less effective at 
predicting a potential contravention of its program legislation than a random referral).94 Beyond its 

 
91 were the scenarios that did not result in any enforcement action, 
because they did not match to any passengers or because no targets were issued. The performance statistics may 
indicate that the potential contravention in each scenario is highly specific, and though important, it may not occur 
very often. However, they might also indicate that the scenarios are not very accurate. 
92 The proportion of resultant targets that were “directly” resultant, as per the National Targeting Centre’s definition, 
varied widely. The Centre distinguishes between “direct” and “indirect” results to assess the accuracy of targets in 
relation to a particular enforcement issue. A “direct” result was associated with the intended enforcement issue of 
the target, whereas an “indirect” result identified a different enforcement issue that was not the one intended. 
CBSA, “RFI 3.0,” Question 5, op cit note 28.  
93 CBSA, “RFI 4.1,” page 5, op cit note 23.  
94 Beyond the results of randomly referred secondary examinations, comparisons between the CBSA's Air Passenger 
Targeting performance and that of similar programs among other allied countries could also help provide additional 
context on the CBSA's targeting activities. As discussed in the Auditor General’s 2007 audit of the CBSA’s border 
operations, the results of randomly referred secondary examinations are important to establish a baseline against 
which the results of targets can be assessed. Office of the Auditor General of Canada (OAG), Keeping the Border 
 

[***Note revised to remove injurious or privileged information. It cites the 
speific scenarios.***]
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relevance for performance measurement, baseline data would help to protect the CBSA against 
confirmation biases where enforcement results in a few isolated cases may reinforce stereotypes even 
though they do not represent a meaningful trend. Moreover, a “resultant” secondary examination 
according to the National Targeting Centre’s definition does not necessarily indicate a confirmed 
instance of non-compliance.95 This makes it difficult to analyze performance data as source of 
empirical information to support the CBSA’s justification for using certain indicators to triage 
passengers, as a “resultant” search may not always signify a correlation between the indicators and 
the potential contravention.  
 

73. In sum, the CBSA was not able to demonstrate that adequate justification consistently supported its 
use of particular indicators in the scenarios and targets examined by NSIRA. This creates a risk that 
the triaging activities were discriminatory. To avoid discrimination, the link between the indicators 
used to triage passengers and the potential threats and contraventions they purport to identify must 
be well-substantiated by recent, reliable, and documented intelligence or empirical information that 
demonstrates that the indicators are reasonably predictive of potential harms to Canada’s national 
security and public safety.96 The CBSA was able to document an adequate justification for passenger 
triaging in one scenario.97 Compiling relevant information and intelligence for its other triaging 
activities would assist in demonstrating that they are also non-discriminatory.  

 
6.2.2.4 Are any triage-related distinctions that are capable of reinforcing, perpetuating, or exacerbating 
disadvantage a reasonable limit on travellers’ equality rights?   
 
Further information would be required to determine if any distinctions arising from Air Passenger 
Targeting that are capable of reinforcing, perpetuating, or exacerbating a disadvantage constitute a 
reasonable limit on travellers’ equality rights.  
 
74. The analysis above establishes that Air Passenger Targeting may infringe travellers’ equality rights 

under the Charter. All Charter rights are subject to reasonable limits, however. To establish that a limit 
is reasonable, the state must demonstrate that it is rationally connected to a pressing and substantial 
objective, that it is minimally impairing of the right, and that there is a proportionality between its 
salutary and deleterious effects. These limits must also be prescribed by law. 98   

 
75. The analysis of whether state actions constitute a reasonable limitation of Charter rights is highly fact-

specific. To examine this question, further data would be required on: 
• Precisely how various indicators relate to protected grounds;  
• Whether the indicators effectively further national security and public safety;  
• The reasonable availability of other means to ensure similar security outcomes at the border;  

 
Open and Secure – Canada Border Services Agency, October 2007 Report of the Auditor General of Canada, Chapter 
5, 2007, 
https://www.ourcommons.ca/Content/Committee/392/PACP/Reports/RP3513476/392_PACP_Rpt15/392_PACP_R
pt15-e.pdf, page 32.  
95 See note regarding the National Targeting Centre’s definitions of "resultant” targets, op cit notes 90 and 92.    
96 Evidence of arbitrariness in the selection of the indicators may demonstrate a failure to accommodate protected 
grounds and thus demonstrate the absence of a bona fide justification. See Grismer, op cit note 52 at paras 21-22.  
97  As discussed above, NSIRA found that scenario was well-
substantiated. See Figure 13 for further details.  
98 R. v. Oakes, [1986] 1 SCR 103; see also McKinney v. University of Guelph, [1990] 3 SCR 229; Little Sisters Book and 
Art Emporium v. Canada (Minister of Justice), 2000 SCC 69.  

[***Note revised to remove injurious or privileged information. 
It cites the speific scenarios.***]
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• The impacts of Air Passenger Targeting for affected passengers; and 
• The significance of the contribution of Air Passenger Targeting to national security and other 

government objectives. 
 

76. NSIRA notes these data gaps may create challenges for the CBSA in establishing that any 
discrimination resulting from Air Passenger Targeting is demonstrably justified under section 1 of the 
Charter. Documenting the contribution of Air Passenger Targeting to national security and public 
safety, the breadth and nature of its impacts, and contrasting the effectiveness of Air Passenger 
Targeting relative to other less intrusive means of achieving the CBSA’s objectives  would assist the 
CBSA in demonstrating that the program is reasonable and demonstrably justified in Canadian society. 

 
6.2.2.5. Has the CBSA complied with its obligations pertaining to non-discrimination? 
 
77. Air Passenger Targeting triaging practices create a risk of prima facie discrimination. This is due to two 

key features. First, Air Passenger Targeting relies, in part, on indicators created from Advance 
Passenger Information and Passenger Name Record data that are either protected grounds 
themselves or that relate closely to such grounds. This was particularly the case for indicators relating 
to passengers’ age, sex, and national or ethnic origin. Passengers were differentiated based on these 
grounds, as they were selected for further assessment due in part to these characteristics. NSIRA also 
observed that the triaging resulted in disproportionate attention to certain nationalities and sexes, 
when the cumulative effect of scenarios was taken into account.  
 

78. Second, this differentiation has adverse effects on travellers. Air Passenger Targeting triaging affects 
individuals’ privacy through subsequent risk assessments and mandatory referrals for secondary 
examination. Such scrutiny may also erode an individual’s sense of receiving the equal protection of 
the law, particularly where these impacts are repeatedly experienced by the same traveller or are 
perceived to be animated by racial, religious, ethnic, or other biases. These impacts are also capable 
of reinforcing, perpetuating, or exacerbating disadvantage, especially when viewed in light of systemic 
or historical disadvantage. 
 

79. To comply with its obligations under the Canadian Human Rights Act, the CBSA must be able to 
demonstrate that a bona fide justification exists for this adverse differentiation. However, the CBSA 
was not able to demonstrate that its choice of indicators was consistently based on recent, reliable, 
and documented intelligence or empirical information. This weaknesses in the link between the 
indicators and the potential threats or contraventions they seek to identify, creates a risk of 
discrimination.  
 

80. To comply with its Charter obligations, the CBSA must also be able to demonstrate that any resulting 
discrimination is a reasonable limit on travellers’ equality rights. The same weaknesses NSIRA 
observed in the CBSA’s substantiation of the link between particular indicators and potential threats 
or contraventions they seek to identify also undermines its ability to demonstrate the rational 
connection between its triaging indicators and potential contraventions of its program legislation. 
Further information on the contribution of Air Passenger Targeting to national security and its relative 
value compared to other screening means would also be needed to determine whether Air Passenger 
Targeting can be justified as a reasonable limit under the Charter.  
 

81. The weaknesses NSIRA observed stem partly from lack of precision in the CBSA’s program 
documentation and other recordkeeping issues. These are examined in the following section.  
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Finding 3. The CBSA has not consistently demonstrated that an adequate justification exists for its Air 
Passenger Targeting triaging practices. This weakness in the link between the indicators used to triage 
passengers and the potential threats or contraventions they seek to identify creates a risk that Air 
Passenger Targeting triaging practices may be discriminatory.  

 
Recommendation 2. NSIRA recommends that the CBSA ensure, in an ongoing manner, that its triaging 
practices are based on information and/or intelligence that justifies the use of each indicator. This 
justification should be well-documented to enable effective internal and external verification of 
whether the CBSA’s triaging practices comply with its non-discrimination obligations. 

 
Recommendation 3. NSIRA recommends that the CBSA ensure that any Air Passenger Targeting-related 
distinctions on protected grounds that are capable of reinforcing, perpetuating, or exacerbating a 
disadvantage constitute a reasonable limit on travellers’ equality rights  under the Charter. 

 
6.2.2.5 What measures are in place to mitigate the risk of discrimination? 
 
The policies, procedures, and training materials reviewed did not adequately equip CBSA staff to identify 
potential discrimination or to mitigate related risks in the exercise of their duties. 
 
82. The CBSA’s Air Passenger Targeting policies acknowledged responsibility to respect privacy, human 

rights, and civil liberties.99 However, policies, procedures, and training were insufficiently detailed to 
equip staff to identify and mitigate discrimination-related risks in the exercise of their duties.  
• Targeting Officers did not receive any specific training related to human rights.100  
• The CBSA’s policies, procedures, and other program guidance were not precise enough on specific 

requirements or steps to equip staff to mitigate risks related to discrimination. In particular, 
details were lacking in how to associate supporting documentation to a scenario or a triaging 
decision in Flight List Targeting, and when and how to revisit and update that information on a 
regular basis.101 

• No specific policies, procedures, or guidelines were developed for Flight List Targeting beyond the 
Air Passenger Targeting Standard Operating Procedures, particularly those that relate to 
recordkeeping.102  

 

 
99 For example, the Scenario Based Targeting Governance Framework includes a subsection for civil liberties and 
human rights under “CBSA Commitments,” that acknowledge the sections of the Charter and the CHRA that apply 
to targeting activities. See CBSA, “SBT Governance Framework,” op cit note 18. 
100 The National Training Standard and Training Roadmap for Targeting Officers do not include any mention of human 
rights, and the training materials provided to NSIRA also did not cover this topic. In January and February 2022, CBSA 
updated its training standard for targeting officers, intelligence analysts to include mandatory training courses on 
the processing of Indigenous travellers, preventing racial profiling, and Gender Based Analysis Plus. These courses 
may include content relevant to human rights; however, these new courses were not examined as they were 
introduced after the review period ended. See CBSA, National Training Standard for the Targeting Officer (FB-03), 
Version 2.0, October 2020 (NSIRA_202004_010); CBSA, Targeting Officer (FB – 03) Training Roadmap, October 2020 
(NSIRA_202004_011).  
101 CBSA, “SBT Governance Framework,” op cit note 18; CBSA, “Scenario Dev’t & Mgmt Guidelines,” op cit note 22; 
CBSA, Scenario Based Targeting Template, Undated (NSIRA_202004_048). 
102 CBSA, “APT SOPs,” op cit note 19.  
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The oversight structures and practices that were reviewed were not rigorous enough to identify and 
mitigate potential discrimination-risks, compounded by an absence of relevant data for this task.   
 
83. While the CBSA has oversight structures and practices in place for Air Passenger Targeting, it was 

unclear how these oversight practices were performed. NSIRA identified several areas where they 
may not be rigorous enough to identify and mitigate potential risks of discrimination as appropriate.  
• Scenarios are reviewed for policy, legal, privacy, human rights, and civil liberties implications as 

part of their activation103 and on an ongoing basis.104 However, it is not clear that these oversight 
functions are guided by a clear understanding of what constitutes discrimination or that all 
relevant aspects of scenarios are examined.105  

• Scenarios are reviewed individually on a regular basis. However, it is not clear that the collective 
impact of the CBSA’s targeting activities is also assessed on a regular basis.106 

• It is not clear whether any oversight functions related to non-discrimination take place in Flight 
List Targeting. 

 
84. Moreover, the CBSA does not gather data relevant to fully assess whether Air Passenger Targeting 

results in discrimination or to mitigate its impacts.  
• The CBSA does not gather disaggregated demographic data107 about the passengers affected by 

each stage of the Air Passenger Targeting program. This is relevant to detecting whether the 

 
103 CBSA, “SBT Governance Framework,” op cit note 18; CBSA, “Scenario Dev’t & Mgmt Guidelines,” op cit note 22. 
104 

 See CBSA, “SBT 
Governance Framework,” op cit note 18; CBSA, “Scenario Dev’t & Mgmt Guidelines,” op cit note 22. 
105 

However, it is not clear that the modified language in the scenario’s description changed the intent 
of the scenario and it did not result in any substantive change to the elements of the scenario. The note suggests a 
lack of understanding by the CBSA as to the types of substantive adjustments that must be made to mitigate 
discrimination-related risks, such as by providing an adequate justification.  
106 In 2016, the CSBA launched a multi-phase macro-assessment of national security-related targeting practices to 
ensure that national security-related targeting by means of Scenario Based Targeting is capturing the intended risk 
and be further refined. Phase 4 of the project was completed in August 2021. However, the assessments are not 
formalized as an annual or biannual exercise. It is unclear how the results of the analysis informed adjustments to 
targeting practices. CBSA, “National Security Analysis Project, Phases 1-4,” op cit note 63.    
107 Disaggregated demographic data provides sub-categories of information relevant to the analytical or 
programmatic objectives for which it was collected. In the context of Air Passenger Targeting, relevant sub-
categories of demographic data disaggregation could include relevant protected grounds, such as national or ethnic 
origin, age, sex, race, or others as appropriate. See generally, British Columbia Office of the Human Rights 
Commissioner, Disaggregated demographic data collection in British Columbia, 2020, 
https://bchumanrights.ca/publications/datacollection/. 

[***Note revised to remove privileged or injurious information. It describes the roles and responsibilities of different units involved in reviewing 
scenarios for policy, legal, privacy, human rights, and civil liberties.***] 

[***Note revised to remove injurious or privileged information. It lists an example of a scenario that included a note that acknowledged the need to 
adjust language in scenario descriptions “to reference the country, to ensure [sic] the OPC that the CBSA is not using ethnicity [as an indicator].”***
] 
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program may be drawing distinctions on protected grounds and/or whether it has a 
disproportionate impact on members of protected groups.108 

• The CBSA does not compare information about its triaging practices against information relevant 
to understanding their potential impacts on travellers and whether those impacts indicate an 
issue with the CBSA’s targeting practices. This includes information about whether complaints 
about alleged discrimination at the border relate to a person identified through Air Passenger 
Targeting and whether the nature of secondary examinations resulting from Air Passenger 
Targeting may differ from those caused by random or other referrals.109  

• The CBSA does not gather or assess relevant performance data or data on its impacts against a 
baseline comparator group in order to contextualize its analysis of this information.110  

 
Finding 4. The CBSA’s policies, procedures, and training are insufficiently detailed to adequately equip 
CBSA staff to identify potential discrimination-related risks and to take appropriate action to mitigate 
these risks in the exercise of their duties. 

 
Finding 5. The CBSA’s oversight structures and practices are not rigorous enough to identify and 
mitigate potential discrimination-related risks, as appropriate. This is compounded by a lack of 
collection and assessment of relevant data.  

 
85. A number of adjustments to current policies, procedures, guidance, training, and other oversight 

practices for the Air Passenger Targeting program will help the CBSA mitigate discrimination-related 
risks by ensuring that distinctions drawn in the initial triage of passengers are based on adequate 
justifications that are supported by intelligence and/or empirical information. A more detailed 
treatment on discrimination in training, policies, guidance materials, and oversight for the Air 
Passenger Targeting program could also provide CSBA staff and the units and committees that 
perform internal oversight functions with information they may require to exercise their functions 
accordingly. Careful attention should be paid to the following: 

 
108 Disaggregated demographic data may be lawfully collected to reduce any unwarranted disadvantages arising 
from Air Passenger Targeting for protected groups. See section 16(3) of the CHRA, which provides that “[i]t is not a 
discriminatory practice to collect information related to a prohibited ground of discrimination if the information is 
intended to be used in adopting or carrying out a special program, plan or arrangement designed to prevent […] 
eliminate […] or reduce disadvantages […] suffered [on the basis of prohibited grounds of discrimination].” See CBSA, 
“SBT Governance Framework,” op cit note 18; CBSA, “RFI 1.0,” Question 2b, op cit note 18; CBSA, “RFI 3.0,” Question 
5e, op cit note 28; CHRA, s. 16(1) and 16(3). 
109 For example, the CBSA collects data on the frequency and outcomes of digital device examinations, but does not 
collect data about whether these examinations were linked to travellers identified through Air Passenger Targeting. 
Other data on whether secondary examinations arising from Air Passenger Targeting are longer, more intrusive, or 
are more likely to lead to information-sharing with other government departments would also be helpful in this 
regard. CBSA. Examining Digital Devices at the Border, 2021. https://www.cbsa-asfc.gc.ca/travel-voyage/edd-ean-
eng.html; CBSA, Response to RFI 3.1, March 12, 2021, pages 24-26; CBSA, Preliminary Briefing, November 4, 2020, 
page 28; CBSA, “RFI 3.1,” pages 24-26; CBSA, Preliminary Briefing, November 4, 2020, page 28. Data is also not 
collected on the possible follow-on effects for individuals, arising from their selection in Air Passenger Targeting. 
110 The Auditor General recommended in 2007 that the CBSA compare targeting results against the results of 
randomly referred secondary examinations, but such comparisons are not currently done. Comparisons with similar 
programs among other allied countries could also help provide additional context on the CBSA’s targeting activities. 
See CBSA, “SBT Governance Framework,” op cit note 18; CBSA, “RFI 1.0,” Question 2b, op cit note 18; CBSA, “RFI 
3.0,” Question 5e, op cit note 28; OAG, “Keeping the Border Open and Secure,” page 32, op cit note 9 4. 
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• Understanding the CBSA’s human rights obligations and how risks related to discrimination 
should be identified and assessed;  

• Identifying when triaging indicators may relate to protected grounds; 
• Ensuring that any adverse differentiation is based on a well-substantiated connection between 

the indicators and the potential threat or potential contravention; 
• Ensuring the triage of travellers is informed by recent and reliable information and intelligence, 

with training on how to assess whether the supporting documents meets these requirements;111 
• Identifying and addressing impacts resulting from passenger triaging practices to ensure that they 

are minimized and proportional to the benefit gained for public safety or national security;   
• Ensuring that impacts resulting from Air Passenger Targeting do not unduly reinforce, perpetuate, 

or exacerbate disadvantage; and  
• Developing tools to detect and mitigate potential biases by gathering and assessing relevant data 

on targeting practices, their performance, and their impacts.  
 
86. In this respect, the obligations created by the United Kingdom Public Sector Equality Duty may be 

instructive. The duty is procedural in nature and requires that public bodies (including customs and 
immigration authorities) consider how they may eliminate discrimination in the exercise of their 
functions. It requires departments to turn their minds to the potential impact their decisions, policies 
or programs have, and how these may differ based on protected grounds, such as age, sex/gender, 
and race, ethnic or national origin, colour, or nationality. It also creates an obligation to acquire 
relevant information, if it is not already available, to avoid direct or indirect discrimination. 112  

 
87. It is important to clarify that any data collection and analysis relevant to detecting and addressing 

potential discrimination should be conducted by a separate unit than the National Targeting Centre. 
Targeting Officers should not have access to disaggregated demographic data when triaging 
passengers, as this might increase discrimination-related risks. The CBSA recognizes this in its 
commitment to removing “sensitive data” about a person’s health or sex life from the Advance 
Passenger Information and Passenger Name Record data that it imports into its triaging systems.113 
This precaution should not prevent other units within the CBSA from gathering and considering 
depersonalized, disaggregated demographic data, including to conduct Gender Based Analysis+ that 
could reduce the risk of discrimination and/or mitigate its potential impacts.   

 
Recommendation 4. NSIRA recommends that the CBSA develop more robust and regular oversight for 
Air Passenger Targeting to ensure that its practices are not discriminatory. This should include updates 
to the CBSA’s policies, procedures, training, and other guidance, as appropriate.  

 
Recommendation 5. NSIRA recommends that the CBSA start gathering and assessing the necessary 
data to identify, analyze, and mitigate discrimination-related risks. This includes disaggregated 
demographic data, data on the effects of Air Passenger Targeting on secondary examinations that may 
be apparent from related human rights complaints, and data on a baseline comparator group. 

 
 

 
111 In particular, ensuring that the linkages between particular indicators, and the enforcement issue(s) of concern 
to the scenario, are well-substantiated. 
112 See Bridges v. Chief Constable of the South Wales Police, [2020] EWCA Civ 1058 at paras 163-202, particularly 
para 175, 200-201; Equality Act (2010) (United Kingdom).  
113 CBSA, “SBT Governance Framework,” op cit note 18.  
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7. Conclusion 
 
88. The pre-arrival risk assessments performed as part of the CBSA’s Air Passenger Targeting program 

support the CBSA’s ability to screen inbound travellers in relation to a variety of enforcement issues. 
However, some of the information used to triage passengers relates to protected grounds. This 
creates a risk that passengers may be differentiated based on prohibited grounds of discrimination. 
Triaging may lead to adverse impacts on passengers’ time, privacy, and equal treatment, which may 
be capable of reinforcing, perpetuating or exacerbating disadvantage.   

 
89. Careful attention to the reliability of the information and intelligence that underpin the choice of 

indicators to triage passengers and their connection to the threats or potential contraventions they 
seek to identify is needed to verify that the CBSA respects its non-discrimination obligations. This has 
implications for both Canada’s national security and its international commitments related to 
combatting terrorism and serious transnational crime and related to privacy and human rights.  

 
90. NSIRA is satisfied that the CBSA has the legal authority to conduct Air Passenger Targeting. However, 

NSIRA observed shortcomings in the CBSA’s documentation of its program activities that complicated 
verification that all triaging decisions complied with statutory and regulatory restrictions. 
Improvements to documentation in these respects are essential and will help lower future compliance 
risks by ensuring the CBSA can verify that all triaging decisions comply with the terms of the Customs 
Act and the Protection of Passenger Information Regulations. 
 

91. Similarly, the absence of adequate justification in several instances for the CBSA’s reliance on 
indicators created from passengers’ Advance Passenger Information and Passenger Name Record 
data leads to a risk of discrimination. Improving documentation requirements and setting out further 
detail in the CBSA’s policies, procedures, and training would better equip CBSA staff to understand 
these risks and mitigate them in the conduct of their duties. More robust and regular oversight to 
ensure that adequate justification exists for any adverse differentiation arising from Air Passenger 
Targeting grounds would equip the CBSA to identify which scenarios or manual Flight List Targeting 
triaging practices need further support. Improving relevant data gathering and assessment will also 
support the identification and mitigation of discrimination-related risks in Air Passenger Targeting.  
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8. Appendices 
 

8.1 Findings & Recommendations 
Findings Recommendation 

Finding 1. The CBSA’s use of Advance Passenger 
Information and Passenger Name Record data in 
Scenario Based Targeting complied with section 
107(3) of the Customs Act. 

 

Finding 2. The CBSA does not document its 
triaging practices in a manner that enables 
effective verification of whether all triaging 
decisions comply with statutory and regulatory 
restrictions. 

Recommendation 1. NSIRA recommends that the 
CBSA document its triaging practices in a manner 
that enables effective verification of whether all 
triaging decisions comply with statutory and 
regulatory restrictions. 

Finding 3. The CBSA has not consistently 
demonstrated that an adequate justification exists 
for its Air Passenger Targeting triaging practices. 
This weakness in the link between the indicators 
used to triage passengers and the potential 
threats or contraventions they seek to identify 
creates a risk that Air Passenger Targeting triaging 
practices may be discriminatory. 

Recommendation 2. NSIRA recommends that the 
CBSA ensure, in an ongoing manner, that its 
triaging practices are based on information and/or 
intelligence that justifies the use of each indicator. 
This justification should be well-documented to 
enable effective internal and external verification 
of whether the CBSA’s triaging practices comply 
with its non-discrimination obligations. 
Recommendation 3. NSIRA recommends that the 
CBSA ensure that any Air Passenger Targeting-
related distinctions on protected grounds that are 
capable of reinforcing, perpetuating, or 
exacerbating a disadvantage constitute a 
reasonable limit on travellers’ equality rights 
under the Charter. 

Finding 4. The CBSA’s policies, procedures, and 
training are insufficiently detailed to adequately 
equip CBSA staff to identify potential 
discrimination-related risks and to take 
appropriate action to mitigate these risks in the 
exercise of their duties. 
 
Finding 5. The CBSA’s oversight structures and 
practices are not rigorous enough to identify and 
mitigate potential discrimination-related risks, as 
appropriate. This is compounded by a lack of 
collection and assessment of relevant data.  

Recommendation 4. NSIRA recommends that the 
CBSA develop more robust and regular oversight 
for Air Passenger Targeting to ensure that its 
practices are not discriminatory. This should 
include updates to the CBSA’s policies, 
procedures, training, and other guidance, as 
appropriate. 
Recommendation 5. NSIRA recommends that the 
CBSA start gathering and assessing the necessary 
data to identify, analyze, and mitigate 
discrimination-related risks. This includes 
disaggregated demographic data, data on the 
effects of Air Passenger Targeting on secondary 
examinations that may be apparent from related 
human rights complaints, and data on a baseline 
comparator group. 
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8.2 The CBSA’s Authority to Collect and Use Advance Passenger Information and 
Passenger Name Record data in Air Passenger Targeting 

 
Authority to Collect the Data Authority to Use the Data 

Customs Act, s. 107.1 & IRPA s. 148(1)(d)  
Air carriers are required to provide “prescribed 
information” about any person on board, or 
expected to be on board, a flight arriving into 
Canada.114 
 
Passenger Information Customs Regulations, s. 5 & 
Immigration and Refugee Protection Regulations, s. 
269(1)  
Prescribe the required information, which constitute 
Advance Passenger Information and Passenger 
Name Record data. 
 
 

Customs Act, s. 107(3)  
“Customs information” (including Advance 
Passenger Information/Passenger Name Record 
data)115 may be used for three purposes:  
• Administer or enforce the Customs Act, Customs 

Tariff, or related legislation; 
• Exercise the powers or perform the duties and 

functions of the Minister of Public Safety under 
the IRPA, including establishing a person’s 
identity or determining their inadmissibility; 

• For the purposes of other program legislation 
that the Minister of Public Safety or the CBSA is 
authorized to enforce. 

 
Immigration and Refugee Protection Act , s.149(a)  
Advanced Passenger Information and Passenger 
Name Record data may be used for three purposes: 
• for the purposes of the IRPA; 
• for the purposes of the Department of 

Citizenship and Immigration Act;  
• to identify a person for whom a warrant of arrest 

has been issued in Canada. 
 
Protection of Passenger Information Regulations, s. 
4 
Passenger Name Record data provided to the CBSA 
under the Immigration and Refugee Protection Act116 
may be used for two purposes:  
• to identify persons who have or may have 

committed a terrorism offence or serious 
transnational crime;  

• to conduct a trend analysis or develop risk 
indicators for that purpose. 

 
114 See also definition of “conveyance” under section 2 of the Customs Act, op cit note 14; and “vehicle” under section 
2 of the IRPR. The PICR and IRPR also prescribe the manner in which air carriers are to provide the information, the 
specific timeframes and create obligations with respect of missing or inaccurate information: see PICR, ss. 6-9 and 
IRPR, ss. 269(2)-(8), op cit note 15.   
115 Customs information” is defined under s. 107(1) of the Customs Act as “information […] obtained by or on behalf 
of the Minister [of Public Safety] for the purposes of [the Customs Act] or the Customs Tariff. Since s. 107.1 of the 
Customs Act compels the provision of API/PNR data for the purposes of the Customs Act, Advance Passenger 
Information/Passenger Name Record data is included within the meaning of “customs information.” See Customs 
Act, op cit note 14. 
116 See PPIR, s. 1 (“passenger name record information”), s. 2(1), op cit note 31.    
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8.3 Frequently Cited Provisions in Scenario Templates 
 
The figure summarizes the main provisions cited as potential contraventions in scenario templates.117 

Five of the provisions that were cited as potential contraventions did not clearly 
establish a link to a serious transnational crime or terrorism offence in compliance with the Protection of 
Passenger Information Regulations (PPIR). These are marked in orange and described below.  
 

Provision Description Complies with: No. of 
Scenarios Cust Act PPIR 

IRPA s. 20 Presenting visa or other documents Yes Yes* 
IRPA s. 34 Inadmissible, national security reasons Yes Yes 
IRPA s. 35 Inadmissible, human rights violations Yes Yes 
IRPA s. 36 Inadmissible, serious criminality Yes Yes 
IRPA s. 37  Inadmissible, organized criminality Yes Yes 
IRPA s. 40 Inadmissible, misrepresentation Yes Yes* 
IRPA s. 41 Inadmissible, IRPA non-compliance Yes Yes* 
IRPA s. 117  Human smuggling Yes Yes 
IRPA s. 118 Human trafficking Yes Yes 
Customs Act s.159 Smuggling goods Yes Yes 
Customs Act s. 12 Reporting goods Yes Yes* 
Customs Act s. 13 Truthfully answering questions about & presenting goods Yes Yes* 
Customs Tariff 
9899.00.00 

Hate or terrorist propaganda; seditious materials Yes Yes 

PCMLTFA s. 12 Reporting of currency Yes Yes 
PCMLTFA s. 74 General Offences Yes Yes 

 
Section 20 of the Immigration and Refugee Protection Act (IRPA) concerns the requirement for foreign 
nationals to have the proper documentation to enter or remain in Canada. As contraventions of the IRPA 
where a penalty is not specified (such as section 20) are punishable by a term of imprisonment of up to 
two years under sections 124 and 125 of the IRPA, this contravention does not meet the definition of a 
serious transnational crime.  
 
Section 40 of the IRPA indicates that a foreign national is inadmissible to Canada for misrepresentation. 
The link to serious transnational crime would be clearer by citing the provisions that establish 
misrepresentation as an offence under sections 127 and 128 of the IRPA.  
 
Section 41 of the IRPA indicates that a foreign national is inadmissible for non-compliance with the IRPA. 
Non-compliance with the IRPA is not itself a terrorism offence or serious transnational crime. Further 
details about the enforcement concern are necessary to establish such a link.  
 
Sections 12 and 13 of the Customs Act concern traveller requirements to report goods and truthfully 
answer questions; reference to the penalty provision in section 160(1)(b) indicates it is a serious offence. 
Reliance on these sections to justify the use of Passenger Name Record data may be problematic however, 
as these sections relate to future conduct, whereas section 4 of the PPIR focuses on past conduct (“have 
or may have” committed such acts). Concerns about prohibited goods or potential smuggling of goods 
may also more appropriately cite section 159 of the Customs Act and/or the Customs Tariff, Item 
9899.00.00. 

 
117 CBSA, “RFI 5.0,”op cit note 18.   

[***Sentence revised to remove privileged or injurious information. It describes the number of scenarios that were active on May 26, 2021***]
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8.4 Examples of the CBSA’s Reliance on Indicators Relating to Protected Grounds 
 
The figure below presents examples from both Scenario Based Targeting and Flight List Targeting of how 
the CBSA relies on indicators created from Advance Passenger Information and Passenger Name Record 
data that are or may relate closely to the grounds of “national or ethnic origin,”118 “age,” or “sex,” which 
are prohibited grounds of discrimination under the Canadian Human Rights Act and the Charter. The CBSA 
often relies on more than one such indicator. This is discussed in Section 6.2.2.1. The CBSA’s basis for 
relying on such indicators is discussed in Section 6.2.2.3.  
 

  
 

118 Under the Canadian Human Rights Act and the Charter, the protected ground is referred to as “national or ethnic 
origin,” and NSIRA refers to it as such for consistency. However, NSIRA observed that the CBSA only relies on 
“national origin” in its triaging practices.  
119 CBSA, 
“Scenario Masterlist,” op cit note 38.  
120 

 
121 According to the CBSA’s records, Canada is the only Border Five country that relies on gender as an indicator in 
targeting. This raised questions about the appropriateness of Canada’s continued reliance on “male” and “female” 
categories when travellers may be using travel documents with a third gender option. It also raised questions about 
the extent that gender is a helpful indicator to narrow the range of passengers triaged in relation to a particular 
enforcement issue. CBSA, Targeting Program Management Committee – Traveller, Record of Discussion/Decision, 
September 27, 2017, page 2 (NSIRA_202004_058). 
122 CBSA, “Scenario 
Masterlist,” op cit note 38.  

[***Figure revised to remove injurious or privileged information. It provides statistics on the number of 
scenarios that rely on indicators that relate to protected grounds for “national or ethnic origin,” “age,” and 
“sex.”***]

[***Note revised to remove injurious or privileged information. It lists the scenarios associated with the statistics in the table. ***]

[***Note revised to remove injurious or privileged information. It lists the scenarios associated with the statistics in the table. ***]

[***Note revised to remove injurious or privileged information. It lists the scenarios associated with the statistics in the table. ***]


