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Tuesday, June 4, 2024

● (1100)

[English]
The Chair (Mr. Ben Carr (Winnipeg South Centre, Lib.)):

Good morning, everybody.
[Translation]

I hope all of you had a good weekend in your ridings.

Colleagues, welcome to meeting number 118 of the Standing
Committee on Procedure and House Affairs.

The committee is meeting today to discuss the question of privi‐
lege related to cyber-attacks targeting members of Parliament.
[English]

Colleagues, we are all very well aware of the new regulations for
audio devices. Please take good care to make sure that when they
are not in use, you are placing them on the stickers provided in
front of you on the table, either to your left or to your right.

I notice that we have a number of non-permanent members at the
committee. Welcome to those who are here as substitutes today.

Colleagues, we have had a couple of very productive meetings.
We have been dealing with some sensitive and difficult issues. De‐
spite that, the conversation has been respectful. We've been able to
maintain a good dialogue between those asking questions and the
witnesses we've had. I hope we can continue in that spirit today.
[Translation]

We have a lot of witnesses this morning.
[English]

They are no strangers to us. They were with us not too long ago.

I would like to welcome back Eric Janse, Clerk of the House of
Commons; Stéphan Aubé, chief executive administrator; Michel
Bédard, law clerk and parliamentary counsel; Patrick McDonell,
Sergeant-at-Arms and corporate security officer; Jeffrey LeBlanc,
deputy clerk of procedure; and Benoit Dicaire, acting chief infor‐
mation officer, digital services and real property.

Mr. Janse, you and your colleagues will have 10 minutes collec‐
tively to begin the meeting. Following the conclusion of those re‐
marks, we will go into our first round of questions.
[Translation]

Mr. Janse, the floor is yours.

[English]

Mr. Eric Janse (Clerk of the House of Commons): Thank you
very much, Mr. Chair. It's a pleasure to be back before the commit‐
tee, this time on a different topic than last week's and with a slightly
different cast of characters before you.

We are appearing today regarding the prima facie contempt aris‐
ing from the cyber-attacks by a foreign-backed entity called Ad‐
vanced Persistent Threat 31, allegedly supported by the People's
Republic of China and targeting members of Parliament. We trust
that our testimony today will assist the committee in its considera‐
tion of this important question.

In his May 8, 2024, ruling, the Speaker broke down the question
of privilege into two distinctive parts. The first was the issue of the
lack of notification of members regarding the cyber-attack, and the
second was the attack itself.

In his ruling, the Speaker noted that, since the attack, processes
and protocols regarding the notification of members had evolved.
The Speaker, notably, referred to the May 2023 direction from the
former minister of public safety respecting threats to the security of
Canada directed at Parliament and parliamentarians. He also men‐
tioned this committee's recommendation, contained in its 63rd re‐
port, that members of Parliament be notified by CSIS of the foreign
interference threats targeting them.

In the second part of his ruling—that is, the cyber-attack itself—
the Speaker found the matter to be an attempt to interfere with the
work of parliamentarians, and he ruled that the matter was a prima
facie question of privilege.

● (1105)

[Translation]

In reaching his conclusion, the Speaker referred to the prima fa‐
cie question of privilege raised by the member for Wellington—
Halton Hills, which was the subject of a ruling from the Speaker’s
predecessor on May 8, 2023. In that case, the member was the sub‐
ject of threats of reprisal by foreign actors for positions he had tak‐
en during debates.

In his ruling finding a prima facie case of privilege, the Speaker
stated that the matter raised by the member squarely touches upon
the privileges and immunities that underpin the collective ability to
carry out parliamentary duties unimpeded.
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At the culmination of its study on this prima facie question of
privilege, this committee presented its 63rd report to the House on
April 10, 2024. While the report is not yet concurred in, it contains
many recommendations. As the committee considers this latest
question of privilege, it may seek to build upon the conclusions of
that report and provide further recommendations to the House.

[English]

Three of the recommendations in the 63rd report were directed at
the House administration.

The first suggested that training on foreign interference be devel‐
oped and offered as part of the members' orientation program and
on a continual basis. This had been in development for some time,
and I am pleased to say it is currently being offered to caucuses and
will be part of the next orientation program.

The second sought a contact person to be assigned by the House
administration to liaise with members on all matters related to for‐
eign interference threats. The third, related recommendation sug‐
gested that a protocol be developed to inform the whips about for‐
eign interference threats.

I note that agreements with our security partners relevant to these
recommendations are already in place. We will be happy to provide
further information about these later on during the meeting.

[Translation]

This new question of privilege provides the committee with the
opportunity to consider some additional elements that were brought
to light regarding cyber-attacks toward members individually and
to the House as a whole.

Cyber-attacks have several objectives, one of the most obvious
being to disturb our technical systems, and as such impacting the
ability of members to do their work. They can attempt to steal con‐
fidential information, impacting members’ ability to work on sensi‐
tive files. These attacks might also be seen as attempts to intimidate
members, therefore also interfering with the business of the House.
When individual members are the subject of various forms of ob‐
struction, the House as a whole can be impeded.

As indicated by the Speaker in his ruling, these types of attacks
are more and more common. The issue raised by the member for
Sherwood Park—Fort Saskatchewan related to cyber-attacks by a
foreign entity targeting emails, but other modern technology may
be used to disturb parliamentary proceedings. In some cases, the
entities behind the attacks can be identified, and in other cases they
cannot.

[English]

Another element to consider is the difficulty for the House to as‐
sert its rights when a foreign entity is the sponsor of reprehensible
actions. Furthermore, if the House can, to a certain extent, mitigate
the impact and risks when attacks target its own systems, when oth‐
er systems, such as personal emails, are used by members to fulfill
their duties, the House's ability is limited. Members can currently
use various tools to fulfill their parliamentary functions, some sup‐
ported by the House's IT services and others not.

[Translation]

When examining a question of privilege, the committee typically
avails itself of the usual powers as it would when conducting any
study. In terms of privilege, it will seek to establish the facts. It can
propose remedies and proposals by way of recommendations in a
report presented to the House.

I will now ask my colleague, Benoit Dicaire, acting chief infor‐
mation officer, to provide further information on cybersecurity at
the House of Commons.

Mr. Benoit Dicaire (Acting Chief Information Officer, Digital
Services and Real Property, House of Commons): Thank you,
Mr. Clerk.

Thank you, Mr. Chair.

I’m here today to talk to you about cybersecurity in the House of
Commons, specifically to give you information on our evolving cy‐
bersecurity posture and the House administration’s commitment to
protecting the institution and its users from cyber-threats.

The cyber-threat landscape is constantly evolving and becoming
increasingly complex and challenging. The proliferation of tech‐
nologies in this new digital reality is introducing significant growth
in new threat vectors. In addition, the sophistication of threat actors
is driving the House of Commons administration to continuously
evolve and adapt our cybersecurity program to reduce emerging
risks.

[English]

The House administration IT security team has a specific man‐
date to strengthen Parliament's cyber-resilience against a continu‐
ously evolving digital threat environment. Its role is specifically to
protect the availability of IT resources, to ensure the continuity of
parliamentary operations and to protect the confidentiality and in‐
tegrity of the infrastructure system and its users, including members
of Parliament and their data, whether in Ottawa, in constituencies
or while travelling or working remotely. The House administration
IT security team's mandate is for parliamentary information and de‐
vices only. Our role does not extend outside of members' legislative
functions.

● (1110)

[Translation]

Parliament’s cyber-resilience relies on an integrated approach
based on proactive measures such as ongoing monitoring, intelli‐
gence, threat hunting, vulnerability management, the development
of incident response guides and regular exercises.

It is equally important to take reactive measures to ensure our
ability to effectively detect incidents, threats and security breaches,
to respond quickly when they are detected and to rely on them as
they occur.
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[English]

This approach is inspired by internationally recognized standards
and best practices, such as the ISO 27000 series, the NIST cyberse‐
curity framework, ITSG-22 and ITSG-33. It ensures that security
controls and processes are in place to mitigate cyber-risk and to re‐
spond adequately to cyber-incidents.

In addition, this integrated approach is supported by various criti‐
cal partnerships to effectively collaborate, share information and
strengthen our cybersecurity posture. I will share more information
about these partnerships in the in camera portion of this meeting.

That concludes the public portion of our introduction. We would
be happy to take questions or answer any concerns.

Thank you.
The Chair: Thank you very much, Mr. Janse and Mr. Dicaire.

Colleagues, I have just a quick reminder. I briefly suggested last
meeting that it would be helpful to the chair if, when you ask your
questions, you have a timer in front of you or if the colleague next
to you has a timer. It's certainly not required, but it means I don't
have to speak over you to interrupt and keep you focused. I know
sometimes that can be a distraction, but it's helpful for the efficien‐
cy of the meeting.

Mr. Genuis, the first six minutes are yours. I turn the floor to
you.

Mr. Garnett Genuis (Sherwood Park—Fort Saskatchewan,
CPC): Thank you, Mr. Chair.

We're here to discuss the fact that 18 parliamentarians were tar‐
geted by APT31, a Chinese state-affiliated hacking outfit. I was one
of the 18. The attack targeted parliamentarians involved in the In‐
ter-Parliamentary Alliance on China, which is, I should note, a
great and important legislative network that brings together legisla‐
tors from various countries and continents across different political
traditions to work on issues related to the CCP.

I should have been informed about this attack but wasn't. My
questions will focus on the notification of members. The govern‐
ment's public statements have suggested that they were aware of
this attack. They chose not to inform members. They shared some
information with the House administration.

Can you confirm whether and when the government shared in‐
formation about this attack with the House administration?

Mr. Eric Janse: Thank you for the question, Mr. Genuis.

Indeed there were exchanges between security partners and the
House administration at that time. We can perhaps provide some
more details during the in camera portion, Mr. Genuis.

I think what was pointed out during the report—and certainly we
can confirm from our end, and our security partners can on their
end—was that if a similar situation were to occur today, things
would be done differently from how they were when this incident
occurred.

Mr. Garnett Genuis: The government could have informed
members directly. From my perspective, there's no reason why they

shouldn't have. Saying that they told somebody else looks like an
excuse.

In the context of informing the House administration, was
whether or not members were informed discussed? Did they ex‐
press an expectation that members would be informed? Did they
express an expectation that members would not be informed? Was
that an issue in the conversation?

Mr. Eric Janse: I hate to do this, Mr. Genuis, but I'd like to sug‐
gest that perhaps this can be addressed in the in camera portion.

Mr. Garnett Genuis: I won't press the point more than to say
that it's a question of political accountability for the government
whether or not they sought to get this information to members. If
they had asked you not to share the information with members, I
think that would be germane to the public conversation around this
issue. If they had made other comments.... You know what you
know, and I don't know it, so I'm not going to press you beyond
your comfort level. However, I think whatever advice the govern‐
ment gave around whether members should be informed is a matter
of legitimate public interest.
● (1115)

Mr. Eric Janse: It's a fair point. Again, in order to provide a tru‐
ly fulsome response to your question, we would prefer to do so dur‐
ing the in camera portion.

Mr. Garnett Genuis: Maybe we'll follow up, and at that time the
committee can decide what information should be shared publicly.

One thing has really bothered me about it. I think most members
were attacked through their parliamentary accounts. I was not. I
was attacked through my personal account. It was related to my
parliamentary work, of course, but my personal email account,
which is not published, was nonetheless targeted.

The response we heard early on in a media comment by the
Speaker's office was that there was nothing to worry too much
about because the attack had been thwarted. My understanding—
and perhaps you could clarify this—is that House of Commons se‐
curity is not involved in monitoring or protecting the personal non-
parliamentary accounts of members in any way. The Speaker's of‐
fice and the House of Commons administration would not in any
way be able to say whether the attack on a personal account had
been successful.

Could you comment on that?
Mr. Eric Janse: I can confirm that the House administration

does not in any way monitor personal emails.
The Chair: You have about 90 seconds, Mr. Genuis.
Mr. Garnett Genuis: Okay.

In terms of the protocols that were in place and that are in place
now, there have been multiple cases in which there were threats and
members were not informed. Those protocols have changed, if I un‐
derstand right, such that if this event were to happen today, mem‐
bers would be informed immediately. Can you confirm that? Also,
does the directive mean that members would be informed of threats
to them that took place prior to the introduction of the new directive
and that might still be relevant to them today?
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Mr. Eric Janse: I'll give a high-level answer, but I can get into a
bit more detail in the in camera portion.

Indeed, there would be quicker communication with members
than in the past, but there is still an issue of threshold. As my notes
and the Speaker's decision alluded to, there are an awful lot of at‐
tacks, unfortunately, on the House. We wouldn't want CSIS to have
a satellite office at the House, because giving constant representa‐
tions to members would be required.

If this were the case today, as opposed to two or three years ago,
it would be handled differently.

Mr. Garnett Genuis: I have 15 seconds left.

That still seems fairly unclear. I understand there are a lot of
threats. However, if an individual member, because of work they're
doing on a foreign policy issue, is specifically targeted by a foreign
government—not a generalized threat—it would seem reasonable
to me that the member has a right to know, especially when they
can take remedial action to protect themselves in both their parlia‐
mentary and non-parliamentary accounts.

You're saying it's still not a certainty they would be told.
Mr. Eric Janse: I hate to do this, but we can get into that during

the in camera portion. I can give you a more fulsome response.
Mr. Garnett Genuis: I think it's a matter of significant public—
The Chair: Mr. Genuis, I've been courteous with the time.

Colleagues, in the event that you find you're getting to your final
20 or 30 seconds at the beginning of a round, feel free to give the
time back to the chair. I'll simply add it to your time later on so you
can have more efficiency in the lines of questioning. I certainly
don't want to cut off any type of productivity.

Mr. Genuis, thank you very much.

Mrs. Romanado, the floor is yours for six minutes.
Mrs. Sherry Romanado (Longueuil—Charles-LeMoyne,

Lib.): Thank you very much, Mr. Chair.

I'd like to thank the witnesses for being back at PROC.

I have questions that I anticipate you will only be able to answer
in the in camera portion, so I will save some of those for then. Once
we do a full round, if it's the will of the committee, we might want
to start that in camera session a little sooner, rather than asking
questions that unfortunately can't be answered in public.

The CSE has provided PROC with a timeline of events that
walks us through this situation and provides us with dates for when
this came about.

Mr. Dicaire, we understand a parliamentary email account is be‐
ing monitored, obviously, but what is the protocol right now in the
event the House of Commons receives a call from CSIS or CSE
saying they have reason to believe a parliamentarian's private email
has been targeted? Walk us through what would happen, because
there seems to be some information in this chronology that shows,
despite multiple contact points with the House of Commons admin‐
istration, that things were not done, or it took a couple of days be‐

fore action was taken. If you could walk us through this, it would
be helpful.

● (1120)

Mr. Benoit Dicaire: Thank you for the question, Mrs. Romana‐
do.

It doesn't happen often with partners on the cyber front because
they understand our mandate when it comes to specific threats re‐
garding the personal identity of members. It's not coming from a lot
of instances because usually our interactions with partners are
through our mandate specifically. As you know, some of these
agencies have specific mandates, and they only interact with us
when it matters to Parliament specifically.

We take information from various partnerships. When we speak
in the in camera portion, I can allude to this more. Any information
coming to the parliamentary cybersecurity team would be triaged
and handled. We would look at the level of risk tied to the threat
specifically. If it is a physical threat, we would liaise with my col‐
league the Sergeant-at-Arms. If it is foreign interference or that
type of scenario, we would go to our Sergeant-at-Arms specifically.

Most of our relationships, from my perspective, are on the tech‐
nology side. When it comes to technology elements, we very rarely
get an interaction specifically targeting someone. It's mostly target‐
ing infrastructure—these types of scenarios.

In general, that's probably the best answer I can give in public.
Maybe Stéphan can add something.

Mr. Stéphan Aubé (Chief Executive Administrator, House of
Commons): Through the board in 2014, we modified the accept‐
able use policy to clearly articulate the process if ever a member's
personal information was targeted. With the cybersecurity group, in
all cases when a member's information is put at risk, the discussion
first happens with the member's office and directly with the mem‐
ber. This is the process that is documented and was approved by the
Board of Internal Economy for specific threats to members.

If ever we need to access content—and the content would not be
shared from the members to the House administration because we
need your authorization to do so—then after that we can escalate
this to the House officers. If we feel that the House infrastructure is
at risk and we need to protect the institution, we will then get into
that discussion.

The document we follow for incidents pertaining to members is
the acceptable use policy of 2014.
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Mrs. Sherry Romanado: Monsieur Aubé, there was an accept‐
able use policy in 2014, but these events happened in 2021. If there
was already a policy in place that clearly articulated the protocol to
follow in the event of a possible non-House of Commons IT cyber-
attack, as in the case of MP Genuis, why wasn't he contacted? You
just mentioned that you need the approval of an MP in order to ac‐
cess that information. How come he was not made aware?

Mr. Stéphan Aubé: Our mandate from an IT security perspec‐
tive focuses on Parliament and the legislative role of the member.
We are not engaged currently in the personal protection of a mem‐
ber's information. In the case of such an event, if I don't have access
to the information, I can't follow the protocol. Members whose
House infrastructure was affected would have been notified.
● (1125)

Mrs. Sherry Romanado: You just mentioned that you currently
are not engaged with IT systems that are outside of the House of
Commons. Is that correct?

Mr. Stéphan Aubé: I mean outside of the House of Commons
mandate.

Mrs. Sherry Romanado: Thank you.
The Chair: Thank you, Mrs. Romanado.

[Translation]

Ms. Gaudreau, the floor is yours for six minutes.
Ms. Marie-Hélène Gaudreau (Laurentides—Labelle, BQ):

Thank you, Mr. Chair.

I'm going to start with a brief introduction because a lot of inci‐
dents have occurred in the past few hours. I've written them down
in concise form.

In this past month, we've learned that a number of MPs were tar‐
geted and that their personal emails were subject to foreign state
schemes to extract sensitive information. The objective, one imag‐
ines, was to blackmail those members or to use that information for
malicious purposes. We know that.

Yesterday we learned that the National Security and Intelligence
Committee of Parliamentarians had sounded the alarm. It's quite
clear that the government hasn't done enough. So something has to
be done about that. It's very important.

My impression—and we can all see this—is that the Prime Min‐
ister isn't taking these issues seriously enough. Some MPs are actu‐
ally benefiting as a result, given that it's even possible to cause for‐
eign interference. I'm shocked to be discovering that today.

In the meantime, we've learned that false documents are now cir‐
culating. Documentaries that you're no doubt aware of are circulat‐
ing, probably in Russian, particularly on the Internet, about the
Olympic Games that will soon be held in Europe. European media
have online copies. We're talking about fake news and falsehoods,
and they're incredibly realistic. One series is even designed to keep
people confused. We're a few days away from the European elec‐
tions, which will involve more than 700 million people. Imagine
the impact that will have on those people.

One year later, I'm trying to understand why the members of the
Standing Committee on Procedure and House Affairs are here

again today to address this interference and are required to take a
giant step forward. I don't think we're properly equipped to do that.
That's what I notice when I talk to people.

I understand now that parliamentary privilege really embraces
everything that's related to our work, in our ridings, in committee
and elsewhere.

Now we're talking about personal information being gathered via
a Gmail account. We agree that this is a big deal. People are coming
to look at our invoices and who we are. They can find out every‐
thing. This is an enormous source for gathering personal informa‐
tion. The potential for blackmail could also be enormous.

How is this different from what's happening to the member for
Wellington—Halton Hills?

Mr. Michel Bédard (Law Clerk and Parliamentary Counsel,
House of Commons): Thank you for your question.

I'm going to cover the parliamentary privilege aspect. Then my
colleagues can provide you with more details on the mandate of the
House of Commons Administration as it pertains to our IT infras‐
tructure.

With respect to parliamentary privilege, the Speaker of the
House of Commons acknowledged the situation in that decision.
We're talking about acts of interference and threats made against a
member of Parliament related to his parliamentary duties. The
Speaker ruled that this constituted a prima facia question of privi‐
lege, even though the attack involved the personal email of the
member in question.

As you said, there's a potential risk of threats and all kinds of
acts of interference, even if the member's personal tools are used.
However, in the context of parliamentary duties, the mandate and
capacity of the House of Commons administration are limited as to
the instruments that may be deployed.

Mr. Aubé, do you have any comments that you would like to
add?

Mr. Stéphan Aubé: Thank you, Mr. Bédard.

Considering our capacity to act in this matter, what we can do is
protect the institution and ensure that Parliament continues to oper‐
ate.

The technology infrastructure was established within this frame‐
work in order to protect Parliament and to ensure its proper opera‐
tion.

We do this to support the duties performed by members when
they're in their riding offices, travelling or on Parliament Hill and
when they interact with their fellow citizens.

As for people's private lives and international relations, however,
we can't respond to that type of situation. Other agencies within
government are better equipped to do so.

Our mandate is to protect Parliament—
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● (1130)

Ms. Marie-Hélène Gaudreau: I apologize for interrupting, but I
don't have much time left. I want to say that I'm absolutely reas‐
sured about my role as a parliamentarian. I've experienced it.

Who can help us?

You say that there are other possibilities, that other agencies can
help you do your work. You have to do it everywhere. We can't say
that your work solely concerns my role as a parliamentarian when
I'm here. It continues when I'm at home.

Who helps us? Who helps you?
The Chair: You have roughly 20 seconds left to answer that

question, Mr. Janse.
Mr. Eric Janse: All right.

I'd say it's teamwork. There's the House of Commons administra‐
tion, our partner on Parliament Hill, and then there are our partners
in the security field, such as our partners in cybersecurity and po‐
lice services. It's really thanks to our partnerships with all those
groups that we can meet all these challenges.

The Chair: Thank you, Ms. Gaudreau.
[English]

Ms. Mathyssen, you're online with us today. We'll turn to you for
six minutes. The floor is yours.

Ms. Lindsay Mathyssen (London—Fanshawe, NDP): Thank
you. I appreciate joining you virtually, as difficult as that some‐
times is.

I want to continue with Madame Gaudreau's line of....

I'm concerned, of course. She referenced the news that came out
of the report relating to members of Parliament being influenced,
and the line between our personal and parliamentary existence and
work. I guess you could say that we are very political, partisan ac‐
tors. I certainly want to ensure that my parliamentary work doesn't
interact with my partisan, political work. I keep those separate. Of
course, I don't run that partisan work or NDP fundraising activity—
whatever you may call it—through my parliamentary email, yet
that is being highly impacted by foreign interference. We're seeing
this in conversations that have just been released in the media about
the Conservative leadership race.

Can you talk about the personal attacks we're receiving and how
we're supposed to continue to separate them and ensure we are not
bad actors as we try to do both sides of our work in this role?

Mr. Eric Janse: Maybe I'll start. It's a very good question, Ms.
Mathyssen, and obviously something the committee will want to re‐
flect on.

As to what's bringing us here today and Mr. Genuis's case, tradi‐
tionally questions of privilege on parliamentary proceedings are re‐
lated to the chamber or committee. In this case, it was work Mr.
Genuis did with an outside organization but that very much—how
can I say this?—influences or assists his work in the chamber or in
committee. As a result, in part, that's why the Speaker decided this
is a prima facie case and deserves more study.

I don't know if my colleagues want to speak to this.

Pat.

Mr. Patrick McDonell (Sergeant-at-Arms and Corporate Se‐
curity Officer, House of Commons): If I understand the question
correctly, it's that you may be receiving a harassing email on your
personal accounts or in your personal life and not on the parliamen‐
tary side of things. Is that right, Madame Mathyssen?

Ms. Lindsay Mathyssen: It's more about the separation we
have. We are political; we are partisan, and that work has to happen
outside of the parliamentary precinct and the controls you have.
How do we assist you with that separation, but also in the protec‐
tion of both sides of our lives?

Mr. Patrick McDonell: My area is responsible for both sides.
On the personal side, if you have a security concern, you can come
to my office and we will analyze it and reach out to the appropriate
security agency, whether it be CSIS, the RCMP or the police force
of local jurisdiction. However, we don't have a separation in the
Sergeant-at-Arms's office between what's parliamentary and what's
personal. Our only concern is the safety and security of members of
Parliament.

● (1135)

Ms. Lindsay Mathyssen: The NSICOP report that was just re‐
leased made reference to members of Parliament who are wittingly
or semi-wittingly providing intelligence to foreign governments. If
we don't know what's happening on the personal side, how are we
supposed to know to communicate with the Sergeant-at-Arms, for
example, on those issues and those threats? If we don't perceive
them in that way, it gets fairly complicated.

Mr. Patrick McDonell: Yes, and I take your question as being
that the communication on your personal side is overt in nature and
not covert in nature. Of course when it's covert, it's much more dif‐
ficult to detect.

Ms. Lindsay Mathyssen: I'm trying to get at the NSICOP report
that's been released. How are we supposed to ensure that we are not
providing intelligence in the personal space as well? Are you work‐
ing with institutions like CSIS? Further to that question, have you
seen barriers that this committee could deal with to help with the
complicated cases that the NSICOP report revealed just this week?

Mr. Patrick McDonell: We have orientation sessions coming
up. Public Safety is coordinating with us, and we're bringing in
CSIS, CSE and the RCMP to give briefings to the caucuses.

Also, we've stepped up our security awareness area. At the last
Board of Internal Economy meeting, we were given more resources
so we can do a better job at briefing members of Parliament on cur‐
rent threats and can keep them up to speed on what the current
threat environment is.

Ms. Lindsay Mathyssen: A lot of this is entirely on the individ‐
ual. This is on the MPs themselves to know.
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The Chair: Ms. Mathyssen, I'll afford Mr. McDonell a very
quick response, but you're out of time.

Ms. Lindsay Mathyssen: I'm sorry. I forgot to push my timer,
Mr. Chair.

The Chair: That's not a problem.

Mr. McDonell, do you want to respond very quickly?
Mr. Patrick McDonell: I always think that security is a shared

responsibility, and the more we know to serve you with, the better
job we can do providing security for members.

The Chair: Thank you very much.

We are now in our second round, so we're down to different peri‐
ods of time.

Mr. Genuis, the floor is yours for five minutes.
Mr. Garnett Genuis: Thank you, Chair.

When it comes to protecting the security of our democracy, I'm
concerned that this government in particular is trying to pass the
buck and avoid responsibility.

House of Commons IT, as I understand it, has a very specific and
narrow mandate, which is to protect the IT systems of the House of
Commons. Is that correct?

Mr. Eric Janse: Yes.
Mr. Garnett Genuis: We've received unclassified information

regarding conversations that happened between the government,
government representatives and the House of Commons. They sug‐
gest that the government provided information to House of Com‐
mons IT of a largely technical nature and said they were aware of
these attacks. They gave some information that IT could use in the
context of protecting members from those attacks, insofar as they
related to the House of Commons IT system. Is that correct?

Mr. Benoit Dicaire: That's correct.
Mr. Garnett Genuis: The government has said, as an excuse for

not informing members, that they thought it was up to the House of
Commons to do it. It seems to stretch any evaluation of reasonable‐
ness to think that the technical information given to House of Com‐
mons IT would lead to those IT professionals saying they're going
to leave their cubicles, go upstairs and start talking to members of
Parliament about these threats. That doesn't seem, to me, to be the
job of House of Commons IT professionals. Would you agree with
that?
● (1140)

Mr. Benoit Dicaire: We action everything that is sent to us de‐
pending on risks and those elements.

I think we can probably provide more information about specific
information that we received through this unclassified briefing in
the in camera portion, but publicly, I can say that these types of in‐
terventions are kind of like piecing a puzzle together. It is not that
we specifically provide you with information about the following—

Mr. Garnett Genuis: Well, yes. I guess what I'm trying to get at
is who's generally responsible for what because we don't want
buck-passing when it comes to security. We want people to take re‐
sponsibility for the things they're responsible for.

Maybe I'm stereotyping, maybe I'm wrong, but it doesn't seem to
me that it's likely the job of IT professionals at the House of Com‐
mons, who are given technical information for responding to
threats, to take that information and go around the halls saying they
need to let members of Parliament know. That seems like a function
for security experts in the government to be evaluating, not techni‐
cal IT folks in the House of Commons.

Am I right about that? I see folks nodding.
Mr. Stéphan Aubé: That is the case, Mr. Genuis. We take the

threats that are identified for us. We hunt for them, and then once
we've hunted for them, if we find them, we address them. If they're
impacting members, we will do that. However, as to the threat actor
who's coming to us and their intention, we're not aware of this.
We're just dealing with the actual threat.

Mr. Garnett Genuis: Right.

The Government of Canada, in its communications around this,
has tried to blame you for its failures to communicate with mem‐
bers of Parliament about threats. It has tried to say that the people
with a very narrow and specific mandate around the House of Com‐
mons IT system should have taken it upon themselves to assess and
measure the threat and to inform members. What you're confirming
is that you have a specific mandate for protecting the House of
Commons IT system. It doesn't include my personal email, and it
also doesn't include broader assessments of security threats and of
what is or is not in the public interest to inform members of.

If you're comfortable, answer this question: What is your re‐
sponse to the government's communications that seem to want to
direct the blame to you instead of taking responsibility for the deci‐
sion to not inform members?

Mr. Stéphan Aubé: It would be best to deal with that in camera,
sir.

Mr. Garnett Genuis: Okay. You are fully protected with regard
to whatever you say before this committee, but I don't want to put
you in more of an uncomfortable position than the government al‐
ready has. I have a great deal of respect for the work done by
House of Commons employees, but expecting someone to do some‐
thing that's not their job isn't fair or reasonable.

As has been said, you're not tracking my personal emails. You're
not addressing my security in those kinds of situations, and you're
not our security agencies. The House of Commons is not a security
agency. It's the government's responsibility to communicate with
members about these matters, and it failed to do that.

The Chair: Thank you very much, Mr. Genuis.

[Translation]

Ms. Fortier, the floor is yours for five minutes.
Hon. Mona Fortier (Ottawa—Vanier, Lib.): Thank you very

much, Mr. Chair.

Thanks to the witnesses for being here today to answer commit‐
tee members' questions.

The purpose of my first question is to understand the situation.
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Apart from the members of the Institute of Public Administration
of Canada, or IPAC, who were targeted, do you know of any other
parliamentarians outside that organization who were also targeted
during that period?

Mr. Benoit Dicaire: Just to clarify matters, are you referring to
Canadian parliamentarians?

Hon. Mona Fortier: Yes, I'm referring to Canadian parliamen‐
tarians.

Mr. Benoit Dicaire: No, no other Canadian parliamentarians
were targeted. There's no additional information on the matter apart
from what's been mentioned.

However, parliamentarians from other countries were targeted.
Hon. Mona Fortier: Great. Thank you very much.

As a member of Parliament, I'm obviously very concerned about
what occurred during that period and what may still be happening.

What should MPs do if they receive a disturbing email?
Mr. Benoit Dicaire: I want to thank the member for her ques‐

tion, Mr. Chair.

That's a good question, Ms. Fortier. Protocols have been estab‐
lished and put in place. I'll focus specifically on those regarding
emails since you mentioned them.

We have many services in place, including cybersecurity ser‐
vices, which are accessible 24 hours a day, 7 days a week, and
which anyone can call to have a specific email analyzed. We've also
organized several awareness campaigns on the subject.

I don't know if you saw it, but you can select the “phishing” icon
in the email app when you want to flag a suspicious one.
● (1145)

Hon. Mona Fortier: As you know, this issue was raised a few
years ago. Since then, we've received a departmental directive re‐
quiring MPs to be immediately informed when a threat is detected.

First, has that directive improved the information flow to the
House of Commons? Are MPs now better informed?

Second, do you think the result would have been different if this
had occurred after the directive was issued?

Mr. Stéphan Aubé: Mr. Chair, here's the answer that I can give
you.

When we're informed of a risk, we do our duty and communicate
with the MP.

Most of the time when we're contacted, we have to approach the
case as a technical threat, without knowing who's behind the attack
against the parliamentarian.

I can't comment on the question as to whether it's an intergovern‐
mental influence risk because that's not the focus of my work. We
don't know those things.

Hon. Mona Fortier: Mr. Dicaire, earlier you discussed threat
levels and seemed to be talking about a grid.

Would you please explain the reasons why you encourage com‐
munication with the member or parliamentarian?

Mr. Benoit Dicaire: The information that's communicated to us
is highly technical in every case. In a way, it's an analysis issue
where we have to determine whether someone in particular has
been targeted or if a group of individuals or a specific infrastructure
has been targeted. The intervention level is then determined based
on the risk level of the situation.

As Mr. Aubé said, if the information shows that someone is be‐
ing targeted by a threat that's defined in the policy on acceptable
network use, we will directly inform the MP's office of that threat. I
could cite you examples of direct actions that the cybersecurity
team takes. In one of those cases, one of the members of that team
telephoned the MP's office to validate specific aspects of the infor‐
mation that was received.

That's more or less what the protocol associated with that type of
situation looks like. We examine the effectiveness of the defence
mechanisms. Then, if there's still a residual risk, we inform the
MP's office directly.

Hon. Mona Fortier: I'm going to ask a fairly simple question.
When a situation requires you to contact an MP's office, do you
contact the MP first before reaching that individual's team?

Would you please explain your approach? I think that would help
clarify certain aspects regarding the MP's team.

The Chair: You have about 20 seconds to answer the question,
Mr. Aubé.

Mr. Stéphan Aubé: Thank you, Mr. Chair.

When a specific MP is attacked, our first reaction is to contact
that person. If we're unable to do so, we speak to the MP's chief of
staff. If we can't reach the chief of staff, we talk to someone on the
team. Then we ask that someone contact the member to have him
or her contact us.

We discuss these matters directly with the members. That's our
approach.

Hon. Mona Fortier: Thank you.

The Chair: Thank you, everyone.

Ms. Gaudreau, the floor is yours for two and a half minutes.

Ms. Marie-Hélène Gaudreau: Thank you very much,
Mr. Chair.

I admit I am very concerned about our democracy. A bill is about
to be passed. We have to make a major change, and that frightens
me.

I'm also concerned that your capacity to act in the performance
of your duties is limited. We will be going in camera soon. Since
you're the ideal people to propose potential solutions, I'd really like
to know what you need in order to prevent this type of situation, to
act and to take measures.
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That means going so far as to tell us what the role of parliamen‐
tarians is when propaganda finds its way into our personal ac‐
counts, when even I can't determine what's true and what isn't.
When series are designed to influence millions of people who
watch them, that's not good. It should set off alarm bells.

I'd like to tell the people watching us that I think it's important
that we include all the recommendations you'll be making in our re‐
port.

However, I'll have very specific questions to ask in the next few
minutes.

Thank you very much, Mr. Chair.

● (1150)

Mr. Eric Janse: I'd like to answer that question briefly.
Ms. Marie-Hélène Gaudreau: Of course. You have the time to

do it.
The Chair: The floor is yours, Mr. Janse.
Mr. Eric Janse: I'll give you a more comprehensive answer

shortly. Then we can discuss it at greater length.

As the Sergeant-at-Arms has mentioned at two or three previous
meetings of the Board of Internal Economy, considerable resources
have been approved, especially for the Office of the Sergeant-at-
Arms. That also has an impact on other services related to security
and cybersecurity.

For the moment, we think we're in good shape. We'll be provid‐
ing you with specific answers to your questions soon.

Ms. Marie-Hélène Gaudreau: I'd also like to say that what has
been put in place to date works very well. I attended a briefing ses‐
sion organized by the Canadian Security Intelligence Service, and
the Office of the Sergeant-at-Arms has also provided some support.
The warning sign is there; we need to heed it.

Thank you.
The Chair: Thank you, Ms. Gaudreau.

[English]

Ms. Mathyssen, it's over to you for two and a half minutes.
Ms. Lindsay Mathyssen: Thank you.

On this question of privilege, we weren't alone in finding out
about the hack through the media. Other members of the IPAC—
Belgium, New Zealand, Australia and others—found out about that
hack, as I understand it, through public reporting as well. Their
governments are on different sides throughout the political spec‐
trum. They did not inform their members in a majority of cases.

What are we doing to inform ourselves about or learn from the
other investigations and other parliaments studying this issue? How
are we moving that into our own studies, and how do we deal with
this locally?

Mr. Benoit Dicaire: That is a great question, Ms. Mathyssen. In
the in camera portion, I can talk a bit more about our partnerships.

I can definitely state publicly that we have partnerships with oth‐
er parliaments that were impacted by these types of attacks. Our di‐
alogue is always constant with partners in those parliaments.

Ms. Lindsay Mathyssen: We're seeing, obviously, that there are
various levels of understanding of how serious this is. Even in the
NSICOP report I referenced before, which has been in the media,
there's a different interpretation of the intelligence.

How are you being given the ability, as a non-intelligence-gath‐
ering organization, to come to conclusions about the scope of for‐
eign interference? Do you have adequate resources? This is often a
conversation we have, even having it within the harassment study.
Do you have the appropriate resources you need? Is something re‐
quired so we can better inform this committee going forward as we
report?

Mr. Eric Janse: It's a very good question, Ms. Mathyssen.

For the moment, we feel that we are properly resourced with
what the Board of Internal Economy recently accorded us. That
could change going forward, but speaking on behalf of my col‐
leagues here, I think for the moment we feel that we have the re‐
sources required.

Ms. Lindsay Mathyssen: Is there a discomfort in the interpret‐
ing of this intelligence on the part of the House of Commons and
security agencies because of your nature of not being an intelli‐
gence agency?

Mr. Patrick McDonell: We have an excellent relationship with
the security agencies. There's absolutely no discomfort on our part
when we deal with our principal partner for intelligence, which
would be CSIS.

The Chair: Thank you very much, Ms. Mathyssen.

Mr. Duncan, the floor is yours for five minutes.

Mr. Eric Duncan (Stormont—Dundas—South Glengarry,
CPC): Thank you, Mr. Chair.

Thank you to the witnesses for being here this morning.

I have a couple of questions.

I want to recognize that I'm asking this question in a public set‐
ting. I want to set the premise that I'm not requesting that you di‐
vulge any specific names of members or foreign state actors in your
response.

The Speaker ruled that the failure to notify Mr. Genuis and the
other MPs targeted in this case amounted to a prima facie question
of privilege. The House administration, the government and securi‐
ty agencies were aware of both specific members and a specific
threatening foreign state actor, but members were not informed un‐
til external revelations came to light, in this case through the FBI
and Department of Justice in the U.S. Mr. Genuis rightly raised the
point of who has the responsibility to speak to members about this.

That aside, I want to ask each of you a yes-or-no question, for
reasons of not divulging anything from a security perspective or
anything under review.
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Are any of you aware of any other past or current cases in which
you, in your respective roles, were informed by the CSE, CSIS, the
FBI, any security agency or anyone in the federal government that
an identifiable foreign actor targeted or is targeting an MP or group
of MPs, but the individuals being targeted have not been informed
of that threat? If you know about a specific member or members
and a specific foreign state actor, are you aware of any outstanding
notifications that have not been sent to members yet?
● (1155)

Mr. Benoit Dicaire: I can answer from a cyber perspective. No,
we aren't.

Go ahead, Pat.
Mr. Patrick McDonell: It would be no, sir.
Mr. Eric Duncan: There are no outstanding claims that you're

aware of.

In this case, you were aware of members being targeted and
aware through security agencies who the specific.... There are no
other outstanding cases that three months down the road we're go‐
ing to hear about through a whistle-blower or in a media report that
says x, y and z happened. There's nothing outstanding about mem‐
bers not being notified that you're aware of.

Mr. Patrick McDonell: Anytime our principal partner for intel‐
ligence contacts us and provides us information in regard to a mem‐
ber of Parliament, we put it in immediate contact with that member
of Parliament.

Mr. Eric Duncan: Mr. Janse, I want to ask you a question.

The committee adopted a document production order directed to
the government and the House administration. The order permits
government departments to make redactions consistent with the Ac‐
cess to Information Act. Since the House of Commons is not a gov‐
ernment department nor subject to the Access to Information Act,
given your role, can you confirm that the House administration will
be providing us with the unredacted documents in response to this
order?

Mr. Eric Janse: That's certainly our intent.

Michel, did you want to add anything?
Mr. Michel Bédard: We received the production order from this

committee. The way we read the order is that the House administra‐
tion is considered a department, so we are to apply the principles
that were set out in the order respecting redactions. If the commit‐
tee wants to provide further clarification on the production order,
we'd be happy to implement the production order as adopted by the
committee.

Mr. Eric Duncan: In the way you read it, you're a department,
but the House of Commons, as we read it, is not a department and
is not an agency, so it would not be encompassed within the direc‐
tive of this committee.

Mr. Michel Bédard: Sir, respectfully, when committees adopt
production orders, we have to interpret them. When we read the or‐
der, the way it was written.... It's not unusual in an act of Parliament
that the House of Commons is deemed to be a department for a
very specific purpose, but in general and because of the separation
of powers, very clearly the House of Commons is not a department.

How we read the production order is that we were assimilated into
a department for the purpose of the order, so we were to suggest
redactions to the committee.

The production order refers to acts of Parliament. That's not
clear, because it refers to the “Access to Information and Privacy
Act”. Those are two separate acts. When dealing with production
orders, we always have to interpret them when there's ambiguity. If
there's any need for you to consult the administration and our office
when drafting such a production order, we'll be happy to assist to
make sure the intention of the committee is reflected in the order.

The Chair: Mr. Duncan, I'm afraid that's all the time allotted to
you in this round.

Mr. Collins, I have you for the final five minutes before we sus‐
pend briefly.

It's over to you, Mr. Collins, for five minutes.

Mr. Chad Collins (Hamilton East—Stoney Creek, Lib.):
Thanks, Mr. Chair.

Let me start with what the threshold is when we understand that
a member has been attacked in any shape or form. We read in the
report that these instances happen quite often, probably on a daily
basis, with actors who are seeking to undermine our efforts in mov‐
ing our business forward.

What is the threshold from the “team”? I heard the word “team‐
work” today. What's the threshold from the team as it relates to no‐
tifying members? What's considered a minor threat? What's consid‐
ered a threat that raises a red flag internally for you to say that a
member needs to be informed?

● (1200)

Mr. Benoit Dicaire: I can speak briefly about the cyber portion,
and then my colleague can probably speak about the risk around
physical threats.

Anything touching members' data, members' information, is
deemed to be critical, so we see if there is anything around those
parameters. Sometimes it's about targeting digital identities instead
of infrastructure, a service or an application specifically. If there's
anything around a member's data, we would contact the member's
office directly.

Other categories boil down to the risk factor or residual risk. Are
protection mechanisms in place and able to protect the infrastruc‐
ture to ensure the continuity of operations? That lessens the risk in
our ability to protect ourselves, but should something be of risk,
residual risk, then we would contact the member's office.

Mr. Chad Collins: Did the 2014 protocol that was referenced
earlier meet the threshold?

Mr. Stéphan Aubé: I would prefer to deal with that in camera,
sir. I need to talk about the incidents to give that answer.

Mr. Chad Collins: Okay, fair enough.
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This is a large organization, and someone in one of their answers
referenced teamwork. Of course, the report references all the areas
that are involved when there's a sharing of information. There's a
lot of collaboration and a lot of hands on the steering wheel at that
point. For us, I think it's important to understand who's driving.

Can you talk about the hierarchy of shared responsibilities that
all areas have? Can you talk about the relationships you have?
When one area asks for information from another and it's not pro‐
vided, who steps in to sort those things out?

Mr. Eric Janse: That's a very interesting question, Mr. Collins.
It is absolutely a collaboration. I don't know if there's a hierarchy
per se, but it's a collaboration with different groups that have spe‐
cific mandates. I think it's a question of sharing information and
then often collectively deciding what should be the actions and
what should be done as a result thereof.

Mr. Chad Collins: In terms of the collaboration that occurred,
we've read that in some instances information was asked for and ei‐
ther there were delays or the information wasn't shared. In those in‐
stances, who steps in to resolve that? I don't want to call them con‐
flicts, but something has broken down in the collaboration you've
talked about. What happens in those instances? Who within the hi‐
erarchy—because there is a hierarchy within the organization—is
responsible for sorting out that kind of issue when the collaboration
or communication breaks down?

Mr. Benoit Dicaire: I think collaboration is really strong in the
partnerships. I can attest to that. We have protocols in place associ‐
ated with the sharing of information. As Stéphan referenced when it
comes to sharing members' data, we are not doing that explicitly
without your consent. Sometimes there are requests to share data
that require consent. At that particular time, we don't necessarily
share it unless there's a risk associated with it and consent is given
by the member's office.

It also depends on the type of activity. We talked about the threat
landscape earlier. A lot of investigation work needs to happen, and

it's about piecing the puzzle together. Sometimes the relevancy of
the information is not clear at the time of the request, so we have to
clarify with the information we have at the time.

Mr. Chad Collins: I'm not necessarily talking about—
The Chair: Mr. Collins, there are just a couple of seconds left. If

you want to get a quick final question in, I'll permit it.
Mr. Chad Collins: Sure.

I think the issue is internally—not with the member—when in‐
formation is asked for. Let's say CSE asks House of Commons IT
security staff for information and it doesn't come. Someone has
asked for that information for a reason. They're trying to get to the
bottom of things, so to speak.

Can we find out in camera or in our open session why that infor‐
mation wasn't shared by someone?
● (1205)

The Chair: Please be very concise.
Mr. Benoit Dicaire: We'll do this in camera, sir.
The Chair: That is nice and concise. Thank you.

Colleagues, we will suspend for a couple of moments and then
go in camera.

Just as a friendly reminder, when we go in camera, only autho‐
rized staff, members and witnesses can be present in the room. I'll
have a couple more brief things to say about that, but we'll take a
very brief pause to set up for our next panel.

Ms. Mathyssen, I believe you will have to sign in with a new
link. We'll have the clerk assist you with that.

Colleagues, this was another productive hour. It was meaningful,
informative and efficient. Thank you for your co-operation. We'll
see you back in a couple of minutes.

[Proceedings continue in camera]

 







Published under the authority of the Speaker of
the House of Commons

Publié en conformité de l’autorité
du Président de la Chambre des communes

SPEAKER’S PERMISSION PERMISSION DU PRÉSIDENT
The proceedings of the House of Commons and its commit‐
tees are hereby made available to provide greater public ac‐
cess. The parliamentary privilege of the House of Commons
to control the publication and broadcast of the proceedings of
the House of Commons and its committees is nonetheless re‐
served. All copyrights therein are also reserved.

Les délibérations de la Chambre des communes et de ses
comités sont mises à la disposition du public pour mieux le
renseigner. La Chambre conserve néanmoins son privilège
parlementaire de contrôler la publication et la diffusion des
délibérations et elle possède tous les droits d’auteur sur
celles-ci.

Reproduction of the proceedings of the House of Commons
and its committees, in whole or in part and in any medium,
is hereby permitted provided that the reproduction is accu‐
rate and is not presented as official. This permission does not
extend to reproduction, distribution or use for commercial
purpose of financial gain. Reproduction or use outside this
permission or without authorization may be treated as copy‐
right infringement in accordance with the Copyright Act. Au‐
thorization may be obtained on written application to the Of‐
fice of the Speaker of the House of Commons.

Il est permis de reproduire les délibérations de la Chambre
et de ses comités, en tout ou en partie, sur n’importe quel sup‐
port, pourvu que la reproduction soit exacte et qu’elle ne soit
pas présentée comme version officielle. Il n’est toutefois pas
permis de reproduire, de distribuer ou d’utiliser les délibéra‐
tions à des fins commerciales visant la réalisation d'un profit
financier. Toute reproduction ou utilisation non permise ou
non formellement autorisée peut être considérée comme une
violation du droit d’auteur aux termes de la Loi sur le droit
d’auteur. Une autorisation formelle peut être obtenue sur
présentation d’une demande écrite au Bureau du Président
de la Chambre des communes.

Reproduction in accordance with this permission does not
constitute publication under the authority of the House of
Commons. The absolute privilege that applies to the proceed‐
ings of the House of Commons does not extend to these per‐
mitted reproductions. Where a reproduction includes briefs
to a committee of the House of Commons, authorization for
reproduction may be required from the authors in accor‐
dance with the Copyright Act.

La reproduction conforme à la présente permission ne con‐
stitue pas une publication sous l’autorité de la Chambre. Le
privilège absolu qui s’applique aux délibérations de la Cham‐
bre ne s’étend pas aux reproductions permises. Lorsqu’une
reproduction comprend des mémoires présentés à un comité
de la Chambre, il peut être nécessaire d’obtenir de leurs au‐
teurs l’autorisation de les reproduire, conformément à la Loi
sur le droit d’auteur.

Nothing in this permission abrogates or derogates from the
privileges, powers, immunities and rights of the House of
Commons and its committees. For greater certainty, this per‐
mission does not affect the prohibition against impeaching or
questioning the proceedings of the House of Commons in
courts or otherwise. The House of Commons retains the right
and privilege to find users in contempt of Parliament if a re‐
production or use is not in accordance with this permission.

La présente permission ne porte pas atteinte aux privilèges,
pouvoirs, immunités et droits de la Chambre et de ses
comités. Il est entendu que cette permission ne touche pas
l’interdiction de contester ou de mettre en cause les délibéra‐
tions de la Chambre devant les tribunaux ou autrement. La
Chambre conserve le droit et le privilège de déclarer l’utilisa‐
teur coupable d’outrage au Parlement lorsque la reproduc‐
tion ou l’utilisation n’est pas conforme à la présente permis‐
sion.

Also available on the House of Commons website at the
following address: https://www.ourcommons.ca

Aussi disponible sur le site Web de la Chambre des
communes à l’adresse suivante :

https://www.noscommunes.ca


