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● (1105)

[Translation]
The Chair (Mr. Joël Lightbound (Louis-Hébert, Lib.)): Good

morning, everyone.

I call this meeting to order.

Welcome to meeting number 118 of the House of Commons
Standing Committee on Industry and Technology.

Today's meeting is taking place in a hybrid format, pursuant to
the Standing Orders. In addition, pursuant to the order of reference
of Monday, April 24, 2023, the committee is resuming considera‐
tion of Bill C‑27, an act to enact the Consumer Privacy Protection
Act, the Personal Information and Data Protection Tribunal Act and
the Artificial Intelligence and Data Act and to make consequential
and related amendments to other acts.

Today we are continuing clause‑by‑clause consideration of the
bill.

I'd like to welcome back the representatives from the Department
of Industry and thank them for joining us again.

We have Mark Schaan, senior assistant deputy minister, strategy
and innovation policy sector; Samir Chhabra, director general, mar‐
ketplace framework policy branch; and Runa Angus, senior direc‐
tor, strategy and innovation policy sector.

Colleagues, as you will recall, we were at amendment NDP‑2,
which relates to clause 2.

(Clause 2)
[English]

Monsieur Williams, you had the floor when we were debating
NDP-2. I'll give it back to you as we resume the clause-by-clause
on Bill C-27.

Mr. Ryan Williams (Bay of Quinte, CPC): Thank you, Mr.
Chair.

It's nice to see the witnesses again. I'm sure we'll see you a few
more times before summertime.

When we were debating this last week, we left off with talking
about the definition of “anonymize”. Amendment NDP-2 was to
take out the words “in accordance with generally accepted best
practices” in that definition. We are in agreement with that.

The main reason for that is that we need these definitions to be
clear and concise. As it stands right now, organizations can

anonymize personal information using commonly accepted best
practices. However, the draft lacks clarity on these practices and
what constitutes generally accepted best practices. The ambiguity
allows for the potential reliance on anonymization techniques rec‐
ommended by specific experts, which may not be adequate for a
particular dataset.

We want to talk to you on a couple of these points. This isn't very
clear, and we believe that it has to be very clear. When we look at
how this act is going to be enforced, it is by the Privacy Commis‐
sioner. The Privacy Commissioner has stated that he needs this def‐
inition to be clear and concise.

With a lack of consistency in anonymization methods across dif‐
ferent organizations and without clear guidelines on what consti‐
tutes generally accepted best practices, there's a risk of inconsisten‐
cy in the level of data protection and a potential for the undermin‐
ing of privacy standards.

We have a few examples of where that has happened, and that's
why we're looking at this. I think the bigger point, looking across
the board, is that in what we've heard from witnesses there's been a
difference between anonymization and de-identification. The prob‐
lem I had and the problem we've had when we've talked to witness‐
es about de-identification was that in the definition it said that a risk
of identification of the individual still remained. That's a major is‐
sue when we're talking about what we're trying to achieve here.

In terms of privacy, individuals should have the right to have
their private information not just de-identified, knowing that there's
a risk of that information being reidentified, but to have their infor‐
mation completely anonymized or able to be protected under this
privacy act.

I want to give two examples of how this has happened in the
past. All of us recognize that we have had our information
breached, our privacy breached, on many different occasions. I get
emails on certain apps and sometimes even my bank or Netflix will
send an email that says, “Your information has been compromised.
Please change your password.” This happens all the time.
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I'm going to give two examples, one American and one Canadi‐
an, of how this has happened and caused harm to consumers. In
2006 Netflix launched a competition known as “The Netflix Prize”
offering a million-dollar prize to improve its recommendation algo‐
rithm by 10%. Netflix released a dataset containing movie ratings
by anonymous users; however, researchers later demonstrated it
was possible to reidentify individuals in the dataset using external
information.

In 2007, two individuals showed that, by combining the Netflix
dataset with publicly available IMDb data, they could identify spe‐
cific individuals and their movie preferences. This raised serious
privacy concerns as it highlighted the risk of reidentification even
when data is anonymized.

In Canada, we had the 2011 Ontario Ministry of Health and
Long-Term Care's data breach. In this incident, the personal health
information of thousands of Ontario residents was compromised
due to inadequate de-identification measures. The ministry had re‐
leased health data to researchers for an analysis but failed to suffi‐
ciently anonymize the data, allowing individuals to be reidentified.
As a result, sensitive information, such as medical conditions, treat‐
ments and hospital visits, became accessible to unauthorized par‐
ties. This breach raised serious privacy concerns and highlighted
the importance of robust de-identification practices, especially
when dealing with sensitive health data.

The main point is we have to be clear and concise. We have to
ensure that the Privacy Commissioner, who has raised concerns
about this definition, does not see ambiguity whenever he's looking
at this, but at the same time ensures that we have businesses that
can't skirt the rules and be lenient with private data. I think that's
the main point we're making.

Mr. Schaan, I think I asked you some questions the last time we
were here. I don't have the blues, so I can't see if I asked this al‐
ready. I think I asked you about generally accepted best practices
for anonymizing information. If I haven't, can you please answer
that?
[Translation]

Mr. Mark Schaan (Senior Assistant Deputy Minister, Strate‐
gy and Innovation Policy Sector, Department of Industry): I
thank the member for his question.
[English]

One feature of generally accepted best practices is that they con‐
tinue to evolve with the state of the technology. It's one of the rea‐
sons we believe it's an important consideration for inclusion within
the act, so that it continues to ensure that it meets the state of the
art.

We have concerns that absent a commitment to generally accept‐
ed best practices, organizations would not have a North Star or a
guide as to what they should be doing as it relates to the
anonymization of information. There could be a plethora of ap‐
proaches taken.

Generally accepted best practices would vary, but I think you'd
find within industry and within users a lot that they could turn to as
it relates to that.

That would be my primary response.

Mr. Ryan Williams: At the end of the day, you're putting a defi‐
nition in that is not defined in the act. Is that correct?

Mr. Mark Schaan: We're putting a concept into the act that then
tags along with the definition. The definition remains
“anonymized” as it appears and then it has the concept of “general‐
ly accepted best practice” alongside it.

● (1110)

Mr. Ryan Williams: The biggest question is, who would be de‐
termining if the data was anonymized according to those generally
accepted best practices? Is it the department, the Privacy Commis‐
sioner or is it a case of self-regulation?

Mr. Mark Schaan: Mr. Chair, I would offer a couple of things.

All of this is definitional, which means that it then relates to the
powers and obligations that people would be scrutinized by as it re‐
lates to the enforcement of that act. The enforcement of the act is
by the Office of the Privacy Commissioner.

The determination as to whether someone had actually
anonymized information for the purposes of meeting the test of
generally acceptable best practices would be determined by the Pri‐
vacy Commissioner should there be concerns about a violation of
the CPPA.

The conception of generally acceptable best practices, as I noted,
appears within Quebec's law. It's also the approach that's consistent
with what experts have called for.

The Canadian Anonymization Network, or CANON, is a not-for-
profit organization with representatives from public, private and
health sectors in Canada. It includes the participation of experts in
the field of de-identification and anonymization, including Statis‐
tics Canada. They stated that the inclusion of the phrase generally
accepted best practices “will help future-proof the definition of
'anonymize', as it sets a statutory obligation for organizations to
consider the evolving de-identification techniques and standards
that would sufficiently protect personal information for their indus‐
try and context.”

Mr. Ryan Williams: We've heard from some of those witnesses,
but it was the Privacy Commissioner himself who noted that this
was not something that he'd like to see in there, especially if there
was not a clear and concise concept of who was setting those and
what businesses knew what the best practices were.

Do we have other countries that we've looked at? You've men‐
tioned Quebec, but did you look at other countries that had general‐
ly accepted best practices in their legislation when it came to
anonymization?

Mr. Mark Schaan: The one I'm most familiar with is Quebec's
law 25, which does make that.... I'm not sure of others.
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Mr. Ryan Williams: From what we've seen, there aren't many
others and the CPPA does not have that in there.

When it came to consultation for this, we had many witnesses
here at the committee. You in the department met personally with
quite a few witnesses.

Is that correct?
Mr. Mark Schaan: That's correct.
Mr. Ryan Williams: Did you meet with all the witnesses that we

had here at the committee?
Mr. Mark Schaan: I'd have to review the witness list, but I

would say that over the course of the years I've been within the de‐
partment, it's probably likely that I've met with all the witnesses
that you heard testimony from.

Mr. Ryan Williams: Did you meet with any witnesses more than
others? Were there any that requested more meetings with you on
this and other topics?

Mr. Mark Schaan: I'd have to review. I'd say that in general
there's a strong representation from the academic sector and a
strong representation from industry.

Mr. Ryan Williams: Of that, we did note that you met with the
Canadian Marketing Association—which has been a strong advo‐
cate for this kind of language being included in the bill—10 times.

Are you aware that they're trying to keep general best practices
in this definition?

Mr. Mark Schaan: I know that it's one of the issues the CMA
has raised in its submission to this committee.

Mr. Ryan Williams: I know we've had some testimony, but be‐
cause you've met with them 10 times...are they stating that it is go‐
ing to hurt their business if they don't have this included?

Were there any concerns that this definition of anonymization
could be too strict for them?

Mr. Mark Schaan: No. I think you will find the specifics within
their submission as well as within their own testimony, but I think
their view is—I don't want to paraphrase their view but as I under‐
stand it—they would like a standard by which they could know
where to follow. They want to be able to ensure that there are stan‐
dardized approaches, which is why they believe generally accept‐
able best practices, I think, is helpful.

Mr. Ryan Williams: In terms of how that's going to be identi‐
fied, accepted best practices, is the department going to have those
best practices? If it was included, would there be a list somewhere
that the public and businesses could find?
● (1115)

Mr. Mark Schaan: I think there are two considerations for that.
One is there is industry standards that can be referenced and lever‐
aged. There's a specific opportunity for that within the CPPA. Then
there's the opportunity as well for the Office of the Privacy Com‐
missioner to issue guidance.

Mr. Ryan Williams: To my point, if the Privacy Commissioner
is stating at the onset here that this provides no guidance, that it's
going to be ambiguous, I'm wondering where it's supposed to live?

Our fail-safe is to go to the Privacy Commissioner, because first
and foremost the whole premise of this act—where we're coming
from on this side—is that privacy needs to be a fundamental right
and there should be no ambiguity. If some organizations want this
wording in to provide more elbow room, that's not really what
we're here for. We're here to protect Canadians' fundamental private
rights.

When we look at this bill I can't see any reason why so far—ex‐
cept for it being in Quebec's legislation—we're seeing it as a best
practice anywhere else to include this language, except for the fact
that some of these organizations like the Canadian Marketing Asso‐
ciation are saying that it's not going to allow them to collect and be
free with Canadians' private information.

Mr. Chair, I will leave this here just so the rest of the committee
can come in, but on our side we can't see why this amendment
would be here.

Thank you.

[Translation]
The Chair: Thank you, Mr. Williams.

I now give the floor to Mr. Garon, who will be followed by
Mr. Masse, Mr. Turnbull, Mr. Généreux and Mr. Perkins.

Mr. Garon, go ahead.
Mr. Jean-Denis Garon (Mirabel, BQ): Thank you very much.

I will continue in the same vein as my colleague Mr. Williams.
Obviously, we are introducing the concept of best practices, a
rapidly evolving concept. According to a University of Toronto
professor who appeared before us, some practices that were consid‐
ered effective three or four years ago are no longer considered ef‐
fective.

You are telling us that you are introducing a concept, not a defi‐
nition, into the act. I get the impression that, at some point, if there
is a lawsuit or if the rights of an individual or group are infringed, it
will be up to the courts to interpret that concept. It introduces a lot
of uncertainty.

Why did the concept not work in the best interests of the child at
the time? You know we've discussed this. It's a concept. Now we
are being told that this leads to uncertainty, that there is no defini‐
tion, that the courts will have to get involved, that it is terrible for
companies.

How is it that, with this concept here, all of a sudden it's okay
and it doesn't introduce too much uncertainty? Is it because there is
a kind of consensus and there is no uncertainty as to how compa‐
nies will interpret this?

Mr. Mark Schaan: I think the concept of best practices has an
objective, since there is an objective in the definition and it's really
about the inability to reidentify an individual. A method is associat‐
ed with the concept of best practices—using the best practices from
around the world to make it impossible to reidentify people.

So it is not a concept without an objective. It's a method, a pro‐
cess for comparisons used for—
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Mr. Jean-Denis Garon: Allow me to interrupt you. I'm talking
about the concept of the best interests of the child because I think
that, first and foremost, there was an objective there.

What you are saying is not entirely accurate. I'm trying to under‐
stand why, in some cases, ambiguity and recourse to the courts are
tolerated, but not in other cases.

Is there, to your knowledge, a single technique that guarantees
100% the inability to identify individuals, without uncertainty or
risk?

Mr. Mark Schaan: It depends on the case. Sensitive information
related to an individual's privacy is used in many contexts or sec‐
tors.

I'm not familiar with the technological context related to the use
of that information. So I can't really comment on whether or not it
is possible for information to be identifiable. It also depends on the
case because, as I said, technological capacity is evolving. It's the
General Data Protection Regulation, GDPR, that—

Mr. Jean-Denis Garon: I'm sorry to interrupt.

In this case, you are saying that there is a clear objective, namely
that individuals cannot be reidentified.
● (1120)

Mr. Mark Schaan: Yes, that's right.
Mr. Jean-Denis Garon: Based on what I learned in my past pro‐

fessional life and what the experts have told us, there is no tech‐
nique that completely ensures that a person cannot be reidentified.
The fact is that there are a number of methods of reidentification
that can be used together, including using the data in motion.

What is the acceptable risk, and who determines that?

In that context, who determines what methods are acceptable
based on the level of risk deemed acceptable at a specific time?

You have to understand that this is all evolving very quickly. I re‐
peated the word “acceptable” several times, but you understand
what I mean.

Who determines that? Apart from the fact that the bill is pro‐
posed in good faith, there is not much.

Mr. Mark Schaan: In the bill, there is a definition of the verbs
“anonymize” and “depersonalize”. It is during the process of imple‐
menting this bill that the Privacy Commissioner determines
whether an organization's practices really correspond to the defini‐
tions set out in the act.

Mr. Jean-Denis Garon: So the commissioner will keep a list of
best practices to adopt.

Is that correct?
Mr. Mark Schaan: If it is presumed that there has been a breach

of privacy, the commissioner consults technology experts to ensure
that good practices have been used.

Until the bill comes into force, there are industry standards, and
perhaps also sector- or context-dependent guidelines.

Internationally, there are also rules that govern data protection.
For example, while the GDPR does not set out generally acceptable

best practices, it does indicate that it is essential to use or consider
available technology for anonymization. It's the same concept.

Mr. Jean-Denis Garon: Basically, you're saying that a person
whose rights have been violated can file a complaint with the com‐
missioner, who then looks into the situation. They verify whether
the company used best practices, and then they give their opinion
on that.

Don't you think that if there were, for example, regulations that
enabled the minister to determine in advance, following consulta‐
tions, a certain number of best practices, we could avoid putting the
burden on an individual to file a complaint with the commissioner?

Once someone's rights have been violated, they can be compen‐
sated or the fact that their rights were violated can be acknowl‐
edged, but their digital identity is lost forever.

Mr. Mark Schaan: That is why the bill promotes the establish‐
ment of standards and guidelines. It gives individuals an opportuni‐
ty to consult useful sources. It also makes it possible to establish
this list or to develop this concept.

There are two aspects to using best practices. The first is stan‐
dardization of business practices. It's important for the effectiveness
and functioning of the economy and for citizens—

Mr. Jean-Denis Garon: I'm sorry to interrupt, but we must have
this conversation.

How do we standardize these practices, when the practice of
anonymization, for example, can be part of trade secrets, of the
ability to do things properly? It's a business advantage to be able to
do things properly.

How do we make sure that practices are consistent when there is
no definition?

Mr. Mark Schaan: It's the same with a lot of standards. You set
a target, and then you set out the methods or the processes by which
to achieve that target.

Many organizations, such as the International Organization for
Standardization, known as ISO, create these kinds of standards to
confirm what the right methods and best practices are.

That said, standards must eventually be reviewed because of the
speed at which technology evolves. That's why the Canadian
Anonymization Network brings together a lot of civil society and
organizational stakeholders. That's good because the network can
provide guidelines. In addition, it is always possible to improve this
process by drawing on the standards set by other organizations.

● (1125)

Mr. Jean-Denis Garon: I will conclude by putting my question
directly to Mr. Masse.

I don't have a problem with the amendment itself. However, I do
not understand what you are trying to accomplish by removing the
notion of best practices. I would like to better understand the pur‐
pose of this amendment.
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The Chair: That works out well, Mr. Garon, as Mr. Masse is
next on the list.

Mr. Jean-Denis Garon: Okay.
The Chair: Go ahead, Mr. Masse.

[English]
Mr. Brian Masse (Windsor West, NDP): Thank you, Mr. Chair.

Thank you to my colleague for the question.

First of all, I think there are a couple of things to clarify with the
original discussion on this. It was interesting that some were at‐
tempting to use the Privacy Commissioner as a reason to get rid of
this amendment, when this actual amendment comes from the Pri‐
vacy Commissioner himself, on pages 14 and 15, and I can proba‐
bly provide some clarity on both points that we're making here.

First of all, in his submission to us, colleagues, this is under the
definition of “de-identification and anonymization” in recommen‐
dation 7: “Strengthen the framework for de-identification and
anonymized information.”

What the Privacy Commissioner said is that “[t]he OPC supports
the introduction of a new framework for de-identification and
anonymization”. He says:

The framework has some positive elements, for example. It provides flexibility
to organizations using de-identified information, and adds some needed clarity
as to how and in what circumstances de-identified personal information can be
used and disclosed.

Right there, that's opening a door for businesses and their ability
to use some measures.

He continues:
That said, as currently drafted, it provides too little protection for de-identified
and anonymized data.

This is where we get into some specifics about the philosophy on
this. On “best practices”, can you name who is going to actually
make the best practices, Mr. Schaan?

Mr. Mark Schaan: As I noted, Mr. Chair, there are a number of
mechanisms by which—

Mr. Brian Masse: Not mechanisms: Who and what companies
will make best practices?

Mr. Mark Schaan: Mr. Chair, if I can complete my sentence, I
would say that industrial standards organizations, which have a ne‐
cessity to be tripartite in their formation, including the participation
of academics and civil society, as well as industry, are often party to
the making of industrial standards—

Mr. Brian Masse: Yet they're actually part of them, and that's
the basic point we have here. You're either siding with the decision
of people having de-identified and anonymized information being
protected from themselves or having it industry led by Google and
others and their associations, some of which actually have other
funding and so forth.

What's interesting is this issue with regard to the Quebec consis‐
tency. I think it's an important one and a distinction that the Privacy
Commissioner has addressed. Also, it's been addressed by testimo‐
ny from Diane Poitras, the former president of Quebec's commis‐

sion on information. Specifically on Quebec legislation, the rele‐
vant provision in section 23 is this:

Where the purposes for which information was collected or used are achieved,
the person carrying on an enterprise must destroy the information, or anonymize
it to use it for serious and legitimate purposes, subject to any preservation period
provided...by an Act. For the purposes of this Act, information concerning a nat‐
ural person is anonymized if it is, at all times, reasonably foreseeable in the cir‐
cumstances that it irreversibly no longer allows a person to be de-identified di‐
rectly or indirectly. Information anonymized under this Act [can] be anonymized
according to generally accepted best practices and [according to the] criteria and
terms [determined] by regulation.

Part of that in the testimony we received from the Privacy Com‐
missioner also was that they wanted to fall on the side of caution at
that moment, but what's interesting from Ms. Poitras, the former
president of Quebec's commission, as I mentioned, is that she stated
in response to a question:

If I understood correctly, part of your question was whether we had any concerns
about [the] interoperability. There are a couple of things I have concerns about.
Among other things, there are important distinctions in the regimes applicable to
anonymized data and de-identified information.

The door was left open to actually improve the situation, even for
the residents of Quebec, with regard to having empowerment over
some of their data, and there's quite a comfort level that having this
difference is okay.

What we are really talking about at the end of the day here is
whether or not best practices, which would be industry led, policed
and determined, would be used against the OPC, because best prac‐
tices, if there is a distinction or difference, will be used against the
Office of the Privacy Commissioner with regard to that.

Basically, at the end of the day, this boils down to having faith in
whether the Privacy Commissioner should have control over this
measure or whether or not we want it to be industry led. I'm going
to side with the Privacy Commissioner.

Thank you, Mr. Chair.
[Translation]

The Chair: Thank you, Mr. Masse.

Next to speak will be Mr. Turnbull. Then we will hear from
Mr. Généreux and Mr. Perkins.

Go ahead, Mr. Turnbull.
● (1130)

[English]
Mr. Ryan Turnbull (Whitby, Lib.): Thanks very much, Chair.

It's a great debate on an important consideration for this bill.

To go back, anonymization is, in our view, privacy-enhancing by
nature, is it not? Mr. Schaan, can you speak to that?

Mr. Mark Schaan: Yes, anonymization is a privacy-enhancing
mechanism because it does render the information “un-reidentifi‐
able”.

Mr. Ryan Turnbull: We see teased out here in various different
comments that the Privacy Commissioner in this case is saying es‐
sentially that if you add “generally accepted best practices” into the
legislation or the definition of anonymization, this could open the
door.
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I think our position is that it's the opposite, that in fact putting
this in there allows for the evolution and the emergent properties of
best practices to help inform.

Could you provide a better rationale? I feel like this is the main
difference. Mr. Masse is pointing to the OPC and wanting to sug‐
gest that he's siding with the OPC.

We're not against the OPC. It's what is the best mechanism to en‐
courage anonymization and to do so in a way that recognizes that
the technology is advancing and evolving.

Mr. Mark Schaan: Absent the terms “generally accepted best
practices”, the definition has nothing but a goal, which is an inca‐
pacity for reidentification.

Our view is that the term “generally accepted best practices” ob‐
ligates organizations to continuously ensure that anonymization
techniques they use are in line with evolving standards. Without the
reference to “generally accepted best practices” in the definition,
organizations may determine for themselves what is an appropriate
technique regardless of whether it meets widely recognized stan‐
dards or is even a credible technique.

Our view is that, by obligating in the definition organizations to
conform to what is the best-in-class approach to anonymization,
we've actually got a higher standard than leaving it as solely the
goal.

Mr. Ryan Turnbull: If Quebec's law obligates companies to
abide by generally accepted best practices, if the law that we end up
passing through this committee doesn't include that, what would be
the risk there? It seems like that would compromise interoperabili‐
ty. Wouldn't it also have some kind of an impact on...? Potentially,
at least, I could foresee that best practices in Quebec would be rec‐
ognized but perhaps not in other provinces across the country.
Wouldn't that create some problems?

Mr. Mark Schaan: Obviously, what we're hoping for with the
construct of “generally accepted best practices” is that we set a very
high standard that requires corporations to continue to evolve the
process and to ensure that they're using those best possible tech‐
niques.

If there's an obligation in Quebec to do so but not in other places,
we run the risk that some organizations may not be seeking out
those best techniques, and then we'll have differential privacy, de‐
pending on which law you're conforming to.

Mr. Ryan Turnbull: The other thing I wanted to ask is who the
experts are on anonymization. We've heard lots of people reference
the Privacy Commissioner, but I imagine that the Canadian
Anonymization Network, which been asking for this to be included,
might actually have more experience when it comes to anonymiza‐
tion than the Privacy Commissioner. It's nothing against the Privacy
Commissioner. I love the guy. He's fantastic. I dealt with him when
he was the legal counsel, and he was just fantastic. I have the ut‐
most respect for him, but isn't it true that the Canadian Anonymiza‐
tion Network, or CANON for short, has a lot of experience? What
are they saying about this?

Mr. Mark Schaan: CANON is a not-for-profit organization that
does have representation from public, private and health sectors in
Canada and also includes the participation of experts in the field of

de-identification and anonymization, including Statistics Canada,
for whom the anonymization of information is a principle consider‐
ation. I do think there is a well of capacity and expertise in their
recommendation that generally acceptable best practices are a use‐
ful standard to hold people to.

● (1135)

Mr. Ryan Turnbull: To the point that one of the strengths of in‐
cluding this is that it evolves, I think some of the comments we
have heard from others suggest that if it's not an exhaustive list to‐
day, in essence that provides some ambiguity that would be taken
advantage of, but I think the opposite is the case. The argument
could be made that it needs to evolve because the technology and
the methods for anonymization are changing quite quickly. How do
you ensure that the OPC can...? What's the mechanism for continu‐
ally updating that? I think that's the clarity a lot of us sound like we
need to have in order to feel this is robust enough that it's not going
to open that door.

How do we envision the general guidance around generally ac‐
cepted best practices evolving? Would it be the OPC guidance?
Where would the expertise come from?

Mr. Mark Schaan: I will defer to Mr. Chhabra on this one.

Mr. Samir Chhabra (Director General, Marketplace Frame‐
work Policy Branch, Department of Industry): I think it's impor‐
tant to recognize that de-identification and anonymization tech‐
niques live on a spectrum. Anonymization is at the far extreme end.
De-identification is something far more simple.

The committee in its earlier deliberations today referenced some
cases that go back to the mid-2000s where information was stripped
out of a dataset and it was easy to reidentify it. That's exactly the
kind of issue we're trying to combat by establishing a higher bar for
anonymization.

Anonymization techniques are generally algorithmic in nature.
They involve things like differential privacy, or K-anonymization.
These are very sophisticated mathematical algorithmic techniques
that, of course, because they are algorithmic in nature can over time
have their efficacy degraded. As other algorithms are developed, as
new mathematical techniques are developed, as computing be‐
comes more powerful vis-à-vis quantum computing, for example,
there are opportunities downstream for what was at one point con‐
sidered anonymous in nature to later, in a matter of years, become
much more easy to break.

The reason for including a standard that says “generally accepted
best practices” is that it requires an organization to continually re‐
view and update.

The whole point of anonymization in the context of the act here
is to ensure that truly anonymized data can be used for beneficial
things like improving health informatics, health systems and deliv‐
ery. When it is at risk of reidentification, it means it's then back into
the auspices of the act and all the requirements apply.
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In practice, the way we would see the Office of the Privacy Com‐
missioner using a generally accepted best practices requirement is
if there were a case in which there was a security breach, or the per‐
sonal information was leaked, they would then be able to point at
the act and say the act requires that you anonymize in accordance
with generally accepted best practices and we can or cannot find
evidence that you have done so, or that you have maintained a
modernity or contemporaneously with generally accepted best prac‐
tices. Maybe you did it eight years or 10 years ago, but then you
left the dataset alone and it became breachable.

What this does is it requires a constant evolution of standards
that says if you're going to try to maintain this as being an
anonymized dataset and the protections that includes, you have to
keep updating the standards by which you have applied that
anonymization.

Mr. Ryan Turnbull: In essence, because anonymization in‐
cludes not being able to reidentify, and the anonymization process
and techniques are evolving quite quickly, if you don't have this
then what's the risk?

The risk to me is that perhaps it goes out of date, or organizations
and companies are not keeping up with the pace of those generally
accepted best practices.

What's the big risk, though, in terms of the public and privacy
concerns? Mr. Chhabra, your comments really point to a risk that I
haven't heard anyone talk about yet, and the main reason why our
position is against removing this clause.

Mr. Mark Schaan: We have acknowledged the construct of
anonymized information, but have set the bar very high for its us‐
age, first of all, to have no reasonable prospect of reidentification
and second of all, for conformity to the generally accepted best
practices. I think, absent that, the worry is the commitment is solely
to the purposes of non-reidentification and it doesn't necessarily
provide that ongoing obligation back to industry to say have you
assured yourselves that you're continuing to meet the new bar.
● (1140)

Mr. Ryan Turnbull: That bar is continuously moving, so the
standard that we're setting will continue to increase as technology
evolves. That obligation for those companies would then be teth‐
ered to that moving target. The standards best practices are going to
have to be followed. They can't just check out, use outdated
anonymization techniques and forget about staying up to date with
the best practices, am I right?

Mr. Mark Schaan: That's right. Essentially, it ensures that, as
opposed to having a potential for a reidentification test that ulti‐
mately results in a breach, it is then revealed by the Privacy Com‐
missioner to not have met the standard.

Instead, there are two elements. There's a non-reidentification,
and the commitment to the use of generally acceptable best prac‐
tices. This means you're continuing to ensure you're actually draw‐
ing on the techniques that are most modern.

Mr. Ryan Turnbull: I have a final point, just to really punch
home the point that leaving this in, and not taking it out as the NDP
has proposed, continues to align Canada's legislation with Quebec's
privacy law. I would also want to point to the fact that our next

amendment, which Mr. Masse read out—the Quebec law on rea‐
sonably foreseeable risk—further aligns our legislation with Que‐
bec's privacy law. Is that correct?

Mr. Mark Schaan: That's correct.
Mr. Ryan Turnbull: Okay. Thanks Chair.

[Translation]
The Chair: Thank you very much.

Mr. Généreux, you now have the floor.
Mr. Bernard Généreux (Montmagny—L'Islet—Kamouras‐

ka—Rivière-du-Loup, CPC): Thank you, Mr. Chair.

I would also like to thank the witnesses for being with us.

At the outset, madam, gentlemen, I would like to say that the se‐
ries of questions I am going to ask you are not so much about the
amendment itself as about the process that led to it.

I think we all agree that the definition of the verb “anonymize” in
Bill C‑27 is a very important element for the future and for the in‐
terpretation that will be made of it going forward.

I absolutely do not want you to consider my series of questions
as a form of judgment. I just want to understand the process.

Almost two years ago, the government introduced this bill,
which is now being studied in committee. We analyzed it with the
help of witnesses, and today we find ourselves with more than
50 amendments from the government.

Were you the ones who drafted the bill in the first place?
Mr. Mark Schaan: In collaboration with my colleagues from

the Department of Justice, my team is responsible for the drafting
of Bill C‑27, whose objectives were set by ministers and cabinets.

Mr. Bernard Généreux: Okay.

Following consultations held after this bill was introduced, the
Minister of Innovation, Science and Industry put forward a series of
amendments last September. He told us that you had consulted
about 300 individuals and groups.

In addition, during the consultations, people who were called to
our committee meetings told us that their names were not on the list
of those 300 individuals and groups. Some came to tell us that they
had not been consulted or that they would have liked to be consult‐
ed, or that they would have liked to see much broader consulta‐
tions. In fact, we have been told several times that the consultations
on Bill C‑27 should have been much more extensive.

Now we have a series of amendments, including amendments
NDP‑2 and G‑2, which again show that some people have tried to
get you to change your perception of the bill or the way you're
drafting the bill.

You met with some groups much more intensively than others, if
I understood correctly. That is the case for representatives of the
Canadian Anonymization of Data Network, CANON, whom you
have apparently met with about 10 times.
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Why has it been necessary to meet with representatives of this
group more than 10 times since the bill's introduction and our anal‐
ysis of it in committee?

Mr. Mark Schaan: Thank you, Mr. Chair.

We are open to the idea of meeting with all stakeholders on
Bill C‑27. We have received many requests for meetings, which I
have accepted.

Obviously, my schedule is quite busy, especially because I come
to testify before House committees, but members of my team are
available to meet with those people.

I think there are two important parts to your question.

We met with representatives of the Canadian Marketing Associa‐
tion, as well as representatives of the Canadian Anonymization
Network, CANON, a non-profit organization that brings together
experts, other non-profit organizations and academics. That group
has attended a number or conferences and meetings on the bill.

As I said, I accept any requests for a meeting to discuss the bill.
● (1145)

Mr. Bernard Généreux: Okay.

In September, the Minister of Innovation, Science and Industry
proposed a series of amendments, and the government is now
proposing some 50 more as a result of the meetings you had with
the various groups.

Do these amendments stem from the testimony we heard during
the study of the bill or do they also stem from the meetings you had
with representatives of certain groups? I would remind you that you
have met with them more than 10 times.

Mr. Mark Schaan: The process of drafting a bill is not linear.
An amendment does not necessarily come out of a meeting where
representatives made recommendations.

Stakeholders actually propose improvements or concepts, or ex‐
press their interests. The department then conducts an analysis to
ensure that the bill continues to achieve the objectives identified by
cabinet and the minister.

Mr. Bernard Généreux: I will come back to the amendment we
are currently discussing.

The government is proposing a new definition. The NDP is
proposing another one, which is consistent with the one used in
Quebec, if I understood correctly.

What is the government's intention in terms of changing the defi‐
nition? In our opinion, the definition is less appropriate than the one
in the NDP amendment, which aligns with the definition used in
Quebec.

As was mentioned, you've met with various stakeholders over
10 times. They were trying to influence you so to draft a particular
definition.

Are you currently still meeting with those stakeholders?
Mr. Mark Schaan: If I understand correctly, there are two parts

to your question.

It's important for me to clarify something. An NDP amendment
asks that a few sentences be removed from the definition proposed
in the bill. The original definition was consistent with the Quebec
definition. It's important to encourage the use of anonymized infor‐
mation because it better protects the privacy of Canadians.

Getting back to the amendment and what motivated it, as well as
the current definition set out in the bill, I must say that many stake‐
holders have conducted analyses, and that's what the proposed defi‐
nition was based on in May 2022.

● (1150)

Mr. Bernard Généreux: Do you think that the large number of
interventions made by some groups, far more than others, could
give the impression that industry players are trying to soften
Bill C‑27, to make it more acceptable to them or easier to interpret
and implement?

Are industry players looking to make their jobs easier at the ex‐
pense of the real need to fundamentally protect privacy or children?

The purpose of the proposed legislation is to protect Canadians.
Do you get the impression that these organizations want to water
down the bill—if I can put it that way—to make it easier to inter‐
pret?

Mr. Mark Schaan: I'm not in a position to interpret the inten‐
tions of those involved. However, I can say that two objectives
emerged from the conversations I had with people in each sector.

On the one hand, people want the standards to be clarified so that
companies are really able to implement them.

On the other hand, the aim is to protect privacy.

The Chair: Thank you, Mr. Généreux.

We will continue with Mr. Perkins, followed by Mr. Vis and
Mr. Garon.

Mr. Perkins, the floor is yours.

[English]

Mr. Rick Perkins (South Shore—St. Margarets, CPC): Thank
you, Mr. Chair.

Thank you to the witnesses.

I'll take a step back, Mr. Schaan. What's the purpose of
anonymization?

Mr. Mark Schaan: As Mr. Chhabra explained, there's a continu‐
um of the privacy-enhancing nature of the state of a piece of infor‐
mation. On one end is anonymization, which essentially renders it
incapable of being able to reidentify the individual, and then, on the
other end, it would be fully declarable. I don't know what the right
term is, but it's essentially understood who the individual is.
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The goal is to create a continuum of likely states of information
and recognize their existence in a commercial context, which the
CPPA will regulate, ensure that appropriate safeguards are placed
along each stage of the continuum and then potentially encourage
the usage of information in those states with the appropriate safe‐
guards in place at each stage.

Mr. Rick Perkins: What's the purpose of a company being
forced to take it to that final test of making sure it's anonymized? Is
it because they're sharing it outside their organization? If it's infor‐
mation you gathered internally through your customer base or
whatever, you don't need it anonymized unless you're sharing it in
some way.

Mr. Mark Schaan: The use cases for anonymized information
would vary, but I think there is an understanding that information
can potentially be still rendered useful either within the organiza‐
tion or outside of it, because, even within the case of identified in‐
formation, it needs to be prescribed to the purposes for which it was
collected. The law specifically states that people should minimize
information only for its most necessary uses.

Even in the case of one's own organization, there would be, po‐
tentially, use cases for which anonymized information might still be
valuable but wouldn't rise to the level of providing either de-identi‐
fied or identifiable information to those parts of the organization,
because there's not a use case specific to why it would leap to that
level. Particularly, in increasingly large and aggregated datasets,
they can have value without necessarily needing identifiable infor‐
mation.

● (1155)

Mr. Rick Perkins: As an example, I'll just draw on my past life
as a retail marketer.

I would be a member of a coalition program, one like air miles.
We would collect and get access to the data of what our customers
would be using air miles for and how it would impact the sales, but
we also could get access to data from air miles more generally, like
what people of certain profiles are doing, but it wouldn't necessarily
be with an individual identifier on it. It would be people in a certain
income bracket or geography or whatever who have these other
purchasing patterns so I could draw some conclusions.

That's a case where I might be buying or getting anonymized da‐
ta as a marketer. Is it that kind of thing?

Mr. Mark Schaan: Yes. I think the use case would determine
whether or not that information was de-identified or anonymized. I
think that in many cases where people think they might be dealing
with anonymized information, they're actually dealing with de-
identified information.

Mr. Rick Perkins: It all depends on what their terms of use are
when they signed up for, in this case, air miles or something else.

Mr. Mark Schaan: Well, no, it actually depends on the tech‐
niques that have been utilized to strip out any personal identifiers.
A de-identified set, like a loyalty program, may still have enough
discernible information to actually constitute itself to be de-identifi‐
able. It would not rise to the level of anonymous information; it
would actually still be considered to be de-identified.

Mr. Rick Perkins: That's a great point. We had testimony from
organizations, like the Canadian Marketing Association and others,
here before the committee that said it's impossible to anonymize
and that this definition was too strong. We heard from others, like
the Privacy Commissioner and others in the privacy space, who
said that it actually is but that it's just not strong enough language.

The idea is to get it to the point where it's impossible to reidenti‐
fy. However, you said a few moments ago with regard to this point
that it's almost impossible. The purpose of the government is not to
get it to impossible but to almost impossible.

What do you see as the difference?

Mr. Mark Schaan: I think you'll see in G-2 the construct of
“reasonably foreseeable”, which is another reason why we believe
that “generally acceptable best practices” is an important construct
because the continued availability of other sets of information, oth‐
er techniques and other kinds of computational tools may take what
was believed to be anonymized and actually shift it to a world in
which it could be. This is why continuous conformity to generally
acceptable best practices and a standard of “reasonably foresee‐
able”—which is “I couldn't have imagined this was possible”—are
the two nuances I'm introducing or suggesting are important when
thinking about anonymized information.

Mr. Rick Perkins: In the Privacy Commissioner's submission to
us on this issue—MP Masse only read a small part—he goes on to
say, in talking about this issue:

As currently drafted, organizations could anonymize personal information using
“generally accepted best practices”.

That's the term we're discussing here.

He goes on:

However, there is no explanation of what these practices are or what would be
considered “generally accepted.” Including this language opens the door to the
possibility that some organizations might rely on anonymization techniques pro‐
moted by certain experts or groups that are insufficient for a given dataset.

Liberal members, the government and yourself have used
CANON as an example of an organization that would provide guid‐
ance. I've met with a number of the members of CANON, which
include the big five banks, Rogers, Telus, Loblaws, Sun Life, Mi‐
crosoft, the CRA, Canada Post, StatsCan and Health Canada. I look
at those big corporate entities, and I know that when I met with
those big corporate entities, they weren't interested in a narrowcast
of a tight definition because it's not in their interests to be able to be
restricted in that way. If you remove this section, I think it puts
more onus on organizations to focus on what the Privacy Commis‐
sioner says and interprets. As we talked about at the last meeting
around the best interests of children, the Privacy Commissioner has
the responsibility under the provisions of this act to provide guid‐
ance to organizations on these areas, does it not?
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● (1200)

Mr. Mark Schaan: The Privacy Commissioner has the capacity
to issue guidance on matters related to the implementation of the
consumer privacy protection act.

Mr. Rick Perkins: That's right, and that's what he goes on to say
in his submission:

the CPPA includes a number of mechanisms for the [Office of the Privacy Com‐
missioner] to assist organizations in meeting their obligations, including provid‐
ing guidance on privacy management programs, developing guidance materials,
and reviewing and approving codes of practice.

I'm not interested that much in what are generally accepted best
practices by industry associations. I'm more interested in the power
of the guidance of the Privacy Commissioner. I'm reluctant to sup‐
port a provision that allows anonymization to be watered down to
“almost impossible but maybe possible” because the language is
given there to allow outside industry associations to set the standard
and not the Privacy Commissioner. Wouldn't you agree that the Pri‐
vacy Commissioner is the appropriate office to set these standards,
not private sector organizations?

Mr. Mark Schaan: I think you'll find no dispute that the Privacy
Commissioner is the ultimate interpreter of the enforcement of the
act.

As it relates to the techniques utilized for the purposes of
anonymization, there are important voices to include, such as those
of academics, who are party to some of what has been encouraged
in this space, and those of Statistics Canada, Health Canada and the
Public Health Agency of Canada. All of these contribute to the
view that acceptable best practices can be established and upheld
within this remit.

Mr. Rick Perkins: Doesn't the Privacy Commissioner have the
responsibility, though, to talk to all of those groups in developing
the policies and guidelines?

Mr. Mark Schaan: The consultative obligations of the Privacy
Commissioner are at the Privacy Commissioner's discretion.

Mr. Rick Perkins: Again, my preference.... I guess this is where
I'll leave it. I'll just restate that I'm not sure an organization like
CANON—which is dominated by the big five banks, the big
oligopolistic telephone companies, the insurance companies and the
large data miners globally, like Microsoft—is the guide I want to
see driving the policies of Canadian privacy law.

Thank you, Mr. Chair.
[Translation]

The Chair: Thank you, Mr. Perkins.

I'm going to turn it over to Mr. Vis.
[English]

Before I do that, I just want to remind members, as we're dis‐
cussing NDP-2, that if NDP-2 is adopted, G-2 cannot be moved be‐
cause there is a line conflict. I highlighted that last time. I just want
to make sure it's on everybody's mind.

Mr. Vis, the floor is yours.
Mr. Brad Vis (Mission—Matsqui—Fraser Canyon, CPC):

That's very helpful, Mr. Chair.

Building on this important discussion about widely acceptable
standards, earlier today, Mr. Schaan mentioned that the best prac‐
tices line, which has taken up the majority of the last hour, is in‐
cluded in Quebec's privacy law.

Is that correct, Mr. Schaan? Is that why the government is adopt‐
ing that language?

Mr. Mark Schaan: That's not the sole origin, but it is noted that
it is one of the benefits of accepting this language.

Mr. Brad Vis: Thank you.

In clause 2, under the “Purpose and Application” section of the
bill on page 8, it reads:

For greater certainty, this Act does not apply in respect of personal information
that has been anonymized.

I think the debate we're having right now is one.... We heard
from witnesses like Ms. Scassa, who talked about the almost im‐
possibility of de-identifying data based on the best practices that
exist out there, and how we can never be 100% sure. That was very
clear. She outlined that the department seems to be very much on
the side of some of those big corporations that want as much lee‐
way as possible in the design of anonymization and de-identifica‐
tion to protect their corporate interests and business interests. That's
fine. That's their objective, and I acknowledge that, regardless of
whether or not I agree with it.

However, if we're making a comparison with the Quebec law,
does the Quebec law exempt anonymized data from the scope and
application of the bill?

More specifically, is there greater certainty in Quebec's law that
would not apply in respect of personal information that has been
anonymized? Is there something in Quebec's legislation like what
we have on page 8?

● (1205)

Mr. Mark Schaan: The Quebec law states that if it's
anonymized by the definitions contained in the regulations, then it
is out of the scope of their privacy law.

Mr. Brad Vis: In Quebec's law, de-identified data does not apply
in this—

Mr. Mark Schaan: It's anonymized data.

Mr. Brad Vis: It's anonymized, but not de-identified.

Mr. Mark Schaan: Anonymized data as set out is outside of the
scope. Once it's been deemed anonymized, it is outside of the scope
of the Quebec privacy law. That's similar to what would occur in
the case of the CPPA.

Mr. Brad Vis: Thank you.

The Chair: Thank you, Mr. Vis.
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[Translation]

I'll now give the floor to Mr. Garon, who is the last person on my
list to discuss NDP‑2.

Mr. Jean-Denis Garon: My question is a follow‑up to the con‐
versation we had about aligning with the Quebec legislation. We've
discussed it privately as well, but we can do it openly.

According to the federal government, the Quebec legislation
refers to best practices. That's true. The Quebec legislation does re‐
fer to best practices. Consequently, according to the government,
Bill C‑27, in its current form, would be consistent with the Quebec
legislation.

That statement seems to me to be absolutely false. Although the
Quebec legislation does refer to best practices, companies will have
to anonymize and de‑identify data in accordance with the terms and
conditions established by the Government of Quebec, by regula‐
tion.

Let's agree on the fact that there are best practices, that's one
thing. However, it isn't enough to include those words. Mr. Masse
said so as well.

We talked about the Canadian Anonymization Network, or
CANON network. It's important to note that this is a lobby group.
It's a collection of companies. To be able to come and speak to us
here, to meet with members of Parliament, members of that net‐
work must be registered in the Registry of Lobbyists.

I'm not at all convinced that the industry won't set its own stan‐
dards in this area. I think that's clear. This is in no way consistent
with what is set out in Quebec's Bill 25. The government has no au‐
thority to establish criteria by regulation. I'll need to be convinced
of that, but it will be difficult.

The Chair: Thank you very much, Mr. Garon.

We'll go to Mr. Turnbull, followed by Mr. Vis.
[English]

Mr. Ryan Turnbull: I wanted to bring in NDP-2, and G-2,
which is another amendment the government has proposed. I think
you all have it. If NDP-2 is voted through, then G-2 is no longer
able to be moved.

I want to bring this in because it perhaps has an impact on the
debate we're having and the alignment with Quebec's law, which I
think Mr. Garon is rightfully pointing out.

Just understanding why "reasonably foreseeable risk" is some‐
thing that is needed in order to align with Quebec's law, Mr.
Schaan, can you comment on how that concept is relevant but also
on how it strengthens privacy protection?

Mr. Mark Schaan: We have consulted a number of experts, in‐
cluding academics and privacy researchers, and the concept of rea‐
sonably foreseeable, which is a well-established principle in law, is
a necessary construct. It's mentioned almost 50 times in the existing
PIPEDA, which we believe regulators and courts are adept at inter‐
preting. Not including that term would have a potential chilling im‐
pact on the use of the technique, which ultimately leads to negative
outcomes for privacy protection. We think there should be in‐
creased uses of anonymization to try to render as much of the infor‐

mation utilized in that format rather than unidentifiable or de-iden‐
tifiable formats because of the privacy-protecting value of that.

In fact, using anonymized datasets could help in a number of
heavy data user applications, including potentially in the space of
AI.

That's our view of why reasonably foreseeable is an important
construct.

● (1210)

Mr. Ryan Turnbull: I understand. I'm not a lawyer, but I under‐
stand that the concept is very well embedded in the law, so "reason‐
ably foreseeable" is quite well understood. Can you speak to that?

Mr. Mark Schaan: As I noted, reasonably foreseeable has been
included in a number of statutes, but it has a strong interpretive val‐
ue that's been added to the existing private sector privacy law in
PIPEDA. It appears there many times and is understood as a con‐
struct that can be tested by both regulators and courts as to whether
or not it was understood by the individual at the time and whether
or not they had taken appropriate measures to anonymize the infor‐
mation.

Mr. Ryan Turnbull: Does it raise the bar on the obligation set
out in the act for companies to abide by if we add “reasonably fore‐
seeable”? It seems to me it raises the bar even further. Would you
agree?

Mr. Mark Schaan: I think what we're pointing to with both
“reasonably foreseeable” and “generally accepted best practices” is
to further test the assumption that someone could just say, “Well, I
anonymized it. To my mind, it was anonymized.” Then we could
say, “But was it reasonably foreseeable that it was anonymized?
Did you actually test it against the available technologies and what
was out in the field? Then, under generally accepted best practices,
did you draw on the very best tools to ensure you were actually ren‐
dering it un-reidentifiable?” I think both of those elements do raise
the bar, because they suggest yet again that someone can't just
throw up their hands and indicate that to their mind it was
anonymized.

Mr. Ryan Turnbull: What's the argument for building in “gener‐
ally accepted best practices” and “reasonably foreseeable”? I under‐
stand both may align with Quebec's law, notwithstanding Mr.
Garon's point, which I think is a very good one, that perhaps em‐
bedding a requirement for things to be specified in regulation may
strengthen it further and address some of the concerns from my col‐
leagues across the way. I think they have all expressed the same
concern that industry shouldn't be setting the standards for itself
and that perhaps, in fact, there should be a regulation. Can you
speak to that?
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I'm sorry for going on and on. I have a tendency to do that some‐
times. To be clear, the question I was asking was what's the argu‐
ment for having “generally accepted best practices” and “reason‐
ably foreseeable”?

Mr. Mark Schaan: “Reasonably foreseeable” aligns with the
“generally accepted best practices” in the sense that if it is reason‐
ably foreseeable, one has to draw on those generally accepted best
practices on the anonymization front in that if you're holding both
ends—that it is reasonably foreseeable but then you're also mandat‐
ing that people be really up to date on the best practices for
anonymization—you're essentially linking those two to say it was
reasonably foreseeable in part because you're actually using the
generally acceptable best practices.

Mr. Ryan Turnbull: So they sort of mutually support one anoth‐
er. They're complementary concepts and they both align with Que‐
bec's law, although there's one key difference. If we voted down
NDP-2 and kept “generally accepted best practices” and we sup‐
ported amendment G-2, which says “reasonably foreseeable”, that
would align with Quebec's law, but the only element that wouldn't
completely align would be having the regulation, the one that speci‐
fies both.

Mr. Mark Schaan: That's correct.

Mr. Ryan Turnbull: What I'd like to propose to my colleagues
is that we vote down amendment NDP-2 and that we embed word‐
ing that includes that best practices would be defined in regulation.
I have suggested wording for that if we get to amendment G-2.

I do think we need “generally accepted best practices” in there in
order for those to be defined by regulations. I think that addresses
some of the concerns that have been expressed, which I think are
valid concerns to have. If the concern is that industry groups can
essentially define best practices however they want, this would ad‐
dress that and would essentially make it dependent upon regulation.
I think that would strengthen it and certainly allow for consultation
to be done. I think that would be very important, but the regulations
would be set or those best practices would be defined essentially by
the government and the OPC. I believe this would align with Que‐
bec's law. Given the debate we've had, it's what I would propose as
a compromise here.

I hope we can vote down amendment NDP-2 together and then,
in good faith, move a subamendment to G-2 that would strengthen
it in the way I've suggested here.

Thanks.
● (1215)

[Translation]
The Chair: Thank you very much.

Mr. Vis.
[English]

Mr. Brad Vis: On those points, I have two questions for clarifi‐
cation.

As per my last question—and I might have missed it—did you
say Quebec's law has a similar clause to clause 5 for greater cer‐
tainty, like what we have on page 8 of the law, or was it solely in

regulation that Quebec deems anonymized data as not being subject
to its act?

Mr. Mark Schaan: It's not the same clause. I'll turn to Ms. An‐
gus to clarify, but it's the same outcome. The anonymized informa‐
tion is not subject to the act.

Mr. Brad Vis: Is that through regulation, or is that embedded in
the statute?

Ms. Runa Angus (Senior Director, Strategy and Innovation
Policy Sector, Department of Industry): The statute says:

Information anonymized under this Act must be anonymized according to gener‐
ally accepted best practices and according to the criteria and terms determined
by regulation.

It is section 23 under the title “Destruction or anonymization”.
When you get rid of personal information, you're either destroying
it or turning it into anonymous information, so you can't reidentify.

Mr. Brad Vis: Once it's anonymized to a standard acceptable by
the Government of Quebec, it is no longer subject to the statute, is
that correct?.

Mr. Mark Schaan: This is why it's in the same category as de‐
structed information.

Mr. Brad Vis: Thank you.

My second question relates to the broad discussion we've had,
but it's a question that hasn't been asked yet. Does Bill C-27 pro‐
vide for the scenario whereby data, once deemed anonymized under
the possibility of new technology, is deemed to be reidentified?

Would it be, therefore, subject to the act again if that data was
reidentified? Is there a clause you can specify in the bill that ad‐
dresses that scenario?

Ms. Runa Angus: That's one thing that generally accepted best
practices do. They require organizations to ensure their information
is anonymized in accordance with generally accepted best prac‐
tices. Those practices evolve. For example, ISO has a standard on
anonymization, and that standard may evolve.

If you're no longer compliant with those generally accepted stan‐
dards, your information is no longer anonymized pursuant to the
act. It becomes identifiable, and, therefore, becomes personal infor‐
mation.

Mr. Brad Vis: Okay.

I have a concern based on what the Privacy Commissioner said. I
don't see why the term “anonymized” would preclude the use of
best practices in a regulation.

I'll stop right there.
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[Translation]
The Chair: Thank you, Mr. Vis.

We will continue with Mr. Garon, who will be followed by
Mr. Masse.

Go ahead, Mr. Garon.
Mr. Jean-Denis Garon: First of all, Mr. Chair, I would like to

express some mild discomfort.

The process that led us to the clause‑by‑clause study of this bill
isn't clear. We know this, and it's been said many times. The depart‐
ment held private meetings. We haven't received a report or brief on
the subject. We don't know what was said. It's difficult for me, as a
parliamentarian, at times.

I'm assuming the officials aren't doing this voluntarily. I don't
know if they're defending the industry or not, but I get the impres‐
sion that they're selling us Bill C‑27 much more than they're an‐
swering our questions. What's more, we don't know where the in‐
formation they have comes from.

This situation makes things difficult and undermines confidence
in the witnesses we're hearing from today. For example, there's the
question of harmonization with Quebec's Bill 25. Witnesses could
have told us that this aspect can be regulated in Quebec and that it's
in the legislation. But instead, they're trying to sell us on the bill.
It's a sales pitch.

I find it very difficult to accept the way the government has act‐
ed. We're working in good faith. I'm not filibustering, but we want
to work in good faith, and parliamentary work isn't easy.

The attitude of the witnesses may not be voluntary, but I urge
them to make an effort, to answer questions much more than give
us with a sales pitch. At the end of the day, we were elected by the
people to study this type of bill. We can't know everything in detail
about the bills of the ten provinces and three territories. In my last
turn, the answer I got was to convince me that the current version
of the bill is in line with what Quebec is doing. I find it very diffi‐
cult to work this way. It's problematic in the context of our parlia‐
mentary work. Our work requires rigour. I just want to say that.

Now we're trying to determine whether it's up to the industry to
tell us what the best practices are and whether we can compromise
on that. Mr. Turnbull showed me the subamendment he's proposing
to amend G‑2. It proposes that “businesses must comply with best
practices and with what has been determined by regulation”.

I don't know if you've read that subamendment or not. We can
ask ourselves whether this text gives the government the possibility
of not regulating, of making the decision not to adopt regulations
and, as in its current version, leaving the choice of best practices to
the industry.

Obviously, since the bill is already drafted like that, it implies
that it would be the preference of the government, or of the current
government, at least.

Can the government make that decision? Can it table a regulation
with no content?

● (1220)

Mr. Mark Schaan: Thank you for the question.

It depends a bit on the specific words used in the subamendment.
If we use the expression “prescrit par règlement”—I don't know if
that's the right word in French—it requires the government to pro‐
duce those regulations.

Mr. Jean-Denis Garon: I'd like to read you the text of the defi‐
nition, and I'd like to know your opinion on it:

Anonymizing means irreversibly and permanently altering personal information
in accordance with generally accepted best practices to ensure that there is no
reasonably foreseeable risk in the circumstances that a person can be identified
from the information, directly or indirectly, by any means, in accordance with
the criteria and terms set out in the regulations.

In concrete terms, what is the government's regulatory obliga‐
tion?

Mr. Mark Schaan: Worded that way, it says that regulation is
necessary.
[English]

It's required to be able to fully live out the clause, so the govern‐
ment would be under obligation to have the regulations in place to
be able to further the effort.
● (1225)

[Translation]
Mr. Jean-Denis Garon: From what I understand, the former pri‐

vacy commissioner of Quebec also said that the current version of
the bill had the weakness of allowing a government to regulate
somewhat in a vacuum.

I'm really trying to get a sense of what the right thing to do is.

Mr. Masse's amendment says that, in case of doubt, the aggrieved
person is always right. So the standard is very high.

In the initial version of the bill, the government tells us that it
will let industry determine best practices and that people will live
with the consequences.

We're looking for a middle ground in the compromise. I'm trying
to understand the nature of the trade‑off from a regulatory perspec‐
tive.

Do you understand?
Mr. Mark Schaan: No. Could you repeat that, please?
Mr. Jean-Denis Garon: If we remove the expression “best prac‐

tices”, that imposes a tremendous obligation on businesses. The
fact that the commissioner can determine, among other things, that
a person has been wronged and should not have been identified
gives him—and I think this is Mr. Masse's intention—substantial
power. It's a very important protection.

In the current version of Bill C‑27, it says that generally accepted
practices would be determined de facto by the private sector.
Mr. Turnbull's amendment proposes a compromise between the
two.

What I'm trying to get at, then, is whether the proposed suba‐
mendment to G‑2 gives the government an opportunity to shirk its
obligation to regulate properly.
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Do you understand my question?
Mr. Mark Schaan: I think so.

I have three points on that.

The introduction of the concept of “best practices” temporarily
provides clear standards on how to properly anonymize data. It is
specified in the regulations to provide clear standards on the use of
the data and to provide guidance to the commissioner.

It's also possible that the commissioner, through the actions he'll
take to enforce the act, will contribute to the evolution of these con‐
cepts in all facets of the bill. The commissioner also has the ability
to influence the definition of these concepts.
[English]

That happens all the time, in the sense that with enforcement ac‐
tions comes even further precision about how this will be under‐
stood. At the outset, there will be a commitment to use the best
technology available. That will, then, get laid out in the regulation-
making process, which is consultative by nature, and then further
established in enforcement.

Mr. Jean-Denis Garon: Okay.
[Translation]

The Chair: Thank you very much, Mr. Garon.

Mr. Masse, you have the floor.
[English]

Mr. Brian Masse: I think there are a couple of things that are
very to important to reinforce. I know that we're talking a little bit
about G-2 as well, which was introduced later on and apparently
needs some fixing, but in the first argument the government had
against this, they actually tried to use the Privacy Commissioner
against the Privacy Commissioner. The Privacy Commissioner still
stands by a suggested change for a lot of reasons and that hasn't al‐
tered.

The second part was to use the fear factor with Quebec, which
has been diminished in all important aspects. The reality is that the
former commissioner of information in Quebec noted an important
distinction in regimes. This could provide more protection for Que‐
bec through the Privacy Commissioner.

If we are going to move to some type of regulation, that also
means taking this away from Parliament and putting it in the hands
of others who are less independent. I cannot see, for the life of me,
when we look at best practices, how it's then assumed that the Pri‐
vacy Commissioner would have the worst practices. In fact, the Pri‐
vacy Commissioner could actually have awesome practices; they
could be quite different from those of the best practice argument. In
some industries, in earlier times, best practices included things like
seat belts being optional in cars. Those are different points in time
where we've had a change, an altering. We have an important in‐
dustry emerging here.

Again, I think it's a philosophical thing. I do not want to let this
go back to the government. It was interesting to hear the arguments
about this, to keep this in here, from organizations that have on
their board of directors Loblaws, Sun Life, Private AI, Telus, Mi‐

crosoft, TD Bank, BMO, CIBC, RBC, Rogers, Magna and
MetroLinx, a whole bunch of other lawyers and so forth, and that
was the primary discussion used to actually support this.

With that, I hope that we can move on to a vote. I think it's im‐
portant that we have this philosophical point finished. I'm siding
with the Privacy Commissioner, I'm siding with the public interest,
I'm siding with that versus taking it out of our hands and giving in‐
fluence to the backroom lobbying and other nefarious organizations
that may not have the public interest at heart but have your infor‐
mation interest at heart.

● (1230)

[Translation]

The Chair: Thank you, Mr. Masse.

Mr. Williams is next, followed by Mr. Turnbull.

Go ahead, Mr. Williams.

[English]

Mr. Ryan Williams: Thank you, and I do agree that we need to
get this to a vote.

I think this is a really good debate because it looks at the core of
what we're trying to protect here. I believe that when we introduce
language other than the simplest language, especially for
“anonymize”, we are actually introducing ambiguity in the fact that
it is going to be the Privacy Commissioner and the courts that set
precedence. As my colleague, Mr. Masse, just mentioned, it's going
to be the Privacy Commissioner who's going to give best practices
and the courts through precedence that will look at cases and then
set those best practices for business.

It's not up to the government to have an evolving list. The GDPR
was mentioned. The GDPR, which we consider the gold standard
for privacy, does not explicitly define “generally accepted best
practices”. They say it aims to provide a broad framework that can
adapt to evolving technologies and societal norms. They've re‐
moved it, not added it in. Parliament can in no way be as quick as
business to protect it but also can in no way be as quick as business
to ensure that it gets out of the way.

If we want businesses to protect privacy, it's going to the Privacy
Commissioner who has to be the be-all and end-all of what privacy
is and how it's debated and how it's adhered to, and again, the
courts would have the final say. But adding language in, including
there's “no reasonable foreseeability”, because again we're not
adding context to that, and adding “accepted best practices” without
concrete context to that would be adding ambiguity to anonymiza‐
tion, which we don't want in a bill that is supposed to protect priva‐
cy for Canadians.

So for both of those amendments we'll be voting no and hopeful‐
ly we'll move on to the important parts of this bill.

Thank you.



April 15, 2024 INDU-118 15

[Translation]
The Chair: Thank you.

The floor is yours, Mr. Turnbull.
[English]

Mr. Ryan Turnbull: It's not surprising.

We've already had the debate. Mr. Williams, I respectfully dis‐
agree with the fact that you reference something about keeping up
to date and evolving, which is exactly what the “generally accepted
best practices” is designed to do. I've sent around a subamendment
for G-2. Mr. Garon and I discussed it and he was referencing it and
I wanted to make sure that every member had the wording.

Mr. Brian Masse: I have a point of order.
The Chair: Hold on just one second, Mr. Turnbull.

Mr. Masse, you have a point of order.
Mr. Brian Masse: I understand you have some latitude that's

necessary for this, but now we're trading notes on a future amend‐
ment without dealing with the current amendment in front of us. I
think we have to deal with the amendment in front of us.

Mr. Ryan Turnbull: Can I speak to that point of order?
The Chair: I'll respond to that.

We do, of course, Mr. Masse. You are correct. We will, in any
event, deal with NDP-2 before we go any further. However, given
that G-2 is rendered moot if NDP-2 is adopted, I think it's fair to
allow for a discussion of the amendments going forward as well,
because they're impacted by that too. We're not going to vote on
anything else before NDP-2, of course.

Mr. Brian Masse: That's fine. I appreciate your ruling, Mr.
Chair. The only point I would make to that is none of that was ever
introduced by the government until, basically, a few minutes ago.
We've been dealing with this amendment for hours and hours, and
even the original intervention by the government really didn't deal
with this issue, but all of a sudden it's coming up now. Perhaps in
the future we could have some more courtesy with regard to how
we spend so much time on something and then see another thing
come to fruition.

The Chair: It's duly noted, Mr. Masse. I appreciate your com‐
ment.

I yield the floor to Mr. Turnbull.
Mr. Ryan Turnbull: In this committee there are lots of things

that are worked through on the fly. In this particular case, we're try‐
ing to create a subamendment that both aligns with Quebec and
deals with some of the concerns committee members raised. I call
that compromise, collegiality and a constructive process. Those are
the intentions behind circulating that, so I take issue with the senti‐
ments from Mr. Masse on that. It's actually a constructive way to
move forward, and I think it deals with a lot of the concerns that
committee members have brought up. Obviously, we can debate
that. I think that, because G-2 hinges on the vote on NDP-2, it's
perfectly legitimate to bring that up and have the conversations
about how these concepts work together, all on the same definition
of “anonymize”, and that's important.

I don't know whether there's a path forward here, but I wonder, if
we had a moment to suspend and consider the wording, whether we
could find a path forward on what I've circulated and then come
back and vote on NDP-2. Chair, I respectfully ask if committee
members are willing to suspend for just five minutes to consider
and to see whether we can find a path forward on both NDP-2 and
G-2, and when we come back perhaps we can vote.

● (1235)

The Chair: I'm inclined to allow a suspension for five minutes,
and then when we come back we vote on NDP-2.

Is that fair with everyone?

Mr. Brian Masse: Just to be clear on what we're doing, will we
go in camera so that the public doesn't see what happens as we ne‐
gotiate something behind closed doors, and then we'll re-emerge
with a decision, after we've been in public all this time? I just want
to be clear on how this will work.

The Chair: I understand, Mr. Masse, that Mr. Garon has read the
text of the subamendment that was sent to committee members on
the record, so that's essentially what will be discussed by members.
The only reason I see is that members can really read the text, take
some time to read it. Then, if we want to debate some more, we can
always debate some more, but NDP-2 will still be, of course, on the
agenda and ready to be voted on when we come back—in five min‐
utes, I'd say, because we're already almost done with this meeting.

We will suspend for five minutes for members to read the suba‐
mendment, and then we'll be back.

● (1235)
_____________________(Pause)_____________________

● (1245)

The Chair: We are back. I believe the white smoke has emerged,
so Mr. Turnbull, go ahead.

Mr. Ryan Turnbull: We had a good discussion among all the
different parties represented and their vice-chairs. We discussed
how we could work on a subamendment to NDP-2.

Essentially, we would take out “generally accepted best prac‐
tices”, but still include language on “reasonably foreseeable risk”.
To add that back in, we would work on wording to return to the
committee at our next meeting, so that we could move past this
fairly quickly. That would mean G-2 would not be moved or would
not be admissible.

We'll do that work between now and the next meeting, so we can
get past NDP-2 and move on. That's what we agreed to.

The only other thing is that I know Mr. Perkins has a motion that
he wants to deal with. We thought perhaps we could deal with that
for the last 10 minutes, Chair, if you're okay with that.
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The Chair: You're making my life and my job very easy, Mr.
Turnbull. Thank you very much.

We'll get to NDP-2 as amended at the next meeting.

Mr. Perkins, the floor is yours for your motion.
● (1250)

Mr. Rick Perkins: Thank you, Mr. Chair.

Thank you, MP Turnbull.

I think there was a caveat there, which is that MP Masse wants to
make sure he's comfortable with the wording since it's his original
amendment to the bill. Thanks for doing that.

We put a motion on notice last week. I won't go over schedule
versus schedule 1 again, but in that discussion, we're talking about
schedule 1 and schedule 2.

One of the concerns we have around schedule 2 I talked about,
but the deputy minister spoke to a group of lawyers at the TD Bank
tower and basically said that the content management definition of
“high-impact systems” would allow them to ask for and access AI
algorithms in any content moderation that, I believe, he terms as
“biased”.

With that, I'd like to move the following motion:
That, in relation to Bill C-27, An Act to enact the Consumer Privacy Protection

Act, the Personal Information and Data Protection Tribunal Act and the Artificial
Intelligence and Data Act and to make consequential and related amendments to
other Acts, and given that;

(a) Simon Kennedy, the Deputy Minister of Innovation, Science, and Economic
Development, was the keynote speaker at the “Business Leaders Breakfast” at Mc‐
Carthy Tétrault's Strategic Advisors at the TD Bank Tower in Toronto, on Novem‐
ber 7, 2023; and

(b) given that the Deputy Minister read from a pre-prepared 20-minute speech
discussing the department's most recent developments on the use of AI, which in‐
cluded discussions of moderating and prioritizing the social media content Canadi‐
ans see for the purposes of combatting online misinformation through Bill C-27;

the committee therefore order the production of (i) the draft speaking notes rec‐
ommended to the Deputy Minister for use by his department in relation to the
breakfast, and (ii) the final version of the speaking notes that the Deputy Minister
relied upon during his appearance at the breakfast, and that these documents shall
be deposited with the clerk of the committee, in both official languages, no later
than—

It said today, but I'm going to suggest April 22, 2024. That's a
week from now. Perhaps somebody could give us an indication of
whether that's enough time to get it in both official languages, since
I'm not aware of whether it was produced in such language.

We could obviously be flexible by another week, perhaps, on that
date. Surely, with the translation resources available to the Govern‐
ment of Canada, the deputy minister's speech could be translated
within two weeks.

The Chair: Thank you, Mr. Perkins.

I have Mr. Turnbull, on the motion.
Mr. Ryan Turnbull: We don't have a problem with this. I think

the only thing was the date.

Could we amend it to say “as soon as possible”? Would that be
sufficient for the Conservatives?

That way you're sure to get it as soon as we can make it avail‐
able.

The Chair: Mr. Perkins.
Mr. Rick Perkins: I understand they meant [Inaudible—Editor].

That's why I suggested the 22nd or perhaps a week later.

I think that nothing focuses the mind like a hanging in the morn‐
ing, so if we could set a date, that would perhaps be more appropri‐
ate to make sure the government works towards a specific date.

I would suggest saying two weeks from now. If that's a problem,
that could be conveyed to the clerk and we could seek another,
more reasonable time.

The Chair: Okay, let's say May 1. Would that work?

Mr. Rick Perkins: Sure.

The Chair: Is there a consensus to amend the date at the end of
the motion to May 1?

Some hon. members: Agreed.

(Motion as amended agreed to [See Minutes of Proceedings])

The Chair: Okay, the motion is adopted. Thank you, Mr.
Perkins.

Thanks to the officials for joining us yet again today, and see you
Wednesday.

The meeting is adjourned.
● (1255)

 









Published under the authority of the Speaker of
the House of Commons

Publié en conformité de l’autorité
du Président de la Chambre des communes

SPEAKER’S PERMISSION PERMISSION DU PRÉSIDENT
The proceedings of the House of Commons and its commit‐
tees are hereby made available to provide greater public ac‐
cess. The parliamentary privilege of the House of Commons
to control the publication and broadcast of the proceedings of
the House of Commons and its committees is nonetheless re‐
served. All copyrights therein are also reserved.

Les délibérations de la Chambre des communes et de ses
comités sont mises à la disposition du public pour mieux le
renseigner. La Chambre conserve néanmoins son privilège
parlementaire de contrôler la publication et la diffusion des
délibérations et elle possède tous les droits d’auteur sur
celles-ci.

Reproduction of the proceedings of the House of Commons
and its committees, in whole or in part and in any medium,
is hereby permitted provided that the reproduction is accu‐
rate and is not presented as official. This permission does not
extend to reproduction, distribution or use for commercial
purpose of financial gain. Reproduction or use outside this
permission or without authorization may be treated as copy‐
right infringement in accordance with the Copyright Act. Au‐
thorization may be obtained on written application to the Of‐
fice of the Speaker of the House of Commons.

Il est permis de reproduire les délibérations de la Chambre
et de ses comités, en tout ou en partie, sur n’importe quel sup‐
port, pourvu que la reproduction soit exacte et qu’elle ne soit
pas présentée comme version officielle. Il n’est toutefois pas
permis de reproduire, de distribuer ou d’utiliser les délibéra‐
tions à des fins commerciales visant la réalisation d'un profit
financier. Toute reproduction ou utilisation non permise ou
non formellement autorisée peut être considérée comme une
violation du droit d’auteur aux termes de la Loi sur le droit
d’auteur. Une autorisation formelle peut être obtenue sur
présentation d’une demande écrite au Bureau du Président
de la Chambre des communes.

Reproduction in accordance with this permission does not
constitute publication under the authority of the House of
Commons. The absolute privilege that applies to the proceed‐
ings of the House of Commons does not extend to these per‐
mitted reproductions. Where a reproduction includes briefs
to a committee of the House of Commons, authorization for
reproduction may be required from the authors in accor‐
dance with the Copyright Act.

La reproduction conforme à la présente permission ne con‐
stitue pas une publication sous l’autorité de la Chambre. Le
privilège absolu qui s’applique aux délibérations de la Cham‐
bre ne s’étend pas aux reproductions permises. Lorsqu’une
reproduction comprend des mémoires présentés à un comité
de la Chambre, il peut être nécessaire d’obtenir de leurs au‐
teurs l’autorisation de les reproduire, conformément à la Loi
sur le droit d’auteur.

Nothing in this permission abrogates or derogates from the
privileges, powers, immunities and rights of the House of
Commons and its committees. For greater certainty, this per‐
mission does not affect the prohibition against impeaching or
questioning the proceedings of the House of Commons in
courts or otherwise. The House of Commons retains the right
and privilege to find users in contempt of Parliament if a re‐
production or use is not in accordance with this permission.

La présente permission ne porte pas atteinte aux privilèges,
pouvoirs, immunités et droits de la Chambre et de ses
comités. Il est entendu que cette permission ne touche pas
l’interdiction de contester ou de mettre en cause les délibéra‐
tions de la Chambre devant les tribunaux ou autrement. La
Chambre conserve le droit et le privilège de déclarer l’utilisa‐
teur coupable d’outrage au Parlement lorsque la reproduc‐
tion ou l’utilisation n’est pas conforme à la présente permis‐
sion.

Also available on the House of Commons website at the
following address: https://www.ourcommons.ca

Aussi disponible sur le site Web de la Chambre des
communes à l’adresse suivante :

https://www.noscommunes.ca


