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ABSTRACT

The Data Fusion And Correlation Techniques Testbed (DFACTT) was
developed at Defence Research Establishment Ottawa to investigate
automated analysis processes for Communications Electronic Warfare.
The aim is to automate the collection, correlation and fusion of
Electronic Warfare (EW) and intelligence data to provide real-time
enemy situation estimates and immediate threat warning to the
battlefield commander. DFACTT employs integrated command, control,
and communication functions to automate the complete EW process.
Developed in an object oriented software environment, DFACTT
collects, correlates, displays on a topographical map, and stores
EW and intelligence data. The main functions of the system include
automated sensor data analysis and doctrinal template matching.
This document describes advances made in the development of new
algorithms and techniques for radio location data analysis and
doctrinal template matching.

RESUME

Le banc d’essai pour les techniques de fusion de données et de
corrélation (DFACTT) fut mis au point au Centre de recherche pour
la défense, Ottawa, pour étudier les processus automatisés
d’/analyse des communications de guerre électronique. Son but est
d’automatiser 1la collecte, 1la corrélation et 1la fusion des
renseignements et des données de guerre é&lectronique afin
d’évaluer, en temps réel, la situation de 1’ennemi et d’informer le
commandant du champ de bataille des menaces immédiates. DFACTT
- automatise tout 1le processus de guerre électronique grice &
1l’intégration des fonctions de commande, de contréle et de
communications. DFACTT utilise un langage & objets. Il collecte,
corréle et affiche sur une carte topographique et il emmagasine les
renseignements et 1les données de guerre é&lectronique. Les
fonctions principales du systéme incluent 1l’analyse automatisée des
données des capteurs et l’identification des modéles doctrinaux.
Ce document décrit 1les progrés du développement des nouveaux
algorithmes et des techniques d’analyse des données de radio
- localisation et d’identification des modéles doctrinaux.
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EXECUTIVE SUMMARY

The Data Fusion And Correlation Techniques Testbed (DFACTT)
was developed at Defence Research Establishment oOttawa to
investigate automated analysis processes for Communications
Electronic Warfare. The aim of the DFACTT system is to automate
the collection, correlation and fusion of EW and intelligence data
to provide real-time enemy situation estimates and immediate threat
warning to the battlefield commander. To achieve this aim, DFACTT
employs integrated command, control, and communication functions to
automate the complete Electronic Warfare (EW) process. The DFACTT
system utilizes EW sensors, such as radio direction finding and
intercept systems, and communications equipment fielded by the
Canadian Forces. The DFACTT Analyst workstation, designed in an
object oriented software environment, provides the automated data
reduction and association capabllltles and data storage within its
database. The raw data and analyzed information are automatically
displayed in real-time as icons overlayed on a high resolution
topographical map. The EW analyst can access database information
directly from the map, or from a text or graphics window. Two of
the main system functions are automated sensor data association and
reduction, and doctrinal template matching. This document
describes advances made in the development of new algorithms and
techniques for radio location data analysis and doctrinal template
matching.

The DFACTT sensors provide multiple lines of bearing reports
on a radio emitter. Triangulation of these lines of bearing
generate a number of location estimates. An association algorithm
is used to reduce a series of location estimates or fixes into a
cluster with a reduced location estimate error term. The data
clustering algorithm considers the various emitter fix parameters.
The clusterlng results depend on the time stamp of the signal
‘emission, and the actual .location estimate of the emitter and the
accuracy of the triangulated fix represented by a confidence
ellipse.

Doctrinal Template matching is a form of data analysis that
exploits known doctrinal information to identify and determine
further information about the physical deployment of the opponent
forces. The doctrinal templates used by the DFACTT Analyst
Workstation are based on the Electronic Order-of-Battle (EORBAT) of
enemy units. The location estimate and unit identification data
collected and analyzed by the DFACTT system is complemented and
further refined by comparing it to known doctrinal deployments.
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1.0 INTRODUCTION
1.1 Aim

Research was conducted at the Defence Research Establishment
Ottawa to develop new reduction, correlation, association, and
fusion techniques for the analysis of land Electronic Warfare
data. This report presents techniques for radio emitter fix
clustering and doctrinal template matching.

1.2 Background

The Data Fusion And Correlation Techniques Testbed (DFACTT)
project was developed to automate the data processing necessities
of land Electronic Warfare [1]. Two aspects of data analysis are
discussed in this paper, radio emitter fix clustering and
doctrinal templating.

Radio emitter fix clustering uses data fusion techniques to

- generate accurate location estimates of enemy radio emitters.

The various EW sensors collect data on targeted emitters on the
battlefield. This collective information is combined by the
clustering method to generate a more accurate estimate of the
actual emitter position.

Doctrinal templating is the comparison of collected data
about the battlefield situation with the expected layouts of
established doctrinal deployments. By matching the estimated
deployment with known doctrine it is possible to better estimate
the battlefield situation.

1.3 Scope

, This report presents the data reduction and fusion
algorithms for radio emitter fix clustering and tools developed
for doctrinal template matching as part of the DFACTT project.

2.0 DFACTT ANALYST WORKSTATION

The Analyst Workstation proVides a work environment for the

'EW analyst consisting of a map-based user interface, a series of

tactical databases, a report generator and control interfaces to
the other components of the DFACTT system. The Analyst
Workstation automates the analyst’s repetitive duties, such as
processing incoming data, displaying new information on the
tactical map display, tracking friendly radio frequency usage,
tracking sensor activity and generating formatted reports. Most
important to this report, the Analyst Workstation has
capabilities to handle the data reduction, association and
correlation to analyze the raw data it receives from the other

DFACTT components.




The tactical map display is an intuitive visual
representatlon of the battlefield. The displayable information
is overlayed on the map. The map display uses a mllltary UTM
grid reference coordinate system that can be set to various
scales. A raster scanned topographical image is used as a
background. The military units on the battlefield are
represented on the tactical map display as friendly or enemy
icons. The icons provide direct access to the tactical database.
Radio emitter fix clustering manipulations and results are
performed from the tactical map display. The doctrinal
templating menu options are also available from the tactical map
display. An example of the tactical map dlsplay is provided in
Figure 1.

3.0 RADIO LOCATION DATA ANALYSIS
3.1 Description

The emitter location data provided to the DFACTT by the
radio direction-finding (DF) system consists of a series of
emitter fix estimates collected over time. The information
provided by these estimates are a two dimensional location vector
with a confidence ellipse of the estimate and the radio frequency
of the emitted signal with a time stamp. The EW analyst usually
wishes to reduce this raw data and produce a more accurate
estimate of the emitter’s location by clustering multiple fixes.

The user can cluster any or all fix estimates, by
highlighting them and selecting the "cluster selected fixes"
function from the map menu. All selected fixes are
automatically sorted by frequency and time. A clustering test
function is then applied to the selected ellipse data for each
frequency. The test returns the probability that any two fix
estimates were actually generated by the same emitter within a
given time frame, and thus the likelihood that they should be
clustered. The system then proceeds with fusing all selected
fixes that meet the clustering criteria.

This fusion provides a better location estimate for the
emitter than the unprocessed collection of fixes. The clustering
algorithm provides a better location assessment from multiple
location fixes on the same emitter by combining the fixes by
weighting their respective error ellipse and time. The result is
a cluster located at the weighted mean center of the combined
fixes with a reduced error ellipse. An example of clustering
emitter fixes is shown in Figure 2.

3.2 Confidence Ellipse

The location estimate supplied to the clustering system
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represents the mean two dimensional (x and y coordinate) location
vector. The confidence ellipse associated with the radio emitter
fix estimate represents the variance on this mean value. It is
the area in which the emitter can be found for a given
probability, usually 50% or 90%. The confidence ellipse is
subsequent to the x and y error terms on the fix location
estimate.

The location estimate confidence value is representable
either geometrically as a confidence ellipse with major axis,
minor axis, and rotation with respect to the true north or by a
covariance matrix. The confidence ellipse is used as the weight
of the location vector in the combination test and the clustering
algorithm computation of the new location estimate. The ellipses
must be converted to their matrix form for the decision test and
fusion, then converted back to geometric form as a cluster.

3.2.1 Covariance Matrix from Ellipse

The geometric representation of the error ellipse provides
the major axis, a, the minor axis, b and the orientation 0 of the
confidence ellipse. The variance-covariance matrix, S, of the
ellipse is defined to be [5]:

a?cos?0 + b2?sin?@ (a2?-b2)cosH sind )
S = cos , ] (1)
(a?-b?)cosO sinB b2cos?0 + a2sin20

which is the form necessary to perform the clustering operation.
3.2.2 Ellipse from Covariance Matrix

The clustering algorithm must also determine the ellipse
parameters from the resulting cluster covariance matrix. Since
the covariance matrix is a symmetric matrix (i.e. m;y = my; for
each matrix entry), this 2x2 matrix contains only thre &&stinct
entry values. The parameters to be determined are the major
axis, a, the minor axis, b and the orientation 6. The result is
a system of three equations and three unknowns. The covariance

matrix is represented as:

my; My,

s- (2)

My, My,

- from which the major and minor axis and the orientation of the
'clustered ellipse must determined.

3.2.3 Determining Orientation

‘ The orientation of ellipse, 0, can be found first by solving
covariance matrix for 0:




2my 2{(a?-b?) cosh sind

m,; - th- a2cos?@ + b?sin?0 - b*cos?0 - a*sin?@ N
2 (a?-b?) cosO sind
(a2?-b2?) (cos?0 - sin20)
2cosB sinb (3)
cos?08 - sin?%6@

_ 8in20

" cos26 ' i ' o

2m.
2= tan20

iny = Myy

Therefore:

6 =-%,atan(—jzﬁi—) (4)
A special case of this would be when m;; = my,. This would mean

a2cos?0 + b2sin?%0 = b3cos?0 + a?sin?6
(a? - b?) cos?0 = (a? = b?) sin?@ (S)
cos?0 = sin26

0 is restricted to: mw < 6 <0, so 6 = /4 or 6 = 37w/4

If, on the other hand, the equality mp; = Myy results from a = b,
then the ellipse degenerates into a circle and the value of 0 can
be set to anything.

3.2.4 Determining Axes

Once 0 is known, the major or minor axis can be determined.
In solving for either axis it should be noted that there is a ;
special case when sin 20 = 0. Then 20 = 0 or w, so 6 = 0 or mw/2. ‘
If 6 = 0 then a = vm;; and b = vm,,. Similarly, when 0 = m/2
then b = vm;; and a = vm,,.

The minor axis b is determined by:




my + My My | (a%+b?) (cos?@ + sin%@) _ (a%-b?)
2 5in20 2 2
- (2a2+b2-32+h2)
2

[ 2p (6)
=\ : .

Mgy * Mpy | My
2 sin26

The major axis, a, can then be solved, assuming b is already
determined.

Y, + my, - b?=y(a® + b%) - b?
Vi, * my, — b= y/aZ (7)

— 2 _
¢h51+-n52 b= a

3.3 Correlating Emitter Ellipses

When the EW analyst selects a number of emitter fixes to be
clustered, the system must determine which emitter ellipses
should be clustered together. This correlation is based on the
frequency, time, and location of each emitter fix.

A collection of fixes could be portrayed as:

FIX1l frequencyl timel locationl
FIX2 frequency2 time2 location2
FIX3 frequencyl time3 location3
FIX4 frequency2 time4 location4
FIX5 frequencyl time5 location5s
FIX6 frequency3 timeé locationé

where it is assumed that only one fix can be taken at a given

7




instant in time and that it is unlikely that two fixes would have
exactly the same location and error ellipse. All selected fixes
are first sorted by frequency, then grouped in pairs by time:

FIX1 frequencyl timel locationl
FIX3 frequencyl time3 location3

FIX5 frequencyl time5 location5

FIX2 frequency2 time2 location2
FIX4 frequency2 time4 location4

FIX6 frequency3 timeé locationé6

In this example FIX1l and FIX3 would first be tested for
correlation in time and then in location. If the two fixes met
the respective confidence thresholds they would be clustered.
FIX5 would then be tested for correlation with the frequencyl
cluster in a similar fashion.

3.3.1 Time Correlation

In the DFACTT system, emitter fixes have an associated time
stamp based on when the data was collected. Because radio
emitters often move on the battlefield, the more recent emitter
data has a higher confidence. In the current implementation, the
level of confidence decays exponentially with time, to model the
"aging" of the data. This "age" is used to determine whether two
ellipses should be combined or not. The DFACTT uses the relative
time between two candidate ellipses for time correlation, not the
current real time of the system. This is to allow the EW analyst
to examine situations at the time they occurred not at the moment
of analysis.

The time correlation test is used to determine if a new
emitter ellipse should be added to an existing ellipse or cluster
based on their relative ages. A cluster has a time range
encompassing the time stamps of all the fixes that have been
fused ‘to form the current ellipse When a fix is to be added to
an existing cluster the cluster is treated as an ellipse using
its most recent time stamp. The time correlation test treats the
time stamp of a cluster and a fix equally. The user specifies a
maximum time range over which it may be assumed that two
emissions, on the same frequency and from the same approximate
location (assuming the locations correlate), belong to the same
emitter. Let E; and E, be two ellipses with time stamps t,, £,
respectively, and the spe01f1ed time range be t, The time
correlation test T(E;,E,) is given by:




Tt Tt
S — (8)
T(El, Ez) = e r

The result is compared to a time confidence threshold, C; (a
value representing the confidence that the two fixes originated
from the same emitter). The value of the time range and the
confidence threshold can be determined empirically, or
arbitrarily set by the user. Example values used in DFACTT are a
time range of ten minutes and a confidence threshold of 50%.

3.3.2 Location Correlation

Given two point estimates, represented by confidence
ellipses, the location correlation test determines the confidence
level to which they represent the same source, geometrically.

The value of the acceptance statistic is usually compared to a
given confidence threshold C;, i.e., 50%. Let E; and E, be two
fix confidence ellipses, let v; and v, be the coordinates of
their centres, and let S; and S, be their variance-covariance
matrices. The location correlation test statistic, denoted by
L(E,, E;) is given by [5]:

L(Ey, Ep) = (v - vp)T(S; + 55) vy - vy) (9)

If the location confidence level exceeds the threshold Cy,
and the time confidence level exceeds the threshold C;, the two
enitter fixes will be clustered.

3.4 Clustering Emitter Fixes

Emitter fixes are clustered by combining their confidence
ellipses. Let © denote the combination operator. To represent
the resulting ellipsis of the combined ellipses E;QED ... @ E
the variance-covariance matrix and the centre point are
sufficient. The resulting variance-covariance matrix is given by

[5]:

nrt

1

$;0s5,D ... ®s, = (s;F +s5;1 + ... s (10)

and the resulting centre point is given by:




EE® ... E=(5®D... Ds,) (87'v; + ... +S;'v,) (11)

n

It can be shown that the combination operator @ is commutative
and associative [6]. From the associative and commutative
properties of @ we can deduce that combining a set of ellipses
will result in the same ellipse, independent of the combination
order. Once the resulting ellipse is calculated in matrix form
it is converted back into geometric form, using equations 4
through 7, as a confidence ellipse with major axis, minor axis,
and rotation with respect to the true north.

The emitter cluster represents a more accurate estimate of
an emitter’s location than the individual fixes of which it is
comprised. This cluster is realised as an object in the DFACTT
that can be stored, displayed, identified as an emitter or unit,
tracked over time, and correlated with intercepted radio traffic.

4.0 DOCTRINAL TEMPLATING

The Doctrinal Templating feature of the DFACTT Analyst
Workstation assists the EW analyst in identifying the battlefield
formations of the opponent forces using the tactical map. The
doctrinal templates used by the DFACTT Analyst Workstation are
based on the Electronic Order-of-Battle (EORBAT) of an opposing
force [10]. The Analyst Workstation maintains databases of known
battlefield deployments or templates. It also allows the user to
create new "working" templates based on the current estimate of
the opposing force’s EORBAT. These working templates help
- identify a change in a given tactical deployment relative to the
previous deployment estimate. Previously the analyst had to
rely on his visual matching ability to identify EORBAT templates
[2]. The DFACTT Analyst Workstation now uses automated
algorithms for matching both doctrinal and working templates to
the estimated battlefield situation.

Doctrinal Templating compares the deployment templates from
the Doctrinal Database to the units on the Tactical Map. The
comparisons result in a confidence factor value for the template
match. The templating match results are listed in the Templating
Match Browser. The match results for the individual units for a
template are listed in the Element Match Result Browser.

The template matching algorithm determines the best matches
between the individual units of the template and the opponent
units on the tactical map. The matching pairs are selected by a

10




"greedy" algorithm, they are chosen in order of best confidence
factor for the pair match.

All the known battlefield information can be displayed on

- the Tactical Map. The displayable items include the opponent
units and the templates. Furthermore, new templates can be
created from the tactical map. All template icons are displayed
using standard military symbology [9] to aid the EW analyst in
identifying the opponent force disposition. An example of
doctrinal templating using the tactical map (with no background)
is show in Figure 3.

4.1 DFACTT Templating Functions

Doctrinal Templating is invoked from the Tactical Map
display of the DFACTT Analyst Workstation. For more information
about the Doctrinal Templating user interface please consider
reference [4]. The templating options allow the user to create,
delete or display a template on the tactical map, or to match a
template against selected opponent icons on the tactical map.
The matching options are available from the DFACTT Templating
- menu. The user may match a collection of templates from the
Working or Doctrinal Database, or match a specific template
selected by name from the templating databases, or directly from
the tactical map display.

For each template match, the user is prompted, by a
crosshair cursor, for the hypothesized location of the
headquarters command post of the template on the tactical map.
The user is also prompted for the orientation of the template on
the tactical map. The orientation is specified by the number of
degrees in a clockwise direction. Each templating match also
generates a match result browser.

4.1.1 Matching Templates from a Database

All the templates in the chosen database are matched against
the selected units on the tactical map display. The templating
databases available are the Doctrinal Templating Database and the
Working Templating Database. The match will generate a Template
Match Result browser in which all the templates in the database
are shown in decreasing order of Combined Confidence Factor match
value.

4.1.2 Matching a Selected Template from a Database

This option matches only one specific template selected from
one of the templating databases. It is used when the EW analyst
wishes to match the tactical situation to a specific template.
For example, the EW analyst believes the unit disposition he has
determined from sensor data represents a river crossing by the
opponent force and wishes to verify his hypothesis. The analyst

11
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would try to match only a "river crossing” template to the
selected units. The match generates a Match Result Browser,
listing the result of the template match.

'4.1.3 Matching Selected Command Posts

The templates corresponding to the selected command posts on
the tactical map display are matched against the selected
opponent units. The match generates a Match Result Browser in
-which the match results for the selected command post templates
are listed.

74.1.4 Displaying a Template on the Map

The DFACTT Analyst user may display a chosen template from
the templating databases. Similarly to template matching, the
user is prompted for the orientation and location of the
template. The user can also modifying the Template Databases.
The user is given the option to add, edit, or remove templates
from the Doctrinal and Working databases.

4.2 Templating Browsers

Template matching calculates the match parameters and
-confidence factor for the matching templates and opens up a
Template Match Result Browser to list them. The matches for each
individual element are listed in the Element Match Result
Browser.

4.2.1 Template Match Result Browser

This Browser, showh in Figure 4, lists the results of the
template matches. The browser consists of a list pane that lists
the template names and a text pane that describes the template
match values. The templates are listed in order of best to worst
. Confidence Factor match value. The description pane displays the
template match parameters:

* the combined confidence factor for the template match
* the proximity confidence factor for the template match

* the percentage of command level matches between the
template and opponent units

* the percentage of unit type matches between the template
and opponent units

The Template Match Result Browser also provides a menu for the
templates listed in the browser. The user may display a template
on the tactical map, remove the template if it is displayed and
he may also open up an Element Match Result browser to inspect

.13




[\N] Template Match Results Browser m?ﬂ;ﬂ:]

1 Bde 1 AR (CCF: a.5128) ﬁame: 1 Bde 1 AR
1 Bde 2 AR (CCF: 8.4267)

3 Tank Regt (CCF: 8.3294) [CP lLocation: 17T NU26384928
: Tenplate Orientation: 8@ degrees

Element Command Level Matches: 28.88

(a)

Template Match Results Browser

1 Bde 1 AR (CCF: 0.5128) Name: 3 Tank Regt
1 Bde 2 AR (CCF: 0.4267)

3 Tank Regt (CCF: 8.3294) |[o 0 ReTer R B Ts0 LI ba fl U0V 4o%e s 0 Az )

Template Orientation: B8 degrees

8.3294
: 8.5159

Element Type Matches: 14.29 »
Element Command Level Matches: 14.29

(b)

FIGURE 4. TEMPLATE MATCH RESULT BROWSER. (a) Selection of a
template with a high confidence to match the situation in Figure
3, (b) a lower confidence match.
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the individual element matches between the template and the
opponent units on the tactical map.

4.2.2 Tempiate Match Result Browser Computations

The proximity confidence factor for the template match is
" the average of the individual template to opponent unit match
proximity confidence factors. The proximity confidence factor
value represents the probability of the template match
considering the template unit locations with respect to the
selected opponent unit locations.

The combined confidence factor for the template is, again,
the average of the individual template to opponent match combined
confidence factors. The combined confidence factor value
represents the probability of the template match. This value was
obtained by considering all the known parameters of the template

and opponent units.

The Template Match Result Browser text pane also indicates
the percentage of unit type matches and the percentage of command
level matches.

4.2.3 Element Match Result Browser

The Element Match Result Browser, shown in Figure 5, lists
the template element to tactical element pairings. The browser
is made up of the element list pane, the element description
pane, and the pair combined description pane.

The element list pane either lists the template units or the
opponent (tactical) units. The units are identifiable by their
parameters. The element description pane shows either the
" template element parameters or the opponent (tactical) element
. parameters. The element description toggle button (at the bottom
" of each pane) alternates the element description pane between the
template element and the opponent element states. The combined
description pane lists the parameters of the match between the
template unit and the opponent unit. The match parameters are
the proximity confidence factor, the combined confidence factor,

- the command level match value and the type match value. The
match values are either true or false.

Figure 5(a) shows a high confidence match of the command
post element for the template "1 Bde 2 AR" (1st Brigade, 2nd
. Armour Regiment) to the tactical command post element AUDOO3
(Arbitrary Unit Designator 003) from the map in Figure 3. Figure
5(b) displays the template element for which there is no matching
~tactical element. In this example, the template indicates that
there should be an air defence battery deployed near the HQ that
is not present in the tactical data. Figure 6 illustrates how
the EW analyst would use template data to help identify emitters

[}
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lﬂa] Element Match Results Brouser for Template: 1 Bde Z AR Aiiﬁan:n;ﬂ

Infantry Battalion (CCF: B.9613) i ID: AUDBB3 || Combined CF: 8.9618
Reconnaissance Squadron H ) Proximity CF: 8.9235
atoon (CCF: 8.4856) Networks: unknoun

Infantry Platoon (CCF: 8.4639) Callsigns: unknown Type Match: true

ce Battery (CCF: 0.8008) Frequencies! wunknow| Command Level Match:
ction (CCF: @.868688) Nedes: AUDGA3

: Last heard:

Tenplate Element Tactical Description Combined Description

(a)

Element Match Results Browser for Template: 1 Bde Z AR

Armoured Infantry Battalion (CCF: [UNIT: Air Defence [ Combined CF: 8.9860
Armoured Reconnaissance Platoon ((JCOMMAND LEVEL: Battery Prox1m1ty CF: 8.0800
(CCF: 6.4856) TEMPLATE: 1 Bde 2 AR

(CCF: 8.4639) COMIAND POST: No Type Match: false

- no match - (CCF. 8.08088) Command Level Match:
- no match - (CCF: 8.8808)>

: Tactical Elenment Template Description Combined Description

(b)

FIGURE 5. ELEMENT MATCH RESULT BROWSER. (a) Displaying a
successful match of a template element to a tactical element, (b)
displaying the template element for which there is no matchlng

tactical element.
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N\ Graphic Network Brouser @Od)
BDE CiHb
*E{etwork ~ ID: BDE CHMD

Units: AUDBB4, AUDBARS, AUDBB3, AUDSB2

Callsigns: T2,79,T15,T4

Nodes: AUDBO3, AUDBAZ, AUDABS, AUDBB4

Frequencies: 45.6 MHz

(a)
ysa
ase
1917332
QUDOQS[ AUDBBA3
Signals Tp 7
v43 A \ /
, < e
Air Def Bty?
\\,/f
y48  eee
1917332 d oo
AUDBA4 l"
RUD027 —J
U477
V46
Nal Nas NZ3 NZd NZS NZD [y VA'd NZS

(b)

FIGURE 6. USE OF TEMPLATING TO IDENTIFY EORBAT. (a) Communication
network identified from sensor data, (b) identification of
detected units and possible undetected units from template.
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already detected (Figure 3) and direct his search for other
possible units.

4.3 Proximity Confidence Factor -

The proximity confidence factor for an element match is
calculated using a normal distribution with zero mean. The
standard deviation ¢ varies with the command level of the
template element and can also be modified by the user. The
proximity confidence factor, pcf, is given by:

2

T
20°

(12)
pcf = e

4.4 Combined Confidence Factor

The combined confidence factor is calculated using a
weighted average of the proximity confidence factor, p, with a
weight of 1; the type match, t, (t=0 when not matched and t=1
when matched) with a weight of w. and the command level match, 1,
(again with possible values of 1=0 or l1=1) with a weight of Wy.
The formula for the combined confidence factor, ccf, is:

p* (t we) * (1 -w;)

ccf = (13)

4.5 Template Matching Algorithm

The template pair choices are made by considering the
combined confidence factors for each possible template unit and
opponent (tactical) unit combination. The pairs are selected by
choosing the highest combined confidence factor pair out of the
unmatched template elements and tactical elements until every
element is either matched or excluded. If there are more
template elements than tactical elements, then there will be
template elements excluded from the match. Similarly, if there
are more tactical elements than template elements then there will
be tactical elements excluded from the match. These excluded
elements are paired with a nil tactical element (or nil template
element), have a combined and proximity confidence factor of 0
and contribute this value to the combined and proximity
confidence factor for the whole template match.




5.0 CONCLUSION

The error ellipse clustering calculations have been
optimized by using correlation criteria based on the frequency,
time, and location of each emitter fix. The fusion of multiple
emitter fixes into a cluster results in a more accurate estimate
of an emitter’s location than the collection of individual fixes.
The cluster also represents a more current estimate of the
emitter’s location since the correlation criteria employs an
aging process on emitter data. This cluster is realised as an
object in the DFACTT that can be stored, displayed, identified,
~tracked over time, and correlated with intercepted radio traffic.

The DFACTT Analyst’s template matching capability aids the
analyst by adding a computed match probability value to the
template match, where previously the analyst had to rely on his
visual matching ability only. The analyst can now efficiently
and correctly find the closest matching template from a vast
collection of template candidates in a very short time. The EW
analyst can use template data to help identify units already
detected, direct the search for possible undetected units, and
determine the opponent force disposition on the battlefield.

The electronic battlefield is both complex and dynamic. The
DFACTT provides tools to help process the vast amounts of data
collected by a modern tactical SIGINT system. However, human
knowledge, experience, and intuition are still the most reliable
analysis tools. Error ellipse clustering and doctrinal
templating support the EW analyst by handling the brute force
data correlation, association and fusion work, leaving room for
the analyst’s finer decisions.

19




6.0 REFERENCES

[1]. Hooper, J. and Elsaesser, D., "Data Fusion And Correlation
Techniques Testbed (DFACTT): Trial Report"™, DREO Report No.
1177, June 1993.

[2]. Hooper, J. and Elsaesser, D. et al, "Data Fusion And
Correlation Techniques Testbed (DFACTT): Implementation Details
For RV 92", DREO Report No. 1145, November 1992.

[3]. Hooper, J. and Elsaesser, D., "Data Fusion And Correlation
Techniques Testbed (DFACTT): System Functional And Technical
Specification", DREO Technical Note 90-24.

[4]. Software Kinetics Limited, "Doctrinal Templating Tool User
Manual", Software Kinetics lelted Document #1600-95-02, March
23, 1992.

[5]. Myhre, J. , Rennie, M., Duquette, W., "Testing and
Combination of Confldence Ellipses: a Geometric Analysis", Jet
Propulsion Laboratory, California Institute of Technology, August
5, 1985.

[6]. Cormen, Thomas H., Leiserscn, Charles E., Rivest, Ronald L.,
"Introduction to Algorithms", The MIT Press, McGraw—Hlll Book
Complany, 1990.

{7]. Gordon, A.D., "Classification", Chapman and Hall Ltd.,
1981.

[8]. "Fuzzy Models for Pattern Recognition", edited by: James C.
Bezdek, Sankar K. Pal, IEEE Press, 1991.

[9]. "sStaff Duties in the Field. Volume 2: Supplement 1: Military
Symbols", Department of National Defence, Ottawa, CFP B—GL 303-
002/FP-201, 1989.

(10]. Doumouchel, L., "A Decision Support System for Intelligence
Operators", Masters Thesis, Royal Military College, Kingston,
1990.




UNCLASSTFIED

SECURITY CLASSIFICATION OF FORM -21-
{highest classification of Title, Abstract, Keywords}

DOCUMENT CONTROL DATA

{Security classification of title, body of abstract and indexing annotation must be entered when the overall document is ciassified)

1. ORIGINATOR (the name and address of the organization preparing the document 2. SECURITY CLASSIFICATION

Organizations for whom the document was prepared, e.g. Establishment sponsoring {overall security classification of the document.
a contractor’'s report, or tasking agency, are entered in section 8.) including special warning terms if applicable)
DEFENCE RESEARCH ESTABLISHMENT OTTAWA
NATIONAL DEFENCE UNCLASSIFIED

SHIRLEY BAY, OTTAWA, ONTARIO KI1A 0Z4 CANADA

3. TITLE ({the complete document title as indicated on the title page. Its classification should be indicated by the appropriate
abbreviation (S,C or U} in parentheses after the title.)

DATA FUSION AND CORRELATION TECHNIQUE TESTBED (DFACTT): ANALYSIS TOOLS FOR
EMITTER FIX CLUSTERING AND DOCTRINAL TEMPLATE MATCHING (U)

4. AUTHORS  (Last name, first name, middie initial)
MIKALIN, LIANA AND ELSAESSER, DEREK S.

5. DATE OF PUBLICATION {month and year of publication of 6a. NO. OF PAGES  (total 6b. NO. OF REFS ({total cited in
document) containing information. Iinclude document)
AUGUST 1994 Annexes, Appendices, etc.)
20 10

7. DESCRIPTIVE NOTES f{the category of the document, e.g. technical report, technical note or memorandum. If appropriate, enter the type of
report, e.g. interim, progress, summary, annual or final. Give the inclusive dates when a specific reporting period is covered.)

DREO TECHNICAL NOTE

8. SPONSORING ACTIVITY {the name of the department project office or laboratory sponsoring the research and deveiopment. Inciude the

DEVENYE RESEARCH ESTABLISHMENT OTTAWA

NATTONAL DEFENCE
SHIRLEY BAY, OTTAWA, ONTARIO KI1A 0Z4 CANADA

9a. PROJECT OR GRANT NO. (if appropriate, the applicable research | 9b. CONTRACT NO. {if appropriate, the applicable number under
and development project or grant number under which the document which the document was written}
was written. Piease specify whether project or grant}

041LY
10a. ORIGINATOR'S DOCUMENT NUMBER (the official document 10b. OTHER DOCUMENT NOS. {Any other numbers which may
number by which the document is identified by the originating be assigned this document either by the originator or by the
activity. This number must be unique to this document.) sponsor) '

DREO TECHNICAL NOTE 94-11

11. DOCUMENT AVAILABILITY {any limitations on further dissemination of the document, other than those imposed by security classification)
KX

Uniimited distribution .

Distribution limited to defence departments and defence contractors: further distribution only as approved
Distribution limited to defence departments and: Canadian defence contractors; further distribution only as approved
Distribution limited to government departments and agevncies: further distribution only as approved

Distribution limited to defence departments; further distribution only as approved

Other {please specify):

— -~ — —
— - ——

12. DOCUMENT ANNOUNCEMENT {any limitation to the bibliographic announcement of this document. This will normally correspond to
the Document Availabilty {11). However, where further distribution {beyond the audience specified in 11) is possibie, a wider
announcement audience may be selected.)

UNCLASSIFIED

SECURITY CLASSIFICATION OF FORM

DCO03  2/06/87




UNCLASSIFIED
SECURITY CLASSIFICATION OF FORM

13. ABSTRACT { a brief and factual summary of the document It may also appear eisewhere in the body of the document mself. It 15 highy
desirable that the abstract of classified documents be unclassified. Fach paragraph of the abstract shall begin with an indication of the
security classificauon of the information n the paragraph funiess the document itself is unciassified) represented as S}, {C), or (U).

It is not necessary to include here abstracts in both offical languages uniess the text is bilinguall.

(U) The Data Fusion and Correlation Techniques Testbed (DFACTT)
was developed at Defence Research Establishment Ottawa to
investigate automated analysis processes for Communicat@ons
Electronic Warfare. The aim is to automate the collection,
correlation and fusion of Electronic Warfare (EW) and intelligence
data to provide real-time enemy situation estimates and immediate
threat warning to the battlefield commander. DFACTT employs
integrated command, control, and communication functions to
automate the complete EW process. Developed in an object oriented
software environment, DFACTT collects, correlates, displays on a
topographic map, and stores EW and intelligence data. The main
functions of the system include automated sensor data analysis and
doctrinal template matching. This document describes advances made
in the development of new algorithms and techniques for radio
location data analysis and doctrinal template matching.

14. KEYWORDS, DESCRIPTORS or IDENTIFIERS {technicaliy meaningful terms or short phrases that characterize 2 document and could be
helpful in cataloguing the document. They shouid be selected so that no security classification is required. Identifiers, such as equipment
mode! designation, trade name, military project code name. geographic location may also be included. if possible keywords should be selected
from a published thesaurus. e.g. Thesaurus of Engineering and Scientific Terms {TEST) and that thesaurus-identified. 1f 1t is not possible to
select indexing terms which are Unclassified, the classification of each should be indicated as with the title.)

DATA FUSION
ELECTRONIC WARFARE
SIGINT

COMINT

'MILITARY INTELLIGENCE
BATTLEFIELD ANALYSIS
DOCTRINAL TEMPLATES
RADIO DIRECTION FINDING
OBJECT ORIENTED
SMALLTALK

UNCLASSIFIED

SECURITY CLASSIFICATION OF FORM




