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. EXECUTIVE SUMMARY

1. (TS) CSE carries out its ||l program under the foreign intelligence aspect of its
mandate. As one of |} authorized under the | Vinisterial
Authorization, the ||l program is uniquely positioned as both a user of traditional foreign
intelligence and as a facilitator for foreign intelligence collection. The program involves [}
Ly

2. (TS) The | rrogram is multi-faceted and incorporates multiple functional
pillars. For example, to support ||l the program encompasses target development
activities that leverage existing SIGINT tools and tradecraft, as well as capability development

I The program also collaborates with domestic or foreign

s R T S S B NN X 5

3. (TS) NSIRA assessed the entire lifecycle of the ||l program to assess for
compliance with the law, Ministerial Authorizations, and internal policies. NSIRA's analysis
extended beyond || 2nd incorporated initial target development activities, as well as
CSE's testing and validation of its tools || N ' 2!l NSIRA reviewed
Il operations within the review period, encompassing over 1,600 documents and attending
several briefings by CSE personnel. Each operation contained unique operational elements that
enabled NSIRA to assess different aspects of the ||| I program.

4. (TS) NSIRA's observations and findings highlighted systemic issues within the governance
of the || program and concerns regarding how CSE describes its activities to the
Minister of National Defence. During the review period, NSIRA found that CSE did not adequately
inform the Minister of the testing and evaluation of its tools, nor did it sufficiently describe its

activities conducted || \S'RA also found that CSE should have
provided an update to the Minister on || N i s <!ationship with

a foreign partner.

5. (TS) NSIRA's concern regarding CSE'’s relationship with a foreign partner is compounded
by an inconsistent application of internal policies in the conduct of ||l activities. In the
context of sharing with a |l partner, NSIRA found that CSE did not always comply with its
policies related to analytic exchanges, nor did CSE appropriately apply its Mistreatment Risk
Assessment process prior to sharing information.

6.  (TS) NSIRA also identified concerns related to the governance of the ||
program. First, CSE lacks written agreements with ||l partners implicated in || N

NSIRA // Review of a Specialized [l Program Under the Foreign Intelligence Aspect of
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I activities. Further, CSE has not developed policies and procedures to govern [N

B = stly, CSE's contributions to || operations led by a [N

I partner were not accompanied with the operational planning and risk assessments as
described by CSE to the Minister.

2 (V) Finally, NSIRA has identified an important area for further examination related to CSE's
targeting regime, with an emphasis on the foreignness assessment process. Given that CSE's
activities must not be directed at Canadians or at persons in Canada, the implementation of its
targeting regime has sweeping implications across the majority of CSE's mandated activities.
NSIRA observed a situation in which the foreignness ‘assessment process pertaining [l
individuals had raised questions about the possibility of their Canadian status, yet CSE continued
to perform intelligence collection and reporting activities || | } JEEEEEEEE while the answers to
these questions were outstanding.

8. (U) Throughout this review, NSIRA experienced significant challenges with CSE's provision
of information and the quality of its responses. Substantial amounts of relevant material were
provided only at the conclusion of the review, and some were not provided at all. As a result, NSIRA
has limited confidence in the completeness of information provided by CSE, and is dissatisfied

with CSE's responsiveness.

NSIRA // Review of a Specialized [l Program Under the Foreign Intelligence Aspect of ,
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ACA - Avoiding Complicity in Mistreatment by Foreign Entities Act

CSE Act - Communications Security Establishment Act
CSIS - Canadian Security Intelligence Service
DND/CAF - Department of National Defence / Canadian Armed Forces

DOJ - Department of Justice

GAC - Global Affairs Canada

GC - Government of Canada

Gll - Global Information Infrastructure

IRCC - Immigration, Refugees, and Citizenship Canada

MA - Ministerial Authorization

MFA - Minister of Foreign Affairs
MND — Minister of National Defence

MPS - Mission Policy Suite

MRA - Mistreatment Risk Assessment
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RSP - Releasable SIGINT Product

SCIDA - Security of Canada Information Disclosure Act

SIGINT - Signals Intelligence
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TOP SECRET // Sl // CEO

Notwithstanding any security markings appearing
on this record, the information contained herein is
declassified to UNCLASSIFIED

NSIRA // Review of a Specialized [l Program Under the Foreign Intelligence Aspect of

CSE’s Mandate

7



TOP SECRET // Sl // CEO

Notwithstanding any security markings appearing
on this record, the information containe: 5
declassified to UNCLA

Glossary of Terms

Canadian(s). Canadian citizen, a permanent resident as defined in subsection 2(1) of the
Immigration and Refugee Protection Act, or a corporation incorporated under the laws of Canada
or a province.

CSE-controlled environment. An area where specific parameters are controlled, regulated, or
known.
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Il.  AUTHORITIES

1. (U) This review was conducted pursuant to paragraphs 8(1)(a) and 8(1)(b) of the National
Security and Intelligence Review Agency (NSIRA) Act.

lIl.  INTRODUCTION

Review Background and Methodology

2 (TS) A range of programs and activities contribute to the foreign intelligence aspect of the
Communications Security Establishment's (CSE) mandate. The ||} I Prooram (N
I is one such program, enabling the collection of foreign intelligence |
I often through working closely with domestic and international partners. Despite
its sensitivity, this program has never been subject to internal or external review. | N

the lack of
previous review in this area formed part of the rationale to first review this [l foreign
intelligence program, prior to embarking on future planned reviews of I collection programs.

3. (TS) This report will be structured in the following manner. Section Iil introduces the legal
and policy foundation for activities conducted under ||} ll as well as an overview of the
types of activities that are conducted. Sections IV to VI detail NSIRA's observations, findings, and
recommendations pertaining to the activities performed in support of this program in the review
period of January 1, 2018 to February 28, 2021. These sections are divided into the following key
themes. Section IV details NSIRA’s observations of the key compliance and governance issues
surrounding the | B program’s target development activities and activities supporting

' Section V presents governance mechanisms, such as
I that are invoked when operations are deemed to reach the threshold of Il
I operations. Section VI presents an overview of CSE's testing and evaluation activities in
relation to the | BB program.” The report will conclude with a summary of CSE's overall
responsiveness to this review.

1 All of these themes relate to ‘pre-operation’ activities that are performed in the early stages before an operation is
conducted, for reasons ranging from

operation. Testing activities also largely

exist in the pre-operation space, as CSE seeks to ensure that its tools will function
The structure of the report thus mirrors the sequence that each of these types of activities are performed in support of

a [ operation. Specifically, initial planning for operations would begin with target development
activities, and would encompass tools and techniques outside the space. Once the operation is more

NSIRA // Review of a Specialized [Jllll Program Under the Foreign Intelligence Aspect of ¢

CSE's Mandate
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4. (TS) As part of its assessment, NSIRA reviewed a wide range of materials, including
policies and procedures, Ministerial Authorizations, internal documents, technical documentation,
as well as correspondence among CSE personnel and with partners in relation to specific
operational activities. NSIRA requested all documentation pertaining to each of the || |  NEGNR
operations.z Additionally, CSE held several briefings to inform reviewers about different elements

of the | rrogram, and hosted a tour of the facilities ||
N RS e SN T VP

5. (TS//S1) NSIRA reviewed the full lifecycle of those || il activities that were carried
out during the period of review, starting with the initial development of an operation to its
conclusion or closure. This allowed NSIRA to understand the program'’s activities and how fits
into CSE's broader foreign intelligence aperture. Each |l operation tends to have unique
operational elements, and as a result, NSIRA's findings pertain to the discrete issues observed in
each operation. However, NSIRA's review also found that these discrete issues are illustrative of

a number of systemic issues within the |l program and in how its activities are
described to the MND.

6. (7s//s!) I re'ies on and is interrelated with operational activities performed
under the foreign intelligence aspect of CSE's mandate, which both facilitate and are facilitated
by I 2 ctivities. As a result, NSIRA's review included analysis of elements of ||| | R
and intelligence

analysis activities performed as part of the lifecycle of || I rrograms, NG
I he majority of these supporting activities are

e o R I L g T T e (Y A W T

I orogram which in turn enables the collection of foreign intelligence.
The same can be said, to a lesser degree, for CSE's other activities, such as || N N R

; Rather than a standalone operating program, [ is uniquely integrated into

finalized, governance structures more specific to the
developed [ ould be tested and evaluated
2|n all, NSIRA received and reviewed approximately 1,600 documents and CSE responses as part of this review.
3 The program'’s activities during the period of review, and

environment would be applied. Finally, any tool

Further, NSIRA only
assessed and intelligence analysis activities in the context of the operation to
which they were linked. As such, NSIRA will not pronounce on the lawfulness, reasonableness, or necessity of these
activities as part of this review, and intends to review them more holistically in the coming years.

(Refer to Mission Policy Suite, Foreign Intelligence Chapter, Section 14.1.)

(Refer to CSE Document, “End of Authorization Report
for the Minister of National Defence: Foreign Intelligence Authorization | A ctivities,” September
2020 to September 2021:)

NSIRA // Review of a Specialized [l Program Under the Foreign Intelligence Aspect of

CSE’'s Mandate ?
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different aspects of CSE’s activities, both as a user of traditional foreign intelligence and in an
enabling capacity.

What is the || Program?

7 (TS//Sl) Housed under the foreign intelligence aspect of CSE's mandate,

one of || 2uthorized by the || \Vinisterial Authorization

B V'A). The program enables CSE to acquire foreign intelligence

activities are comprised of several functional pillars [l

8. (1s//81) The I orogram is comprised of technologists, engineers, and analysts
who contribute to the program by

I /s <!, I -:'ytical staff conduct target development

activities to

Activities Budget B using existing signals intelligence (SIGINT)
2020-2021 tools and techniques. Finally, the program conducts [l

9.

(TS//SI) To enable

B cctivities involve a substantial investigative
component in the form of research to

I © s process may

encompass

s Depending on the CSE’s role in the operation, | Bl personnel may be involved in each phase or may be more
limited in their engagement by performing a specific role.
7 CSE defines an operation in this context as: “An activity conducted

CSE Deck, “NSIRA Review of

Program,”

February 19, 2021, Slide 4.

Program,” February 19. 2021, Slide 9.

activities, the term ‘target’ may encompass || | |

10 Dye to the varied nature of

NSIRA // Review of a Specialized [l Program Under the Foreign Intelligence Aspect of 10
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11 To this end, CSE uses open-source
information and/or leverages existing SIGINT tools, tradecraft, and information which, in some
cases, may be authorized under separate Ministerial Authorizations or originate from the
collection of CSE's Five Eyes partners.

10.  (TS//SI) In addition to target development, | 2 ctivities involve |

2 During the review period, the program'’s operational activities
were largely performed in collaboration with and/or alongside CSE’s domestic and international

partners, in which CSE's primary role has been to || N 0 he
program’s main intemational partners arc [ - /s

described by CSE, collaborating with foreign partners carries the benefit of specialization and
sharing of specific outputs, as well as achieving economies of scale through the partnership. For
example,

||

11.  (TS//SI) Different mechanisms can enable

Legél Foundation for | Activities

12.  (TS) I activities are conducted under the authority of the Communications
Security Establishment (CSE) Act. Specifically, section 16 of the CSE Act mandates CSE to acquire
information from or through the global information infrastructure (Gll) for the purpose of providing
foreign intelligence in accordance with the Government of Canada’s intelligence priorities. s

11 CSE Deck. Operations”, February 2021. Page 9 & 12.

12 Application to the Minister of National Defence for Foreign Intelligence Authorization, || A ctivities,
September 4, 2019, para. 11(c).

13 Meeting with CSE stakeholders on
14 Please refer to Annex C for more information about

June 22, 2021.

6 CSE Act, section 16. “The foreign intelligence aspect of the Establishment's mandate is to acquire, covertly or
otherwise, information from or through the global information infrastructure, including by engaging or interacting with

NSIRA // Review of a Specialized [l Program Under the Foreign Intelligence Aspect of 11
CSE's Mandate
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13. (TS//SI) As per subsection 26(1) of the CSE Act, the Minister of National Defence (MND)
may issue a Foreign Intelligence Authorization that authorizes CSE to conduct the activities
specified in s. 26(2) of the CSE Act. || BB activities are authorized under the Foreign

Intelligence Authorization for || SN Activities, as a class of | G

activities authorized in furtherance of the foreign intelligence aspect of CSE's mandate.'’Since
the CSE Act came into force on August 1, 2019, there have been three annually-issued || N

I VA that have authorized CSE's [ 2ctivities.™
14. (1) Acomponent of the |l oroaram involves the [

Given the
unique nature of testing and evaluation activities may also be
conducted pursuant to section 23(1)(c) of the CSE Act.™ This section of the Act, |l
enables CSE to test and evaluate products, software, and
systems, including evaluating them for vulnerabilities, despite the prohibition in subsection 22(1)
of the CSE Act that CSE not direct any of its activities at Canadians or any person in Canada, or
infringe the Canadian Charter of Rights and Freedoms.?

Policy Framework

15.  (TS) CSE has not developed policy and procedural requirements that are specific to [l
I Rather, CSE's principal policy document, the Mission Policy Suite (MPS), contains
policies that generally guide [ ]JNNEEE :ctivities. For instance, the MPS provides
overarching guidance for [ JEEB that are transferable to the |l crerational
context.z2 For instance, || N NN 2ctivities must be directed at foreign networks and
devices located outside Canada,
I = Further, CSE policies regarding targeting and the use of selected and unselected

foreign entities located outside Canada or by using any other method of acquiring information, and to use, analyse and
disseminate the information for the purpose of providing foreign intelligence, in accordance with the Government of
Canada’s intelligence priorities.”

17 The other “classes” of activities are [P RGRL Ee o e ey I i, 1O ¢
that “classes” of activities, as described in the Chief’s application, has a different meaning than the
“classes of activities” listed in s. 26(2) of the CSE Act.

18 The most recent Foreign Intelligence Authorization | N A ctivities, 2021, issued by the MND on August
13,2021 and approved by the Intelligence Commissioner on September 1, 2021, was beyond the scope of this review.
CSE Foreign Intelligence Authorization Activities, 2020, issued by the MND on August 25, 2020;
Foreign Intelligence Authorization Activities, 2019, issued by the MND on September 5, 2019.

19 CSE Act, paragraph 23(1)(c).

20 CSE Act, subsection 22(1).

21 |n NSIRA's review of the |latest and previous versions of the MPS, is simply named and described, without
specific requirements, unlike though also are not subject to specific requirements.
22 puring the period of review, were regularly executed in support of broader | MBI objectives
and goals.

23 MPS, Foreign Intelligence Chapter, Section 14.1.

NSIRA // Review of a Specialized |JJlll Program Under the Foreign Intelligence Aspect of ,,
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information2 apply to ||l particularly in relation to research performed by || N
personnel in support, or in preparation for, || | | S The MPS also contains important
requirements for information sharing? and conducting joint operations with partners.2

IV.  TARGET DEVELOPMENT

16.  (TS//Sl) Given the program’s [ oot
development comprises hactivities, and is usually the first
step in planning a | operation. In CSE's application for the 2020-2021 [
I A, CSE describes target development as an activity tha (g

I ©n foreign segments of the G, I
. The application further explains that
all target development activities are conducted under an ||
I R ond that each target development request

responds to GC intelligence priorities outlined in the National SIGINT Priorities List (NSPL).27

17.  (TS//SI) In this context, NSIRA set out to assess how CSE’s target development activities
align with its legislative framework, the requirements of the ||| | S I VA, and CSE's
internal policies and procedures. NSIRA expected to find that, in preparation for || N
operations, CSE personnel conducted research on targets of interest in compliance with these
requirements.

I R G Targets

18.  (TS//SI) During the period of review, NSIRA observed |l types of target
development activities, with |l comprising research into the |l targets of an operation

- in other words, those targets |
B (2 o<t development pertained to researching [ NG

VR SR S FY e i Gl S R P i o NG R T
SRR T ST NG T R S G e R R N W,
PEL TS QiSRS e ST VAT B (e BV J-o 0 E T L GO
R S SRR T ISR SRS T Tl T TSGR WY e
I CsE employed a range of tools and techniques to

24 CSE Mission Policy Suite, Foreign Intelligence Chapter, Section 11.

25 CSE Mission Policy Suite, Foreign Intelligence Chapter, Para 25.8, Section 26, and Section 29.

26 CSE Mission Policy Suite, Foreign Intelligence Chapter, Section 4.

27 CSE Application for a Foreign Intelligence Authorization, || A ctivities 2020-2021, Para 38.
28 These terms were defined by NSIRA for ease of reference and narrative throughout this report.

NSIRA // Review of a Specialized [Jiillll Program Under the Foreign Intelligence Aspect of ,,
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gather information on || I tzroets. including both open-source and SIGINT
tools.

19. (TS//81) As part of its review, NSIRA requested all operational documentation, which
included target development efforts. During the period of review, CSE performed target

development as part of [N i the review perioc: I
I : of B \SRA selected [ 25 the case study to assess
CSE's target development activities as it was ||| | R

I = d for which NSIRA had received substantially greater amounts of material in order

to assess [N CSE's targeting efforts.

Case study: Operation ||

20.  (TS//l) A joint operation between CSE and [
e e T R

As part of this
operation, CSE employed traditional SIGINT techniques such as = = and open

source resears - T ERETREE AR ASPRR F

R I = R e T T e e
RN PRSI R e RS T SR SR s T T
Arrangement governing CSE's [

21, (18) CcSE’s arrangement |l was entered into prior to the CSE Act. Notably, the 2012
Ministerial Directive requires CSE

29 Target development was also assumed by NSIRA to have been performed as part of
However, NSIRA did not observe documentation

pertaining to the target development for this operation, which could result from these activities having taken place prior
to the review period.
30 CSE's is governed by the “Memorandum of Understanding between the Communications
Security Establishment (CSE) and
which was signed in

and details the parameters of cooperation between CSE and

B see aiso: CSE Email, “RE: OP [N

31 CSE Document, “CS
I :pproval request,”
32 For example, see CSE Email, “RE:
33 For example, see CSE Email, “FW: JIRA :
34 CSE target summaries contain information gleaned from open sources [ - For instance,

refer to CSE Document, “[target name]
Itis unclear to NSIRA whether [ NNNNE@SGE

35 CSE Email,

Joint Operation Response,”

NSIRA // Review of a Specialized [l Program Under the Foreign Intelligence Aspect of 14
CSE’'s Mandate
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R SR G PSS TS ST RIS | The coming into force

of the CSE Act continued the existing arrangement in accordance with its terms.3” Section 54 of
the CSE Act does, however, impose new legislative requirements for CSE to abide by in entering
into arrangements with entities with powers and duties similar to CSE's. Unlike the National
Defence Act, the CSE Act legislates that the MND approve arrangements with institutions of
foreign states, after the MND has consulted with the Minister of Foreign Affairs (MFA).2 Under
the National Defence Act, in accordance with the requirements of a Ministerial Directives ||l

I : bricfing note on CSE's I
B 2 submitted to the Minister of National Defence on [ - 2fter
engaging with the Deputy Minister of Foreign Affairs ||
L AT s N G

22.  (TS) In [l CSE again engaged | ll}> and the Deputy Minister of Global Affairs

- Canada (GAC)+ about the || NG Soccifically, a CSE memo

provided to the MND clarified the || NN 2 -=ngement

N, However, CSE did not
consider this || | | NG \/hich would have required them to seek

the updated approval of the MND, as required by the 2012 Ministerial Directive.*

23.  (TS) However, personnel within CSE's || " Vo!ved in managing CSE's
I s part of this operation, noted that:

3 Ministerial Directive, Communications Security Establishment, || S 20 November 2012.

37 Section 81 of the RELATED PROVISIONS of the CSE Act states: “Any arrangement entered into by the former
department before the day on which section 76 comes into force continues in accordance with its terms.”

38 CSE Act, section 54(2), which states "However, the Establishment may enter into an arrangement with institutions of
foreign states, international organizations of states or institutions of those organizations only with the Minister's
approval, after the Minister has consulted with the Minister of Foreign Affairs.”

39 See the Ministerial Directive, issued 18 August 2006.

40 CSE letter to the Minister of National Defence,
41 CSE letter to the Minister of National Defence,
42 Chief of CSE letter to Director,

and letter from [N

43 CSE Letter to Deputy Minister of Global Affairs Canada, || However, NSIRA did not receive
documentation from GAC.

4 CSE Document, “Memorandum for the Minister of National Defence: CSE's [ NG

45 Ministerial Directive to CSE onh November 20, 2012.

NSIRA // Review of a Specialized [l Program Under the Foreign Intelligence Aspect of ,
CSE's Mandate
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24.  (TS//SI) This assessment is supported by NSIRA's review of || EENENRNEGNGN
I 25 <ll as a number of other operational activities performed in the review

period, including ji

B oo e var

25.  (U)Finding no. 1: NSIRA finds that CSE has not updated the Minister of National Defence

since il on G i s relationship with a foreign partner ((S)
-

(V) Recommendation no. 1: CSE should update the Minister of National Defence on [JjJj

I its relationship with a foreign partner ((S) D

Analytic exchanges |l
2 o DR I P R AT P

This was a draft
and was not circulated to the MND. (Refer to: CSE Email, “RE:
and CSE Factual Accuracy Comments, M

46 CSE Document, “Draft BN —
document authored

43 CSE Factual Accuracy Comments, May 20, 2022.

NSIRA // Review of a Specialized |l Program Under the Foreign Intelligence Aspect of 16
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27. {(TS//8l)

s In NSIRA’s view, the
information shared met the definition of analytic exchanges within CSE’s MPS.s2

28. (TS//Sl) CSE's MPS requires that the exchange of such analytic information
must adhere to requirements pertaining to Releasable SIGINT Products
(RSPs). Through the | VA, the MND has imposed a requirement that all RSPs
meet the criteria outlined in the MPS prior to disclosure, meaning that following these parameters
is a requirement of compliance with the MA.s2 In the MPS, this includes that the RSP must:

Include information that has been assessed to be of foreign intelligence value;
Be altered to protect the privacy of Canadians and persons in Canada;

Be sanitized to protect SIGINT equities, methods, and techniques;

Be serialized and traceable,>

Be caveated as appropriate; and

~® a0 oo

Be approved for release by the appropriate operational release authority, as well the appropriate
authority for approving Mistreatment Risk Assessment (MRA) releases. %

29.  (Ts//sl) CSE's sharing of information ||l 2s part of this operation did not always
comply with these policy requirements.

50 CSE Response to RFI-20, Q4, I Review,
51 CSE Email, “Determining the need for an MRA for
52 CSE explains that it “conducts analytic exchanges with a variety of
partners to

March 4, 2022.

(Mission Policy Suite, Foreign Intelligence Chapter, Para. 26.15).
53 CSE Foreign Intelligence Authorization, 2020-21, Para. 53(e).

54 CSE defines serialization and traceability as the assignment of an exclusive identifier to an RSP,
The nature of serialization is flexible so
long as the product is uniquely identifiable, retrievable, and centrally-stored in an approved corporate repository.

55 CSE Mission Policy Suite, Foreign Intelligence Chapter, Paras. 26.2 and 26.11.5
56

For exampie, refer to CSE Email,

57 CSE Document, “CSE Update and CSE Email, “RE:
CSE explains that revealing information about its capabilities

NSIRA // Review of a Specialized [l Program Under the Foreign Intelligence Aspect of 17
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8 As such, in
NSIRA's view, CSE's analytical exchanges |l did not always comply with its policies
governing such exchanges.

30. (V) Finding no. 2: NSIRA finds that in the context of a joint operation, CSE's analytic
exchanges with a partner ((S) ] did not comply with all of CSE's internal policy requirements

relating to such exchanges with | partners.

(U) Recommendation no. 2: CSE should comply with the Releasable SIGINT Products
requirements pursuant to the Foreign Intelligence Mission Policy Suite when conducting
analytic exchanges with | partners in the performance of all operational
activities.

Extent of CSE's participation in [

31.  (TS//Sl) In assessing CSE's compliance with the RSP requirement conceming the foreign
intelligence value of information collected for such exchanges, NSIRA encountered a matter with
broader implications.

would constitute the revealing of a SIGINT equity, though it appears to have been approved

by CSE management — however, the policy requirement is that equities are sanitized
#(Refer to CSE Email,
CSE stated that in its view, this sharning of equities was in accordance with classification levels. Refer to CSE Factual

Accuracy Responses, May 20, 2022.
58 As part of the eventual risk assessment for this operation, CSE personnel explained to CSE's information sharing unit
that caveats are identified in all shared reports, and included an example of a detailed caveat that is typically included
in CSE's formal intelligence reporting. NSIRA did not find such caveats included in the materials
(Refer to: CSE Email, “RE: Determining the need for an MRA for Operation
, refer to: CSE, Documents,

"CSE Update

The information collected

61 CSE Email, “Determining the need for an MRA for Operation
62 CSE Email, "RE: SORAF activity summary,”
63 CSE Factual Accuracy Comments, May 20, 2022,

NSIRA // Review of a Specialized il Program Under the Foreign Intelligence Aspect of 18
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32.  (TS//Sl) During the review, CSE took the position that

I addition, CSE ultimately contradicted the statements ||l personnel had
made to CSE's information sharing unit, by

33.  (Ts//sl) CSE's collection on |GG s ot described to the

MND within CSE’s applications for Ministerial Authorizations authorizing || NN activities.
In the 2020 and 2021 | 2o lications to the Minister, the Chief of CSE explains
that 6 ot 6 R F P Y e NS < S s
I The 2020 and 2021 applications also note that CSE | N

¢ The 2019 application provided less detail, noting that:

34. (TS//Sl) During the review period, CSE explained that

I CSE further explained that I

64 CSE Response to RFI-14, Q8, | Review, January 28, 2022.
During the factual accuracy stage, CSE again took the position that, contrary to the primary evidence (i.e.
correspondence) NSIRA observed during this review,

(CSE Factual Accuracy

Comments, May 20, 2022). However, NSIRA notes that these objectives pertain to

55 CSE Application for a Foreign Intelligence Authorization,
Application for a Foreign Intelligence Authorization,
66 CSE Application for a Foreign Intelligence Authorization,
that the 2021-2022 application does not specify
67 Application to the Minister of National Defence for Foreign Intelligence Authorization Activities,
2019-2020, page 12.

¢8 CSE Response to RFI-20, Q3, I Review, March 4, 2022.

Activities 2020-2021, Para. 73(b); CSE
Activities 2021-2022, Para. 67(b).
Activities 2020-2021, Para. 73(b). Note

NSIRA // Review of a Specialized [l Program Under the Foreign Intelligence Aspect of 19
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MotwthUILEnATIE By SCUNTY Markings sppearing
1 this recard, the sfarmation contatned herein s

I 'n NSIRA's view, relying on the support

program as authorized by the Minister.™ For example, the 2021 application mentions an operation
_ to yield foreign intelligence. However, CSE's description of its
involvement | to both the Minister and NSIRA do not mention CSE's collection

I e e R A SRS TR,

35. (TS) Finding no. 3: NSIRA finds that CSE's applications to the Minister of National
Defence for Foreign Intelligence Authorizations for [} S Activities did not
describe the full extent of CSE's involvement in activities ||
AR R R

T ———— e et P
(TS) Recommendation no. 3: CSE should describe to the Minister of National Defence the full

extent of its participation in |} NNNEGNNN 2<tivities when applying for Foreign
Intelligence Authorizations.

CSE's Mistreatment Risk Assessment Process

36. (TS//SI) Prior to sharing information with a foreign entity, CSE must conduct a
Mistreatment Risk Assessment (MRA) in order to satisfy the requirements of the Ministerial
Directions issued in relation to the Avoiding Complicity in Mistreatment by Foreign Entities Act
(ACA).™ In relation to the disclosure of information to any foreign entity that would result in a
substantial risk of mistreatment, the Directions require that the Chief must not disclose
information unless that risk can be mitigated. CSE has developed MRAs as a mechanism to meet
these requirements,” noting that this methodology is employed prior to sharing information with

69 CSE Response to RFI-20, Q3, Review, March 4, 2022. CSE Application for a Foreign Intelligence
Authorization, Activities 2020-2021, Para. 73(b).
70 Such unspecified activities were authorized by the MND in the || 2. in accordance with s. 26(2)(e)

of the CSE Act.
71 During the factual accura

stage, CSE agreed that

Refer
to CSE Factual Accuracy Comments, May 20, 2022.
72 Order in Council, Directions for Avoiding Complicity in Mistreatment by Foreign Entities (Chief of the Communications
Security Establishment), September 4, 2019. These directions were issued pursuant to subsection 3(1) of the ACMFEA
by the Governor in Council on the recommendation of the MND.

73 CSE’'s MRA process seeks “to-1) identify and assess the mistreatment risk; 2) ensure that the approval authorities are
commensurate with the mistreatment risk; and 3) not disclose information if the disclosure would result in a substantial
risk of mistreatment of an individual.” Further, “information must not be disclosed by CSE unless it is accurately and
reliably reflective of the intelligence product from which it was obtained.” (Refer to Mission Policy Suite, Foreign
Intelligence Chapter, Para. 29.1)

NSIRA // Review of a Specialized |JJll Program Under the Foreign Intelligence Aspect of ,,
CSE's Mandate
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, the b

foreign entities, and that CSE first establishes the risk level associated with exchanging a specific
piece of information before proceeding with the sharing.” Further, CSE policy requires that an
MRA be undertaken “when disclosing [information] (directly and indirectly) with foreign nations
and entities not covered by an Annual MRA."7s Indeed, to meet its obligations under ACA, an
assessment of the risk posed by an information exchange would need to occur prior to the
sharing, as stated by CSE'’s information sharing unit’s and as CSE explained to the MND.7”

37.  (TS//S!) While the collection of information

and its sharing | thc MRA process was initiated in
B vith some I pcrsonnel stating ‘their belief that such a risk

assessment was not necessary prior to any information sharing taking place. In response, the
information sharing unit wrote that CSE has a “legal obligation to conduct an MRA for the activity
if CSE is the point of exit | Bl explaining further that:

CSE must assess the risk of the mistreatment of an individual any time it shares (discloses or
requests) information that could be used to identify someone with a foreign entity.

You have indicated that the information you would share
This type of information would need to be assessed for the
risk of mistreatment prior to any sharing taking place.”

Information already shared when Mistreatment Risk Assessment was
completed

38.  (TS//SI) All of the information that was shared |l as part of this operation was
shared via the analytic exchanges described in the previous section, prior to the approval of the
MRA on |l © CSE has explained that the operational team did not perform an MRA

74 CSE Report, “Implementation of the Directions for Avoiding Complicity in Mistreatment by Foreign Entities: January
1, 2020 to December 31, 2020."

7$Mission Policy Suite, Foreign Intelligence Chapter, Para. 29.6.
76 CSE Email, “RE: Determining the need for an MRA for Operation
77 CSE Document, “Memorandum for the Minister of National Defence: CSE's
CSE explained to the Minister that

78 CSE Email, “RE: Determining the need for an MRA for Operation

72 CSE Email, "RE: Determining the need for an MRA for Operation Emphasis by
NSIRA.

80 CSE Documents, “CSE Update Dashboard on

“CSE Update

NSIRA // Review of a Specialized |l Program Under the Foreign Intelligence Aspect of 21
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Natwithstanding any secur
on this tecord, th nformat
declas

due to a narrow policy exception that lifts the requirement for an MRA [ NN

I \SIRA is not satisfied that this exception could have
been invoked in the circumstances, given

39. (TS//SI) Further, CSE reached an agreement in consultation with the MND, the Privy
Council Office (PCO) and the Minister of Foreign Affairs (MFA) in 2017 that a case-by-case MRA
would be conducted, as per CSE's internal processes, for sharing | BBl - superseding any
use of the policy exemption cited by CSE in this case.®2 By not completing an MRA prior to sharing
the information, CSE did not consider whether there was a substantial risk that information shared
could lead to likely mistreatment, thus not assuring itself that the requirements of the Directions
and the ACA had been met. Further, CSE's approach did not align with what it had communicated

to the MND, PCO and the MFA when describing [l

40.  (TS//SI) During the eventual MRA, it was not made clear to CSE personnel performing the
risk assessment that substantial information had already been shared ||}l by CSE. IR

I p<rsonnel explained that the operation was intended to ‘| GGG

and that “any
materials released | ] BB fo!low the approved equity check process and be issued as end
product reports or RSPs where necessary,”s indicating that information would only be shared
moving forward. Further, the MRA itself states that the information in question ||l NN

and notes that 73 el R Tt s P DRI, AR - (R A S R R

I :: NSIRA did not find any indication of information previously shared being
acknowledged or retroactively assessed as part of the risk assessment process, and is concerned
about the apparent lack of transparency about the previous sharing at this stage.

CSE Intelligence Reports,
CSE Emails, For context see also: CSE Email, “"MRA Approval,”

mh states that the MRA approved on that date “identifies the approved scope of information sharing with

81 CSE Response to RFI-16, Q5, Review, February 4, 2022,
82 The consultations are referred to in CSE Email, “RE: Checking in -
and in CSE Document, “Draft BN — MRA and Normalization of

83 CSE Email, "RE: SORAF Help,” Emphasis by NSIRA.
84 CSE Document, “MR Pages 3-4.

NSIRA // Review of a Specialized |JJJlll Program Under the Foreign Intelligence Aspect of 29
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41. (V) Finding no. 4: NSIRA finds that CSE did not appropriately apply its Mistreatment Risk
Assessment process to information shared with a foreign partner, ((S) ). CSE conducteda
mistreatment risk assessment only after having already shared substantial information with the
partner.

(S) Recommendation no. 4: CSE must perform a Mistreatment Risk Assessment prior to every
instance of sharing information |l in accordance with parameters established with
the Minister of National Defence, Minister of Foreign Affairs, and the Privy Council Office in
the development of CSE’s working arrangement with this partner.

MRA not tailored to specific targeted individuals
42.  (71S) In determining |l rating for the MRA, CSE referenced the clause of the CSE-
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Finally, CSE's
MRA assessment [l focused primarily on

o TR

43. (U) In this context, NSIRA remains concemed about the inconsistencies within the
supporting assessment of the MRA, which served as a foundation for [l determined to
be associated with this information sharing.

44.  (TS//Sl)

85 CSE Document, “M
8 CSE Document, ‘M

See also CSE Response 1o RFI-16, Q5, February 4, 2022
Page 2. CSE notes that

87 Indicators of mistreatment and in refation to
information previously shared

88 CSE Document, “M Pages 2-3.
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Motwithstanding sy securfty markings sppesring
on this record, the informaticn contsived hersin i

As such, NSIRA is concerned
that CSE did not fulsomely assess the risk of mistreatment for Jjjjjj targets of this operation.

45.  (U) Finding no. 5: NSIRA finds that CSE did not appropriately justify |l mistreatment
risk for I targets of an operation.

(U) Recommendation no. 5: When performing a Mistreatment Risk Assessment, CSE should
specify why and how its risk rating applies to each individual implicated in the sharing of
information with a foreign partner.
46. (V) Given that these findings directly relate to NSIRA's annual review of the implementation
of directions issued under the ACA, this issue will be revisited in NSIRA’s next planned review of
these activities with a view to determining the compliance of this situation with the ACA and the
Directions issues under this Act.

CSE's requirements for a foreignness assessment

47.  (TS//8)) CSEis prohibited from directing its activities at Canadians, or persons in Canada %
To ensure that CSE is not directing any activities at Canadians, ® CSE has developed policy
requirements for a “foreignness assessment” to establish that the user of a selector is not a
Canadian or a person in Canada. Among other things, the policy requires that the assessment

89 CSE Document, “MRA

without an explanation as to

how was reached. (CSE Document, “MRA

91 cSE Response to RFI-15, Q5. [l Review. January 28, 2022.
92 CSE Act, s. 22(1).

93 The CSE Act defines Canadians as a Canadian citizen, a permanent resident as defined in subsection 2(1) of the
Immigration and Refugee Protection Act or a corporation incorporated or continued under the laws of Canada or a

province.

NSIRA // Review of a Specialized |l Program Under the Foreign Intelligence Aspect of ,,
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meets the threshold of ‘reasonable grounds to believe' and be conducted as close as possible
to the time of targeting and as required once the activity has been approved.*

48.  (TS//SI) Through this review, NSIRA learned that CSE's assessment of the foreignness of

its targets is primarily the responsibility of intelligence analysts, |
N - It <ligence analysts may

employ certain SIGINT and open source research tools to validate the foreign nature of the

selectors being targeted. For instance, the intelligence analyst may ‘|
T W TR S e e R o T T

analyst may also request a formal citizenship status confirmation from Immigration, Refugees,
and Citizenship Canada (IRCC) if they have reason to believe the individual could have ties to
Canada.s”

49.  (1S//8l) In the context of | NS!RA learned that intelligence analysts confirmed
that the target is not a Canadian || ) 11t that the
assessment of foreignness upon which this decision is based is not formally tracked or reviewed
by I management or by CSE's targeting personnel.®¢ In NSIRA's view, this practice
raises concerns about CSE's targeting procedures, including those related to internal
communication and coordination, timeliness, and rigour of foreignness assessments, which
NSIRA may examine in more detail as part of subsequent reviews.

CSE's foreignness check on || targets

50.  (TS//SI) As part of its target development efforts, CSE collected information and reported

A A S e T il Vs S s . i

CSE I initiated
the process to confirm with Immigration, Refugees, and Citizenship Canada (IRCC) via the Security
of Canada Information Disclosure Act (SCIDA) N Permanent
Resident or citizenship status in Canada.'" o Sis R e o S sl WP O T e & o

9 However, the policy is not clear whether the threshold of “reasonable grounds to believe” is in relation to whether the
target is, or is not, a Canadian or person in Canada.

95 CSE Mission Policy Suite, Foreign Intelligence Chapter, Para. 11.6.

9 Meeting with CSE personnel regarding targeting justifications, March 4, 2022.

97 CSE Response to RFI-21, Q2, Review, March 25, 2022.

%8 Meeting with CSE personnel regarding targeting justifications, March 4, 2022. CSE personnel communicated that

CSE units working on this operation were

190 CSE Email, “Request for SCIDA disclosure [ | CSE Email, “RE: Request for
Citizenship Checks,” N

NSIRA // Review of a Specialized [l Program Under the Foreign Intelligence Aspect of 25
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Motwithstanding amy

51.  (TS//S))

CSE
further explained that it does not consider citizenship checks to be mandatory, and they are only
undertaken when there exist indicators of an individual's ties to Canada.o”

52. (TS) CSE later referenced

8 The core

101 For example, see CSE Email,
102 CSE Intelligence Reports,
103 CSE Email, “RE: Request for Citizenship Checks,” . (See also: IRCC Email, "SCIDA Disclosure

R Bl
I CSE could not explain why it took
)

105 CSE Response, Review, RFI-16, Q1.

107 Meeting with CSE personnel regarding targeting justifications, March 4, 2022.
108 CSE Factual Accuracy Comments, May 20, 2022.

NSIRA // Review of a Specialized |l Program Under the Foreign Intelligence Aspect of 26
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53.  (TS//Sl) As previously noted, subsection 22(1) of the CSE Act prohibits CSE from directing
its activities at Canadians or persons in Canada. In order to meet this requirement, NSIRA is of the
opinion that CSE must conduct a foreignness assessment prior to conducting collection activities
against a defined target, in order to meaningfully assess the likelihood that a target is a Canadian
or a person in Canada. Indeed, such a requirement is reflected in CSE policy on foreign
intelligence. s Additionally the || A states that: “CSE relies on an assessment
of the foreignness of the target before starting || operations. As a result, CSE has
confidence that it is not directing its operations at a Canadian or any person in Canada.”"4
Because the Minister's assessment of the proportionality of the authorized activities was partially
premised on this statement, NSIRA expects that CSE always assess the foreignness of the target
prior to starting activities in support of || ]l - in line with CSE's statement to the Minister
that it does so consistently.

54, (TS//SI) | Mha e i3 e s /Do el Sy R
I s defined in the CSE Act, NSIRA questions how CSE GGG

met its threshold of reasonable grounds to believes -

109 CSE Email, “Update on
110 CSE Email, “GCRs,”
This email demonstrates that

CSE Email, “"RE: Request for

11 For example, refer to CSE Email, “Report for
112 CSE Email, “Update on
RFI-15, Q9, February 4, 2022.
113 Mission Policy Suite, Foreign Intelligence Chapter, Para. 11.6.

114 CSE Foreign Intelligence Authorization, Activities, September 5, 2019, Paras. 14, 25.
115 Refer to CSE Email, “RE:
116 As required in CSE policy, the foreignness assessment must meet the threshold of reasonable grounds to believe.
NSIRA notes that the threshold of reasonable grounds to believe is higher than the standard of reasonable grounds to
suspect (R. v. Mann, 2004 SCC 52, at para 27).

Also see CSE Response, NN Review,

NSIRA // Review of a Specialized [l Program Under the Foreign Intelligence Aspect of 97
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Notwithstanding any securtty markings o

55.  (U) As part NSIRA’s recent review of disclosures of information under SCIDA, NSIRA
reviewed |l requests for information by CSE to IRCC to confirm the citizenship status of
incivicuals I i <prescnted o I
I o I requests in the previous year, potentially indicating CSE's [

B o~ IRCC's information to perform its activities. In this context, NSIRA has now observed
that the long response times associated with SCIDA requests are unlikely to facilitate the timely

collection of intelligence to satisfy GC requirement<jii D

56. (U) At the same time, direct confirmation from the IRCC would achieve a higher degree of
certainty as to an individual's Canadian status than CSE's internal foreignness assessment in
order for CSE to verify that it is not directing its activities against Canadians, in accordance with
s. 22(1) of the CSE Act. As such, NSIRA encourages CSE to develop an information sharing
agreement with IRCC based on the two departments’ respective legal authorities and the Privacy
Act, or develop limited and controlled access to IRCC’s databases for the purpose of obtaining
timely and concrete confirmation of the citizenship or permanent resident status of its targets, to
ensure that it does not direct its activities at Canadians.

57.  (U) Finding no. 6: NSIRA finds that CSE il collection and reporting activities on
an individual
before receiving confirmation from Immigration, Refugees, and Citizenship Canada T

117 NSIRA Report, “NSIRA and the OPC's review of federal institutions’ disclosures of information under the Security of
Canada Information Disclosure Act in 2020,” 2021.

"' I requests for citizenship checks in 2019 [l made to IRCC | to the Canada Border
Services Agency (CBSA). CSE then shifted to requesting information about Canadian status from IRCC exclusively rather
than CBSA. Refer to CSE Factual Accuracy Comments, May 20, 2022.

119 NSIRA Report, “NSIRA’s 2019 annual report on the disclosure of information under the Security of Canada Information

Disclosure Act,” 2020.

120 IRCC responded to

NSIRA // Review of a Specialized [Jllllll Program Under the Foreign Intelligence Aspect of o
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58.  (U)Finding no. 7: NSIRA finds that CSE does not have a mechanism to obtain timely and
concrete verification of a person’s Canadian status in order to verify that it is not directing its
activities at Canadians.

{U) Recommendation no. 6: CSE should ensure that a foreignness assessment is completed
prior to commencing collection and reporting on individuals. CSE should also develop policy
requirements for the documentation, tracking, and management review of foreignness
assessments.

(U) Recommendation no. 7: CSE should develop a mechanism with Immigration, Refugees,
and Citizenship Canada, or other federal institutions as appropriate, to facilitate timely and
concrete confirmation of the Canadian status of individuals implicated in CSE's operational
activities.

V. GOVERNANCE AND RISK MANAGEMENT

39.

{U) During the review period, CSE took part |Jjjjij operations led by a partner, in addition

operations jointly led by CSE and [N EEE—

60. (TS//SI) As such, NSIRA set out to understand the governance parameters applied by CSE
to each operation, to determine whether the associated activities were appropriately reflective of
the risk factors of each operation and aligned with the requirements of the
MA.

Governance Mechanisms of ||l Crerations: | N

61.  (TS//SI)

NSIRA // Review of a Specialized |l Program Under the Foreign Intelligence Aspect of 29
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62.  (TS//Sl)

63. (TS//SI) CSE policy requires that a risk assessment be carried out prior to undertaking any
new SIGINT activities that result in the acquisition of data from the GlI, and for

TR SR hol -r- R R R F i P
To that end, CSE explained that GG

o

4.  (Ts//sl)

121 CSE Response, Review, RFI-15, Q1, January 28, 2022. CSE explains:

22 Mission Policy Suite, Foreign Intelligence Chapt
Framework (SORAF).
23 CSE Response, Review, RFI-15, Q1, January 28, 2022. CSE explains:

er, Para 8.1. CSE calls this the SIGINT Operational Risk Assessment

124 CSE Document,
for example, refer to CSE Email,
for example, refer to CSE Email,

126 CSE Document,
127 CSE Document,

NSIRA // Review of a Specialized [l Program Under the Foreign Intelligence Aspect of .
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65.  (TS//SI)

66.  (TS//SI) In NSIRA's view,

3¢« warranted an overarching assessment
of all aspects and potential techniques of the operation as well

as its objectives, implicated capabilities, and associated risks - especially when first approved by
CSE in [ s Through this, CSE would have benefited from a fulsome evaluation of this
B that would have set a clearer standard for || Further, a risk assessment

per the materials made available to NSIRA.

129 CSE Document,
130 CSE Email, “Update on

132 CSE Email, “RE: SORAF activity summary,”
133 CSE Email, “RE: SORAF activity summary,”
134 CSE Email, “RE: SORAF activity summary,”
135 During the factual accuracy stage, CSE took the position that

In its view, an operational plan and
risk assessment “can only be done once there is a strong idea of the direction that the operation will take i}
(CSE Factual Accuracy Comments, May 20, 2022). NSIRA is not satisfied with
this explanation given
making it an important aspect of the operation to be assessed for risk.

NSIRA // Review of a Specialized [JJjilf Program Under the Foreign Intelligence Aspect of 31
CSE's Mandate

32



TOP SECRET // Sl // CEO

Notwithstanding any se
on this record, the

specific to the |l operation would have better aligned with CSE’s policy requirement to
conduct a risk assessment in support of

* NSIRA believes that [

contributed to the

issues identified in the previous chapter in relation to this operation.

67.  (TS) Finding no. 8: NSIRA finds that CSE has not developed policies and procedures to

govern its participation in [ i the [N

program.

C—

(TS) Recommendation no. 8: CSE should develop policies and procedures to govern its

participation in | thin the [ program.
Governance Mechanisms ||} N Operations

68.  (TS//SI) Certain operations in which the ||l program plays a part are managed

by cse's [ - tne's. |n these operations, CSE typically

7 In these cases, CSE does not conduct a risk assessment or
apply any of its formal governance procedures to the operation, because in its view, this is solely
the responsibility of the entity conducting the operation.’ In essence, CSE explained its role is
limited to and that it is not privy to the risk assessments or other

governance processes undertaken by the partner agency. Further, CSE has explained that its

operational relationships [

Case studies in partner-led operations: || NNENEGgGGEGEGEGEGEGEGEE
ek e _
69.  (T5//Sl) During the review period, CSE || NN -- -

led operations:
I or<rations,

136 Cite the BN DC SIGINT, See also: CSE Document,
137 CSE Deck, “NSIRA Review of
138 pMeeting with CSE stakeholders on
139 Meeting with CSE stakeholders on
140 Meeting with CSE stakeholders on operational activities, July 19, 2021.
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CSE proviced Gl s o MR e o 7 LT T cighe iy

70.  (1s//s!) N CSE did not conduct a risk assessment or apply any of its formal
governance procedures to the operations, because in its view, this responsibility rests solely on
the entity conducting the operation. 2 CSE also did not consult with its policy or legal units
regarding its participation in these initiatives. ' Accordingly, | CSt
responded that it has “no | documentation. GGG
= 0 essence, CSE explained its role as [}
and that it was not privy to the risk assessments or other governance
processes undertaken by the partner agency.

71.  (TS) Further, CSE stated that it applies a policy exception that exempts it from conducting
a risk assessment'ss when it is

This exemption is still subject to conditions, such as the completion of a risk assessment if
requested by management, ensuring alignment with data sharing requirements, communication
of conditions and caveats associated with the sharing, and ensuring |l NG
I rinally, the rationale, conditions for sharing, and

management approvals are required to be stored in a corporate repository.14

72.  (TS//Sl) Part of CSE's rationale for leaving the assessment of the risks of an operation to
its partners is that it considers the

-141 CSE Deck, “NSIRA Review of
142 Meeting with CSE stakeholders on
143 CSE Response to RFI-01, Follow-up Q2,
144 CSE Response to RFI-17, Q1, Review, February 11, 2022.

145 CSE Response to RFI-17, Q2, Review, January 28, 2022.

146 Mission Policy Suite, Foreign Intelligence Chapter, section 25.4.3. Emphasis by NSIRA.

147 Meeting with CSE stakeholders on June 22, 2021.
148 CSE Response to RFi-15, Q8,
149 CSE Email,

Program,” February 19, 2021, Slide 12.

June 22, 2021.
Review, March 19, 2021.

Review, January 28, 2022.
CSE Update
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73.  (TS//SI)

74. (TS//SI) NSIRA is not satisfied with CSE's invocation of the [l exemption for not
undertaking its governance processes for | BB 'ed operations. These operations,
conducted without having undergone a risk assessment or operational plan and without having

access to those of the || NI rartner, and in some
cases required a substantial amount of dedicated resources. This included dedicating staff

resources to

150 JCSE Emails,
CSE Email, "RE:
151 CSE Email,

1]

Examples in CSE Emails:

154 CSE Meeting Records

CSE Meeting Records
CSE Meeting Records

CSE Emails,

Document,

157 CSE Email, "Draft Update,”
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I = d CSE's contribution to this effort was considered critical to its success. s

75.  (TS) Itis clear that

I For these reasons, NSIRA does not believe the policy exemption for

nor indeed the nomenclature used by CSE to describe the activities, reflects their true

nature

76.  (TS//SI) CSE has explained that these types of operations may lead to the sharing of
foreign intelligence | i the partner decided to produce an intelligence
report summarizing the obtained information and choosing to classify it for release ||| [ [ N
& However, there is no requirement for the partner to route the resulting information back
to CSE even if it may meet CSE's goals or intelligence requirements. s In fact, CSE explained that

158 CSE Email, “RE: Request for update —
described

personnel

See also: CSE Email,

CSE Email, “Draft Update,”

During the factual accuracy stage, CSE took the position that

SE Factual Accuracy Comments, May 20, 2022.) NSIRA is not

satisfied with this response, as

Finally, when
relating to

requested during the review, CSE did not produce any written record or agreement

160

See Mission Policy Suite,
led operations is reflective

Foreign Intelligence Chapter, Para 4.1. in NSIRA's view, CSE’s participation in
of particularly given CSE's description of these operations
and the actual nature of CSE’s participation in the operations

outlined in this section.

161 CSE Response to RFI-16, Q22,
162 Meeting with CSE personnel on
63 CSE Response to RFI-07, Q5,
164 CSE Response to RFI-07, Q1,Q2,

Review, February 8, 2022.
June 22, 2021.
Review, September 16, 2021.
Review, August 13, 2021.
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77.  (TS//S1) In NSIRA's view, given the potential risks of || BB operations, it is prudent
for CSE to formalize a governance agreement with partners to identify and manage any risks

arising from | Fthermore, in the NN \/A.

the MND requires that mutually agreed upon procedures consistent with the terms of the

Authorization are in place when CSE provides [ NGNS

165 As such, NSIRA recommends that CSE create
mutually agreed upon procedures with its partners, consistent the terms of any relevant
Authorizations, and consult with the Department of Justice (DOJ) when creating such
agreements. NSIRA will be interested in examining the role the DOJ plays in informing these types
of collaborative CSE activities as part of future reviews.

78.  (TS//Sl) Additionally, CSE must conduct | Bl operations “under an approved
operational plan, following a rigorous and thorough risk assessment process,” as stated to the
MND in the | 2rr'ication. s In describing | to the Minister,
CSE affirms that “each || NI rcoardless of duration, is conducted under an approved
and tailored operational plan and risk assessment,” with the level approval commensurate to the
assessed level of risk.’” CSE did not provide to NSIRA any approved operational plans or risk
assessments for | operations led by its | partners during the period of
review. In NSIRA's view, CSE's

- and thus must be conducted under an approved operational plan
following a rigorous and thorough risk assessment process, considering the possible risks to CSE
and its equities from participating in these activities.

79.  (TS) Finding no. 9: NSIRA finds that CSE'’s contributions to |l orerations with
its ]I partners is not governed by any written arrangements with operational activities

80.  (TS)Finding no. 10: NSIRA finds that CSE's contributions to [l operations led
by a [ partner have not been accompanied with the operational planning and risk
assessment as described by CSE to the Minister of National Defence.

165 CSE Foreign Intelligence Authorization, 2020-21, Para. 52.
166 CSE Application for Foreign Intelligence Authorization, 2020-21, Paras 74, 78, and 112. CSE

further explains that “in instances where an operation involves coordination with international or domestic partners,
CSE will also engage in a thorough consultation process.” Here, CSE makes it clear to the MND that even for-
I operations that involve a domestic or international partner, a thorough consultation process is also to occur, in
addition to an operational plan and risk assessment.

167 CSE Application for Foreign Intelligence Authorization, | N 2020-21, Para 16.
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81. (TS) Finding no. 11: NSIRA finds that CSE does not obtain operational plans or risk
assessments developed by its | partners leading the | cperations, nor

contributes to the development of these plans or their associated parameters.

(TS) Recommendation no. 9: CSE should develop written arrangements with its ||| N
partners implicated in | 2 ctivities, to set the parameters for collaborating on
these activities. :

(TS) Recommendation no. 10: When collaborating on a || oreration with a [
I rartner, CSE should prepare an operational plan and conduct a risk assessment
associated with the activity with a view to ensuring an operation’s alignment with CSE's
priorities and risk tolerance levels. CSE should also ensure that parameters and any caveats

for the partner's | - o.tlined and acknowledged.

VI.  TESTING TOOLS I
B R PRI S T

82.  (TS//Sl) CSE provided NSIRA personnel a comprehensive walkthrough of the ||| N
B T ——

B 2! in support of CSE's foreign intelligence efforts, as well as for the purpose of
assisting the RCMP, CSIS and CAF.» To ensure that its | too's are fit-for-purpose,
CSE first conducts internal validation checks. Using CSE's internal capabilities, the tools are

validated to ensure that they function appropriately, NN

Testing and evaluation of CSE’s products

83. (V) Upon leamning that CSE tests tools
NSIRA set out to assess how CSE performed

this testing in preparation for operational use ||} I 7o that end, NSIRA received a
briefing from CSE stakeholders related to the development, validation, and testing requirements

188 Walkthrough of | ¢ = <i'itics with CSE personnel, July 27, 2021,
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conducted on tools prior to their use. NSIRA also requested all testing documentation, including
supporting legal analyses, operational plans, as well as lessons learned and post-test reporting.

84.  (U) NSIRA expected to find that CSE complied with internal policies and procedures in the
performance of its testing and evaluation activities, appropriately assessed and considered the
security, legal, and compliance aspects of these activities, and mitigated any associated risks
prior to undertaking them.

85.  (TS//SI) The MPS sets out a range of requirements pertaining to Testing & Training (T&T)
activities, including that they:

a. arenot directed at Canadians or any person in Canada, || N N NN N
b. that pre-approval must be sought | h< e the activity may [

and

c. that collection from testing || I s to be limited to infrastructure information6°
and non-content.'”?

86. (TS//S!) Requirements are also set out for the segregation and retention of data collected
from testing and training activities, as well as for the analysis of communications of consenting
participants.’”

87. (S) Following internal testing and validation within a CSE-controlled environment, CSE may

choose to test ts tools externaly. [

I testing case study: [N

88.  (TS//Sl) One of CSE’s operational activities in the period of review pertained to the testing

of I i< o attached to a specific NN

169 Infrastructure information is information relating to any functional component of the Global Information
Infrastructure (GlI) or events that occur during the interaction of two or more devices that provide services on a network
or between an individual and a machine (if the interaction is about only a functional component of the Gll). Refer to

Mission Policy Suite, Foreign Intelligence Chapter, Para. 12.3.
170 Non-content is a category of data obtained by CSE that does not reveal purport, and includes both metadata and

metadata-like features. Examples:
Refer to Mission Policy Suite, Foreign intelligence

Chapter Para. 10.5.
171 MPS, Foreign Intelligence Chapter, Section 12.4.1.
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89.  (TS//SI)

90. (Ts//s))

172 CSE Email. "FW:

173 CSE Email, “FOR APPROVAL:
174 CSE Document. “CSE
175 CSE Email, “FW: FOR CONSULTATION:
176 CSE Response to RFI-01, Follow-up Q2,
77 CSE Email, “RE:

Review, March 19, 2021.

Nonetheless, NSIRA did not receive | EEEGEG

that NSIRA received.

178

179 CSE Email, "RE:
180 CSE Document. “CSE

81 CSE Document. “CSE
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(TS//S1) One of the main features intended to be tested Was [ caele.

92.  (TS//Sl) CSE conducted
B ¢ A\head of the tests, CSE developed operational plans delineating [N
ss Minor deviations from the plan were to be managed by the team
lead, while any major or higher-risk departures from the plan would require further approvals.’
While post-testing summaries of lessons learned were produced following [ NN

testing sessions, s this documentation did not enable NSIRA reviewers to assess the test's
compliance with its operational plan.

93.  (TS//SI) This is the first time that NSIRA has encountered CSE's interpretation and
application of the paragraph 23(1)(c) of the CSE Act since its coming into force on August 1,

182 CSE Email, “FW: FOR CONSULTATION:
Data to be acquired during the testing included:

184 CSE Email, "FOR APPROVAL: See also: CSE Response to RFI-08, Q5, [ NG_N
Review, August 23, 2021.

185 CSE Response to RFI-07,Q10,
786 CSE Document.
187 CSE Document. Details or further specifics pertaining to the factors which would

increase the risk are not mentioned, nor are the required approval authorities in these instances.
188 CSE  Document, and CSE Document, [N

Review, September 1, 2021.

189 Paragraph 23(1)(c) of the CSE Act provides that despite subsections 22(1) and (2), the Establishment may carry out
any of the following activities in furtherance of its mandate: “testing or evaluating products, software and systems,
including testing or evaluating them for vulnerabilities.”
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2019. As explained by CSE, CSE must dedicate time to capability development, and testing and
evaluation is done to ensure CSE's capabilities are effective and compliant prior to
operationalization. NSIRA sought to clarify the legal authorities that apply to CSE's testing

S R e GO Y 4 T T R Y T

94.  (TS//SI) Although not specified in the authorization request, ||| lEENEGNGEGNEG
I CSE explained that it relies on the issued || A and paragraph 23(1)(c)
of the CSE Act."s' CSE explained that although paragraph 23(1)(c) provides a “narrow exception”
to the ‘directed at’ prohibition in ss. 22(1) and (2) of the CSE Act, subsections 22(3) and 22(4)
would still apply to testing activities. sz However, if the testing in support of || is
assessed as being at risk of contravening an Act of Parliament, or acquiring information from the
Gll that may interfere with a reasonable expectation of privacy of a Canadian or a person in
Canada (reasonable expectation of privacy), it is conducted under the || | D
Authorization.'2 Thus, it appears that CSE leverages both MAs and the exception in paragraph
23(1)(c) to cover |l testing activities that risk amounting to a contravention of an Act of
Parliament or interfering with a reasonable expectation of privacy.

95.  (TS//Sl) Due to the narrow exception provided for in paragraph 23(1)(c), and its novelty,
NSIRA considers it necessary for the Chief’s applications to inform the Minister that

testing activities in support of the mandate might risk contravening ss. 22(1) and (2), an Act of
Parliament, or interfere with a reasonable expectation of privacy, and therefore the authorization
may be used to support such activities. NSIRA notes that while such testing activities may be
reasonable in the circumstances and reasonably necessary to aid other authorized activities, s it
is important for the Minister to be informed of these activities. This information can enable the

Minister to include any terms, conditions or restrictions N (o < sure

the reasonableness and proportionality of an activity.e

190 CSE Response to RFI-14, | Review. January 28, 2022.

191 This section permits CSE to conduct the described activities'®? without contravening the prohibition on directing
activities at Canadians or persons in Canada in s. 22(1) of the CSE Act.

192 CSE Response to RFI-14, Q10, [ Review, January 28, 2022. These subsections require a Ministerial
Authorization for any activities performed in furtherance of the foreign intelligence or cybersecurity aspects of CSE’s
mandate that contravene an Act of Parliament or involve the acquisition of information on or through the Gll that
interfere with a reasonable expectation of privacy.

193 CSE Response to RFI-14, Q3, | Review, January 28, 2022.

194 A similar provision was not included in the National Defence Act.

195 CSE Act, Para. 26(2)(e).

196 CSE Act, Para. 35(d).
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96. (U) Finding no. 12: NSIRA finds that CSE's application for the [ NNENGGGNGNG
Authorization did not inform the Minister of National Defence that it intends to conduct testing
and evaluation activities under the authority of the Authorization.

(U) Recommendation no. 11: When applying for a Ministerial Authorization, CSE should
disclose to the Minister any related testing or evaluation activities that it intends to undertake
pursuant to paragraph 23(1)(c) of the CSE Act.

— S S

I testing case study: IR

97.  (TS//SI) During the review period, CSE also performed testing of || EEENEGTGEG

98.  (TS//sl)

W ; .2 .

99. (Ts//Sl)

201 The authority permitting CSE to conduct these testing activities was
202 CSE Email, “RE: [For Approvall
203 CSE Email, "Validation of
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100. (TS//Sl) While the associated [ did not occur, the issues
underpinning it are important from an efficacy perspective. Both CSE

101.  (TS//Sl) In NSIRA's view, developing capabilities separate from specific operations = .
~ is a reasonable approach that allows CSE
to leverage a tool if the need arises, modifying it as necessary for the specific operational
elements. As such, NSIRA encourages CSE to continue to develop tools and capabilities
separately from specific operations where possible.

I Testing
102. (TS//Sl) During the review period, CSE planned to conduct testing similar to its

I o that end, CSE prepared a risk assessment
concerning an operational test of [

204 CSE Response to RFI-16, Q15,
205 CSE Email,
206 CSE Email, "RE:

Review, February 25, 2022.

See also: CSE Email.

208 |nitial discussions indicated that testing could take place However, this would have required CSE to

205 CSE Response to RFI-14, Q5,
CSE Email,

Review, January 28, 2022.
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103. (U) This review was undertaken from January 2021 to April 2022. During this time, NSIRA
encountered significant delays in the provision of review information by CSE, as well as resistance
to the scope of the review as identified in the review’s Terms of Reference.2’® CSE's resistance to
the scope of this review resulted in the substantially delayed provision of key review materials.""
CSE’s provision of some key review materials four months after the initial request was
unacceptable, and caused undue delays and difficulties for NSIRA personnel during the course of
this review, ultimately contributing to a delay in its completion.212

104. (U) In addition, midway through the review, CSE imposed highly restrictive settings on a
new information technology system, which was then used to provide review materials to
reviewers. These restrictive settings posed a significant impediment to NSIRA's review activities,
preventing reviewers from performing basic information management and analytical tasks.

105. (U) Together, these challenges contributed to delays on this review, and prevented NSIRA
from performing a thorough verification of the information provided by CSE upon the conclusion
of the review. In relation to its search methodology, CSE explained that it relied on the
identification of the correct stakeholders within CSE with access to the information. The identified
stakeholders then retrieved the information and provided it to the CSE review liaison team or
would direct the liaison team to locate the required information. CSE explained the various
repositories used to locate specific documentation over the course of the review period as well
as its methodology for Outlook searches.

106. (U) Nonetheless, during the course of this review, NSIRA reviewers identified the existence
of certain responsive materials that had not been provided by CSE. While CSE explained that it
tends to “err on the side of inclusion when providing relevant documents,” its justifications for not
providing the identified information tended to be that the stakeholders searched information
holdings to provide NSIRA with information deemed to be the “most recent, relevant, and highest
value to NSIRA."213

210 Meeting with CSE liaison unit to clarify review process and scope, August 10, 2021.

csE Email to NSIRA, “FW: [ Review: RFI-05,” July 6, 2021.

211 NSIRA requested documentation associated with all operational activities performed in support of the | NN
program as part of RFI-05 on June 29, 2021. Materials specific to each operation began to be provided on September
9, 2021, with substantive document provision ongoing until December 2021. Annex D summarizes the timelines

associated with the provision of materials by CSE in support of this review.
212 CSE also later expressed resistance to the scope of another NSIRA review presently undertaken, which manifested

in similar delays in CSE’s provision of information required a part of that review.
213 CSE Response. RFI-23 Q1.
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107. (U) Additionally, in responding to NSIRA's request regarding its search methodology, CSE
identified over one hundred emails that were responsive to previous RFIs and were only provided
to NSIRA during the factual accuracy stage (after the report had been drafted).21« CSE stated that
this information was inadvertently omitted when all other review materials were transferred to
reviewers. This event is in line with previous reviews where CSE identified information relevant to
the review at very late stages of the review process.

108. (U) Upon request, CSE also provided to NSIRA a list of documents, identified but not
provided to NSIRA alongside a rationale. CSE claimed that certain documents contained
Exceptionally Compartmented Information (ECI) information owned by | I 2nd
therefore were out of CSE's control to disseminate further. NSIRA finds this rationale wholly
unsupported. Should documents contain ECI information, NSIRA would expect to receive the
appropriate indoctrination in order to access the materials. Furthermore, NSIRA should be made
aware of the existence of this information during the research and analysis stages of the review
in order to resolve the issue prior to the report’'s completion.

109. (U) Altogether, these issues have resulted in NSIRA's limited confidence in the
completeness of information provided throughout this review and high dissatisfaction with the
responsiveness of CSE.

VIll.  CONCLUSION

110. (TS) The goals and objectives of the ||l program are those that can effectively
enable CSE to fill important gaps relating to Canada'’s key intelligence requirements. The program
has extensive and varied technical expertise that can enable CSE [ to collect
information that would address these gaps. :

111.  (TS//SI) At the same time, the novel nature of certain [ ] BBl activities, such as
warrants a close examination of the operational
activities and their associated risks in order to lead the governance model for these activities
toward greater maturity. Careful management of ||l operations and all of the program’s
associated activities is particularly important given the nature of the program'’s [l targets
Inadequate management of risks and associated equities in this context could lead to increased
vulnerabilities, challenges to Canada'’s international relations, and reputational harm.

214 The emails were pertaining to [l 2n operation that served as the basis for several case studies
throughout the report. .
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112.  (TS) NSIRA recognizes that while changes in CSE’s corporate governance processes may
have contributed to this lack of consistency, with the recent adoption of a uniform risk assessment
mechanism, it would be prudent for CSE to ensure all operations within the purview of the [}
I orogram are subject to a thorough governance regime. Given the present absence of such
a regime, and given the early stages of || Sl \S'RA believes that the development
of clear policies and procedures for ||l activities is an appropriate next step — especially
if CSE is to undertake more complex and sensitive || I operations as the function

matures.
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ANNEX A: CSE Briefings. e s LA

113. (TS//SI) Meetings with CSE Stakeholders

 February 19, 2021: Preliminary briefing introducing the program

+ June 22,2021 Discussion on G

e July 19, 2021: Briefing on operational activities

 July 27, 2021: Technical briefing on || N - ctivitics

¢ August 10, 2021: Meeting with liaison unit to clarify review process and scope

+  September 28,2021: Discussion about GG

program

» March 4, 2022: Meeting with ||l stakeholders and CSE's targeting unit to review

targeting justifications for || N targets
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ANNEX B: List of Operations

Operation Type Status Notes

215 Given that this operation falls within the scope

217 puring the factual accuracy staﬁ. CSE stated that it does not, in fact, have an ongoing operation by this name, while

the operation This contradicts a previous CSE response to an NSIRA request for information,
in which CSE states that the operation is ongoing.
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Information
RF| # Response Part | Type Requested | Deadline | Received | Business Days
Early/Late
RFi-1part 1 Documents 26-Jan-21 12-Feb-21 12-Feb21 0
[ RFI-1 part 2 Briefing 26-Jan21 19-Feb-21 19-Feb-21 0
[ RFi-1part 3 Questions 3-Mar-21 19Mar-21 19-Mar-21 0
[RFi-2part 1 Documents 19-Mar-21 6-Apr-21 6-Apr-21 0
[ RFi-2 part 2 Questions 19-Mar-21 6-Apr-21 B-Apr-21 2
RFi-2part 3 Questions 19-Mar-21 6-Apr-21 13-Apr-21 5
RFI-2part 4 Documents 19-Mar-21 6-Apr-21 23-Apr-21 13
RFI-2pant 5 Documents 19-Mar-21 6-Api-21 30-Apr-21 18
| RFI-2 part 6 Documents 19-Mar-21 6-ApI-21 18-Jun-21 53
[ RFI-2part 7 Documents T9-Mar-21 6-Apr-21 30-Jun-21 61
[ RFI-2part8 Documents 19-Mar-21 6-Apr-21 23-Jul21 78
RFI-3 part1 Documents 3-Jun-21 17-Jun-21 17-Jun-21 0
[ RFi-4part 1 Briefing T7-Jun-21 2-Jul-21 19-Jul-21 11218
[ RFI-5 part 20 Documents 29-Jun-21 16-Juk-Z1 29-Nov-21 96
[ RFI-5 part 1 Documents 29-Jun-21 16-Jul-21 16-Jul-21 0
"RFI-5 part 10 Documents 29-Jun-21 16-Jul21 25-Aug21 28
RF1-5 parts 11 and 12 Documents 29-Jun-21 16-Jul21 17-Sep21 45
RFI-5 part 13 Documents 29-Jun-21 16-Jul-21 24-Sep-21 50
| RFI-5 part 14 Documents 20-Jun-21 16-Jul-21 18-0ct 21 66
"RFI-5 part 15 Documents 29-Jun21 16-Jui21 120ct21 62
"RFI-5 part 16 Documents 29-Jun21 T6-Jul21 20ct21 56
RFI-5 parts 17 and 18 Documents 29-Jun-21 16-Jul21 12-0ct21 62
[ RFI-5 part 19 Documents 29-Jun21 16-Jul-21 8-0ct-21 60
[ RFI-5 part 2 Documents 29-Jun21 16-Jul-21 21-Juk21 3
RFI-5part3 Documents 29-Jun-21 16-Jui-21 22-Jul21 I
[ RFi-Spart4 Documents 29-Jun-21 16-Jul-21 23-Jul-21 5
RFI-5 part 5 Documents 29-Jun21 16-Jul21 4-Aug-21 13
RFI-5parts 7and 8 Documents 29-Jun-21 16-Juk21 9-Sep-21 39
[ RFI-5part9 Questions 20-Jun-21 16-Juk21 25-Aug-21 28

218 In this circumstance, NSIRA accepted that the delay was both a result of NSIRA’s availability and CSE’s interal
pressures. This delay is therefore not at issue.
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RFI # Response Part | Type Requested | Deadline | Received | Business Days
Early/Late
" RFI-6 parts 1.and 2 Questions 26-Jul-21 6-Aug-21 9-Sep-21 24
[ RFI-7 part 1 Questions 30-Jul-21 13-Aug-21 13-Aug-21 0
RFI-7 parts 2 and 3 Documents 30-Jul-21 13-Aug-21 9-Sep-21 19
RFI-7 part 4 Questions 30-Jul-21 13-Aug-21 16-Sep-21 24
[ RFI-7 part 5 Questions 30-Jul-21 13-Aug-21 24-Sep-21 30
RFI-7 part 6 Documents 30-Jul-21 13-Aug-21 27-Sep21 31
RFI-8 part 1 Questions 12-Aug-21 27-Aug-21 23-Aug-21 -6
RFI-10 part 1 Questions 6-0ct-21 20-0ct-21 27-0ct-21 5
RFI-9 part 1 Documents 6-0ct-21 20-0Oct-21 15-0ct-21 -5
RFI-9 part 2 Documents 6-Oct-21 20-0ct-21 27-0ct-21 5
RF-11 part 1 Documents 13.0ct-21 77-0ct-21 2706121 0
RFI-11 part 2 Documents 13-0ct-21 27-0ct-21 26-0ct-21 1
RFI-12 part 1 Questions 3-Nov-21 17-Nov-21 24-Nov-21 5
| RFI-13 part 1 Documents 3-Nov-21 17-Nov-21 17-Nov-21 0
"RFI-13 part 2 Documents 3-Nov-21 T7-Nov-21 T7-Nov-21 0
"RFI-14 part 1 Documents T7-Nov-21 8-Dec21 23Dec21 1
"RFI-14 part 2 Documents 17-Nov-21 8-Dec-21 5-Jan-22 20
RFI-14parts 3and 4 Questions 17-Nov-21 8-Dec-21 28-Jan-22 37
RFI-14 part 5 Questions 17-Nov-21 8-Dec-21 T4-Feb-22 48
RFI-15 part 1 Questions 18-Nov-21 9Dec-21 28-Jan-22 36
RFI-15part 2 Questions 18-Nov-21 9-Dec-21 4-Feb-22 41
RFI-15 part 3 Documents 18-Nov-21 9-Dec-21 14-Feb-22 47
and
- Questions
RFI-17 part 1 Questions 18-Nov-21 9-Dec-21 28-Jan-22 36
RFI-17 part 2 Questions 18-Nov-21 9-Dec-21 11-Feb-22 46
RFi-18 part 1 Questions 18-Nov-21 9-Dec-21 30-Nov-21 -9
RFI-18 part 2 Request 18-Nov-21 9-Dec-21 19-Nov-21 -16
RFI-16 part 1 Documents 22-Nov-21 13-Dec-21 29-Nov-21 -12
"RFI-16 parts 2and 3 Documents 22-Nov-21 13-Dec-21 17-Dec-21 4
RFI-16 part 4 Documents 22-Nov-21 13-Dec-21 20-Dec-21 5
[ RFI-16part 5 Questions 22-Nov-21 13-Dec-21 4Feb-22 39
RFI-16 part6 Questions 22-Nov-21 13-Dec-21 9-Feb-22 42
RFI-19 part 1 Documents 18-Jan-22 8-Feb-22 T1-Feb-22 3
and
Questions
RFI-20 part 1 Questions 11-Feb-22 4-Mar-22 4-Mar-22
RFi-21 part 1 Questions 4-Mar-22 25-Mar-22 25-Mar-22
RFI-22 part 1 Questions 18-Mar-22 4-Apr-22 A-Apr22
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ANNEX E: Findings and Recommendations

Findings
(V) Finding no. 1: NSIRA finds that CSE has not updated the Minister of National Defence since

B o i s rclationship with a foreign partner ((S) I -

(V) Finding no. 2: NSIRA finds that in the context of a joint operation, CSE's analytic exchanges
with a partner ((S) il did not comply with all of CSE's internal policy requirements relating

to such exchanges with | partners.

(TS) Finding no. 3: NSIRA finds that CSE’s applications to the Minister of National Defence for
Foreign Intelligence Authorizations for ||} Activities did not describe the full

extent of CSE's involvement in activities I

(U) Finding no. 4: NSIRA finds that CSE did not appropriately apply its Mistreatment Risk
Assessment process to information shared with a foreign partner, ((S) [JJlil). CSE conducted a
mistreatment risk assessment only after having already shared substantial information with the
partner.

(V) Finding no. 5: NSIRA finds that CSE did not appropriately justify [l mistreatment risk for

I t=rgets of an operation.

(V) Finding no. 6: NSIRA finds that CSE [l co!lection and reporting activities on an
indlividiel, £afiis b G T T AT N P WA ¥ O A )

before receiving confirmation from Immigration, Refugees, and Citizenship Canad={l

(V) Finding no. 7: NSIRA finds that CSE does not have a mechanism to obtain timely and concrete
verification of a person’s Canadian status in order to verify that it is not directing its activities at
Canadians.

(TS) Finding no. 8: NSIRA finds that CSE has not developed policies and procedures to govern

its participation in | thin the [ program.

(TS) Finding no. 9: NSIRA finds that CSE's contributions to ||l operations with its
I partners are not governed by any written arrangements with operational activities
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(TS) Finding no. 10: NSIRA finds that CSE's contributions to [l operations led by a
I partner have not been accompanied with the operational planning and risk
assessment as described by CSE to the Minister of National Defence.

(TS) Finding no. 11: NSIRA finds that CSE does not obtain operational plans or risk assessments

developed by its BB partners leading the [ operations, nor contributes to
the development of these plans or their associated parameters.

(U) Finding no. 12: NSIRA finds that CSE's application for the | EEEEEEN Authorization
did not inform the Minister of National Defence that it intends to conduct testing and evaluation

activities under the authority of the Authorization.
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Recommendations
(U) Recommendation no. 1: CSE should update the Minister of National Defence on [}

I its relationship with a foreign partner ((S) [IID-

(U) Recommendation no. 2: CSE should comply with the Releasable SIGINT Products
requirements pursuant to the Foreign Intelligence Mission Policy Suite when conducting analytic
exchanges with |l partners in the performance of all operational activities.

(TS) Recommendation no. 3: CSE should describe to the Minister of National Defence the full

extent of its participation in ||} activities when applying for Foreign
Intelligence Authorizations.

(S) Recommendation no. 4: CSE must perform a Mistreatment Risk Assessment prior to every
instance of sharing information [l in accordance with parameters established with the
Minister of National Defence, Minister of Foreign Affairs, and the Privy Council Office in the
development of CSE's working arrangement with this partner.

(U) Recommendation no. 5: When performing a Mistreatment Risk Assessment, CSE should
specify why and how its risk rating applies to each individual implicated in the sharing of
information with a foreign partner.

(U) Recommendation no. 6: CSE should ensure that a foreignness assessment is completed prior
to commencing collection and reporting on individuals. CSE should also develop policy
requirements for the documentation, tracking, and management review of foreignness
assessments.

(U) Recommendation no. 7: CSE should develop a mechanism with Immigration, Refugees, and
Citizenship Canada, or other federal institutions as appropriate, to facilitate timely and concrete
confirmation of the Canadian status of individuals implicated in CSE’s operational activities.

(TS) Recommendation no. 8: CSE should develop policies and procedures to govern its

participation in N thin the [ orogram.

(TS) Recommendation no. 9: CSE should develop written arrangements with its || NG
partners implicated in || activities, to set the parameters for collaborating on
these activities.

(TS) Recommendation no. 10: When collaborating on a [l operation with a [
Il partner, CSE should prepare an operational plan and conduct a risk assessment associated
with the activity with a view to ensuring an operation’s alignment with CSE's priorities and risk
tolerance levels. CSE should also ensure that parameters and any caveats for the partner's [}

I b outlined and acknowledged.
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(U) Recommendation no. 11: When applying for a Ministerial Authorization, CSE should disclose

to the Minister any related testing or evaluation activities that it intends to undertake pursuant
to paragraph 23(1)(c) of the CSE Act.
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