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THE AI-DRIVEN
DATA RACE 

An AI-driven race for data is driving up the value of data, incentivizing new tactics to acquire 
data, new ways to generate data – including synthetic data – and new attempts to impose 
legal and technical restrictions on how data can be used.

PRESENT
AI companies are using ethically concerning tactics to 
get data for training their AI models. Unprecedented 
levels of investment in AI are creating pressure on 
companies to accelerate the development of AI models.1 
This requires good quality data, which is in increasingly 
short supply.2 Some social media platforms are rewriting 
their terms of service to allow content generated by 
their users to be used in training AI models. Some AI 
companies are scraping data from websites without 
permission (see Box 1). 

Box 1

Web scraping is the automated 
collection of data from websites by 
programs called web crawlers. Web 

standards allow websites to tag data 
with a “do not scrape” instruction. In 

practice, however, crawlers may or may 
not abide by these instructions. Despite 

criticism, some AI firms are scraping 
personal or copyrighted content for use 

in training AI models.

INSIGHT 19



2

More websites and content creators are trying to prevent AI 
companies from using their data. More websites are changing their 
terms of service – though such changes may be difficult to enforce, and 
do not apply retroactively when data has already been scraped.3 One 
recent audit found that 45% of the data in a Google training dataset 
is restricted by websites’ terms of service.4 Many lawsuits before the 
courts are seeking to restrict use of copyrighted material in AI training.56 
Technological tools are also being deployed: for example, Spawning’s 
Kudurru blocks automated web scraping, while Nightshade “poisons” 
data for AI training purposes without affecting how it appears to 
humans.78 

Synthetic data is increasingly of interest for AI training. Finding 
it harder to access human-generated data, more AI companies are 
exploring the use of AI-generated data to train AI models.9 Generative 
AI models are being designed to rapidly create synthetic data that 
can be used to train more capable models.10 The use of synthetic data 
is still in its early stages. Today it is more commonly used for specific 
use cases, such as training autonomous vehicles, but some experts 
suggest it could become more important than real data by 2030.1112 
However, it has some challenges. It is most useful when generated 
from real data, but even if so, it can oversimplify real-world nuance or 
exaggerate biases found in sample datasets.13 It can also be vulnerable 
to reidentification attacks, revealing personal information contained in 
sample datasets used to build the synthetic dataset.14    

Scientific advances are creating new opportunities to generate data 
in technical domains that could be used for AI training. For example, 
the DNA in a human genome can now be sequenced in a single day, 
compared to a decade at the turn of the century.15 Efforts are underway 
to make more scientific datasets findable, accessible, interoperable, and 
reusable (FAIR) for use by AI researchers.16 



FUTURES
The value of real data could continue to grow, driving 
investment in data collection and labelling. The data 
annotation and labelling market is projected to grow by nearly 
600% by 2030.17 Organizations could focus more on making the 
data they gather “AI ready” so it can more easily be monetized.18 
The incentive to collect more data could reduce inequality – for 
example, leading to new data collection efforts in remote regions 
or the Global South, which in turn could improve development 
of services for these groups.19 Individuals could be offered new 
incentives to share their data, such as access to digital services 
or discounts on devices that generate data.  

Overreliance on AI-generated synthetic data could lead to 
“model collapse”. If AI models are increasingly trained on 
synthetic data that is of lower quality than real data, this could 
cause a self-reinforcing degradation of AI models.20 As synthetic 
content comes to dominate the Internet, the risk of model 
collapse could grow.21 

Legal rulings could restrict the usefulness of AI models. If 
courts rule that copyrighted data cannot be used for training, 
some AI models could need to be removed and retrained.22  
New models trained only on data obtained with explicit 
permission could have narrower capabilities. For example, 
StarCoder2 is an AI model trained exclusively on content shared 
by code developers who opted in, and is less capable than 
ChatGPT.23

3



4

New ways of restricting data use could be coded into the data 
itself. With conventions around web scraping no longer seeming 
sufficient, new approaches could emerge that change how AI 
agents interact with data online. Companies including Meta, 
IBM,24 Google and Microsoft25 are proposing a data provenance 
standard26 and a technical standard27 that could add watermarks 
to data. Coding data-use instructions within data could improve 
transparency, helping developers to avoid copyright issues 
or bias (see Box 2).28 It could also increase pressure on AI 
developers to find new data sources, or ways to circumvent the 
new restrictions. 

Alternative AI training techniques could give users greater 
privacy and control. Federated learning is a technique that 
does not rely on a central repository of data, but draws 
from distributed sources in a way that maintains privacy and 
gives data owners more control over access rights.29 Such 
decentralised models of AI training30 might encourage more 
individuals and organisations to allow access to their data, 
potentially generating more insights in areas such as self-driving 
cars,31 materials research32 and healthcare.33 

Box 2

Types of bias in datasets 

Historical bias results from 
data reflecting past or existing 
inequalities

Sampling bias results 
from certain groups being 
underrepresented in data

Labelling bias results from 
those labelling the data 
imposing their subjective views

Measurement bias results from 
data collection methods that 
favour certain results 

Confirmation bias results from 
collectors selecting data that 
confirms their beliefs
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Failing to solve the data bottleneck could slow AI 
innovation, raising the cost of training data and 
cooling investor interest. 

New financial incentives for data sharing could 
affect how individuals and organisations behave: 

› Vulnerable groups could be exploited for
their data.

› Maintaining privacy could become harder
or more expensive.

› Research initiatives could opt to monetize
their datasets34 rather than sharing them
openly, undermining innovation and
science.35

Systems using AI models that are trained on 
synthetic data may be vulnerable to model 
collapse, degrading their performance and 
reducing public trust in AI and institutions 
that have integrated AI into their services. 

If court judgements restrict lawful access to 
powerful AI models that were trained on 
copyrighted material, cyber criminals and others 
willing to continue using these models illegally 
could gain a tactical advantage. 

Standards and certifications like Fairly Trained, 
which identify datasets that are open-source, 
ethically trained, and infringement-free, could 
become more influential.36

Countries might compete for access to data and 
increasingly view their own data as a strategic 
resource to be protected and controlled. This 
could undermine global cooperation in areas 
such as science.37

Countries could adopt varying data standards 
and protocols that lead to fragmentation of 
markets. For example, the European Union’s 
Digital Markets Act – which requires technology 
companies to ensure interoperability and access 
to certain types of data generated on their 
platforms38 – has led to Apple deciding not to 
roll-out its Apple Intelligence AI feature in the 
EU.39  

IMPLICATIONS 
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